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https://www.youtube.com/playlist?list=PLD6FJ8WNiIqV9JeCHNqxgXBTQPZn9RvMh
https://www.paloaltonetworks.com/resources/videos/bpa-demo
https://www.paloaltonetworks.com/resources/videos/how-to-run-a-bpa

RANTSOT74 A B )—DLE1I—

E1—%bE—KIYYTHSBPALR—KNICEETDE, LR—KNERARNTSOFAAYI)—%RLE
T,

Best Practice Assessment for Panorama

Contingency Planning
Performance 100% (No change)

System and Information Integrity 89% (+1pt)

CIS Critical Security Controls 6.0 Summary @

BMERE, £3E8E (XA —ZXYPMEF21UF14E2Z—CIS)2VF1AILEF2IUFT«5O-).
EUEXE. BEMNISTIOEFIVTFAHHETEAXNFIBICEITZ2HRYSEOHBAHTIVICITY
TENERARNTZIOTAAREFIVIRRERTLET, CcOBBROEMNIE, BPAFI YV INED L
SICEREZEREICBN DN EZERITISATEHIBFRELRDCETHY), EELELTHETDILETED
WEBA

Adoption Summary (EBAY YU — ) ®KSIZ, Best Practice Summary ( RAKNTZUF7 4 AHI 1) —)
ETNA AREICHEBRICBPAZER L TSRO, BECHEAZEH LU (FMRNIC ) BREBZRTRAE
BEEZEXET,

MYXY7ENEFIVIEZTOEBRAOTOREEL) ANE RS =%, Mapping Definitions ( XY 7°
EE) (EfAYARN—)ZEIUYILET, 71IILRERETDHIZShow Filters ( 7 1 LA FE
)L, HAICApplyFilters (74 )L 2 ZHEA )L, XYE T Zcsv 77AILTIIVAR—RNTBLH
|Z Export Mappings (XY EVJEZ IV AKR—K ) LET,

16 BPARR—KN HA R | RAN TTUF 14 AREDOFHE
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e Assessment for Panorama

D TopNav LeftNav Capability Class Control Category CSC Controls
Mapping Definitions

hi

- R - |

Select Al Deselect Al
Show 10 v |entries Configuration Management o~

Access Control

Top Audit and Accountability N Passing
ID  BestPractice Check Name Nav  LeftNav Capability Class Controls %
Contingency Planning

3 Description Populated Policies Security Corrective Operational System and Information Integrity N/A 0

4 Source/Destination = any/any Policies Security Preventative, Corrective | Technical Identification and Authentication 11,121 997
5 Servicel=any Policies Security Preventative, Corrective  Technical System and Communication Protection 96,133 946
6 LogatStartof Session Policies Security Performance Technical Risk Assessment N/A 99.7
7 LogForwarding Policies  Security Recovery, Detective Operational,  Contingency Planning, Audit and Accountability  6.2,6.6,10.1

Technical
8 ExpiredNon-Recurring Schedules Policies | Security Preventative Operstional | Configuration Management NA 100
9 Disable Server Response Inspection Policies  Security Preventative Operational | Systemand Information Integrity 8185111 100
11 DisabledRules Policies | Security Preventative Operstional | Configuration Management NA 556
12 Interzone Deny Rule with Logsing Policies  Security Preventative, Detective  Technical Audit and Accountability, System and 62,6466 100
Information Integrity
13 Intrazone Allow Rules with Logging Policies  Security Preventative, Detective  Technical Audit and Accountability, System and 62,6681 0

Information Integrity

Showing 1 to 10 of 202 entries Previous

Export Mappings

RERANTZVTA ARV —BEOLELI—,

BPARZ—N HA KR | RANTSUF7 4 AREOHE 17
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) O = — ° ~ JUL == A\l
RANTZOT14AR)—FZEODLE1I—
Policies (RS — ) BTR@ 774 T 4—LRIS—OFELBEZATICHEETZINTOFIVIE
RLUTVET, 5§EE’97K)L—)LEE§W1’§E%EJ?%>L&5 LEI—LEVWRUS—ORALTZBIRLE
T Security (2F21UF 4 ) RUI—EI1—RFIIL—IR—ADF I Y I#ER ( Security Rule Checks ( &
FAVTAN—ANFIVY) )ZRRLET, TERICL 21z, HDVE LV EANEFIVILEIL—
IWCHREZBVIAD T A2 ZRETS -0, ShowFilters ( 71 IILRX%ERR) LET, BEIWAD
CSVIZIPANIC)ARNETI IV AR—KNT B8, ExportData ( F—REIL IV AR—KN) TEEXT,

BeDFIVIDOHBERVSLIPBLOF IV IFRITHIENCHIZEMLELNE TS 1
b, help (ALT) Y=YV HILET,

Best Practice Assessment for N|

Security Rule Checks

==

Best Practice Check Results &

Rule Description Source/Destination || Service || Application || APP-Dwith || Not Lngg ingatStart || Log Expired Non-Recurring || Disable Server Response
Rule Name Enabled  Populated t=any/any t=any t=any Service of Ses: Forwarding  Schedules Inspection

€L Lt g

N B B S B BE RIS B |

|
x ¢ LR x

L I I |

Passing % 0% 73.3% 93.3% 33.3% 84.6% 87% 9.6% 96.6% 90%

Security Rule Checks ( E¥ 2175 1 J)L—)ILFIT YD ) DT, Security Rulebase Checks ( ¥ 17 1
L=IR=AFIYY) &, pass/fail ( GI&/FTEHK ) AT —RAEFERIB D EFIVIICHTSH
REBEEEIZ, FNARTIIN—TBORANTZIV9TAAFIVIORRZENLET, B2 OEROB
PAERUBRTBEMIEANOI I ZRETHLOChelp (ALT ) =2IUY I LET,

Security Rulebase vsys: vsys1

Best Practice Check Results @
X Disabled Rules (Fail): 1 disabled rules exist
+ Interzone Deny Rule with Logging (Pass)
% Intrazone Allow Rules with Logging (Fail): It is recommended to override the intrazone-default rule with Action set to ‘allow’, Log at Session End enabled, and IPS capability enabled.
+ HIP Profiles used in Rules (Pass)
+ User ID Rules without User ID enabled on Zone (Pass)

Policy (RU>—) lFHZLE1I—JF2RE, RU—BE(E1-BOYYEX ) ONREZERITZ -
., RETEUATORERBEZLEI-LKT .

O Security ( 2+ 1 ') 5 4 ) —Source/Destination !=any/any ¥ T ¥ 9 THREKICE 2> LI —I)ILZEAIL
£7,

O Security (¥ 115 1 ) —App-ID with Service ( —E RAFApp-ID) FI Y U THRERICK > )L —
NZHERILET,

O Security ( 2% 1 'J 7 4 ) —User-ID Rules without User ID enabled on Zone ( V—> TEM{LE h TV
BVWI—H—IDIL—=I ) FIYITRERICBE 2 LI —IDIL—ILZBRILET,

0O Decryption Rulebase ( E51t)L—)LX—R ) —SSH 7’OF > EH{LFI v I,

O Decryption (E51t ) —B% DESHKRI>—I)I—)ILEBEETHESHKTOT 7N eHF rRERYE
A,
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O Application Override ( 7 7' —>a>  LEE ) —BHBNDARLT 7V —23a > TERAENDT
TUr—2a EEEIN-ILNE, RYFUOIRNZ T4V ORDOLAY—7ENANALET, Bk
NDABRLTTVTr—2a 0 TCHERAES B TSI Tr—2a 0 LEE 2B ITHVERETIE, T
TAVIDURMEZENETE TE, ChSOIL—IHFHEITEZITTIT—23a 0 ERNBTERETSDC
ENTEET,

REARANTSZIOTFAR AT ITORKRENDLE LI —,
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» = — ) =, =
RANTZIOTAAATIIRZREDL
Ea1—

Objects (A7 ITVN) BTG T77ATIF=)INAT I VNOKELBEATICEETZIINTO
FIvOERLTVWET, BFOREZEMHEL. XY, GlobalProtect, E¥21UF4770774)L, OV

BE, BES7O7 74 LCSF2EBENF vy 72BRITRH O, LEI-LEVWATZIINDOR
A7ZBRUET, TROBIE. FUoFIAINAEFIVTATA77AILOBEREZRLTVET,

Best Practice Assessment for Panorama

5@ Device Group

GlobalProtect
HIP Profiles @) InternalCore device group: Internal Core

Packet Capture Enabled
False

Decoders
Name Action  Wildfire Action

smtp reset-both alert

smb  reset-both alert

plication Exceptions Rules Using Profile
8
4

(Fail): The following decoder WildFire actions should be set to either drop, reset-both, reset-client, or reset-server: smtp, smb, http, ftp

B207O77A4)ICEALTR. LR—NEREDOEREZRL. VW< 20L—-IF7O07 714 EERL
TWBAERLTVWET, LR—KE, BEOREDTIC, pass/fail ( B/ FTEHK ) AT—RAETEHK
B2 ERARNTSIVTFARFIVIILKRTHIHBEREECEIIRANZI9TAAF IV IORRZRL
TVET, help (ANLT ) ZIVYILT, BF IV IVORBERANTSITAANENDI D &
BLTLEEZL,

—OBEQOF I Y ONTEREALBE, TOT7AADRA MNFFBIEEDYET, LA—RET
BICBEEBORA NLTERAEATVW AW O7 74 EFRLTVET,

Objects (A#7Y IV K ) 872LE1I—-F2HE. BENEENNBTORMRERILLD. RETETE
NEBZLE1I—-LFT :

O Antivirus ( P FIAILNR) =T FI 1IN AEWIidFireBFDTF A—HX—F o3,
Anti-Spyware ( P> FANADIT ) —EEE7OT 74 )L, DNSZ > UK=L,

Vulnerability Protection ( fES5tR#H ) —EA& %707 7 1)L,

Filtering (URL 7 A LR UV T ) —BRAIOBERATIVA 7OV IEhTVWBRHESH,

WildFire Analysis ( WildFire'#7T ) — 7 7 AN EZA 727 A7 74N T2 (TIXTOEZA T DD 1=
HWildFirelci X5 N3 X&),

Log Forwarding ( V5% ) — 2 TOOTRA TN T7A#D—RENEAESH (£2T0OTERA(T %
7A0—RT3).,

RIERANTSOTAAZRYND)—IFREOLE 11—,

Oo0Ooao

O
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" [ J— e — En,l_hl
RAMNT ZOTAAXRYRNI)—IOEDL
F1—
Network (XY RD—2 ) 27R@BZY ND—VBEEORENF IV IEZINTRLET. ENFTET,
BERELZEMR TS, TLTY—. GlobalProtect, IPsec EE&(Crypt), V—> Z’OF9> 3> 70O

T77ANICBEBRUERARNT ST A ARETOBENTF Yy Y 72BATHILEHIC, LEI—-LEVWRY
RDO—OFTvOREBRLET, TEREOHIFY—0HERZRLTVWET,

paloalto  roce Objects Device , Best Practice Assessment for Panorama

Zones D) Device Group Template
Al N Al N - Only show records with warnings
GlobalProtect

Internet device group: vsys1 template: Perimeter

User Id Enabled Using Acl Include List Zone Protection Profile
Network Profies True ! False 2pp-harinteret
Packet Buffer Protection Enabled
PSec Crypto True
RaElss 2 O Best Practice Check Results @

n User ID is enabled, you should also be using an ACL Include List
¥ Zone Protection Profile Applied t¢ )
Notes

I~ User ID on Untrusted Zones: Only enable User ID on trusted zones

LAN device group: vsys1 template: Perimeter

User Id Enabled Using Ac! Include List Zone Protection Profile
True False e

Packet Buffer Protection Enabled

False

X Zone Protection Profile Applied t

Notes
I User ID on Untrusted Zones: Only enable User ID on trusted zones

GlobalProtect device group: vsys1 template: Perimeter

User Id Enabled Using Ac! Include List Zone Protection Profile
True False None

LR—KNEEZDEEOBRENHKREZRLTVET, SEEORARNTSIVTAAFIVIRERE. RE
DEREDTICRTRENET, Device Group ( /N1 XY )L—7" ) and/orTemplate ( 7> 7L —K ) ZIEE
TRENTEET,

FIYUENTNIC, pass/fail ( B/ FER ) AT—2ANHBY ., RANTSZIVTAAFIVIICHTS
HEREBENBYET, help (ALT ) ZIUYILT, BFIVIORBRERARNTZIT 1 ANEAND
V2O ZBRBLTLKEEV, —DREOFI Y INFFERICE2LERRE, BEORA MNLAFREBIZEDY)
ESCR

Network (XY RD—2 )27 2L E1—F2Hk, BEOBRENABTNEREZRT LD, RETE TR

NEBZLE1I—-ULFT :

O Zone (V—>)—l20OY—=2TNTY NNY 7 7RENFEMELEh, V=2 707923 70
T7ANDNEETDH,

O ZoneProtection ( V—> 7079232 )-77Y RERESRENT Y ARR—AOKEHEN B
EhTWah,

RIERANTZ 9T 14 AFNA AEPanorama BB ENL E 21—,
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" — gy \d ;I;.q
RANTZOT7 14 AF/INM4 A EPanorama & 18
=51 = ,

SREDL E 11—
Device ( /N1 A ) 8KV Panorama 27 & F/N\NA ABBREICHETZLTOFIY VEEERLE
T, BEOXREEXEBHEL., 774 T JDF—)LEPancramaT /N A ABEBICEAETIRANTTI9T 1AK%
EEDFYY T H2BANTADEDICLELI—LEVWTFNSAAEBFIVIZBRLET, TROHKET 7

AT IF—=)IO—REENHEREZRL TVWET (Panorama 29 ) Y U L TPanoramaF I v V&R = B %
)

paloalto Policies Objects etwor evice Panorama o to Heatmaps Best Practice Assessment for Panorama

remplate
A v - Only show records with warnings

Template General Settings template: Perimete:

Login Banner Enabled Auto Acquire Commit Lock Enabled Ss1Tis Service Profile

Hostname Cert Expiration Check Enabled

Lock (Fail): It s recommended to enable "Automatically Acquire Commit Lock”
4il): The SSL/TLS Service Profile is not cor ﬁg ured
iptive Logi B

Login Banner Enabled Auto Acquire Commit Lock Enabled Ss1TIs Service Profile
False False None

Hostname Cert Expiration Check Enabled

N False

Ss1Tis Service Profile
ne

Best Practice Check Results @
vAcq c ommit L ktF \ It s recommen d dt nable At omatically Acquire Commit Lock”
el (En v m

LR—KNEEZDEBEBRAOBRENHEEZRLTVET, SEEHORARNTSIVTAAFIVIRERE. BE
DEREDTICRRENET, Device ( TINA R ) DEBRERDELE, RRETDEHROLEEZHRT S 1=
» Template (77 L—h ) ZEEETDENTEXT,

FIVIFNENIC, pass/fail ( BE/FTEE) AT—RANHBY, RANTSOTAAFIVIICETS
WREEBNHYET, VIAFIUI—VZVIYIOLT, EBFIVIOBRERRANT S VT 1 AXE
ANV RBRLTLKEEY, —2HUEOF IV INFTERICE 2B, BEOXA NLFFRBICE
bUERT,

Device ( /N1 A ) % W\ &Panorama 2 7 2L E1—9 2k, BEOEBENNBTOERERT LD
RETETRNDEBZLEI—-LET :

O Dynamic Updates ( XA F IV OEH )T UFI4INA, F7Ir—>3>, R, WildFirellB89
BEH.

O Management Interface Settings ( BB A VX — 7 I—ARE ) XY NI —VEKEY—EX, FfaEh
ZIP7 RL A,

O Administrators ( B2 % ) —-O— AN/ EBEE, EEENRAD—R7O774)., EEENAD—
RFBERE N REROERMETREE T VD EEREICT B0, Device ( F/NAR) >
Administrators ( % ) . F/lEPanorama > Administrators ( 2% ) ZHBRELET,

O Minimum Password Complexity ( &/ RO/NAT— REMM ) —/NAT— RR/DREMEERZHER
R RAN 7207 1 AZBE OB EIENL,

22 BPARZ—KNHAR | RAKN FZ U7 1 ARE O



RANTZOT 4 AZREDE LB

BPALAR— M DEHERIFEKRICBEVEBET, COETR, REZWURIIBEIENLZRDS
XEZIZOOHRERZRBMIZNT, EF1UTAF vV TEZEBOBENTE, &
ACRESMEORILREZREL. TLUTIRARNTZITAAEFI1UT 1 hHERICE T
TELZENTEEXRT,

LToREY SR, HILLEFEFAERBICEACh, ROCEBERIICEINH TSN, RICH
B, HHSLVOCBHOIEFOEFIVTAAEHZEDRS ICHETINICOVTERALT
WET, BFORRRE. ThThOIVT7T—ENKRAEZERL TVILAELIAERA,

TINA AEB K D5RIE
RZ74YODAHRMEHRETS
NBRAKN 7507 1 AFHERETS
RANTZO97T4 A0 NA—IL OFEERY

V V V V

23



TINA AEEAEH DL

FINAAEBEEZBILTDERF, 77A4T774=)ILOEF1 )T 14 %2HRL. ChZzEBRDA8EHED

HIFRET IV ELARAEHS CEIZBNYET, ChiZkl), FELTLVREVWAAR NN EBICEZDEESR

BREstE, 7747 04x—)LBEQOaEMZR LEEET,

O FNAAREBAVEA—TI—AZFRET AR EF 1) T A TREEhhTVWEVWTIEANSFS
FFODEET IV EAERETDLEOORANT 0T 14 ACRVET,

O SATLABEEQDARNERENDEEEZBHRTA D, TXNTOIYATAEFRENDY %#Panorama & £
=EFZAZUTYVI)I—-23VICEELET,

O RENYITY T AT 21— aER TR EREERERFESATLAOEILREOEEN REIZEY)
£9,

BREZLEEL &R, BPAZETL, BEEZRIIL., #BHBRREHERL., ROEEZEEIBMFHFLE T,

RE:RNZT74YOOARMEERET S,

24 BPARZ—KN AR | RAN TSI T7 1 AZREOEEIEN
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/getting-started/best-practices-for-securing-administrative-access.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/configure-log-forwarding.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/use-external-services-for-monitoring.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/use-external-services-for-monitoring.html
https://docs.paloaltonetworks.com/panorama/8-1/panorama-admin/administer-panorama/manage-panorama-and-firewall-configuration-backups/schedule-export-of-configuration-files.html
https://docs.paloaltonetworks.com/best-practices/9-1/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html

NZT74YODARMEZRNETS

RABVERRBEHHIZDEN TERVESD, H50RI—HF—PT7UTr—>32IC20T, BICKT
T4V IO+ BRAREEHRFLEThERYERA, XY ND—OLOTFVTr—232, VT2V
BRI —H—OXRLBARNCERRTZ N, T—RICEITVERUD —HHETS LHORANDA
TYTICBYET :

O X210 F4707 74 OBERZHALLET, EAYY)—OLELI-LTEALCE TAF vV
TERHLERE. REEBITAT YT RBEX>TF v T EZREL. RAKNTZU T4 AtF2)
TA7A77AINOTIINEREICE T TEARET,

O AF>2Y (logForwarding (O7%5% ) Z8HET ) ZEF 1 VT AN—IR—A2HTHARICER
L. 3XTORT 71V 0 EBBRELET,

O 77AT7 03—\, Y RND—V 2 RETDLEODORFOT T IVTr—>a>vBLEBRBIITXRF Y
EETREERRIAL, RYRND—UEF1 VT A BRVCATAKEOERICEIVTCEFHZERTZO
ERRTADLEOIC, FAFTZVvOAVTOVEFHRARANT ZU0T7 4 AZFZELET,

O RANT7ZU9T4ACETVTSSLEBLOREZTELET,

O 1—4Y—V—2(A—"Y—NRZ714v0ZREETED., BESNECAIBY —2 ) TUser-IDZELD
L, P75 —=23> RS 74V VBLVHEETHIEREZI— S —BRTFNSAIIIVECTL
9,

S ABOEBEEhTVWAEVWY—>2TUser-DEEMLLTRAYERA. AFOEBEENT
WixWY—>T User-ID ( FLERBWMIDESBISA T NIKD7O0-7 ) 2BMIC
T2E, REENLEZXYRND—OONCTO—THREEETND ARSI HBYET, Ch
IC&kV), UserrD I—2 I RNOHY—ERTHIRNE, RXALVB, BELEhEN
AD—R N\YvZ1&QUser-IDIFHATRARL., HEENf XY RND—VEZBRILTED LD
ICBBBENBYET,

O 7705—=23> FA—=—N—F4RIIL=ILEZRBSTHHIBRL T, ChsOI—IIFFHEITZITTI)Ir—
AVEAVTUOVERBTEDXRSICLEST (77— 3> FA—N—=F4 R I)IL=IEF., 774
TFIoFd=INRNTZTAVIERETDCEEZHFILAEVWVLAVY—4IL—ILTT ), BERXNETS)T—
23 FAN=FARIN=—INOVEHEZZLLTHA, FEEZTOHEEZHROET :

e TOIN—NEFERTEIT—ANELEBELETINESHERIELET, 7TV —>3> #A—N—7
A RIL=IEFEEZICLT, #gE, 7O INFA—EF—FLERIOTTVT5—3 2 ICHETS
BENOBBICHATRDLEOICERENTVET, 77UT5—23> FA—N—=F4 R IIL—ILOFIC
&, BEZBLEEIC, PAN-OSEH, IVTUVYEHY/N—RIITFYTIL—ROFER, &
EMNBLBRIEDNIHYET, 77A4FT I #—)LICPAN-OS 9.0 BO/N—> 3 > Fizlk, PAN-
0S81 (FEEFETIUE ) ZRITLTVWE 77470+ —)LZEEL T % PanoramalZ PAN-OS
OLUBON—23 0 2RTLTVWREEE, RUY— A7 74X A —2E>TI—IzLA
Y—TL=NIEBRTDENTEET,

o F7VT—23r A-—N—Z4RII-INOEAEGEHRZ, FEEZITDNZ TV IDENRED
BLLBBDEIICESLET, BREBEANLITEDIN—IIE. YEULCEFEFERLERYEA
KA—N—ZARTBDAEMNDVET, BERASEHEZTEDLETFHRITZDICEK. B20TF77)Tr—
23V F-N=ZARIL=ILICHEVT, EEx BEOY—2, PRLAPR—NEZHBICHEL
£Y,

e ABTFVIT—2a AR, LAY—THAZLT 7 )r—23 0 BEBULET,

o NAZLBALT INEEFE>TH—ERFT DI IVNEERLET,

O 72Y RBHREZZIEBEIZBRETED RS, DSSHHEB LT Y —> JOF7923 0 28A T3

EZERESIC, R—ATAVCPSHEZITVE T,

ChSDRAT 47 BApp-ID, AVFVID, I—H—IDHE KVSSL BEELBAEEZRETDE, 774
ToA=)lk, IXTORNZ T4V O (F7VTr—>3a3>, BEBSIEAVTOY ) ICHLARILTE,
BRETZEDERSICEY., BT, FNAARAT, R—h, BELTOMOKREZENBAFEICBEREL,
BYBARYNELI—HY -/ DHBRENTEET,

BPARZ—RKN HA R | RANTSU9T71 AZEOEX.IEMS 25
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https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/configure-log-forwarding.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/software-and-content-updates/best-practices-for-app-and-threat-content-updates.html
https://docs.paloaltonetworks.com/best-practices/9-1/decryption-best-practices/decryption-best-practices/plan-ssl-decryption-best-practice-deployment.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/user-id/enable-user-id.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/user-id/enable-user-id.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/security-policy-rule-optimization.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/use-application-objects-in-policy/create-a-custom-application.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/service-based-session-timeouts.html
https://docs.paloaltonetworks.com/best-practices/9-1/dos-and-zone-protection-best-practices/dos-and-zone-protection-best-practices/plan-dos-and-zone-protection-best-practice-deployment.html
https://docs.paloaltonetworks.com/best-practices/9-1/dos-and-zone-protection-best-practices/dos-and-zone-protection-best-practices/plan-dos-and-zone-protection-best-practice-deployment.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/zone-protection-and-dos-protection/zone-defense/take-baseline-cps-measurements-for-setting-flood-thresholds

» SSLES, OF Y., 75y R, X1 UFT«7O7 7/ I)LE0HEDEAE%E
WETDERF, T7A4T70A4=)ILOVY—-HEBEDEMESIER TN HY E
T 77AT7IA—IIOBEXLEL, BAIZIERELRETEDZILFTOTIERBEND
BEEEILTLEETY, BELES, BEALCKERH A XIZDOWVWT, H3Z') OPalo Alto
Networks SEE = ZCEICCHRLS EE WV, £, OF T DO DBMAR—ADEIMAD
BERBEEHY)ET,

REZEBEL &R, BPAZEITL, BEEZRIAL ., EHPRVZEEL. ROZXEZEXIBNNSTFLET,
R NRAN 75071 AR ERET D,
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