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#% L7zCloud NGFWH R RENEK T,

STEP 2| BE#9 % Cloud NGFWZEIR L %97,
L Search resources, services, and docs (G + /)

Home >

Cloud NGFWs by Palo Alto Networks X

Palo Alto Networks Inc. (paloaitonetworks.onmicrosoft.com) | PREVIEW

| Create 5 Manageview ~ () Refresh | ExporttoCSV () Open query

O Search by ID, Name ¥ Add Filter

[] Name Resource group Location Subscription ID State Health Status
B & raviCNGFW-Panorama raviCNGFW-VNET Australia East Accepted Healthy

[J @ cloudngfw-vnet vnet-demo Central US Failed Unhealthy

[] @ cloudngtw-apr2s DemoRG East US Succeeded Degraded

[ @ cloudngtw-vwan example-company East US 2 Succeeded Initializing

[ @ cloudngtw-centralus example-company East US Succeeded Unhealthy

|:\ & \WAN-CNGFW raviCNGFW-VINET Central US Succeeded Healthy

[ @ rbayonancrwaas suhas-rg East US Succeeded Healthy
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STEP 3| [Overview (BfE)] X—C. [Essentials(T vt > ¥ v)V)|ZEHL 9, Essentilst” > 3
VIciE, R U7z Cloud NGFWDREIREEN TR E N E T,

B

Home > Cloud NGFWs >

@ Firewall 1 %
o] () Refresh il Delete
O Search (Cmd /) & -

@ Overview - Essentials

E Activity Log o . ‘ )

€ Tags el

AzureTME Public IPs 13.89.227.10
Settings

10604

“> Networking & NAT @ Healthy Source NAT Public IPs 138922710

@ Rulestack Tag (Edit) ~Click here to add tags

@ Log Settings

NV AT =R DIREE
BEPREEIZ A T SNz A AV TEREN, Xy =T F a7 0I5 RbeFaV
T4 D TERRENET,
2w R =Y F 1) T OB{ENIREE:
* EWEDTAAY) TTAXRV A VE Y DPanoramah’, kv hI—TvFa VT4 7T
Vr— 3 YHOCloud NGFW D YV — R ICHEHENTWVWE T LR LET,

* BEBEK RN T A 3Y), CloudNGFWY YV —ZAD 3w T =7+ 27 MERFLE
ER

* REHERWT A 32), Cloud NGFWAPanoramalk 7 75 A 77 > AT TE RN T & 720k
L %9, Cloud NGFW /) Panoramalc B XN TWA T & 2R L F T,

729 REFa VT OBEIKEE. 77477+ —)VOFERR & B E N & 95

* EHERDOT A 3Y), CloudNGFWY VYV — Il EIN T/ BIURH V&
1 Panoramafli i7" 75 A 77 > ADIREE 7R, Cloud NGFW Y ¥V — I B 5 iz )b —)b
AZy JDOMERDAT—RZ A mLET, TOERIE (BETZIV—IVAXYy 7| 273
VICERE N, [Connected (F5t5 )] & 721 [Not Connected (Kf%%7)] £ HonENE T,
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* KRR T T A3Y), 77U FORFa VT MERL TV,

* AEFEOROT A 3Y), CloudNGFW)L—)VAZ Y INEDA VAR A TEHIERHICII Y
FENah ol bR UET, BEEZRT S L, NVAEZADIEFEIRE (D7 12
V) IKEDHET,

* FIHEHRF WY A 3Y), Cloud NGFW Y Y — AWt CH 5 L Z2/RL ET,
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Y iR— o — ZADIERK
AzureR—Z )V U TY 5 R— b r— A2 ERT % I1id. RO FIEICHENE T,

STEP L] AzureR—Z)Vica 74> L%,

STEP 2| [support + Troubleshooting( R—h+ s T )V a—F 1 7))k 7 > a > T, [New
Support Request(#T LW R— FER)Z 7V v 7 LET,
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1' P Search resources, services, and docs (G+/)

Home >
& csptestngfw =« - X
Cloud NGFW by Palo Alto Networks
O Search « () Refresh [ii] Delete
& Ovenview A Essentials JSON View
B Activity log Resource group (move) : CSPTeam Resource id
8o Access control (AM) Location : EastUS Health Status : @ Healthy
€ Toss Subscription (move)  : AzureFWaaSDev Type  paloaltonetworks.cloudngf/firewalls
Subscription ID : Public IPs
Settings Private IPs
> Networking & NAT Tags (edit) cpstest1 : 100
@ Security Policies
See more
& Log Settings
© DNS Proxy Getstarted  Properties Recommendations
® Rules
11 propertis @ Cloud NGFW @ DNs Proxy
£ Locks Identity © Enable DNS proxy © DISABLED
Click for technical System data © View value as JSON Enabled DNS type © CUSTOM
support from Palo Support + troubleshooting DN servers ©
Alto Networks || aa ew Support Request 11! Properties
Monitoring Front end settings © - 1I! Plan data
Provisioning state © Succeeded Usage type © PAYG
N Alerts
Billing cycle ® MONTHLY
Automation > Networking & NAT Plan id © panw-cloud-ngfw-payg
Ss Tasks (preview) Network type © VNET Effective date © 12/31/1,407:02 PM
® Export template Vnet configuration © View value as JSON . .
Public ips © View value as JSON {Il Marketplace details
Enable egress nat © DISABLED Marketplace subscripti... ©
Egress nat ip © View value as JSON Marketplace subscripti... @ Subscribed
Offer id © pan_swfw_cloud_ngfw
@ security Policies Publisher id © paloaltonetworks
Managed by ® Azure Portal Rulestack
Local Rulestack © csptestngfw-Irs(CSPTeam)
Location eastus.

Cloud NGFW for Azure 1.0 36 ©2024 Palo Alto Networks, Inc.



Cloud NGFW for Azure D # BitE 9 %

STEP 3| [New Support request(#7 LU YR — I EK)]X— 2 C[Register User account(L—4'—7" /%
YIREE)ZIV Y 7L, AARIYR— I R—Z)V T — A2 LT,
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2' R Search resources, services, and docs (G+/)

Home > csptestngfw

@ csptestngfw | New Support Request  «

"~ Cloud NGFW by Palo Alto Networks

Bwwa e«

& Overview Palo Alto Networks Support

Activity log Tenant ID @
2. Access control (IAM)

Product serial number (@

@ Tags

Settings Support Account:

“> Networking & NAT
working Support Type: Premium

@ Security Policies

Log Settings | Register User account and create a case at Customer Support Portal |

@ DNS Proxy Get Help at Live Community

& Rules
1I' Properties

£ Locks

Support + troubleshooting
® New Support Request
Monitoring

i Alerts

Automation

24 Tasks (preview)

[Z] Export template

Click to access Palo Alto
Networks Customer Portal.
Follow wizard prompts to create
CSP support account (or use
existing CSP support account),
and activate Azure Cloud NGFW
to get technical support.
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STEP 4| ¥5/RICHE> T, PaoAlto NetworksD 11 A 2 —HR— kS R—%)U (CSP) 7 Hh 7> k= ERR
LET, 9 TICCSPT hY Y b EFio TWAIGEIR. BiFon 4 VEREREZHEH L X
ED
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4 paloalte’

TECHDOCS

Cloud NGFW for Azurez 5 743
4

COXr g rDOERIE. AzureR— %)L 7% L CCloud NGFW7ZE A 9 5 EOSEE R &
B0 ET, AzureR—Z)V7Z2 R LT, I ODAzure” 7177 > M Cloud NGFW7Z JERI T & %

9, AzurelR—Z)UIiZ. Cloud NGFW I > Y — )V L Ta—h)L)b—)V AR v 77 ER L &
ED

Azure VNet& Azure VWAND2DD T T A XY b HENY R—F XN TWET, AzurevNETI,
fidAzure) V—Z, AV RZ =%y b, VT LIZARy NT—7 L OLRRITBEERAREICLE
T AzurevWANIX, v FT—F 27 Fa VT4, IV—T 1 VT OEERER A EDE T
MDAV 2—T A AT E2y NI —F TP —UCRAZRKLET, Azurel@iEICT
a4 3 3%IiE. Cloud NGFW Y —)L & AzureR— Z )V EI T,

VNETZ 72 13ZVWAND Z )L — 7"y +13100Gbpsic HllfRE N E 9,

* VNETICCloud NGFWA T A3 %
* VWANICCloud NGFW%A T 71013 %

41


https://learn.microsoft.com/en-us/azure/virtual-network/virtual-networks-overview
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about
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VNETIZCCloud NGFWZ 7710 A 9 3%

Cloud NGFW!Z. VNETIC2DD ST A RX—=KP7 RLA ORSTUw IS4 X—F) LLTE
RENFT, I—P—EF)L—b (CloudNGFWD 5 A X—KIP7 RLAZZXZ A Ry T
T3) ZHEHLT. S 740w Z7%2CIoudNGFWICY A L7 F L. /37w Mg & BRI %

L =

115N TEET, Azure Cloud NGFW

&, Cloud NGFW &JEE L TIL—)IVAZw 7 7Z3BiInL %9, Cloud NGFW!ZCloud NGFWY ¥V — X
DAF LRI R ICHIE U, Azuretr 7 A7) 7'y g > & & OfERVIRI G %2 Azurell] & Hh— 1
ZICEELET, TOY—VLCRIEHESXZHEHY L ET,

VNETIC Cloud NGFWZ B A 1%, BRI OWTIE R EWOR—I 2B TL P&
AN

[iiEe=SEe

VNETIZCloud NGFWZE A § 5 1ClE. Azuretr 7 A7) 7o g VIWWRE TS, TOY T A7)
VI A—F—F/3ar M a—E2—DREDPHETT,

BEFDVNET/ N7 72 i ] L "CVNETIC Cloud NGFWAE A " 2355, /M A X1d/251C
TERRENDH O FT, /YA X260 T 32y H2DORETT, TNHDOYT
2 b & PaloAltoNetworks.Cloudngfw/firewalls ¥ — E I EAF T 2 0N H O F
ED

100Gbpsz ¥ R— M § 2 EADGE, GEI8UHDZEZIPY FLANKE T, /37
w7 FIC40l, 754 X—KFAIC40DIPT RLAMNMER T NE T,
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https://learn.microsoft.com/en-us/partner-center/marketplace/azure-app-metered-billing
https://learn.microsoft.com/en-us/partner-center/marketplace/azure-app-metered-billing
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STEP1| AzureR—%Z)Uica %4> L., Cloud NGFWZIRZELET, TOMETIZ.

Cloud

NGFWH—t X [Cloud NGFW by Palo Alto Networks| Z#&/RL %9

Welcome to A

Don't have 2 subscript

Start with an Azul
Get 5200 free credit to
plus 12 months of pof

Start

Azure services

O cloud ngfw

Al Services (12) Resources

Azure Active Directory (0)
Services
@ Cloud NGFWs by Palo Alto Networks
@ Local Rulestacks for Cloud NGFW by Palo Alta Networks
&8 CloudTest Accounts
% CloudTest Pools
Documentation

Required URLs for Azure Virtual Desktop

SecurityFamily-Ngfw Property (Azure ResourceManager.SecurityCe..

Governance in the Microsoft Cloud Adoption Framework for Azur..

Develop your naming and tagging strategy for Azure resources -

B continue searching in Azure Active Directory

F 4 =
] =

Create a Quickstart Virtual App Services Storage

resource Center machines accounts

STEP 2|
e 72 L E 9,

Resource Groups

Documentation (39+) Marketplace (0}

Sees
* Cloud Access Routers
. Cloud Access Terminals
@ Cloud senvices (classic)
4% Elasticsearch (Elastic Cloud)
sees

‘Azure landing zone design areas - Cloud Adoption Framework
Resource naming and tagging decision guide - Cloud Adaption Fr..
Security in the Microsoft Cloud Adoption Framewark for Azure - C...

SecurityFamily Class

<

Azure Cosmos

SQL databases

Kubemetes
services

Function App

ols

More services

[Cloud NGFWs] =727 U w7 L. Azurelrjl} DPao Alto Networks Cloud NGFWH—E A D

Cloud NGFW for Azure 1.0
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STEP 3| Cloud NGFWY ¥V —ZADFEBZIFHIE T, [Create (fFi)] %2V v 2 L TCloud NGFWY
v —ZDfERZ IR L &9

Home >

Cloud NGFWs »

Palo Alto Networks Inc. (paloaltonetworks.onmicrosoft.com) | PREVIEW

- Create

§03 Manage view v () Refresh

J ExporttoCSV 5 Open query

I Filter for any field... | Subscription equals all Resource group equals all X Location
YITRAZV T a YIRLEICEREN TR 5G. T2 7 ¢ 7 X—=IcidCloud NGFW Y
V—AIHT A HRAFENTVET,

Cloud NGFW for Azure 1.0
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STEP 4| [Create (fEiK)]%Z 2V v 73 % &, [Create Palo Alto Networks Cloud NGFW (Palo Alto
Networks Cloud NGFW DER) M ERENE T,
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Home > Cloud NGFWs >

Create Palo Alto Networks Cloud NGFW

Basics  Networking Rulestack  DNSProxy Tags Terms  Review + create

Some one or two liner description. Learn more

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription* ® | AzureTME v |
Resource group * @ | (New) raviDemoCngfwRG v |
Create new

Firewall Details

Firewall Name * (O I raviDemoCngfw v l

Region* © | East US 2 v |

< Previous Next : Networking >
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ROEXDNEHZMHH L T[Basic FEA)|E#HZ AT L. [Next:Networking (X \: %> kU —
INET) Y T LET,

HH DEK
YITA) T3 Oy A4 RSNz T A7V Ty g DO THEIMIGEIRE
M nNx9J,

VY= 7)W—T | BHEO) Y — X )=V N2 i3 % h . Cloud NGFWD ¥ —
APMERENZH LD Y —X T )L—T%/ER L % 9 ([Create New (¥t
HHEROA 7> 3 > Z2{diH).

T7AT79%—)lU | CloudNGFW T 7 A 77 4 —)L 1 ) — ZAD %,

%
Panorama B 7 7 A 7 U+ —IVDLGE. T7 A7 T+ —
WRIIF TR TR FEZHEH LU ENTLZE WD,
J—ygv CloudNGFWh 7 abeyg = F7Ehz 1) —T 3
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STEPS|  [Networking (+v FU—2)] BT, 77477+ —)ILVOEAICET 5z A L%
ED
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= Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > Cloud NGFWs by Palo Alto Networks >

Create Cloud NGFW by Palo Alto Networks X

Basics  Networking  Security Policies DNS Proxy  Tags  Terms  Review + create s

Please configure your Firewall deployment with network requirements, i.e., Public IP CIDR and virtual network settings.

Network Type
Type * @ Virtual Network

O Virtual Wan Hub
Virtual Network * (0 ‘ s |
Private Subnet * (© ‘ N |
Public Subnet* (O ‘ v |

Public IP Address Configuration

Public IP Address(es) * (O @ Create new
O Use existing

Public IP Address Name(s) * (O ‘ public-ip01

Additional Prefixes To Private Traffic Range

Additional Prefixes (D

IP Prefixes * ‘ Enter in CIDR format, comma delimited: e.g. 43.66.1.0/24,50.66.1.0/24
Source NAT Settings

Enable Source NAT (D

Use the above Public IP Address(es) D

Public IP Address(es) for Source NAT * (D @ Create new
O Use existing

Source NAT Public IP Address Name(s) * ‘ nat-ip01
@ .

Previous I l Next I 9 Give feedback
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[Networking (3~ b 7—2)] HICIE. ROEXDT 4 —)IVERHO F T,

HH DEK
2AT Oy A IR EI NS T A7) T g RSO T HBIMICEIR X
nNx9,

A%y hT—2 [Virtual network (I8 %y hU—72)] ZRL X9, HLWER Y
N7 — 2B T B2, BHFORM Ry U — 7 2R L X9,

TIAR=MYT | TIAR— T T2y b2HEIRNLE T,
Fv b

INTVw 78T INT V) I8 T xRy FEBERLE T,
Fv b

INT U 71IPYT R STV IPY RLAZIEE L X9, [Createnew (BTEiER)Z 7V v
L ZAD#H JLUTH LAWY RLURZHENLT 5 h. [Useexisting (BEFEZ )] 72 7
Vw7 LCBHFEDT RLAZIRELE T,

TI7A4X—FFFF | RFC 1918 THE ENIHIFALINN DBIND T Z A X—F IP7 F L A
Ty JHIPAND | PAZYR—F 325513, [Additional Prefixsto Private Traffic Range
BIMOTLTI740 | (TIAR=F 5T 4w 7 LYINDEMDOTY T 4w 7 R)] OFT
2 vavEFEHLES, TOYR—NMIKD, VI T0w oAV R~
Fy MCWV—T 4 279528, TITAN—=h3%y NT—=TTINT
Uy ZIP7 RLAT 0y 72 HHTEEXT,

[Additional Prefixes GEINMD L7 4w 7 R)] Fxv IRy T R%=D
Vw2 L%Ed, CIDREXRTTY RLAZANLET (] : 40.0.0.0/24) ,
EEOT RLAZED I, hYRYOD YA N EFHLES,

T 74V Tld. RFC1918 /'L 7 ¢ 7 R HENIIC T
FAN—bF I Ty THIFICEENT T, MRS
TV ZIPEIFZFEH L TWAIEIE. ThoDIPS L
T4y 7 AZHRNICIEELE T, TNEDRT Uo7
IP L7 7 AMBRNICIEET S s, BWELTEE
ETBHEELTEETD,
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HH DR

@ T7AT I+ —)VOEAZIGEMD T LT 1 7 A28
T BHEICDNTIE.  [Edit an Existing Firewall to Add
Additional Private Addresses for Non-RFC 1918 Support (RFC
1918 A DY KR— FHDBEMD T ZF A X— 7 FL A%
BN BMFEOT 7 A7 T4 —)VEkHEET 3)) 73
VBT EN,

EETT NAT D A BZ—=%v McHib b5 7 1w 7 T Network Address
Trandation (NAT; %wv hT—27 7 RLAZH) ZFEHAT 255
F. EETCNAT A TV a v eddEd,

STEP6|  [Next:Security Policies (X\:tF a2V TR T—)] 7V w7 LET,
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STEP 7| [Security Policies (X2 F 2V 74 RV =)=V T, a—HVIV—)VAR Y 7 72{EKT
W BHFEO)—)VAZ 72 F IR U E T, HLWIL—IL ARy ZIZ)V—IVIEENTY
FH Ao CloudNGFWD YV —ZADEAZICEF 2 VT 4 IV—)VEEETEET,

EMHZE T, AT 10 T DAre)V—)VAZy 7L TReF o) 70 R) o—
FEMT S &, PaloAlto Networks Panorama (i L TRV > —#EH T %
TELTEEY, FMICOWVTIE.  TLink the Cloud NGFW to Palo Alto Networks
Management (Cloud NGFW 7% Palo Alto Networks EHIC) > 79 %) BZSBLT
T2EW,

Home > Cloud NGFWs by Palo Alto Networks

Create Cloud NGFW by Palo Alto Networks

Basics  Networking Security Policies DNS Proxy Tags Terms  Review + create

Managed by * © @ Azure Rulestack
O Palo Alto Networks Panorama

Choose a Local Rulestack * () @ Create new

O Use existing

Local Rulestack * ‘ native-management-test-Irs
Firewall rules * (O @ Allow all (Enables all security services using best-practices profile to
inspect traffic)
O Deny all

o To use Palo Alto Networks Advanced Cloud-Delivered Security Services (such as Advanced Threat Prevention, Advanced
URL Filtering, Wildfire, and DNS Security), you must register your Azure Tenant at the Palo Alto Networks Customer
Support Portal after the firewall creation.

Without registering your Azure Tenant, only the standard Cloud-Delivered Security Services (such as Threat Prevention,
and URL Filtering) will be offered, if enabled.

e Palo Alto NetworksD i 7t F 2 U 74 Y —EB R (FERE R IE>EE
BURLTZ 4 )2 > 775 E) 2T 555, 77479+ —IVOEKI%
IZPalo Alto Networks/y A 2 < —H 5R— hiR— 2 )L TAzureT F > N 288k 9 % uh
BENHDET, 7F 2 FOBERDOFEICDOWTIE, [Start with Cloud NGFW for
Azure (Cloud NGFW for AzureZz b )] 2SR L TL 7280,
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STEP8| NEXT (X)) &2V wZ LET, Cloud NGFWY YV —ZX%ZDNSTaFv & UL THEKT %
7z&HDDNST I F >, WETY V—ZXD7aF & LTHEET ST LT, §XTDDNSH
FT 4 VERET B K IICCIoOUd NGFWZRETEE T, RiEdT 5 &, DNSTOF
[EDNSY 7 T A b 72T 7 4 )V k DAzure DNSY—/3—,  F 7zI1348€ L 7zDNSH —/3\— |51k
LEJ, 774/ Tld. DNSTOF VRN K> THNET,

Home > Cloud NGFWs >

Create Palo Alto Networks Cloud NGFW

Basics  Networking Rulestack DNSProxy Tags Terms  Review + create
DNS Proxy * (D 'i,' Disabled
O Enabled

STEP 9| [Next:Tags (X\:ZN7x 271w 7 LT, AzureBD R 7 72igE LET, 271%, REANOD
fass 2B L7e O Azurer” 717 FICBEE T B HEaiRe 2 RXm L2 D9 5 DI DH
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources?tabs=json
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HIERSNIEINLTYT, 27 —mITER SN, MigatkeRy o — st & UTRGE
TEEI,

Home > Cloud NGFWs >

Create Palo Alto Networks Cloud NGFW

Basics  Networking Rulestack DNSProxy Tags Terms  Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same
tag to multiple resources and resource groups. Learn more about tags

Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name () Value () Resource

| StoreStatusDND | 3 | DND | | 7 selected hd I (i)

| K | Select all

Cloud NGFW

Local Rulestack
Microsoft.Network/virtualHub
Network security group
Public IP address

Virtual network

Virtual WAN
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ZTERDOE S ITHHENET T,
© Weggth o b BRESNONESI T2 03T 2 MR R R L £,

* RV =DM, ZTNFENTMEFHIECREDTEZ G B 1eHIc, TNEDI—)V7%
BHDOI—=INTHAAND T ENTEET,

* Azure7 1V RO EE R ZFRLUE T,

ZTNE, RO T— LA CEREE TR S 2 KB R O > 7 TR S 2551 T
9o Te AW, BRA RO 2 WS SRR 5T — LI B 580N H 0 9, TD
it 27%0E LT, Mo 282 ERTE X I, MOHRE LTIE, Mgt
DEIEAT =R AZRGELTZ D IEWREREIETE RWREHIORE T H TR S N2 i
gEE =7 LD I5ENTEET,

2) FTEOCDOTRERTEET. Awre7 1T Y FOX T DOIERIC DN T,
['Use tags to organize your Azure resources and management hierarchy (% %7 7 fii FH
L CAzure) V— R L EHIEE 2T )| ZBRLTLITIEEL,
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources?tabs=json
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STEP 10| [Next:Terms (X&) 27 Vw7 L, T804 XV FEMICAET %
Home > Cloud NGFWs >

Create Palo Alto Networks Cloud NGFW

Basics  Networking Rulestack DNSProxy Tags Terms  Review + create

Terms of use | Privacy Policy

By clicking Create | agree to the legal terms and privacy statement associated with the Marketplace offering (licensed by
Palo Alto Networks by the End User Agreement) and authorize Microsoft to bill my current payment method for the
fees associated with the offerings with the same billing frequency as my Azure subscription and agree that Microsoft
may share my contact usage and transactional information with the provider of the offerings for support billing and
other transactional activities. Microsoft does not provide rights for third-party offerings. For additional details refer to
Azure Marketplace Terms

| Agree * !

STEP 11| [Next:Review + create (X X—3 : LE a—+1ERK)]%# 7V v 7 LT, Cloud NGFWY ¥V — &
DAzurer 7 A7) 7Y a VORGEZERLE T, VY —RFEITMAEI N, RIHER SN
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£, Mmmic[Validation Passed (KGEEIC A L E L) & ZRENE T, [Create (fERK)]Z 7
w7 LT, CloudNGFW Y —E X% 771 LET,
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Create Palo Alto Networks Cloud NGFW

@ Validation Passed

Basics  Networking

Basics
Subscription
Resource group
Firewall Name

Region

Networking

Type

Virtual network

Private Subnet

Address prefix (Private Subnet)
Public Subnet

Address prefix (Public Subnet)
Public IP Address(es)

Public IP Address Name(s)

Rulestack

Choose a Local Rulestack

Lacal Duilackacle

Rulestack

DNS Proxy Tags  Terms

AzureTME
raviDemoCngfwRG
raviDemoCngfw
East US 2

Virtual Network
raviDemoCngfw-vnet
subnet
172.19.0.0/24
subnet2
172.19.1.0/26

Create new

raviDemoCngfw-public-ip

Create new

ravaDiarmmaT nabae lee

Next

Review + create

Cloud NGFW for Azure 1.0
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VNETADCloud NGFWD T 7T A X 7= filEed
Cloud NGFWH— U AZMEKT % &. T 78 A XY FDOETIRIMNERENE T,

Home >
& CreateFirewallForm-20221103214218 | Overview =
Deployment

|—'—' Search | « [il] Dele Q cancel (T Rede ¥ Download () Refresh

# Overview L.
=== Deployment is in progress

¥ Inputs

L Deployment name: CreateFirewallForm-20221103214218 Start time: 11/3/2022, 10:16:13 PM

¥= Outputs Subscription: AzureTME o Correlation ID

:. Template Resource group: raviDemoCngfwRG

~  Deployment details
Resource Type Status Operation details

0 raviDemoCngfw-vnet Microsoft Network/virtualNetworks oK Operation details
(] PaloAltoNetworks Cloudngfw/localRulest... OK Operation details
] Cngfw-vnet-nsg Microsoft Network/networkSecurityGroups  OK Operation details
L]

raviDemoCngfw-public-ip Microsoft. Network/publiclPAddresses oK Operation details

Cloud NGFWV ¥ — A D3E A B R #9307 T3,

ERCT7TaA/Ens &, ROBENERENE T, ]Gotoresourcegroup (VY —AX7)L—TIC
BENEZ )Y 7 LT, COEBARCIERES NI Y —AZHRLET,
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Home >
w CreateFirewallForm-20221103214218 | Overview =
Deployment
|/‘—' Search [i] Delete () Cancel Ty Redeploy < Download () Refresh

o Overview

@ Your deployment is complete

¥ Inputs

= Output Deployment name: CreateFirewallForm-20221103214218 Start time: 11/3/2022, 10:16:19 PM

¥= Luipuls Subscription: AzureTME Correlation ID: 14ed5c57-dco0-422d-aa7c-5f4ad6fc7808
3 Template Resource group: raviDemoCngfwRG

~ Deployment details

~ Next steps

Go to resource group

50D YV —AMMERENZET, Cloud NGFW, TI—H)LL—)VA R 7. )T Yw ZIPY RL
ARy FI—T vF 2V T TI—TWEENE T,
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Home > CreateFirewallForm-20221103214218 | Overview »

[4) raviDemoCngfwRG = «

Resource group

Fearch b Create €5 Manage view [ Delete resource group () Refresh & Exportto CSV 55 Open query A . X d Openin
(s Owverview - # Essentials
B Activity log Subscription (move) : AzureTME Succeeded
Aa Access control (JAM) Subscription 1D 0683d406-4d77-4bb7-b1a6-165c282b5d37 astus 2
& Tags Tags (edit) Click here to add tags
T+ Resource visualizer
Resources  Recommendations
Events
Settings Filter for any field. Type equals all X Location equals all > o7 Add filter
& Deployments Showing 110 5 of 5 records. [ ] Show hidden types @ No grouping
© Security B
[] Name + Type T4 Location 14
B Policies .
[] @ raviDemoCngfw Cloud NGFW EastUS 2
Il Properties o
W raviDemoCnghw-Irs Local Rulestack EastUS 2
&) Locks
raviDemoCngfw-public-ip Public IP address East US 2
J Jfw-f blic IP adh East L
Cost Management [ > raviDemoCngfw-vnet Virtual network East US 2
Cost analysis (] @ raviDemoCngfw-wmet-nsg Network security group EastUS 2
B3 Cost alerts (preview)

@) Budgets
@ Advisor recommendations

Manitoring Previous | Page ~ | of1 lext

Cloud NGFW U YV —ZADMERE N5, ZNZEIRL TT ey g = > JIRAED [ Succeeded (%
IMCIZ>TVAB T ZHRELET, TOMMICIE. Cloud NGFWH— E I B EfH I ST
)87V 7IPT RLAETSAR=KPTY RLALERENE T,
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Home >

raviDemoCngfw 2 # -

Cloud NGFW | PREVIEW

F Search | «

& Overview
E Activity log
Ay Access control (JAM)

& Tags

Settings

&> Networking & NAT
Rulestack

Log Settings

DNS Proxy

Rules

Properties

> = ® © m 3

Locks

Maonitoring

H Alerts
Automation

3. Tasks (preview)

% Export template

Support + troubleshooting

() Refresh [i] Delete
- Essentials

Resource group (mave) :

Location : EastUS 2

Subscription (move) : AzureTME

Subscription ID

Tags (edit) ! StoreStatusDND : DND

Get started Properties

4 PaloAltok ks Cl

Identity &

System data (0

LI .
i | Properties
ETag @

Front end settings &

Recommendations

firewall

View value as JSON

Provisioning state (@

Succeeded

& MNetwork profile

Vnet configuration (&

V WAN configuration (O

View value as JSON

View value as JSON

Resource id

Type : paloaltonetworks.cloudngfw/firewalls
Public IPs 1 172.176.108.27

Private IPs 1 17219.04

Source NAT Public IPs : 172,176.108.27

" "

| |' ons settings
Enable DNS proxy (O
Enabled DNS type &

DNS servers (D)

,'|I Plan data
Usage type ©
Billing cycle @
Planid @

Effective date O

,' It Marketplace details

DISABLED
CUSTOM

PAYG

MONTHLY
cloud-ngfw-payg
1/1/1, 5:52:28 AM

VNETIC Cloud NGFWZ JEBH L 72 5. FEHIC DWW TIX[FLER] 2SI L TL 72 E W,

BAEDT 747 0+ — )L L T, RFC 1918 IND T R—k
D754 X—Kr7 FRLAZIBINT %

MEDOT 7 AT T4 — NVl ELTTIAX=F7 FLAZBIMLE T,
STEP 1| Azure Portal CCloud NGFWE £ L £ 97,
STEP 2| [Settings (f%7E)]1z 7 < 3 > C[Networking & NAT (v b7 —727 ENAT)ZEIRL £ 9
STEP 3| Edit (ftk) 227V vy 7 LT,

STEP 4| [Additional Prefixesto Private TrafficRange (77 A X—hk ST 4 v 7 LINDT L
T4 7 ZBINtE 7 T 3 T, [Additional Prefixs GBI L7 ¢ w7 )] OF =7
Ry I ReA N UET,

STEPS| CIDRIERTY RLAZ AN LET (fi] : 40.0.0.024) , DT RLAZZGDHBITIE. 5
YREKYID Y XM EFEHLET,
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STEP6| save (f17) #27 VU v 7 LET,

= Microsoft Azure R Search resources, services, and docs (G+/) I

Home > CNGFW-Panorama

+.» CNGFW-Panorama | Networking & NAT

Cloud NGFW by Palo Alto Networks

[ 2 search | « & Edit | () Refresh
& Overview
Activity log Networking
A2 Access contral (IAM)
Type Virtual Network
¢ Tags
Virtual WAN Hub
Settings
4> Networking & NAT Virtual Network CNGFW-Panorama-vnet
Security Policies
e Y Private subnet subnet1
Log Settings
@ DNs Proxy Public subnet subnet2
= Rules
:l' Properties
0 Locks Additional Prefixes To Private Traffic Range
Support + troubleshooting Additional Prefixes (O
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BHEDO T 7 AT I+ —)V7EREL T T T4 N— MEEIC NAT &
GBI 5
W—T 4 VIARARERY T Ry FINDA VAR Y ANSDERICH U CEETTRY RT—2 7 K
L AW TATT 2581, TIAR—FEEICNAT A Y a V2 LEd, 204 TV
VEMHTBRE, TV = ara— RN Y (ALB) ICHED S TENIZIV—T 1 VT AlRE
P RLAIC RS T 4w 7RG TEE T, T4 X—FEETCNAT ZENC LIZz5, 5858
IP7 RLAZRGDET,

Cloud NGFWODEast-West & 7 ¢ v 713, Z—¥—EF/L— b (UDR) IHKFEL T
T7AT7 A= T Ty 72k LEd, TOMRFREGRIEE. v NT—2F
DWEHIN T T AR—=k 2y FT—=T D THB5E. —RNERE SO b
TA4vZICE>THR=—rENET, LML, CTHEHLWEATDNS T 07
ICES> T E R DE T, BADKHNETSAXR—b 2y bT—=TTHD, &9
NI R Y R T =T ND T SAR=FTY RKRA Y b RN LTT 7R A0[fEk
IS—hF—FzlEZPaaStr—C AZYR—FLET, ZDXHAREETIE. UDRZ
WET B0 (D) v 8T — 7 2RNOERT 7 & A2 Fi> TOERWES
MHOET, T 710 v 7IFUDRIC K-> TCloud NGFWIC [T H5NFEFTH, V) Z—
Vb7 4w Zi&Cloud NGFWZ #8317 T4 7 FDEETIPICEE SN E
o FTORER. JERFRIL— R ORENREEL, BRELTELETCPANY Ry A
DT 7 AT I+ —)VT5% [ T&ELEDET, Cloud NGFWIX, 7T A N— k3%
EBIENATZER LTV —AIPT RLAET 7 AT I+ —IVDA VAR ADT S
AR—FAVEZ—=T 2 A RIPICEHLET, CHUCKD, VER—2 T T 1w Y
/MCloud NGFWIZ X » Citl)in A > Z—7 = A AICHEFITIM T N E T,

STEP 1| AzurePorta CCloud NGFWZA#EL 37,
STEP 2| [Settings &) 7 ¥ 3 > T[Networking & NAT (v hU—727 ENAT)]ZEIRNL 9,
STEP3| Edit () 7V w7 L%,

STEP 4| [Private Source NAT (7F 1 N\— R i%{SJCNAT)] 27 2 3 > C. [Enable Private Source
NAT (754 X— R kG ENATDEWL) OF = v IRy 7 A%zA IcLE T,

STEPS| (ERT7 RL AR AN LET,
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STEPG| save (MMF) 22U v 7 L%,
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Microsoft Azure O Search resources, services, and docs (G + /)

Home > Cloud NGFWs by Palo Alto Networks > Firewall 1 >

4> Firewall 1 | Networking & NAT X
O search (Cmd /) « Save Discard - )
Public IP Addresses l - ' ¥ v
@ Overview
& Activity Log Enable Source NAT © O
€ Tags
Settings Destination Network Address Translation (DNAT)
4> Networking & NAT + Add Delete

Rulestack
. s

Log Settings

Name Protocol Frontend IP Frontend port Backend IP Backend port
(]
DNS Proxy

4p Destination NAT No data is available
& Rules
1! Properties Private Source NAT
£ Locks

Enable Private Source NAT ©
Monitoring

Destination Address * ©
& Alerts [ 10101010 la
Automation ‘ ‘
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VNETT 701 X MMEDRENH

Azure VNETIZ Cloud NGFWZ IEHICT a1 L7z 5., Cloud NGFWH— U ZADRE ZFE T F
I, 2O T a TIRMET NS IE#RIE. AzurefRiE TCloud NGFWZ 52179 % 1= D—fik 7% &
27 RLUTOVET,

* V=L AR IR K T3 HHT %

* FQDN U A D3

* JL—ILDiENN

* EEIT LG DONATIV— IV ERET S

* nF¥FrIok

* XY NI F VT IIN—TREHTS
* WNETE 7V VT DHE

* JV—bT—7 )BT %

IWW—=IVAZy 7 e fERRE T RS %

COEITIE, G—h)WIL—)VA Ry 72 EHT STz, )V—)VzBmL, aF 7 zaMc L
EJCIN

BHFDIV—)VA R 7 2 EHid % 1 -
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STEP 1| Azure Resource Manager (ARM) >V —)UC. #iKd % Cloud NGFW Y ¥V — &
@ [Rulestacks JL—IVA % v 7)] 727V w7 L%, Cloud NGFWH— ¥ ZIZBHHEfFIT 5
NTVWBIV—IVAR Yy IR, VY—=RT)N—TL e sIcREINET,
Home > raviDemoCngfw

=, raviDemoCngfw | Rulestack
Cloud NGFW

L Search () Refresh

& Overview -

@ Actiiylog Rulestack

B Access control (IAM) Local Rulestack * raviDemoCngfw-Irs, raviDemoCngfwRG e
Currently associated rulestack: raviDemoCngfw-Irs,

¢ Tags _—
region: eastus2

Settings

4> Networking & NAT

= Rulestack

E Log Settings
© DNS Proxy
® Rules

Il Pronerties

STEP2| JU—=)VAR v I RZEELTCT7A T I4+—)LILb—ILEEMLET, chbDIL—Ilid,
KMED T T 4wk 7Tay 7 LSO NI T 4w &I LET, T 74IVKT
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. CloudNGFWIZIRTD T T4 v o270y 7 LET, AzureR—Z)UDET % 7
O—) UL T a VAL T, 8=V —I)VAR Y 7 RER L E T,
m

= Microsoft Azure I| Plocal rulestack

Azure servica Al Services (11) Documentation (29) Resources (0) Resource Groups (0) Marketplace (0)
Azure Active Directory (0)
Services
Create a
resouiceE =P Local Rulestacks ©» Azure Stack HC

=P Global Rulestacks @ Local network gateways
Resources & custom locations B 0N Forwarding Rulesets
4 Azure Stack Edge <> Azure AD Named locations
Recent  Favorite

Documentation

What is local Azure Resource Manager on Azure Stack Edge? Azure Stack HCl security considerations - Azure Stack HCl

STEP3| m—H)WL—IVAZR W 78— AREIR L T, Cloud NGFWH 7 X7 V) 7 3 i B
HENTVWAE—HIVIL—)VAZ Yy 7D A MIBELET, O—HILb—IV AR v 7=k

KU, WEDRINTH S L2l L X,

Home

Local Rulestacks =

Palo Alto Networks Inc. (paloaltonetworks.onmicrosoft.com) | PREVIEW

+ Create €53 Manageview ~ () Refresh 4 BExporttoCSV  °% Open query

raviDemoCngfw-Irg Subscription equals all Resource group equals all < Location equals all X +7 Add filter
No grouping \/

State Ty

Lacation T4 Subscription ID Ty

] Name * Resource group T
East US 2 0683d406-4d77-4bb7-b126-165c282b5d37  Succeeded
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STEPA] V=)V A &y 7770w 7 L TL—)V72EMLE9, [Add Rule QL—)LDEIN]Y « >~ R
T IV—=IVEBBLET, 72213, bI 70y 7T ZI—)VEBIMLET, #HE
T4 —)VRICATI L, BODT 4 —)VRICET 74V FRERFHLE T,

Home » Local Rulestacks > raviDemeCngfw-Irs

Local Rulestacks

Palo Alto Networks Inc (paloaltonetworks.onmicr..
| Create 5} Manage view

raviDemaCngfu-Irs

Name

 raviDemoCnghu-irs

page [ 1~ of1 [ =]

@ raviDemoCngfw-Irs | Rules

Local Rulestack

Search

~ 3 Owe

W Activity log
An Access control (1AM
& Tags
Settings

I Properties
£ Locks
Resources

B Prefix List

B FQDN List

€ Profiles

sm Deployment
Monitoring

W Alerts
Automation

afa Tasks (preview

% Export template

() Refresh

LocalRule Header

LocalRule Description
!

Priority

No data is available

Nam

Add Rule

Define Rule Parameters

General
MName *
Description
Priority *
Enabled
Source
Match Criteria

Destination

Match Criteria

Granular Controls
Application

Match Criteria

URL Category
Match Criteria

Pratocol & Port

Match Criteria

Cancel

AllowAllTraffic

200

(@) any
p
() Waten

@) any

() Mateh
(@) Any
(O select

;.\: Any

) setect

(O Application Default

®) any

Cloud NGFW for Azure 1.0
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STEPS| jJb—voaF v 7% LE S, [AddRule JL—)VOENN]Y ¢ > KT, [Logging (2
N2 EIRL X T,

Home > Local Rulestacks > raviDemoCngfw-Irs Add Rule
Local Rulestacks @ raviDemoCngfw-Irs | Rules - Define Rule Parameters
Palo Alto Networks Inc. (paloaltonetworks.onmicr, "= Local Rulestack estination
. R Match Criteria (@) Any
- Create 9% Manageview ~ -+ O Search () Refresh =
P ——— - S Overview - O!‘vatch
raviDemoCngfw-lrs Granular Controls
o & Aciyiog LocalRule Header  sppication
_ Ro. Access control (1AM) LocalRule Description Match Criteria (@) Any
= raviDemoCngfiw-Irs : Add L =
¢ Tags OSE‘IEH
URL Category
Settings S or
9 Priority Nam ok Criveria @ Ay
I} Properties =
A Locks No data is available O seleet
Protocol & Port
) ‘ .
Resources Match Criteria ) Application Defauit
Bd Prefix List ,;;) Any
EE FQDN List
(O selet
® Rules Actions
€ Profiles Actions (®) Allow
sm Deployment
O peny
Monitering O Drop
R Alerts

() Reset both dlient and server

Automation Egress Decryption
s Tasks (preview) | Logging I

% Export template
Page | 1~ |of1 i . Validate Cancel

STEP 6| [validate (#iiF)]%Z 7 Vv 7 L. [Add GEM)]Z 27 VU w7 L TIV—I)V AR Y 71 )V—)V 7%k
mL%Ed,
FODNY A K Z3EBINd %

Facebook# & ds 1 — /1)L )L—)V A% w ZICFQDNY A b 2Bl ES, DU A hZHHL
C. facebook.com\D ~F T 1w 77Ty 79 3)—)V2EBINMLET
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STEPL] 75 KNGFWY V—ZADa—H)L)b—)V A& v 7 X— . [FQDN List (FQDNY A
M Z2Vv 7 L%ET,

STEP2| &b &2V v & LET,

STEP 3| [Add FQDN List (FQDNY Z k73800 i T, #ni & itz AILEd, [FQDN]
7 4 —)U R, www.facebook.com’s EDURLZ1DLL FATTLE T, FODNT ¢ —)L RD1fT
ICAFE T & SFQDN URLIX1DZIF T,

STEPAL pahm 227V

77L&,

Home > Local Rulestacks > raviDemoCagf-| Add FQDN List
Local Rulestacks £ raviDemoCngfw-Irs | FQDN List e e e
ate €1 Manage view O Refresh
FQDN * wow facebook com
Name 1 FQDN List
An Fully-Qualified D
= raviDemoCngfw-Irs enf
eper

& Tasks (preview]

3 Dxport template
age [ 1~ |of1 | > Cance!
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STEPS| 8@ L7ZURLAFQDNY A MIERENTNWAS T & &R LET,

Local Rulestacks &= raviDemoCngfw-Irs | FQDN List
alo Alto Networks . (paloaitoneswcris.onmicr, Local Rulestack
Nam @ Actyog FQDN List
— P Access contral (1AM An Fully-Qualified Uom, es (FQDN) Listis security policy object s you 1o group specific source or destination FQDIN thot require the same palicy
s forcem ause FQDMs can be translated to many different IP address, using an FQDN object is more efficient than specifying IP addres ecause FQDNs can be
¢ T 2 P addresses.
Add

)V—)IV7Z2BINd %

DIBMSYER U7ZFQDNY A k & —E(3 % )L— )L a—7)L)b—)V A Z v 71BN L 9,
W—ILTlX, b T74 v 70ORay T REDT I a eRETEET, 41, URL
www.facebook.com iIC 7 7 AL XS LT B T T v o E ROy 93773 % FQDN
IW—)VICEHTE £,

STEPL] 75 KNGFWY) V—Z2Da—H)L)b—)V A X v 7 X—=Y T, [RulesOL—/)V)] %7V
JLETD,

STEP2| [l 2%V v 7 LET,

STEP 3| [Add Rule QL—/)L OB EiE T, [—8&&h) 7 T—80 IRELET, [FQDNU A +
(FQDN List)] 74—V RT, Faw 7R A= 2 —7{fif] L CFacebook

STEP 4| [Actions(7 7> a )] 7«4—J)VRT, [Fay FZBRLE T,
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STEPS| pa #2 Vv o LET,

Home > Local Rulestacks »

Local Rulestacks

Palo Alto Networks Inc. (paloaltarny

raviDemoCngfw-Irs

etworks.onmicr..

+ Creste € Manageview -+

raviDemoCngfu-Irs

Name T

S raviDemcCngfw-Irs

@ raviDemoCngfw-Irs | Rules

Local Rulestack

) Refresh

P search
FH Overview
@ Activity log

. Access control (IAM)

-+ Add

# Tags
Settings

1l Properties
B Locks
Resources
B Prefix List
B FQDN List
& Rukes

@ Profiles
g Deployment
Monitaring
B Alerts
Automation

u Tasks loreview)

Priority

200

LocalRule Header

LocalRule Description

Man

Allow

Add Rule

Define Rule Parameters

General
Name *
Description
Priority *
Enazbled
Source
Maich Criteria

Destination
Match Criteria

P Address (CIDR Format)
Countries

Prefix List

[ BlockFacebook

[ 100

(@) any

O match

O any

Match

I FQON List

Facebook ]

Destination Exclude
Granular Controls
Application

Match Criteria

URL Category
Match Criteria

& Facebook

(@) Ay

() select

(@) any

T OIL—IV I — )LD )L—)V AR T\ B _R— DI FRENFE T,
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@ raviDemoCngfw-Irs | Rules

~ Local Rulestack

n

Search

Overview

&

Activity log

Access control (IAM)

e ¥ O

Tags

Settings
{I! Properties

O Locks

Resources
B3 Prefix List
BE FQODN List
® Rules

!.' Profiles

() Refresh

LocalRule Header

LocalRule Description

-+ Add

O Priority Name
200 AllowAllTraffic
100 BlockFacebook

Source

Destination Constraints Action

nofyes Allow

no/yes DenyReset...

T DCloud NGFWHY—E ZAD—E L LT, vF a2V T4 a 7740 T 74V TRA RS
T T 4 AR TEIMEENE T, Cloud NGFWA Ry R T —ZIZEBAENE L, FF T 10w
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T3t Fa )T a7 v ANV THREINE T, a—hLIb—IV A X v 7 DProfiles

(Ta7 7 AI)R—

ZEALTINSGZEXRLEKT,

!_u raviDemoCngfw-Irs | Profiles

Local Rulestack

| 2 Search

= Overview
B Activity log
Ao Access contral (IAM)

& Tags
Settings

Il Properties
B Locks
Resources
B Prefix List
B FQDN List
®& Rules

€ Profiles

g Deployment
Monitoring

El Alerts
Automation

iJa Tasks (preview)

§] Export template

save () Refresh

IPS and Spyware Threats Protection
IPS Vulnerability

An Intrusion Prevention System (IPS) is a network security and threat prevention technology that examines traffic flow to detect and prevent

Enable

Profile Best Practice v

Anti-Spyware

Anti-spyware protection zeroes in outbound threats, especially command-and-control (C2) activity, where an infected client is being leverag
attack.

Enable

Profile Best Practice v

Malware and File-based Threat Protection

Antivirus

Antivirus protects against viruses, worms, and trojans as well as spyware downloads.

Enable

Profile Best Practice v

File Blocking

Use file blocking to prevent the transmission of specific file types sent over your network.

Enable

Cloud NGFW for Azure 1.0
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JV—)V&ZEH LTz 5, Cloud NGFWH— Y ZICBIHEIT SNz —H)L)L—)V A X v ZIC &

L &ET,

STEP6| m—H)L)b—)V A% w 7T, [Deployment JEFN]ZZ VY 7 LET, T7/OAA AV N AT—
Z AR—VN[Candidate (&f#)] £ FREINE T, THE. REDHRININEZT oA

TNTVWERNT EEEKRLET,

STEP 7| [Deploy Configuration GXEDT 7THaA)]%E 27V w7 LT,

52 7 Cloud NGFWH— Y ZIC

ERLE T, IL—IVAZ Y ZIV—)VZ2ERT %Icid. TOFIRZEITTZ20ENH O X

ER

+_ raviDe

Local Rulestacl

|)-‘ Searct

= Overview

B Activity log

A, Access control (IAM)

& Tags
Settings
Il Properties
B Locks
Resources
B3 Prefix List
B FQDN List

Rules

moCngfw-Irs | Deployment

”
() Refresh

Deployment

Status

Candidate

"
@ Profiles
.
[}

Deployment

Monitoring

Bl Alerts

Action

£ Deploy Configuration || 0 Revert

STEP 8| [Deploy Configuration GXEDT THA XY N&EI VY 735 E, )b—IVAZY 7IC
BEMFONTHWE T 7 A7 I+ —IVERTRY TT7 v T Ay —IDNERENK

Cloud NGFW for Azure 1.0
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9. [Deploy (77uA)] 27w LT, B#ETEIXRNTDT 747U+ —)UCTD)L—
AR Z e LE T,

+_raviDemoCngfw-Irs | Deployment

Local Rulestack

‘; Search | < () Refresh

= Overview
B Activity log Deployment
QR Access control (IAM)

& Tags
. Status Action

Setti

ettings Candidate {_ S = | |

- : = = Revert
Il Properties

B lods Deploy x

Resources Push your configured rulestacks to your firewalls.

B Prefix List Associated Firewalls (1) to this rulestack

B FQDN List )
raviDemoCngfw(raviDemoCngfwRG)

® Rules

® Profiles
Deploy Cancel

ga Deployment

Monitoring

ER Alerts

Automation
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STEPO| DT 7TaAIciihd % &, [Deployment (7711 X > B AT —& AlX[Running (317

HIZE D £95

+_raviDemoCngfw-Irs | Deployment

Local Rulestack

2 Search
© = Overview

| B Activity log

f Access control (IAM)

@ Tags

Settings

Il Properties
8 Locks
Resources
B Prefix List
B9 FQDN List
® Rules

¥ Profiles

g Deployment

Monitoring

N Alerts

EETLB I UC5HED NAT )L—ILDH

() Refresh

Deployment

Status

Running

Action

AVINT YR BT T4 ZISHST B585 NAT )V— )V ETE X,
STEP 1| Cloud NGFWV ¥V —Z D[Networking and NAT (v hU—F > Z ENAT)|REICT 72 AL

F9, EETNATREDNANNCE>TVEHNE I W RiEERT 5,

Cloud NGFW for Azure 1.0
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STEP 2| [Edit (i) Z27 Vw7 LT, 565 NAT L—)LZzBImL £,
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Home > raviDemoCngfwRG > raviDemoCngfw

<.» raviDemoCngfw | Networking & NAT

Cloud NGFW
| 0 search | « | & kdit | Refresh
& Overview - k'
o sy g Networking
Type
fa Access control (IAM) ©) Virtual Network
@ Tags Virtual WAN Hub
raviDemoCngfw-vnet
Settings Private subnet subnet1
I_’-> Networking & NAT Public subnet subnet2
=9 Rulestack
E Log Settings
© DNS Proxy Source Network Address Translation (SNAT)
® Rules Public IP Addresses 172.176.108.27
Il Properties Enable Source NAT (O
& Locks Use the above Public IP addresses
Monitoring
H Alerts . . .
Destination Network Address Translation (DNAT)
Automation 2 Search

£ Tasks (nreview)
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STEP 3| %ase NAT )L—)LZBMLES, 722 T2 RIPIE. Cloud NGFWIC BENT SN 7z/8T

Uy ZIP7 RLAZZLED, 70V LY ROR—FBEEZASIL.

Uy 7 L&Y,

Home > raviDemoCngfwRG > raviDemoCngfw
+.» raviDemoCngfw | Networking & NAT
Cloud NGFW
fou HGFM Name *
Search e X Discard Protocol *
Networking
Type Frontend P *
8y Access control (IAM) ) e Frontend Port *
@ Tx0: u Backend 1P +
e Backend Port *
Settings §

43 Networking & NAT
5 Rulestack

& Log Settings

@ DNS Proxy

® Rules

Il Properties

B Locks
Monitoring

R Alerts
Automation

i Tasks (preview
% Export template
Help

£ New Support Request -

Private subnet

Public subnet

Source Network Address Translation (SNAT)
Public 1P Addresses | raviDemaCngfw-public-ip
Enable Source NAT (0)

Use the above Public IP addresses

Destination Network Address Translation (DNAT)

O Search

T Add

Name Protocol Frontend IP Frontend Port E

[Add (GEh)] %7

Add Frontend Setting

Provide Configuration for Frontend Setting

InboundToApp1
i ce

() upp

raviDemoCngfw-public-ip

8080
182.168.04

Cancel

Cloud NGFW for Azure 1.0
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STEP 4| giENATIL—ILEBINLTES,
RERIERELET,

Home > raviDemoCngfwRG > raviDemoCngfw

+.» raviDemoCngfw | Networking & NAT

Cloud NGFW

| O Search

@& Overview

E Activity log

Ra Access control (JAM)

& Tags

Settings

> Networking & NAT
5 Rulestack
E Log Settings
@ DNS Proxy
& Rules

Il Properties
8 Locks
Manitoring

W Alerts

Automation
24 Tasks (preview)

§ Export template

Help

@ New Support Request

B Save

X Discard

Networking

Type

Private subnet

Public subnet

Virtual Network

NAN Hub

raviDemoCngfw-vnet
subnet1

subnet2

[Save ((R1F)] =2V w27 LTZF% ENGFWY YV — RIC

Source Network Address Translation (SNAT)
Public IP Addresses

Enable Source NAT (&

Use the above Public IP addresses

\ raviDemoCngfw-public-ip

Destination Network Address Translation (DNAT)

L search

- Add Delete
Name Protocol Frontend IP Frontend Port Backend IP Backend Port
InboundToApp1 TP raviDemoCngfw-public-ip 8080 192.168.04 80

Cloud NGFW for Azure 1.0
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Juy LY R7 RLAR, CloudNGFWZE U TRESNIZR— b R@ TV X ALY b E
NBEXHICHEODE L, A2VNNTY R T T4 7HCloud NGFWZHEHT 5 K H1ICED L
7z
17 DFE
Cloud NGFWTHF > J 79 % Hijlc. AzureTLog Analytics/ — 7 AR—ZAEVERR L £ 9,

STEP 1| AzureR—%)LC. AzureLog Analyticsworkspace (Azureld 734t — 27 ZAR— ) &2 zE L
%9, [LogAnalyticsWorkspaces (X7 0Hi T —27 AX—=X)] Z7) w7 LT, ¥y—EXL
LCGEIMLED,

STEP 2| [Create ((ER)]Z 7V v 7 LT, LB I ok —7 AX—ZA 2L LET,

Home >

Log Analytics workspaces =

Palo Alto Networks Inc. (paloaltonetworks.onmicrosoft.com)

}- Create |f& Openrecyclebin £33 Manageview ~ () Refresh  Exportto CSV %5 Open que

Filter for any field... Subscription equals all Resource group equals all < Location e«
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STEP3| [T nMDIER]T — 7 AR—=ZT, A VARV ADFHMERELET, Fry FXT A
Za = BERAXR-ADHETZER L, Mz fEE LE S,
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Home > Log Analytics workspaces >

Create Log Analytics workspace

Basics Tags  Review + Create

o A Log Analytics workspace is the basic management unit of Azure Monitor Logs. There are specific considerations
you should take when creating a new Log Analytics workspace. Learn more

With Azure Monitor Logs you can easily store, retain, and query data collected from your monitored resources in Azure
and other environments for valuable insights. A Log Analytics workspace is the logical storage unit where your log data
is collected and stored.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription* @ [ AzureTME ~ |
Resource group* (O [ (New) raviCngfwLogWorkspaceRG ~ l
Create new

Instance details
Name* © | raviCngfwLogWorkspace

S

Region* [ Eastus 2 v |

| « Previous | Next : Tags >
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STEP 4] Cloud NGFWY ¥V — 201 FREZITOET, [RTREZERL 9, Edit FEH) Z27
Vw7 L&ET,
Home > raviDemoCngfwRG > raviDemoCngfw

raviDemoCngfw | Log Settings

Cloud NGFW

| 0 Search | « & Edit |C) Refresh

& Overview -

B Acivty log Log Settings

Ra  Access control (IAM) Log Settings No log settings found
& Tags

Settings

43> Networking & NAT

Rulestack

Log Settings I

=
!
© DNS Proxy
-

Rules
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STEP 5| [Log Settings (1 7 #E)] 7 « —)V KT, LIENCHERR LTz 0 70017 — 7 ZAR— X 72538 4R
L. [Save((RD))1 27V v 7 LET,

Home » raviDemoCngfwRG

» raviDemoCngfw

raviDemoCngfw | Log Settings

Cloud NGFW

| A Search

& COverview
E Activity log
A Access control (IAM)

¢ Tags

Settings

+> MNetworking 8 NAT
= Rulestack
B Log Settings
@ DNS Proxy
-

Rilac

Log Settings

Enable Log Settings

Log Settings

B save | X Discard

v FI—=rXF 2T TIV—T DR

Cloud NGFWODE A D—F & U TIER SNz F T —OF a2 U T ZNV—T2EHFLET,
COXF VT4 7 )—T1&. CloudNGFWH T X7V 73 VOYNETO—EE LTS5 A R—
KT 2w R ERT VY w ZH T 2y Ol ICEEMN I BN E T,

| raviCngfwLogWorkspace
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STEPL| 7oy rxZ VR (BE5) NATIV—IVERED—ERELT RS Tow 2RI LES, 75

7 RNGFWZ L TT IV —2 3 YIWNETh A VX =3y BT 78 ATES LD
IZ. HTTPBXUHTTPSc T 7 1w 7 &FFA[T %,

Home » Network security groups > WCIoUNGFW-vnet-nsg

] Add inbound security rule
Network security g...  « + raviCloudNGFW-vnet-nsg | Inbound security rules A
Search + Add % Hideodetatries () Rafrosh Hr Give foadback Destination O
Any
Network sacusity group securty ulos e by pririty using the combination cf o ot destmation,destnc
and direction as an existing rule. You can't delete default security rules, but you ean ove: with rules that have a higher  Service

Custom
Filter by name Part == all Protoced == all Saurce == al Destin
Destination port ranges *
Priority T Port 1, protacol T 8050,60,443
o Any Any Protoce
. i o
Seings 01 il Aoty Ay O any
= inbcund securty rules 5500 - ® e
. O voe
Gutbourn .
O ewe
- @ Netwark
Subnets Action
®) Alow
-l 1 Properties O oeny
priority *
100
Name *
@ Diagnastic settings. AlcwhnyCustomB080-80-443 nbound

& Logs

Description
B NSG flowlogs

Automation
& Tasks [preview)

rage [T ot ¥ Exporttemplate

Cloud NGFW for Azure 1.0 89 ©2024 Palo Alto Networks, Inc.



Cloud NGFW for Azurex 7 7’2 A 3 %

STEP 2| [Add GBIMZZ Vv 7 LT, RDA VNI Y RbeF 2 )T 4 )b—)VEHHAFRE T,

moCnghwRG > raviDer

+| raviDemoCngfw-vnet-nsg | Inbound security rules

VNETET Y > T =K T %
VWNETE T )V Z%&ET 51, ROFIEZETLET,
STEPL| yNETZHEL. [Peerings(¥7V V) &ERL F9,

STEPZ[  [Add GBI Z27 Uy 7 L THLWET Y VIR LE T,
STEP3| 7V T ofuizIEE L. T4V FREDERICLET,

STEPA| ¥7IZd BN\TYNETEEIR LU FE T, BHEDOVNET/NT % {fiH L TVNETIC Cloud NGFW 738
AT 256, /A X251 208D 0 9, /A X260 7 2w K hH2D44
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HWTT, INSHDOY T 3w ~idPaloAltoNetworks.Cloudngfw/firewallst— & AICERAT 9 % £4
ENH O £,

«3 raviDempApp2_group-vnet | Peerings
Virtual network

[ Name 14 Peering status T Peer T Gateway transit T

(] enafwbemoApp2ToHubVnet Connected raviDemoCnafw-vnet Disabled

STEPS| zov 7y a v CHEIT 2 FIEZ#DIRL T, BIOVNETRIDOVNETE T D) > 7R E L
95

75%97 ENGFWZ N LTRSS T4 w0 BIV—T 4 V7T 3)— s T—T)IV7=EMNT %

STEP1| AzureR—Z )LD/ \—T[Routetable )L — kT —7 /W) 2R L £9°,
STEP 2| [Create(fEK)] ZZ7V w7 LT, HLWIL—k T—T IV EMTILET,

STEP3| J—+r7—=T)NWDT =)L RICAHI L., [Review+create(L'¥ a—+FiK)] Z7VU v oL
I
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STEPA] JU—br 7= )V ER{EK LTz5. [Subnets(VT7 3w BT ¥ a VEERL, 77—V EY
72y MCBEM T R,

Home > Route tables & CNGFWSpoke1RT

Route tables +.» CNGFWSpokelRT | Subnets =

Palo Al Networks Inc. [palosRonetworks. cnmicr Route take

+ Croate 5 Manage view - ate

Fiter for any feld

ama T Name 1o Address range 1 Virtal network T, Security group 14
A BPClientToSw Default 192.168.0.0/24 CNGFWSpoke 1RG-wnet

45 CNGFWSpoke RT

R CNGFWSpoke2RT

B New Support Request
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STEPS| 7Y WYY RETI T4 IDOTFTIH)IVRIV— b EHREL. 27 A kF v F%Cloud
NGFW 'S A RX—KIP7 RLAELTYH 72y M > TIv—7 4 V7 LET (East-
WesthZ 7 1 v 7 DEE)

9 ﬁ?e.l‘RouteTable # %

& Search

Settings

= Configuration
A FRoutes

25 Subnets

Ul Properties

& Locks
Monitoring

W Aerts
Automation

& Tasks [preview)

3 Export template

= Move « [i] Delete () Refrash A7 Give feadback

~ Essentials

-4d77-4bb7-b1a6- 1652825437

StoreStatusDND : DND

Routes
O Search
Name Ty Address prefix T4 Neat hop type
0.00.0/0 Virtual appliance
17216.00/16 Virtual apphiance
Mame T4 Address range Ty Virtual network
raviDemaApp1Subnet 192.168.00/24 raviDemoApp1_group-vnet

qrour Associations : 1 subnet associations

SON
Ty Next hop IP address T
172.19.04
172.1904
+4  Security group ty

Cloud NGFW for Azure 1.0
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STEP6| 1DPL ED)V— k7= )V RVNETH SROY T %y McBEEHFE T, T 74V hb—
7O MNRNTURET T TRH)EREL, 7 A bikw 77 Cloud NGFW /'S5 A X—
MPY” FLAELTHIDOY T 2y h(East-West k- F 7 ¢ ZHICIV—T ¢ VT LE T,

i App2RouteTable = » -

Route table
[ 2 search > Move ~ [i] Delete () Refresh | A&7 Give feedback
& Ovenview -  Essentials
B Activity log g Ass 1 sub
. Access control (JAM)
¢ Tags

4bb7-b126-165¢282b5d37
£2 Diagnose and solve problems

ags (edit) + Click here 10 add 1ags

Settings
Routes

& Configuration P Search routes

4 Routes Name T4 Address prefix T4 Next hop type T4 Next hop IP address
&> Subnets DefaultRoute 0.00.0/0 Virtual appliance 1721904
It Properties RouteToApp1 192.168.0.0/16 Virtual appliance 172.19.04
A Locks
Subnets
Monitoring Search subnets
5§ Aens Name T4 Address range T4 Virwal network T4 Security group
Automation default 17216.0.0/24 raviDempApp2_group-vnet

i Tasks (preview)

& Export template
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VWANIZCloud NGFWZ T 711 A 9 3%

Cloud NGFWIZ, #EEEMEDEWT 7 A4 7 O+ —)bV ) a— 3 V& L TVWANNTIC Y —L LA
WER L. Azurel AV LI AMO 7O —N)bNA Ty Rxy b T—=7 TRARENTWVS
HEZT—I0— RO NI T 0w I 2RETEET, Azure vWAN & R AT REZSHEREDFERIIC
DT, [Azure Virtuad WAN documentation (AzurefRAEWAND Y = 2. 7 )W) 2SR L TL 72 &
VA

VWANIZCloud NGFW7ZE A 3 25513, ROLSZEEL T IV,

NGFWV ¥V —RICiF1DD T T A N— MP7 RLAMWMEH I NE T, vWAN EBRIEDGS

. VWWANNT V=T 4 VT R —ZREL T, Y—EBRAD I T4 v 7 Z\TEVLE
o DED, FI T4V IRBAVRER—T 2 AANLHT, 1% —%v MIHBHIICRE> TE
%95

FILWLVWWANNT OB Y g = 7300256050 £9, #i L IEREN
TeVWANNT D AT — 2 A, [Overview (BfE)] X— T D[Essentials (T &> v ))& 7
v 3 Y D[Routing Status YV—7 1 VT AT —RZ )74 —)IV R THERTEE T,

Cloud NGFW for AzurevVWAN 771014 X k @

SaaS7 L — LT — 27 Z{#iH L CAzure Virtuad WANICTERICHE SN TVET,
VWANIREENTICEREFENE T,

W—TF 4 TA YT MR —%HHLT, Cloud NGFWHY—E R K> THRETNS
Z 74w 7L £,

NTHBXCTV =V a YD T v ZIc—EB LU+ 2V T4 R —%5wHrlhE

[iiEe=NEE

VWANIZCloud NGFWZ 7 70 A3 31Cid, Azuretr 7 A7) 7> a9 VHWRETY, TOY TRy
U7 a i, owner (AT ) E 7zidcontributor (EEAE) DO — )L E TS,

STEP 1| AzureR—%)Lica %'« > L. Virtual WAN (IRZEWAN)ZR#ZE L £, [Create (fEiK)] % 7

Vw27 UCTRAEWANY — U A Z2ER L £ 9,

Home >

Virtual WANs = -

Palo Alto Networks Inc. (paloaltonetworks.onmicrosoft.com)

+ Create | €53 Manage view v (D Refresh Exportto CSV %5 Open query

| Filter for any field... | Subscription equals all Resource group equals all X< Location equals all < o Add filter
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STEP 2| {ABWANY — VY AW IEHITIER E NIz 5. [Gotoresource (V) YV —AICKENZ 71 v 7 L
I

Home »

K VirtualWanDeployment | Overview =

Deployment

£ Search | &« li] Delete () Cancel [T] Redeploy + Download () Refresh

&% Overview

@ Your deployment is complete

3 Inputs

= Outouts Deployment name: VirtualWanDeployment Start time: 1/16/2023, 5:30:20 PM

7 bulpds Subscription: AzureTME Correlation ID: 246¢f06b-Seed-4358-f09-37292acfdcoc [IB)
Resource group: raviCNGFW-VWAN

= Template

~ Deployment details

~ Next steps

Go to resource

Give feedback

A7 Tell us about your experience with deployment
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STEP 3| fER UTARAEWANIC N T Z3BH1 L £ 9, [Connectivity (Hz#t)] >[Hubs (N 7)1 28R L %
95 [NewHub GFiLWWNNNZZ U 7 LET,

Home > VirtualWanDeployment | Overview > CNGFW-VWAN

z. CNGFW-VWAN|| Hubs

% Virtual WAN

| L Search ‘ « —+ New Hub O Refresh
& Overview .

I,O Search for hubs by name Clear all filters
Activity log

+ '
Add filter

8 Access control (IAM) v
@ Tags Hub Hub status Region

No results
Settings

@ Configuration
iI!' Properties

8 Locks

Connectivity

"8 Hubs

B! VPN sites
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STEP 4| [Virtual Hub Details (RAENT OFHN ZFE L E T, NT TITAX—F7 FLR LA
THRBRZIEEL. [Next (XN\))ZZ7 Vw7 LET, A M,

Home > VirtualWanDeployment | Overview > CNGFW-VWAN | Hubs >

Create virtual hub

Basics Sitetosite  Pointtosite  ExpressRoute  Tags  Review + create

A virtual hub is 2 Microsoft-managed virtual network. The hub contains various service endpoints to enable connectivity from
your on-premises network (vpnsite). Learn more

Project details

The hub will be created under the same subscription and resource group as the vIWWAN.

Subscription AzureTME Y
Resource group | raviCNGFW-VWAN v |
Virtual Hub Details
Region * l EastUS 2 v ]
Name * l ravivVWANHub v ]
Hub private address space * (O l 10.10.0.0/16 v ]
Virtual hub capacity * © l 2 Routing Infrastructure Units, 3 Gbps Router, Supports 2000 VMs ~ ]
Hub routing preference * (0 | ExpressRoute ~ |

0 Creating a hub with a gateway will take 30 minutes.

Previous Next : Site to site >
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STEPS| REZMR L5, [Create ((EH)Z 7V v 7 UTIRIEWANNT ZIER L X 9
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Home > VirtualWanDeployment | Overview > CNGFW-VWAN | Hubs >

Create virtual hub
@ Validation passed

Basics Sitetosite  Pointtosite  ExpressRoute  Tags  Review + create

The hub will be created under the same subscription and resource group as the vWAN.

Basics

Region East US 2

Name raviVWANHub

Hub private address space 10.10.0.0/16

Virtual hub capacity 2 Routing Infrastructure Units, 3 Gbps Router, Supports 2000 VMs
Hub routing preference ExpressRoute

Site to site

Site to site (VPN gateway) Disabled

Point to site

Point to site (VPN gateway) Disabled

0 Creating a hub with a gateway will take 30 minutes.

I Previous l " Next || Download a template for automation
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STEP 6| [Routing status )L —7 « > 7" AT —% A)|M[Provisioned (70 ¥ Y 5 =V 7 EHR) 5> T
WA 2R LET,

HLUOWANNT DTy g = 3300 hh 25805 0 £
9, [Overview (BEE)R—IZHHL T, V=T 1 VT AT—R2RA%ZFRLE
ED

Home > Virtual WANs > CNGFW-VWAN | Hubs >

. raviVWANHub » -

" Virtual HUB
| O Search | « & Editvirtual hub  [i] Delete () Refresh () Reset er () ResetHub
- Overview . A Essentials
- Name Routing status
Connectivity raviVWANHuUb o Provisioned
E: VPN (Site to site) Resource group Hub routing preference
raviCNGFW-VWARN ExpressRoute
A, ExpressRoute
Hub status Metrics
&' User VPN (Point to site) o Succeeded View in Azure Monitor
Private address space
Routing 10.10.0.0/16
(9 BGP Peers Location
- East US 2

STEP7| AzureR—%Z)licta %'« > L. PaloAlto Networks?DCloud NGFWZIRZE L £9,

STEP 8| [Cloud NGFWsby Palo Alto Networks]% %~ 1) »» %7 LC. Azurelfil¥ DPao Alto Networks
Cloud NGFWH—E ZDIERZ R L E 3,
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STEP 9| [Cloud NGFWSs|Hifi T, [Create ()] Z 7V w7 LET, TDT VT4 T R=VIClE,
RN YV —AZER L TV 5551, Cloud NGFWA Y AR Y AMBH N D ATENT
W9,

Home >

Cloud NGFWs =

Palo Alto Networks Inc. (paloaltonetworks.onmicrosoft.com) | PREVIEW

~+ Create | €53 Manage view ~ () Refresh | ExporttoCSV %5 Open query

I Fi\ter for any field... I Subscription equals all Resource group equals all X

STEP 10| [Create Palo Alto Networks Cloud NGFW]EE T, Y'HYx 7 b DOFElit 7 3 3 VI HAR
RitE sz AJTLE T,
ROEXDERZMHL T, 7Oy FOFMZEIMLEL 9,

HH DR
YIRA7VTva | aldA RSN T A7) T g YD THEINIGERE
v nN&d,

V=AW —"" | BHEDOV Y — X7 )N—T DT Nh7EEHT %), Cloud NGFWY Y —
AMERENZH LW Y — A7 ) —T = VERR L % 3 ([Create New (¥T
FER)1A 7Y a > &),

T7AT774—)U | CloudNGFW 7 7 A 7 7 4 —)L )V — XD,
%
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HH DR

J—y gV CloudNGFWhJuabeyg=rF7Edhz)—T3

Home > Cloud NGFWs >

Create Palo Alto Networks Cloud NGFW

Basics  Networking Rulestack ~ DNSProxy Tags Terms  Review + create

Some one or two liner description. Learn more

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * (@ | AzureTME v
Resource group * (O [ raviCNGFW-VWAN N
Create new

Firewall Details

Firewall Name * (O ‘ VWAN-CNGFW

Region* @ | East US 2 N

STEPILINEXT (RN) 22U v 7 LET, v hT—2, v MT—ZEEICHT 2 Rt L
%9, [Network Type (v M7 —7 %A 7)IC[Virtual WAN Hub ({RAEWANINT)] 7% 534K
L %9, [Virtual WAN Hub Details ([REEWANNT D27 > a T, Ry FHA 7 X
=2 =D BN AR LI BN T %8R L E T, /87 v Z7IPY RLARIEE L, A
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VEA=2y MCHB F T T 4w 7T FLAZS M T 55 8133XEINATA T2 3 &~
ZiELE I,

Home > Cloud NGFWSs >

Create Palo Alto Networks Cloud NGFW

Basics  Networking  Rulestack DNS Proxy  Tags  Terms  Review + create
Please configure your Firewall deployment with network requirements, i.e., Public IP CIDR and virtual network settings.
Network Type

Type * O Virtual Network
@ Virtual Wan Hub

Virtual Wan Hub Details

Virtual Hub Name * @ | raviVWANHub v

Public IP Address Configuration

Public IP Address(es) * (@ @ Create new
O Use existing

Public IP Address Name(s) * @O | VWAN-CNGFW-public-ip
Source NAT Settings

Enable Source NAT () E

Use the above Public IP Address(es) E

| < Previous ]II Next : Rulestack >
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STEPIZ|NEXT (XN\) Z27 Vv 7 LET, W—IVAR Y 7 I)L—)VDVERESN TS —)V)L—
VAR 7 EERLET, chuda—hWib—IL ARy ZERFO T L —ZAFRIVE T
J, [Create new (BTHITERR)] % 7zl [Use existing BEFEDFE N 227V w 7 LES(B—Hh)V
JW—IVA Ry T TIAFET 2 5EEE,. Fay TR A= 2 — 533U %), Cloud
NGFWV vV — R 2B LTzt%. TDIV—)VA &y 7 &RZEHEL T, )b—)b, FQDN, 7L
T4 7 AV X MBI TZEHRETETET,

Home > Cloud NGFWs

Create Palo Alto Networks Cloud NGFW

Basics  Networking Rulestack DNSProxy Tags Terms  Review + create

Some description

| —
Choose a Local Rulestack * (O (®) Create new

O Use existing

Local Rulestack * VWAN-CNGFW-Irs

STEP I3 NEXT (X\) ZZ7 Vw27 LEF, DNSTa+, F74)U kT, DNST O F I3 HRhIC
o TWVWET, VWANY Y —ZD7aF v U THRET S LT, I XTDDNSK T 7 ¢ v
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7 it % X D ICCloud NGFWERETE T, REJT 5 L. DNSTaFUIIDNSY 7=
A N7%T T 4+ )V b DAzure DNSY—/3—, F /21348 L72DNSY—/N—ICHzE L 9

Home > Cloud NGFWs »

Create Palo Alto Networks Cloud NGFW

Basics  Networking Rulestack DNS Proxy Tags Terms  Review + create
DNS Proxy * @ (® Disabled
O Enabled

STEP 14| [Next:Tags (XN Z 727V 7 LT, AzureBfFD X TREELE T, Z71E, BREAND
Mgt 2B U720, Azurer” 717 » MICBEET 2Aae 2 R LTI D T 5 DI DH
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HERE NI TNIVTY, ZTE. —eiICERE N, Mgt RY o—Hist e UTRE
TEEI,
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Home > Cloud NGFWs >

Create Palo Alto Networks Cloud NGFW

Basics  Networking  Rulestack DNSProxy Tags Terms  Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same
tag to multiple resources and resource groups. Learn more about tags

MNote that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name () Value @ Resource
| StoreStatusDND ‘ : ‘ DND | | 7 selected e | [l
| \ . ‘ l . Select all

B cloud NGFW

n Local Rulestack

u Microsoft. Network/virtualHub
H Network security group

B pubiic 1P address

E Virtual network

B virtual wan

l < Previous ]| Next : Terms =

2RI ROE S IHHENEKT,
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© WEgTEZ )b, BRESNONESI 2 0BT R kR A L £,

* KU =DM, ZITMNTE NI TR EDEZ G A 5D, TNHDIL—)L7z
BHDIV—VICHAANDS T EDNTEXT,

* Azure” UV RO EE R ZFRLUE T,

270 WO T— LWNE CERE TR 2 KHIE O > 7 F IR & 2 5 B EH] T
I, TeE AR, BRAGEBHOMS M2 BT SRR 5T — LIV 25 ERH 0 9, TD
e, 27 %REL T, MHthicdd 2 8f2ER TS X I, MoHme LT, Mgghk
DIEIERT =X A%ZsGE LTz D |, IEORPRIEIE T E AW BIIOME T HAUSEH S N B i
gtk —27 LD 95 eNTEET,

ZFENLDTCEERTEE T, Azure7 17 > O R T OERRIC DV TIE,
['Use tags to organize your Azure resources and management hierarchy (% %7 7 {i i
LTAzure) V—RA L EMERE AT 2) ) ZBBRLTLIZEN,
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STEP IS5 | [Next:Terms (X&) 27 Vw7 L, 7704 XY FEHICIAZELE T,
Home > Cloud NGFWs >

Create Palo Alto Networks Cloud NGFW

Basics  Networking Rulestack DNSProxy Tags Terms  Review + create

Terms of use | Privacy Policy

By clicking Create | agree to the legal terms and privacy statement associated with the Marketplace offering (licensed by
Palo Alto Networks by the End User Agreement) and authorize Microsoft to bill my current payment method for the
fees associated with the offerings with the same billing frequency as my Azure subscription and agree that Microsoft
may share my contact usage and transactional information with the provider of the offerings for support billing and
other transactional activities. Microsoft does not provide rights for third-party offerings. For additional details refer to
Azure Marketplace Terms

| Agree * !

STEP 16| [Review + create (L' ¥ 2 —+1EiK)]|%Z 7V v 7 LC. Cloud NGFW ) ¥V —ZADAzuret 7 A
JVT T a v OBEEEMELE T, VY —ARETHEES N, KISEREINE T, i
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IZ[Validation Passed (FREEICER L E L7 EFRRENE T, [Create (TER)Z7 Vv 7 L
T. CloudNGFW Y —E X% F7aA L% 9,

Home > Cloud NGFWs >

Create Palo Alto Networks Cloud NGFW

o Validation Passed

Basics  Networking Rulestack DNSProxy Tags Terms  Review + create

Basics

Subscription AzureTME
Resource group raviCNGFW-VWAN
Firewall Name VWAN-CNGFW
Region East US 2
Networking

Type Virtual Wan Hub
Virtual Hub Name raviVWANHub
Public IP Address(es) Create new

Public IP Address Name(s) VWAN-CNGFW-public-ip
Rulestack

Choose a Local Rulestack Create new

Local Rulestack VWAN-CNGFW-Irs

< Previous I ‘ Next

Cloud NGFWH — E X DIERE, BADEITIRADNERENE T,
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Home >
w CreateFirewallForm-20230117160644 | Overview =
Deployment
I}')bearch ] « [il Delete (3 Cancel |T) Redeploy < Download () Refresh

& Overview

««« Deployment is in progress

Z Inputs

o Deployment name: CreateFirewallFarm-20230117160644 Start time: 1/17/2023, 4:14:58 PM

= Outpu ment na ‘

#= LIPS Subscription: AzuréTME Correlation ID: e155ac21-cc3c-4f5h-a1c3-306:7adade00
. Resource group: raviCNGFW-VWAN

= Template

~ Deployment details

Resource Type Status Operation details
@  VWAN-CNGFW-Irs PaloAltoNetworks.Cloudngfw/localR...  Created Operation details
@ VWAN-CNGPW-nva Microsoft.Network/networkVirtualAp... Created Operation details
©  VWAN-CNGFW-public-ip Microsoft.Network/publiclPAddresses  OK Operation details

Cloud NGFWV ¥/ — XA DFE TIZIZHIB0 A D £,

ERECTTaAEns &, ROBHNERENET,

Home >

& CreateFirewallForm-20230117160644 | Overview =

Deployment

|,0 Search I « [i] Delete (%) Cancel |T| Redeploy < Download () Refresh
& Overview )
@ Your deployment is complete
4.
& Inputs
= o Deployment name: CreateFirewallForm-20230117160644 Start time: 1/17/2023, 4:14:58 PM
= utputs . FRPCI 4 - . - >
P Subscription: AzureTME Correlation 1D: e155ac21-cc3c-4f5b-a1c3-386cTadade0d
Y Resource group: raviCNGFW-VWAN
= Template

~ Deployment details

A~ Next steps
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V= AMERENET T,

(%) raviCNGFW-VWAN =

CreateFirewallForm-20230117160644 | Overview »

[ Overview

B A

- £ Essentials

ity log

Ao Access contral {LAM)

€ Tags
I+ Resource visualizer
’  Events Resources  Recommendation
Settings . .
7 her for any feld
T

Deplayments

rreate £33 Manage view
+ Create 8 Manage view

¢ StoreStatus : DND

UserlD : rpegada

ns

Type equals all X Location

Showing 10 6 of 6 records. [l Show hidden types ©

0 Security
© Folicies ] Name
Il Properties ] % cnarw-vwan

MNHub

B Locks

N-CNGFW
Cost Management

VWAN-CNGFW-Irs
Cost analysis —
L *¥ VWAN-CNGFW-nva
B Cost alerts (preview) X

B vWAN-CHNGFW-public

8} Budgets

[il Delete resource group  {

) Refresh

office : India

equals all X

STEP 18| Cloud NGFWV V—ZZIERR L1z 5, THhEBHRL T/ o
HBH MR LET, TDXR—

STEP 17| Cloud NGFW., T—H)LIL—IL AR w 7. )3T Y w Z7IP7 RL A, Cloud-nvaZ®&&s4DmD1)

part to CSV Open query A s | > Move
L Exp oSV % Open g
Deployments : 3 Succesded
Location EastUS2
e Add filter
Mo grouping
Type Ty Location Ty
Virtual WanN Eastus 2
Microsoft.Network virtualHub Eastus 2
Cloud NGFW EastUs 2
Local Rulestack EastlUs 2
micrasoftnetwork/networkvirtualappliances EastUs 2
Public IP address EastUs 2

Y'Y g =7 IREED Succeeded T

T TlE. Cloud NGFWH— VY RICBH N ITF 5N TV B

IRTV Y TIPT RLAE T FAR=FPY RLALEREINET, v b T—7 O
MVWANTH S L EZHERLET,

Home » Cloud NGFWS >

VWAN-CNGFW =
‘ Cloud NGPW | FREVEW

W

& Search
& Ovendew
W Activity log
Fo, Access conti
& Tags

ol {148}

Settings

3 Networiang & Nal
5 Fulestack

B Log Settings

@ DN Frowy

W Fulas

ill Properties

B lLocks
Manitaring

Automation

s Tasks (preview)

3§ Export template

Suppart + troubleshaating

% MNew Support Request

VWANADCloud NGFWD 7

s (2] StorsStatus - OND Instancelifie: 60 office : India
setstarted  Properties  Recommendations

& Cloud NGFW

Wiew ValuE 33 130N

Succeedsd |

Enable egress nat & ENABLED

wsendD : rpegada

Saurce NAT Public IPs : 172.177.205.71

11001124

T A R

@ ONS Proxy

Enable DNS proy (T
nabled DNS type O

NS SErvers (@

il Plan data

Usage type

Effective date (0

i} Marketptace detalls

Marketplace subscriplion

DISABLED

CUSTOM

i

PAYG
MONTHLY

bEbaleb!-138b-424f-dbfe-12ded Hab2 55

VWAN % k77— % A4 7 DCloud NGFWH— E AWM IERIC/ERR E N7z 5. Cloud

NGFWHDVWANDSaaSY VJ 2 —> g v e LTEIMEN/-C L ZHERLE T,
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STEP 1| Cloud NGFWH — & X DIERKIFIC T L 7z Virtual HUbiC# 8 L & 97, [Third party providers
FE=FTaNA )7 a T, [SaaSSolutions(SaaSV Y a—a V)| zr Vv 7 LE

ED

Home > CNGFW-VIWAN >
g raviViWANHub
" Virtual HUB

& Overview

Connectivity

B VPN [Site to site)

A ExpressRoute

& User VPN [Paint ta site)
Routing

B Routing Intent and Routing
Policies

BGP Peers

@ Route Tables

B Effective Routes

& Edivvitual hub  [§ Delete () Refresh

# Essentials

WNHub

Name VA

Resource group raviCI

Hub status @ succeadad
Private address space : 10100016

Location EastUS 2

# Virtual network connections

vNet connections:

A~ VPN (Site to site)
@ No gateway (Create)

. User VBN (Point to site)

() Reset Hub

@ No gateway (Create)

A ExpressRoute

Routing status - (@ Provisioned

g preference : Expresshoute

Matrics Visw in Azure Monitar

A Azure Firewall A Network Virtual Appliance

® o firewall (Create) Vendors: 1

Cloud NGFW for Azure 1.0
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STEP 2|

Cloud NGFWAMER E NIz & 2R L E T, TDNTICSaaSV ) a— 3 & LB

ENFEJ, [SaaSSolutions(SaaSV VJ o — 3 V)| a3 > TC[Clickhere(CTZZ7 VU
)N 23R L F 9,

Home > raviVWANHub

W raviVWANHub | SaaS Solutions  »

Virtual HUB
[ search

& Ovenview
Connectivity

B VPN [Site to site)

A ExpressRoute

&f User VPN (Point 1o site)

Reuting

B Routing Intent and Routing

policies
@ BGP Peers
¥ Route Tables
BR FEffective Routes
Security

o Azure Firewall and Firewall
Manage

Third party providers
i Network Vi

tuel Appliance

B¢ Saas Sohitions

+ Create Ssas |
Saab Solutions
Name Eravisioning State

W VWAN-CNGFW-mva Succeeded

VWAN®D EBHIC BT 2 ERDAERENE T,

Home

VWAN-CNGFW

REVIEW

Cloud NGFW

& Overview

B Activity log

Fn Access control (IAM)
# Tags

Settings

&> Metworking & NAT
S Rulestack

E Log Settings

@ DNS Proxy

O Rules

il Properties

& Locks
Monitoring

BN Alerts
Automation

Ta Tasks (preview)

3 Export template

raviVIWANHUD | Saas Solutions » I

P
() Refresh  Til Delete

= # Essentials
Res group (move) | EiCHGRAVNAN
Location : EastUS2
Subscription (move)  : AzureTME

Subscription ID

Tags (edit) : StoreStatus : DND Instancelife : 60 office : India

Get started Properties  Recommendations

@& Cloud NGFW
Identity (0

Systemn data (3 View value as ISON
L1 "
|| | Properties

Front end settings (0

Provisioning state () Succeeded [[Y

4% Metworking & NAT

I Netwark type © VWM I

W WAN configuration View value as 150N

VWANT 7’H A1 XV MEOZFEN]

T4 AV MM

UserlD : rpegada

Gffering

Palo Alto NGFWaas

Manage Saas

lick here

ource il

R
Type
Ful
Pr

Sowrce NAT Public IPs

@ DNS Praxy

Enable DNS proxy (O

'II' Plan data

: paloaltonetworks.cloudngfw/firewalls
S 172.977.20511
10.10.112.4

1727120511

DISABLED

CUSTOM

PAYG
MONTHLY
cloud-ngtw-payg

17141, 5:53:28 AM

FTIaA R SRR LD, T7aA XY MMEORDR A7 #FEITLET,
¢ JV—IVAZw I EERETZIZEHT S
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* Cloud NGFW D XS T/5E/ ENATIL— )L
* OFVTORE

* RFEWANNDAE Ry FT— T 8ki e LTO7 7)) r—3 3 vNETOIBHN

* VWWANNTDI)V—F 4 2 TA VTV )= 1027 RY —0Dik
JW—IVA Ry 7 B E T2 I3 R 5
BEHED)V—IV AR 7 BT % )51 .

STEP 1| Azure Resource Manager (ARM) >V —)LC, H§iK3 % Cloud NGFW Y ¥V — &
® [Rulestacks JL—IVAZ v 7)] %27V w27 L%, Cloud NGFWH— ZIZBH{HT 5

NTWBIV—=)VARZy TN, VDI—=AT)I—T L EIcERENET,

Home > VWAN-CNGFW

=5 VWAN-CNGFW | Rulestack

Cloud NGFW

‘ 0O Search S () Refresh
-
9;‘.\ Access control (JAM)
@ Toos Rulestack
Local Rulestack * VIWAN-CNGFW-Irs, raviCNGFW-VWAN
Settings

region: eastus2

4> Networking & NAT

Currently associated rulestack: VWAN-CNGFW-Irs,

& Rulestack
W Log Settings
@ DNS Proxy

® Rules

STEPZ2| )=V AR I BBELTT 7A T I+ —)IWb—)L&BIMLET, TnsDIL—IUiE,
MEDNT T4w o7y 7 L —DO T4y 7 EFILES, 774V ET
lZ. ClIoudNGFWIZIXRXTD T 70w &2 Tay 7 LET, AzureR—Z)VHEHLT % 5
O—N UL 7> g 2 LT DENSER LIz —2)Wb—)VA Ry 7 2R U E

ER

STEP 3| Cloud NGFWH 7 X7 ) 7 g VICBEAHNT 5N TV LRTNCHER Lz a—7))L)b—)U &

2y 7 72#ER L, [Rules()Lb—)V)] Z#ERL X9,

STEP 4| [Local Rules(m—)L)L—)W)]t 7> 3 >, [Add GEBM)Z 2V v 27 LEF, [AddRule
OV—IVDBINY « ~ R T, IV—IVEEBELEXT, I Zid. P71 v 72T 5%
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W=V EBIMLUET, ET 4 —IVRICATIL, O DT 0 —)U RIZIZT 7+ )V MiRE &l
HLET,

Home > VWAN-CNGFW-Irs Add Rule

@[ VWAN-CNGFW-Irs|| Rules - Detne ke Paamtes

Local Rulestack

General
£ Search P () Refresh Narne * AllowAllTratfic |

= Ovenview = Description I
Priarity = 100

@ actiity g Local Rules .

8 Access conal (IAM A local rulestack consists of local rules. & local rulestack can be used on -

Source

| Add -
& Tags Match Criteria o
Settings Priority Name O Match
I Properties Destination
Match Criteria =
& Locks No data is available () any
Resources (O match
Granular Controls
Application
© Profiles Match Criteria ®) any
B Prefic List O -
= FODM List URL Category
. Matech Criteria =
= Deployment (@) any
Maritoring () seleet
Protocol & Port
B Alerts R -
Maten Criteria () Application Defauk
Automation
afa Taske (preview) m Cancel

STEPS| jJo—voaF > 72EMLET, [AddRule JL—ILVOEAN]Y ¢ > R T, [Logging (B2
VN2 ERL X,

Home > VWAN-CNGFW-Irs Add Rule
':=- VWAN—CNGFW‘lrS | Ru|eS Define Rule Parameters

Local Rulestack

() match

|,C Search « () Refresh Granular Controls
- . Application
= Cvenizw Match Criteria (.} Any
& Acivit log Local Rules -
Ag. Access control (1AM) A local rulestack consists of local rules. A local rulestack can be used on O Select
+ Add Delete URL Category
@ Tags Match Criteria @ any
Settings Priority Name () select
il Properties Protocol & Port
& Locks No data is available Match Criteria O Application Default
Resources (§) Any
" Rules o Select
© rrofiles ..Ac:ions )
B Prefix List e ®) aiow
B FaDN List () peny
g Deployment O Drop
Monitoring O Reset both client and server

Egress Decryption

iR Alerts
| Logging ] |

Automation

Cancel

<fa Tasks (preview)
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STEP6| [validate (lFE)]%Z 2~ Vw7 L, [Add GBIN]ZZ U 7 L TIV—IV AR w 712 )b— )75
muUxd,

H > VWAN- SFW-|
ome AN-CNGFW-Irs Add Rule
'__ VWAN_CNGFW_lrs | Rules Define Rule Parameters
"= Local Rulestack

) Match
£ Search « ) Refresh Granular Controls
_ . Application
= Overdev Match Criteria C.'\I Ay
B Activiey log Local Rules o
Ay Access control (IAM) Alocal rulestack consists of local rules. A local rulestack can be used on O Select

o - add — URL Category

¢ Tags Match Criteria o
Settings Priority Name () select
il Properties Protocol & Port
£ Locks No data is available Match Criteria () application Default

@\I Any
Resources =~ AN
® Rules O Select
€ poofil Actions
2 rofiles

Actions (o

@) Allow
B Prefix List =
B FODN List O Deny
g Deployment O orop
Moritaring O Reset both client and server
o A Egress Decrypticn

erts
Logging ]
Automation
Ta Tasks (preview) Cancel
-
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STEP7| URLZIEET SHFQDNY A R ZBIMLTH S, E7357 7 arzigELET, Lz
IX. URL www.facebook.com 7 7V AL KD &T B 570w 7 Rawy 35777
> 7% FQDN )L—)VICHEH TE % 9

Home > VWAN-CNGFW-Irs Add FQDN List
& VWAN-CNGFW-Irs | FQDN List - S e e e AR o e an FAn e
Local Rulestack
Mame * Facebook
O Search ¢ () Refresh Description
= Overview - FODM * www.facebook.com|
E Activity log FQDN Llst
Ao Access control (IAM) An Fully-Cualified Do_rpem Names (FQDN) List is security p_olic: object t
tra to many different IP address, using an FQDN object is more ¢ A

Enter one value per line.

& Tags
Settings
I Properties Name FaQDMN

B Locks

No data is available

Resources

W Hules

® Profiles

B Prefix List

s Deployment

Monitoring

E plens

Automation

Add Cancel

% Tasks (preview)

AJTUTZURLAFQDNY A MCERENTWA Z E 2R L X9,

Home > VWAN-CNGFW-Irs
= VWAN-CNGFW-Irs | FQDN List
2 Search & () Refresh

 Overview

& Aciit log FQDN List

% Access control (IAM) An Fully-Qualified Domain Names (FQDN) List is security policy object that allows you to group specific source or destination FQDN that
: translated to many different IP address, using an FQDN object is more efficient than specifying IP addresses because FQDNSs can be trans
¢ s + Add
Settings
Name FQDN Description
I Properties a P
A Locks Facebook wuw facebook.com
Resources
& Rules

@ Profiles
B Prefix List
E FQDN List

e Deployment

STEP8| J—)VERER=IITRD ., #HLULMERLUZFQDNY A Mc—3F 2 /)L—)V7aBiml %3, 7
7y avk[Drop(Rawy )] b5 740 v 7ICRELET,
Wi 55DV —)UA [Loca Rules(T—71)L)b—)L)] R—=IICERENET,
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STEP9| CloudNGFWH—EZXD—E¢ LT, F a2V T4 707 7 AINVET I HI)VE TRA TS
TT 4 ARETHMMEENE T, Y—ECAZHBRBX T aA4d%&, 57007
BEAtFa )T 7O 7 7 AV TREINE T,

E. INSDYFa )T AT v AIIVHERENET,

Home > VWAN-CNGFW-Irs

e VWAN-CNGFW-Irs | Profiles

Local Rulestack

£ Search

Overview

Activity log

¥ W

Access control (IAM
L 4 Tags

Settings

Il Properties

B Locks

Resources

® Rules

& Profiles
B3 Prefix List
FQDN List

g Deployment

Monitoring

BN Alerts

Automation

% Tasks (preview)

3 Export template
Support + troubleshooting

D New Support Request

STEP10| )—)LEZHE L5, Cloud NGFWH—E I B ENf 1) 5tz a—H)L)b—ILV A& v 71
JEFILE 9, [DeploymentT F A A2 RNZzo7V w7 LET, 74 AV NAT—HR A
M[Candidate (fff)] L ZRENE T, T,
WEWT L2 ER L 9, [Deploy Configuration (FREDT Fa-A)]EZ7V Y 7 LT, &

| «

() Refresh

IPS and Spyware Threats Protection
IPS Vulnerability

An Intrusion Prevention System (IPS) is a network security and threat prevention technology that examines traffic flow to dete

Enable

[Profiles(Z7'11 7 7 1 )V)] Z3RT %

Profile | Best Practice

Anti-Spyware

Anti-spyware protection zeroes in outbound threats, espeaally command-and-control (C2) activity, where an infected client is

Enable

Profile | Best Practice

Malware and File-based Threat Protection

Antivirus

Antivirus protects against viruses, worms, and trojans as well as spyware downloads.

Enable

Profile | Best Practice

File Blocking

Use file blocking to prevent the transmission of specific file types sent over your network.

Enable

Profile | Best Practice
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7ZCloud NGFW Y — Y RICEM L 9, IV—IVAZ Y 7 ZE AT BIiE. TOFEZETT
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B Log Settings
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STEP4] Juy bz Y ROFEERZIL—ITBML., [Add GEBINZ 7YV Y 7 LET,
2> VWAN-CNGFW | Networking & NAT

Cloud NGFW

L Search
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$ Tags

Settings
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R Alerts

Automation
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Networking
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Virtual Hub
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Destination Network Address Translation (DNAT)
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& Overview
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Settings .
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+ BRI Public IP Addresses 172.177.205.71
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-
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| cngfwspokaappt

[Create (E/K)]

270w L&Y,

= M
| raviVWANHUD

Subscription *
AzureTME

Resource group

raviCHGEW-VWAN
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Private traffic Mext Hop Resource
B Routing Intent and Routing Saas solution v VIWAN-CHGFW-nva i
Policies
= Private Traffic: 10.0.0.0/8, 172.16.0.0/12, 192.162.0.0/16,
i} BGP Peers

® Route Tables

B Effective Routes

STEP3| =74 VTR =& E LIS, ClouldNGFWZ N LT T T4 v IV —T 4 V7T
BE2V—T 4 VT T—T IV EEH I N L 2R L E 9, [RouteTables()l— k7 —

Cloud NGFW for Azure 1.0 130 ©2024 Palo Alto Networks, Inc.



Cloud NGFW for Azurex 7 7’2 A 3 %

Tz 2w 7 L., [RouteTables()L— k7 —7 )W)t > 5 > C[Default (77 4+ )V )]z
FIRL X T,

Home > CNGFW-VWAN | Hubs > raviVWANHub

@ raviVWANHub | Route Tables =

Virtual HUB
(5 Search | « ate route t () Refresh
= Overview Route Tables
Connectivity [:| Name T,  Provisioning State T4 Labels
B VPN (Site tosite) O Succeeded -
A\ ExpressRoute L] None Succeeded none

&' User VPN (Point to site)

Routing

B Routing Intent and Routing
Policies

() BGP Peers

@ Route Tables

B Effective Routes

W— b T =T NWERELT, T 74NV IV—T 1 > 75— )WBEMT 5N Tz)b— M IcR
T EHFMERRTEET, /12—y FRMDOVNETICEEENS N T T 1w 7id, Cloud
NGFWZ /T L CIV—TF 4 VT ENET,

Cloud NGFW for Azure 1.0 131 ©2024 Palo Alto Networks, Inc.



Cloud NGFW for Azure’z 7 711149 %
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Cloud NGFW for Azure Tt 2V 7 1 )— IV EVERK S
%

TF VTV, 2y NIV EEZBBCEENOMHREL, XY FT—FUV—X
FEBEICEID Y TR LT, UVRATa ADEEN LR m FXR20ICH B E
9, Cloud NGFW for Azure Tld. EETT L 58D IP T KLU A, AETTC L8550 FQDN, 7z
TIVr—2avirEDO NS Ty ZEHICEDHT, 4D F ) T4 Ib—Ihi ey gV
270y 7 BNERT AN EREL T,

T7ATIA—IZEwT 5T XTDORTTov 7k, Eyiarye|aIh, ftyyavid
W—ILEBEEINET, Lyvyaryh—HT 3L, NGFW IE—HT B )N—)IVEZDL vy g
O34TV oY== BXUOY—N—D57I547 ) OGN T T 1w 7R
LET, EBINTNL—NLOWVTNEEL—HRLEVIT T 0 v 7. 774V 8 )b—)Uhid
HEnxd,

X270 RV —)b—)lid, EhSHIC, BXT END FOIRICFHEE N KT, EFRFH
DI T TR DIV—IV &Iy b= B L. TNMGIERERD, TNLED)L—)V
BRHtiE N LA, TOD, NA MYy F I 3HMEZEH T ZI1iE. ERoL—)L 7z —fikix
V=L &0 BEFICRHETS 2 05D H D 95

JW—IVA Ry ZEER LT 5. )b—IV7ZERR L TOIV—IVAZ v ZIGBINTE %9,

STEP 1| s k—LX—Ih 5[Local Rulestacks (I—/)V)V—IWA Ry 2T A A7) w7 L,
=)V 3B U T BRI ERR U Te)V— IV A &y 7 753881 L £ 97

STEPZ2| [RulesQV—iW] 27V v 7 L. [Add GBI Z27 Vw7 LET,
STEP3| —ft 7> a > ¢, )V—)VORBHN R[] Z AT LE T,
STEPAL (135 m—)LVo@iHZ A LET,

STEPS| V—)VOEeEZ#E L ET,

WW—)VOESE, V=V EHEE NS EFZRE L E T, BIEDEOIV— IV NG
fliENnEd, 51, IW—ILAZ Y ZHNOHZ{IL—Ib,

STEPE| FT7x)V b TR, EF a2V T V=V EMNTT, V—IVZENCT B, [HR] O
Fzv I ZNLET, V—IVEWDTEAMNX IS TEXT,
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STERP7| vV—2A%FEELET,
L [Any (ITE)]. [Match (—%0)] % 7z1d [Exclude (BRI ZBHR L £ 97,
MEE] ZEHRd % &, EEcREL. Mo 70w 20—l LU TRHMEE L E

ER

2. [Match (—8))&E IR L7285 E. [IP7 RLA(CIDR). [FL 74w oA VA
ML [E]S [>TV /3:/]\ 74’ R, FRE[EMNTL 7097 X DA ZiaE
LET,

STEP8| i@ LE T,
L [Any (ITE)]. [Match (—%0)] % 7213 [Exclude (BRI ZBHR L £ 97,
EE] ZEIRT B &, 58eicBfRizd b 70w Z7hIb—)UIcit U CEMEiE N E T,

2. RS [Match (—20)]C. [FL 74y Z A VAR, [FODN U X M. [EH] ZiE
L%Ed,

STEP 9| [Granular Control (& &I HIlfE)] &2 8% E LE I,
1 [{ig]ifg Li[ TR] % :J:Rl./i—é—o
=] ZEINTZE. v 700 2@ 7TV r—ya VicBGRaEiHMiEnEd, 7
TVr—rayrEigEdTsickd, b TaovINMREINT S =y avk
—HT 2355, b T 0w 23—V U TEMEiEh E 9,
2. [Select (BENEERLIGS. 7V r—yavieigELET,

STEP10|URL A7 3V O flEZ&REL 9,
L BRI EIEGEN] Z8RL 9,

LE] Z#RT 5L, T 71w 71k URL ICEIRE S FHBENE T,
2. [[Select (5] &R LI=E . [Predefined Categories (CRRTEZR I N7 dV)] K
Oy SRS —DEERLET,
STEPL1L| K=k &7 a b VOFEMAHIEZRE L E T,
1. [application-default (7 7V r— 3> 7740 )], lany (I(EE)] F7zid [Select (1
)] ZHERL £,

[Select (FEN)] &R LA, b T 70w 7 R—bt &7 b 2B < G E
NEJ, R—r&7abalzfgET S lIcED, I T IWMEEINIZR—1
afmkﬂwm—ﬁﬁé%é\F574vﬁﬁw-wwﬁbfﬂﬁéhiﬁo

2. [[Select (EN)EHEIRLIZGE. Ray XXy rhsaha)lz Rl R— &S
EANILET, 1DDOR— b EESEBEETEET,
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JV—IV A& 27 7{#i ] L 7zCloud NGFW =+ 7 ¢ 7 K1) > —EH

STEP12| 7y avEHRELET,
L "SI0 9 MV —INC— LI EIC T 7 AT T4 —IVINETTET7 I g Uik
LE9 ([Allow FFr))]. [Deny ((573)] . [Drop (Fraw 7). %7zldReset both client
andserver (75472 FeY—nN—DlizzY £y M .

2. [EgressDecryption (M 1510 ZE ML L E T,
3. aFrrEAEMMCLET,

STEP 13| [ &2V v & LE
STEP 14| )L— LR % v 7 DI —VEFR LIS, RERRITERET 7O LET,
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Cloud NGFW for Azure Dt 321 5 ¢ —E X

Cloud NGFW (Z, JV—)VAZw 7EFEZFHL T, 2D 70t X T Azure Virtua

Network (VNet) NF 74w 7 =FELE T, £9. I T v 02 EEGT 50—V
FEALET, K, EFaVT0 a7 7 AIVTHRELEARICEDIWT, #FrlEdnizro
J4w?Z (URL, BE. 774 I LTCavysro A VAR g U RFETLET, &5
IZ, Cloud NGFW D¥FFr][ XNz b 74w 7B AF ¥ L, UAINVA, )NV T T, ANM Tz
7. DDOSHEBL EOFBZ Ty 79 %l E#RKT DI HEET,

IPS & XA = 7 DB S DR

* IPSHegatt — (7AW BN TEMIESTED, XA T T 7 7 ¢ ZCHEDINTHEHAR S
NTVET) RAMIEY AT L UPS) Meggt: 7o T 7 A i, ¥ A7 LORKMaZEBEH Lz
D, YATLNORET 72 AZEG L0 T 2Bz I LEd, 7oFARAT 2T
077 A4)0E, I T4 v IRy NI SEN BRI LTI R A M Z2RET 5 DIC
wArH, IPSHEgstE T a7 7 AR, 2y U= JICRAT 2B SHRELET, T O
felk, 722X, Nw T 7 A—N—TJu—, REEI—RET, BRUEY AT LOMags %z
HHT25ZDOMORAN DSV AT LEHLUET, 774V s OlEgsERiE 7o~ 7 4 )L T
. EAED lcitica) . Thigh) « BXT Tmedium) DT X TOBHIDEENS 754 T
YhEY—N—RELET,

RANTF 0T 40 ADKE

Cloud NGFW for Azure TlZ. DL RDIEEIEDORZ N5 7 7 4 AR T 7 4 )V k THEhIC

o TVETD,
Signature Severity (2 7 % F ¥ DE K ) Action (777> 3 )
Critical (FEK) Reset both (i 5V v )
High (%) Reset both (i 5V v )
Medium () Reset both (i /57U 2w )
Informational (1) Default (77 %)L |)
Low (1K) Default (77 4 )V |)

* TUFIAINA T LT — (FIHIVKTEN. NAKTT7 7 ¢ AFHEDOTHATRERENT
WED) T UF AT T T T 7 AVE, BREINTRA N EOZXSAL T 27, SO
OV R7rRarybro—)b (C2) Y—N—ICEFREFZRE—aVEELLS ETEHD
7Oy L T, BRRELEIVIAT7 Y 63y NI—U N2 EBEDOHAE T T 1
7,

RANT ST 4 ADOHE
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Cloud NGFW for AzureTlZ. LIRD 7 Y F ZISA T 2 7 ORZA ST 57T 4 AR T 7 4V b
TEMTEZ>TVET,

Signature Severity (2 7 % F v D E K ) Action (77 7> 3 )
Critical (FEK) Reset both (i 5V 2w )
High (%) Reset both (i /57U 2w )
Medium () Reset both (ifi /57U & )
Informational (17R) Default (77 4 )V |)
Low ({K) Default (77 4V 1)

|PSONEEMEL 7 > F AL T 2T VT 2F v

ROFIT, Migghe ZSA T 27 DHT T TEZALGNEZITRTDOY TR F v RLET, Th
5DEFLIE. NGFW THEGIMNICETR S NE T,

fWagstk s 77 v

brute force TN—h T4 —A T %Fvid, —CHRITROIRUAET 55507
BHELES, E4ERT7 7T T DR N B[R E H O FT
M. TIV—K T =R T 2xF %7 774 T 1 DIESMEDEED

L BB EMERTRELES, HlZIX, FTPay 1 ohn—ERIK
LTCE, BEODHBT7 VT4 T 4IE D ERA, LML, HEHHEARK
ICFTP Y A UL IR L IEGE. BEEEN FTP J—/N— D7
I A RO THAEGDLEZLEZTENENNAT—RZi L TWB T &
WIRBINET,

code execution BEREDEA L, 05 A VEHDI—— OB TS A5 L FTa—
RERITTEZL91CT 5, O— FETREOMSEZHRE LET,

code-obfuscation BREER MR LI 2 R ED T — 2 2Rl d 2 K> ZH I Nza— Rk
BHLUET, #tbEINiza— REFEA D50, H5W0IEHEAATHE
THBlzh, EDOXIBRARY REI—RPETLTVEDH, ED
TagILERDHDTEEIRENTVEDONET SICHRETE
FHA, REZVDIE, WEENI— RZHGHE LTIV =7 263
Wd 2T LTI, TNEOBHERZEDEITH, TIN50 —, HIN
FERRH#ETS, HHINVEI—YP—T VAR T ARAEEE ST

DIC, EHERENI— RG22 E8HOET, BRI,
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B AT 3V DF={’S

T7 AN TA X225 LTY =7V A F DOt ARIKHE & il D
HE B2 S ITREDHTIL (=342 HHD K

dos WERENEEDO Y AT LEFIAARAGEIC L, —RFICY AT LB XU
FNUMBT BT TV r—ya vBRUOY—EAzHkEE 5, ¥—
Y AT (DoS) WML E T, DoSIWEREITS zdic, &
FEHEDY AT LNCKBD NS T 4w I R¥ESTD, TI—RREE
BEEMEEELZD LET, DoSHEIE, V—EADFYira—

Y— (WEE., 28, VAUV MNEHKZE) RaA—H0—07 78X
TEZVY—ARELRBEVNET,

exploit-kit IVA7aA by bOTUTF o IRV ERELET, TS
01 rFy hDOT VT4 T R=VICF. EBOTSIOTEXCTS
TA LT, —DH20EE < odffiss ki~ (Cve) Z

R—2Fy MICTBEBOI 7 AT0A B EENTWB T ENEL

HOET, HED CVEIZT BT S8, T/ A7aA hFy
kTR FvIE CVE TR EL 7 A7aA vFy O VTV
R=VICEDWTHEHLET,

IOARATaA b Fy hEEE T T A M= =07 7L XT%
R, TUATaA by MIEHED CVEZAF Y L, #iEED
VA= R—ICEEOH LA O — REEMEDIALS L LET,

info-leak BEENT 7 ATuA ML TRy I T4 TH2VIE A ERZHE A
RN D2V T b Y 27 Olfigstiziti LE 9, #HE. 77— 22 Ri#E
I BAUENET =y VIIHE LW, TEHim AR % lhelE
MHO . WRFIIGHRY 7 T A M 2R E L TRz =7 XA 70
A FTEET,

insecure-credentials VIET2T, 2V FI=0T7TI3A4T7 VA, BT 0T 7/31 AD
Megs7a, RES N, BETOT 7 4V hO/RAT — RO Z
L&Ed,

F—N\—=Tn— VIIZRAMDF v VW REYITHO . WBEENT I ATaA T %
AREMED D 54 —/"=T 0 —Dffigg 2l L £ 9, BEEDRIIT S
E.TTVTr—=vay, == HBEIVREAXRNL—T 1 VTV AT
LOMRTYE—F15I— RZFITTEEREMDH D X,

phishing A—Y =T 4w T T DT T4 TR=VICHRLES
CLTWVBDEMHNLET (BEEOHZY A FAD) U I7HHHEN
T RX—=)VODZEBIHZ) T VT YA M, I—HP—%
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B AT 3V DF={’S

¥ UL B REE S8, BORENZ O TA TRy T —7
DT I RARHFEND &SI LET.

protocol-anomaly

70 b )VOZEEHEE OmEYIEHEN BN NS, T a s )V OELE
ZRELET, HIZE, AERERO/Nry b TS LAHQANEY]
BT TVr—va v, BN TEROER—F ETEITEINTWE T Y
r—aviFINTC, BEATa b HinEhn, mEEY—ILEL
THASNZAEEEN D D 7,

QLAY Tva
N

WBEMNSQL VTV T TV r—2a YD) VT AMIED, T—
BN—=ZANE T —RZH5HNE, HENNET—R22ZEHT 5, LK<

BNy F U THNiERELET, TORXRALTOT I =y 7, 21—
YP—D ANEFROY Z 2 A AW TDET 2T A MU TELF]
HAEnxd,

AT 2T VT RT

v\r)

AN T T

TR RCQEEERELET, 50T xF v IHENE
KENBH. PaoAlto Networks DFEE B FAEXE TIER L E 9,

{) AINAT 27 BRXUOCBHEBERS 72 F ¥ Dl 5N T 7
FRT VR C2HfEZMmE LE A, HEERKY 7 %
Fr3RAA—R RXR=ATHOH., K. HHWVIFEHE
2t % C2RA M D CilifEk —BEIHMHTEE
ER

[Adware]

HELLABWLEERRTE2BZNDHS 707 I LB LET,
—HRDT RO 27T I UPICEEZIMA, SHBICHMEKRINSF—

J—R7%Z Web X—Y ETNA T A FERL, NAR—=V VT =TS
LEd, cnbny 7, a—Y—=ZILEYV A MCUXAL Y b

ERFES, T, TR TEaARY R 7R aryra—)L (C2)

Y—IN—=D57 v I T— &G L, TNETITUFRIIA4T
VATLICA VAN =I)VT B LETEET,

autogen

CORAU— R RX—ADY T3 Fvid, axvF 7V Faryio—
IV (C2) FI T v ML, HEEREINE T, HEER SN
VA FvIE C2HRANDRATHS5H. HEWVIERURICELT S
BETHLEC2 I T4 v I ZRITES &S DMEETT,

backdoor

BEEEN D AT LNOAERYE— b7 7 AZRENE X SICT B
Tu7T LRt LE 9,
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B AT 3V DF={’S

[Botnet]

Ry b2y b 77740870 ZRLET, Ry bxw b e, WS
WIS %, VT2 7IERELEaYEa—2— Ry b)) Oxw

FNI—2oDZT ETT, WEEHIRY b2y hORaVEa—X—IC—

e i D L, FARFHC—FIC 7 7Y 3> (B2 DoS W #in &

Z119) ZIITEEET,

browser-hijack

TIOVYREREHLTWE TSI T4V T Mo 7R LE
T, TIOUY RS- LK EBHIE, HEMEZaY fuo—)L LTk
D, I—YP—DUxT TIT4 T4 ZBYHLIZ0. ZOEHRE C2
Y—N—IEE LD T2 REMENH D 7

VTR AF—

(VT v F o TEREIRAFT—EMEINSCEH D ET)

A—YP—DHIEHEVWSIBICaAY Y a—T 47 VYV—AZHHLT
GEE AT T BRI ENEBEDOD S 7075 Ly
BERINEZY  a—ROMITERERYy hTI—F bS5 T 0w D

ERHLET, ZUVTRIATFT—=NAF V&, YATLT—FT7
F v BREL., VAT L OO A F— Tab AzmER T L&
5ETEHV )V ATV TN Byoa—R—lc ko> THEBEICEHEI N
£9, —HDOIAT—E, BEDHS Web X—IZ LX) TT
% Web 75 0% R E, tOTav ANTHEITLET,

data-theft

THHRZ D C2Y—N—ITEE LTV A VAT LZRBH L E T,

dns

HEODH D P AL VCHHiT HTcHDDNS Y VLA M2l L E
?o

HI

ATy a—R—

(Ray/)S—, AT—Vrv—, B—X—L&MING) 2 Z—
oy MERZHERALTY E— b U——IicE L, BALDT AT
LWy 2720 u—RLUTHEITT2 707 I LRI LE
T, mERNERMERIE. X7 oa—R =P A N—HBD X T —
VIDEKRKE LTEMENSCETHD, Xyrva—E—DT vy
FENRAO— RDOFATIE, AT—28/HiEENET, )b
A7V 7 b (Bash, PowerShell 72 &), b1 DARE, BXLTU PDFP
Word 7 7 A )i EDHEEDH )V — RF 2 A2+ (maldocs & & P
BENE) X, RN EA T o a—H—2 AT T,

AT A

(TA—LTvv T, Tavry, FkzEE) 12— —OBENER
FINET -0 HEDH B JavaScript I— RAMEA SN TS &Ik
INRE éhtwwﬁ%b«®/7ﬂx%@MLiﬁ(Wz@

2. AE. A=)V 7 RLA, ZLYvy R h—R&ES, CVV. G5
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B AT 3V DF={’S

HAPRSE) ea~— A Web Y1 F DYRER—=VICH % ZH W T +— L
5,

hacktool

WEOHZRBEMERZTo720, MRS AT L 2B X237
JXALED, T—2ZBAHM L0, ax v R EHETF v RV z2lE
KLU TR AV a— R AT LZEMCHIE LTI=0 9 % HN
TYT7 b7 V—IVERWTEKR LN T v 7 2B LE T,
INHEDOTaT T LI, RIVT 7RV A N—IKE L OREE A L
T9, NvFr7 v—)liE, Redteam 5K T Blueteam DEM, 12 A
TAR, BHUIC R&D THAINEGG. Bilkd 2 HiETEMIN
LAREMEDNH D T, TNSDY—)VOEH E 23T, EXICH
7. —IPDOETITEETH S A[EEMENDH D X9,

networm

HAHL, AT LSV ATLNEIENZ 70T T Lzttt UE
9. 2y FUY—LIF, HEVY—AZMHEHL, 50EtEF2) 7~
DOMEZFH L CTHIEDOY AT LT 72 A9 2[Rk H b £,

phishing-kit

A—YP—=DNT 4w T FY DT UT 4 VT R=VIHH L XS

ELTWADMELET (BEOHZYA bADY VI E N
TEA—=IVDZEEZENZ) o T T YA ML, 22— —%

FUCRRHEMZ A E Y. WBENZDEREZHRATRY FT—7
NDT T AZGE6NE LI LET,

post-exploitation

BEBEMIA LT AT LOifEZFHi L L S & 527 X701 b
BORFEZTRIET BT 7T 8T 2R LE T, Thicld, VAT
LRFENTVWET—ZOEEN, 5y NT—JIRATS
ETZEOVAT LN EDREERENZFMT 5 ENEFENE T,

webshell

4y75yb®@m%:vyP&ﬁﬁ@ﬁﬁﬁ%ﬁz\Wmvlwa
Web >zl bI 74w 7/ LET, Web > bk, mANE
DHZHBEBHICK > TRE éht$%bk@bﬁih%%£ﬁ%b
FEAEDGE, Web I —\—F7ET7 L —LT— 72 LE
I, TDHBOWebY =)V T 7 A )V EDBEICKD., BEOHZHERE
WY AT LR L. Webt —N\—T1—F—Da>F7F AT
Y—ECRE Ry NT—=I D%, T—2DRKAV., BLXTVUE—F
O—RETZITHITENTEET, b —KNEWeb > o)l AT
¥, PHP, NET. BXU Pl =27 v A7UTKTT, Tz,
BB 2T o VIR LT Web Y —3— (£ > Z—% v R
BRI NIy —N—, W AT LD ) ZFRF L. ZOMDNE
VATLEZ—7y M LET,
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BRI T3V

Keylogger WEEENF—E 2 L. A7V =22 gy MR L TL—Y—
TIT 4 T4 BEMNGEHTESXIICTE70r T L2 LR
ER

F—oAH—dkkAc % C2FEZMH L, @M 78X T LA—k
EHEIEBRBADA—IVT RLAHZWIE C2 Y —NN—ITXELE
o F—OH—ICKBEMAZBEC T, WEEEN Ry NT—T TR
ZH[REIC T 2 aRAE S Z AT 2 [REMEE H D £ 75

SIWVT 2T BROT 7 AIVN—ADEFREI S DIRGE

* TUFUAINA— BEETENTIZ>TED, NANT T 77 ¢ ATHEDWOTHATRERE
NTVET) UANIVAREKE T T 7 )UE, 9AINVA, =L, haALDORE, BXU AN
AT LT DRI a— R HE#ELE T, PdoAltoNetworks 7> F T AIVA VY a—/ 7
VT, Ty N eERANCRZET BN T T4 v IV ERET B AN —LRX—=ADT )V
7T EGEH LT, 774794 —I)VDINT =V ACKZ B E 52 %
Tl 04TV N RRETBHENTEXT, 2oTurr MWd, #1777 1)V, PDF
T7A4)V, HTML, BXU JavaScript VA IV AICEEFNESEIE ANV T2 7B AF vy /L
£9, e, BET7 7 ANVET—2 T O— R AF—LONHEAF ¥ VEYR—FLTVE
ER

NANTTY T 4 ADFGE
Cloud NGFW for AzureClZ. LLRDT7 VF IAIWADRA N TS50 57 4 ARENT 74V T

BINCIR>TOE T,

HTTP Reset both (ifi /7 Vv )
HTTP2 Reset both (i 5V & 1)
IMAP Reset both (ifi /7Y & k)
POP3 Alert (77— 1)

SVB Reset both (i /7Y v 1)
SMTP Reset both (i /7Y v 1)
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s IyATav s (FIFIVETEMIIES>TED, NALT T 77 ¢ AW THRI
CRESNTVED) IJrAyay s iadrA)VEFERTLE,. Ty 7 E3%ET
BRFEDT 7 AINWERATEIGETEES, 7747 U4+—)VE. 77 7ayF 7o
Tr7ANEFHLT, FHEO7 SV r—ya v EBXCREORy g ryIa—Jhmn (v
INT Y RITT RNT Y RIFTT) T FFEDT 7 AINVEA TR Tay 7 LES, 7w ra—~k
Fleld AU oa—RT7I— b EEZREITay 2353707 v A)VEREL, T7ANV T
OyF2T a7 7 AOVOEHNSRERET TV r—ra v eigETEET,

© Alert-fEELET 7 AR TIRIE NG &, F— &7 4 LR V0T TRIDER
ENET,

s Jav - fgELET ANV ERALATHBHENS &, T Tay vENET, T—
2 IRy vrgarscal I nkd,

RANT T T 4 ADFRE
Cloud NGFW for Azure ClE. U RO T 7 )70y ZTOXRNZA N TS5 4 AR T 74V T
ﬁé{bczﬁ‘j Tb\ij_‘o

File Types (7 7 1)L & | Application (77 7"V Direction (7« L 7 Action (777> 3 )

>al)
All risky filetypes (3~ | Any Both (upload and Block
NTDYRTDH% downl oad)
T7AINEAT):
e 7z
s bat
* cab
* chm
» class
o cpl
o dil
* exe
o flash
* hip
* hta
e ms

e Multi-Level-
Encoding

* 0OCX
- PE

o pif
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File Types (7 71 L& | Application (77 7"V Direction (7« L' 7 Action (777> 3 V)

>al)

 torrent

* vbe

o wsf

e encrypted-rar
* encrypted-zip

All remaining filetypes | Any (1F-5) Both (upload and Alert (75— 1)
FEODITXRTDT 7 download) (i /5
AIVEAT) (TyTu—FRex

TrE—F))

TUFIAINWA T RTF v

RORKIS, TVFIAINWAHT ) CHAAEERIXRTOY T2 F v 2R LET, TNHEDEY
X, NGFW THEGHICEHT ENE T,

B AT 3V DR

TIVFITAIWA T RTF v

apk HWEDDH % Android Application (APK) 7 7 A b,
MacOSX RD XS HEDSH % MacOSX 7 7 A )b

* Apple T4 AT A A=Y (DMG) 7 7 A )V

* Macht 7Yz N7 7A)V(Mach-O)l&. FITAJRET 7 AV, T4
791, BXUOATIY I ba—FR

* Apple VI NI LT A VA I—=F— I3y — (PKG)

Flash Web X—VICHHAAFEN TS AdobeFlash?” 7L v B X UFlasha
NAaA

jar Jva7 7Lwv bt QARIZSA T7A4IVEZAT) o

ms-office RF+a2 A2k (DOC, DOCX., RTF) . U—%2 7w

(XLS. XLSX) . PowerPoint 7L ¥> 75— 3> (PPT. PPTX)
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B AT 3V DF={’S

% 45 Microsoft Office 7 7 1 )b, T 4uUclE, Office Open XML
(OOXML) 2007+ RF 2 XAV hEEENE T,

paf R—=RZTIWRFa2 AV Tr—<v b (PDF) 77 A1),

pe Portable executable (PE) 7 7 1 /L& Microsoft Windows > A7 L\ CH

FINICEITE N, BIeHERTEAIGE0ORATFAITEET, Thicld

KDOEI T 7 AINVERDHOFET

* A7V bha—k,

* 742k (FON) ,

* VATLT77A) (SYS) .

* RI43—=T774)LV (DRV) ,

* Windows 2> Fa—)L S )LD 7 1451 (CPL)

* DLL (XA FIw T U7 S54TF5Y) ,

* OCX (OLE HAZ LY ktu— b, HBH I ActiveX 2> bHa—
WHIATZY) .

* Windows A7V —>+t—3— 7 7 1)l (SCR),

* TNAADEHBLOREHEEEZY R—FF 5%, OSEXU T 7—
L7 = 7 DR THEITE NS Extensible Firmware Interface (EFI)
774,

* TarI LMERT 7V (PIF)

linux FITRe B KUY v 7 A[EEARIER (ELF) 7 7 A1),
T—hAT Roshd 7 —%+4 7 (RAR) &7-Zip (72) 7—HhAT 774 ),
Web X— Z D& B0t R

[URL Categoriesand Filtering (URLA 73V —& T4 )V 2V V] — (T 74V THR

T NANT T 77 4 ACHE DO THARERH) URL Filtering 717 7 A )V 729 %

. HTTPBX U HTTPSRHETI—YH Web IZ 7 7 A9 3 HiEZEHB I UHIETE £,
T7AT7 =ik, BEHIOSLVI 27 YA~ T T YA 7OV avTYy

VYA RREDOWeb YA b 270y 735K ICHKESNTVST 74V a7 7 A )Uht
JBLTWETS, URL 74 )L ZY 7 7aT7 7 A)Vik, 774V TREMTE>TOER A

JW—IVAZ Y 7 TURL 74 )\VE )7 70T 7 A )NEEMCT % &, Cloud NGFW [ZXRXZ k7
FGOT 4 ADURL 74 )vZ2) 77077 A)VE NI T 0w ZICHEHLET, HEICGUT,

BhT VDT ITHIVKT IR RA Ty a v EEETZA T arvhnboEd,
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RANT T T 4 ADRE
URLZ 4 ILE DU VT 74V S TENCEZ S TED, RAN TS50 AcHE DI F 2V
T4 R)—hMEHENE T,

URL Categories(URL /773 | Site Access (Y1 bA\D7 7t |Credential Submissions (7 L7

1) ) ?/f/'V}l/jrl%Hj)
Malicious and exploitative Block (7’11 %7) Block (71 %)
categories (EELH 5 HH /17

g1 —):

* adult (7 XV 1K)

* command-and-control (2~
YR&arvha—)b)

*  copyright-infringement (%
TEMEIRE

* dynamic-dns (E)"JDNS)

* extremism (EFEEAE)

* maware (X)L 7))

* paked (/S—7 F)

* phishing (7 v %)

* proxy-avoidance-and-
anonymizers (7" 11 3 3 [a] ik
EEXEY—IL)

* unknown (-~HH)

All other URL categories (7D | Alert (77— 1) Alert (77— 1)
3 XRTOURLA T TV —)

Cloud NGFW for Azure DEFHEFTMA URL 173V

RDZTIE. Azure D Cloud NGFW T TE S EHZEFHAD URL A7 dVICDODWTHIBAL X
T, INSDOATIVZtFa )T I)b—IVTHHAL T, ZNHICHHEINS Web Y1 FAD
TOvRAETOYy IR TAEENTEET,

URL 73V DEIE

YA 773V
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URL A7 3V DEIE

MU A7

DENCHEZEDH B A FThHB T DRI N, D

R L 0 HMREELRT VT T 0 &R LTS
YA b, B ISP THRARENTWASY A b, L3
DHEEZEDHZHAT VI ZFEASNDI LD IPZEHL T
WBYA b, BEHIDEZEDODH S A & RAAL VA

291, A A7I3VDITXRTOYA MMIEY

A7z D ET,

HY 27

HEDOHBYA N THDBT EMWMERINT=N, Dinl &
¢t 60 HENIEELRT VT BT 4 R R LTS YA
ke TFHYSAVARL—=VENRY 2T YT S35V
DIRTOYA M. T 74V THEEDY X711k
D%E9,

KU A7

U AT EZFH) X7 Ty A b, chucid, L
HICHEEDH 514 M LTRSS Nz, Dirl b
0 HMZHEELR T VT4 T4 ZFXRLTWVASY A A
TENET,

BT

ax Y R7vRaryha—)iv

ST 2T RERUIERA D, BEMCHEBEED) £—
MF—N—C@EZIT> TEEDOH 2 FE2E L
20T —REBATEDTEDIfHTS, a2 K7
YRaAYFE—)VURL BXU R A A,

SOI%VA Vil

RIVT 2T HRARLTVWBET ENgh>TW5, H5
WEa~x >y R7vraryira—)L (C2) 574w
FHENTVWAEY A b, T7AT0A My 2T
55E8HDET,

BB OBHES 7 TV

Z A} 3w 7DNS

RIVT LT DRAOA—RKRC2 T 71 7O LKL
ffbns, IP7 RLADEBNCEI DB TENS VAT L
DERANBE RAAL %, o, BIIDNS K A A i,
BHETES RAL VEFREENER LI R AL EidE
IMBT OV AERTVE D, EEHEMES AL ET,

JLAIxT

EHENEF 2 70 EOBREICIZ R BRWA, Z D1t
OHMED ZEERZRL, TY RA—Y—ICUE—FT
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URL A7 3V DEIE

7 ADFFARZFDMOFF A ENTWEWIRIEOFH T2
fEd Web 272V, AT 7IiE, EiETA, U
JEfTA. a—2J o7, 7 RULT, ZTOM, HlAHR
GSRATFT—, TV I T v, TV OEERAH
FTEINAT v H—IxEDORBERT TV r— 3 /oK
HEERDT TV r—ra yhaEnEd, BENZRET,
WHRGEZB RAAL VDA LIEWRARAT T T4
TRALNE, TLA T2 T I EEINE T,

N T

BEEES - VI b7 \OEEZREZED LW 7
AFRTIERICBEE#ET S A by 2y FT—TRT X

T LDREFIICDEDZAHENDH 2T T T L, N

V—, BV IZHFE - BT AH L, T, AV A
T RINENMES AT LNDINA INABRHNCT HY A
FEEENET,

VRN

chicix, ol o VEBEEER. 7Ly MA— RIE#HR
(HRNETZEIAARZEZER « 7 A2 S, PIN,
BXOYV—y v )by Io=7 V) U IHEN AN U THES
WO NZRETZ 5 ER (PID) & REENSEHZ
T, HEWREPNET BEHICI—Y—EFEZFS LT
BWebd VTV INEENKT, 77 =) R— FFE
RAT T TE T4 v T LTEENTVET,

TAMR=VZHERLIED, a7V ERRLUENS
720, Y FIA—YPDNERRTHEZEXL TR

APl 7 7 A LTz D . BIOnEZ R LTV A1
DAVT YV EFRETICGRIEZERLIZ0dT 5T o

TYA Y —E X, WebX—ZADVPNV Y 2 —3/3

Y. WebR—ZD A —)LY—V A, FiE & NT-ZaEEHR
DTy IR=VixE, VE—FT7 7 A2 itd
LZWebt A N EEHEZRNETIEH O A,

R XA > DOFr R % U BImENTE R AL E, BERICRZIE R ALY
7NV TV ALCE > TLRLIERE N, EEDOD
BIEFNCHEENET T,

BEE NS K> TERENTE R XA TH O RISEEREN

WeBBT 4w Y TIMEHENT WD EDNTH %
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URL A7 3V DEIE

TERHLET, T TS K0 FREEHRRMEA
DIDMEHRZ BT T-DICHEEINIZINED FAA
F. B4R R XA VICEIE> T B 5E0H 0 X9
(1] - palOaltoOnetwOrks.com) o &% U M idpanw.net’s &£
WOMNMIEDH 2 & IRFE B TARYSMAA Z1Th 8
BZRAALSVEDHDET,

TadvEpEEE 7 ) AW

AT T )V E—E T INA ISR T BT K L fHF
N5 URL £ —VY A,

AHN

Palo Alto Networks IC X > TEZZ#RIE N TWiEWY A1 k
T, ATHAMNE YR ACE > TERETHD., T T4y
I L. KHIOY A MIEEL, b 70 v 71N
ANTS0 T4 AFa VT a0 T 7 AN EEHL, 7
F— N EHET Z2HEND B5E,

IR Y 2—

R

il B T RS B I 71 L — T I B
BYA b, AHETFIAC I % A6, Al B E 7R
T BT 4 —5 LOSEE G SHE, EIIA PR R
T (FE LAV SERAIRICHT 2 SR 5
1 b,

SEYIELH]

BIEIRY) LIRS OTLH], YRS g B O & ik
7o, HYOREL KL CIE I e 2 RET 281 k.

adult

PHNCEBREzM, AT« 7 (SBZE8) . 77—k,
BXOIFEIZRGS, NECHENCBEES KA S
W—TFEET7+—F L, T LE/EFREHE, TAd—F
P—UC X, ANV T IS5TREDT Z)V Y —E X%
BIETAY AT EINE aVTFoYEELLED (F—L
RAIW I THo>TE) & 77Xk arysFrvelLT
DEINET,

7I)va—)L & Z)Na

TIIVA—=)IVBLCIF T3 2 a8l B X OBEZF E DOk
sy BhE. REMHICEETSY 1 ~, B2 N3l
BT 594 FOAEENTVET,

F—=rTav

AN Ok 2 et S 591 b
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URL A7 3V DEIE

S 7 g+ 374 =TT VT, B RS, BRORERKEMX 2
FHEFICBHET BV A b, LEBIXUOY—TT 1V
Ttz EGRhEdT, BHEOT L TY A M, BHOFEG
THHETZR0ENDH B0, THEIRETIEHLXE
Huo feedex.com*Pups.com’s & DFEEY A b & THUTFEY
LET,

aVEa—Rb AU RZ—%v b aVEa—Rb A 2—%y MY 5 —RIEHR a3~
TR Ca—RYALVA, ZVI=ZT7VUT,. N—KIx7T,
VIbrox7, ¥FaVTrq, TSI 778ICH
TEVA N EEFDEZRENHDET, TuiIIVTIF
SIBLEEHETHIHLE LNEEAD, FiahrdVEay
Ca—REAUEZ—%v FOEROEFICT Z0EHH

D%E9,

aVTUVBRERY FT—T g AT 47, I77ANVIEREDE=FIcaryrF U Ek
357 aHNET ST A b, BHHEY—IN—&F
FNEI,

MR H VI b7 1 FOMOMINEFEDEE R Y v a—

RZRfa[ 23y 7 VRE, EERary T INH%
FAXLTHY, BIENEEEDI AT 287256 LE T,
HERM TR SN WHERELY, 2—Y Y-t
Azt U CEFETIRE S N ary T Y 2 A9 5 C
AV Z—3y T A= LTl s s
IROEOFERICHERT 272D, TOAT TV —NEA

SN L,
fAEE EERZEIRT SV LT YA b R AZV T Y

TYA b (U, HDIARNIE S A F—Tld7%

W) BESEERE RNV A —, BRUIES@HE Y +
Ly b ETuiRZEHT 2T 2 7Y A b, TOHTIVIC
& WESIEEZSIT S 1EROERY — Y A Web U1
k. BEsEEE 7Oy 7 F 2 — VOB ZHAB ST
W9 % Web U1 b 2iZHAAA DG SEE< A
FT— (JL—uz7) 2B Web YA MIFENXE
Poo

SN FUIAVHANERY— VY A, 7 RN AL ZDMOHE
NELEEZTIET 2 Web U1 ko
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URL A7 3V DEIE

AE KB R LYl R X AVIAVTTA BX
U DMDZEFHFELBI D RN Web 1 b, TNEIE, /NE
R @k, REE7R EDRIIRETHENL & N BE B 72 15
LET, PHALIICABTENTEET,

TYE—FAAVRET—F M@ FLE, Y% R BHLAA KV -V, 3
vy, S, ERE, 7— R Ev TV — M
DY A ko TYR—TAAY b, HHA ERHZ2—2
DFA FAFENTOET,

TR T, NEZERL 77 XL, RGN E S RE
T DMDZE ZTTH 575 2 NP2 AR % T Do
WA ZEIET 2727 A b, TOHTIV—IE,
AEFENTRO 5N B RERGERICHENT 2 T2 DITFEA
ENFH Uz, HUEIC K - TEL JEHEHNS &K 0 @R 1
DT 72 ADNVREILENTOWBEERHD ., 77X
ZRIS % RTINS AREMED D D £,

SR —EY 2 FUTGAUNVFRYT, u—r, FEO—2, EFFERL
LYy M— R, RSt 8 EADMBER
7 RINA AT B8 A b, #UTG, afsatt, B
FIU—C RICEHTEY A MIEENT A, HWEHFY
A4 I EENX T, NERSEY A AT ENET,

gambling V7 IR 2 =B X CIE TN —=F v )V 22— DR R
ST BEL UEREEF Y IO T 279 A b, W
Fw AR TS —)Vix ., ¥y T IVICBETRER, F1—
MUV, 7 RNA AT 2808 1~ Fry T
JVINTEIZWRTILRA Y ) DEET A M g7l I
DHEEINET,

77— ETABXGIFREa yEa—27—LDA VI AT
LARrEZyyn—F, F—LLbtEa— berYh, X
3 F— 2RI 591 b BSTIIEET T — L,
A= F7—LOWGeMG | 7zIdBE S 2 HARYI A 7«
TOHBYA b A2 IA4 VREBXOIEIEEMZYT
R—bFELIERART BT A FAGENE T,

B M BURF, MBURF. BXOHRBUF, 755 O B HE R
B, v—E R, £EEFRONK Web U1 b,
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URL 173V D EEK

{epE & R —RE R, B, RN B X CIE BRI e v
b, BGFHR, AT AR A b, iz,
HMERZT T, TEIERELROEM, 'S5 77+«
A, iR (LR T4y "2 AT T7T%E) OY A MDE
ENTVEXT, EFRRRPCERBIFICEEHET 291 65T
FNTVET,

F—L&H— FEOBHE AT F A, @R, kel Bk, 2,
H—T =17 5 1EM. 8, BXUY—EX,

FHESD FE - YD ICBS A 1EHR. BHEH. BaEiRgds - FHE DR
7o
CTFtFvyw b, A VARXRY A=Y, FL 74—

TN

YE—=3vy MBEETLT A

REZ U R— P XT3V —ERA 2RI 591 K,

AV EZ =3y b R—=2)V

A=Y —DHHERE UTHET SV~ CGERFIE. TV
TV ENEY TOLHTREY FRENT S LICES
T o

RARRER

RAHEHR. BHEDOLE 22— MDY F)XA A0k v
b KIEME LKBE BT D12 b OB#HY — 2%
Rt 591 b,

5%

RAL A —E R ERAEEAT. T OMOER
BESEIHICB Y 2 0. X7 =

HEf

HEREEP., S, BIEF IR EOMFER,. 3R
BB EICB T B 5 M E T I3 E

EEZEH

Qﬁﬁ F—hkNNA, A=k, TV I, RVDL
\%uhiumﬁ\@ﬁ\%m\%iﬁ%®@®
%@?%%ﬁh%?%%ﬁo

EROMGE, Bis. £z H, 287 —T7 1AM 7
W—T, L=, £V, G, BLRUFEBET %
AICEHT % Z DMOTERICEST 5 Web U1 FAAFZENE
T, AN —IVI/ERIZENEEA,

FSAVHBEY)., —a—ATAY—Y—VP X, BX
UHEOHRE, K. FREZFOMOBURORERE
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URL A7 3V DEIE

RS BZDMDY =TV A b HH. TIA R, Mk
Ry FFEry A FENTVET,

AR

Web ¥ A b —H)VURL 7 4 VR V7T —RR—
ACHZONET, T7A 74—V AT 3V ZHER
B1zDICT T RT—ZN—=RAI R TEiaholzT b
ZRUET, URL AT JVMEKENFITENE L, 774
T —=IVEIETT—X T L —F vy v aTURL &
Frv 7L, —HTEZEDDRDINERWVIGEIIERT
L—yFyyiazFozv L, —HITBHEDOHNEOINSE
O EIE 7S RNDO URL T—ZRX— I 7 T BH
TUET, RERE L THEESNDZ T T2 v ZICRLT
FT9H7 0 arERETHEXRIE, TovaveT
Oy ZICRET 5 &, I—F—Ic & > TIEFICREZH
SAJREMD H B T LITITFE LT EEW,

RIA

7—=hU=0kE, RPERICEFRE . AMEADX—
RERIEFEIX—FOREZZOY A b BE OB
2RI =T APEETFT T2V ROV A FRGEN
ESQCS

FUIFGAVARL =TT
7w

R T —EXE LTI 7ANDE VIA VAL —Y
I3 ZwWebt 1 K,

¥y —ey

rLY bR, Bva—R7alSh, X747 T 71)0,
FEZFOMDY T NI 2T T TV =3 DT Y —
7 HEDRODT IR AE 30547 > Mgty
AY A+, ZHUEFIChittorrentdd X7 > — REEHER F{it
THEIYAIRNTY, Y77 XRETIV—027 DY A
MIFENEE A,

AT A Ty

TAFEIN—TICKBMADT =TT A FT 1Y,
BRANC AT VR DNTHFHAL THTLTIEZ W, T2
EAR, FEDDHICET B 70 o TR GE,

A4 M THHHEH] K0HEINEZRETT, 2L, Y1k
M7 a7 omEk,. MEANRY I Neoms ) o
T EX20ENHD T,

Pg L BuR Tk

PPN E F S BGRI R B 2 R, R, o
R—VEGHYA b,
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URL A7 3V DEIE

TI5AX—=KIP7 RLA

COAHTIAVICIE, RFC1918 [T AXR—hA 2V N T Hwy
FO=HDT7 RLAEOD YT TEESNZIPT FLA
MWEENE T, £z, N7V v IDNSY AT LTEERE N
TWEWR ALY (*locd &*.onion) L EENE T,

b LW AN T ) —T DFFEDE RIS & Uz, B R 2 —
ETROANRIZ TV EET Web Y1 b,
EfpE AEpEOEE. Bre. BIUHET S 2 FOEHRICE

I 5. AENRESRES, 3. HEEY—YRX, Y AT«
VT (BRUEED | MHIEREDTZDOY A G E
NTVEI,

L7V I —3 gy ik

L7V I—2 g UROBKICEET 21EWR. 7+ —F L. 1
& 7I—7. Y.

V77 L2V AREVY—F

AR, P, /23N ESER—2)b, B
KFV—C R, AT REE X, il EEAH
AN, XEH, R, BEEHERDZENTVET,

SRIHEE BET BRI AN MBS
THle FBEHR, BN ALHFOY 279 A F2gHhx
T VYA FEFENET,

FoT— R, TL—R, FREZOMDITA— 2 EfE
LTt A > 28— = A AZAREL, SR E L TR,
Y7L b, BEEIET 7 A VERT RO D 5
P1 b

(§R2¢5)

AEEE, MR, eiMTA. TREGYE, HEE, KD

B0y 7 2ADb0e vk, k5 TICEET 285 E

TS BRI BT 2 6. BE#HT 270 —T, T7+—5
L, FREZHBEO Web 7 EAIEENE T,

PEWAYE WAy AIElyK Wi

VIR LT, A7 V)—2b—N—, T Ay, BEHK,
A—T 4 VT4, BlEE. 7T—~. Y14z v b DTV
T AR B X/ IEFNTRET 291~ A=
VIR Tuvrz 7 hEEENE T,

vawvwus

Y —EC ADAZRGICT BV A b T4V
<X—Fv Vb, HEEDO Web YA b, /NefE. hxO
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URL A7 3V DEIE

7. BRXUMEZEHBICEHT 201 MG ENE

9, TTITBET RV A ME. SEIEApEMERTEL

TW5 (Fldxy M@gtzFEHRNETS) A1

R—F v N THBZRLEND D T, [LHRESHDFR—L
R—=VT, ElEA o142y ay T hHalEeksy

By YavErITidEL LRI BT 508N D

DET,

VARNE SIS SUR NYEE 24

I—P—HLPROED Lizh, Ay b—I Qe R
Lz, 22—V —D /) —TLBELEDTSHa1—

YP—aI 2704~ Tu7REAHY A MEE
EFNFELA

= —fRDODNLICBEHET B YT, Trwiay, ER X
EMIA, tt, PR E, BREEBREANLICEE R Z
LUE, VARSI YOI T A FEEENTVET, F
T O Web VA ERLA I UMNEEFNTVET,

A R—Y AR—=V ANV, 7AY—F, a—F, KB, F—L

FFMHME. AR—yRa7, A7 Va—)b, Bl 1—
A, BEOMET ZHACHT B, 77 V2D~
R—=YRZOMOFIEZAR—Y V=B %Y = 74
A REFENTOET,

MERET FNA A&y —)b

M ith. %RXFREA T a3 ol R—F 73U %
B BRI, M. EodRE S o — RIS B
o

AMV—=IVTAT4T

F—TF 4 FFRRBZICTAary Ty ERERERIIEATS
YA b AVITAVITIVXRTRFDMDA RN —Z 5T
ERT—C ARG ENET,

K LN - BRI

KAE. BUEREIREE, £ OMOBRFERZEARARIC BT 9 2 TH#k
PHIBZZET A b

N—=2Fv—)u

* V54 VHEINGS & OBEEDR RIS B 1 b
HEHASESR, BB R L—= Y IR EREHEHT L
MCEET,

A=Y= A& URL BIRROM ;72 GTRERY —E A% 4
T2V A b TNEDYA FTIE, X—=7v hR=Y
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URL A7 3V DEIE

DAVT YR EDURLO OV T F A FPAICERE
N30, = =3 TV E) VT RERTEE T,

v2aV)”

kfTO e > b, BEEER, MsER, BriiER, 8
Ye. BXUREY—C BT 28, K7L, Hico
TS ovay, Y/, st ZIV—X514 . ik
TS, Ly &2h— il E= 2= EDFKY—IV
T A5 PO Web YA FAGENXT, Tv Tz
WS, 75V RE:v =4 Vi EORTOBDEAR Y M
HARY FOT 2TV A MDA ZTENTVET,

Tedn

RaRB K UZTOMHNICEd e, LY a—, SiE
ESETNS

R SNIN -

S, AT 7, AVT I, INF—,

T T RAT 4T

Web %, k. 7ut—y a3y, BXGrST0v 7
R T T2 D DZF DD FIEICEET 2 1E#Z 3. Web
R—=VDRAT 4 V7 —U AR F 1= 1368 CHEft
L%,

Web X— X1 A —)b
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Cloud NGFW for AzureTH—E Z)b— F Z#EK T 5 1clE. ROTFINEZZEITLE T,

STEP1| Panoramalcta 4> L %9,

STEP 2| Azure5.1.1L & DPanocrama” 5 7' A VA VA R —)ILENTWAR T L BHERLE T,
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STEP 3| [Templates (7> 7 L — )] > [Device (7 /31 Z)ICHEEI L., [Template (7> 7L —H)]D R
0Oy FR2 5759 RNGFWT > 7 L— 2 #IR L £ 9,

Q) cngfw-az- _DEFAULT_TEMPLATE_ (&, Cloud NGFW @ [ Panorama plugin for
Azure TT V7L —F AR IR LIZRICOAERENE T,

Device Groups

c’ PANORAMA DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA
‘Panorama v ‘ Template lcngfw-az-test v View by Device ( v Mode | Multi VSYS; Normal Mode; VPN Enabled
P# Zones
ZONE ENABLE PACKET
INTERFACES / PROTECT... | HEADER BUFFER LOG
D NAME TEMPLATE LOCATION | TYPE VIRTUAL SYSTEMS PROFILE INSPECTI... | PROTECT... | SETTING EN
[] Loopback  cngfw-az- vsysl layer3 loopback.3
@ __DEFAULT_TEMPLATE__
[ Private cngfw-az- vsysl layer3
@ __DEFAULT_TEMPLATE__
[J vsysl layer3

Public cngfw-az-
o EFAULT_TEMPLATE__

STEP 4| [Setup (v k7 )] > [Services (Y—E A)] %% L T [Service Route Configuration (Y—
CAN—FDRE) 27 Vv T LET,
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STEPS| Customize (WA XA RX) Z3FR L. XROWTNDEFEIRL TH—E Z)V— b ZER L&
ER

s HERFAHOY—E ADEE :

LipvaBH 20K IPE ZEIRL, Y—EZA)N— B HARZIA ALY —EZADY 7
OV w I LET,

2 BEOY—E AICF CkETT RLUAZEBICHHT %I, Y—E 2D
F v IRy T A%xA LT, [Set Selected Routes (4R L 7z )L — b &k
TNz )y 7 LT, ROFNEICHEHRE T,

2. EEL7 RLADY A M EHIET %1, REETA X —7 214 A& LT loopback.3
BEIRLET, K<, Y=L 2=+ LT (FDAVE—T A ANE) EETT
RLAZ#ERLET, 7RLA ATV 7 ME, BIRUEA VY EZ—T 214 ATHEICER
EINTWRLEEE, EECT FLALELTSRTSILETEET, Any (TXRTD)
Source Interface (V— A A V2 —T 2 A R) Z#EIRT S L. 7 FLRAZ#EIRT % Source
Address GXE7E7 RLA) YA R T, $503 A2 Z—T 2 A ZADTRTDIPT KL A
ERIATESEIICEDET, CRY—ERAV—RMIEMA Y RZ—T A A%FHT 3
KR T 7 AT I+ —)IHIRENS Tz, [Usedefault (77 4V M2 )] 28R L
BNTLIEE W,

P—C 2 )—FDEETT RLARZ., BRGEA VE—T A A SR
DEFEZMELEEA, BIDIPT RLAFXREIT RLA ATV 7 RIC
A UVE—=T A AIPT RLAZZHFHLTE, MSTEHY—EC X )b—h &
Ee7 RLAREHENE A, THICKD, Iy b T—DREL,
Y=V 2 )V— M EENEEETT R UAEICETRT 2083 H 0 £9,
30K ZZ7 Vw7 LTHRERIELE T,
4 Y—EC ZHICIPVABETIPv6 7 RL XD EIEE LTIZWEEIE T DAT v TREED
ELUET,

* Y—E AN A MIEWEEIZ. [Destination (3E5%)] 2 7R LT, IP7 RLATZ—
¥y b —C ARIEELE T

1. Destination (985%) 73R L. Destination (585%) IP 7 KL R % Add GEIn) L¥ 9. 2D
r— A Tld, TOEFEHD Dedtination ($85%) 7 RL A v F I 355 IPT RL A
TNy ERGELUTEE. FD/8y DREEICIP T RLAWN, RDOAT v T
THIET % Source Address GEAfEC7 RL X)) Ictky FENE T,

2. EEE7 RLADY X R EHIBRT % 728113, loopback.3 1 > 2 —7 = A A% %

L. (f2—T A AN 5) Source Address GA{57t7 RLX) ZH—EX)L— kK& LT
FEIRLUE T, Any (TXTD) Source Interface (V—A A VX —T A R) ZENT 5 &,

7 R L A%Z3ERd % Source Address XS/ FLA) YA RT, 60542 —Tx
AZADFTXRTDIPT RLAZHHTES XSO ET, [MGT|ZHEIRT B L. 77

AT T F—IVEY—EZX)IL— M MGT A 2 —T oA AL X9,
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3 0KZ7V Y7 LTHREZRIFLET,
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Service Route Configuration

T Use Management Interface for all ° Customize
IPv4 IPvé Destination
D ‘ SERVICE ‘ SOURCE INTERFACE SOURCE ADDRESS

[J 11 Use default Use default
Kerberos Use default Use default

LDAP loopback.3 172.200.255.253

MDM Use default Use default
Multi-Factor Authentication  Use default Use default
Netflow Use default Use default
NTP Use default Use default
Palo Alto Networks Services = Use default Use default
Panorama Use default Use default
Panorama Log Forwarding Use default Use default
Proxy Use default Use default
RADIUS Use default Use default
SCEP Use default Use default

Set Selected Service Routes
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STEP6| ZH% Commit (3w b)) LET,
STEP7| 75 RNGFWHA Y T LI AY— B RICEETEX A ESICT BT 27 R o —
}D—}U%ﬁbﬂbiﬁo
tFaU T R)—)Ib—Uid. RDOXHICYH—CZ)NV—Fr T T4 v I RBETEET,

* [Any ((EE)] V—rh5 [Public(?S7T VU wD)] V—2FTzE [Private (7T A N—
M V= (=R TV Y I EETIAR=FDIPT RLANREEN TS H
8575\LCC]:'3T£7§:5) o

* EEILIPY RLA (172.200.255.253) h 556 IP7 RLA (U—CADIPY KL A)
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RY—TDOXFFIPY F L ZEDOHF

2y hI—=7 FOI—F =L DRI —R NSV AEEDT v T A M) =L TN, A%"ET
5. Cloud NGFW A A X 2 A ¥ Cloud NGFWIE, 7w T AR U —L TIAL AD IPT KL
A%, AVTUIEBRLUIEZ A7 Y RO IPT RLATIRRL, IaF DRk d % HTTH
HTTPS 5714 v VDIEETCIPY RLALRET T ENDHDET, L D%E. 7Yy A
V=L TNA R, VT IEERLUIZIITAT U NERIGERORETCTI ATV RO
FERD IPvA 721X IPv6 7 RLANEENTWVS HTTP Y 7 T A M, X-Forwarded-For ( X-
Forwarded-For - XFF) ™\ Z—7ZBhINL £9,

Microsoft Azure Tld. T 74V KT, 77V =3y =Tz ADTEDEETIPT RLA
ER—=FEXFFNYy Z—ICHALET, 774774+ —)VDRY ¥ —T XFF v Z—72{fiH]
T BN, XFFANY Z—WER—FEEMTEEC7 TV —ary S — b2 AZRET
BZRENHOET, 7TV = a T — Uz A DOEKITIEIC DOV TIE, Azured R 2 A
FESIRLTL 72T,

Z OKFEIX. PanoramahViE 9 % Cloud NGFW for Azure COH Y R— kb ¥ F 9,

Panorama Tt F 1) 7 ¢ RV > —)b—)V7iRET % & ZIZ. Cloud NGFW MY XFFHTTP ™\ & —
T4 —I)VRDREEITCIPY FLAZHEH L CEF a2V T R —ZHEHHATE5LIICTHT L
MCTEET, N7y "D T 7 A7 U4 —)VICEET BHHICH DT OF Y Y—\—7Zi@iHld %
BE. XFF 74— )V RICERETCZY RRA Y FDIPT RLABADET, 2L, My b
WMERDT v TAR)—L T3 R@@ T 255, 7747 7+ —)VIdEREZIGEINENTZ IP
7 RUAZRGEHLUTRY =2l L7720, IPERICIKET 2MOKGEZ T2 LN TE
95

STEP 1| Panoramalcta 4> L %9,
STEP 2| Cloud NGFW for Azure”7 57 RTINA AN —T 3R L E T,

STEP 3| [Device (7731 R)] > [Setup (2v k7 v )] >[Content ID (I >/ 7 >*V1D)] > [X-Forwar ded-
For Headers (XFF\w & —) |ZERL X9,

STEPA| M7 Aa>E Uy 7 LET,
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STEPS5| UseX-Forwarded-For (XFF) N\ X— Rw &X' 5, Enabled for Security Policy (2
FaVT 0 KU =W UTEME) 2R E T,

I 27 ¢ K —HDX-Forwarded-For Header (XFF ™\ X' —) & User-ID %
FIRFCEINCT 2T LI TEX A,

Source IP: 10.1.1.2

Load Balancer:

Source 20.10.10.15

10.1.1.2

Source IP: 20.10.10.15
X-Forwarded-For: 10.1.1.2

STEP 6| (%) Strip X-Forwarded-For Header (XFF N\ % —) Z B3R LT, F&1E HTTP ELR) 5 XFF
74—V RZHIBRL £,
COLFTyarvERRLTE, KU T—TD XFE Y X—OFIZENIC D £
/o Cloud NGFW for Azureld, XFF7 ¢ —)V RZfEH L CRY —Z@H LIk, 75147
NESRINBXFFT ¢ —)V RZ[REL £9,

STEP7] oK 27V v 7 L%,

STEP8| ZHE% Commit (I3 M)LET,
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N —

Cloud NGFWD 1 7 & 77 7 7 ¢ ¥ 7 « Z2Panorama C 2/~
ERA

Cloud NGFW T 7 %)\ ) S CE RT3

Cloud NGFW 1 ¥V — Z hPanoramal i & S N T WA E. a7 &7 75 1 €5 « I3 Panorama®
[Monitoring and Application Command Center(ACC)(E =XV > 7 7SV r—y gy Ay K vy
Z—(ACO)| X TICF ¥ TF ¥ ENTEREINE T, PanoramaldCloud NGFWIT X > THRKE iz
o7z L, E=X2— X TICERRLET, FTTr v, BE. URLT A )LEY VT BXT
HEO 7 SHEIRL, IDEXEHHTTIANVRZY VT TEET, 1T 71 —)V ROFHIZ DOV
Tld. CloudNGFWHF VT D RF 2 AV M TELTZE 0,

STEP 1| panoramalca 1 > LET,
STEP 2| Monitor (B ) &38R L £ 97

STEP 3| [Device Group(7/31 A 7 )L—7] Kaw 7 &7 T, [Cloud Device Group(Z 7 K 73\
AR TN—=NEIV I ULTT T4 T4 ZFRLET,

STEP 4| panorama” 1 )V Z—ZHH LT, L4 D7 5 K FINA A F)—Touar#FRLUE
T TNA A RDIFTET, Panoramat > Z—T 2 —ADLG FO+7 A a2 =70 w7 L
T, HLW I )V Z=78INMLET, T4V EZ—D%4HT%Z AN L., [Save(#H)] %227V v 7
LEY, [Load Filter(7 4 )V 2720 — R B)N7AaArxE 70y LET, #HLIERLT
TAINWE—T3FRU T, LD T R TNNA X TN—T0oulzzRLET,

STEPS| panorama1>y —)LOEMIO[Log(R A =2 =25, FRT BREED R S OREE ER

TEET,
Device Groups t
{ PANORAMA DASHBOARD ~ ACC ~ MONITOR  POLICIES ~ OBJECTS ~ NETWORK D
‘ Panorama v \ Device Group Iﬂ]] 4 |
- - &
= Logs s All
@ Traffic cngfw-aws-CloudNGFW-C...
@1 Threat cngfw-aws-demo ASLY
- i i GENER IREAT ID/NAME ZONE TO ZONE SOl
ﬁ_ URL Filtering cngfw-aws-Demo-new
= - z 03/14
[3 WildFire Submissions Er cngfw-aws-RX
@ Data Filtering E, 03/14  hybrid swg -
E= HIP Match
(:‘ GlobalProtect E® 03/14 21:21:04 vulnerability Re
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ACCTCIoudNGFW Y 77 4 E T 4 ZEKRT 5

ACCIE. v FT—UNDT7 I T4 ET 2 ICBAT2FEMAMNEA TV V AZHEMT 20
W—)U T, ACCIE, CloudNGFWr 7z L Cxy v I—7 LD S5 T4 v MLV RZED
FITAHVICEREHLES, TOTI T IVEBREZHHLT, 7—X2IC778AL, %Y FU—
TS Z—2 "I T4 I IINZ—=2 O LW I T4 870, BEZZO, 2V FT—
7 EOAXRY MEOBGREREILTE X,

PanoramaTld. 75U K TINA A T )I—TICEHDWTACCaA YT R T 4 )VEY VI TEE
9, Cloud NGFWYU YV —ZAD7 77 4 BT 1 ICBHT BFFEDEHRZ 74 V2D VT LTERRT S
TFEICDWTIE, PAN-OSDACC RF a2 AV FESILTL7ZE 0,

STEP 1| panoramalca 1> LET,

STEP2| ACC ZEIRL £9,

STEP 3| [Device Group(7°/31 A 7 )L—" R w 7 &7 ¢, [Cloud Device Group(7 57 K T\
AR TWN—=INZIVw I LT T I T4 T4 2R RLET,

r Device G
{ PANORAMA _ POLICIES
Panocrama B Device Group § All \/J @ Export
Time
Metwork Activity Threat Mivity | Blocked Activity | Tunnel Activity
Last Hour e Application Usage
03/23 11:00:00-03/23 11:59:59 ﬂ

STEP 4| Panorama” « V2 —Z2EH LT, L D75 K TIRA A )—ToarwFrLUE
o TNAAKZ /DI ET, Panoramaf VX —T 2 —ADE LO+7 A= 7)wv 7L
T, HLWVW I )V Z=78IMLET, T4 IV Z—D%4EI%E AT L, [Save(#7)] %2 7 ) v &7
LEY, [Load Filter(7 4 )V 22— R B)N7AaArxE 70y 7 L T, #HLIMERLTE
TV E—ZFR LT, MAADI ST R TNAX T)N—T0oulzXRrLET,
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Cloud NGFW on Azure D3> 7 D%

a7 MEHIFIICERENE T, ChEEALARAZYTENTZT 7 AT, T7AT T+ —ILDY
AT LARY NERZZ T 7AT I+ =NV EZRZ—FT B2y N T—=T "T T4 v T AR FOE;
B AR LE T, mV T MK atifacts A EENE T, chuda s EnizA X ro7/
ORT o, T7IT4ET 4, BT, DEOKBEDT TV r—2a 2L TRIPT RLA
RETY, FaTZA TRMEARDA R w2 A TOWRELFRLUET, HIZE, 7747 T 4+—
WE, A4 27, Hggglk, DAV A T2 F v I —RT BT T 1w I Z2idikd 57280
BEATEIZEIR— R AF Y R T7AT I+ —IVDKRANAAL =TT 7T 0 ET 4 IREESN
7o UEUVMEIC—3T 2 DoSH B Z LR L E T,

Cloud NGFWIZ, Azure’R— & )UICERK T % Azure Log Analytics Workspacelc = 7« v 7. &

. BEOu I A ETEET, 77— AR—=RE, V=7 AX—=ZID, 7514V
F—, BLUGary o)7L —icEXoTaF U JAPIZEC TR S NS A 2D F—Ic
BEEfHF B NE T,

0y 247
Cloud NGFW (Z., 3fifHon/%ZF+ 7F+ L TIRETEE T,

* "I Tauw T — I T70vrua bl By ravoBERTOZY YRR RLET,
FENC DWW TIE Cloud NGFW for Azure o 7 ¢ w7 0% 74— )L REZBIBLTLEE W,

C BR— ST 4w IR T AT I —ILDEF )T )b—)VICEET SN TS EFa
V7 7a77A0bD 1D —HT5L, BEaJI3Ly N EFRLET, FT VI
. HIFERZIDOERDZENE T, BROFEE (VAINWARZANNA T 7% E) BIRO
HE I E URL (KD o« 7o9—L727vay GraerayrikE) ., LERNELNL,

FEHINC DWW T Cloud NGFW for Azure 117 7 ¢ — )L RS IR LU TL T,

YR At

Critical (Kish THEHK) LIPS T A, ENEVY I NI 2T DT T H )V A
VA N—=ICHET B X 5 REIEB K. Y —/3—D
root WEH XN, 59580 H % a— KA LEIFH O EHE
DFICES T LICED 9, BEBHITER, FikxE
A AREAE SO 4 D EHICB T 2Rz e UE
Vi Fiz. EHHRASH ORI EKEER RITT
XOICEET ZR0EED D FHA.

High (&) HREA Critical ICEDZATREMN D 2 & DD, ik
BRWMFET D2HB Tz& 2. BT 2 ON R
THo720., OKHENGZBNB T LN T
D, WET—N—BNLI G- DTEHATT,
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ENR/NBICHIZ BNE/NE BB, 782X, 1
IR AT B T L DR\ DoS IEESY, Iy
P—IN—E[E U LAN FICTFEET 208D D | fEHE
DNORERRENTZT TV r— a3 VIcDIREET S
W TIEANTLBEENTWAERZETT,

{[iS

MDA VT T AT I F v \DFEEND T N BE
LNIVOBE, . a—h)VERIWHENES AT
INDT JCADRETHD, HEZHEDT T AN —
X DoS DORE, HEMRHRAEDPRETEZ LD E
ER

EBICER 13555 TE, F#ET 2 HEMD D
HEEOMBEICHEZG K TeICE I N5, kb
LWARYF, URL 7027y 2 hJIE
Informational GEAD & LTHaFICEHHRENET, 5
hoflERZGOY T MBI TaY 795K
IRESINT=T 7 a v, Informational GEFD &L
THaJICREIRENE T,

* Decryption Logs- 5 b Zicid. T 74V THRIKLEZTLS N Ry z—7DOT Y UM
FREN, BERI—TEMNCTE L, KWL TLSNY R 2= DLy M) ZEKRT
XS, BIILIENY R a—7DL Y M) ZEMNCTBEEE,. aZHDYATL VY —
A (AT AR=2A) W53 EEMHERLTLIZEW, FEHIIC DWW T Cloud NGFW for Azure 12
b 7T =)L FEBIRLUTLTZE W,
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Cloud NGFW for Azure k7 ¢ w27 a2 7 ¢t —)U K

patll

LDy ¥ a VIKETIPT RL A,

jatll

fE7tR— bk (sport)

KEELT RLA (s0)
%

g VTHHENICAETTR— b

5657 R LA (dst)

DXy a Ve IPT KL A,

585 R — b+ (dport)

Yy g VTS NzsEe R — b,

IP7'a k)L (proto)

g CEERIF SNz IP Y e kal,

7TV r—3 3 (app)

Yy g VICEEMNT SN T =g,

J—)v% (rule)

g U T—ELTIV—IL DA,

72733 (action)

by g VTHERITENET 7Y a Y, HELTOWT

T9,

e dlow—tvra iR —lcXk->THaENFE L

* deny—tyra i3RI XoTIESAEINE L

* resethoth— 2w g Vi T L., TCP U v b hvEEki
DmEIGEEINE L

* resstclient— -ty g KT L, TCPU Ly FHVY
FAT7 VMIEEINELE

* resatserver — bty a KT L, TCPU XY A
P—N\N—IEEEINE L

ZAZW5/31 b (bytes received)

Yy a OV —N=ETTA4T Y FFHNDINA
o

EETNA b (bytes_sent)

ol

by arDySA47 Y MY —IS=TANDNA |k
o

ZEL/N Ty b
(pkts_received)

g OV —IN—DNETTA4T7 SN\ b

o
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T4 —IV K% DEEK

EEINZry b twarDTIAT Y ST —IN—=ADIT |k
(pkts_sent) 8

BHARHE] (start) v g v OBHIER,

FEAIRF (elapsed) g v ORGEEER,

J¥—krAY U+ (repeatcnt) S LANICRIIRE N7z, EECIP, g8t IP, 77—
vay, YT RZATHRICICE > TWAEy s g Y OBT

ED

7173V (category) vy g VCEET BNz URL 17 dY G549 %5
o

X570 (srcloc) TIAN—=F 7 FLADEEILOEX 2 IEWNEHE, &

KEWF 3281 F T,

5% (dstloc) TIAN—=F 7 FLADSEOEE I IEE NI, &K
B3 32,31 F T,
g U THEH Yty Tg YT LIcMH, HEOREKTHR T L2
(session_end_reason) B TOT 14—V FITIFBIRENRE SOWHEHO AR

ENEI, Aixty g U THBOMIE, BIEOE
WIHICLA D EFD T,

* threat— 7 747U+ —)L3, Vv b, RavT,
Fizdvay s P77 RLR) 7 a VcBE
LBNTBBZERT LR Lz,

* policy-deny — 2w arh, HEERIE ROy 7
VaviMeEEEINEFa VT2 b= —ELEL
720

* decrypt-cert-validation — %)), [EH TN TV WF
178, RHDIRRE, IREMGEE X A L7V MR EDIR
HickotyrarhroA47 > MNBatZZR X 7z
Wty g YWY —NN—GEIE RGN B, T
Oy 735K T 747 I+ —)IVERELIZDT
twyg U T LE L, Y—N—iFBHED type
bad_certificate, unsupported certificate, certificate revoked, access der
% 7213 no_certificate RESERVED (SSLv3 () ) DEL i1
TI— 75— ERERTEHHICE DYy v g DK
THENRRENE T,
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T4 —IV K% DEEK

* decrypt-unsupport-param—+tz v > g W HR— K LT
WirnWrm b=y g v, SR E/ZIESSHY
W) ALZHH L TWAEE, SSLkfE T ady
WEERIESSLA VNI Y RA VARG Y a =T
0w 7958577 A7 I+ —)VesELIcDT
g T LE L, unsupported extension,
unexpected message, & 7z 13 handshake failure?® % 1 °
DOHMNLTT—7TF— bty a VIRETS L,
COtyya R THENERENED,

* decrypt-error — 7 7 A 7 F— )LV YV —AWFIHTE
IRWREC, SSLEE T mFd U S{bE i SsL 1~
NGV RA VARG g B TaAy 733X T 7
AT T4 —=IERELEOTEy g V3K TLEL
2o TOXY T a U THEE, SSL T DAL
72SSL b7 4w I mTaw S EHKINCT AT
U A —IVEEGE LIca. X3 E S CAEHEMRGEES
KOIETR—F O THEICU A TN TV R85
BNAELT— 75— M ER LTI RICE R REN
x£9,

* teprst-from-client— 7514772 RN TCP Y & b 72
P—N—ITEELE LT

* teprst-from-server — U —/NX—MWNTCP Ut b 2T T A
7Y MOEELE L,

* resources-unavailable — ¥ A7 I U YV — AHIED KA T
yvvarhrayFLELE, EZEX, EyTa
YONEFFN Sy R, Tu—FXid T a— VIR
Ry b Fa—C LIRS NA BB A 256
RENEZLNET,

* tep-fin— BRI O R X RAYTCPFIN A v t— 3%
BLTRyyayEHUE LKL,

* tepreuse— Ly T a YAHRHIN, T AT T+ —
IVHETDX Y > a v EATE Uiz,

* decoder — FaA—ZMN70 b VN TH LW iR 2
L (HTTP-Proxy 7% &) | HiDE#RZHE T LE LTz,

* agedout— v arhTI—I7 U RLE LK,

* na— COffiZ. FT T v alDRA T end LU
NOGEITEHENEXT,
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T4 —IV K% DEEK

XFF 7 RLA (xff) WebRX—I %Y VT A M LIz —Y—0DIPT RL A, %7z
U7X SAGEMA U e iRig i 52 H O T 31 ADIPT
RLZ, VIZVZARPIDOM EoTaFy, a—RN\FY
Y FRBZOMDT v T AR —L TI31 A7z i@iH
T35, 774774+ —=IVIEREFLOTINA XD IP
7 RLVAEFRRLET,
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Cloud NGFW for Azure &jgka 7 7 ¢« —)U R

3 LDy ¥ a VIAETIPT RL A,

g VTHHENIEAETTR— b

b

557G B LA (dst)

DXy a Ve IPT KL A,

585 R — b+ (dport)

Yy g VTS N zsEe R — b,

IP7'a k)L (proto)

g VICEERIF SNz IP Y e kal,

7TV r—3 3 (app)

Yy g VICEEMT SN T —T g,

J—)v% (rule)

g U T—ELTIV—IL DA,

72733 (action)

wra i UTHEITENET 7y a, HiE, ldet] |
lalow] . Tdeny] . [drop] . [drop-al-packets] . [reset-
client] . lreset-server] . [reset-both] . [block-url] T35

* det—FHBERITURL B ENE LD, Jayr3h
TVWEHEA

* dlow— 77w FfHi7 Z— b

* deny— 7Ty RRHAAZAXLMWT 77«4 7lcE N, FREIC
HEOWChrI T I ERLET

* drop— BRI E N, BEANT SNy g UDBERE
NExLxk

* reset-client — BV I N, TCPRST WV 547 > MIik
EEnhF L

* reset-server — BB E N, TCPRST MY —/N—ICEEE
NELxk

* reset-both — BT, TCPRSTH V547 b &
P—N—ODOWFIEEENTE L

* block-url — 70w 795 XIICHRESNIZURL 73V THR
GhMfThbNizlzd., URL ExRA 7w 7 ENE L

* block-ip—E MO EN, 7547 MIPATOY ZEN
ESC
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* random-drop—7 7 RDHIE N, Ty FRS VX LICR
Oy FENE Lk

* sinkhole—DNS > >/ 7 sh— L)

* syncookie-sent—syncookie 77— k

* block-continue (URL Y7 %A 7DH) —HTTP YU 7T X
FAAT Ty 7 EN, FATHEGED Tz D R R iz
Continue (§if7) XR—=JIWCU XA L7 FENET

* continue (URL 7 &% A TDIH) —fkfiEZL RO TSN
& &89, block-continue URL FifTRXR—I\DIRE T H W &7

* block-override (URL Y7 %A 7DH) —HTTP U 7 T X +H
JayrEN, 7747 T4 —)IVEHENSDINZAT— KM
NEIERA—N—F A RR—=JICURXA LT FENFT

* overide-lockout (URLY 7 XA T D) —3XETT IPH S DE
B EOF—N—F 1 RISZAa— RORITICEKRLE L, IP
7 block-override UV XA L7 k R=IU 570w 7ENBE XD
IKxOFLE

* overide (URLY 7 XA TDIH) —IELUVVISRZAT— RARIEX
N, VI A IWHFIEN TS block-override X— Dty
s

=

* block (Wildfire &) — T 7AW T 7 A7 T4+ —)VTT
o7 EN., Wildfirelc 7y a—REnhEz L

BTV
(threat_category)

SR BRHDOBR T2 F v 2 BT 5 DI 2 &1 7
7 a1 2R,

BT DR
(threat_content_type)

By oY% 7 2 A TEIL T e ERET,

* daa—T7T—X T4 )NRI VT TaTd v AN —KTEBT—%
INR—

* file—7 7 AN TayFrrora 7 rA)Ne—HTB 77 AL
2AT

* flood—YV—y uarryary a7y Ack->THRIEE
Ni=77v R

* packet—Y—rT7ar s varyadrA)VT R H—ENT
AR NGy QL'E 197

* scan— V—rasrrvary rarzrANcko THREE
NzAF+v v
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* Spyware—7 VFZINA T =7 T AT 7 A IV TR Uiz A0S
Aoz

* ul—URL 742> s

* mM-UAIVA —TAI)VAMKT T T 7 A )L7%ST LT WildFire
AVFA4 Y MLICK> THRHEENTZTAILA,

* Virus—T7 VF I VAT T v A I)VTHRHE LY 1 VA

* Vulnerability —fE55 it 7 1 7 7 )L TR U 72 gk N 2

* kFHE—T 7 AT T =)V WildFire 777 7 AL
EICT 7 A )7 WildFire lOEE L, ZORERICHE DO THIE
(R x7, TavoVr, TL—ouxT, BEDER) =
WildFire DIEE 0 ZICECE%d % & WildFire DH[E DR X

nNEJ,
* wildfirevirus—7 Y F 70 VAT 7 7 AV TR LIz 2L
A
BRIay T U4 BEB XU I AR LB T % Pdo Alto NetworksD kAl 1o
(threat_content_name) —HROY T 2 AT TIE, BHDOLFINC > T THATZ 64 E

~ DEUEGR e E £ 95,

* 8000 ~ 8099 — AT ¥ A&H]

* 8500~ 8599 — 7 v RigHi

* 9999—URL 74 )VZV) T s

* 10000 ~ 19999 — A/ XA =7 7% ¥ R— LM

* 20000~ 29999 — A4 LT Rru— RiaH

* 30000 ~ 44999 — fifags A AR HY

* 52000~ 52999 — 77 A)VEA T

* 60000 ~ 69999 — T —& 74 )LRV VTR

ATV Y —=ATHEHIN TV AV Ak
H. WildFire> 7 %F v 74— K., BXTU DNSC2
VT XF v D B D #iFHIE, kDS a—
IWVis—EDOBIE ID ICEEHMZIAOSNTVWET, &
BT AT (subtype) B UEE AT IV
(thr_category) 7+ — )V R 2B L, HHiEN:

LiR—hk, T4V R, BEOJ, ACCT 7T 4E
T4 ZER L9,
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A (severity)

BRUCBIEN T SN EARE, i, [linformational | .

Mow| . TImedium] . Thigh) . [critica] T95
J710] (direction) WEOGmM (75947 Y b EY——] | £zid Y—

IN=D5ETFA4T7 RN ) ZBRLULET,

* 0O—FBOAANET AT 2 M EH—I3—~

* 1—FBEOAMIEY—IN—D05ETF 4147 b\
VE—FAT Uk SPLINICRtEE Nz, RETCIP 5Bk IP. 7TV r—2 a2,
(repeatent) VT UVIBEREA THECICE> TSy 3 YOMT

ER

PR (data filter _reason)

T—R T4V RZI) T Ty g O,

XFF 7 RL A (xff)

WebRX—T %Y VT A F LTza—H%—0DIPY RL A, £kiZVU 7
TR FAHNEE LT mED B22BEHD T8 ADIPY KL X, V7
TAMPIDL EOT0Fy, m— R NRNS P — £RIEZ0M
DTy TARN) =L TINA R WM 256, 7747 74—
WERLHLOTNAADIPT RLAELRRLET,

VT N—T gV
(contentver)

OUWERESNBED, T7 A7 I+ — )V EDT TV r— 3
VBXUBEON—Y 3 VT,
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Cloud NGFW for Azure 85k~ 7 ¢« —)U R

EETIPT RLA
(src_ip)

LDy ¥ a VIAETIPT RL A,

XETTR— b (sport)

g VTHHENZEETR— b,

5657 R LA (dst)

LDy T a Ve IPT KL A,

585 AR— b+ (dport)

vy g VTS NzsEeR— b,

IP 71 k)b (proto)

g VICEERIF SNz IP e s al,

7TV r—3 3 (app)

Yy yg VICEEMTSNET T —Ta Y,

JL—Il(rule)

wiary o740 I EHITSEF 2T R Y— )b—
Vs

72733 (action)

twayTHERITENET 7 a Y, HELTFTOWT NN T,

e dlow—tva IR =l X->TTHFrfENE LI

* deny—tvra R —IcXoTHEGEENE L

* resethboth— -ty g ViFK 7L, TCP VUt h A OMmERIC
EEINFLE

* resetclient—twv g VKL, TCPU Y "7 547 b
X EENE L

* resstserver — I a KT L, TCPYU Yy AV ——IC
EEINELE

TLSNN—Y 3V
(tls_version)

twy g ENS TLS e b a)boR—T 3 >,

vy e R QTN
(tls_keyxchg)

g VITHHAENS T )V TY X s,

557 V3 XL
(tls_enc)

AES-128-CBC., AES-256-GCM., FHDt v gy F—X DI E{kIC
FHXENS7)LT) Xl
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T4 —IV K% DEEH

Ny a 7)IVa) XL
(tls_auth)

SHA, SHA256, SHA384 %Dt > g VICEH I NS VTV
X\\AO

FEFIHEAR (ec_curve)

D47V == xdTT—F L, ECDHE;E5AA—
29 % Pl 9 % RS = i,

P—N\—ZDER

(server_name indication)

P—IN—ZDEIR,

P—N—HEROEZX

(server_name _indication |

P—N—ZLERDE X (hostname),
length)

VASESZ- S ay
(proxy_type)

Rk 7T aF v Dink, VN7 Y RREDERE. B bIh Ty
WhS 74w 70ES{b7R L. GlobaProtect 7% & DES{L T
DA,

Fr—Y RAT—%2R
(chain_status)

Fr—VHEBEINTHEHNEI D, BZLLFITRLETD,
RIREE

BEHINTVERY

BEHINTVS

Ares
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1 REZRINCT B
07 EREZ AT BITE
STEPL] R=LR=Uh5, B JREZEMTT HCIoUdNGFWT 7 A 77 4 — )UICHEEI L 7,
STEP 2| [Log Settings(R V&) "2 27V v 7 LET,
STEP 3| [EnableLog Settings (1 7 8% EZ G5MNCT )2 F v 7 LET,

STEPA| aZ#&eEwANcT a7 0k — 27 ARX—2A% . [Log Settings (2 7 Z%E)] K w SR
U BEIRLE T,

STEPS| save (7)) Z7 Vv 7 L%,
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0 JEREZIINICT %
0 JRROE 2 NS % )5k
STEPL] R—LR—=V5, uTREZBINCT ZCloudNGFW T 7 A 79 +—JUICEEI L £,
STEP 2| [Log Settings(R V&) "2 27V v 7 LET,
STEP3| [m/REZMNCT 5]12F 2y 7V LET,

STEPA| mZ#EwsNcd 2 a7 0k — 27 ARX—2A% . [Log Settings (2 7 Z%E)] K w SR
U BEIRLE T,

STEPS| save (7)) Z7 Vv 7 L%,
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Cloud NGFW for AzureC7 774 ¥ T B0 BICT
7

Cloud NGFW for Azure TEHE DT 774 CT 4 2B LT, 7704 XV M R2EDT 774 €
FTAD)TIVEALLR—FZFEHLEST, BHETHY Y FMEEINTZEELCBICTESHE
NHHGE. BEAa S, BHED Cloud NGFW 77> b &% F U — bk Lzt e . BH
BT TEIEE OFE 2B MT 5728, FEHMCOM L, eI XTD7 73
VNCHIGTEXT, BFINLT ATV MO T,
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757 R EOEE OO 7585 NGFW for Azure

CloudNGFWV V—Z2Dua g & EHL, 79U RtFa ) 70T 5 4941 " effbc b
MMTEEJ, Cloud NGFW for Azure/» 5% L 7z 11 2772 Azure Log AnalyticsD 7 — 27 A X— &
SPanoramall [AIRFICHE I DI ETE Ed, oo ik, o 70y r7ad LB
O DOmANEENET (URLT 4 )VZ Y VT, WildFireDfgtl, 77070y o, 5—27
a7, E5Eh5)
07 0T — 27 AR—ZA & Panorama T ko 7 ¢ w7 a7 =HNC
ERA)
a7 — 2 AR—Z EPanoramaT b T 7 1w 7 a7 kAT B FIAERDEBY TI,
STEP 1| Cloud NGFW for Azure >y — )V Cl 7 i E 2 NS 5,
STEP 2| [Panoramal C. [Policies(:RV > —)IcBHIL £,
STEP3| 759 RFNA R T IN—T DR —)b—)LEERRLET,

STEP 4| [Actions (7”7 ¥ 3 V) &Z 7 7%F1&., [LogForwarding (1 Z#51X)] 727 7 A L7 BHR L&
ER

Security Policy Rule

General Source Destination Application Service/URL Category = Actions Target Usage

Action Setting Log Setting
Action | Allow v [] Log at Session Start
Log at Session End
Log Forwarding [

Other Settings

Profile Setting Schedule | None

Profile Type | None QoS Marking | None

[] Disable Server Response Inspection

STEPS| oK 27V v 7 L%,
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STEP 6| Panoramaz>V —)V CZ B % Commitand Push (I3 LTy ¥ a)LE T,
N T4 IHBEEE NS L. Log Anaytics Workspace & Panorama CCloud NGFW 1 77 72 &
RTEET, LI, [ViewtheLogs (1 7 D#R)] & [View Cloud NGFW Logsin Panorama
(Cloud NGFW 1 % DPanorama T D ER)] ZBIB L TL ZE W,

7T = AR—=AT T T 12w 7l ZHC

L. PanoramaCH#XNICT 5

Log Analytics7— 27 AR—ATr T 71w 7l Z2HEMC L, PanoramaTH 7 7z 479 % FIE
BERDOEFKD T,

STEP 1| Cloud NGFW for Azured >y — )V T 7 R E A5 T ,
STEP 2| TPanoramal . [Policies((RU ¥ —)lIcBEI L F 9,
STEP3| 7S5 RFENAL AT N—TDOR) —)—)VEFRLUET,

STEP 4| TActions(7 73 >)) ZTIBEIL. aFdk7 a7 74 )L C[None (7 L) 2R L &
ERS

Security Policy Rule ©)

General Source Destination Application Service/URL Category | Actions Target Usage

Action Setting Log Setting
Action | Allow v D Log at Session Start
Log at Session End

Log Forwarding l [None}

Other Settings

Profile Setting Schedule | None

Profile Type | None QoS Marking | None

D Disable Server Response Inspection

“ Caneel

STEPS| oK 27V v 7 L%,
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STEP 6| Panoramaz>V —)V CZ B % Commitand Push (I3 LTy ¥ a)LE T,

N T4 IHBEEE NS L. Log Anaytics Workspace & Panorama CCloud NGFW 1 77 72 &
RTEET, LI, [ViewtheLogs (1 7 D#R)] & [View Cloud NGFW Logsin Panorama
(Cloud NGFW 1 %7 D Panorama T D ER) | 2B L T EEW,

a0 I — I AR—AT T T 4w 7alzshic
L. PanoramaCHEMICT 5

Oy 0T — 27 AR— AT 7 M5 U, Panorama Tl 7 2 G 5 FIEIEZ RO LB T
R

STEP 1| Cloud NGFW for AzureZI >/ — )LD 1 %7 35 7 A 4 B
STEP 2| TPanoramal . [Policies((RU ¥ —)lIcBEI L F 9,
STEP3| 759 RFNA AT I—T DR —)L—)VEERLET,

STEP 4| [Actions (7”7 ¥ 3 V)& 7 7%#E1&. [LogForwarding (1 Z#53X)] 707 7 A V2R L &
ER

Security Policy Rule

General | Source Destination | Application Service/URL Category = Actions | Target Usage

Action Setting Log Setting
Action | Allow v D Log at Session Start

Log at Session End
Log Forwarding | IR E I reeis

Other Settings

Profile Setting Schedule | None

Profile Type | None QoS Marking | None

D Disable Server Response Inspection

“ Coneel

STEPS| oK 27V w7 L%9,
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STEP 6| PanoramaZ >V —)VCZH#EH ZCommitand Push (I3w LT v a)LET,

N T4 IHBEEE NS L. Log Anaytics Workspace & Panorama CCloud NGFW 1 77 72 &
RTEET, LI, [ViewtheLogs (1 7 D#R)] & [View Cloud NGFW Logsin Panorama
(Cloud NGFW 1 %7 D Panorama T D ER) | 2B L T EEW,

79T — 27 ZRX— A £ Panorama T + o 7 ¢ v 7 1 I
95

075 — 7 AX— A & Panorama T 1 7 Z#E5hIC 9 % FIEZRD L 8D TI,
STEP 1| Cloud NGFW for AzureZ >/ —)L 0D 11 7 %L 72 5§ %,
STEP 2| TPanoramal . [Policies((RU ¥ —)liIcB#I L F 9,
STEP3| 759 RFNA RTI—T DR —)b—)LEFEIRLE T,

STEP 4| [Actions(7 7 ¥ a )R 7ICB# L., aZigk 7 a7 7 4 )V C[None (% L) ZBHR L £ 97,

Security Policy Rule ©)

General Source Destination Application Service/URL Category | Actions Target Usage

Action Setting Log Setting
Action | Allow v D Log at Session Start
Log at Session End
Log Forwarding Im

Other Settings
Profile Setting Schedule | None
Profile Type | None - QoS Marking | None

D Disable Server Response Inspection

“ Cancel

STEPS| oK 27V v 7 L%,

STEP 6| Panorama2 >V —)V CZ#E ZCommitand Push (I3w LT v a)LET,
Cloud NGFWHa 7'1Z, T F7 5T — 2 ZAX— R & Panoramal [ E N7z & D £9,
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a7 5T =7 AR—=ATh T T 4w 77z
L. Panorama SyslogCHINCT %

Log AnalyticsV — 27 AX—ZATH 7 Z 5 L, Panoramal Sydogt—/N\—TOJ/ZHMNT S
FlEIZRDE O TT,

STEP 1| Cloud NGFW for AzureZ1 >/ — )LD 117 35872 450§ 5,
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STEP 2| Panorama®[Device (7731 A)]| Z 77zl &. azure NGFWAASD T 7 4+ )V k7 T L—1 (
cngfw-az -  DEFAULT TEMPLATE ) ZERLZET,
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PANORAMA

NETWORK DEVI

© MONITOR POLICIES OBJEC

SHBOARD

{» PANORAMA

Panorama v \ Template | cngfw-az-__DEFAULT_TEMF v \ View by Device [ v \ Mode [Mult'iVSYS: Normal Mode; VPN Enabled

Session HSM ACE

[
(A8 Setup Management Operations Services Interfaces Telemetry Content-ID WildFire

Log Forwarding Card

Password Profiles Global Virtual Systems
= Administrators
Admin Roles Services

/) Access Domain
Update Server

*5 Authentication Profile
‘i“ Authentication Sequence Verify Update Server Identity
EE] User Identification

Q%J Data Redistribution

E?,l Shared Gateways

DNS  Servers
Minimum FQDN Refresh Time (sec) 30
FQDN Stale Entry Timeout (min) 1440

ZE Certificate Management Proxy Server
,E] Certificates Primary NTP Server Address
=) certificate Profile Secondary NTP Server Address

E OCSP Responder
SSL/TLS Service Profile
g scep
SSL Decryption Exclusion
5 sSH service Profile
% Response Pages

Services Features

7% service Route Configuration
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STEP 3| Server profiles> Sysogk i, sydogth—/3D 754 X— MMPEBEIML £ 9,
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Syslog Server Profile

Name | rsyslog

Location

Servers | Custom Log Format

NAME ‘ SYSLOG SERVER | TRANSPORT FORMAT FACILITY

syslog-server 10.1.04 ubP BSD LOG_USER

() Add Delete

Enter the IP address or FQDN of the Syslog server

“ Caneel
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STEP 4| [Device (T3 R)Z TICHBHEI L. [Setup (L k7 v NEZV w7 LThHhH, [Service
Route Configuration (V—E Z)L— MEB)Z 27 ) v 7 LE T,
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Service Route Source

Service
Source Interface | loopback.3

Source Address | 172.200.255.253

“ Cancel
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¢ P—UAR=Z)V—T 1 VT DFE T, IPvaLSyslogh— Y A& RN L F 9, EETA
V2 —T A AL L Tloopback.3%Z#EIRT % C & 2R T 20 ENH D £9°,

¢ GEREN=)—T 1 VT DOFRETIE, 587 ER L Tsydogh—/3\D 75 1 X— ~MPZIE
mi. #EA v Z—7xA A& L Tloopback.3% 3R L £ 9,
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Service Route Configuration

Use Management Interface forall @) Customize

IPv4 | IPv6 Destination

(] ‘ DESTINATION

‘ SOURCE INTERFACE | SOURCE ADDRESS

[J 10104 loopback.3 172.200.255.253

() Add Delete  Set Selected Service Routes
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STEPS| a4zt 7 a7 7 4 )VC. sydogh—/\7ziBhi L E 9,
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Log Forwarding Profile Match List

Name | traffic
Description
Log Type | traffic

Filter | Al Logs

Forward Method Built-in Actions
Panorama/Cortex Data Lake [ Quarantine

[ | snmp - [J | emaL ~ [J | NamE TYPE

@ Add ® Add

[ | systoa [ | urre

rsyslog |

rsyslog

B Add © Delete

“ Cancel
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STEP 6| PanoramaC[Policies(KV >—)] X TICBEIL., 75T RTNA XTI —TDRY) —)b—
W #EIR LU 9,

STEP 7| [Actions (7”7 ¥ a3 ) Z7IcBH L. [LogForwarding profile (2 7zt 7 a7 7 1 L)/ 3%
RUXTS

STEPS| oK ZZ7 Vv 7 L%,

STEPO| panorama >V —IVCEHEAZIIv LTSy ¥alLET,

sydog b —/NThT T 1 7 7%Z(ET BICE. Syslog Server VNET & Firewall Hub
VNET DI TVNET 77V > T 25T T 2R0EBNHOXT, T T 10w 7k
#%. Panorama& Syslogtr—/N—"TCloud NGFWI1 7 = & /R CTE £ 95
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17 7%2EXRS %

Log Analytics Workspace (1 7 0t — 7 AR—= ) 2{ER LIz B, 77 A7 74+ —)LDO RDOT 5
REREHL, b T v VOREZBLES, bT 70 v IMEEEINS & LIFOTIEIC
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Results  Chart »
TimeGenerated [UTC) _timestamp_d pri_s time_s host_s ident_g Year_s Month_s Day_s Howr, [Ir
»  9[22{2022, 12:04:02.452 PM 1,663,823,037 14 Sep 22 05:03:57 TRAFFIC 2022 08 22 05 Zz
> 9[22/2022,12:04:02.452PM  1,663,823037 14 Sep 22 05:03:57 TRAFFIC 2022 08 22 05 3:-
¥ 9f22/2022, 12:08:69.439 PM 1,663,823,337 14 Sep 22 05:08:57 TRAFFIC 2022 08 22 05

»  9/22{2022, 12:08:59.439 PM 1,663,823337 14 Sep 22 05:08:57 TRAFFIC 2022 0g 22 05

»  9[22{2022, 11:32:19.739 AM 1,663,821,137 14 Sep 22 04:3217 TRAFFIC 2022 08 22 o4

> 9j22/2022, 11:32:19.739 AM 1,663,821,137 14 Sep 22 04:32:17 TRAFFIC 2022 09 22 04

¥ 9[22/2022, 12:56:55.451 PM 1.663,826,212 14 Sep 22 05:56:52 TRAFFIC 2022 09 22 05

» 9[22{2022, 12:56:55.451 PM 1,663,826,212 14 Sep 22 05:56:52 TRAFFIC 2022 08 22 05
> 9y22/2022, 2:18:10.638 PM 1,663,831,088 14 Sep 22 07:18:08 TRAFFIC 2022 08 22 o7

> 9/22/2022, 218:10.638 PM 1.663,831,088 14 Sep 22 07:18:08 TRAFFIC 2022 09 22 07
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bytes_sent 80
category any
daort 80
dst country United States
dst_ip 20230558
slapsed_time 0
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src country United States
src_ip 64.246.161.26
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«i_ip
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Results  Chart e
TimeGenerated [UTC] _timestamp_d pri_s time_s host_s ident_s Year_s Month_s Day_s Hour_s Min_s Sec_s
v 9(22{2022,12:04:02.452 ... 1,663,823,037 14 Sep 22 05:03:57 | TRAFFIC 2022 09 22 05 03 57
Tenantld
SourceSystem RestAP|

TimeGenerated [UTC] 2022-09-22T12:04:02.452Z

_timestamp_d 1663823037
pri_s 14

time_s Sep 22 05:03:57
host_s

ident_s TRAFFIC

Year_s 2022

Month_s 09

Day_s 22 09
Hour_s 06

Min_s 03

Sec_s 57

Cloud NGFW for Azure 1.0 254 ©2024 Palo Alto Networks, Inc.



=4

/_A AN —_—
T7 AT 7+ —)V)V—ZDOEE T VT DER
VY — AN —TICBAEINTVWE T 7 AT I+ =)L)V —ADOEEERO T #E T 551
STEPL| R—LR—IW5, aF%#ERTBCIOUUNGFW T 7 A 77 +—)LU YV —RICBHILF T,

STEP 2| feRA v OD[Activity Log (7 7 T4 €T« 0 N7 ) vy 7 L, a7 %FRTSHMN
D[Timespan (Z A LNAISNEFR LT, [Apply GEF)Z 7V w7 LET, B#IRLIEZZA
LAY D7 D—ENRRRENET,

STEP3| HMouZ %7 vw 7923 L, aZDO[Summary (<) —)] EISONBERENE T,

Home > kraji-test-fw-resi
= kraji-test-fw-res1 | Activity log »#
Cloud NGFW
O Search ' Activity Edit columns () Refresh £33 Export Activity Logs  Download asCSV @ Insights 57 Pin current filters 7 Reset filters
4 Overview
& Activity log @ Looking for Log Analytics? In Log Analytics you can search for performance, diagnostics, health logs, and more. Visit Log Analytics
%o, Access control (IAM)
@ Tags Search (J° Quick Insights
Settings Management Group : None Subscription : Event severity : All Timespan : Last 6 hours
== Networking & NAT Resource group : kraji-testui-rg < Resource : kraji-test-fw-res1 < T Add Filter
== Rulestack 0 items.
= log Settings Operation name Status Time Time stamp  Subscription Event initiated by
= DNS Proxy
LL L]
= Rules
L3
II! Properties
@ Locks
Monitoring
ER Alerts
Automation
,:,', Tasks (preview)

Cloud NGFW for Azure 1.0 255 ©2024 Palo Alto Networks, Inc.



=4

VY= T )IN—T O EN T #FEKRT %

VY =R T N—TOMED T 2T % ik
STEPL| s R—=LX—I M5 [Resourcegroups (V) VYV — A7 I)L—N] ICBEILE T,
STEP2 7o 74870 ud B BELTNV) Y =X TN—T27 Uy 7 LET,

STEP3| JeRA VOD[Activity Log (7 7T+ €T NErV w7 L, alz2ERrT25HMN
D[Timespan (Z A LNAISNEER LT, [Apply GER))Z 27U w7 LET, FEIRLIZZA
LAy D—ENRRENET,

STEPA| HWouZ%=s7) w735, aZd[Summary (<1 —) EISONDERENE T,

Home > Resource groups > kraji-1kbore-0
Resource groups ‘ -] kraji-1kbore-0 | Activity log = - X
(FWAASgadevClient) Palo Alto Networks Inc Resource group
{ Create 53 Manage view ~ - \ O Search v/ Activity Edit columns () Refresh £33 Export Activity Logs <+ DownloadasCSV @ Insights
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8 P Log Analytics
3 2, Access control (IAM
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«i» Resource visualizer
e Management Group : None Subscription : Event severity : All
vents
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Settings
55 items.
& Deployments
Operation name Status Time Time stamp  Subscription Event initiated by
©Q Security
@ Get Network Int Succeeded 7 minutes a.. Wed Oct 19... 26723877-0508-4400-bd2..
T Policies
& > @ Get Network Int Succeeded 7 minutes a Wed Oct 19. 26723877-0508-4400-bd2
I! Properties
a § > @ Get Network Int Succeeded 14 minutes .. Wed Oct 19, 26723877-0508-4400-bd2
1 Locks
> @ Get Network Int Succeeded 15 minutes ... Wed Oct 19. 26723877-0508-4400-bd2..
Cost Management
@ New recommen Active 29 minutes ... Wed Oct 19... Microsoft. Advisor
Cost l
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Page | 1 v |of1 > @ Get Network Int Succeeded 53 minutes .. Wed Oct 19, 26723877-0508-4400-bd2

Cloud NGFW for Azure 1.0 256 ©2024 Palo Alto Networks, Inc.



4 paloalte

TECHDOCS
RSN

Cloud NGFW for Azure DFHEREIZRD & B D T,
20246 DiHTIEH
* 2024F5H D HTIE
* 20244F-3H D iHiE
* 20244F-2H D ifiE
* 20244F1H DHiFEHE

* 20237127 DHHEEE

* 2023tE11H D Hk&RE

* 2023fF10H DG
* 20237F9H DHikkhE

* 2023F8H DHiHkAE

* 2023tF6H DHHEEE

* 20237E5H D lE

257



IR

20244F-6 H D i 5T 15

BHO Azure V) — Cloud NGFW for Azure hX XD Azure ) — 3 Y THIHTE S K5 1C7%D
Vg YOYR—F F LT,

PHHACRBR)

ATz —T YHRE(AT L)
A2V TAE(R T /)

F77 7V AAEEB(I N AT IV
A AT )V
KEFRPEER (714 X > T M)
75 7 EREEFILER( R8T

YR=FENBV =T 3 VO7ERGEY A MCDWTIE, Cloud NGFW
for Azure Supported Regions and Zones (Cloud NGFW for Azure h3H K— b
TH)—=Va e )= NESRLTIEIW,

Cloud NGFW for Azure 1.0

258 ©2024 Palo Alto Networks, Inc.



IR

2024F-5H D BT IE R

XFF A\ & —{ii%
fFHLTCEF 2
T4 KUY —%E
M9 %

Cloud NGFW for AzureX-Forwarded-For (XFF) ™\ Z—IC IP7 R L A%
i LT, Panorama TIER L7z 1) 7 ¢ R o—ZiEHTES X
21CED E L,

BID Azure V) —
VaryOYR—F

Cloud NGFW for Azure hXD Azure ) — 3 Y TR TE % X911k D
F L7,
* HFZHER

YR=FENBV =T 3 VO7EREY A MCDWTIE, Cloud NGFW
for Azure Supported Regions and Zones (Cloud NGFW for Azure AVt ZR— b
TH)—Vare )= NESRLTLEIW,

ZLYy MEME
EAEFIRILD TR
i

EHAZEH)0D Cloud NGFW FRICZ LYy R EFEATES X 51CkD
FlLlze TOZLYY I, TF 2 LRIVT Azure 7 5 REREE S
HKDT7 AT TH—)L VY —AICHDHKTEHENTEET, FHlllc
DWTIE, Credit Usage Visibility (7 L2y Miif&EOR[#HME) 2SR L
TL7IZE W,

Cloud NGFW for Azure 1.0

259 ©2024 Palo Alto Networks, Inc.



IR

20244F-3H D BT IE R

BHO Azure V) —
Vg YOYR—F

Cloud NGFW for Azure hXD Azure ) — 3 Y CHIFHTE % X 91CED
F L7,

IV —E

© R paEs

* R VE

* AA AL
YR-—FENBZV—V 3 D57ERE) A MIDWTIE, Cloud NGFW

for Azure Supported Regions and Zones (Cloud NGFW for Azure 3t :R— k
TH)—Varey = NEBRLUTIEEW,

Azurety N —7
Rl

Cloud NGFW for Azure Tl, x>y b T—27 €77V 2 F RN Azure
Iy NT—=TRET 0 Ay a T INEd, FHEOFHN
Azure Marketplace THAEENX I, EAKIE. 12X T 2V RS

T4 T (A VE—=%Y EDSVNETN), 7O RNTIYRETT 10w

7 (VNET DA 2 Z—%w b)), BERUHE ST T v 7 (VNET )
TEHENE T, BEOFEHcOWVTIE. LUFZZIRLTLIEE L,
Cloud NGFW for Azured 1.

I ZAVNAN i
LDV R—k

Azure @ Cloud NGFW &, SSL 1 >\ > RISk 7547 > by
52—y FDRw KT —ZH—IN—ADA 3\ RSSL/TLSk <
T4 w7 REBIUCESEL, blunkyrarzyuy 7 LE
T AHHICDOWTIE. U FREZSILUTLIEE W, Azure © Cloud NGFW
TDA VN7 RIEELDFKRE.

Cloud NGFW for Azure 1.0

260 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/decryption/decryption-concepts/ssl-inbound-inspection

IR

20244F-2 H D i 8T 15

OO F5Es:

Panorama CTHEH XN T3 Cloud NGFW for Azure V ¥V — A5, Azure
Log Analytics Workspace, Syslog Servers, Panoramall @7 ZikE TE %
X310 E LK, B3 Cloud NGFW for Azure O #5011 7515 3%
AT Ho

BID Azure V) —
VaryOYR—F

Cloud NGFW for Azure hX XD Azure ) — 3 Y THIHTE % K5 17%D
L7,

* TV AHER
o KREPEEE

PR-—FENZY =T 3 D5ERE Y X MTDOWTIECloud NGFW for
Azure Supported Regions and Zones (Cloud NGFW for Azureb) Y R— k9
H)—=a = NeBRLTIEI,

Cloud NGFW for Azure 1.0

261 ©2024 Palo Alto Networks, Inc.



IR

2024 F-1H D HERE

DOV —RICKD., Cloud NGFW for Azure (. VNET & vVWAN ODjij
JiDT T A TiK 100Gbps £ THENIC AT —IV 7 v T TEET,
FHIC DWW TIE.  Deploy the Cloud NGFW in avNET (WET TD 7 <
7 R NGFW OF 7 a )| BXT [Deploy the Cloud NGFW in avWAN
(VWAN TD 7 Z7 K NGFW O 7 71 1) | ZHRLTLEEW,

100Gbpsi *if i

Cloud NGFW for Azure 1.0 262 ©2024 Palo Alto Networks, Inc.



IR

202312 H O HHEHE

BHO Azure V) —
Vg YOYR—F

Cloud NGFW for Azure h XD Azure ) — 3 Y THIFHTZE %5 X951k D
i [./fio

* CKREFIEER
* W7 Y7
PR=FEINBZ) =T 3 D5EekkY A MIDOWTIE., [ Cloud NGFW

for Azure Supported Regions and Zones (Cloud NGFW for Azureh¥ ;R— b
TH)—Varey—) BBRLTLIZEW,

TG R—FK Y —
Z NAT O R— b

TDOVY—ATIE, TIA4X—hF V—ZNAT DY R— BTN
TVEY, TOYR—RMTKD, 2y FT—77 FLAZH (NAT) &
FITT212DDTITAX=FNAT T — b T oA ZEKTE X9, 56
IZDWTIE,  [Edit an Existing Firewall to Enable Private Source NAT (B
FDT7 AT I+ =) EHRHELTTIAX—= KV —ZNAT ZHMICT
%) BB LTL IV,

Cloud NGFW for Azure 1.0

263 ©2024 Palo Alto Networks, Inc.



IR

202311 H O HHERE

BT DK

BHO Azure V) — Cloud NGFW for Azure h¥XD Azure ) — 3 Y THIHTE S K510
Vg DY R—b F L7,
* HHAR

* TV

YR=—FENZY—V 3 VO7EREY A MIDWTIE, Cloud NGFW
for Azure Supported Regions and Zones (Cloud NGFW for Azureh¥ ;R— b
TH)—Vare)—NEBR LTI,

JV—IV AR Y 7D CDY V) —=ZXTlE, IV—)VAZ Y 7 TOREERN I )L— )VHIBRD T R—

FERETLAE FENTVWET, COREERLICK D, RO EHAJEEICE D T3,

* =R A TV FEHIBRETIC. ETHRVEEMNIT SN TV
WIL—)VAZw 7 HIBRTCE £,

* VY—ZATN—TZ, EEZETHRVEEMNT SN TV RN IL—
ARy 7R L EHIBRTcEE T,

* AzureCLI. CDK. PowerShell. Terraform Z{#if] L C. 22 ¢\ BiH
fHFenNTHEWVIL—IVAZ Yy 7 EHIRTZEE T,

C OHIBREEEEIZ. a3 w FENTWAERVIL—IVA R Y Y
LTI WVEITHDOI—IVA %y ZICHEAENE T,

DNStd+a2 VT« Cloud NGFW for Azureld. Palo Alto Networks DNS Security)—E A
P—CADYR— | OYR—FZEBMLXT, COV—ERAZAHTE L, xv FT—

~ T IUY—=ANT T ZETTE FAA 2B LTS5 &
T. VWNET BX U VWAN b T 7 1 v 7 Z &L DNSN—ADEEN 5
RETZES, FEMICONTIE.  TEnable DNS Security on Cloud NGFW
for Azure (Azure DCloud NGFW T DNStF 2 U 7« ZHMNCT ) |
BRI TLEE 0,

JERFC 1918 CDYY—ATIE, VWNET BXU VWAN T 7 A X kD RFC 1918
AR—T TIREINTWSE T RLASNDEBEIMD T 5 A X—k IPHIFHDY
R—=FMEMENTVWET, TOYR—KMNIED, b T0v %
AU BZ—=Fy MOV—T 0 78T, STV v ZIPT7RLA T
0w 7 (400002475 8) 2 75 A N—k 2w hT—7 L Ui
TE%9, WNET 7 7B A X FTDZ DEREDFEIC DOV TIZ,
[Networking Section (v kU —F> 77 g3)] (AT v 75)

Cloud NGFW for Azure 1.0 264 ©2024 Palo Alto Networks, Inc.



DR

[dditional Prefixesto Private Traffic Range (/' A X— K b= 7 ¢ v i
PHANOBEIMO T LT 0w 7 A) | BBIRBUTLTZE WV,

Cloud NGFW for Azure 1.0 265 ©2024 Palo Alto Networks, Inc.



IR

2023 F-10H D FHERE

BT DK

BHO Azure V) —
Vg YOYR—F

Cloud NGFW for Azure h XD Azure ) — 3 Y THIFHTZE %5 X951k D
i [./fio

* CKEVEES 2
e Jtkg3—mwis

YPR-—FENZV—V 3 vD5EREY A MIDOWTIE,  [Cloud NGFW
for Azure Supported Regions and Zones (Cloud NGFW for Azureh¥ ;R— b
TH)—Varey—) BBRLTLIZEW,

A= R A NN 7
77 A

Tl oL KBTI RAICKD, APIZHH LU TNGFW & )L—)L A

2y P ERBRXUOEHTEEd, TNHDO AP Zffifd2E., 77
Vr—a VERIEY—FR)S—F7 4 DY —)L72i@ U T Cloud NGFW )

V=AW T BT a MO T T ENTEXT, RDOEXIET R—
FENTWBY—)VICBET 3 ERZRLIZEDTY,

T T4 — L Azure 7 TNA X —Z{HH LT, Azure
Resource Manager APl Z{{fHLCA > 7 5
AT TF ¥ MR L X T,

PowerShell Microsoft Azure PowerShell <> KL v k
ZAFH LT, Azure DCloud NGFW % i
LET,

CLI cnsoaxy Rz{df LT, Cloud
NGFW for Azure V V— A ZEH L £ 9,

SDK Python FHODSDK 78w r — I R— b &
NTVWET,

Cloud NGFW for Azure 1.0

266 ©2024 Palo Alto Networks, Inc.


https://registry.terraform.io/providers/hashicorp/azurerm/latest/docs
https://learn.microsoft.com/en-us/powershell/module/az.paloaltonetworks/?view=azps-10.2.0&viewFallbackFrom=azps-10.1.0
https://learn.microsoft.com/en-us/cli/azure/palo-alto?view=azure-cli-latest
https://pypi.org/project/azure-mgmt-paloaltonetworksngfw/1.0.0/

R A
20239 H DFTHERE
Bk DEIK
sson s AT fHEkoDSsor 7' > 7 —7%. Cloud NGFWDAzureth 7 A7V Fog v
O—Z4YRK—k DPalo Alto Networks 71 A 2 < —H R— ki R—2)L 7 hH o> s EFE
R=2Z)VT7Hor | £9, FHICDOWTIX, Integrate Single Sign-on (¥ > 7 )L A >4 > D
rEHET S i EZSBLTLIEE W,

IRTVY T RAAL | TOVY—=RATlE, ROINTV YT RALVDA—=)LT7 RLADY

YDA—=)IVT FL | R—=FENMENTVES, HAXY—YR—FrR—=2)L 7 hoV

ADYR—k ko LAiGIE. Cloud NGFW 7ty b & BT 5 3R— k7 — A&
THI—Y—F, 7hHU MO T AT BDICREDA—IL T R
LADWRET Uz, TOBMBEREIC KD, RDKHICED XTI,

* NIV T RALVDI—Y—Z, BOWAVIN—TH327HhTV
FDTEY FEYR=F T —=RICT VLA LET,

* RBAC 7 7 AHilflE, /87 Vw7 RALVDA—)V DI —
P—ICHO YT CHEHTEET,

* BETHIYV TR RAL YDA —=)UT RUAZEFEDIL——
. o7 DTy bRV R—Fr—RICT IV EATEE
Bho TOMBEZMERT BICIE, STV v T RALYDA—)V TR
VAR DODA——%, 77V RTEHEZHRENDH BT AT MB
LET,

* NIV T RAALVDA—=)VT RLUAZFFOI—F—Icld, A—
IS—A—HP =R AL VEHERRE, FEOou—ILHEDYTEN
EC

* THUYHMIE, RNTVY T RAXLYDA—=)VT RLAZFFDIL—
PN EEDZENTEET, NTU VT RAL VDA
7 RLAZRDA—T—ICX>TT AT Y FIMERENTGEA,
DT ATV MIIST VY I THBHELEEINKT,

Q THYI VM, EHOAXA—)LT7 RLAERNBEDX—)U
7 RLAZFEDOI—Y—RREEIEL LI TEEE

Poo
ROISTVY Y T RAALYDA=)VT RLUANYR—FENTVE
ER
gmail.com yahoo.* hotmail.*

Cloud NGFW for Azure 1.0 267 ©2024 Palo Alto Networks, Inc.


https://support.paloaltonetworks.com/Support/Index
https://support.paloaltonetworks.com/Support/Index

B

live.x outlook.com aol.com
gms.* (gmx.de, icloud.com msn.com
gmx.net, gmx.us)

comcast.net** att.net

Cloud NGFW for Azure 1.0

268

©2024 Palo Alto Networks, Inc.



IR

20238 H DT HEHE

BT DK

— e it Cloud NGFW for Azure D —ffeftic7s b £ L7z, 2OV YU —RIicid,
ZHROEIE, BIND J—2 3 v, BROWERESH] (PAYG) 7 27
V72 aEeETIVOSENEENTVE T,

Cloud NGFW for Azure 1.0 269 ©2024 Palo Alto Networks, Inc.



IR

2023 F-6 H D BT 5

BT DK

NIVAEZZY Y | CloudNGFW 7 7 A 7 4 — )LD ERIRIIE NI VA AT — 2 A Fkhii

7 AT —R A, ZWiERZERRLET, TOBERZHEHLT, 771

7 F — )VOIREEMNIER TRWERRZRE L E T, sHllicDOVT

%, [Monitor Cloud NGFW Health (Cloud NGFWD N\ ZDEAH) | 5
LT 2T,

Cloud NGFW for Azure 1.0 270 ©2024 Palo Alto Networks, Inc.



IR

2023 F-5H D BT IE R

Cloud NGFW for
Azure DFJHH) Y —
A

Cloud NGFW for Azure DD V) — ZIciE. ROBEBENEZEN TV E
9

* VNET BEXUTVWAN -R—ZDT 7 A7 74— 74 X b

* VWAN D>V ZIUNT & I)VFNT, FEIICDNT
. TConfigure Palo Alto Networks Cloud NGFW in Virtual WAN (48
WAN T® Palo Alto Networks Cloud NGFW DF%5E) | ZBIELTL 72
LN

C AYNTYR TIINNTYER, BEUHRE ST 1w 7 ORI

o RU—EM )W—IVARZ v I, TLIT4wIAET Ty
b FODN A7V b, BEUHIHEA TV =27 F OGS

* OFVJRUTZYR—FLTVET,

* HEIAT—I)LOYR—L

* 7MYV RESE

C AVFTIUVETVFIUALIWADT v T T L—FR

C I7ATUF—INIY—=A0a—=) V7w T L—R
* YR— ML AT —TR— FR—2)L

* fHAAFHT—)LDOY KR— I (LocaNGFirewall &
L ocalRuleStacksAdministrator)

Cloud NGFW for Azure 1.0

271 ©2024 Palo Alto Networks, Inc.


https://learn.microsoft.com/en-us/azure/virtual-wan/how-to-palo-alto-cloud-ngfw
https://learn.microsoft.com/en-us/azure/virtual-wan/how-to-palo-alto-cloud-ngfw
https://support.paloaltonetworks.com/Support/Index

HE TR

Cloud NGFW for Azure 1.0 272 ©2024 Palo Alto Networks, Inc.



4 paloalte’

TECHDOCS

Cloud NGFW for Azure O BEFEIDRY

eH

Palo Alto Networks?®Azure Cloud NGFW TlZ. UL RORIHIDORIEMNERENTHE T,

ID

FWAAS-10519

DE

IVFOF T AMICT B &, Panoramad sydogtt— NIt 71
RENFITH, BV T — 7 AR—A I 7R3 ERENE R A,

AR T 70T — 7 AR—R & & &lcsydogZ T 2551, U—E
A=Y —EAR=Z)—FTRELS T AT F— a3 YN—RILE
HLETD,
GOSN —=Z)—T ¢ VT DORETIE, 5z ER L, sydogh—/"D 7S
ANR—RNMPZEMLTHS, iEELA 2 —T x4 AL L Tloopback.3%
IR LU £

FWAAS-9688

Panorama® 7 7 4 )L b )L—)UiZ. Cloud NGFWV V—XIc k> T LEE
ENE T, [Profile(Fa 7 7 A4 )V)]*R[Action (777 > a N EDINT
A—=RIMREFEINFE A, A, 77 a vE[Allow FFNICER
ETBHE, [Deny HERICRD £9, aFrr77u7 7 MV eET %
&, [None(ZzL)ICRD £9°,

FWAAS-7531

AOBEREHEFEX. VY —AADNENICEIDNDET, R> TV—)VA
2oy ZICBHHEN I NS AlREMED D © 9,

FWAAS-7542

PanoramalZ. #1 L < fERKE N7=Cloud NGFW for AzureV) YV — Al aYV 5
VRTAINWARNEDT v T T — " 2HENC Ty 2235 IR0 8
Foo

FWAAS-7547

(TNAAT VT =M &> TIREENS) QosTa 7 7 AL
&, Panoramallk B8 7547 2 AICEKRENDS & ZICHIFRENE Ao

FWAAS-7956

JV—IVA R T 7 AT T+ —)LERI CARTZEG LTV BE5E.
T MmN ERENE T,

s
40

FWAAS-8642

a—b—iIVE KEIHEKT % &, HTTPZS— (503 —/ N5 —
H— ¥ AFHAA]

273



Cloud NGFW for Azure DREHID [ RE

ID

FWAAS-9086

DF={’S

AzureR—Z )LD T T A XY P AT —Z ANHIE. TREMEHRNTRE
NIICY0IFHTENE T,

FWAAS-10195

DNST B F T AN ETICRFC 1918 DT RL A B AT S &
T 7 AT T+ —)VOVERRICKI L FE 9,

PAN-217954

Cloud NGFW for AzureV) ¥V — AhH]& TPanoramall #5535 &£, UV —XZ
M Cloud Device Grouplc B 5Ntz T > T L— ks A2 7 HEHL 7
A R=3C

PAN-217459

Panorama HA R 7 IC K > TE BT N5 Cloud NGFWY V—AIE, & h Y
Z1) Panorama b D) 7 IIVES (T3 A4 TiREL) IK&k->Tr o
T RTFNAATN—=TICERENZeRHOET, 1z72L. o4
1) PanoramaCl3. Cloud NGFWYV ¥V — 3T /NA AL TY AR ENE T,

PAN-217966

BTNAZATN—=TICEAFIv I T RLUATIV—=THEREIN TR
e, RESNIEEAFTIVIT RLATIV—=TDRTELIPT KL AEF
757 RTFNA AT )N—TIEERENTE A,

Cloud NGFW for Azure 1.0

274 ©2024 Palo Alto Networks, Inc.



4 paloalte’

TECHDOCS

Cloud NGFW for Azure TR E 1

]z ﬁ:ﬁ %E\

Cloud NGFW for Azure DZ DV Y — A Tld, ROREIMEIEENE LTz,

FWAAS-3919

O—7)V)b—)V A% v 7 TSR )V— IV ER E N, a3y MRS

HABEMN D B T EDMEREINTVET,

FWAAS-4546 Jb—ibew b Z—0DODBLY MU AMIL—)LZEHIER L TEHIFRE N7z
728, [ CARTCIV—IVEBEIERT % & HUVMEICERD £95,

FWAAS-4767 DNSTaF+ik, 7747 7 —IVOEHLCHLDOE., 77 A7 T+ —
JU ECHFFICERINEE A,

FWAAS-4805 T7AT T+ —=)VDRA N GHES> T T ICRRENE T,

FWAAS-7430 VERRDNSE T ARNCHT LW Cloud NGFW ) Y — 2 BB L &S ¢T3 & ]
FriZERL 9,

FWAAS-7542 Panoramald. #1 L < Ek & 7=Cloud NGFW for Azure!) V — XIC, a2
IRT AN ANEROEF FHICHINC T Y 2T 5D TIEHH EH
Ao

FWAAS-8696 Panoramali 287 75 A 77 > AND A THEIENTE 19 % F TICH DD D %
BEDNH D I,

FWAAS-9041 CNGFW T /31 ZIffifl & N3 Panorama7 > ' L— b T, T34 X H—
a7 7A4)V (LDAP, Syslog7x&) Mo THEMEEXREI NG,

FWAAS-9050 BAICE>TIE. VMY —XT 7 A7 7+ —ILD T A+t > AHPanoramalik
KT TI5AT VADBHIBRENSZ EMH D ET,

FWAAS-9055 759 RTFNA AT I —T4HZEHENS L, CNGFWI L 7R IRAEIC 7%
D . Panorama\DEkih Kb E T,

PAN-217460 Panorama HAXR 7 IC K> TEHINTWVWS 757 K NGFW U VvV — Xk,

Y71 &Z Y Panorama CYIM i ENTWA XS ICHZA ST ENHDFET, 272

275



Cloud NGFW for Azure TR & N 7-RiqE

ID aEait
L. A4 <VPanoramaTld. 757 K NGFW V)V — A3 HERHiEH & £or
TNET,

Cloud NGFW for Azure 1.0 276 ©2024 Palo Alto Networks, Inc.



	Cloud NGFW for Azure 1.0
	Table of Contents
	Cloud NGFW for Azure の使用を開始する
	Cloud NGFW for Azure
	Cloud NGFW コンポーネント
	Cloud NGFW for Azure サポート対応リージョン
	Cloud NGFW for Azureの制限と割り当て
	ローカル ルールスタック ポリシー管理
	ネイティブポリシー管理(ルールスタック)
	Panoramaポリシー管理
	Azure PerformanceのためのCloud NGFW

	Cloud NGFW for Azureの価格
	高度な脅威保護、高度な URL フィルタリング、高度な Wildfire アドオン
	WildFire と DNS セキュリティ アドオン
	Panorama 集中管理アドオン
	Azureネットワーク料金
	クレジット使用量と使用状況の可視性


	Cloud NGFW for Azure 無料トライアル
	Cloud NGFW for Azure を始める
	AzureユーザーのCloud NGFWロールの管理
	シングルサインオンの統合
	サードパーティIDプロバイダ(IDP)を有効にする
	SSOログインの確認
	Azure Marketplaceを使用して、ドメイン以外のユーザー向けにSSOとCSPを統合する
	Azure Marketplaceを使用して、ドメインユーザー向けにSSOとCSPを統合する

	Cloud NGFWの状態を監視
	ヘルスモニタの状態

	サポートケースの作成

	Cloud NGFW for Azureをデプロイする
	vNETにCloud NGFWをデプロイする
	vNETへのCloud NGFWのデプロイメントを確認
	既存のファイアウォールを編集して、RFC 1918 以外のサポート用のプライベートアドレスを追加する
	既存のファイアウォールを編集してプライベート送信元 NAT を有効にする
	vNETデプロイメント後の設定例
	ルールスタックを作成または更新する
	FQDNリストを追加する
	ルールを追加する
	送信元および宛先の NAT ルールの設定
	ログの設定。
	ネットワークセキュリティグループの更新
	vNETピアリングを構成する
	クラウドNGFWを介してトラフィックをルーティングするルートテーブルを追加する


	vWANにCloud NGFWをデプロイする
	vWANへのCloud NGFWのデプロイを確認
	vWANデプロイメント後の設定例
	デプロイメント後
	ルールスタックを作成または更新する
	Cloud NGFW上の送信元/宛先NATルール

	ロギングの設定
	仮想WANへの仮想ネットワーク接続としてのアプリケーションvNETの追加
	vWANハブのルーティングインテントとルーティングポリシーの設定




	ルールスタックを使用したCloud NGFW ネイティブ ポリシー管理
	Cloud NGFW for Azure のルールスタックとルールについて
	Cloud NGFW for Azure でルールスタックを作成する
	Cloud NGFW for Azure のセキュリティルールオブジェクト
	Cloud NGFW for Azure でプレフィックスリストを作成する
	Cloud NGFW on Azure の FQDN リストを作成する
	Cloud NGFW for Azure に証明書を追加する
	Cloud NGFW for Azure でセキュリティルールを作成する
	Cloud NGFW for Azure のセキュリティ サービス
	IPS とスパイウェアの脅威からの保護
	マルウェアおよびファイルベースの脅威からの保護
	Web ベースの脅威対策

	Cloud NGFW for AzureでDNSセキュリティを有効にする
	Cloud NGFW for Azure でのアウトバウンド復号化の設定
	Cloud NGFW for Azure でインバウンド復号化を設定する

	Panoramaポリシー管理
	Panorama統合
	Panorama統合の前提条件
	Cloud NGFWをPalo Alto Networks管理にリンク
	クラウドデバイスグループの作成
	Cloud NGFWを作成する登録文字列を生成し、Azureにデプロイする

	Cloud NGFW ポリシー管理に Panorama を使用する
	クラウドデバイスグループの追加
	クラウドデバイスグループの削除
	ポリシーの適用

	Cloud NGFW for AzureでユーザーIDを有効化する
	制限事項

	オンプレミスサービスのサービスルートの設定
	ポリシーでのXFF IPアドレス値の使用
	Cloud NGFWのログとアクティビティをPanoramaで表示する
	Cloud NGFW ログをパノラマで表示する
	ACCでCloud NGFWアクティビティを表示する


	ロギング
	Cloud NGFW on Azure のロギングの設定
	ログ タイプ

	Cloud NGFW for Azure トラフィック ログ フィールド
	Cloud NGFW for Azure 脅威ログフィールド
	Cloud NGFW for Azure 復号化ログフィールド
	ログ設定を有効にする
	ログ設定を無効にする
	Cloud NGFW for Azureでアクティビティログを有効にする
	クラウド上の複数のロギング宛先 NGFW for Azure
	ログ分析ワークスペースとPanoramaでトラフィックログを有効にする
	ログ分析ワークスペースでトラフィックログを有効にし、Panoramaで無効にする
	ログ分析ワークスペースでトラフィックログを無効にし、Panoramaで有効にする
	ログ分析ワークスペースとPanoramaでトラフィックログを無効にする
	ログ分析ワークスペースでトラフィックログを無効にし、PanoramaとSyslogで有効にする

	ログを表示する
	ファイアウォールリソースの監査ログの表示
	リソースグループの監査ログを表示する

	新着情報
	2024年6月の最新情報
	2024年5月の最新情報
	2024年3月の最新情報
	2024年2月の最新情報
	2024年1月の新機能
	2023年12月の新機能
	2023年11月の新機能
	2023年10月の新機能
	2023年9月の新機能
	2023年8月の新機能
	2023年6月の最新情報
	2023年5月の最新情報

	Cloud NGFW for Azure の既知の問題
	Cloud NGFW for Azure で解決された問題


