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— Iy yE
MPZ 7z | DPIC #5¢
MPZE 721ZDPR v R&ZEIERT AICE, LLFDa~xy REFEITLED,
kubectl get pods -n=<namespace>
MPZ 72 1E&DPR v RIcHE#HT 2I1cid. LLFOIAY REEITLETD,

Kubectl -n kube-system exec -it <mp-pod-name> -- su admin

Kubectl -n kube-system exec -it <mp/dp-pod-name> -- bash
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Pod LA FDL T — CEBRO T IVICKIM LU XS

x500: NIHZRERAIC K> TEAL S NIREAE (FICHRA T4 TIA T LI AD K8 VT AZ—TH
5N %)

ITARCDT—Hh— /—RT, TIItDA A= VRY VU Tletc/docker/daemon.json’z B #HT L %
3, daemonjson” 7 A IVIMFIE LIV EIIER L X T

root@ctnr-debug-worker-2:~# cat /etc/docker/daemon.json { "insecure-
registries" : ["docker-panos-ctnr.af.paloaltonetworks.local",
"panos-cntr-engtools.af.paloaltonetworks.local",
"docker-public.af.paloaltonetworks.local", "panos-cntr-
engtools-releng.af.paloaltonetworks.local", "docker-qa-
pavm.af.paloaltonetworks.local"] } root@ctnr-debug-worker-2:~#

J< > R"systemctl restart docker.service" CDockerz FitcH) L £ 97,

CNY—ZXD LTI a—T4 7 7 ©2024 Palo Alto Networks, Inc.
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MPIXREEHIRRED L £ T

DURZ2HEsR LT TEE W,

1§87 Y —Z(/— RIAEVICPUIIMPR Yy RTHATEET, UFDa~xy R &R
THETHALTEET

kubectl -n kube-system describe<mp-pod-name>

2. PV(PersistentVolume)ld, Y —/NA ML —V 17 S AREREICE>T TRy a =7 Eh
Too FREBANL—Y 0S5 AZFHLTEHMNICTOEY 3 =2 TENE I TAZNDA
L—YT9, nodel [FfkD 7 5 A ZNDY) YV —A T, PersistentVolumeClam(PVC)ix. PV
HHFTE2A—VICKXBMEERTH S,

PVCIZPVIZ/INA >~ RENE T (kubectl -n kube-system get pvc), &9 ThRWES
. UTFOax Yy RzFITLT0Wa H0pveszHIBR L £95

"kubectl -n kube-system delete pvc -1 appname=pan-mgmt-sts-
<whatever>"

3. pHIZT 4 L7 B Y (/mnt O RO pan-locall, pan-local2, pan-local3. pan-local4. pan-
local5, pan-locale) Y, A>T LI A &y b7y THODER EE 2DDT—H— /— RIcfE
MENTWENE S W 2R L XTI,

/mnt®d FDPan-1locall, Pan-local2. Pan-local3. Pan-local4. Pan-
local5. Pan-local6ld. BIRY 2 —L 70y g =V I3 EH D 4
Ao MPOVRAIRAED £ TR BRI D1DIE, AWSEKSTEBSCS R 1 /30 A
DMEIRNT LTI, EBSCI RTA NI T AR THMIE>TWVWB T L2l
WL, O—J)LRHEREL, VSAZDTUNA R RRET 20EAH D ET, 3L
{1&. Amazon EKSY R4 > & L TPDAmMazon EBSCSI K F A4 /\—DEFESBIE L
TLIEEW,

4. T —h"pan-mgmt-sts-0": pod has unbound immediate PersistentV olumeClaims'exec"kubectl
get pves-o wide' & "kubect! get pv -o wide' DI, EDpveh 31 2 RITKRIRL e ah b £
ER
fRERIE. < > Rkubectl -n kube-system delete pvc/<pve-name>Zz (i L C iy WPV CZ HilBR
T2 JU—=VTwTTBILTY, PVC. PVEIANTHIBRL XS, HiLWLPVZET 7 aA
L. MPZT7 71 L%,
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" k8 describe pod <mp-pod>" MWL FTLT—7 7 b LTZGEIEPVIMERE N TWVWS T &z 1
muL“C T2V, TEENTWARWIEAEIE. pan-cn-pyv-local.yamlz 7 704 LE 3 (7«4 L7
MUDNREETN TV S/ — R 2 ),
"R R"pan-mgmt-sts-0" D" VolumeBinding" 7 « )LV X — 574 >Ry RIINA Y RER
TR PersistentV olumeClaims
& FailedSchedulingh & D % 9" <unknown>3K v K" pan-mgmt-sts-0" D" VolumeBinding" 7 «

WA= TS5TA4 0 2FITLTWVWETIHIIVE ATV a—F: Ry RIZ@ENA Y RENTWi
U PersistentVolumeClaimshd D £ 9
6. lnehru@lnehru-parts-vm:~/cnvl/Kubernetes/pan-cn-k8s-daemonset/eks$
k81 pan-mgmt-sts-0

12-22-2021 11:34:36.961697 PST INFO:Pan0S/N—3>/10.1.3-c47

12-22-2021 11:34:41.335521 PST LT — D Ff 72549 2 EH I > 7 F :pansw DEENI I L
FL7z:2
" pan-cn-mgmt-configmap.yaml" ICAEDEMN RN EDREIZ EEZ 5N E T,

CNYY—ZD RS T a—T 4 5 9 ©2024 Palo Alto Networks, Inc.



CNYY—ZX "I T)a—T47

MP/R 7 Z w2 a LT %

MP)L— Ry 4 > U TivarlcoresicBEIL., 75w a2 L TWb 7Ot A%MERELE T,
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KEMPOH FICLL RO T —WNERENET

TSN ADBFFERICKL K L72:CSPY—/S\—A\DEERDIEFITRB L E L
DUR7ZHERR LT TEE W,

1. "Pan-cn-mgmt-secret.yaml"iZ, LA RD2DD T ¢ —)U RELFOE LWEZFFOREND O F
3, CN-SERIES-AUTO-REGISTRATION-PIN-ID: "<PIN 1d>"
CN-SERIES-AUTO-REGISTRATION-PIN-VALUE:"<PIN-Vaue>"

2. FELOMEMIELITNUE. CSPHh5PINID & VaueD BHRIHARM N TWianC L 2R LET

CNYVY—AXD NI TN a—T427 11 ©2024 Palo Alto Networks, Inc.
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M PAYPanorama\DEzkc 2B, & 721 EMP CommitAll D
I

1. MP/H¥/ping Panorama IPICEFETE 2 Z & 2R LE T, /ST U v T 757 KD
A Panoramak K8s7 7 A X MDA EIMMCT B ledIichBiatF 2V 74 KUY —D5k
ﬁé’f’lflﬂ% (@ &%Eﬁmubia—o

mpica A4 > LET !

e 1. Kubectl -n kube-system exec -it <mp-pod-name> -- su admin
2. Panorama®IP7” R L A7z HS9 % 7z I "Panoramad A 7— 2 A= KR %"

3. ping’k A b <panoramarip>
4. pingB I X, LURORGEICHERE T

2. mgmt-secret.yaml TSNS 7 — h XA b T v TEEEEF—H Panorama llf#(E L. ARIHHRAY)
NTWiEWT L 2R L E TS
1. bootstrap-auth-key 7 il 9™ % 1 1d. Panoramalc @ %'+ > L C < 2/ R request bootstrap vm-

auth-key show" ZZ T L £ 9 (ZDax Y FIZARYINTIEZEL, BTHAIENDH D X
9)

2. HTIERWIEEIE . "request bootstrap vm-auth-key generate lifetime 8760" 7 fifi fl L TA:h%
L. pan-mgmt-secretyaml CHEHT L X, 9 XCTDyaml Z7 > 7S+ L, PV, PVCE TV
7LUTHT 7 OA LET,

3. mgmt-configmap.yaml TR%E N7z DG, TSBEX UL 7 Z— J)L—TF(CG)D AN)VHHE >
TWVWiEWNWZ &, BXUPanorama THREB LTI Y FENTWVAZ 2R L £ T,

4. mgmt.yammgmt.yaml D il pan-mgmt-configmap & secret yamls/iy 7 7 H A TN T W5 T & 72 TilEqR
L %9, mgmt.yammgmt.yaml D ij I pan-mgmt-configmap & secret yamls/» 7 7 1A N TV 5 T
MR LE T,

3. "show jobs all" 35 X U"show job id"<id>D < > RZ{fif] L TMP _E® Panorama h* 5 D commit-
al DI UIeh E 5 2R L. KO A #EZT#EE L CPanorama DREIC 75 E IE 72 i
Z. SN TZIa3y MEHNCHERITLE T,

6. Panoramai% & H¥"show config pushed-shared-policy" OMPIC 7"y ¥ 2 TN E T

7. cmd"debug tac-login response” & A JJ L Crooth* 5 Panorama b M configd.logZ & L. MP>U 77 )L
FTUN=THRLX T, EHAROBANERENE T,

vi /var/log/pan/configd.log
il

2021-03-15 14:19:49.213 -0700 Error:

pan _cfg bootstrap device add to cfg(pan cfg bootstrap mgr.c:4085):
bootstrap: template stack cnv2-template-stack

not found, serial=8CABD801686AD2021-04-15

14:19:49.213 -0700 bootstrap: candidate cfg ch Error:

CNY Y —ZD RS DI a—F g 12 ©2024 Palo Alto Networks, Inc.
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pan cfg bootstrap vm auth key verify(pan cfg bootstrap mgr.c:3822):vm auth k
923688689426978L vm_auth key invalidDWHEDOMND FHATLT,
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CommitAllADIMPCHECE L 751

CommitAllDY 5 TN ARy 7 [ACTDIREEN £ 5 A Panorama CHRGEE L £ 95

MP& Panorama® [E D 3 U — 7 Hztsi ORTEDNEK THAT 2 alaetENH b X9,

LabTld. MP/worker-node& Panoramaz [f] UY 7 % v MCEL T & T OB ENE T,
RCDOREIC Y72 % & LU T DPanoramal 7 W R 5 N E F

2023-01-19 09:13:51.788 -0800 Error:

device needs bkup(pan bkup mgr.c:323): failed to check out /opt/
pancfg/mgmt/devices/8B8AESCB506CFO9/running-config.xml 2023-01-19
09:13:51.938 -0800 Panorama push device-group cn-dg-12c13c51-1

for device 8BBAE8CB506CF09 with merge-with-candidate-cfg include-
template flags set.JobId=50860.User=pano rama.Dequeue time=2023/01/19
09:13:51. 2023-01-19 09:13:52.812 -0800 Preference list thread was
spawned to send to device 8BBAE8CB506CF09 in group CG 2023-01-19
09:13:52.812 -0800 Preference list thread was sent to device
8BBAE8CB506CF09 2023-01-19 09:13:52.813 -0800 DAU2:Will clear

all addresses on dev:8B8AE8CB506CF09.2023-01-19 09:14:35.061

-0800 Error: pan_conn _mgr callback expiry async(cs conn.c:8781):
connmgr:Expired Request. entry:916, msgno=3

devid=8BSAESCB506CFO9 2023-01-19 09:14:35.061 -0800

Error: pan conn mgr callback expiry async(cs conn.c:8781):
connmgr:Expired Request. entry:916, msgno=6

devid=8B8AESCB506CFO9 2023-01-19 09:14:35.061 -0800

Error: pan _conn mgr callback expiry async(cs conn.c:8781):
connmgr:Expired Request. entry:916, msgno=4

devid=8BBAESCB506CFO9 2023-01-19 09:15:05.060 -0800

Error: pan _conn mgr callback expiry async(cs conn.c:8781):
connmgr:Expired Request. entry:916, msgno=0

devid=8B8AESCB506CFO9 2023-01-19 09:15:05.060 -0800 Error:
pan_conn_mgr callback expiry async(cs conn.c:8781): connmgr:Expired
Request. entry:916, msgno=5 devid=8BSAES8CB506CFO9 2023-01-19
09:15:05.060 -0800 copy-lcs-pref-list:Response Processor: copy

lcs pref job received response from device 8B8BAE8CB506CF09 of
cookie 2407.BHED YV v F—132408T9, 4%:1 2023-01-19 09:15:05.060
-0800 copy-lcs-pref-list: L AR ATt v : copy lcs pref jobid
27w F—24080D 7 7\1 A8BSAESCB506CFO9M 5 )HE =32 THLD £ Uiz, HfE
D7y F—1324087T9, 4%:1 2023-01-19 09:15:05.060 -0800 Error:
pan_async_copy lcs pref list result(pan _comp collector.c:2761):2023-01-19
09:15:05.060 -0800 copy-lcs-pref-list:Failed to

receive response fro m device 8B8AE8CB506CF09.Error

- time out sending/receiving message Error:

pan_async_copy lcs pref list result(pan _comp collector.c:2761):
copy-lcs-pref-list:Failed to receive response from device
8B8AE8BCB506CFO9.Error - time out sending/receiving message
2023-01-19 09:15:08.545 -0800 connmgr: received disconnect cb

from ms for 8B8AES8CB506CF09(1020484) 2023-01-19 09:15:08.545

-0800 connmgr: connection entry removed. devid=8B8AE8CB506CF09
sock=4294967295 result=0 2023-01-19 09:15:08.545 -0800 Handling
device conn update [disconnection][activated:1] for 8BS8AE8CB506CF09:
"server: client is device" 2023-01-19 09:15:08.545 -0800 Error:

CNY Y —ZD RS DI a—F g 14 ©2024 Palo Alto Networks, Inc.
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pan_bkupjobmgr process async result(pan bkup mgr.c:208):Failed

to receive response from device 8B8AE8SCB506CFO09.Error -

failed to send message 2023-01-19 09:15:08.545 -0800 Error:
pan_async_lcs pref list result(pan comp collector.c:2681): lcs-pref-
list:Failed to receive response from device 8B8AE8CB506CF09.Error
- failed to send message 2023-01-19 09:15:08.546 -0800

Panorama HA feedback:8B8AE8SCB506CFO9 disconnected 2023-01-19
09:15:08.547 -0800 connmgr: connection entry removed.
devid=8B8AESCB506CFO9 (1020484) 2023-01-19 09:15:41.212 -0800
Warning: reglster ext_validation(pan_cfg mgt _handler.c:4418):
reg: device '8B8AE8CB506CF09' not using issued

cert.2023-01-19 09:15:41.213 -0800 Warning:

pan cfg handle mgt reg(pan cfg mgt handler.c:4737):SC3: device
'8BBAE8CB506CFO9' is not SC3 capable 2023-01-19 09:15:41.213
-0800 SVM registration.Serial:8B8AE8CB506CF09 DG:cn-dg-12c13c51-1
TPL:cn-tmplt-stk-12c13c51-1 vm-mode:0 uuid:4b96eccd-9d66-43bl-
a3f3-2318f3e5b2fd cpuid:K8SM P:A6D64F:8410079617204080582:

svm id:2023-01-19 09:15:41.213 -0800 Error:

pan_cfg bootstrap device add to cfg(pan cfg bootstrap mgr.c:4020):
bootstrap:8B8AESCB506CFO9IZE Icmgd T/ \A ZITBIENTWET

CNIYVY—ZD ST a—F 45 15 ©2024 Palo Alto Networks, Inc.
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DPR v RiFMEEF F i3 a7 FHER T D IREE CHEHE:
SNET

IFOaxy REEITL, ZTNZFNoaxy FROMNGEEREN TSI —%MER L., BIEL
EJC

1. Kubectl -n kube-system describe pod<dp-pod-name>,

IRy RO—EELTUTNTDII—NERINELEIE. 5I&HECNIT T 2
L. CNIDRIVFZZAZMEH L TWENE S EER L TLIEEW,

MountVolume.SetUp failed for volume "pan-cni-ready" : hostPath
type check failed: /var/log/pan-appinfo/pan-cni-ready is not a
directory

Kubectl -n kube-system logs <dp-pod-name>
kubectl -n kube-system describe pod <cni-name-on-same-node>
Kubectl -n kube-system logs <cni-name-on-same-node>

DUFD & 9 Ickubectl CNID T Z 72 LB 55108, %/ — R TCNINFITENTWA T L 2R L
TLIEEV, (GKEZ T AZTIE, T74IVFCNIZFEITT S0k y b T—27 R —%
BT BRENDH D ET):

08-18-2022 23:55:07.397661 UTC DEBUG:PAN CNI config:

{ "name": "pan-cni", "type": "pan-cni", "log level": "debug",
"appinfo dir": "/var/log/pan-appinfo", "mode": "service",
"dpservicename": "pan-ngfw-svc", "dpservicenamespace":
"kube-system", "firewall": [ "pan-fw" ], "interfaces":

[ "etho" ], "interfacesip": [ "" ], "interfacesmac": [ "" ],
"override mtu": "", "kubernetes": { "kubeconfig": "/etc/cni/
net.d/ZZZ-pan-cni-kubeconfig", "cni bin dir": "/opt/cni/bin",
"exclude namespaces": [], "security namespaces": [ "kube-

system" ] }} 08-18-2022 23:55:07.402812 UTC DEBUG:FWH—E X £—

R TCNIZZ 7H, Bypassfirewallid7” 7V —r 3> Ry RTCAMETEZE
9°08-18-2022 23:55:07.454392 UTC CRITICAL:MultusZz7<JA<VUCNI& L TH
Hi(CONF file 00-multus.conf);non-Multus®CNIN 7T+ <V CNIIC/ B D&
¥, root@manojmaster:~/pan-cn-k8s-service/native#

o~ 0D

PO T —NERENZEFIZ. MultusD 7 > F 7oAz L. TDOCNIEDPSHT 7T A
ENTWVWBT—H—/— FH500-multus.conf? 7 L IVEHIERL TL EE W

root@manojworkerl:/etc/cni/net.d# pwd /etc/cni/net.d
root@manojworkerl:/etc/cni/net.d# rm 00-multus.conf

CNIYVY—ZD ST a—F 45 16 ©2024 Palo Alto Networks, Inc.
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M P:Panorama® i Fiill/ A 7 — X AMER T NEW

admin@PA-CTNR> show panorama-status admin@PA-CTNR> [root@PA-CTNR / ]
# cat /opt/pancfg/mgmt/bootstrap/init-cfg.txt.20210527 type=static
netmask=255.255.255.0 cgname=CG tplname=10 3 252 62-CNv2 ip-
address=10.233.99.17 default-gateway=10.233.99.1 dgname=10 3 252 62-
CNv2 panorama-server=107.21.240.64 hostname=pan-mgmt-sts-0 vm-auth-
key=158251502922307 [root@PA-CTNR / ] #

1. pan-cn-mgmt.yaml D741 pan-cn-mgmt-configmap 7 7 H A TN TS AREMEDH D £

2. pan-cn-mgmt-secret7 7 H A A > MO ATHEN: (bootstrap-auth-keyHY'0" TUi E % 7z HIH L
TWAAHEMESD D) —Panoramal HESAEF—ZHIBR L T'0" CTIAX S50V K S ICHEMER L T
{IEEW

fRET 21iE. MPET V77 aA L. PVCEPVEHIBRL. mp-configmap’ HET 701 L7z
%. MP&T 7014 LET,

HELMF+—hZ2EH LT 7aA 3555

C OMERRRT 5121E. HELM Fv—r 2727 7aA L. CNZ U —XDOPVC/IPV ZHIFRL
ThH, HELM ZRETF 7oA LET,

CNY—ZXD LTI a—T4 7 17 ©2024 Palo Alto Networks, Inc.
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PanoramahI MPZEFNE T INA A L TR RLTWVE

T

1

MPEDPDEICSWN— 3 U TH BT L EMERL T T, HUN—T 3 VTlaE0NWY
&0 MPED'KSa /s —a s 2L ES,

2. mgmt-dot-crd& mgmt-slot-cr.yaml /37 701 TN TV B %6,

Z DDPHWVT N DMPICH L TIPSeczfifiiz L T A Grootz flfio TMPIC 74 > L, O
< > R"ipsec status' Chaa L £ 9%

AutoCommit & CommitAlllZ, T DDPHEER TN TV AMPEREHIEL TW5IET T, 5T
RV EIE. CommitAll & 7z dAutoCommit DRI U 72 B ZMPTHERE L. Z4UT)S U TELE
LEd, LEOFNE (MPAPanorama\D#EFICHKINT 5. F72IEZMP CommitAllD ) #5
MMUTHIRL T TN,

- admin@pan-mgmt-sts-0> debugNiih 1 > X —T 21— AZ T NTHRKR>A VR —T 12— AREZ

FBRTDZBEDRHDET, BERENGEWVEEE. 7L —F AZ v IHADGTERREN T

CNYY—ZXD RS T I a—F 15 18 ©2024 Palo Alto Networks, Inc.
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BT eEMERELTLIZE, £z, K8SNetwork-templatelc 1 > X —T7 = —ADRENH 5 T
MR L TLIEE L,

Device Group

Mame | cn-dg-6b99519-1|
Description

Parent Device Group | Shared

Devices FILTERS P 2i

MAME
[] Device state

[] Connected (2) B pan-mgmt-sts-0
[] platforms B pan-mgmt-sts-1
[] PA-CTNR (2)
[ ] Templates
[[] en-tmplt-stk-6b9961F9-1 (
[] Tags
] HA Cluster ID
[] HA Cluster State
] HA Pair Status

Select All Deselect Al | Group HA Peers L Filts

o User |D Master Device Cloud Identity Engine D REFERENCE TEMPLATES
None [ en-tmplt-stk-6b996119-1

() Add

6. DPIC4GIgA B BB BEE. ngfwyaml 7 7 A )V EF v 7 A4V L TLEE W,

7. 2= R"masterd al status' 7517 L T masterd all processh {1 E N T 5,

8. "Ps-aef"BIfF LTV 5 T AR L 95

9 LTFoaxy RO NIZHEREL, DPARY FD¥RLT—hH 250 E I M 7ZetEi LEd:

"kubectl get panslotconfigs -n kube-system --insecure-skip-tls-
verify -o yaml"
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DPAHw FDBFRICHKML TWVWEKT

1. pan-cn-mgmt-dot-cris X Crerdyamls 7 704 ENTWA Z L 2R L £ T,

2. [root@rk-cl3-master-1 native-2]# k8sys get PanSlotConfig NAME AGE
pan-mgmt-svc-2-slots 13s pan-mgmt-svc-slots 11d [root@rk-cl3-
master-1 native-2]#

3.

[root@rk-cl3-master-1 native-2 ] # k8sys get crd | grep
pan NAME CREATED AT panslotconfigs.paloaltonetworks.com
2022-11-10T04:18:13Z [root@rk-cl3-master-1 native-2 ] #

11-21-2022 20:54:31.783302 UTC INFO:Masterd Started 11-21-2022
20:54:40.050008 UTC INFO:IPSec up-client event with 169.254.202.2
11-21-2022 20:54:40.121502 UTC INFO:Calling dp slot register
script 11-21-2022 20:54:40.323061 UTC WARNING : #&fig iR : #Efm AV C
ETTVER A, PanoramaDREN Ty a2 SN TWVE A, pan taskHPETE
NTVEHA, 11-21-2022 20:54:40.486734 UTC INFO:Strongswans —
EUHEH), management plane(BEH 7L —> - MP)ICEEL LS LTV
%....11-21-2022 20:54:41.623966 UTC INFO:management plane(E¥E
TL— - MP) DML S NE Uiz, 11-21-2022 20:54:42.700770 UTC
ERROR : &5/ P& ERIC KA L £ L7 :USER 11-21-2022 20:54:42.818729

UTC WARNING: dpAm™w hDEFICKIL X L7z, Retrying a few times
11-21-2022 20:54:44.265372 UTC ERROR:Xf&x/FXERICRIL % U7z 1 USER
11-21-2022 20:54:45.759982 UTC ERROR: &g/ e iRIC R L £ L7z USER
11-21-2022 20:54:47.256744 UTC ERROR:%&&k/FHEiRICHAL L E L7z :USER
11-21-2022 20:54:48.768491 UTC ERROR: % &%/ FHEtEkic M L & L7z :USER
11-21-2022 20:54:50.272969 UTC ERROR:%&Ex/ e EkIc R L £ L7z USER
11-21-2022 20:54:51.390138 UTC CRITICAL:MPN\DEGRICKHLE LTz, DP%
Yy MUV LET
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"k8 get pods -n kube-system" #1795 & MP/IDP/CNIKw RA
RNRENEHA

1 "ayaml"HBF 7O A TN THEWTZE | "Service-account" HIWERK & LTV W ATREME 2 FRE L
EJC

2. mpY—E A< R'k8 -n kube-system get sve" Z il L TEITEINTVWAE T L ZERLE
ER

3. "k8 -n kube-system get sts" & "k8n -n describe sts/pan-mgmt-sts' D I > RZ#HH L TmpA7— b
Ty RHRFEITENTWVS T LR L I —pvapvic @RS T S NnE T
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CNYY—ZX "I T)a—T47

Y7 7TV — gy Ry RO DNST T2 v T
MDPI 7 7 A4 7 % — VR TEEINEZW

L 4 RCOT—H— ) — FARNS AN — IV DA =T 3 VR IHT LT B R L E S (I
R "kubectl get nodes -o wide'" % i)

testinks-test-181:~4 kBgetnodes

NAME STATUS  RILES AGE  VERSION INTERNAL-IP  EXTERMAL-IP B5-IMAGE KERNEL-YERSION

ip=12=12=12=23.ec]. intermal Rendy EnoneEs 14% vl. 19, G=pks=20ab:0 12.12.12.23 3.239.70. 168 Amaros Linux 2 5, 4.9547.163.ann2 . xB6 64
tedtimkci-teat-18010~%

2. (CNv2DOH) EF a7 7SV Ry Ric"wlan"f > Z—T 2 —ADMERE N, T Dvxlant
RB—T 2 —RA%ENLTT74HIVE V= EDMERENTOENE I DR L ET,

root@vn-cll-masterl:~# kBgetpods

MNAME READY  STATUS RESTARTS  AGE IP NODE NOMINATED NODE  REAL
Lighttpd-dep-68bbET4fbb—wwx24 1/1 Running @ 3d28h  19.233.124.128 wvn=cll-workerd <none> “nan
wrk2-55f6f4ffa5—bwrh2 1721 Running @ 3d2éh  18.233.87.141 wn—-cll-worker?  <=none= =non

root@vn-cll-masterl:~# kB exec -it Lighttpd-dep-68bb6T4Tbb—wwxid4 -— bash

root@lighttpd-dep-6Bbb6T4Tbb—wwr2d: /# ip Link Show

1: lo: <LOOPBACK,UP, LOWER_UP= mtu 65536 gdisc nogueue state UNKNOWN mode DEFAULT group default glem 1808
Link/loopback @0:20:00:00:90:80 brd B0:90:00:00:00: 00

21 tunlB@NONE: <NOARP> mtu 14808 gdisc noop state DOWN mode DEFAULT group default glen 1080
Link/ipip 8.8.8.8 brd 2.9.0.0

d: ethBd@ifl15@8: <BROADCAST,MULTICAST,UP, LOWER_LUP> stu 1588 qdisc noqueue state UP mode DEFAULT group default qlen 1808
Link/ether Se:c5:45:88:b6:07 brd f:ff: 70721 Link=netnsid @

5: wxlan@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1458 gqdisc noqueue state UNMMNOWN mode DEFALULT group default qlen 1888
link/ether S5e:c5:45:08:b6:07 brd ff:ff:fFiffiff:ff

root@lighttpd-dep-6BbbET 4T bb—wwr2d: /@

root@lighttpd-dep-68bb6f4fbb-wwx24:/# ip r
default via 169.254.1.1 dev vxlan®

10.233.20.139 dev eth® scope link
169.254.1.1 dev vxlan@® scope link
root@lighttpd-dep-68bb6f4fbb-wwx24: /# |

3. DPHETHTIPSec Z i LT MPICHER SN T WA ESHh, DPIT 77« TIFETHIE
IMPSec B T LTV AW EIERLET
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4. DPEEIZAFFEIRGE U CLENAE I — RV R, £7213 7 9 A Z Panoramall ki S N iz
T72DICDPT A AR LU TV B D 2R L ET-k8T T T A

testi@mks—test—-181:~% kBl pan—ngTw-dep—694 797597 Cc—dcxky

B3-38-2021 16:58:19.997929 UTC INFO: DP container starting running Pan05 version 18.1.8-c289.dev_s_rel

83-30-2021 16:58:20.048545 UTC INFO: Starting DP in kBs—service mode.

RTMETLINK answers: Network is unreachable

RTMETLINKE answers: File exists

83-39-29021 16:58:208.645946 UTC INFO: CPU pinning 1s not enabled for the pan_tasks

@3-38-20821 16:58:21.187358 UTC DEBUG: Using network namespace nspan-fw.

B83-39-2021 16:58:21.729211 UTC DEBUG: IPsec nat port range 1s not specified in configmap, defawlting to port 4584.
2821-83-38 16:58:25.131 +@8@@ Changing python default from MONE to fetc/masterd.d/runtime/default.py

B3-30-2021 16:58:25.6@86757 UTC INFO: Masterd Started

B83-39-2021 16:58:26.646989 UTC INFO: Strongswan daemon is up. Trying to reach Management Plane..

83-30-2021 16:58:34.6209870 UTC WARNIMG: Readiness: Mot Ready. Panorama config is not pushed. pan_task is not running
83-39-2021 17:01:33.068768 UTC INFO: IPSec up-client event with 169.254.202.2

@3-38-2021 17:81:33.118831 UTC INFD: Calling dp slot register script

B83-39-2021 17:91:33.624694 UTC INFO: Successfully registered with MP (slot s6). Triggering sysd daemon connect...
83-39-2021 17:81:33.982B67 UTC INFO: sysd daemon connect event done

B83-39-2021 17:81:34.339245 UTC INFO: Management Plane comnectivity established.

83-39-2021 17:81:36.281567 UTC INFO: DP Container bringimg up rest of the services.

83-30-2021 108:01:54.575489 PST WARNIMG: Readiness: Mot Ready. Panorama config is not pushed. pan_task is running.
B3-39-2021 108:82:36.993758 PST INFO: Port configuration received.

@3-39-2021 19:82:38.113636 PST INFD: Phase? commit succeeded with port config.

83-30-29021 18:82:38.572140 PST WARNIMNG: Readiness: Ready now. Panorama config is pushed. pan_task is running.
@83-38-2021 14:81:48.157911 PST CRITICAL: Failed to obtain license in predefined time.

B83-30-2021 14:01:48.285252 PST CRITICAL: The system is toggling loopback state due to license fail.
test@mks-test-181:~%

3. Panorama®kubernets 75 7'+ > OFEAE I — RHOHRYINIC Iz > TWiERWHO EREER L £ T
admin@Panorama> request plugins kubernetes get-license-tokens

YF VT YT ATV T g wildfire, FEGE. DNS, URLT ¢ )V 2 Y V5
FRRE I — R D& A 7 SW-NGFW Credits

ARGE 11— R:D2962989

ARHARR: 7 L

A EhHARR: 2022412 H 31H

1T S N 7zvCPU:50

7 A AECPU:0

8171 H:20224E12H 31H
admin@Panorama-49.88>
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6. ngfw-svc.yamlA3CNIyaml 7 7 1 JVDFHIC T 78 A T4, NGFW svcld Clusterl PAYE| D 24T 5N
FITENTVEEI MR LE T,

before pan-cn-mgmt-slot-cryami:

ubectl apply -7 plugin—s&ryicescesunt . paml
bub=ctl apply -f pan-cni-servicesccount.yanl
mubpctl apply =f pan-mget=-48 FVicEaccount, yaul
mubsctl apply =1 pan-cnl-cont Lomag. yaml
kubectl apply —T pan-cn-nglw—swi.yaml
ubectl apply =7 pan=cni.yaml

kubsctl spply -1 pan-cr—sgni-secret.yanl
kubectl apply =f pan-cr-sgnt-coafigmap. yaal
mubectl apply =f pan=cn=egni=clot=crd. yanl
wubectl apply =f pan=cn-sgnt-glat-cr, yael
kubectl apply -f pan-cn-mgnt,yanl

kubactl apply -f pan-cn-ngfw—configeap. yaml
kubectl apply -1 pan-cr-ngfw, yanl

7. Ivar/log/pan/pan-cni.log ([ ec2-user@ip-12-12-12-184 ~]$ vi /var/log/pan-appinfo/pan-cni.log)fid ~ D
J—RicaZA4 L, CNIa 7 ZiERd %,

8. 77TV r—ay Ry Rid, CNIEngiw sveeDFITRICHEK T 20BN H D £9, Ry ROH
BRI G ENH O £9,

9. 7 r— gy Ry R, CNIEngiw seeDFATRICIER T A 0ERH D I, Ky ROFE
BRI RGERH 0 £95

10.MP pod® 1% > K"debug show internal interface all"ZffifH L C. 4> X —7 2 —ADRE
MDPIC Ty 2 ENTWB T L 2GRS %

11."show rule-hit-count vsys vsys-name vsysl rule-base security rulesal" =92 L. EDtFaV
T4 V=l FLTWAMZiERL. TS CTEeFa VT2 R —ZELHEHTEE
ER
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ST 4w R TWADPR Y KRBT % 51k

1. kubectl -n kube-system get pods -l app=pan-ngfw -o wide

2. kubectl -n kube-system describe pod <dp-pod-name> | grep "Container D"

3. Panotama . [HF7OEMICHEIL, "a> 7 IDFZEMT 5L, Fidoar 77 IDME
IRENE T,
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aE > 7 :Panorama b T T 4 v J 1B T KR LT
WEH A

FITNWNa—T 4 Y TDFIRILLTDOLEED T,

1

< > R"show log traffic/threat direction equal backward"Z{#f L T, MPETO 7 HVERENT
WEMNESIDEHERL XTI, MPICE I DERRENTWGER. W ECMPREF 27 Ky B
BRI pingZe 152 Lah B "show sessional" Z LT RS 7 4w 7ML TV B E
I 2 L E 9,

IRV REMS> TP IA LV AENTNS T LR LET:

1 MPT"7"Z 7' A > vm_serieslist-dp-pods’z B3k g %"

2. DPOK8O VMM Nz tER L X T,

3. "debug log-receiver statistics'lEDP/» 5MPAD I FEERE X R LE T,

©

0.

"show session all" & "show session id<id>"D < > REFHITL T, OV TRE LM I N
BZRV—ICET T4 v IDEEL TR E I D ZHELE T,

"show config pushed-shared-policy” & "show running security-policy" D < > R7&FfT LT, R
DMPTEZEEIN TV RN EI D EHERLET,

"EH RO L7 ZHEIA L TV T, Panorama CHERIRREIC > TV B T R L £ 9
Panorama®)" ¥ A % — & 1}z Elasticsearch® A 77— Z A" =TI N TV BIET T, FI7Eh
TWiEWEEIX"es restart.py -€' 7% 1T

[root@cnsmokepanorama ~]# sdb cfg.es.* cfg.es.acache-update:1
cfg.es.enable:0x0

es _cluster.sh health

10. panoramad" debug |og-collector 10g-collection-stats show incoming-logs'

11.pan__logquery -t traffic -i bwd -n 50
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OX > I)— IV T T 1)V R 27573 3 & Panoramald
O WERINEHA

PanoramaMEST > 7' L — b DFtHAAIMT I U T35 I IEMN A T 5 [ ReENH D £
9, Panorama/l— k E— K5 a7 RUes restart.py -t" CESEFEHI L THATLEE W, #HlL
WhITaw M T EEEL, OTNERINZ T L 2R LE T,

[root@sjc-bld-smk@1l-esx12-t4-pano-02 ~]# es restart.py -t ====== /
opt/pancfg/mgmt/factory/es/templates/urlsum.tpl ==== ====== /opt/
pancfg/mgmt/factory/es/templates/sctpsum.tpl /opt/
pancfg/mgmt/factory/es/templates/iptag.tpl ==== ====== /opt/pancfg/
mgmt/factory/es/templates/panflex0000100004.tpl ==== ====== /
opt/pancfg/mgmt/factory/es/templates/sctp.tpl /opt/
pancfg/mgmt/factory/es/templates/extpcap.tpl /opt/
pancfg/mgmt/factory/es/templates/system.tpl /opt/
pancfg/mgmt/factory/es/templates/wfr.tpl ==== ====== /opt/pancfg/
mgmt/factory/es/templates/gtpsum.tpl /opt/pancfg/
mgmt/factory/es/templates/panflex0000100006.tpl ==== ====== /
opt/pancfg/mgmt/factory/es/templates/decryption.tpl /
opt/pancfg/mgmt/factory/es/templates/thsum.tpl /opt/
pancfg/mgmt/factory/es/templates/globalprotect.tpl /
opt/pancfg/mgmt/factory/es/templates/hipmatch.tpl /
opt/pancfg/mgmt/factory/es/templates/desum.tpl /opt/
pancfg/mgmt/factory/es/templates/userid.tpl /opt/pancfg/
mgmt/factory/es/templates/panflex0000100007.tpl ==== ====== /opt/
pancfg/mgmt/factory/es/templates/trace.tpl ==== ====== /opt/pancfg/
mgmt/factory/es/templates/threat.tpl /opt/pancfg/mgmt/
factory/es/templates/auth.tpl /opt/pancfg/mgmt/factory/
es/templates/config.tpl /opt/pancfg/mgmt/factory/es/
templates/panflex0000100003.tpl /opt/pancfg/mgmt/
factory/es/templates/gtp.tpl /opt/pancfg/mgmt/factory/
es/templates/trsum.tpl /opt/pancfg/mgmt/factory/es/
templates/traffic.tpl /opt/pancfg/mgmt/factory/es/
templates/panflex0000100005.tpl ==== [root@sjc-bld-smk@l-esx12-t4-
pano-02 ~]#
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I

MPA Panorama\ D4kl R U E 9

pan_cfg_handle_mgt r g (pan _cfg mgt handler.c:5105): 2 D7 /31 AE i3
J a7 xElkid wf 47 A (devid 892A1C93EF280D0) FEHIN TV X
A

Fidoxzo—Xvwb—I%, DENCERES N7 35 AD, FNEAEE Panorama iR E BT
57— ATy U= 70—EE L TWEWZYD, TNAAL ANEERINTWAE T LR
=UNPER

ChUE. TNAAZRLFPERE L CHERETECVRICENID ST, PanoramaCZ DRERRFET
533w bAMThbNT. Panoramal i H L CREM 7 U 7 EN., TINA A ER L LS L Lz
& ZlZPanorama/ 7 /3A R iBik LI\ Tz, B E NG SR ET B [EEMEDH D
T

Panorama® configd.logdDLL FDra 7'

2021-02-03 11:48:00.436 -0800 Processing lcs-register message from
device '8B1EB1ADC72B44E' 2021-02-03 11:48:00.436 -0800 Warning:
_get current cert(sc3 utils.c:84): sdb node 'cfg.ms.ak' does
not exist.2021-02-03 11:48:04.425 -0800 logbuffer: no active
connection to cms0O 2021-02-03 11:48:24.425 -0800 logbuffer:
no active connection to cms0 2021-02-03 11:48:44.425 -0800
logbuffer: no active connection to cms0 2021-02-03 11:48:57.751
-0800 Warning: sc3 register(sc3 register.c:90):SC3:#&x)
- LYARZMEHLET, 2021-02-03 11:48:57.752 -0800 Warning:
pan_cfg handle mgt reg(pan cfg mgt handler.c:4645):SC3:
device '892A1C93EF280D0' is not SC3 capable 2021-02-03
11:48:57.752 -0800 SVM registration.Serial:892A1C93EF280D0
DG:TPL: vm-mode:0 uuid:481a70f4-1647-426c-954a-a003ec60943f
cpuid:K8SMP:A6D64F:84100796172040 80581: svm id:2021-02-03
11:48:57.752 -0800 processing a register message from
892A1C93EF280D0 2021-02-03 11:48:57.752 -0800 Error:
pan cfg handle mgt reg(pan cfg mgt handler.c:5105):This device
or log collector or wf appliance (devid 892A1C93EF280D0)
is not managed 2021-02-03 11:49:04.426 -0800 logbuffer:
no active connection to cmsO 2021-02-03 11:49:06.015 -0800
Warning: sc3 register(sc3 register.c:90):SC3:#x) - L
VAREEMLUET, 2021-02-03 11:49:06.015 -0800 Warning:
pan_cfg handle mgt reg(pan_cfg mgt handler.c:4645):5SC3:
device '8B1lEB1ADC72B44E' is not SC3 capable 2021-02-03
11:49:06.015 -0800 SVM registration.Serial:8B1EB1ADC72B44E
DG:TPL: vm-mode:0 uuid:731de362-59ed-45a0-9fdd-7e6426261187
cpuid:K8SMP:A6D64F:84100796172040 80581: svm id:2021-02-03
11:49:06.015 -0800 processing a register message from
8B1EB1ADC72B44E 2021-02-03 11:49:06.015 -0800 Error:

pan_cfg_handle_mgt_reg(pan_cfg_mgt_handler.c:5105): CDTNAAETid

g avL sz wk 77V
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MPEDPIEZT 7T 4 7 CHEITHDIRAETT
M. IPseclIMPEDPOR TR T LET

MP®Dkubectl = 7 %Eﬁmu L <. 4HTF"1?(£LL.L/{‘F0) K9 2N A k b‘ﬁ#ﬁ&g ncns b‘%ﬁ%mu
ER

(parts) root@test-virtual-machine:~# k8sys logs pan-mgmt-sts-0
03-09-2021 01:07:36.508002 PST INFO:Management container
starting running Pan0S version 10.1.0-c182.dev s rel Starting

PAN Software:03-09-2021 01:08:07.460287 PST WARNING : “Efr iR : “Ef
MTETCVWEY, 7—% TL—8FHAOslotdhF TSN TVEEA, T—% 7
L— kD ipsec BETINTVEHA, IX 2 R "dpdk-devbind" DFEfT%
KL --status [ OK ] 03-09-2021 01:09:43.043467 PST INFO:Masterd
Started 03-09-2021 01:10:53.453639 PST WARNING : #&fiffRif : #Efioe 1o
T—2 TL—=VBEMDsotdhWRITH T, 7—2 TL—ikidipsech®
TENTVET, 03-09-2021 01:10:54.558525 PST INFO:Strongswans —
EHEEH], 03-09-2021 01:10:56.286104 PST INFO:W N— g VH—

B MP BXU DP V7 b7 N—Vavidifi/ik$10.1.0-c182.dev_s rel
03-09-2021 01:10:56.346162 PST INFO:uid pan-ngfw-ds-4lhhc. sw ver
10.1.0-c182.dev s rel, A kO, dp ip 169.254.202.2 CE#EHE
L%9 03-09-2021 01:10:56.453298 PST INFO:uid pan-ngfw-ds-4lhhc
169.254.202.2iCslot 17Z2#[H YTy 03-09-2021 01:10:57.131769 PST
INFO:SW N— 3 VD —8, MP XK DP VY7 b o7 N—=IaVidlifge

£ 10.1.0-cl182.dev s rel03-09-2021 01:10:57.198584 PST INFO:uid
pan-ngfw-ds-9pj2f. sw ver 10.1.0-c182.dev s rel. slot 0. dp ip
169.254.202.3 T4 2HI3 LEd 03-09-2021 01:10:57.288892 PST INFO:uid
pan-ngfw-ds-9pj2f 169.254.202.3icslot 27ZE|D 4T 03-09-2021
01:12:02.279032 PST INFO:AutoFocusT 1Mt RA7%ZA A F—)VH, 03-09-2021
01:12:02.362417 PST INFO:LoggingServices7 A2 ADA VA F—
JL03-09-2021 05:13:01.521227 PST INFO:SW /N\—3 3 A —5, MPBX

UDP V7 hox7” N—YgVEmiyed 10.1.0-c182.dev_s rel03-09-2021
05:13:01.597810 PST INFO: A1 K2, uid pan-ngfw-ds-9pj2f ZForceT
fREf 03-09-2021 05:13:01.694588 PST INFO:SW N\— 3 A —3, MP X
U DP VI7bUx7 N—=Vavidilifed 10.1.0-c182.dev s rel 03-09-2021
05:13:01.764245 PST INFO: A k1, uid pan-ngfw-ds-4lhhcZForceT
it 03-09-2021 05:13:02.100376 PST INFO:IPSec A' 169.254.202.20
XG4TV ANV MR LE Lz 03-09-2021 05:13:02.707976 PST
INFO:IPSECIE. 169.254.202.3CTHX IV I IGAT Y MANY M 2R LE LK
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| magePul | Back Of f

DT Ozt LT IEEW,

L URY MVICHEBN R, £/ —FRURI KT VEATEEEA

2. X500 RHAZHEREIC & > TEHR I NiFEE, FEROBAELTEIT> TLEE W,
75 A4 X—k JRY VT letc/docker/daemon.json® 7 7 A L& BANMEE U E 9

root@vn-cll-masterl:~# cat /etc/docker/daemon.json
{"insecure-registries" : [ "panos-cntr-engtools-
releng.af.paloaltonetworks.local " , "panos-cntr-
engtools.af.paloaltonetworks.local " , "docker-cntr-
engtools-releng.af.paloaltonetworks.local " , "docker-qga-
pavm.af.paloaltonetworks.local " ] } root@vn-cll-masterl:~#

PRV

Type Reason Age From Message ---- ------ ---- ---- -------

Normal Scheduled 64s default-scheduler Successfully assigned
kube-system/pan-cni-4jbpl to qalab-virtual-machine Normal

Pulling 23s (x3 over 63s) kubelet Pulling image "docker-
panos-ctnr.af.paloaltonetworks.local/pan-cni/develop/pan-
cni-1.0.0:10 a26df862ed" Warning Failed 23s (x3 over 63s) kubelet
Failed to pull image "docker-panos-ctnr.af.paloaltonetworks.local/
pan-cni/develop/pan-cni-1.0.0:10 a26df862ed": rpc error: code =
Unknown desc = Error response from daemon:https: / /docker-panos-
ctnr.af.paloaltonetworks.local/v2 /ZHF UL X3 : x509: RHHEHERIIC K > T
BYEINTEAAE ZEJEL 23s (x3 over 63s) kubelet 5 —:ErrImagePull
Warning DNSConfigForming 8s (x7 over 63s) kubelet *—LYH—/\—
DHIRZBA L Lz, 2—LP—N—DO—EHERENTVET, #HEINx—L
P—N—DTIILTFDEHBDTI, 8.8.8.8 8.8.4.4 2620:130:800a:14::53
Normal BackOff 8s (x3 over 63s) kubelet Back-off pulling image
"docker-panos-ctnr.af.paloaltonetworks.local/pan-cni/develop/pan-
cni-1.0.0:10 a26df862ed" Warning Failed 8s (x3 over 63s) kubelet
Error:ImagePullBackOff qgalab@master-node:~/cnv2/Kubernetes/pan-cn-
k8s-service/native$
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ns-panw it — L ANR—ATHITENTWBERT—H—/—
RhSDPICH Y A Y

Ivar/log/pan-appinfo7 « L7 f VICBEI L, 2 Rcat pan-cmdmapz {7 L TR/ Z 2 —
L. nspan-fwi—LAR—ZADDPICa Y AV LET

root@pv-k8-vm-worker-2:/var/log/pan-appinfo# cat pan-cmdmap
02-07-2022 17:39:54.079133 PST : kube-system/pan-ngfw-ds-ql4q9: '/
usr/bin/nsenter -t 15872 -m -p --ipc -u --net=/var/run/netns/nspan-
fw -- /bin/bash' 02-07-2022 17:43:08.976154 PST : kube-system/pan-
ngfw-ds-zbt54: '/usr/bin/nsenter -t 28308 -m -p --ipc -u --net=/var/
run/netns/nspan-fw -- /bin/bash' root@pv-k8-vm-worker-2:/var/log/
pan-appinfo# root@pv-k8-vm-worker-2:/var/log/pan-appinfo# /usr/bin/
nsenter -t 28308 -m -p --ipc -u --net=/var/run/netns/nspan-fw -- /
bin/bash [root@pan-ngfw-ds-zbt54 /]# —----- >>>>>

DRPICR AV TE, YAZ—ENI RN TDAT—RZ AR IMBIATTEXT,
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DP:R v RAContainer Creating A7 — X AD X Il 7%
h. DUFDkubectid F R RENET

"MountVolume.SetUp failed for volume " pan-cni-ready"

hostPathZ 1 7D F v 71K L % L7z @ Ivar/log/pan-appinfolpan-cni-readyld 7« L7 kU T
B3HoEEA

A\ F:Type Reason Age From Message ---- ------ ---- ---- -------
Normal Scheduled 98s default-scheduler Successfully assigned kube-
system/pan-ngfw-dep-7569f69d8-j4hfp to ctnr-debug-worker-3 Warning
FailedMount 34s (x8 over 98s) kubelet MountVolume.SetUp failed for
volume "pan-cni-ready" : hostPath type check failed: /var/log/pan-
appinfo/pan-cni-ready is not a directory test@msatane-182:~/scripts$

V)a—g:

1. pan-cniRv K Dkubectl @ 7 7% iR d %, Multus& non-Multusz g2 L, (£ LW yaml D7 7' 1A
R L E I,

2. Multus V7 7HA TN TV A A, mutusz7” > 77 1A L, fetc/eninet.d/ 7« L7 F UM
500-multus.conf ZHIFR L £ 9, ZDHCNIEDPO T > 7 701 LHT a4 itbns

pan-cniOLL N Dk8r 7 CMultush i Nz L 2R LET, ZDd. il D FlEE i
NHO £,

test@msatane-182:~/results/job vm series 72342/cn-sanity/cntr deploy/
kube-system$ k8l pan-cni-csqt4 09-29-2021 04:07:22.495812

UTC DEBUG:Passed CNI_CONF NAME= 09-29-2021 04:07:22.498585

UTC DEBUG:CNI NETWORK CONFIGEREZE/MNSCNIFET > 7L — hZf#

Flo 09-29-2021 04:07:22.633416 UTC DEBUG:EEfFD/ 317U DHIFR 09-29-2021
04:07:22.731559 UTC DEBUG:Wrote PAN CNI binaries to /host/opt/
cni/bin 09-29-2021 04:07:22.734940 UTC DEBUG: /host/secondary-
bin-dir is non-writeable, skipping 09-29-2021 04:07:22.752094

UTC DEBUG:PAN CNI config: { "name": "pan-cni", "type": "pan-

cni", "log level": "debug", "appinfo dir": "/var/log/pan-

appinfo", "mode": "service", "dpservicename": "pan-ngfw-svc",
"dpservicenamespace": "kube-system", "firewall": [ "pan-fw" ],
"interfaces": [ "eth0" ], "interfacesip": [ "" ], "interfacesmac":
[ "* 1, "override mtu": "", "kubernetes": { "kubeconfig": "/

etc/cni/net.d/ZZZ-pan-cni-kubeconfig"”, "cni bin dir": "/opt/cni/

bin", "exclude namespaces": [], "security namespaces": [ "kube-

system" ] }} 09-29-2021 04:07:22.756725 UTC DEBUG:FWH—E X E&—

R TCNI%ZZ TH, Bypassfirewallid7” 7V —r 3> Ry RTCAMETEZE
9°09-29-2021 04:07:22.796082 UTC CRITICAL:Multusz7<A~<VUCNI& LT
Fit (CONF7 7 A )L00-multus.conf) ;non-Multus IS DCNIN 7S 4 <V CNIIC /5%
D FiR%H, test@msatane-182:~/results/job _vm series 72342/cn-sanity/
cntr _deploy/kube-system$
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CNV2OME#T B Apppod EDY > 7 A7 —2Z A (vxlan’z
i)

root @testapp-secure-depl oyment-86f9f95b5-gbnxt:/# ip link show

lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN mode DEFAULT group
default glen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
tunlO@NONE: <NOARP> mtu 1480 qdisc noop state DOWN mode DEFAULT group default glen 1000
link/ipip 0.0.0.0 brd 0.0.0.0

eth0@if227: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1480 gdisc nogqueue state UP mode
DEFAULT group default glen 1000

link/ether 26:54:8f:43:44:3f brd ff:ff:ff:ff:ff:ff link-netnsid O

vxlan0: <BROADCAST,MULTICAST,UP,LOWER _UP> mtu 1430 gdisc hoqueue state UNKNOWN mode
DEFAULT group default glen 1000

link/ether 26:54:8f:43:44:3f brd ff.ff.ff.ff:ff:ff
root @testapp-secure-depl oyment-86f 9f 95b5-g5nxt: /#
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MPHNS T2 = 3 L K— R B E v T

MPDBE
1. admin@pan-mgmt-sts-0>7 7 = 71)L Y R— bk & > T DBk

Exec job enqueued with jobid 4 4 admin@pan-mgmt-sts-0> show
jobs id 4 Enqueued Dequeued ID Type Status Result Completed

2022/02/15 12:46:50 12:46:51 4 Exec FIN OK 12:47:36
2. MPL—hlca A4 v LT, LUROBRICIMMEE N TV ATSFEZ A — L E 9,

praveena@praveena~$ kubectl -n kube-system exec -it pan-mgmt-sts-0 -- bash
T 74 )V k03 T 7 "pan-mgmt" out of: pan-mgmt, pan-mgmt-init (init)
[root@pan-mgmt-sts-0 /]#
[root@pan-mgmt-sts-0 techsupport]# pwd
/opt/pancfg/tmp/techsupport
[root@pan-mgmt-sts-0 techsupport]# |s
PA_878C48ESDDCFAS5B_ts 102.0-c55 20220215 1246.tar.gz

3B LITFZEMHALT, TSFZMPh5a—)L 2 ha—Jica¥—L& T,

praveena@praveena~$ kubectl -n kube-system cp pan-mgmt-sts-0:/opt/pancfg/tmp/techsupport/
PA_878C48ESDDCFAS5B_ts 102.0-c55 20220215 1246.tar.gz PA_878C48ES8DDCFASB ts 102.0-
€55_20220215 1246.tar.gz
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HPAMEI{E L 752\

1. "k8sys get hpa" & "k8sys describe hpa' % /il 3~ %

2. =X % Y—)l(cloudwatch/GCP stackdriver/Azure App Insights) Z a2 L C. 7 A XL X b
U IMERENZNE S DR L X T,

BB RV VT V—IVDHRAZLA Y v IWERENZWIEEX, Ivarllog/pan/
pan_vm_pluginlogic =5 —EWhHERT %
test2@mks-test-181:~/cnv2/yaml-filesyCNSeries_V2/eks’HPA$ k8 get pods -n custom-metrics
NAME READY STATUSRESTARTSAGE
k8s-cloudwatch-adapter-6647595dfd-ghbtd 1/1 Running 0 42m

test2@mks-test-181:~/cnv2/yaml-files/ CNSeries V2/eks/HPAS$ k8 | ogs k8s-cloudwatch-
adapter-6647595dfd-ghbtd -n custom-metrics
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OpenShift 7 7 U r— 9 U\DA VINT Y RT7 It
Azl HIcid ?
TIV—=2 a3 N\DA VNGV RT T ADGE:

1 BRI, yaml 7 7 A )VOFRZ [ LT, haproxy/router DIRFEZ N L TWiz/z & %
T, THUTKD . haproxylc HA DT 2T XTD T 7 ¢ v 7H CN-Series @i % T &
RAEENE T

2. BERIC, FEDT TV r—a o \D7 7Y A IS il 5 zoic, V—
AIPTH AL LURLN—ZAD)L—)V(FEFe) 2 HH L T\l T LTV, 7TV r—v g
DLV RKRA Y MU T, osecluster/payments’s & DH A X LURLZEFRT 408N H O X
T, THUTKD, NATZRICT BT &, TNEDT7 TV r—2 3 o \DT 7+ A7edn]
FFEETEET,

3. BEKH OSEY T A X DHIICFSE EONFE— R N Y —Z AL TOB5E. XFRNY
R—HLT, HEDT7 TV r—3 vA\DT 7Y A% % 1—Y—% X 5L
TAHTENTEEXT,
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CNY U —R%T Y FTuA$%
DFoa<xy FzRITLET:
1. kubectl delete -f pan-cn-mgmt.yaml
2. kubectl delete -f pan-cn-mgmt-configmap.yaml
3. kubectl delete -f pan-cn-mgmt-secret.yaml
4. DIFOPVC ZHIBRL X9
kubectl -n kube-system delete pvc -| appname=pan-mgmt-sts

S. kubectl delete-f . > Z DT 4 L7 b Dyamlsic @R ENTVWEBITXRTDOA TV 7 b 27 VT
JaALET

(COFEIFTRTEHEL 971
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CNTO/NTy gz Bxmb LT
L7705 —2ay Ry oD T T 0w 7 2iEd 25EDODPR Y RWET 2MPRw R
ICFEITLE T,
2. PIFDaRyY REFITLETD,

> debug dataplane packet-diag set filter match source <src>
destination <> .. > Verify the filter using “debug dataplane
packet-diag show setting” > debug dataplane packet-diag set
capture on > After packets are captured execute “debug dataplane

packet-diag set capture off”

B NRTw bR FYy TFrEINZEH, UTFTOT 7 AV EHELET,
/opt/panlogs/session/pan/filters/
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MP& DPEIDIPSech LT — I FRIREE TR L £ 9

. LFOYFIATRET B0HEMEND D £ 9
1. MP&DPDPanOSD/N— 3 VAT %
2. "pan-cn-mgmt-slot-crd.yaml" & ” pan-cn-mgmt-slot-cr.yaml" & 7 7 a4 T E A,

2022-08-22 -0700 11:46:35.208 16[NET] received packet: from
10.233.110.10[4500] to 10.233.96.7[4500] (464 bytes) 2022-08-22
-0700 11:46:35.208 16[ENC] parsed IKE SA INIT request 0 [ SA KE No
N(NATD S IP) N(NATD D IP) N(FRAG SUP) N(HASH ALG) N(REDIR SUP) 1]
2022-08-22 -0700 11:46:35.208 16[IKE] 10.233.110.10 is initiating
an IKE SA 2022-08-22 -0700 11:46:35.208 16[CFG] selected
proposal:IKE:AES CBC 256/HMAC SHA2 256 128/PRF _HMAC SHA2 256/

MODP_ 2048 2022-08-22 -0700 11:46:35.229 16[IKE] local host is
behind NAT, sending keep alives 2022-08-22 -0700 11:46:35.229
16[IKE] remote host is behind NAT 2022-08-22 -0700 11:46:35.229
16[IKE] sending cert request for "CN=kubernetes" 2022-08-22
-0700 11:46:35.229 16[ENC] generating IKE SA INIT response
O [ SA KE No N(NATD S IP) N(NATD D IP) CERTREQ N(FRAG_SUP)
N(HASH ALG) N(CHDLESS SUP) ] 2022-08-22 -0700 11:46:35.229 16[NET]
sending packet: from 10.233.96.7[4500] to 10.233.110.10[4500]
(489 bytes) 2022-08-22 -0700 11:46:35.274 11[NET] received
packet: from 10.233.110.10[4500] to 10.233.96.7[4500] (1236
bytes) 2022-08-22 -0700 11:46:35.274 11[ENC] parsed IKE AUTH
request 1 [ EF(1/2) ] 2022-08-22 -0700 11:46:35.274 11[ENC]
received fragment #1 of 2, waiting for complete IKE message
2022-08-22 -0700 11:46:35.274 12[NET] received packet: from
10.233.110.10[4500] to 10.233.96.7[4500] (308 bytes) 2022-08-22
-0700 11:46:35.274 12[ENC] parsed IKE AUTH request 1 [ EF(2/2) 1]
2022-08-22 -0700 11:46:35.274 12[ENC] received fragment #2 of
2, reassembled fragmented IKE message (1456 bytes) 2022-08-22
-0700 11:46:35.274 12[ENC] parsed IKE AUTH request 1 [ IDi
CERT N(INIT CONTACT) CERTREQ IDr AUTH CPRQ(ADDR DNS) SA TSi TSr
N(EAP_ONLY) N(MSG ID SYN SUP) ] 2022-08-22 -0700 11:46:35.274
12[IKE] received cert request for "CN=kubernetes" 2022-08-22
-0700 11:46:35.274 12[IKE] received end entity cert "CN=pan-

fw.kube-system.svc" 2022-08-22 -0700 11:46:35.274 12[CFG] looking
for peer configs matching 10.233.96.7[CN=pan-mgmt-svc.kube-

system.svc]...10.233.110.10[CN=pan-fw.kube-system.svc] 2022-08-22
-0700 11:46:35.274 12[CFG] selected peer config 'to-mp' 2022-08-22
-0700 11:46:35.274 12[CFG] using certificate "CN=pan-fw.kube-

system.svc" 2022-08-22 -0700 11:46:35.275 12[CFG] using trusted
ca certificate "CN=kubernetes" 2022-08-22 -0700 11:46:35.275
12[CFG] checking certificate status of "CN=pan-fw.kube-

system.svc" 2022-08-22 -0700 11:46:35.275 12[CFG] certificate
status is not available 2022-08-22 -0700 11:46:35.275 12[CFG]
reached self-signed root ca with a path length of 0 2022-08-22
-0700 11:46:35.275 12[IKE] authentication of 'CN=pan-fw.kube-

system.svc' with RSA EMSA PKCS1 SHA2 256 successful 2022-08-22
-0700 11:46:35.279 12[IKE] authentication of 'CN=pan-mgmt-

svc.kube-system.svc' (myself) with RSA EMSA PKCS1 SHA2 256
successful 2022-08-22 -0700 11:46:35.279 12[IKE] IKE SA to-

mp[2] established between 10.233.96.7[CN=pan-mgmt-svc.kube-
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system.svc]...10.233.110.10[CN=pan-fw.kube-system.svc] 2022-08-22
-0700 11:46:35.279 12[IKE] sending end entity cert "CN=pan-
mgmt-svc.kube-system.svc" 2022-08-22 -0700 11:46:35.279 12[IKE]
peer requested virtual IP %any 2022-08-22 -0700 11:46:35.279
12[CFG] assigning new lease to 'CN=pan-fw.kube-system.svc'
2022-08-22 -0700 11:46:35.279 12[IKE] assigning virtual IP
169.254.202.2 to peer 'CN=pan-fw.kube-system.svc' 2022-08-22
-0700 11:46:35.279 12[CFG] selected proposal:ESP:AES GCM 8 128/
NO EXT SEQ 2022-08-22 -0700 11:46:35.279 12[IKE] CHILD SA to-mp{1}
established with SPIs 6d779dbe i 0al78b55 o and TS 0.0.0.0/0
=== 169.254.202.2/32 2022-08-22 -0700 11:46:35.290 12[ENC]
generating IKE AUTH response 1 [ IDr CERT AUTH CPRP(ADDR)
SA TSi TSr ] 2022-08-22 -0700 11:46:35.290 12[ENC] splitting
IKE message (1392 bytes) into 2 fragments 2022-08-22 -0700
11:46:35.290 12[ENC] generating IKE AUTH response 1 [ EF(1/2) 1]
2022-08-22 -0700 11:46:35.290 12[ENC] generating IKE AUTH response
1 [ EF(2/2) ] 2022-08-22 -0700 11:46:35.291 12[NET] sending
packet: from 10.233.96.7[4500] to 10.233.110.10[4500] (1236
bytes) 2022-08-22 -0700 11:46:35.291 12[NET] sending packet:
from 10.233.96.7[4500] to 10.233.110.10[4500] (228 bytes)
2022-08-22 -0700 11:46:35.345 Q9[NET] received packet: from
10.233.96.9[4500] to 10.233.96.7[4500] (464 bytes) 2022-08-22
-0700 11:46:35.346 O09[ENC] parsed IKE SA INIT request 0 [ SA KE No
N(NATD S IP) N(NATD D IP) N(FRAG SUP) N(HASH ALG) N(REDIR SUP) ]
2022-08-22 -0700 11:46:35.346 09[IKE] 10.233.96.9 is initiating
an IKE SA 2022-08-22 -0700 11:46:35.346 09[CFG] selected
proposal:IKE:AES CBC 256/HMAC SHA2 256 128/PRF HMAC SHA2 256/
MODP 2048 2022-08-22 -0700 11:46:35.356 09[IKE] local host is
behind NAT, sending keep alives 2022-08-22 -0700 11:46:35.356
09[IKE] remote host is behind NAT 2022-08-22 -0700 11:46:35.356
09[IKE] sending cert request for "CN=kubernetes" 2022-08-22
-0700 11:46:35.356 O9[ENC] generating IKE SA INIT response
O [ SA KE No N(NATD S IP) N(NATD D IP) CERTREQ N(FRAG SUP)
N(HASH ALG) N(CHDLESS SUP) ] 2022-08-22 -0700 11:46:35.356 09[NET]
sending packet: from 10.233.96.7[4500] to 10.233.96.9[4500]
(489 bytes) 2022-08-22 -0700 11:46:35.363 10[NET] received
packet: from 10.233.96.9[4500] to 10.233.96.7[4500] (1236
bytes) 2022-08-22 -0700 11:46:35.364 10[ENC] parsed IKE AUTH
request 1 [ EF(1/2) ] 2022-08-22 -0700 11:46:35.364 10[ENC]
received fragment #1 of 2, waiting for complete IKE message
2022-08-22 -0700 11:46:35.364 15[NET] received packet: from
10.233.96.9[4500] to 10.233.96.7[4500] (308 bytes) 2022-08-22
-0700 11:46:35.364 15[ENC] parsed IKE AUTH request 1 [ EF(2/2) ]
2022-08-22 -0700 11:46:35.364 15[ENC] received fragment #2 of
2, reassembled fragmented IKE message (1456 bytes) 2022-08-22
-0700 11:46:35.364 15[ENC] parsed IKE AUTH request 1 [ IDi
CERT N(INIT CONTACT) CERTREQ IDr AUTH CPRQ(ADDR DNS) SA TSi TSr
N(EAP_ONLY) N(MSG ID SYN SUP) ] 2022-08-22 -0700 11:46:35.364
15[IKE] received cert request for "CN=kubernetes" 2022-08-22
-0700 11:46:35.364 15[IKE] received end entity cert "CN=pan-
fw.kube-system.svc" 2022-08-22 -0700 11:46:35.364 15[CFG] looking
for peer configs matching 10.233.96.7[CN=pan-mgmt-svc.kube-
system.svc]...10.233.96.9[CN=pan-fw.kube-system.svc] 2022-08-22
-0700 11:46:35.364 15[CFG] selected peer config 'to-mp' 2022-08-22
-0700 11:46:35.364 15[CFG] using certificate "CN=pan-fw.kube-
system.svc" 2022-08-22 -0700 11:46:35.364 15[CFG] using trusted
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ca certificate "CN=kubernetes" 2022-08-22 -0700 11:46:35.364
15[CFG] checking certificate status of "CN=pan-fw.kube-
system.svc" 2022-08-22 -0700 11:46:35.364 15[CFG] certificate
status is not available 2022-08-22 -0700 11:46:35.364 15[CFG]
reached self-signed root ca with a path length of 0 2022-08-22
-0700 11:46 35.364 15[IKE] authentication of 'CN=pan-fw.kube-
system.svc' with RSA EMSA PKCS1 SHA2 256 successful 2022-08-22
-0700 11:46:35.366 15[IKE] authentication of 'CN=pan-mgmt-
svc.kube-system.svc' (myself) with RSA EMSA PKCS1 SHA2 256
successful 2022-08-22 -0700 11:46:35.366 15[IKE] IKE SA to-
mp[3] established between 10.233.96.7[CN=pan-mgmt-svc.kube-
system.svc]...10.233.96.9[CN=pan-fw.kube-system.svc] 2022-08-22
-0700 11:46:35.366 15[IKE] sending end entity cert "CN=pan-
mgmt-svc.kube-system.svc" 2022-08-22 -0700 11:46:35.366 15[IKE]
peer requested virtual IP %any 2022-08-22 -0700 11:46:35.366
15[CFG] assigning new lease to 'CN=pan-fw.kube-system.svc'
2022-08-22 -0700 11:46:35.366 15[IKE] assigning virtual IP
169.254.202.3 to peer 'CN=pan-fw.kube-system.svc' 2022-08-22
-0700 11:46:35.366 15[CFG] selected proposal:ESP:AES GCM 8 128/
NO EXT SEQ 2022-08-22 -0700 11:46:35.366 15[IKE] CHILD SA to-mp{2}
established with SPIs a97528ab i 6667584 o and TS 0.0.0.0/0
=== 169.254.202.3/32 2022-08-22 -0700 11:46:35.372 15[CHD]
updown:SIOCADDRT:File exists 2022-08-22 -0700 11:46:35.373
15[ENC] generating IKE AUTH response 1 [ IDr CERT AUTH CPRP(ADDR)
SA TSi TSr ] 2022-08-22 -0700 11:46:35.373 15[ENC] splitting
IKE message (1392 bytes) into 2 fragments 2022-08-22 -0700
11:46:35.373 15[ENC] generating IKE AUTH response 1 [ EF(1/2) 1]
2022-08-22 -0700 11:46:35.373 15[ENC] generating IKE AUTH
response 1 [ EF(2/2) ] 2022-08-22 -0700 11:46:35.373 15[NET]
sending packet: from 10.233.96.7[4500] to 10.233.96.9[4500]
(1236 bytes) 2022-08-22 -0700 11:46:35.373 15[NET] sending
packet: from 10.233.96.7[4500] to 10.233.96.9[4500] (228 bytes)
2022-08-22 -0700 11:46:46.471 11[NET] received packet: from
10.233.96.9[4500] to 10.233.96.7[4500] (80 bytes) 2022-08-22
-0700 11:46:46.471 11[ENC] parsed INFORMATIONAL request 2
[ D] 2022-08-22 -0700 11:46:46.471 11[IKE] received DELETE
for IKE SA to-mp[3] 2022-08-22 -0700 11:46:46.471 11[IKE]
deleting IKE SA to-mp[3] between 10.233.96.7[CN=pan-mgmt-
svc.kube-system.svc]...10.233.96.9[CN=pan-fw.kube-system.svc]
2022-08-22 -0700 11:46:46.471 11[IKE] unable to reestablish
IKE SA due to asymmetric setup 2022-08-22 -0700 11:46:46.471
11[IKE] IKE SA deleted 2022-08-22 -0700 11:46:46.751 11[ENC]
generating INFORMATIONAL response 2 [ ] 2022-08-22 -0700
11:46:46.751 11[NET] sending packet: from 10.233.96.7[4500]
to 10.233.96.9[4500] (80 bytes) 2022-08-22 -0700 11:46:46.752
11[CFG] lease 169.254.202.3 by 'CN=pan-fw.kube-system.svc'
went offline 2022-08-22 -0700 11:46:47.040 12[NET] received
packet: from 10.233.110.10[4500] to 10.233.96.7[4500] (80 bytes)
2022-08-22 -0700 11:46:47.040 12[ENC] parsed INFORMATIONAL
request 2 [ D ] 2022-08-22 -0700 11:46:47.040 12[IKE] received
DELETE for IKE SA to-mp[2] 2022-08-22 -0700 11:46:47.040 12[IKE]
deleting IKE SA to-mp[2] between 10.233.96.7[CN=pan-mgmt-svc.kube-
system.svc]...10.233. 110 10[CN=pan-fw.kube-system.svc] 2022-08-22
10700 11:46:47.040 12[IKE] unable to reestablish IKE SA due to
asymmetric setup 2022-08-22 -0700 11:46:47.041 12[IKE] IKE SA
deleted
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1. DNSRw RWFITENTWV S T & ZH#ERR L % 97: "kubectl get pods - - namespace=kube-system -|
k8s-app=kube-dns"
2. DNSY—EZEEI LT3 T L2 RS L % 9 "kubectl get svc - - namespace=kube-system"
3. DNSY—EZANFATENTWEWEEIE, DNST 7+ A2 FZzsved LTI %
M, yamZfERLTCTF 7aA LED,

4 sverTruAfLizb, TV RKRA Y EBRELLRHEIN TS L 2R L E T, "kubectl
get endpoints coredns --namespace=kube-system"
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CNIU—XDKRT TN a—T47 43 ©2024 Palo Alto Networks, Inc.


https://bitbucket.paloaltonetworks.local/projects/PAVMQA/repos/docker-test-app-yamls/browse/coredns.yaml
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