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Interfacel (1 > 2 —T7 =14 RA1)DGHE, HEERELIAVZ—T A X
(ethernetl/3) ZEIRNLFET, N—F ¥V TIAY AUV EZ—T A AL LTHREEN
feA UV RZR—=T 2 A AN A MCERENET, )

Tag Allowed (X 7 DFFA) ICDWTIE, 0 Z AT 2T LT 2T =RV
T4 (BPODUSMDLAY =2l b 5T 1w 772 L) Zafald B XS EEL X
Io XTDBEOVGEERBERIC 2T 02" LE T, Pl ENBEMDRT 4275
L—=2H250IE 2 JHiIAZAI L, A< TRYIDES (F74)V NI 0 T, #HPiE
0~4,094) o

IN—F ¥ )V TAVZEHT BNV FFr A bIT0v7ickFaysa )b—)VZiE
HTE3%X51CT 55513, Multicast Firewalling (R )VFF¥ Ak 77477 4—)V)
EREIRLET, T2 THRVEES. IVFFXY AN b T 70w ZI3BENITN—F v )V
TAVHTIGEEINZE T,

T7A 7T+ —)IVINERIICHERETE % X 5. Link State Pass Through (U > 7 JKfig/ <
A A=) ZEIRLE T, N—=F IV TAYDI Y IN) VT B VIREETH ST &
T 7 AT I+ —=)IVHHIT S L, NN—F v )L TAVY XTDE S —FDAVZ—Tx
AAEEBEILEEET, UKD, BELETNNAABNCT 747 7+ —)IVH\EE Lk
WHDEXIIC, T7AT7 T+ —=IVOHERHDTINA AB—E LT > 7IREEICRD £7,
COXTy g vEBERLEWGE, VY 7IRERBN—F v )T A V=B U T MmE N
FH A,

OKZZUw I LTN=F¥)IVIAY XTIVl b 2RIELEX T,

STEP3| N—=F v )L IAY A2 EZ—T A AD) V7HERRELFET,

1.

2.

FUCA =Py b AR —T A AW BIC. Advanced (FFHll) % 7 & 3R L

C. Link Speed (V > 7)) X CTHIDEELE T, R—F 24 7IckbH, VX
FCHITE 2 ERENRED T, T 74V MRETIE. JilR— Hid auto (HH))
FAYVI—F VUV IHEICRESNTVET, EE5DONN—F v )L IAV A F—
Tz AAREECY VI HETHZENDH D XTI,

OK7ZZ7VUwZ LT Ethernet A=Yy N AUV EZ—T A AZREFELEXT,

STEP4| HiORXT v TREEOIRLT, 2BHDONN—F v )L IAY A EZ—T A A (TOHITIE
ethernet1/4) Z&REL XY,

YERL L 7zVirtual Wire ON—F v )L T AY) ATV b EEIRTEZE. 7747 74—k
HENIC 2 ZBHDON—=F ¥ )L IAY £V XZ—T 2 A A% Interface2 & UL TENMULE T,

26



A BR—T 214 ADRE

STEPS| N—=F ¥ )V IAVY AV RZ—T 2 A ADZENZTNUCOWTHHEADEF 2V T+ V=2 ZFK
LET,

1. Network (v b7 —7%) > Zones (V' —>) 3R LTV — 7% Add GEhN) LE T,
V'—>® Name (#:51) (Internet x&) ZANLET,

Location ({577) I DWW T, V—2ZEEHT 2EV AT L72ERLE T,

Type (% A7) I DWW T Virtual Wire /)X—F v )L T A Y) ZEINLE T,
TDYV—VIZJET B Interface (- X —T =14 R) % Add (GBS LE T,

OKZZ Vw7 LZET,

STEP6| () LAY—3 bI 74w I LT AZR)—"2FFA[T5Fa VTR —
}D*-Jlx%ﬁfﬁbi@_o
IN—F )V TAVRIEKTLAY—3 T 70y I EFATBIDICIE. 2—Y—DV—2h
5AVE—=%Y ROV = DT T 4w I EFA[T2vF 207 ¢ KD o— )b—)L7=E
ML, ESIAVE—FY RO =S I—P—DV—2 DT T 1w 7 2FT0]T %R
Vo—EER L. 957 7V r—ay (BGP R OSPF & E) ZEIRLE T,

STEP7|  (Optona) IPV6 T 7 AT +—0 T EEMELET,

IN—=F X )V TAY AV RZ—=T A ACEET S IPv6 b T T4 v 7ictFaITr0R) —
W=V TES X IICTE5EE. IPv6 77 A7+ —) 72t LET, 97T
BWGEE. IPvé 8T T 0w ITNERIICELEEINE T,

1. Device (77731 R) > Setup (v k77 v ) > Session (v > 3 ) Z IR L T Session
Settings (2w ¥ a VERE) ZEL X9,

2. Enable IPv6 Firewalling (IPv6 7 7 1 7 7 + —)LOG%IME) ZER L E 9,

3. OKZZVUw 7 L%,

STEP 8| ZH% Commit(Z3v ) LET,

O A SR

STEP 9| (Opiolna)llDP a7 7 ANV EREL, (RETAY A2 —T 2 A ATHEHLES(LOP
DEE 2B,

STEP 10| (4 7> 3 > )3E 1P 71 b )VHIEZIET v V' —NTER L E S (70 b )V REOR
K)o &9 LAEWEEE. IXTOIEIP FFT 14w IHIN=F v )V TAVICX T Tlig
KENET,
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AV BZ—=T 2 A ADHIE

LAV—=0A42X=TxA A

LAY—=2F 704 A DGE, T7AT7 I+ —)V3EE Ry NI —TBDRA v F 7%
TVET, TNA R LAV —2 8T AV MIEREINTEY, 77477 +—)VET7 L—L
Tl E Nz MAC 7 RLZAICEE#T 25 Y)/aR— M 7 L—LZALE T, AL v F U TH
RBEIIGEE L AYV— 0 AV RZ—T 2 A ZADERITOET,

Switching between
two networks

-
User network == 58 - @ - - Internet

Cisco Trustsec % k77— T security group tags (23 =2V 5 ¢ 7 )V—"7 % %7; SGT)
EHEHALTWREEE. 774774 —)V2LAVY—2F—F, £EN\—Fr)
TAY E—RDA VT UK TEMTSZ N, XA TS5 7740 Ak E
o LAY—2F—REEBENN—F v )V IAVY—FE—RDT 74147 +—)liT,
RZIMITIENT T T 4w 7 ZREL TEBYIEEREZIRItT 2 LN TEET,

©)

ROREY I TR, EEBOTNV—THTET 710 v 7 BXOCRY O—Z208T 548

LAN (VLAN) DOFEMZAfEHAER E 2SS, RERSHEOT Tu A RERICRETE 58k %
RZATDOLAN—0 AV EZ—T A AZFHALES, HONEY I T, 774774 —)ILH
VAAD VIAN BNID Z 8= 7 ) — (PVST +) F72d Rapid PVST + 77U w Y ' hajy
T—R2=wv k (BPDU) DOZER—b VILAN ID HESEEZMZ 2 /EICDONTCHIALE T,

o VIANZHHLAZWLAY—2 42 Z—T A A

VIAN ZHT 2L AV —2 A2 =T A A

c LAY—2A4VR—T A ADHKIE

s LAYV—2AVR—TzARX, YITAVEZ—T A A, VIANDRE
o VIAN BLD A= 7 Y1) — (PVST +) BPDU FHEHLZ DOEH

VIAN ZFRH LWL AY—2 4V Z—T 214 A

T7AT7 I+ =)V DL AY—0 40 2—=T 1A ZADRERTH, LAY—2 %y hT—TH

(Y b IT—=7DOKIETIERL) IKBIFEZAALyFELUTHEIETSEXSICLET, LA V—2k
A MEBZS CHBIICBEVIEWEICH D, FC7a—RFF+y A FASVICBLTWE

T AVRZ=—T 2 A A F a2V T 0 V=VICEIDYT, LX) T 0)b—)L%— V5

TR, T7AT7T+—= VL AY—2 KA ITEF a2V T 2L E T,

BRAMIT L =L 5 T OSI ETINVDLAY—2ICTTI 7 AT I+ —IVEBXC
BHOOBTHEEZITVWET, 7L —LAIKid. #EETHE X TG Media Access Control (MAC)
7 RLA ON\—FRUz70OYHY RLA) ZEBA =Yy b N EZHRFENTVET, MAC
T7RLRZ, 6DD 8w MEauyH220VIENA TV TKXY]-7248 By b 16 TS
(f51] : 00-85-7E-46-F1-B2) &

ROMIE, BFRDLAYV— 2 RAMI—R—D v BV T THREENTZ 3 DDLAY—2 1V
R—=T 2 A AZRDT 7 A7 I+ =)V RLTVEXT,




AV BZ—=T 2 A ADHIE

MAC Table
Firewall initially broadcasts frame out @ Eth1/1 0A-76-F2-60-EA-83
Ii—| other L2 interfaces; adds Eth1/1 and @ Eth1/2 0B-68-2D-05-12-76

Src MAC address to table.

IJ Firewall receives response on Eth 1/2;

Frame forwards to Eth 1/1 only; adds Eth1/2 and
Src: MAC 0A-76-F2-60-EA-83 0B-68-2D-05-12-76 to table.
DSt MAC DB_68_2D_05_12_76 -------------------------------------------------------------------------- >
1 Eth 1/1 q_—lﬁnlzth 1/2 [ ]
MAC 0A-76-F2-60-EA-83 i | Eth 173 MAC 08-68-2D-05-12-76

“Not for me,” drops frame. v

MAC 0C-71-D4-E6-13-44

CDT7ATI4—=)VD MAC T—TIVIZEDIRAETIEE D 9, EETLT LA OA-76-
F2-60-EA-83 ZFFDRA NI L—LZT 7 A7 I+ —)VICEBBE. T 7 A7 74+ —)LD MAC
T—TINIFEHT R L A 0B-68-2D-05-12-76 WNix\nizdd, T 7 A7 I+ —)UidEDA 2 —
T A AT L—LZk I RENMWTES, JL—LEIXRTDLAV—2 422 =Tz A
AWICTHa—REFY A MLET, 774704+ —)VIEIEETT RLAOA76-F2-60-EA-83 BXT
B U7z Eth1/1 ZEHE O MAC 7—7 )UEMLE T,

0C-71-D4-E6-1344 OFRAMITO—RFY XA+ 2ZELETH, HHD MAC 7 FL RIZ%E
P MAC 7 RLAWZWES, 7L—L%ERay SLET,

ZEA VR —T A A TH5 Fthernet 1/2 13T L—LZZDRAMIELELET, KA
OB-68-2D-05-12-76 RSB IEAE T RL A OA-76-F2-60-EA-83 ZfEHL., 77 A4 77+ —)L
M Ethernet 1/2 72 0B-68-2D-05-12-76 ICEET 572D A U Z—T 2 A AL L THEHD MAC
FT—=TIBIMUE T,

VIAN Zfi T 5L AV —2 A2V E—Tx A A

FHEE T LAN Z R &2 DfAE AN (VLAN) I THEBFAD b5 7 4w 2 B X R o—% 578
UTZIREEZR R B T2 0. O LAY — 2 KA M EGREIIC VLAN E LTIV =T %
ET, LAY—2%w  TI—T T AV MZERBELTTO—RF¥ A RALS T BTN
TZET, HlZIEX, SFP V=27V VIO VIAN Z{ERRTEE T, ZDzdIc
B, LAV—2 A4V R2—=—TxsAA Y ITA U EZ—=TxA A, VLAN OFREETVET,

T7AT7 T+ =)V, VIANID ZEZ8BA—H 2y b NV XZFDOT L —LZET HAA Y F
CELUTHEELE T, ZDOT L —L%ZZIFE > THRA MIIEET 57201, 51> 2—Tx
A ACFDVIANID ROV T AV EZ—=T 2 A AN ETNREEDEEA. 7747 74—V |
TLAY—2AVE—T 2 A ARAZKRE L. TDAVE—=T A A, TNTNH VLAN BT
(D) ZROMBNY I A VR —T 2 A Ale—DH 5 NIEEERTELET,

ROKTIE. BN OREZEMNCET LAV — 2 RA MR TS 4 DL AVY—2 14
BTz AAMNT 7 AT I+ —=)IV EICHDET, /1 =PV b AV E—TxA X133V TA
VR—=TxA A1 (VLAN 10 DR TE) BXOYTA o Z—=T A A 2 (VLAN 20 DR T}




AR =T A4 ADHE

T) ZEOEIOREINTWVBED, ZORTAVMIEZ 2 D07 00— RFr A F RAL VD
FHELTVET, VLAN 10 NOKRZ MIFHEIC, VLAN 20 NOKRA NI =7 Y 7ICFT
BLTWVWET,

Engineering
0E-22-A7-13-10-76

Finance = VLAN 10
L= Engineering = VLAN 20

Src: 0A-76-F2-60-EA-83 |
Dst: 0C-71-D4-E6-13-44 Eth1/4
VLAN 10 VLAN 20

Eth 1/1 <Sessmsiestn th1/2
VLAN 1OMAN 10 -

Finance Eth 1/3 Finance
0A-76-F2-60-EA-83 VLAN 10 0B-68-2D-05-12-76
VLAN 20

20 10
2 1
Eth1/3 has i | | | Engineering
logical subinterfaces Finance 0D-64-D0-E9-12-71

associated with VLAN IDs  0C-71-D4-E6-13-44

CORITIE. MAC 7 RL A OA-76-F2-60-EA-83 DR A FHYVLAN ID 10 ZFDT7 L— L%k
BL. TNEIT7AT I+ =MD (2 AV Z—T 2 A AT A—RFX XA LET, A—Y
2w b AUR—=T A A 1/3 1565 0C-71-D4-E6-13-44 ZF DR A M., Z
DY TAEZ =Tz A A LI VIAN 10 DED B TENTWVWB D, 7L —LZ2FHD X7,
A=Y XYM AVE=T A RAX1/3FTL—LEZUHEDRA MCiHELE T,

LAY—2 AR =T x4 ADHRE
LAY =2 0B ZBRETHO, VLANHIC b T T 4 v 77BN WA E. VAN
BLOLAY—20 AT A AZEELET,
STEP1| LAY—2 A2 R—=T A ADHKE
1. Network (% k7 —7) > Interfaces (-1 > X—7 .1 X) > Ethernet (- —H 3w ) %
BEIRL, SHIAVEZ—T oA A ER L E T, Interface Name (1 > X — 7 = A A%)
EEEENTOET (ethernetl/1 7% E) o
. Interface Type (f V' Z—T A A XA 7)IZDWTIX Layer2 R L £ 9
3. Config (RE) % 7 %R L. Security Zone (EF 2V T4 V—NICAVE—T A&
ZE| DM TSH,. New Zone (HlYV—>) ZEK L 9,
4. MO AY—2 KA NI TETI7AT7 94—V ETEHIILAY—2 A4V F—
Tr1AAZRELET,




A Z—=Tx

A ADRE

STEP2| 3w FLET,

OK.

Commit (I M) DIEICZY v 7 LET,

LAY—=2AVR=T AR BT AV Z=T A A, VLAND

A E

LAY—2Y 0B ZNRETHD. VIANBIC T T 1w 7R 208D 55513, VAN
HLOoDOLAY—0 A EZ—=T A AKELET, (TET, LAVY—2A42F—TxzA X LD
YFxarg V=BT, B30 L AY— 2 VIAN FOE—DYV—2NTIEIP Ta kale
HEITE %9,

STEPL| LAY—2A4AVR=—T 2 A RABRUOYT A Z—=T 2 A AZHREL. VLAN ZEID 4T

ER
1.

Uk

~N o

Network (v k7 —7) > Interfaces (- > Z—7 =1 A) > Ethernet (- —Y % ) %
HEIRL, IBIWIKAVE—T oA A EFRLE T, Interface Name (-1 > X — T = 1 X#)
BEETNTHVET (ethernetl/1 7% E) o

Interface Type (7 >V Z—T 2 A XA ZA )T DV TIX Layer2 ZEER L % 9,
Config ((RiT) X 7 & BIRL £ 9
VLAN IZDW T None (72 L) DEREDEFICL X T,

A VR —T A A% Security Zone (LF 2V 71 V=) ICEID 4T 3H. New Zone
Y — ) ZERK L £ 9

OK%Z7Vw o7 LEJ,
Fthernet (A =Yy b)) A V2 =T A A%2)A T4 FFIRELTIRAET Add

| Subinterface (V714 > Z—T A ADEM) 22 Vv 7 LEXT,

9.

10.
11.

Interface Name (7 > X — 7 = A A%) FEESNTVWET, EUF RDRIC, YT 1V
R—T 1A AFKFZ 15 9999 OHEFETATILET,

VIAN X7 1D % 15 4094 OHEIPICANILE T,
YT AR —T A A% Security Zone (LF 2V T V=) ICEID Y TET,
OKZZ7Vvw 7 L%T,

STEP2| a3Iv bhLZET,
Commit (IXIv k) ZZ7VUv I LET,
STEP3| (=) YabraVi#ExtEsYy—y arryay a7 rA)VzwEHL, LAY —2

V=l (BEZVEHE—DLAY—2 V=V NDA U EZ—=T oA AR OIE P Fakan
Ny R £95

RT3 BEORGEZITOE T,

N/

VLAN EL

KD AIS=> 7 WY — (PVST +) BPDU EEHuz O M

T7AT7 T+ DAV R—=T =AW AYV—0 7704 A FNHICREEINTWVSY
B I T7AT T —IUET A aAD VAN BALDO Z 8= ) — (PVST +) F 7213 Rapid PVST
+ 7Yy Tabra)l F—R22=y DA NIV RER—F VLAN ID (PVID) H5EEEH
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A2 =T A ADHRIE

Z. (BPDU) Z@#Y)77 ™7 kN7 RVLAN IDESICZEH L, BPDUZRIRELE T, PAN-OS
71 THEREINZCOT T7HIVRNOEEIC KD, 77 AT 0+ —)VE. 7747 U 4—)VOil
fNCH B VIAN HDY ZAAZXA w FBIT. AT EHEED PVST + BX G Rapid PVST + 7L — L
WIELL 2T %MIF BT EMNTES I8, Cisco PVST + 33X Rapid PVST + Z{#if] L1z A=
VI — =T YN RERES BB T LN TEE T, T 7 A7+ —)UidSpanning Tree
Protocol (A= Z WY — 7 b))l - STPOFE T Ot AL TWiaWizd, XA
TDRINZY T —OEEICEEIZH D £8 A,

) Cisco AA v FD)V—"T"F— R7=HEh L. PVST+ & %\ & Rapid PVST+ BPDU D
EPAREBEMN T 7 AT I+ =)V ECIELSRET 2 L2 LARTNIER D FH A,

COBEEIZ LAY — 2 £ —Y X2 v FBX U Agegregate Ethernet (AE) interfaces ( 8#)A4 — % k
AEA Y Z—=T2—A ) ETDH ETHR—FENEKT, T7 A7 T4 —)ViE. xAT 17 VLAN
DA 1D PVID#HIPA 1 ~ 4094 ZHYR—F L, YRAIADRA T4 7 VIAN Fek & HIENDH D
%9,

PVST + BPDU E:EHaz f4RER YV R— b3 % 728Ic, PAN-OS & PVST + A T+ 7 VLAN Ol
ZEYR—FLTVET, AT 107 VAN EORITEZEENE I L—LIKE. %A T47
VLAN ERIT PVID BMETHFENTOEB A, PVST + BDIEL K BEET B 7=k, RIULA
YOWMBEDTXRTDAAS Y FET 7 AT I+ —IVCEICXAT 147 VLAN BRBRETT, A3
DIRAT 47T VAN DF T 4)U M vianl TIH, VLAN D IE 1 DN OFEICT S LB T
E IS

T2, 7747 94—V VIAN AT 7 F (VLAN BRIDGE EWS &) TRES .
AAYFERETO—RF¥ AN RAS VBT DAV Z—T 21— AP TA 2V EZ—T1—X
A LET, TOMTIE. VIANIZIE 3 DDY T AV EZ—=T 2 —ANWEENTHET, 100 T
ZTfHF E NTzethernet1/21.100, 1000T & Z{HF T Nfzethernet1/22.1000, BRT1500T XK
FHHF ENizethernet1/23.1500TC 9,

VIAN BRIDGEICEBT AV T AV Z—T 2 —AERDEH Iz FT

Ethernet WLAN Loopback Tunne SD-WANM
oy
5D-WAN
LINK WVLAN / VIRTUAL- INTERFACE
INTERFACE INTERFACE TYPE STATE | TAG WIRE SECURITY ZOMNE PROFILE UPSTREAM NAT
= ethernet1/21 Layer2 Untagged none none Disabled
& ethernet1/21.100 Layer2 100 VLAN_BRIDGE Zone_Trust Disabled
&= ethernet1/22 Layer2 Untagged none none Disabled
& ethernetl/22.1000 | Layer2 1000 WLAN_BRIDGE Zone_Untrust Disabled
= ethernet1/23 Layer2 Untagged none none Disabled
& ethernet1/23.1500 Layer2 1500 VLAN_BRIDGE Zone_Management Disabled

T7A T 74—V PVST + BPDU ZHENMICEEMZ 5> — 7 U AZRROK L HIIR L
ER




AV BZ—=T 2 A ADHIE

o VLAN 100

Layer2 Clients

1PVST+ L2 VLAN Bridge
¢ F’VST“'; FW floods packet to VLAN s in
ci Switch VLAN object, rewritin
isco Switcl _ PVID 1000 1000 and 1500
VLAN 100 L2 VLAN 100
eth1/22.1000
PVST+ NLAN 1000 L2 VLAN 1000
VLAN 1500 eth1/23.1500
L2 VLAN 1500
PVST+ BPDU PVID=1000
IPVST‘ ( PVST+ BPDU PVID=1500 er—
Firewall
Layer 2 Layer 2
VLAN 1500 | VLAN 1000

Web Servers Database Servers

1. VLAN 100189 % Cisco AA wFR— ik, PVID BXT 802.1Q VLAN & ZHY 100 ICE&
TNz PVST+BPDU Z T 7 A4 7 T4+ —)VICIEELE T,

2. 07 A7 94N AVE=—T 2 =AY TAEZ—=—T =&, LAYV 2 A4 EZ—Txz—2R
ZATELTRESNTVETS, 774794 —IVDANYTA 2 —Tx—Al& VLAN 100
TEIHFENET, chid. ZEBPDU O PVID BT VIAN 27 L —¥T 58, 77
A7 74 —)VE BPDU ZZITED £9, 77477 4+—)UE PVST + BPDU %, [E U VLAN
T b (TOFEITIE, ethernet1/22.100035 & Crethernet1/23.1500) IZJ@d Ao 3
NRTCDAVEA—=T 2 —RCTTv T4 YT LET, VIAN ZTB—HLEWGEE, 7747
T —)UF b 0IC BPDU Z Ry FLET,

3. TI7A47 =LA (ACVIAN ATV MJEd %) oA > Z2—T 2 —A%=N LT
BPOUZTTwT 4V I095E, T7AT7T+—)VIE PVID £TXTD 802.1Q VLAN &5
BEEWZ T, HOA Y X =Tz —AD VIAN X T L —X¥ET, TOFITIE. BPDU M
T7ATI+—=IVDLAY 2Ty IRBEMTHERIC, T7A T T+—=)VIN 1 DOYTA
YV R—T 1 —AD BPDU PVID & 100 5 10001, 2 ZHHDOY T AV RZ—T 2 — A% 100
M5 1500 ICEEMAET,

4. ZAAAA v FIE. ZIE BPDU TIELW PVID & VIAN X Z%Z(E L., PVST + 23w b 7%
PFRL T, 2y hT—2HNO)L—TOr[EEMZ L £9,

LIFRD CLUEEa< Yy REMHTZ L., PVST + BXT Rapid PVST + BPDU ZETEXE T,

PVID @ PVST + 33X Rapid PVST + BPDU OEEHZ &V a— VI E T2 B E AR
LET (FI7HIVMIEMTT) o

set session rewrite-pvst-pvid <yes|no>




AR —T 1A ADHKE

T7AT I+ —=IVDIXAT 47 VLANID ZeRE LET (#HPHIX 1 ~ 4094 T, T 74V ME
1T9) .

AAYFDAAT AT VIANID D 1 UNDIETHZ5E1E. 77477 +—)V
DFAT 47 VIANID ZF CHEZICRET HRENDH O XS, Z95TEWVE
BT T7ATIF—IVNEZFDVIANID D)% F 2 Ray FLES, Thid.
oG DAVRER—=T 2 AAEIERNT IV EZ—T 2 —RAIHEHEINE T,

set session pvst-native-vlan-id <vid>

IARTOSTPBPDU Ry e Ry FLET,
<yes|no>set session drop-stp-packet
TANTD STPBPDU STy b2 Raw T3 20805 555

o TP AT I —IVOMENCAA v FMN 1 DFETFHO ., I—T%F|Z TAFENEDH B A
Ay FHEDOMMORER D T WA, STPIEARETHD ., ALY FTHEMTTEN, 7747
Ur—ILTTay I TCEET,

o RNEYNCENMET B STP AAwFMWBPDU ZAREYNCT T T4 73256, 7747
A —)VTC STP 237w " REIFLT, BPDU 79w T V7 REIFTEES,

PVST + BPDU OEEHMI MNEMICZ S TWENE I EIER L. PVST 214747 VLAN ID
BERLUT, I77A4T7 T3 —)IUIATXRTOD STPRPDU Sy hE ROy 7L TWANE S H
TR L E T,

show vlan all

pvst+ tag rewrite: fEZ)

pvst native vlan id: 5
drop stp: BiiiZy)
total vlans shown: {{LBH B> B AEI<B A} > { B 81> B/ 8 < B 81 < { B >R/ 18l <fj

10} 3> { {5 > S5 AEI<[S5 480 > { B3> Bl < B/ < { B>l <Pt} 3 <{ { B 1> i<l
T} > { B> R < By < { >R < B} }

ey AVE—T—RA A 2—T 2 —R
7VUwY  ethernetl/l

ethernetl / 2

ethernetl / 1.1

ethernetl / 2.1

PVST + BPDU ZF7—D s T TNy a—T 4 VI ZTVET,
show counter global

flow pvid inconsistent AU X—ZRTIZEW, THUE. PVST + BPDU /87w b
WD 802.1Q Z7& PVID 74—V FB—ELAWEEEZEIDY >V FLET,
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A2 =T A ADHRIE

LAV—=3A42X—=TxA A

LAY—=377aA4 A DYE, 774794+ —)VIZEHOR—F ETrS 70y 7 7%2)V—
TAYILET, LAV A AT A A ZRET DI, ZFLAVIAVEA—T A AD
NS T4 0IV—T 4 VT T B1DICT7AT T+ —)VTHHT B (W —% ZEET B4
WD ET,

Routing between
two networks

10.1.2.1/24 ‘ 10.1.1.1/24

Cisco Trustsec % k7 —7 T security group tags (23 =2V 5 ¢ 7 )V—"7 % %7 SGT)
EHEALTWREEIE. 7747 94— )2 LAV—2F—F, £EIN\—F v )l
TAY BE—ROAVTAURERTEMTZZEMN, XANTSI 740 AED %
9, LML, CiscoTrustSec %y b I —2ITCLANVY—=3T 747 I+ —)VEMHT S
WEDNG DG, LAVY—3T7 747 U4+ —)L7%22 DD SGT #1711 k)b (SXP) ¥
TORNCER L, SXPETHBDO NS T4 w02 T 7 A7 T4 —IVHFFA[T 5 X 51
RET BHRENDH D 9,

RDOBREYTTE, LAV—3A42R2—=T A AZRET % 171%. Neighbor Discovery
Protocol (NDP) ZfH LT IPv6 R A MU 2 /516, V7 a—h)L 2y hT—27 LOT
INAAD IPve 7 RLUAZZR U TCERLSTNNA RAZWT 5k EFIHLE T,

e LAV—3AUE—T 1A ADEKIE
o« NDP Z{HH LT IPvé6 R A b Z24EH

LANV—3A42RZ—=—Tx A XD

ROVEHEZ. IPvA BBV IPv6 7 RLAZR DL AV—08 A2 =T A A (A—YFRv
by VLAN, W= X7 "RV AV E—=T A R) BREL. T7AT I +—=IVHRZEN5
DAV R— 714ZLTW—74/7%ﬁi%$9k¢%tbk%£kﬁ@iﬁoD~T4/7

TrIVZIEHAT 350, H50VE RV EZ2Y VIR VKRS TWBA5EAE. FU%
}MJiP/Fbx#%%k&@iﬁoﬂ@ﬁxﬁ%%ﬁ?%wk\%%@W—74/7IVV
VTCIDLLED virtual routers ZEFET BM. T RNNVAR)—T 4 VT2V Tlogical routers

FEHFELTLTIZE WD,

BEIEROVEEZITO, AV EZ =2y FBXUWE R Y NT—0 DAV EZ—T A4 AT %
WA VR —T 2 A ARRELET, WA EZ—T AR IPv4 & IPv6 Dl JTDT KL A%
WETEET,

PAN-OS 7 7 A4 77 4 —)V BTV TCIE, VNS5 W3MENEL AV —3 1V
R—T A AICEKN 16,000 DIPT7 RLAZED Y THENTEEITH, 2D
BT IPvA BXTIPVv6 7 RLADW TN EENTVET,

IPv6 IL— R BRI LTV A5, DNS eI 1Pve Ib—%— 77 FNRZ A 2 AV RT3
K. T7AT I —INZERETHIENTEEXT, 77477+ —)IVIdHRNE DNS H—
JN— (RDNS) 7 RLABELUT DNS KUY A M EFD IPv6 DNS 7547 R HEFL. ZD7




AR —T 1A ADHKE

FGAT YW IPv6DNS VIV ZA M 2R TESXHICLET, Uk, 7747 T4+—)b
IS DHCPvE H—N—D K S ICHERET B L 91 b F9,
STEP1| AU R =Tz A AZFEIRL T2 T V=0 2HioTHRELET,
1. Network (< 87 —7) > Interfaces (1 > Z—7 A X) DIEIGEIR L., T HICHLET
HA VR —T A AOFEMEICL U T Ethernet (f —% %~ k). VLAN. loopback (/L —
TINw 7). HZWIE Tunnel (k2 32L) OWTNHEEIRLE T,
RETHAVE—T 2 A AZFEIRLET,
. Layer3 (L7 ¥— 3) @ Interface Type (1 > Z—T 2 A A ZA ) i # IR L X T,
4. Config (F%:E) % 7 @ Virtual Router (AL — % —) T, default (774 b)) % E, RE
ORI —Z =B L £,
5. RNWFRMEIZATFL T 7 A7 7+ —)LOEEE. Virtual System ({RAES 27 L) 133%EH
DRI AT L7 IR L E 9,
6. Security Zone (EF 2V 74 V—N)ICDWTE, £V EZ—T 2 A ANET BV — %
HEIRT S, New Zone (HifilYV — ) ZERK L £95
7. OKZZVUw 7 LET,

STEP2| Pv4 7 RLAZFFDA VUV EZ—T 2 A AZHRELET,

KD 3DONVTNDDITET, IPvAd T RLAZLAY—3 A4V Z—=Tx A AICEDY TS

EMNTEET,

« ART AW

e DHCP ATV N-T7AT I3 IV AVE=T 2 AADDHCP 7947 & LT
BEREL . IMICEID U TENTZ IP T RLAZZELET, 774774+ —)Uicid, DHCP
TIAT VR AVERER—=T 2 AADSZELIZRER T 7A 7 7+ —)VTHEET D DHCP
P—N\—IIBETEEESL A SN TVET, ThF—Rc, > &Z—>v k —¢
A TaNnNA ZhSRMEENDS DNS —N\—&EZ, 7747 T+ —)IVTIHREINTVS
I NI —THETOr S A7 YR ET ASESICEHENE T,

o PPPoOE—A > &X—T 1A A% PPPoE (Point-to-Point Protocol over Ethernet) i & LT
WEL. TYRVIMAER (DS BT LIS S, TN 2K % PPPoE 7
INA AWNIZWD DSLBREER Y R— K952 N TEET,

1. Network (v k7 —7%) > Interfaces (f > X — 7 2 A A) DJEIGEIR L., THICHET
HA VR —T oA AOFEMEIC)L U T Ethernet (f —3 %~ k). VLAN. loopback (/L —
TNw 7). BBV Tunnel (k2 % IL) OWITNHEIEIRL F 9,

RESTBAVRA—T A AR £,

3. B IPvA 7 RLAERMSTA Y R—T A ARRET BICIE. IPvd 27 T Type (XA
7) 7% Static (i) ICERE L £ 9

4.7 R L A®D Name (%411) 3 X CMEE T Description (i) %7 Add (GEhn) L E 95
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5. Type (XA ) ICDVTIEERDOWT NN IR L 9

* IPNetmask (IP %V R AV) AV EZ—=T A RICEODLTEHIP T RLAEXY b
J—2 <AY7 (B 208.80.56.100/24) ZASILET,

0 LAY —3AYRZ—TxAAT RLAIC /31 YTy b AT %
LTWBEER. pingEDI—T 14U T4 DIELSHERET B 7281
. A VRZ =T 2 A R% .1/31 7 RLATRET HHENH D F T,

IPv4 7 RLUATIV—T N 7 A VR —T 1 —ARRET H5E1F. /32
T2y bRATVDRETT, & zid, 192.168.2.1/32 T,

+ IP Range (IP #iJifl) 1P 7 R L A#ip&E AT L E S
(Bl © 192.168.2.1-192.168.2.4) ,

 FQDN- 22 R XA 4% AN LET,
. 7 RLAZEREHT % Tags (% V) 23R L 9
/. OKZZVw 7 LET,

STEP 3| Point-to-Point Protocol over Ethernet (PPPoE) Z$fDO A VR —T 1 A AZHELES, LA
V=04 2=T A AL T TIZI W,

HA7 274 7/7 2747 £—KTi&, PPPOEZTR—FENTWVEEA,

1. Network (% k7 —7) > Interfaces (- > Z— 7 = A A)&ER L. & 5IC Ethernet
(- —Y % ;). VLAN. loopback JL'—7"/\wv 7). &% Tunnel (+ > %)) DWW
Nh7ZeER L £ 95,

WETBHA Y RA—T 24 AZERL X,
IPv4 %7 C Type (% 1 7) 7z PPPoE IC#E L X T,

4. General (£2ff%) 2 7 T Enable (%)) Z38R L. PPPoE i DA V2 —T 2 4 A%H
ML EI,

KAV MY —RA YV MO Username (L—Y'—%) Z A LE T,

6. FOI—HP—%HD Password (73X 7 — K) & Confirm Password (/XA — R DR
EANTTUET,

/. OKZZ7Vw I LEI,

STEPA| DHCP 7947V e LTA UV RA—=T oA ARET HDEICE DY TSN IPv4 7 R
LA%ZIFTES X5 LET,

o) HAT 974 7/7 5747 B— KT, DHCP 7547 Y MEFH—hENT
WER A
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STEP5| ¥ IPve 7 RLAZRE DAV Z—T 2 A AZFELET,

1.

10.

11.

12.

13.

14.

Network (= k7 —7) > Interfaces (- > Z—7 = 1 A)xER L. & 5IC Ethernet
(£ —% 3w k). VLAN. loopback JL— 773w 7). &%\ & Tunnel (> %)) DWW
NhZEFHRL X9,

WRETBHA VA —T A AR T,

IPv6 % 7 C Enable IPv6 on the interface (- > X —7 = A A T®D IPv6 DE%NL) 73R
L. AR —T2ARXLED IPv6 7 RLAZERMEL T,

Interface ID (-f > Z— 7 A X IDNCDWVWTIE. 64 Y MEE—E#HHIF (FUI-64)
16 EBIEXTANLET (b 2, 00:26:08:FFFEDEAE29) o TDT4—)UR
EIEHADEFICT S L. T7AT7 T 4+—IVN, YA VX —T A4 XD MAC 7 RL
ANSHEREINT EUIL64 ZEH L E T, 7 FLADIBAKFIC Use interface ID as host
portion (KA FENCA VR —T 2 A AID ZFif) AT a v EERT L, 7747
T A —=IVINEDT RUADKRA MFCA Y EZ—=T 2 A A D ZHHLET,

IPv6 Address (7 R L R) 7% Add GESN) 9 2h. 7 RLATI—T%ZEIRLET,

Enable address oninterface (A > X —T7 A A LDT7 RLAZEHMCT S) 7ZEER
L. AR —Tx AR DD IPv6 T RLAZEEMMCLET,

Use interface ID as host portion (KA NEMNCA V2 —T 2 A4 XD Zffif]) 73R
L. IPv6 7 RLADKR A MB7IC Interface ID (£ Y Z—T A4 A 1D) ZHHALET,

({T5%) Anycast Z3ER L. IPvé6 7 FL A Ob—1b) % Anycast 7 RLA Ob— k) I
LEd, DD, O —a BRI LT 4w VA %ZT7 RNZRA AT BT b7
AREIC L, =T« 27 78 k)LD A X M RO EZRITIEDNT IPvé DBV E
FIWr L7z /— FIC Anycast F ST 4w V7RG TEAH KDL XS,

(A —T vk A22—"7x A4 A0) Send Router Advertisement ()L —Z—D 7 R
INZA TV TRIERE) RA) ZEIRL, 77 A7 U4 —IVDII—R— T RINZA XAV
FNCZOT7 FLAZEETESXIICLET, TOHH, A V/A2—Tx2 A A LT/ u—
73U Enable Router Advertisement ()L—X—D7 RINZ ATV T EREME) AT a >
EENET ZHENHDET (RODRATV ) |

(A—Txv b AT AADRHR) T7AT I+ —IVDT RLAZEMNZ L Hx
3" Valid Lifetime (sec) (B#7H (F)) ) ZBHAITATI L X, AL, Preferred
Lifetime (sec) (BT A4 T2 AL (B) ) UETHEINIRODEEA (T 74V HE
2,592,000) o

(A —TFw b A 2—=T A ADH) BMNET RUAMBEENDER () &L
T. Preferred Lifetime (sec) (8514 72 AL (B) ) ZANLFET, OEFREA
X, 7747 9=V DT FLAZMEHLU TS 740 v V2R ZETEEXT, B
T4 TEA LOWR®%IE. 77 A7 7+ —=ILINC DT KL A% U TH Uk 2
VT BT EIETEERAN, BH{FEORHZ Valid Lifetime (BX7ao 17214 L) O
RETHEMTT (7740 ME 604,800) o

(=T b AZ—=T2AADRH) TLT 4w 7 ANICT RLADD ST AT LI
IV —Z—7x U CRERETH 2551, On-link (4> U VD) B#RLE T,

G- SN N G S 7l4z®$)ﬁﬂémt7b7x/7x&4/a~
TxARIDZHBEDE T, YATLHIP T FLAZMBI/ERTE %5
l&. Autonomous (HEHY) ZFINL 9,

OK%Z7Vw 7 LEI,
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STEP 6| (If

vo 7 RLADHZMLHT 2 VIAN HB0NEA—T Ry bDH) T7 AT T4+ —IVIA

VERE—=T 2 AAWNSE IPv6 )V—F— 7 RNZA XAV E (RA) ZIEETEDLSICL., £
HTRANTA—=REFHELET,

O

AR

10.

11.

12.

RONT N EHNE U TRANT A—R 2% L9, BihsEzliHT 3
W—Z—/KRA N 2[RRI T 2728, E8OT7— by oA DMERENE
BlCRZmd b T 2728, B2, 794V = ADERLUT%T
IPvé 7547 2 N HRAMDREEL T IAHIV T — b oA ZY0OFZ, v b
T—TWNORDT T+ )V "=+ 2 AT THOEZ BB TE S K 5. Min
Interval (5/)MEFRE). Max Interval (5 K[EFRE). 3 X U Router Lifetime ()L — 2 —®
ARAM) D/ NS SRELE T,

Network (v k7 —77) > Interfaces (- > Z—7 =14 X) DJEISERL. T HIC
Ethernet (1 —% % k) %\ i VLAN Z3EIR L £9°,

WETBA VR —T A AEEIRNLET,
[IPvé] Z 3R L X 9
Enable IPv6 on the interface (-7 > X —7 = A AT IPv6 DEZNL) 23E RN L FE 9,

Router Advertisement ()L —Z —ii%1) % 7 T Enable Router Advertisement (JL.— X —®
T RNNRZAD YT REIE)VEEIR L £9 (T 740 M disabled) o

(T35 T7A47 7+ —IVHEET % RA BD&R/NEE (F)) & LT Min Interval (sec)
(B MEIRRE () 2 LE S (HipHik 3~1.350. T 7V 200) o 77 AT 74—
WL, RELT/IME & R KIEDBI DT > R LSRR T RA ZiEE LE T,

T35 T7A 7T+ —IVHEET % RABDERXKMME (B) & LT Max Interval (sec)
(KRR ) ) Z&RELFET @ 4~1.800, T 74V ME 600) o 7747
T =)V, BRE LT/ IME & KD DT > 2 LEEBR T RA IR E L E T,

UTE) 7947 > MCHHT %, %5737 b D Hop Limit (& 7HIiR) Z45& L X
9 (HIPHIE 1~255. 774V RE 64) o Ky THIBZIRE LEWEEIZ 0 ZATIL
E I8

UFE) 2947 Ma#EHT 5 YV RREELI=y F (MTU) & LT Link MTU
(V27 MTU) Z&ZELET @EiFZ 1,280~9,192. T 7 %)L b iZ unspecified (Kf5
E) o UV MTUNRWEEEE unspecified (R5E) ZEHR L E 9,

(T35) BEERJREMERR X w b — Y R G IAN—ICEENRETH S L ET 5720
WZ27 547 > hHMEH T % Reachable Time (ms) (BERRERRN (S UR) ) BIETELE
T EEARER R 245 E LR WA 1E unspecified FEE LRV 23N L F 9 (#ifAlZ O
~ 3600000, 77 %)V b idunspecified),

T3 FAN—EFEA v —VEHEETEETICIIA T >V MRS 2 (2
UF) ZPET S Retrans Time (ms) (U F TV AIv gy 24— (UM ) &
WELET, VNI VA vy g VREZIEE LW EE unspecified (J5E L7k
V) BN L F 9 @i 0 ~ 4294967295, T 7 4 )L kldunspecified),

(2 25AT7 VR T7AT7 04— NV"TTIHIVE = oA & UTHHAT
S (B)) 7% Router Lifetime ()L —Z —DAZNHAR]) (sec) TRELET GHipHlX
0~9,000, 774NV EE 1,800) o Ol&. 77AT7 I+ — VDT THIV s F—h Tz A
TR EWCT EZRLET, BHREES . 7547 WD ZEDT T4V K )b—
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STEP 7|

13.

14.

15.

16.

17.

(

1.

RZ—VYAMNST7AT T4—)V T2 M) ZHIBRL T, BlOINV—2—ZT T+ )V
T—rJxz A LUTHEHLED,

2w b T—2 BT RX Y MITEBO IPv6 )V—2 =B 5551, BT 3 IL—2—7%%
NG D1 S A7 > FHMEF T % Router Preference (559 %)L — %2 —) ZREL
%9, High(&). Medium (1) (774U F) | Low (f) &, RA DT RINZA XA K
AT BRDBRIEN TH O, T X b EOMOIL—Z =T BT 7 AT 74 —ILD
AL — & — DRI I 7 BN 2 R U E T,

7 RLU A% DHCPvO BHEITHTZ 52 %7547 MORTHEIX. Managed
Configuration (B X N7zikiE@) Zi#IRL £ 9,

7 R L AN (DNS B#HEORRERE) 2 DHCPvO RRHTHHTE 522074
7 Y MR T HEd. Other Configuration (2 DftHDFRIE) Z R L F 9

O —Z—D5REEINTZRADY V7 E B LIZEREZEHNLTWAZEET 7
A7+ —)VCHERT %8813, Consistency Check (—EMEF v 7) B3E IR L E 9,
—HLTWEWEAR T 7A 77+ =)V ZIcidix LE T,

OKZZ71w I L%EY,

6 7 RLADIRZ[HT S VIAN HEZWIEA—Y 2y FOR) T7AT7 T4+ —)UHZ
DA VRER=T 2 AADNE ND V=R — T RINZA XAV FTT RNNZA A&7 HiRiik
DNS H—N—7 RLABIT DNS BRI A M Z2IBELET,

T5AT VR IPVEDNS U VT A R EBRTES XS, RONS Y—N\—=FE XU DNS xR
A BME. DNS Z 547> FHD DNS RED—EIC > TWVWE T,

Network (v k7 —77) > Interfaces (- > X —7 =1 X) DIFEICER L, THIC
Ethernet (1 —H % v F) H 53 VLAN Z3R L £ 9,

2. WERDA Y R—=T A AR L LI,

IPv6 > DNS Support (V7 R— k) Z3E R L £ 9,

Include DNS information in Router Advertisement (JL—2%— 77 K)XZ A XA 2 R
DNS 57z 238 %) i3I L. 77 A7 U+ —)Uh IPvé DNS IEHRZEETESH KD
LE9d,

DNS Server (Y —73=) IZ DWW TR DNS H—23—0D [Pvé 7 R L A% Add (B
) U9, HFENE DNS —N—%Z i K S AddGEMN) LET, 77477 +—)b
& ICMPV6 Jb—2— 7 RINZ A XA FNTY—N— 7 FLA%Z LW BIAIGEE L X
ER

RAA VB2 RRT BT=DIC T TA T 2 FHRFED RONS Y —N—Z i TEZ 5&K
AR & LT, Lifetime (G%0HAR) ZRHEA TIRE L X9,

+ Lifetime (A %0HAR) #iPAIZ. Max Interval (52 K[LIFE) (Router Advertisement ()L —
Z—IEH) 2 T TRELEED) XU Max Interval (IR KRERE) O 2 {%0OfE & [E T
ZOHDOIETT, HIZAIX. Max Interval FRKREBRE) AY 600 OB, Lifetime ()
HAR) O#IPHIZ 600~1.200 #TT,

s 774 )V O Lifetime (GZhHAR) 1 1,200 #TY,

DNS Suffix (DNS B 7 ¢ 2w 7 Z) I DWW TIE. DNS Suffix (DNS ¥ 7 ¢ v 7 X)) (B k 255
INAFDRAA V) %2 AddGEIN) LET, DNS YT 0w 7 A% KA 8 14 Add GEAIN)
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LET, 774774 —)VE ICMPvE )V—R— T RNNZA XAV NN TYH T4 v 7 X
ZEDNSIEIGEELE T,

8. AT VIS T 4w I RFHTE5RAMME LT, Lifetime (ARIHAR) Z#)H
NTHRELET, CTOAMPAROHEHPEBXUT 74V kO, Server (—/\—) D&

DELFELCTY,
9. OKZZVvwZL%d,
STEP8| (A—HU v bEid i A2 —"TJxsA2) BNARP T MBI EELET, HMY

ARP TV R UM ARP Tty v I D EEET,

1. Network (v F7—7) > Interfaces (1 > Z—7 =1 X) DJEISERL. T HIC
Ethernet (7 —% % ) H5WIE VLAN ZBHR L £ 97,

. RERDA VER—T 2 A AEERLET,

3. Advanced (Gfffl) > ARPEntries (ARP > V) ZEINLF T,

4. IPAddress (IP 7 KL ZA) &% d % MAC Address (MAC 7 KL X) % Add GBE
I LET ON—FRIz 7X@ X707 77V AH# T RLA) o VLAN A > Z—
T A ADEEE. Interface (A2 EZ—T 1A R) LFEINTIZHENH D FI,

HARP Y NV RZALT I N LEVA, HEIFEEINFrv v
WOARPLZY +VIX, 74 ET 1,800 TCEZALTFLET, ARP
Frwia ZALT T NIHAEZIAXTEET, [Lyvrary 2140
T RORE | ZBIRLUTL I,

5. OKZZVUwZ LET,
STEPY9| (A —Hxw bEild vian A2 —"T7 1A 4) EpERFER7a b a)L (NDP) =2 RV
FIELET, IPv6 O NDP Tld. IPv4 O ARP L[EIU &5 BEEENFEITEINE T,

1. Network (% b7 —7%) > Interfaces (f > Z—T7 A A) DEIER L., T5IC
Ethernet (-1 —% % ) %W E VLAN ZER L £

CREFDAVE—T 2 A AR E T,
3. Advanced (Gfffl) > NDEntries (ND T V) Z#IRLFT,

4. IPv6 Address (IPv6 77 FL A) LZDXt)id % MAC Address (MAC 7 KL A) 7%
Add GEIM L%E9,

5. OKZZ7Vw o7 LEJ,
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STEP10| (1i) AV RA—T 2 A A TYH—EAZAMELL X,

1. AR =T AAXATH—EXEEMLT 5IiE. Network (v k7 —77) > Interfaces
(f B2 —T A R) 28R L. &5IC Ethernet (f —H % v }) H 51 VLAN Z35EiR
LET,

L RENDA VR —T 2 A AEERLET,
3. Advanced (Gffll) > OtherInfo (ZFDMMDIEH) ZFEIRL F9,

. Management Profile (¥ 7’07 7 A)V) U A b ZHEL. 707 7 A )LV E 7213 New
Management Profile (FiEH 707 7 1 )L) Z# IR L £9,

. Ia 77 A)VOName (%) ZANLET,
6. Permitted Services (FFA] 9 %Y —E ) ICDWTIE Ping R EDY— U AZEIN L., OK
EIVw I LET,
STEP11 | £HEA2aIv FLET,

STEP 12| A B2 =T 2 A Al —T )i L £,
APL—=F F—=7)NW2HHL T, RELIA VY EA—T A AMEXINT 2 A1 v F Xzl
IW—F—lcxy bT—=7 BT AV P eicHERLE T,

STEP13 | AV B—=T 2 A AT VT4 T THB L2ab L7,

Web £ V2 —T A A5, Network (v s 7 —7) > Interfaces (f > Z—T =1 AX) D
JIEICEEIN U, Link State (U >V ZIREE) HIDT A AU DIz > TWB T EEMERLET, F
7z. [Dashboard] D [ >V Z—T x A A U4 TV xzv "BV IIREERETEZ RV TT BT
EETEXT,

STEP14 | AR T 4w I )N—hEREEAFIVIIV—T4 27 « TV (BHEZNIXFOH ) %
RELT, I —Z—F /2 3GmN— R =T T v I BRI —T 0 VT TEDBEIIC
L%,

STEP 15| F 74 )V b Jb— b ZREL X9

V= RIS AR T 4 I IV— EKEAZT v 7 )v—TF 4 VT HNCT B RRE L,
FNETIFHIVMCHRELET,

NDP ZifH LT IPvé R A h 5

COMEYZIE, NDP 2o T IPv6 RA N Z2HERT 5 H1EZFHIHLE I, ZDKdH, TOHM
T DHCPvS Y—=N—Z 0T 2 083D 0 F A, Flz. THUI NDP Z#H->T IPvé6 7 KL A
EEMHEAL, F 2V T I)V—)VOER LIEBET 22— —BXUTNNA AD IPv6 7 RL A &
MAC 7 RLAZZR B TES X ST 2 HEEHALE T,

o DNSEREHD IPvé V=2 — 7 RINZA XA K

IPv6 V=B — 7 RINZ A XA NI RDNS H—N—=B XU DNS #izR U X b ZRE
NDP E=&Y %

NDP E=&2 Y 7 DHENME
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DNS iR EHD IPv6 )L—2— 77 RINZ A XA k

T7 AT I+ —=I)VCET B A il (ND) OFETHEINTED, REC o106, 1DNS 3%
D 1Pve Jo—2— 7 FINZ A DAY MICHELL 72 FIRE 7% DNS Y—73— (RDNSS) #7
VarvBXUDNS#HEY X (DNSSL) ZFHD IPvé RA R Z#ERTEET, LAV—0 1
R—T 1A ZADHERITOB. T7AT7 I+—=IL ETTNEDDONS A a vwEREL. 77
AT T d =)V IPv6 RA MR TED XIICLET, ZTDHd, RAMEHET S2DIC
A& DHCPvE Y —NN—DREIC 5 T 3D D X Ao T 7470 F—)iE DNS BED—HB
LT, TNHDA T arEzZE L IPv6 )—Z— T ENZAL XA (RA) % IPvé KA B
WKHEEL., TNOEMNA U EZ =2y b U=V RICFETEL LS., WHEEZ TERET, TDk
&, IPv6 RAMEIREILITRESNTVET,

o DNS 7TV BERTEZDRDONS 4 —N\—D7 KL A,

o RAALUEE DNS ZZVICANT BHEIC DNS 754 7 > b IHESRE R XA v 4cht s (—
EIZ—D) §BH5RAAMH (W T4 v X)) DU X,

DNS FEHD IPv6 JV—R— 7 BINZA XAV M, ITXTD PAN-OS T T+ —LD
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P

5. Auth Name Server for .com to Recursive DNS Server: Auth Name Server for paloaltonetworks.comis 2001:18C::3/32

6. Recursive DNS Server to Authoritative Name Server for paloaltonetworks.com: What’s the IP address for www.paloaltonetworks.com?
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- 1. DNS query - What's the IP address for www.paloaltonetworks.com?

IPv6 Host
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ARAEY—CAEHPMETEE T, & ZIE, Bonjour Ik D, TU VY ZDIPT KL A% TH)
RETHILHRLI TV VREHRTEEXT, Bnizua—Hh)L 2w 8T —27 LD L ANZH
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HFENET,

Y ITAYT—2a LTS T o )Vv—T 427353y NT—JEREET, Apple
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CDXTarvEEMcTBE, T7A4T7 U4 —)UIid Bonjour 85T 4w 7%, TOFT
VavEAMC LI 13, AEAVR—Tz—A, YT A EZ—=Txz—ACVEZA L7 LE

9, Bonjour b 74w I EEMLIENWA UV EZ—T 2 —RA (B R—=FENTWVBEED) TXT

T, TOF T2 ayZENCTH2R0ENHDET, AR, FFED I3 A2 —Tx—X
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W—TThIEDTS, T7 A7 T4 —IVIEETMACT RLAZ, T7A4T7 T 4—
WOHOA VY RZR—T 2 —AMACT RLRICEHLET, 7T v REBEI 12
I, UTRORIHEEESN TV R Ty NEBAZ SNy N T 7 A7 I+ —
IWINZET B L, T7 AT I+ —)V3ry b REELT. 7747 I4+—)VE
v NI —U 2 RELET,

L— iR (18H720)
PA-220 100

PA-400 L
PA-800 200
PA-3200 500

STEP 1| Network (v b7 —7%) > Zones (V' — /) DJEICE IR L 9

STEP2| 13 A4—Y v b, YT AR —=—T1—A, AEAVEZ—T 1 —ADWTNHEEINE /-1
Add GEIN) LET,

BT AV R—=T 2 —AZBINY 556, TOTT A2 Z2—T7x—A3 0 Td%
{Tag (Z 7V 208D H D 9%
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STEP 3| IPv4 7% ER L THh 5. Enable Bonjour Reflector (Bonjour Reflector H5%1{k) 47 3 > %%
RLUET,

Ethernet Interface

Interface Mame
Comment
Interface Type | Layer3

Metflow Profile | Mone

Conhg IPwd IPwié SD-WAN Advanced

Enable Bonjour Reflector
Type ) Static PPPoE DHCP Client

O]
L]

() Add

STEP4| OKZZ7 Vw7 L%,

STEP 5| Bonjour b 74w I ZEk LTz, (3. AEA VY Z—T 2—A, Y ITA U EZ—T 2 —AD
ETCUIHUT, ATv T 1~4 ZHOIRLET,

COXTTa it mRIDAIEDA VR —T 2 —AF @3 YT A 2 —T 2 —
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STEP 6| ZH7% Commit (23 M)LZET,
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STEP 8| show bonjour interface (Bonjour” X —7x—AKR)CLIaxy Rz#HL T,
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VEADVAMEFIRUE T, rx A V2 —T 2 —AWRZET % Bonjour 237w s DFRE
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FRLU, IXEAVEZ—=T 2 —AWEET S Bonjour 237w hOfREEX L., drop 131
R—T 1 —ADFEET B/ FOERLET,

admin> show bonjour interface name rx tx drop

ethernetl/4 1 1 0 ethernetl/7 0 0 0 ethernetl/7.1
ethernetl/7.20 4 4 0 ael5 0 0 0 ael6 0 O 0 ael6.3
00

[oNo)
[oNo)
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DT IR A%HFATHIA AN, Y—EARIPT RLAZERTBZTET, I77AT7T4+—)U
BARIERT AN RELET, HziE. 22— —Dethernetl/1A VX —T A A% LT
T7AT7 T+ —)IVDOWebA VRZ—=T 2 A AT 7V ATHDZHEHEL. LA LZDAVZ—T
A AMNZY T =TS 27 LW BSNMP Y Y B32ZT 3 DIEFF LI E WS IR SH D
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N5O7a b DUVRELTEEINE T, 7747 74— )VAOEBLT 742 274
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Mgmt (7 > Z—T7 = A XEM) DIEIGER L. AddGEN) Z27) v 7 L%ET,
2. AVE—T s AADNEH NI T 0w ZICH UTHRT 270 b a)Va#ER L&
9, Ping. Telnet., SSH. HTTP. HTTP OCSP. HTTPS. & 2 W IISNMPDWF NN T
ER

@) N5OTHE b UPELTERFZITV. KETIEEWTeH HTTP 7213
Telnet ZHZNC LW TL 12 E W,
8. AVE=—T 2 AANEH NI T4 v I UTEFRT 50— AR EIR LT,
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R—ICHELET, T7 A7 74 —)UIE Ethernet AA v F T REHLUTHU PY 732w b |
DD TINA AT 7R ALET, (FCMP ZEH L TWA5EE. FIB TEEINS 1 DO
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s =T VTEITVIENT 7 AT A IV DA E—T 2 A A,
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1. Network (% k7 —7) > Virtual Routers ({48l — % —)DJEICEIR L F 9,

2. ARKEIL—%— (default (T 74 IV F) EWVSEHTDOE D, H 5 WIEHIORIEIL— X —)
FEINT B h . B UWEAE)L— X —d Name ($4451) % Add GEN) L F 9

3. Router Settings ()l — X —&XE) > General (£f%) 7Zi#ERL X7,

4. Interfaces (f X —T A AR 7 AT Add GEIN) Z 27 VU w T L, EHREHDA YV
R—T 2 A AEFEIRNLFET,

IV —Z =BT B I NTDA Y Z—=T 2 A ACDVTIDAT Y T2 DIK L&
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5. OKZZ Vw7 LET,

STEP3| RARTA4wIBXUOZAFTIv I I)b—T 1 T OEMEMZREL T,

2w P =0 DEMHICEDRE T, )— DR XA TOEMEZRE L X9, 5i/ehF L
IV— N ZEEF > T 255G, REV—2—I3EHEMZ2EH LT, 55V —T1 27 7
BrIVEBXTRAZT 4w 7 )b—bh 5, BEEDEWE D28 LD DRES/ N AZER L
EQC

o B CHIPALE 10 ~ 240 T, T AN ME 10 TY,

+ OSPF 4 —#ipHIX 10 h5 240 T3, T 74V ME 110 T,
+ OSPF %\ -#ipHIE 10 ~ 240 T9, T 74V Mid 110 TT,

« IBGP #iff%10~240T9, 7 7* )L Mid 200 TI,

« EBGP —#{if#lx10~240T3, 774V I 20 T,

« RIP —#iplZ 10 5 240 T, T 74V & 120 TY,

HEDTZHICAI T A S ONNZAZEEIER LIz Ek. FCMP ZSIRLTL72E
[/\

STEP 4| (A —Z—DeRNEREZII Y FLEXT,
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T7ATI+—=)VE. T74HIVETEM (MCT) A Y X—T A AZMHHL T, DNS Y —r3—,
PNERZREEY — 83—, Palo Alto Networks - 9 —VE & (VT Fo 7. URL B, SA YA F—
F 7 —H A E) R EDOHNEHY—C RICT 78 ALET, MCT AV Z—T A ZADFHICD
315, TNEOY—CBRICT VAT ET7—2 R—k GEEDA LV RZ—T A R) &k
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LTy a— e, FEEBOREY AT LI LU TENIIZ> TSI 7 A7 I+ —)b
FOREY AT LDV —E X )V— b BEHARIAXTBHENTEET, FEDOY—E RIHt
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ROFNETIE., service routes ZREEK LT, firewall DY Palo Alto Network 7% R Y—E 275 £
DIERY —E ANDERDEELA THLEICHHT 2 A VA —T 2 A AZEEHTZET, hioh
avallability (HA) MDD T 7 A 79+ —)VDGH. —E X )b— MERIE HA E7RITRBIE N
ESC S

active/passive high avallability (HA) IND firewall DG, SNV — Y X X 7zid 1 gk % )
32 XK LTz —E X )b— bk active HA ET7 TORT 77 4 €T 14— SR

L. passive HA E7 W A —P %y I « £ 2% —7 1 —A% Source Interface & U THERL L 7z45
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STEP1| H—VC 2R —+Z2hARZIAALET,

1. Device (7731 X) > Setup (t2v k77 v 7) > Services (V—E R) > Global (7' 11—/3)1)
TR (EBURIE Y AT LOBEN R Rl T 7 A4 7 7 + —)VDEE Clobal (7
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&
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o HETERBFAOY—E XDOHH :
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Vo710 y 7 L&Y,
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Route (7 74V L )b— b)) ZRELET, TOX T a rzHEiRT 55
a. UFZRELET,
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BfEICZNE R 5551%. Advanced (FFflll) %7 C. Disable Transit Routing for SPF
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ELET, BETAEMETNEZENZT OSPF OFINENHEL DX, 7747
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i%ﬁ—@\5&—X7wuxﬂ—b«wﬁ—%_FT%ﬁﬁéiomﬁiﬁéﬁgﬁ%
DET, NS— E—RTld. ZAN—=1&7 7477 4—)U) Grace Period (V'L — & 1)
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STEP 1| Network (%7 7 —7) > Virtual Routers ({48l — % —) DJEICEIR L., & LIz
J—Z =R LT,
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Web A YR =T 2 A AZEH L TV—T 4 27T =T N 2ZRL TWBE5E5. ROMEEZITH
ESC

STEP 1| Network (v k7 —7%) > Virtual Routers (i)l — &% —)More Runtime Stats (T > Z A IR
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e |GP & BGP OMEMFHICK D, HEMET O 7 7 A )V AR LT BGP ANDJ)L— kDIEA
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BNV—Fr 2T RNNZAXTBEIICLET,

e A=ZF Y AMHBZWVEIVFF¥ A )b—k 7=, HEZWIEWGFICH B )IV— b EFHEME
LET,
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H—)VEE) ZHRE L X9,

FHELE P ME 2 TR 3 5 72 8D1C AS Format (AS JE=0) &38R L 97,
« 214k (F7HIVH)
s 451k

T URA LKEHE. REC 5890 1XiE S T asplain KidZ2{#F LT BGP 4731
FDOASBESZHERLET,

Path Selection (/S AEER) DL FDZFNZTNORCEH ML T 23 L £,

o HIC MED ZLtlE — HIID AS WD A IN—=M5ZIFHL - T2 /S A8 IR 51Cid. T
DI Z G L X T,

o PUEFRM MED L — IBGP €7 (R AS NO BGP E7) hbimHIENiz)l— b
DOHEN 5 )L— N &EIRT 5Iid. COEAEMCLET,

Auth Profiles (G237 2 7 7 A )LL) IZDWTIE. RaE 7127 7 A )L7% Add GEWN) LE 9,

+ ProfileName (7’77 A )V%) — 707 7 A)VOFBANAERT 24012 AT L%
ER

 Secret/Confirm Secret (’— 27 L MNEAS =271 v ) — BGP E7@EICf#
9 2/SATL—XZ AN U, HERLE T, Secret (—7 L M) id. MDS5 ZREEIC
BIHF—L LUTHHINEXT,

10.OKZ 227w 7 LET,
(1) BCP ZRELET,

1.

Network (> s 7 —7) > Virtual Routers ({x28)L—Z—) DJEICEIRL., T 5IxAE
J—2—7 IR L L9,

BGP > Advanced (###ll) Z3R L £ 9,

8. D BCP AS T ECMP ZEITTES L IICT 5513, ECMP Multiple AS Support

(ECMP <)LF AS ¥ R— k) ZEIR L £9%

Enforce First AS for EBGP (i#]0 AS 7 EBGP IC/H) (T 74 )V N THER) Ik
D. AS PATH JBEEDRFID ASES & LT eBCGP ET7DRHD AS ZBERZVAFLTWL
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IRV eBCP ET7MEDZETEHNT Y b 2T 7 AT U =)V ROy I 93K LE
ER

. Graceful Restart (V' L —A 7))V )V AZ—F) ZEIR L TRDRZAR—T2RELE T,

+ Stale Route Time (sec) CEFHHIFEYIIUL— MR (F) ) —)b— FAEERHIFRYIN
IRREZHEFF CZ AR OE I ZRHN TRE L E9 G 1 ~ 3,600, 774V
~i& 120) o

o O—J)UBESIER (D) 12— )L 751 ADVHIES) T % 2O 5T B O E
SHEMENTIRELET, COMETIEMENE T @ 1 ~ 3600, 77+
JURIE120) o

» Max Peer Restart Time (sec) (A Y7 HEFFRE ) ) —a—h)L TN AN
L—RA UL RPDOET 731 AOHIEHFRR & U TR ANSREORKAKEZR
WA THEELET @HpiE 1~ 3600, 774V M& 120) o

Reflector Cluster ID (U 7L 7% 75 A% ID) OEHIE. VILIER 7T ARERT
Py FA T ZfRE L E T,

. Confederation Member AS (I 77 L — 3> A2N—AS) DI, HEEV X

TLBFSDID (7T ASHFESEEMEINET) ZECLEI, ChEIBCPaYTT
L—y a3 YNTORERENET, IOV TIE, BCP OV T o7 L—v g /s
LT 7ZE0,

L WELRWR YT TaT y A VRIS ROEHZ Add GEAN) L. Enable (%)) 23R L

TOKZZ7Vw 7 LEY,

« Profile Name (7’077 A)V4) — 707 7 A)VOFMANAEHT 3402 AT LE
ER

« Cutoff (1w bA7) JI—HMMEILEOLEWVERFEEL. COEEHEAS LI —NE
MAMEIEE NS XS5 I UET @#Hipild 0.0 ~ 1000.0, T 74V ME1.25),

* Reuse (HFIf) ——MMEIEOLZWMEERTEE L9 @#HiFHIE 0.0 ~ 10000, T
TAIVRIE 5, TOMEZE RES EEIREICE>Tz)b— MIBEEfFAINE T,

+ Max Hold Time (sec) (AT —IL R ZA4L (B)) ) —ENFEIARLZETH-> Tz
BAfR7a <. I— FZEILTE AR ORRKEZHHEMTIRE L XS i 0 ~
3600, T 74V Mi& 200) o

+ Decay Half Life Reachable (sec) (Decay Half Life [3ZEr[GE (F) ) —)L— M HYFIEA]
AEE AR ENTGE, W—bOLEEA N w 7% 1/2129 % F TOREZ R BT
THRELET @ 0 ~ 3600, 774 )V M 300) o

+ Decay Half Life Unreachable (sec) (Decay Half Life ZZEARAJGE (7)) ) —)L— K D3F|
EARAREE AR ENTGE, IV—FDOZEWA NI v U7 1/210F % £ TORE %
YA CIRE LE S (#iPHIE O ~ 3600, 7 74V M& 300) o

. OKZ 2|7V y 7 LET,
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STEPS5| BGP EY JI—TZaELE T,

Network (v k7 —77) > Virtual Routers ({fxA)L— % —) DIEHICEIR L. T S5
— R —Te IR LK 9,

BGP > Peer Group (€7 7)L—7) Z3#IK L. €7 Z7)L—7D Name (%) 2 Add (B
fin) LT Enable (f5%)) 23R L X9,

RELUIERFEA A T 2T L—3 Y ASNDISAZEYHSICIE. Aggregated
Confed AS Path [ A T 2T L—3 2 AS INAREIR L9,

1.

[

TEGEDEFRICT 7 A7 U+ —)VDY T b Uty h2FT9 BICIE. Soft Reset

with Stored Info [ {(R1E L7z HEHA LY 7 K Uty M ZEIRLE T,
¥y ZI—T0 Type (%1 7) 23R L £,

IBGP — Export Next Hop (7 A k sk 7D A:R— 1) : Original (UT) H % W&
Use self (H i) 23R L £ 95

EBGP Confed (EBGP 1> 7 =7 L —3 3 ) — Export Next Hop (%7 A + kv 7D
T Z5R— k) : Original (7T) 3 % W& Use self (H C#i ) 23R L F 9

EBGP Confed (EBGP 21> 7 =7 L —3 3 ) — Export Next Hop (% 7 A + K 7D
T Z5R— k) : Original (7T) 3 % & Use self (H C# /) 23R L £ 9

EBGP — Import Next Hop (7 A k ik 7D+ >5R—}) : Original ()T) & % W\ i
Use self (H .4 H)Z L TExport Next Hop (x 7 A bR DLV AKR— F)2EIR L
9, [tk £k [HCOMH] ZHELET, 774774+ —I)VHHID AS ND
ETICEETRHEPICETENS AS PATH JBHED T T A X—k AS HEZ BGP ICH#
HIFNCHIBR E B 5 41%. Remove Private AS (75 4 X— k AS OHIIR) &3 RN L E
ER

OK7Z7Vw 7 LEI,
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STEP 6 |

STEP 7|

7 =T8S % BCP 7 #RE L, 7 FL AN ZIRELE T,

1.

Noo kW

9.

Network (v k7 —77) > Virtual Routers ({fxA)L— % —) DIEHICEIR L. T S5
J—Z—7EIR L9,

BGP > Peer Group (€7 7)L—"7) 73R L., THIERLIZET TV —T 73R 1L
E

Peer (E7)ICDWTIE. ¥7 7% Name (%#0) fI1C Add (E) LE T
Y7’ 7% Enable (%)) ICLXd,

Y7 OffEitl 7% Peer AS (Y7 AS) # AT L E T,

Addressing (7 R L AWLH) ZEHR L £ 9,

Local Address (2— /1)L 77 R LX) IZ DWW TIE, BGP ZREL TW5 Interface (-7
=T AR)ZZEIRLET, AV EZ—T A AIELBDIP 7 FLANSS5E1E. 7
DAVE—=T A ADBGP E7 7% IP 7 RLAZ AN LET,

Peer Address (K7 D7 KL A) DWW Tid, WINHDIP ZERLTIP Y RL A%
AT B, TRLA XTI 27 M aBHRH 2 WIIEKT %0, FQDN ZiER L T
FQODN IO RLRA ATV 7 hHAWE FQDN ZANLE T,

77 A7 7+ —)Vik FQDN @ DNS ik 618 6N 7c—DD IP 7 RL A
(IPv4 3 %\ IPv6 RIEZNFN) ORHEF L E T, DNS FRIRDHEED
T RLUAZRKRT &, T7 A7 74—)UiZ BGP ¥ 7 HICHREE NI IPZHE
(IPv4d B2 WM& IPVO) Iy F9 5, BREENSIPT RLAZMHL XTI
BHXNBIP 7 RLAIZ. DNS Y —\—HHEIDE TR RO T R
LATY, 774774 —=)Vid, IBFICED ST T RLADKRDIEICE
NBEO., TO7 RLAZBIINARFTFLE T,

OK7Z7Vw 7 LEI,

BGP ¥V DR EZITWVE T,

1.

o kW

Network (= s 7 —7) > Virtual Routers ({i28)L— % —) DJEICEIR L., T 5IxA
J—2—7Z IR L X7,

BGP > Peer Group (Y7 7 )L—"") 7i# IR L. ESIHERLIZET F)I—T%FHRL
9,

FE LTz Peer (B©7) &3 IN L E T,
Connection Options (Ji4 7> 3 V) IR L £ 9,
Y7 / Auth Profile GRif 727 7 A )V) IR L E£ T,

Keep Alive Interval (sec) (F—77 5471 () ) — E7HEZTH->T2)L—k
MR —)U R Z A LBt > TEIEE N2 X TORIR (RHEAD) Z&RELET i
0~ 1200, 774V FiE 30) o

Multi Hop (X )VF R 7)—IP N\ X —Dtime-to-live (Time-To-Live- TTLMEZFEE L F 9
(EEPRHIZO~255, T 74NV ME0) o T 7AW MMED O BIEET 5 &, eBCP DEGHIE
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10.

11.

12.

13.

14.

IHAMERHENE T, 774V MED O ZIRET S &, BGP DA 255 M TN E
ER

Open Delay Time (sec) (A —7 2V BAEHEHE (7)) —TCPNY RyzA 2 &, T747
T & —)VIMRANC BGP Open A t2— I %345 LT BCP iz i3 % £ TORIERE
M (FEND) ZfeLEd L 0 ~ 240, 774V M O) &

Hold Time (sec) (Ff&HER () ) —E7hH6DEEid2 F—775 47 Fizld &
B A — VB ORERERE (BN ZHRELET, TORRMEES & ¥
MEUCSNET @I 3 ~ 3,600, T 74V K& 90) o

Idle Hold Time (sec) (FRifkiehei] (F)) ) —E7\OEFZ BT % £ TORMEEF
M (BEAD) ZfEELEd @HPHIE 1~ 3,600, 774V ME 15) &

Min Route Advertisement Interval (sec) OL— bk 7 R/NZ A XA > b /IR

() ——FrZ27 FNZALZXLTED)b— 2B L7203 % BGP E77IC BGP AE¥—
= (T7AT7T+—)V) BEET S, —HED 2 DOFEH A v t— MO/ NERE#D
HANEfEE LET @i 1~ 600, 7740 & 30) .

Incoming Connections (-1 >//\%7 > R$%§¢) I DWW TIE. Remote Port (U £— bk ;K—|)
ZZ AJ1U. Allow (FFA]) Z3BIRL T DR— MDA VNIV R 5T 4w 7 7zdf
Al LE T,

Outgoing Connections (777 k737 & R$47) I DWW TUid, Local Port (K— ) Z A /)
L. Allow (#F7]) Z#IR LT DR— BB T T MYV M T T 0w 723 L
95

OK7Z7Vw 7 LEI,
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STEP8| JW—h VTV I ER—= O34T, ET7VVT XA, KTV T4 w7 A, BITAEE
B (BFD) OFERFFD BCP ET7 2R ELET,

1.

Network (v & 7—77) > Virtual Routers ({fxAH)L— % —) DIEHICEIR L., & S5
NW—R—I IR L £ T,

BGP > Peer Group (Y7 7)L—"7) Z#EIR L., SHIERLIZET TV —T 75K 0L
9,

WRE LTz Peer (€77) ZEIRL X9,

Advanced [FF#lll| 23R L £ 95

Reflector Client (U 7 L7 % 7547 >~ R) I DWW TIERDNT N EEIR L T,

s non-client(JE7 547> R) (FT74IVE) ETRBINV—KVILIE—=T5A4T
FTlEH D £E A

e client(7A47 N -ET7RENV—FVUTLIE—TF4A47 KT,

* meshed-client(X V2 75147 1)

Peering Type (K7 V) 5 ZA ) IZDWTIERDOWTNHOZFEIRLE T,

« Bilateral (}/51f)— 2 DD BCP E7 WY 7 i 27 LE T,

* Unspecified (RIEE) (T 74V ) o

Max Prefixes (lx K7L 7 4w 7 ) ICDWTIE, Y R—FTBIP TS LT 0w 7 ADE
K (H#ipHIE 1~100,000) &2 AJ19 %D, unlimited (EHIE) Z3HR L 9,

® BFD ZHibtd 35813 (REEIL—Z—D L)L BGP HD BFD MM ENT
WEWED ., BCP AHD BFD REZA—/IN—F A RT3 LIcEDET) . LLFDHH
—DEFIRLE T,

o default (7 74V R)-ETIXTTAILED BFD REDHZMHL T,

* Inherit-vr-global-setting (vr 7 01—/ N)ViEZ#AK) (774 )V ) AL —2—
FD BGP D7=dIic 7 a—NUVCEIRLTH % BFD 7a 7 7 A )V R ET7 DR L E
ER

e MELEBD a7y A0 77 7 AIVOVERZESIBL T IEEW,
Disable BFD (BFD fit%}) 7334R L. BGP ¥ 77D BFD Z5hic LE T,

OK7%Z7Vw 7 LEI,
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STEP9 | AV R=FBXOCZIAR—FDIL—ILZFELXT,

A VR—=FBXCZT AR—k )b—)ViE, O —RZ—TIL— " A VY R—FEBXUCZY
AR—hFE5DICHHEINET (Jz& 21X, Internet Service Provider (£ V& —%w k H¥—
R TanNA R -ISP)EDTTHIVE IL—FDAVEKR=]F) ,

1.

Import3ER L, Rules fieldi &fi(maximum of 63 characters)Z3BINL 9, &l
FTHEADEND D, JT, 7VFZ—=RAT7 (). M7V (), Ry b, BXU
ANR—ADHBEDEZEZDHZENTEET,

2. )b—)L7% Enable (%)) 1IcLZE 9,

JV— b DAV KR— b Itic %% Peer Group (¥ 7 ZL—7) & Add GEhN) L% 9,

Match (—30 Z#EIRL., V—T 0 Y ITHERET IV EZ) VTS 51TDIMHT 54
TravEERELET, I—b TV RV TDIDICIV—Z—F 71213 T %y h
D MED (Multi-Exit Discriminator) & 3x 7 A b vy SlixEEHR TS L TEE
9, MED A7 a vid. 2 AN—=IC AS NOEIRABRMER 5 T20DNEEA R v
7T, RWMENEWVEICE T ENE T,

Action (777 a ) ZEFRL, Match (—%0) X7 TEEBLITANEZI T T
TAVIEDWTITOINET 7y a Y GRS ZEEL XY, Deny (i) 7%
RUEGE. BINOA Ty g U EEETZ0EIEIH D FE A, Allow GFR]) Z3FEFNL
‘e, MoEtEEERE LK,

6. OKZZ7Vw 7 LET,

Export (7 AKR—1b) ZFRL T AR—MElhrEEsELEd, Thid

Import (f 2 KR—1F) REILUTVWETH, 77 A7 T+ —IVDHERAIN—ICTT A
R—FENB)L— MERZHIEHT Z7DICHEHEINET, =7 AKR— MRAIOAHIIE,
K 31 XFTT,

STEP 10 | & & mMBaE R RTELE T, Cchic kb, 7Y T FFFEORKZRL, O—
AV BGP IV—TF 1 7 7—T )V (LocRIB) TEEZ ) — 2T EWIEEISENT %
JV— hZflEcE X9,

T, 1 DD AS ZRID AS XD EHRL TV— b2l T 25 5IER T, T2z, A
VR—Z0y MICH UTHEBD ISP ZH1d 20D V7B 0. BT aA ZAOBERH KD
NEVED . DT aNA XTI ELSBRETaRA RIS T T 0w I #2I)Vv—T 4 V7T 55
BICHHTY,

1.

Conditional Adv &R &@H) &R L., Policy (RV v —) #7%ZzAdd GBI LZE
ER

2. FMHFE @M ZEnable (B#{E) L&,

Used By (i H1#) 7 > 3 VIcBN T, FFHFEENR) o —2HTHEY JV—7
Z Add GEIN) L& 95

Non Exist Filter GEFEIET7 ¢V 2) &R L., EL—bhDxy vI—=2 LT 1w
DABEHELET, COXTE. a—h)V BCP IV—TF 4 V& T—T )Vl Al e
BIBEHT AN — b EEELET, TL 70y 7 AWEMEIIEFET VR &E—T
% &, HHMIHENE T,

Advertise Filters (7 1 )V Z D@1 ZER L., IHFEIET 2 IV ZD)L— hha—h)L
W—T 4 7 T—=T I THHTERVWEEIGEAT 5, O—VRBIV—T 1 5T
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T—=TNWVDN—b DT L T4y 7 ARERELET, LT v ZANBEHENES &F
5L EICIEFET ANV RE—R LI E, B TONE T,
6. OKZZV w7 LET,

STEP 11| BGP BREICI— " BT B T=DIERNA T a Vv ERELET,

BGP JL— MEMIX, BGP D7 RLAZENT 2 5Lz 27-dIcfHENE T, 7—7
WOELY IVICKD, 1DOEKNT RLAMDMERESNE T, chuckb, f5ELET FL A
WC—HT 20 Lt 1 DOFFEDI— B EEENTGEIC. V=TT T—T VD%
WL VIR %9,
1. Aggregate (SEH) IR L., £ KL AD%H7Z Add GEIN) LET,
2. BRIENET LI w D RADTS5AY) LT 0w 7RIS %y hT—7

Prefix ('L 74 v 2 RA) ZASILET,
3. Suppress Filters (7 ¢ )L Z O] Z3IRL, —EL7z)b— b2 2@tttz E& L

9,
4. Advertise Filters (7 ¢ )V ZDOi@HD) ZZHRL, —EH L)V — h AT ETIEMT S
Btz ERELET,

5. OKZZ7Vw 7 LEI,

STEP 12 | it (EN— IV R ELE T,
ZO)—E, FRA P =BT —HIVRBICEWAHZILV— K2 ET Ib—&Z—ICHE

BT 57DIEHINE T,
1. Redist Rules OL—)VOHEME) ZER L. HLOHEEEILV—)IVEADD GBI LE
CR

2. |IPY TRy FDOName (%07 Z AT 50, HEETQ 7 7 AV EERLET, F
oo REICSUTHLVLHEE O 7 7 ANV ERETSHELETEET,

8. Jb—)U7% Enable (%h) Ic L % 9,

4. )=V ENSIV— b Metric (AU v o) ZANLET,

5. Set Origin (FE7CDOKE) V A D5 incomplete (1N5E242). igp. 7213 egp ZEHRN L
£,

o () MED, a—H)LE&@E. ASSZHIE, I3 a=F7 s DEEEELET,
/. OKZZ7IUw o7 L%E9d,

STEP 13| ZH % Commit (X3 M)LZE T,
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Pvd BN IPv6 L =F v A M HIC MP-BGP ZHiD
BGP BT &%

BOP DFERITH> 2%, ROWTNHOIRIITHB N T, IPv4 HEHWIE IPv6 2=F v X I
VMPBCP ZHEO BGP BT ZHRELE T,

« BGP EVIC IPv6 AZF v A b )b— 28578, Address Family Type (7 FLA 77
RV—ZAT)MIPv6 TH D . Subsequent Address Family (7w b 7 RLA 7731 —)
Y Unicast (L=F v A ) ThHs MP-BCPERZEL. IPv6 L=F ¥ A )b— M 2EL BGP B
HERETHEETESLXIICLET, BGP ¥V V% (local Address (B—H)V 7 RLA) ¥
KU Peer Address (E7 D7 RLRA) &, EB56E P4 7 RLADXFICTSH, EBEHE
IPv6 7 RLAICT BT ENTEET,

o IPv6 7 RLAZNT LT BGP ETY T %175 7% (Local Address (H—71)L 7 FL X)) B&K
U Peer Address (E7 D7 KL A) A IPvé 7 RLUAZEH) o

RDRATIE, MP-BGP ZHiD BGP €7 ZH3ME L. €7 H IPv6 =F v A )b— M2
B, PV 7 RLAZEESTET Y VT TELELIICTEHHERRLTHVET,

Fle, TORATIE, A=ZF VY ARHZNVESINVFFv¥ A+ IV— b T—IRFERT 51,
k7 — 7, BGP @—71)U RIB, BGPRIB Out (XA N—IEEENZIL—) ZERL, L
ZFVYRAFBEZNVERIIVFFY AN V= T—=TNHE3VERFEDT RLA 77 IU— (IPv4
HBVIX IPv6) hED)N— F RT3 HEERLTVETD,
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STEP 1| ¥ 7HO MP-BGP HEAERMEL ¥ 9

ROBERITV. BGP ETWEH Iy FNOD IPvd H B W IPvé L=F v A b )b— b &
B, I7AT7 04— IV IPvA BENE IPv6 7 RLAZGEHLTHEDOE Y EEETE5 K
21 LET,

1.

O

10.

11.
12.

13.

Network (v k7 —7) > Virtual Routers ({x48)L— 2 —) DJEICEHR L, 8&EH DR
JV—2—7 IR L9,

BGP Z R L £,

Peer Group (£7” 7)L—"7) Z3#RL., €7 JN—T DBV %7,
BGP EY Ob—&—) Z#IRL £,

Addressing (7 R L AWLHH) ZEHR L E£ 9,

ZDOET HN5 & 7% % Enable MP-BGP Extensions (MP-BGP #Li5EDG%{L) #HEEN L ¥
CR

Address Family Type (77 RL A 7 7 2 U —DOfEEE) ICDW T IPv4 H 500X IPvs & 53E
WUFET, HIZIEE, IPvo ZEIRLET,

Subsequent Address Family ((£%5tD7 KL A 77 2V —) I DWW TIE, Unicast (L=

F v A R)MEBIRENTOVET, Address Family (7 RLA 77 1) —) T IPv4 ZEATZ
5. Multicast (R)VFF+ A B) £EIRTEE T,

Local Address (1—77)1 77 R L A) IC DWW T Interface (- X —T7 = A R) 73R L,
EETIP 7 FLAZEIRLET (2001:DB8:55:/32 7% &) o

Peer Address (77 D7 K L X)) IZDWTIE. Local Address (1@—J1)L 7 KL X) L[EIC

T7RLA T773IVU— (IPv4 HBWVE IPv6) ZHL, E7DIPT7 FLAZANILZE
3 (A2 1F 2001:DB8:58::/32) &
Advanced [FFfll] Z 2R U £ 9

({T-3%) Enable Sender Side Loop Detection (E{E5HI)L— TR OFHERE) 2170 T,
REEML—THREEENMET 2. 7747 74—V TEHTIL— N ZEET BHIIC
FIBDIL— KD AS PATH J@ME7ZF v 7 L. €7 ASHESH AS PATH U X MlmWZ
CEMERTEET, VANIHBZGE. 774774+ —IVTHIBRL COL—TZ[AkTE
I
OKZZ7Vv 7 L%,
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STEP 2| (15D W—hMEI=F Yy AFDOHBRTULMEHLAWD, AXT 1w 7)b— b Z2EK

L/\
1.

/.
8.
9.
10.

A=F v AR NV—FT—TINWICA VA R—=ILLET,

Network (v k7 —7) > Virtual Routers ({x4/)L— %2 —) DJEICEHR L, 8&EH Ok
W—2 =7 IR L £,

Static Routes (§#19)L— ) ZEHR L. IPv4 % %W\ IPv6 ZEEHR L C)V— k72 Add (B
1) BEVINUAEIC IR

A RZT 4w 7)U— kD Name (%50) Z AT LE T,

Pv4 & IPv6 DEB BEEIRT 2T C T, IPvd 50 IPvé D Destination (567%)
TL T4 IABIO Ry AT EZATTLET,

H 77 Interface (£ > Z—T7 A4 A) ZFEIRLE T,

Next Hop (3= 7 X kiR ) T IPv6 Address (IPv6 7 R LX) (3% W\d IPv4 & 5E 5t
AlZIPAddress (IP 7 RLA)) ZEIRL, CTOART 4w 7 )—hMBNTI=F v A
b "SI T 4w TDFERIC LTIV R T A Ry TOT7 RLARASTILET,

Admin Distance (EFEEEEE) Z A1 L X9,

Metric (A RV w 7)) &Z ATILE T,

Route Table J)L—  7—7 1) IZ DWW TIX Unicast (L= v A k) ZE#IRL F 97,
OKZZ7VwZ7LET,

STEP3| ®Exa3Iv FLET,
Commit (IXv k) ZZ7Vv I L%,

STEP4| 2=F+v A +HBZVENFFY AR )b—F =T )NV ELXRLET,

1.

2
3.
4

Select Network (3 k7 —77) > Virtual Routers ({48l — % —),

. RAE)L— X —D1TT More Runtime Stats (5 > % A LIRREDFEM) #27) w 7 LE T,

Routing (JL'—7 ¢ >/7%7) > Route Table )L — + 7—7)L) ZEHR L £ 9,
Route Table ()L — k 7—7)) IZ DWW Tl Unicast (L=F ¥ A ) H %\ IE Multicast

(LT EYAR) ERIRL. CNBOL— R PR ERLE

Display Address Family (77 KL A 7 7 2V —D&/R) ICDWTIZ. IPv4 Only (IPv4 D
). IPv6 Only (IPv6 D). H 3 IPv4 and IPV6 (IPv4 33X T IPv6) ZiER L. ZD
T7RLA 773V —=IcHLTINEDN— ETELERLET,

IPv6 Only (IPv6 D) & I Multicast (X )V F-F+v A R) 28RS 5 T LiF
TEEHA,

STEPS | kT —7 )N 2&R L9,

L Mdoe

Select Network (3 k7 —77) > Virtual Routers ({48l — % —),
A8 )L — 2 —0DF7 T More Runtime Stats (T > Z A LIREEOZE) #2V v 7 LE T,
Routing (JL'—7 « >/ 7%7) > Forwarding Table (£ %5 — 7 /L) 2N L £ 9,

Display Address Family (77 KL X 7 7 2V —0DFHK/R) I DWW TIZ, IPv4 Only (IPv4 D
). IPv6 Only (IPv6 DH), B 5 & IPv4 and IPv6 (IPv4 35X T IPv6) R L. Z D
TRLA 773U —=lcLTINGD)— e ZRRLE T,

115



STEP 6 |

BGPRIBTF—7 )X RLET,

1.

BCP Ty RNV —T 4 VT BIeDICT 747 74— )VIMEM T % BCP )V— k%21

RTES, BGPa—h)VRIBEZERLET,

1. Select Network (v k7 —77) > Virtual Routers ({iRZ8)L— % —),

2. {48V — & —®D17T More Runtime Stats (T > % 1 LIRFEDFEM) 227 U v 7 L E
ER

3. BGP > Local RIB (2—71)L RIB) Z 3R L ¥ 9,

4. Route Table (J)L— k 7—7 L) I DWW TCI& Unicast (Z=F v X ) H B WX
Multicast (Y¥)VFF v A F) &R L, TNH5DIL— b RETZERRLET,

5. Display Address Family (77 KL A 7 7 2 VU —D#/R) I DWW TIX, IPv4 Only (IPv4
DH). IPv6 Only (IPv6 DH). H 5 & IPv4 and IPV6 (IPv4 35 K T IPv6) 73R
L. ZO7 RLA T7IU—=ICMLTZINSGD)V— T ZERRLET,

IPvé6 Only (IPvé D J3) & H:Z Multicast (R I)VFFv A F) ZiEIRT B &
X TEERA

T 7 AT F =)V BOP XA N—ITIKET B )V— F 2 RS TE %, BGP RIB Out 77—

TR UET,

1. Select Network (%2 k7 —7) > Virtual Routers ({iZH)L— % —),

2. A8 — 2 —D17 T More Runtime Stats (7 > Z A LIREEOFH) #27 V) w7 L%
ER

3. BGP > RIBOut(RIB 7 ) ZER L F 9,

4. Route Table (J)L'— k 7—7L) I DWW TCIX Unicast (L=F+ XA ) H B W&
Multicast (Y )VFF ¥ A F) Z3E R L, TNH5DI— T ZERRLUET,

5. Display Address Family (77 KL X 7 7 2V —DE/R) ICDWTIE. IPv4 Only (IPv4
D). IPv6 Only (IPv6 D), B 3\ id IPv4 and IPV6 (IPv4 35 K TF IPv6) 73R
L. ZO7 RLA 77— LTINEDI— T2 RLET,

IPv6 Only (IPvé D F) & 1T Multicast (X )VFF v A k) Z3EINT B &
BTEERA,
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Pvd IVF-F v X FHIC MP-BGP 2D BGP ¥ 7 &%
E

BGP E7IC BGP BHHIICEENS IPv4 RIVFF v A b J)b— 2254 - 5[ ZEL B0

B BOP OREERITo T2 1PvA RIVFF v A FHIC MP-BCGP ZRD BCP ET7 EREL X T,
RIVFFY AN I T0 v I b2 Fy A2l 5, HAHVIEVP BOPIZHIEENTY
BDEMEER AT AT, 2=2F v A MHEZ0VENIVFEY AR )b—b T—T )b, HEH0E
WAFDOT—=TINVDIV— DR ZEHTE N TEET,

RIWVFFEY AL T T4 v DR EYR—FLIzWGE, 70l Z—2EHLC1=F+v Ak
cS T 4w IO ERS HEND D T,
T7AT7I+—=)VE<IVFFX¥ AN 8T T 0w ZHD ECMP ZHR—F L TWVEE A,
STEP 1| BCGP 7MW IPv4 RIVFF ¥ Ak )V— " EsgfitE3 X5, MP-BCP HkEEHZMEL %
9,

1. Network (v k7 —7) > Virtual Routers ({xA)L— % —) DIEICFHR U, 8EHOIRAE
I— 2 =7 RUE T,

BGP Z#IRL £,

Peer Group (Y7 Z)L—7) BEINL., ©7 VIL—THBXU BCP €7 ZEIN L F I,
Addressing (77 K L AL 7258 L £ 97,

Enable MP-BGP Extensions (MP-BGP LIk DA #k) Z IR L £ 97

Address Family Type (77 L X 7 7 2 U —0OFfH) IC DWW T IPv4 Z3E R L £ 9,

For Subsequent Address Family (%t 7 KL A 7 7 2 U —) IZ DWW T, Unicast (L
ZF v A R) ZERLTH S Multicast (R)VFF v A ) B3R F 9,

8. OKZZ7Vw 7 LZEJ,

Noo L
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STEP 2|

STEP 3|

STEP5 |

(T35 IPv4 RAZT 4w 7)b— b EIER L. TNESIVFEFr AN )b—bk 7—TIVDORKIC
AV AR—)LLET,
VMPBCP D R RAY—ICEHHENTWASEIIC, BGCPETHORIVFFY A~ hF T 10w
HEFED X7 A MRy Sl iz0iEglicchziro c ick £95,

1.

00N O

Network (v k7 —7) > Virtual Routers ({x48)L— 2 —) DJEICEHR L, 8&EH DR
J—Z—7 IR L9,

Static Routes (571 — 1) > IPv4 7Z23#IR L. JL— b ® Name (%45i) & Add GBI U &
T

|Pv4 Destination (%675%) 7L 7 4w 7 ABL Ty h ATV EASILET,

Hi77 Interface (f 2 —T7 A4 R) Z3E IR L F 9,

IPAddress (IP 7 LX) £ LT NextHop (+ 7 A bk w ) ZiEIRL, TOAXT 1
IJN—RMCBOTINFFY AL b T T4 v TOGERICLIZNWR T ARKRYy TOIPT
FLAZATILE T,

Admin Distance (S HEEEE) # AT L E T,

Metric (X NV v 7)) ZAJILE T,

Route Table J)L'— k 7— 7)) I DWW Tl Multicast (W)L FFv A R) ZBINL F 9,

OK%Z7Vw 7 LEJ,

WRERZIIYRLET,
Commit (IIv k) ZZ7VUv I L%,

STEP4| J—Fr 77— 7ZEERLET,

LMo

Select Network (% k= 7—77) > Virtual Routers ({48l — % —),
A8 )L — 2 —0DF7 T More Runtime Stats (T > Z A LVIREEOEM) #27 VU w 7 LE T,
Routing (JL'—7 ¢ >/7%7) > Route Table )L — + 7—7)L) ZER L £ 9,

Route Table ()L— k 7—7 L) I DWW TI& Unicast (L=F+ X k) % %\ IZ Multicast
(RIVFF+ A ) ZEIRL, TNEDIL— ETERRLET,

Display Address Family (77 KL A 7 7 2 1) —DZF/R) ICDWTIZ, IPv4 Only (IPv4 O
). IPv6 Only (IPv6 DH). H 3 IPv4 and IPV6 (IPv4 33 KT IPv6) ZiEIR L. ZD
T7RLA T77IV—=IcLTINEDN— RETZRRLET,

kT — 7)., BGP a—H)L RIB. »5WE BCGPRIBOut 7— IV EFRT BIiE, P4
HHNE IPv6 L=F v A M MP-BGP Z2ffi> T BGP ¥ 7 ZERSB LU T TIEEL,
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BGPaY 75l —vg Yy

BGP AV 7z T L—yavid, BHEVATL (AS) % 2 DL EORIE#RY AT L (T AS) I
DEIUT, IBCGP D7)V Xy 2 EENG | & T EIRRIENT 2 ikt L E I, Y7 AS
NDT 7 AT I+—=)U (X1 MON—T ¢ > 7 TINA R) 1. FCYT AS AOMDT 7 A7
T A—=)VEFERIZIBGP Ay v abaldnidiab F8 e AA Y AS NTRRICHERT 513,
YITBHES AT LT BGP ET Y Y ITHRAETS, YT ASHWTHEICET Y VT35 T77 A
TOF—)VE, BGP AV Tz TFL—ray BTV VI RIEKLET, HBYT ASHNDT 74
T x =)V, BIxBZY T ASHOT 7 AT I+ —)VEEHLTETY J L, EBGP a7z
TL—=ary BTV T RERLES, BT 2REZHBVATLNLD 2 D007 747
Y4 —)UiE. EBGP E7 T,

AS 24
AS 25 AS 65100 AS 65110

@ EBGP EBGP confed D
+ » e =» =

¥

R2

o= IBGP confed

R1 R3

FES AT L. BIDOXD AS 248 AS 25 R EDIT Vw7 (Fa— N UCEID Y THENS) AS
BETHRENET, PAN-OSERETIX, SY T ASIKEEDI Y 72T L — a3y AUN—

AS BEZEID U TET, Thud. ASHNTDRERENE T TAN—BESTT, TOKTII,

V72T L—3 V& AS 65100 & AS 65110 T, (RFCA9946, RSOz D HEEY A
T LI (AS) THD 1. IANA DFAEHDT2DIC AS HBE 64512-65534 ZFRIL WA b7
RLUTVET,

YT AS AV Tz T L— g Vid. ASHHOBEWCREEEEEY AT LOXSICHAFET, 272
L. 7747 9% —)UINAS ISA% EBCGP ETISEET S &, 78TV w7 AS BZETZFH AS 8
AWCERENET, TTAR=FTT AS GHEIA DV )N— AS) BEREEENTEA.

BCP ET VY TIE, T7 AT x =)V & R2 OMTITbNE T, KDOT 747 74 —)licld, X
DORET 2REND D 9,

« ASHEF-24

e AVTxTL—ay AUIN— AS-65100

« YTV BALT EBGP AV Tz TL—va YV

« ¥7 AS-65110

® rkir \ r's ( 119
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Virtual Router - default @FE

Router Settings

Enable Router ID | 11.11.11.7 AS Number | 24

Static Routes BED | None »
Redistribution Profile General | Advanced | PeerGroup | Import | Export | Conditional Adv | Aggregate | Redis
RIP . . X R

[ ECMP Multiple AS Support Enforce First AS for EBGP
OSPF Graceful Restart
OSPFv3 Stale Route Time (sec) | 120 Local Restart Time (sec) | 120 Max Peer Restart Time [sec) | 120
BGP Reflector Cluster ID Confederation Member AS [ 65100
Multicast

Dampening Profiles

DECAY HALF DECAY HALF

LIFE LIFE
PROFILE MAX HOLD REACHABLE UNREACHAB...
NAME ENABLE CUTOFF REUSE TIME (SEC) {SEC) (SEC)
[[]  default 125 05 900 300 00
() Add

“ Fancel

AS 65110 DJ—2 2 (R2) F. RDKXIICHESNTVET
. ASTH/E-24

e AVTxTL—ay AUIN— AS-65110

s BTNV BAT EBCP AV T T L—va v

s E7 AS—6500

T7AT7I4—)VE RL DT BCGP ET7 VY TERELET, 774774 —)IIIERDENM
REDNDHO ET :

« ASFHF-24

e AVTxTL—ay AUIN— AS-65100

s ¥T7VVT BATIBGP AV Tz T L—v a3V
« E7 AS—65110
RIBRDEIICHETNTOET,

o ASFES-24

e OAVTxTL—3 Y AUIN—AS-65110

« U7V EALTBCGP AV Tz T L—v a3V
« E7 AS—6500

T7AT7I+—)VE RS DT BGP ET7 U VTN RELET, 774774 —)UTIERDENM
RENDHD XT !

o ASFEHF-24

e AVTxTL—Tay AUIN— AS-65100

« E7VUVT ZATEBGP

« ¥ AS-25

O)¢ ®
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BGP

ROWBRDKIICHEETNTVET,
. AS-25

s ¥T7VUVT AT EBGP

s ¥ AS-24

T7ATT4+—IVH R, R2, BXKU RS LETV—ETTEHXIICREENIHK, ZOET

lZPeer Group (¥7 7)L—7) ZTIcFERENET,

T7AT I+ —=)UIclE, Rl. R2. BXU RS ET7HWERRENZE T,

Virtual Router - default @HE
[ R RIS Enable RouterID [ 1111117 AS Number [ 24
Static Routes BFD | None ~
Redistribution Profile General | Advanced | PeerGroup | Import | Export | Conditional Adv | Aggregate | Redic
RIP
| Peers |

OSPF

D NAME ENABLE TYPE |NﬁME PEER ADDRESS LOCAL ADDRESS |
QAR [] iBGP_confed ibgp-confed RL 1111116 111111724
BGP
Multicast

() Add

Virtual Router - BGP - Peer Group/Peer @
Peer Group I
Mame | IBGP_confed
Enable Type | IBGP Confed b
Aggregated Confed AS Path Export Next Hop ° Original () Use Self
[[] 5oft Reset With Stared Info
D | PEER | ENABLE PEER AS LOCAL ADDRESS | PEER ADDRESS MAX PREFIXES
[ r 65100 1111.117/24 1111116 5000
® Add

n cancel

OS® Ne

121
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BGP

Virtual Router - BGP - Peer Group/Peer

Peer Group
MName | EBGP_confed
Enable
Aggregated Confed AS Path
[] Soft Reset With Stored Info
O | PEER | ENABLE ~ PEER AS
] rz 65110

®add O Delete

Virtual Router - BGP - Peer Group/Peer

Type | EBGP Confed ~
Export Next Hop @ Original () Use Self
LOCAL ADDRESS | PEER ADDRESS MAX PREFIXES

11.11.11.6/24 1111117 5000

@

Peer Group
MName | EBGP

Enable

Agpregated Confed AS Path

[ Soft Reset With Stored Info
D | PEER | ENABLE PEER AS
[J Rs 25
() Add

T7AT I +—IVISEET\DIV— F DL ENTWS C &2k d 5Icid. IREIL— XD
[fi CMore Runtime Stats (Z DD T > 2 A Lifat) ZEIRL. Peer (¥7) X7 EFENL %

ER

Type | EBGP e
Import Next Hop (@) Original () Use Peer
Export Next Hop @) Resolve () Use Self

[[] Remove Private AS

LOCAL ADDRESS | PEER ADDRESS MAX PREFIXES

111111724 1111111 5000

PAN-OS® N¢

vorking Administrator's Guide Version 10.2
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BGP

Virtual Router - virtual_router @E

Routing RIP OSPF OSPFv3 BGP Multicast BFD Summary Information

Summary Peer Peer Group Local RIB RIE Qut

Q Jitems | —»
STATUS
DURATION
NAME GROUP LOCAL IP PEER IP PEER AS PASSWORD SET | STATUS [SECS.)
R1 IBGP_confed 12.1.1.1:35636 12.1.1.2:179 65100 no Established 4281
R2 EBGP_confed 15.1.1.1:179 15.1.1.5:39783 65110 no Established 1424
R5 EBGP 111.1.1.1:37699  111.1.1.11:179 24 no Established 769
Close

JU— FMEHRR—Z (RIB) ITfMEEN TV B I— MBI A ER~Z2FRT 51Cid. Local
RIB (H—#J)VRIB) 277 #EIRLE T,

Virtual Router - virtual_router =

Routing RIP OSPF OSPFv3 BGP Multicast BFD Summary Information

Summary Peer Peer Group Local RIB RIE Out

Route Table (@ Unicast ) Multicast Display Address Family | IPv4 and IPvé v
Q Jitems ) —» X
PREFIX ‘ FLAG NEXT HOP | PEER | WEIGHT LOCAL PREF. | AS PATH ORIGIN MED | FLAP COUNT |
1 0/24 2221111 Rl i 100 N/A a a
25.1.1.0/2 151.15 R2 0 100 [65110] N/A 0 0
3.3.3.0/24 4646464 | RS a 100 25 N/A s} a
Close

I, RIBOut (RIB7Y L) 2T 72#IRL X,

Networking Administrator’s Guide Versio
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BGP

Virtual Router - virtual router ®E

Routing R

P QSPF QOSPFv3 BGP Multicast BFD Summary Information

Summary Peer Peer Group Local RIB RIB Qut

Route Table @) Unicast () Multicast Display Address Family | IPv4 and IPvé w

Q Aitems | —» X

AGGR. ‘

PREFIX NEXT HOP PEER LOCAL PREF. AS PATH ORIGIN MED ADV. 5STATUS | STATUS

3.3.30/24 4546464 R1 100 25 N/A a advertised no aggregate
2511.0/24 15115 R1 100 [65110] N/A 1] advertised no aggregate
3.3.3.0/24 46.46.46.4 RZ 100 65100].25 MA a advertised no aggregate
2511.0/24 45.46.46.6 R5 ] 24 N/A ] advertised no aggregate
Close

ion 10.2 124 2023 Palo Alto Networks, Inc.




4 paloalte’

TECHDOCS

IP~)LF v A I

PRIVFFr AME, RIVFFYARNIPT—E2T 5 LZEHT 22 EEDTIN—TIEET S
72dICRy NIT—7 T TSAT VAT 2 —#O7a )V cs, v 70w I EERD
ZEZICIZF Yy AT 2DTIE AL, ~EORETITY oo, HHEZEHNTEET, H—0D
V=R (B5VEELDYV—R) "HZL DZEHIGHEET S IPI)IVFFr A M, HH, 8
H, ARY—IUF, IPTV, ETFEE,. TLTZa—ARBHET— XD X S GO~z E
TEHDICHLTVET,

RIVFFY AL 7 RLAEF, WROT7 RLAKAND 8T T 1w 7 EZIELTIZWZEED YT
J—T AL E 3, #HiPH 224.0.0.0~224.0.0.255, 239.0.0.0~239.255.255255 7% £, Fihlix
@D 7D TFRIENTHOEIIVFFYy AL 7 RLRARHEHALEWTL I, IIVFF¥ A
M NI T 0w Tid UDP T A0, KU Ny FEERELEE A

Palo Alto Networks® D7 7 A4 7 I+ —)UiE, 77479+ —)V LA — 2 — ISR
5, LAY—3A4 2% —T AR LD Protocol Independent Multicast (PIM) X T IP < IVF
FyYy ALY R—FLTVET,

SIVFFY AR N—T 4 VITOHE, LAY =3 AR =Tz A ADZA TEA—Y v I,
A —Y 2w b (AD) . VLAN, =T R T BBV RIVCEDES, A1V F—Tx
AR TNW—TZEZIE, [F L Internet Group Management Protocol (IGMP) BXT PIM 785
A—=Z— FAUCTI—THR [TEDYV—ANE, HEVIFFEDY—ADNSDRNT T v T
RS BRIVFF v A TIV—"T) ZRDEBDT 7 AT I+ —)VDA YV R—T 2 A Ale—
JEICHEIK CEE T, AV A—T A RIE, 1 DDAV EA—T 2 AR TN—TICDORET % &H
TEXET,

T7AT T+ =)V IPvd RIVFF ¥ A b2 R—FLTVWET, IPv6IVFF ¥ A MEY

R—FLTWVWEBA, T/2. 774704 —)UIE PIM Dense Mode (PIM-DM) | IGMP a3
v, IGMP BT 9 A4 >/, Anycast RP, GRE, LA ¥—2 EOSIVFF+ X MK, N—F %
WIAY AV BR=T 2 AR BZATETR—FLTVEREA, LHL. N—=F X)L ISV 1
R—T 2 A REINVFFXY AL Ny b @RI g3 eNTEET, e, LAY —24Y
Z—T 1A AEHEZSE VAN ITLAY—3 P4 RIVFFY XA+ EYOEBEZENET, 774
T — VI AV Z—T 2 A AD VIAN ID Z2{fi>T VIAN ID ZXZ ZIFLELET,

AVE=T 2 AANINFFY AR NIy " eREHANEIEETEEXIICT ST, )X
=R —IZOWVWTRESIINFFr A e, ANBLXUCHIIA Y Z2—T 2 A4 XDV TIE PIM %
LT ZRENDHD T, PIMITINA, ZEHCHLUEHIA Y ZX—T 2 A A LT IGMP 24
M BEEH D T, multicast (RIVFF+ A R WS UHTOFHRIERFTHDL A V— 3%
B ) — 2 HBWdany (TXRTC)DIEE — Vi) IPRIVFFr A b b5 T 0w 7 &[T %
feblic, vF a2V 7T R V— )L— )V ERTETIRHRENH D FI,

. IGMP

. PIM

s PRINVFFYAMERELEXT

o IPILFF v X MEHWDER
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PRIVFFr X b

IGMP

AR =3y b IV —TEH o s (IGMP) &id. Palo Alto Networks® O 7 7 £ 7 v —
WEDA U E—T A AEBETZHDICINVFFY A LY—N—MEHT 5, Fl2<ILF
FY AR TIN—TDXUN—BYWTE=DICT 7 AT I+ —)VAIMERT S, IPv4 7 b3l
DT ETT, RAMDIIVFFrY AN bTT 0w I22E LTWVER. IGMP OZEED IGMP X

VN= T LR—=F Xwb—=UREEL, TNEZELIV—2—DRIC., RARDBSIIL
TN TN—TDONFFr Ak TIV—TD7 RLAIK PIM TV aAy Avbe—UREELET,
ZFo%, RUYHxYy hT—2 (A=Y v b T AV EE) RIcH DB ICMP BNERhZIL—
Z—h PIM Z2{E ] LT PIM BERh RV —Z—LiEE L. V—AD5NHRD L > —/3— D
INAZZ W L X9,

ICMPIZRILFF v A LY—N—ICHiLTWAAL Y Z—T 2 A A TOREIELTL
TV, LYy—N=IZTEZDE. L —RX—DE5HNZ2HE—~DLAY— 3Ky SZFT
T, IGMP XA wt—VlF 1 DED TTL liEFHDOL AV — 2 Avt—ITHa728H. LAN DIV
HaZLid Tt

PRIVFFX AFDRERITIBE, AV EZ—=T A AMICMP IN—=T 32 1, IGMP A=V 3
VO ICMP N=T g Y SOWTNEMHATEZONMEELET, IPIL—F—TI—hK AT 3
Y RECOISZEM L. IGMPV2 $ 2 W0 ICMPYS Z T %A /8D 2 RD IGMP 787 k
WK IPNV—=FR—=TI—h 4T arzflz85 N TEET,

FTIFIWRRETIE. AVEZ—T 2 A AZITRTORILFF v A~ ZI)L—TIZDNT IGMP X
VN=2w S UR— M EZIFBD E9, IILFFy A T—TOMRZREL., REL—

Z—PMEEDY — A (Any-Source Multicast, DE D ASM) B X IN—2w ) LiR— heZl)
W27 N—T%ZHd2eNTEERT, @, UL PIM ZA)—X E—F (PIM-SM) 1Z7%
D&, Tz, L —Z—DREDY —A (PIM Source-Specific Multicast [PIM-SSM]) 5 X
IIN—=w T LR— b EZITWB TNV —T2iGET 5 ETEXT, ASM BBV SSM T
W—=TDOWTNHOMERZRTT % &, KN —Z—=ZMDOTN—THhEDAIN—=w T L
R—FZ2EETZEIICHEDET, AV EZ—T A AL IGCMPV3 Z{fi> T PIM-SSM k57 4 v
JiEiEE g B ENH D T,

MDA VR =T 2 A AT ICMP DBEIFFHCUTE LY —ZADRABEB X UOIVFF¥ A~ 7V
W—TORKBERETEET,

IREEL—Z — XA VT T Ak TI—T DI XRTDL —N=IZH LT ICMP 7))

EINVFFEXYARLET, LY==k, HROTNV—TOINFF¥ AL EEEZELIEVE
WO T EEMBES ICMP XAN—=2w T LiR— KT, IGMP ZZVIINELE T, REIL—

RB—F Ly —N=EFFHOINFF¥y A~ FIV—TO57—T )V EEHL XTI, IREIL—Z—I13.

RIVFFr¥ A MEYV ) =BT —TICSIMLTWB LY —I\—DERFET Z55DHR, <

WFFX AL Ny e VB2 =T A4 ZRSNR, T ARRy FICHRELE T, AL —X—
. EEICEDLY—IN=DT )= LTV EOMEBHLEEA, Y72y k FOHE—D
JW—E—_ DFD ICMP Querier EE/NEWIP T RLAZRFDIL—2—) JZFH ICMP 7Y
WKINELET,

IGMP 72V DOfbE,. LY== T ZVICISET % E TICFF SN B EHE (Max Query Response
Time K7 TV INERM) ZA Y Z2—T 2 A AR LUTRETEET, FIV—TZ#n5L

V—=N=I5 ICMP U —T Xt —V%Z2 WA, RENL—Z—Z, V=T Avt—I%%
BLiA YV 2—T oA ACAIRERA 7Y 3 URESNTVARWT L 2R L £, BIRHGE
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PIVFFv A b

F T a UHEWIREE T, IRFEIL—Z—DRRD T )N —TICEKIZ L T —IN—D XV IN—=DH %
EINHWIT B72DD T TV ZKELET, Last Member Query Interval FRIEA 23— 7 TV [
b) 1. WROTIN—TIHERENTVB LY==, FTI—TOINVFF¥ A bFT 1w
BEZZIRD TN WS T MR T 220D EZE1T) FTICHFEN 2T LE T,

AVE—=T 2 AAF ICMP ONA PR AZEHZY R—F L TWET, Thzifiidsd e, X
T 7 A7 7+ —)UH Group Membership Interval (Z)b—"7" X2 3—=2w T RBE). Other Querier
Present Interval (Z DD 7 TV R EEFELERIR). Startup Query Count (RZ—K7 w7 711
#0. Last Member Query Count? A& A IN— J T VE) Zif# L E£9, uNNA MR AL 7Z K
ELFBE. Ny b ERay T LESIRY TRy MCHIGTEET,

P IVTFF v A MEHRZEL R, IGMP DG A v Z—T A4 A, IGMP D)N— 3

. Querier D7 RL A, BAEMERE, IVFFv A TI—TEBXIXCVY—AD ERE. 1>
Z—T A4 R U THRBHEDSRESNTWAENE I iR LET, e, AV E2—TxA
AMETINVFFXY A TIV—"T, BEOMD ICMP XA N—=2 TIEREMERTEE T,

rkir \ r's ( 127



PRIVFFr X b

PIM

P IVFF v A MEIIV—Z—RIT Protocol Independent Multicast (PIM) Z{fH L. ~)IVFF+
AR Iy RREEIEHBZEE (RIVFFr A TI—TDRAIN—) ICEBETIESE
BV — EONRAZHMT L £, KAV —2— (ERDIV—T ¢ T TPV b eiml—&2—
(7 RNVARN—T 4 VTV E) OfFTPIM ZYR—FLTWVET,

Palo Alto Networks® D7 7 4 77 4 —)Uid PIM Z/8—ZAE— K (PIM-SM)  (RF-C

4601) « PIM Any-Source Multicast (ASM) — (PIM A)S—RAE—REMINEZ LEH D F

) . PIM Source-Specific Multicast (SSM) ZHR—FLTWE T, PIM-SM Tid, ¥IVFF~v
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Name = multicast_video
Description

[ | inTERFACE Group Permissions ~ IGMP | PIM

"ethernet1/4
Any Source Source Specific

D NAME GROUP INCLUDED D NAME GROUP SOURCE INCLUDED

"Video "2264.359/8 "marietsz  '227.6214/8 19216865 L

®Add ©) Delete “}‘Acc w% Delete I:;wAcc (© Delete

n Caneel

STEPS5| A2 —T 2 AANRIVFFrv A LY —N—IZHLTWARE., ZIV—Tcshnd %7
DICIGMP ZHH LRI NS5 WAV X —T 2 A A TI)—TD IGMP ZHRELF T,

1. IGMP% 7' C IGMP %#Enable (§%1{t) (74 k) L%,
2. AUR=T 2 ARXAITIN—=THNDA VUV EZ—=T 2 A ADCMPINT A—R—FEIEELET :
« IGMP Version (IGMP X\—2 5 V)1, 2, $5WE3 (T 74V ) &

+ Enforce Router-Alert IP Option )l —Z—7 5 —k IPA > 3 V=T /) (57 4V
TSN —ICMPV2 32 W E IGMPYE 2T 24 >3 > K IGMP 287w MICIP
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W= =7 F—hk AT g, RFC2113 ZRDBGHIZT DA T g VEFEIRL
EJCIN

« Robustness (BX2EME) 7 7 A 7 7 4 — )V T )IV—T X x—2w TR, ZOftho
7 TV EEBFERMRE. AX— 7 v 7TV, A NN— 21 Bixiiid
BT A28 TT @il 1~7. T74IVRE2) o I7AT7 T4 —ILH
PET BY T 2w RHSTy R LT WIS C OEEEINE S X T,

» Max Sources (lx KV —AE) H—DA >V Z—T A AIDWT IGMP H[alRFIC L
MTELY—ADRKETYT Pl 1~65535. 7 74U kidunlimited (]
FE) o

+ Max Groups (B RZ7IV—TH)-H—DA > X —T A AT DWT IGMP DEIRFICAL
HTESZ7IN—TDRAETT @HiPIE 1~65535. 7 74V b idunlimited (]
FE) o

* Query Interval (7 TV [Efg) - L > —/N—DEEZWNRZDO T IV—T DX )IVFF+ X
Ty R EZELTZODE S DI 2 I i — 2= L o —/8—IT3E(E
TB, IGMP AVIN—=2 T 7T Xwb—YOMWRERETRUET G
1~31,744, T 74V 125) .

+ Max Query Response Time (sec) (fx k7 TV & (B)) ) wHDF7 ) —T1cD
WTLY—N\=HE IV FFv Ak 37y hEZELELS TRVLW IR —Z—
DHIWTT ZRTC, LY — 3= IGMP XY= T 7T Ay —VInET %
FCICHFENE AT @EHFHIE 0~31744, 774V & 10) &

* Last Member Query Interval (sec) (FRi& A /38— Z T U (B)) ) L —3—N
V=T J)—T Avb—I%EE L%, REIL—2—DEET 57V —THE
IV LY —N—DET X TICHFINLHETT @i 01~31744, T
THIVERE D .

+ Immediate Leave (EIFFiE) (77 4 ) kTR <)V FF¥ Ak FL—T0D
AVIN=IN—=DRIFTHO ., KN —R2—MNZFD T ) —T =35I LTz IGMP
V=T Awb—I%ZIFHBE. B A N N— 7TV REHNINd 2 D% 59
I, HIREGRERGED., AL — R —ICZF D7)V —"7", multicast routing information
base (MRIB) MBEODMNAEA 2 —T 4 A, multicast forwarding information
base (mFIB) ZHIHBICHIFREE X9, HIRTORREZ R Y NI —T7 VY —AZ{R1F
LET, A2 =Tz AR TI)V—="TH IGCMPvL ZHT 5551 Immediate Leave
(BNREAR) 2328 T & £ 8 A

STEPG6| ZFDA YR —T AR TI—TD PIM Z)S—RAE—F (PIM-SM) ZHRHELET,
1. PIMZ 7T PIM ZEnable (B%i{t) (T 74V ETER) LET,
2. AUBR—T 2 A A TIN—TDPIMINTGA—R—ZIELET :
 Assert Interval (77— FEIFR) < IVF 7 7 A v 8 T—7 EOMD PIM )L—Z—
M PIM R & Z BT A BRI, IRV —X—hMHD PIM JL—ZR —IZEET B0V
7=k Avt—VDOREERETRUET @EHFHIX 0~65534, T 74 )V ME
177) o
+ Hello Interval (Hello [EFgE)— k28N —X —WA >V R —T 2 A4 A TIV—THNDOZKA >
B—=T A AWMSHZD PIM XA IN—=ITEET B PIM Hello X wt—Y DEREZRMEL
TrUET @l 0~18,000. 74V Mi& 30) o
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+ Join Prune Interval (¥ 3 1 > 7" )b— Y IR) AR — X — EFRO<IVFF+ X b

V—AEETB PIMVaAy Avb—Y0E (BXUTPIM F)b—2 A wtb—
YO EHECRLUET @EHPHIE 0~18000, T 74V & 60) o

DR Priority (DR E4ENEN) < IVF T 72 A 2y 8T —ZND ED)V—Z—7 PIM

VaAVBIUOTIN— Xyt —I% RPICHLET % OIS %5858 — X —
(DR) DOEJENEAMI TS (HiPAIE 0~429467295, TTHIVRE 1) o DR 23T
B, DRBICIENIIE 1P 7 RL XD X b BRI NE T,

+ BSRBorder (BSR R—%-)— AV EZ—T A RXA T)N—TDA UV RZ—=T A AN, T

VE—T5 A4 X AN OEFUIET S BSR THO ., KEIL—X— FIcHhI55
F., TOF T avEERLET, CTHUE. RPFY T4 X2 — BSR Xwb—IN
LAN ZH 50 %ZFHIELUE T,

8. R —Z—D<)VFF¥ A b N7y MR 58— Z—DIP Address (IP 7

RLR)ZREL. —D2H 2 WIZHEE DPermitted PIM Neighbors (5779 % PIM %A
IN—)zAdd GEIML £9,

STEP7| OKZZVUw I LT, A VZ—TxA X TI—TREZRFLET,

STEP 8|

(FE) BE AV — (SPT) BXUHEAHY Y —IZEHEENTWVWB K ST, Shortest-Path

Tree (SPT) ZZHLE T,
1. SPT Threshold (SPT L & U ii)7% 3R L. Multicast Group/Prefix (X)L FF ¥ Ak 7

2.

W—TITLT 10w 7 R) EEV)—DIRENRTHEIIINVFFYy AN TIV—TH50
7L T 4w 7 A) ZAdd GBI L 9,

Threshold (kb) (L & UM (kb) VEEELE T FFEDOXIFF v A~ ZI)—T~D
W—T 4V THBZNNET LT 4y I ABREEY ) — (RPHYV—R) 5 SPT EMFICY)
DEEDLLRAV T

+ 0 (switch on first data packet) (0 (RH#IDT—Z/3ry RERCYIDEZ) ) (F 7%

WER) AR —Z—=DBNROTIN—THBNE T LT 1 v 7 ZADRHIDT— 27
Ty REZITE SR, IV —R2 =D HEEY ) =S TN —THB 5 0NE T LT 1
JAD SPTICYIDEZE T,

never (do not switch to spt) (/X L (spt ICY] D& 2752 \) )ARAIL—Z—I3#kEi LT
HEV)—ZH>TRTy bETIN—TH2W0ET LT 0w 7 RITHEGELET,
TEOAVZ2—T 2 A ABLTEEOHMT RN —X—DZDIVFF+¥ A K
TIW—THBNEIT LT 4w 7 ADF=HIC SPT EEICYI0BbE X AIVY) | <
NWFFv AR TIN—TFE T LT 0w 7 ACEETEDIVFFvY A b 23y b
MoDOEEFFay MR AN LED,

STEP 9| KFEDYV—AMSEDRIVFF ¥ AL 7w OB EZIWB T IN—TEBXCT LT 097
ABHZWVERIVFF¥ A TIV—T=RE LET,

1.

Source Specific Address Space (VY — A[EH DT K L AZE)&ER L., FDZERDOName
(#Hi1)ZAdd GENN) L X9,

FEDY =AW BIVFF ¥ Ak 7w v EZITHST R L AZERZ#AIT 5. L
T4 I AEZFFOIVFF+ X FGroup (F)V—Ve AJTLET, RN —Z—H
SSM ZIW—TMWEIVFF ¥ A Ny M eE2E L. ZD 7 )V—ThSource Specific
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Address Space (V—AX[EH DT F L AZER)THNN—ENTOEWEGEEIE, REL—
R—=hrw bRy TLET,

3. Included (GA)&ZEIRL, V—RXEEGDT RLAZEREIVFFv¥ At Z)IV—TD7 R
LAHIHE L TEDET, R —2—F, TOFINREDY —AN5HKE IV
FE vy A 2y bERZFATLET, Included (GH)DERZ MRS UL, fEHiC 7 )L—
TO7 RLAZEMZRNLUTT AN RITAET,

4. MOV —ABEEH DT R L AZEMZBIML, SSM Z)b—THERRZIEE Lz XTD 5
N—TEDET,

Virtual Router - default @E
Router Settings Enable
Static Routes Rendezvous Point Interfaces | SPT Threshold Source Specific Address Space | Advanced
Redistribution Profile
O | namE GROUP INCLUDED
l? "market52 "227.62.14/8
OSPF
OSPFv3
BGP
Multicast
#Add (O Delete

STEP 10| (T2 NIVFF¥ A FNN—TBICYV—ABTEy Y a UyhMET Lk, NIV FFvy
AR V=D mRIBICHK AR ZZBHL X9,

1. Advanced Gfffl) 7 7Z3RL X9,

2. Multicast Route Age Out Time (sec) (¥ )V FF+ A b Jb— MEGHAM (7)) ) GHipHi
210~7200, T 74V ME 210) ,

STEP11|OKZ 7V w7 LT, WIVLFF¥ AMREZRFELET,

STEP 12 | 535 — U \DXNVFF ¥ A~ b T T 4w 7 Z2da]d 58+ 2V 71 R —)b—)L721E
L %9

1. 25 KU — )b—)L7{ER L. Destination (505%t) % 7 M Destination Zone (51
Hey)'— ) Cmulticast (W )VFF v A M)H B W iZany (TR T)&2E R L F 9, multicast
(RIVFFX A=, IRTOIIILVFFrv AR hTT 4w 7y F I 5HAT
FIFADL A Y — 3 —2T7, Destination Address (5657 F L A)&<IVFF v X bk
TIWV—=TD7 RLAIKLTBEMTEET,

2. BRoDtF ) T4 R) — V= )IVOREETVET,
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STEP 13| ({1 Jb—bthy R 7Y PENBHENCIVFF v A b Xy RNy T 7 ) V"G
ML EI,

1.

4.

Device (7731 A) > Setup (2 k7 v ) > Session (v > 3 >) ZEIN L T Session
Settings (w3 a VEE) ZMEL X,

Multicast Route Setup Buffering (¥ /L FF v X F)L— N DORENY 7 7)eAb LUE
T (FTAIVNTHES) o ST 5NVFFr AN TIV—TDLY NUNILFF¥
A BEET—T IV (mFIB) WKEFFELEWGS, 7747 74— IVERIVFF v R
r 7a—hh5DRHIDINT Yy R EREFFTEE T, BufferSize ()N T 7Y A NI, T 7
AT I X =)V Ta—=50ry e ENEIF /Ny T 7)) 7T 50072 L E
o =W mFBICA VA M—IVENTR, T7 AT T+ =)V T7 I TEN
Tei Ny PR HBEINIC L Y —N—ICHGA L XS, (AT Y T—N"=0T 7 A
T —IVICHEEER SN, FHLTWARIIVFEY A 7S =gy Ta—
DEFIDINT Yy PRI N TVB T —ACHIS TERWEAICDOIH, II)IVFFv A b
J— R DREINY T 7 2 HET 20N H D £9)

({T7%) BufferSize ()N 7 7Y A A)2ZHLET, Ny T 784 R, mFIB LV
KUY R 7w TENBZETIC, T7A T TA—IVHINNY T 7 ) VT TELRIVF
Fr AL~ 7a—moNTy METT @ 1~2.000, 774V ME 1,000) o 77
A7 —IVIEERKTHR 5,000 37y b (§XTOTa—00E5) 2Ny T 7)Y
T3BTENTEETD,

OK%ZEZUw 7 LET,

STEP 14 | ZH a3y FLEXT,

STEP 15| 1P % )LFF v A MEREZZRLT, mMRBBXTE MFIBZY R, IGMP A Y X—T 1A A

En
AX

L IGMP =T X N— T PIM ASM BE T SSM E— R, RPICXIT 5 2 )—

TV, DRT7 RLA, PIMERE, PIM A N—5 R BEL T,

STEP16 | )VFFv A b T4 v ZHICART 4 v 7 )b— DR EEITINE. IV— DIV F
FYy AL FTI T TICOMMEATNE XKD, XIVFFYy AR I—T4 2T T7—=T)VD
H(A=ZFVY AN IN—T 0 T T—TIVTE%EL) W—+EBA VA —IVTEET,

STEP 17| IP RIVFF ¥ A M Z2ENMET 256, BNV FFr XA N bRy —Zamilii=Fv
Ak bRaY—LHFTWERTNUE, P4 VTS A RIS MPBCOP S BOP 2k
ETHR0EIHDFTA, IVFFY AT RLRA 773V —Il8d BGPICRIVF
FYARNY—ATVLT 4w T R%T RNZAZXLIEWEE, IPv4 7 RLRA 773V —8BX
URIWVFFXY AN RLA 77 2V — &3 MP-BGP JEEZ MK L E T,
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P <IVFF v A MERDOER

PRIVT Ty AR V=T VT ORERITo R, SIVFFY A )V—b, 5% TS5V b
J—, IGMP BXUPIM AU RZ—T A ADERELFZRLET,

Network (v E77—7%) > Virtual Routers (AL —%—) ZFIR L. #EK L 72AE)L—
Z—(1TT More Runtime Stats (Z > Z A LIREEDFE) Z#27 Vv 7 LET,

1. Routing JL—7 1 >/7) > Route Table ()L — & 7—7)L)7Z &R L ThHh 5 T 51 Multicast
(RIVFFry A R)DTIARZEFRL, “IVFFv A b NV— b ETZEFRRLET
G IPRIVFFX A~ TIv—T, ZOT)N—=T\DX T A KT, M1 22—
TrxAR) o THUTMRIB D SEZERTT,

2. Multicast (¥)VFF+ A 8) > FIBEZEIR L., mFIB DIV FF v A b )b— Mz E
ALET (RENN—Z—DEINTFFv A TI—7, fnddV—A, A1V
R—T 1A A, LY== IAEZ—Tx2 A RX) ,

Virtual Router - default @ E

Routing RIP OSPF OSPFv3 BGP Multicast BFD Summary Information
FIB IGMP PIM

N

2items  —» X

GROUP SOURCE INCOMING INTERFACES OUTGOING INTERFACES
226.1.1.12 160.1.1.2 ethernet1/1 tunnel.1
226.1.1.12 0.0.00 tunnel.1

3. Multicast (R )V FF v A 1) > IGMP > Interface (- > X —7 = A A)&23E R L. IGMP
WEIEA VZ—T A4 A, BT % ICMP )N—Y 3 >, IGMP Querier D IP 7 KL
A, Querier OB & LRI, BREIRE, IIVFFXY AL FIV—TBXUYV—
ADHIEE, ZLTA Y E2—T A ADOHKIHRA DR ENM TN TWENE 5 ek
RLUET,
Virtual Router - vr2 @8

RIP OSPF OSPFv3 BGF Multicast BFD Summary Informatior

FIB IGMP PIM

Interface | Membership

ethemet1/2 3 19.19.19.1 2 0 0 no
ethernetl/3 3 20.20.20.1 2 o o no %
ethemet1/8 3 192.168.5.3 2 3} 0
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4. Multicast (¥ )V FF+ A F) > IGMP > Membership (X > /3—3 v )8R L, IGMP

WENEA TV BZ—T 2 A4 A, TNDETIVLTFFv¥ A PI—TF, V—Z, ZOfo

ICGMP 1EH7ZZR LU E T,

i Virtual Router - default

Routing RIP OSPF OSPFv3 BGP Multicast BFD Summary Information

FIB

IGMP PIM

Interface Membership

EXCLUDE V1 HOST
INTERFACE GROUP SOURCE UP TIME EXPIRY TIME FILTER MODE | EXPIRY TIMER
ethernet1/1 226.1.1.12 273.79 0.00

5. Multicast (¥ )L FF+ A ) > PIM > Group Mapping (7 /)L — 7" < v ¥ 7)) & 8#R
L. RPIZRWEVTENTVABINVFF Y AL JIL—T, RPIYVEYTDY—X,

1 item

V2 HOST
TIMER

168.83

TI—TD PIM E—F (ASM HEWIE SSM) « FLTTIV—THEMNITIREETH D H
EIWEERLET, SSME—FRDRT I —TIFRP ZHH LAaWVWizd, RP 7 RLA

X 0000 ELTERENET, 74V ED SSM Z)—T 1% 232.0.0.0/8 T,

Virtual Router - vr2

@B
uting RIP OSPF OSPFv3 BGP Multicast BFD Summary Informatior
FIB IGMP PIM
Group Mapping Interface Neighbor %
Aitems | —» X

GROUP RP QRIGIN PIM MODE INACTIVE

2240.5555/32 0000 CONFIG SsM

2320.00/8 0000 CONFIG SsM

2381.11/32 20.20.20.10 CONFIG ASM
239.255.255.250/32 20.20.20.10 CONFIG ASM

6. Multicast (¥ J)VFF+v A k) > PIM > Interface (f V2 — T = A A)&EIR L., £ X—

TAAHD DR D IP 7 FLA, DR OESLIANL. Hello, Join/Prunes Assert OB,

ZLTAVR—TAANT— AT T )b—%— (BSR) THEIMEI hEFRL

S

Virtual Router - vr2

O] ]

Routing RIP OSPF OSPFv3 BGF Multicast BFD Summary Informatior

FIB IGMP PIM

Group Mapping Interface Neighbor

Jitems ) X
HELLO JOIN/PRUNE | ASSERT

INTERFACE ADDRESS DR INTERVAL INTERVAL INTERVAL DR PRIORITY | BSR BORDER
ethernet1/2 19.19.19.1 19.19.19.1 30 60 177 1

ethernet1/3 20.20.20.1 20.20.20.1 30 60 177 1
ethernet1/8 192.168.5.3 192.168.5.3 30 60 177 1
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7. Multicast (¥ )V FF+ A ) > PIM > Neighbor (%7 3—) 54 L. KAE)L— &

LT PIMXAN—TH3)IN—EZ—DEREFRLET,

Virtual Router - default

Routing RIP OSPF OSPFv3 BGP Multicast BFD Summary Information
FIB IGMP PIM
Group Mapping Interface Neighbor
SECONDARY
INTERFACE ADDRESS ADDRESS UP TIME EXPIRY TIME GENERATION ID
tunnel.1 2 5 by i b o o i B 6239.49 80.22 1992867278

— 0}
@5
litem | — X
DR PRIORITY

1
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4% paloalts

TECHDOCS
JU— bk BidE

2 NT—=20 T T 4w 7D7 7w C) T4 ZEmDBTHIC, )IV— s OBEAMIT DOV THIH
L. ML %9,

o Jb— M HEBAT O

o Jb— b HEE ORERK
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JU— b HEdE

JU— b HldAE O 2

T7ATI+—=)VO)—F HEEX. T7AT7I9+—=IVI)—T 27 Jaba) (b3
WBRAZT 4w 7 HE0NEHRERIL—1) hEeFEE LUTIV—NERIO)V—T 7 T k2
IWTHRIHTESESICTBET. %y I—T bI 74w o707 782 CYT ¢ &n X
9, = FHEEEDIEVGEE. V==LV —2—Z, FUCILV—T 727 7ok
IV EFRITTEMDON—R—LDFIH, )L—FDT RNZA XAV s eHERTNET, P4 H
BUME IPv6 BOP, BER M. AZT 1w 7 )b— M& OSPF RIBIC, OSPFV3, $#KiFH, AX
T4 v %7 )b— & BGPRIBICHAUETE X T,

DFD., PIZRREDIV—R—FEDOFEAZT v 7)b— FREIC K > TORFHTETHRED
o 8T —277%, BGPAS X OSPF VU7 CHRIHTES K SICT BT EMNATRETT, £z, Bz
WX F7AR=k TR 2y hI—=U72 ., a—)VTHERINIZIV— R BGP AS *® OSPF Y
TIKT RNNZRARXTBEETEET,

NI OSPFV3 2w b T =T DA—P—=PA UV Z—=F v b FOTNA AT VRV ATESL LI
T 5HIC, I—P—% BCPICT7 ZERAAREIC LIEWIEENH D FF, DO —ATlE, BGP
JU— K% OSPRV3 RIBICHAMET 52 &ICAED £,

W, OSPFV3 )b— b 7% BGP RIBICHEMET S C & T BGP 2@ L THES OSPRVS 3w hT—2
ERHATES X DICT B0, L= =Ny hT—=TDO—RIT 72 ATESL LD
WK LIZWGENH D 9,

JU— RO ICE. FIEEA T a7 7 AV EERLE T,
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JU— |~ HEA ORSRR

Jb— b A ZRET B I, RDFNAZRIT LI,

STEP1| HEME T 7 7 A IVEEKRLET,

1. Network (v 7 —7%) > Virtual Routers ({AH)L— % —) OJEIER L, & 5
W—R—I IR L £ T,

2. Redistribution Profile (HEME 710 7 7 £ I)L)EB X TIPvAdH 5 WIZIPVveEEIR L., 1
77 A )VEAdd GENN) L F 9,

3. a7 7 A )VOName (&l AJJTLE T, THUIHE T THDZHENHO ., 7V
H=N—= () .72 (). vk O, AR=ZAZFHLNET (16 XTE
) o

4. 1~255 OFEFTT BT 7 A )LD Priority (BSCNEN) Z A LES, 7747 T4+ —)V
. ERIEN DT (BIRIEMOMED—FE) T a7 7 )V N T B
T, IV—RZIECTOT7 7 Ay FIEE T, ERIEN D EWIL—IUDN, EBEIIEN
MEDIL—ILE D BERENE T,

5. Redistribute (FHlZ(E) IC DWW TIERDOWT N EER L E 9,
+ Redist (FHilE) CO T VRIS Yy F T 2)— NEHEMETS5EIEIRLET,

« NoRedist (HEEAL)-C DT )VRIC Yy F T 3)— b EHRE. BRETa 7y
ANy FT5)— b Z2HEETIHEEICERULET, Thz2ERdT5 &, Hild
BN TZI— R EIEETE7ay 7 ) A bDX5 a7 7 A)vhiilibn g
9, BlZIE, BCP HOEHOEEE T a7 7 A4 IV %56, No Redist (FHAME 7x
L) 707 7 AIVEERLT—DOT LT 0w 7 ZAERI L. Z D% CTIRWEBSEIEN
(EWMEEIENLOME) ZfF D —RIVEEEE a7 7 AIIVEIERKT 5 &N TEE
T, 20070 T 7 AI)VIN—HEICIR D BIEIENDE N T T T 7 AIVIMEE I N E
9, No Redist (HE L) D7B T 7 AINIEFICTEH LIZTEERA, I— 7
HAMET % Redist (FHAUE) 707 7 A )V AT 1 DU EHET Z20ERH O F9,
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6. General Filter (—f% 7 « )L Z) 27D Source Type GEETLE A7) T BEMET S )I— L
DEA T —DH B NIEECER L ET,
e bgp— 7O T 7 AIVICYF T B BGP Ib— hzHEELET,
« connect (i) 77 7 AIVIC < Y F I 5 8EEAIV— R EEEELE T,
e ospf (P! DAH) —TaTr AUy F T3 BCP IL—rEHEELET,
e rip (P DOH) —TaTFAOIVCRYTF T3 BCGP IL—FE2EEELET,
« ospfvd (IPvo DFH) —Ta T 7 AT Y FF 5 OSPR3 JIb— rZHEME L E T,
o static(AXT 4 7)) 7T 7 ANV FTBRAET v 7 )b— b eHELE
ER

7. (T Interface (T2 —T A A)ICDOWVTIE. FHEUEDEDICT v F &8 5[
W= OHNAVE—=T 2 A A% —DH 2 WIIER AAD GBI LET, T2~ ZH|
9 %IClE. Delete (HIBR) 227V w27 LET,

8. ({Ii1) Destination (585%) ICDWTIE, HEMEDEDHICT Yy FEES IPvd 72X IPvo
G5 —DH B WVIIHEE AdD GEIN) LE T, T2 bUZHIBRS %ICiE. Delete (HIFR)
BV LET,

9. (T35 NextHop (7 A Rk w ) IcDWVWTE. BEEDIZDICRyF TS )I—1
DT ARKRY T 1Pvd HBNE IPve 7 RL AR —DH % WIIEE Add GBI LE T,
T R ZEHIRT SICiE. Delete (HIFR) 227V w7 L%ET,

10.0KZZ7 Vw7 L&Y,

STEP2| (fFE-— 7 1 )VZIC ospf HBWIE ospfv3 DEENBEE) OSPF 74 )V X2 ZPERR L.
ED OSPF HBWIE OSPFV3 IV— M EHEUS T 2 OhFHlcfEE L X 3,

1. Network (v +7—7%) > Virtual Routers ({KAE)L— % —) ZER L. & SITREEIL—
22— IR L E T,

2. Redistribution Profile (il {E 707 7 4 )V EB X TIPv4H % WIZIPVeZIEIR L., T HIC
ER LTz a7 7 A )V 7R L £ 9,

3. OSPF Filter (OSPF 7 ¢ )L Z) 78R L E 9,

. Path Type VSA ZA ) ICDNVTIE. D5 B, BEMET 2H—H 5 WIIHEED OSPF
INZAZ IR LU E 9, ext-1. ext-2. inter-area. & % IZ intra-area,

5. OSPF B WI& OSPFv3 )b— N OFEMETCICIE % Area (T 77) ZI5E T % 72D,
TVU7% IP7 RLADOKEXT Add GE/N) LE T,

6. Tag(R V) ZiaET 7=, 27 7% 1P 7 RLADEAT Add (Ehn) LE T,
7. OKZZVUw 7 LET,
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JU— b HiEd(E

STEP3|  (IE &7 1)L ZIC bop T ENLY5) BGP 74 )V 2 Z{ERR L, ED BGP )L— k7%
HEUS T 2O FHIICHEE L X 95
1. Network (% k7 —7%) > Virtual Routers ({fE)L— &% —) 3R L., & S5V —
2 —ZEIRL KT,

2. Redistribution Profile (FFEE 7' 117 7 A IL)B X TIPv4dH 5 W ZIPveEFEIN L., X 5IC
VERR Uiz 7" a 7 7 A V78R L £ 9,

3. BGP Filter (OSPF 7 « )L Z) 73R L £ 9,

4. Community (I 2 =7 4)ICDOVTWE, II2=27 DY AMNS AddGENN) LE
9 (well-known 322 =717 &) , local-as, no-advertise, no-export, % %\ &
nopeer. 7z, 10 R FE 121d 16 HE. HAHVIE ASVALD T+ —< Y R T 32w hD
HZE AT ELEETEET, AS & VALIZZFNTN 0~65,535 L TOHFPEDIETT,
BRA 10O N ZEATILET,

5. Extended Community (JE5E I 2 =7 7 ) ICDWTIE, 16 . TYPEASVAL £721X
TYPEIPVAL DT 4 —<» R T 64 € FOffi%Z Add GEIN) LET, TYPEIWE 16 B
e ASRIPIF 16 Y b, VALIZ 32 By b TT, RSO NI EANLE
j‘o

6. OKZZ7Vw 7 LEJ,
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J— b HEE

STEP4| )—b+EHEET 270 b DVEERL, ZN50NL— DR ERELE T,
CDRAZIE., )— b7 BCP ICHEMET B H1EERLTVET,
1. Network (v k7 —7) > Virtual Routers ({{AH)L— % —) %3N L., &SIV —

2

—7ZEIRL LT,

2. BGP > Redist Rules (B {E/L—)V) ZER L £ 9,

T7AT7I+=)VDT T4V )= E2HEMETE S X SI1ICT BIciE. Allow
Redistribute Default Route (77 4 /U k JL— b O FHEME R FFA]) 238N L E T,

4. Add GBI Z7 VU w7 LEJ,

5. Address Family Type (77 KL X 7 7 2V —OfffH) Z3IRLE I, IPv4 H 53 IPv6,
HEEINIZLV— 2 ED)V— T —7)VIBINT 2D EEELET,

6. YERUTHEME 7 a7 7 A )LD Name (%a1) 23R (HAMET 20— M EER) LE
.—éAo

7. FHEME)L—) V7% Enable (B%H{L) LF 3

(F5) MEEENZIV—MNCT 7 A7 I+ —IVNEHT 5. XOMEZ ATTLET,

HiPH 1~65,535 @ Metric (X F U 7)),
Set Origin (FfETCDRE)—/V— FOFAEIT © igp. egp. X 7zldincomplete,
Set MED (MED D&%E)-MED D, #ipHl% 0~4.294.967.295 T,

Set Local Preference (2 — 77 )VESEIHH ORE) O — F)UES e, &Pl
O~42949467295 T3,

Set AS Path Limit (AS /S ZHIERDOE)—AS PATH ND AS DFEARE. #iPHlE 1~255
T9%

Set Community (I 2 =7 1 ORE) 10 EEFE T 16 T 32 €y Oz
RWHBWVEASTBH, ASVAL DT+ —< v FTlEZ AT LET, AS & VAL IZZ
NZFNOHDS 65525 FTOHFPFADETT, A 10O NI EANTLET,

Set Extended Community (J55E3 2 2 =7 ¢ OKE) EEII 2 =70 £ LT, 16
R TYPEASVAL F721d TYPEIPVAL D7+ —<w b T 64 Ew hDER A1H
BDVEEHRLET, TYPEIWX 16 Ew b, ASRIPIF 16w M, VALIZ32EW RT
T, mASHOTY U BASNUET,

9. OKZZ7Vwv 7 LEJ,

STEP5| ZH% Commit (23w ML %I,
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4% paloalts

TECHDOCS
GRE K 2L

Generic Routing Encapsulation(¥ = %V w 7 )Wv—7F 1 > 71 7))Vt (GRE) )b x)b 7 b a
Wik, Xqta—Ro7a ranvzh7eubkd2Fy U7 Ja k)T, GRE YT A
MEEE 7T bV (IPv4 50 IPve) NTH WS E T,

o GRE kYL ORE
e GRE k> IVOERR
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GRE b >x)b

GRE b > IVDORE

Generic Routing Encapsulation (GRE) k> W&, RA Y MY —RA 2 FOF@) > 7T 2 DD
IYVRRAVES (T7AT7 T4V T7 TV r—>a ) KR LET, 77477+
& GRE F RV T TEET, 2—P =133 b2 GRE bRV —T 4 VT HBW0IE
MRETEE T, HLRTWCRE Frxlid, FHCZ 99 F EOY—EARNR—F—Dx v
FI—=DICHRA Y B —RA 2 P THRT HBICE <EENS b3V Ta by Td,

BZIE 7T RR=ZADTaF T HB0NI— b F—D%y b T—=TKE, IP T RLAHREE
DRA Y BV —=RA Y FOISNAERZ T ENTED LS. /7y bEsERICaMbE BEICCRE
F L ERC U E S, 283y MEgEde T RL RIS @&HPic 7 o R —E Aicmh-> T
GRE Fox IV ENLTBEILEST (A Z—2y "D T Iy b v NT—=T7Z L
To THUCEKD, 75T RY—LRARZZDY—E AR —Z2/7w MEHTEE T,

ROKNE, AV EZ—=Fy "L T T 7AT I+ —)Ve7 57 RY—Y AT % GRE b/
IVOFITI,

Tunnel Interface: tunnel.1
Addr Object: tunnelA 192.168.2.1/24 Destination
=)
Ethernet1/1 10.1.1.1/24 H%ﬂ
GRE: Local IP Address 10.1.1.1/24 foRgéLgca' Address |/
Peer Address 10.3.3.3 = l
,/“/,;:’», \—_—:M :: ..................... .....................
@
) couosenices
Source \ Shared Services

Payload Protocol
GRE Tunnel

BREDOINTF— VAR L, B—HICBIT 3T —2Old 5781, H—D
b xIVEEHT SO TR, T 7 AT T+ —)IVA\OER O 255D GRE +
VIICHEE RS E T, FGRE F Y RIVT R RIV A VR —T 2 A4 AHDRKEITIRD
F£9,

T7AT T H—=)VhSTy EDNE@RT 5 &z (RY Y— <y FICHDE) L, N7y bH
CRE bV A 2 =Tz — Al > THNGEE. 7747 D 4+—)Uix GRE 1 7 )bz
BIMUET, vy g V3ERLERA, 774794 —)UE GRE ThHIUbEN S

T4 7ML TEF a2 T 0 R) V— V—)VOMRREITDIEWID, T7 AT 74+ —)VH
Tt dT % CRE b5 74w 7 TR YEF a2V T4 R — )b—)VIPAETT, LML, GRE

FS T4 I RZTBE. T AT U+ —lidey g vEERLTH TSIV EENTZ RS
T4 ZICMAZTINTDORY > —% GREIPAYRX—IfELET, 77 A7 I+ — V%=
U7z GRE 287y R MDD Ny b ERFRICIRNE T, D7z -

o GRE FrxViciiftireniz b o x)b £ V2 =T 2 A A LRV =2 EBFDOAVEZ—T oA
A T W] tunnel.l) 77 A7 4 —)UIN GRE 8w b B ZET BE. XETY — 3%
V=2 ERICIKEDET, TIHINVEIRETREY—VNA YTV 85T 4w D) T
ST 0w IR ENE Tz, A GCRE FT 74 v 73T 74V TRl ENE 9,
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FE b

s LAHL. HEHDOA VIV =DV F 2T 40 RY = )b—)VERELTEFDEIE T
T4 7RG T B5E. HWRIIC GRE b5 7 4w 7 A3 308 H 0 97,

o [AIRRIC, GRE by UICHMTI BNz R IV £ U Z—=T 2 A4 ZADY =2 (il : tunnel.1) HY
ANAVE=T A ADYV = LB i 5585, ﬂ¢1074$u/—w—w% % LT GRE
ST 4y DRI BENH D ET,

T7AT I+ —=)Vd s RNy b % GRE 2Ny N ThH I IUET %728, 24734 S DGRE
A X —hEINENS &, BRAEEN (MTU) O kKt 7 A2 b A 2 (MSS - Maximum
Seoment Size) D EBIITNE S ED ET, A Z—T 2 —AD [Pvd MSS Ji%Y A X258 Uix
WiEE. T77A 774 —=)VET T4V T MTU % 64 byte ONA B)TES LET (IP ANy X—
40 byte (I3A &) + GRE ™\ X— 24 byte V31 K)o DED, T 74 )V FD MTU A 1,500 byte
ONA B)DEEE. MSS & 1,436 byte O34 MICZRD F9 (1,500 - 40 - 24 = 1.436), HIZIX. MSS
AR A X7 300 byte ONA MICERET 256, & MSS 137z o7z 1,176 byte O34 MIcE D %
9 (1,500 - 300 - 24 = 1,176)s

T7 AT 7+ —)UIE CGRE £721& IPSec b IV7% GRE bR IVIC)V—T 4 VT T3 & =Y
R—FLTWEBADN., GRE R 3IL% IPSec RISV —FT 4 VT TEFET, HiE :

e GRE Frx)Uid QoS ZHR—FLTWVEE A,

o T7 AT IF—IVECRE bV TV RRA YV M BXUES(LTa—h—0DWil & U THERE
FTEHEH—DA IV RA—T A A Y R—FLTWVEEA,

o GRE PV CRE bV Y RRA 2 FEO NAT ZHR—F L TWEE A,

. MDOXRY Z—=D %y 8T =TT 50BN D 55513, GRE k%)L Tldix
<y IPSec PRIV ZRRET AT E2BEIOLET, GRE b x)Vik, X2 Z—H
PR—bFTEHE—DRA Y BY—RAY b bV AN AL THAHEHITDIH
LT 7ZE W, iz, UE—F TV RRA Y MIEo>TROENB S (Add
GRE Encapsulation (GRE 71 72 )U{t73B) ) &, GRE over IPSec ZHx{kd % C
EETEET, IPSec M T 7 1w 7 &EE{LT %01, VE—FZYFRA VKT
k571w 7% GRE b 2 XIVINICH TRV b T 20 8hH 535513, GRE ©1 7 &)L
ezl 9, HlIZIE. —HDEETIE, IPSec HEELT BHTICSIVFF+ A
NS T4 0TI T 20ENH D T, TNUHAREDOEREETHD ., GRE
F IV EXTIPSec VX IVEILC IP 7 KL AZHET 28551F. IPSec >/ %
VY R 7w 73 % EIC Add GRE Encapsulation (GRE 71 7"t )U{t7&238100) 217 &
ER

O T 7 A7 % —)V7% GRE b 2 RIVDFEFEFICT % TER R <. GRE b2 IVA
TI7A 7T+ —)V@ld s sF7 ¢ 7 %ZeE - FlE L0 GEEE. GRE k
VI EERRUIENTLIEE W, 80 DIZ, GRENT T 4w 7 ®d Tunncl Conte t
nepection (k3L avr okt 239709, b arvry /$ﬁ
. I T 4w I REEET BT2DDRA Y MY —iRA 2 FOFREY /7%1’!552’9“%
DT, T7A7 94— )VZZiEi#Hd %5 GRE T 7 4w 7 EMEL TR V—7=
wWHL X9,
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E MRV

STEP1| bV AV R =T 2 A A%ZFRLX T,

1. Network (v F7—7%) > Interfaces (f >X—T7 A X) > Tunnel (k> 3%))7%& %k
RLET,

2. FrxilbZ Add GEAN) L. b 23U Interface Name (f 2 —T7 2 —AZ) IcE VU A R
ERerae A1 UET @k 1~ 9999), i : tunnel.l

Config (i%/E) %X 7 C. Virtual Router ({KAE)L— R =) Ic A VX —T 2 A AEO YT
ER

4 T AT I+ —)IVHIEROREY AT LY R— T 258, bRV AVZ—T A
A 7% Virtual System (x4 A7 L) ICH DY TE T,

5 hyRIVAVE—T A A% Security Zone (EF 2V T ¢ V=) ICEDYTET,

Tunnel Interface @

w

Config IPv4 IPvé Advanced

Ole

[ 1921682.1/25

n coneel

6. PT7RLAZFYIIVA U RZ—T 2 A AICEOYUTET, (TO PRIV —T 4
JEBM. FRIVLY RRA Y M EEHRT 255, IP 7 FLAZED Y TEHHE
MNHOET, )IPv4 L7213 IPvé Z3EIRT 2h, HEWVIEMAGZRELET,

CDOV7 FLAREET DRI A VY Z—T 2 A4 ADMINT 57 F L AR,
RAVE Y= KAV bOGwRHY 7 THBIH, ALY Ty b LcH
BWENDH D T,

o (v DOAH) IPvA X T T, IPvd 7 RL A% Add GEI) 3%h. 7 RLALT TV
7 NIRRT 5H, New Address GTLW7 RLA) ZZUw 7 LT7 RLAD
Type (A7) ZiEEL. AJILET, HIZIX. 192.168.2.1 L AJTLE T,

o (Ve ony)IPv6 T T, AV 2—T A A LDIPv6ZHIC L,
1. Interface ID D15, EUI-64 (default 64 bit Extended Unique Identifier) 73R L
£9, .

2. Add new Address {5 ET %D, IPv6 7 RLA ATV b EBHRT S
. New Address #7127 LT7 RL A Name ZigELE T, A1/ X—T A
ADT7 RLAZEEML, OKZZ7U w7 L%ET,

3. 7 RLAD Type ZEFIN L., IPv6 7 RLAEIEZ FQDN ZASIL, [OKZZ Vv
JLUTH LW RLAZHREFELET,

4. Select Enable address on interface 271w 27 L., OKZZ7 VU w7 L%9,
/. OKZZUw 7 LET,
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GRE k> 3)V

STEP 2| GRE b xIIVZEERRL T, /37y FDRFEDRA Vb Y—RA V MSAZ#ED X HICLE
ER

1. Network (v k7—7%) > GRE Tunnels (GRE k > % /)V) Zi#EK LT b > /L% Name
(%410) T Add (GEhn) LE 9,

2. O—HNJVGRE FYFRIVIZYRRA VS (V—AAVEZ—=Txz—A) A—Y%vk
AVE—=T1—AHBNVEYTARZ—Tx2—RA) . BA—T 32y b (AE) 4~
RB—T1—A, W—TNRNw 7 AV EZ—=Tx1—A, HBHVIEVIAN AV Z—Tz—RX &
LT Slinterface (f V2 —Tx—R) ZERLE T,

3. IPIC9 % Local Address (H—71)L 7 FLR) 23R L, FIRLIcA VR —T 2 A XD |P
7 RLUAZERLE T,

4. Peer Address (Y77 RLR) &2 AJILE T, T GRE M IVDRNCH BTV
RRAYEFDIPT7 RLATY,

5 A7 w7 1 TIERK L7z Tunnel Interface (k> %IV AV Z—T 2 A R) ZFIRLE T, (T
NE. R RIVDBIV—T ¢ 2T DT Interface (- > Z—T 214 R) THBLGEIHE
LET, )

6. GRE S rw MichTebEniz P8y O TIL Z AT LE S GHpHlE 1~255,
T 74V 64) o

7. Copy ToS Header (ToS N\ X —DaV¥—) 23R L C. 7tD TOS [HHRAE2FF T % 7=
. I TIUEE NIy FDONER PNy Z— B4R 1P\ X —IZ ToS (Type of
Service) 74 —)VRZa¥—L%9, *v bT—27T QoS ZfH L. QoS KRV ¥—7%j#
9 %7812 T0S B MUKFEL TWAEEIR. TO4 T a vedHRLEd,
GRE Tunnel ®

Name | GRE_Tunnel
Interface | ethernet1/5
Local Address | IP 10.1.1.1/24
Peer Address | 10.3.3.3
Tunnel Interface | tunnel.1
TTL 64

Copy ToS Header
Keep Alive

STEP3| (XA LT F7 7 ¢ ZA)GRE b FRIVDF—T7 54 THEERGINC L E T,

F—TTIATENMET B5E. T4V NRETIE GRE > RIVHIE T
T BHENE 10 ORMRET 3 DDISE ENENWF—T 7547 )3 v b (FikfT) 2%
FHLD . GRE b ¥ )UMEIRT %% 10 BRI T 5 DD R—)L R Z A < —[EkE
ZXZHLD £9,

1. Keep Alive (F—77 54 7) ZFEIRL T, GRE bRV DF—T"7T 54 TIHEREE AN
LET (T 74U MR T,

2. TE)GRE brxiba—Hh)VZY R RV RIVETIEET BF—T 754785y
D Interval (sec) (RIBE (F9)) FPHLAL Z3%E L E 9, Z4UL. Hold Timer (K—)L K
RA—=) ZHNF Tz & ZIC, GRE b IVAEIET 2 X TICT 7 A 7 U+ —)VHNER 7%
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FE b

STEP 4|

STEP 5|

STEP 6|

STEP 7|

STEP 8|

F— 7/547A&/F%%ELEUM@&BKDM%@E%T%%Di?ﬁﬁlﬁ1
~ 50, 774V MiE 10, RETHMEHNETEBZ L, BETREINERF—TT S
A TNy ROZEGFEE L, BINORENE & WA ENC D X9, BEZRKELT
DL, TIT—IRENT SIS NIZWA[RENDN D 5728, 7= A I)VA—I\—DEN
LAREMEDN D D £9,

3. (IT57) Retry (FFa1T) REZ AN LE T, THUE, T7 AT T4 =)V HIVET D
R U RERBTDHETICF—TT7 54Ty bR E NG WIntervals (IR OETT
@A 1~ 255, T 74V RE3)e MWW RI VTR E, T7 AT U4+—IVid b
Y XIVICEEAN I SN Te)V— R 2k T — 7 U BHIBR L E 9, HaklTiEZR KT %
EL EBICR T LTV AEW R Y RIVTOXNRZ R TE E T,

4. ({15 Hold Timer (k—)V RZAX =) ZRELET, CHIF—TT7FA4 77y +H
%219 % Intervals (RifRE) DELTS, ZD%. 7747 U +—)Lid b2 )LEY LD
EEEMTUET @I 1~ 64, T T HIV R 5),

OK%ZZ7Vw o7 L&Y,

CRE Y FRIVBRHTIERIC ST T4 v I RIV—T 4 V7T %72, V—T4 2770
FVERIGHNL— R ERELET, 22X, 98— N—DFRy hT—TIC A%
T4 w7 )b—FDOEL, /7 Interface Z0—H)V kb Y KR A 2 b (tunnel.1)
ELTIRELET, 7 ARy T2, KOO R FIVD P 7 RLAICKRELET,

B 192.168.2.3

ZHaIv bLET,

INTVYw T PT7RLVA, A=V IP 7 RLAELET IPT7RLA(T7AT7 T4+ —)V ED
CGRE FYRIVOET IP 7 RLALa—A)V IP 7 RLRAREFNFNMIGLET). BXT
W—T 2770 b DVEGEL— b 2#ER LT, b RIVORIIZRELET,

T7AT T+—)VIGRE PRIV LT R RIVET LlETES L 2R L X T,
1L CLUANDT 72 AZRITOET,
2. >ping sourcel92.168.2.1 host192.168.2.3
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4% paloalts

TECHDOCS

DHCP

Dt T aTi&. Dynamic Host Configuration Protocol (DHCP) &, DHCP ¥ —I)\—, 751
YR, FREUL— T—Yx Y UTHEET 3 Palo Alto Networks © 77 A 7% 4 —)U ED
A VE—=T A AN T 272D BIRZATICOWVWTCHIHLET, chbsou—)LzHlixs
AVR—TzARCEHDOYB TR LT, T77A7 T4 — )V THEBOBEH ZFITTEET,

DHCP DR

DHCP Y —N—BXUIIFA47 2 e LTDT 7 A7 T4 —)b
DHCP X t—

DHCP 7 RL A

DHCP A 7> a v

DHCP ==, L TA UV E—T A AEHKTET %

DHCP 7547V b LTAVR—T 2 A AZHRET %
DHCP 79 A4 7V h e LTEBHA UV RA—T 2 A ARET S
DHCP UL —IZ—YV Ve LTAVE—T A ARRET S
DHCP DE=ZZ—BXU NI INa—T0 T
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DHCP DR

DHCP i, RFC 2131, Dynamic Host Configuration Protocol (3E3E) TEREIN T3, (L
7B VT, DHCP OFZHMNIE 2 DH D Ed, 1 DIE, TCP/IP BXTY ¥ I FORGE S
TA=2ERT BT LT, &5 1D, TCP/IP 2w Y =7 LICBINICERE SN D R A M
v FI—=7 7 RLAZEMTZH LT,

DHCP Tl&. WEDY S A7V b —N— EFILIMEHENE T, TOETIVICIZTINA AN
HITEDTES, ROZDDFEMNEENTVET, DHCPZ S AT > b, DHCPY—N—, B
KUODHCPY L—T—Y x>V b,

s DHCP 7547k GRAL) EUTHERET 27734 Ald, DHCP Y—3—IC IP 7 RL AR
ZOMORERERTEET, 7T 728 TNNAADI—HP—1F, REDKR & TRZE
CTEMTEET, £/, DHCP U —N—m5#REINZ 2y N T—T D7 R L AGHHENZ
DDV Y —ABICA Ty a VEEETZHEEH D FHA,

o DHCP Y —NN— U THEET BT N1 RIE. 747 Y MY —EC AR TEET, DHCP
T RLADIDDOANZALEMHAT ST E T, v 8T —7EHE IR 2 §if U,
A7V DRy =k EB e Uk o b JICEENTZED 1P 7 RLAZH
FATEZ EVIFERHOET, ==, PT7 RLARZLDDHCP A Vg vik%
BOUVIAT Y NMIBETEET,

e DHCPUL—IT—Y 2V e UTHERET 2T 314 Aid, DHCP 7547~ k& DHCP ¥—
IN—[HT DHCP Xt —UREETEET,

DHCP X, FIYAR—k B b)VE LT, User Datagram Protocol (UDP) o REC /687%1{#
HUXT, 75472 WY —IN—ITEEFET S DHCP Ayt —I&, BEHIOR— 67 (UDP -

Bootstrap Protocol BR T DHCPITEEEINE T, DHIP Ay b= Y —N—Nr 53472
WGEETH5E1E. R—F 68 IR EENE T,

Palo Alto Networks ©7 7 A4 7 4 — )V EDA Y Z—T A Zld. DHCP Y—I3—, 54T
b, ¥723V L — 2=V OREZERIZTENTEET, DHCP Y—"—F 723V L—
I—IxbDAVE—T AR, LAY — 3 Ethernet, BTNz Fthernet, LAY — 3
VIAN A VR =T 2 A A THHRHEDNDH D £9, B—)VOHAEDLEITE > T2EY)EERE T,

T7AT7TH—=IDA YV EZ—=T 2 A AKELET, Z—)VOEIWEICDWTIE, DHOP H—
IN=BXOCTIAT U RELTDOT7AT7 T4 —)L ZBRLTLTIZE,

T7A 77+ —)UTCl&. DHCPv4 Y —)3—& DHCPv6 U L— Y R—FENTWET,

Palo Alto Networks 0 DHCP $—/N—3X T DHCP 7547 >~ hOFEEETIE, IPv4 7 RLAD
HEFR—FLTOET, DHCP U L—0DFETE, Pvd & IPvo ZYR—FLTOET, &il
RE7 2747/ 7 0747 B=RTlE, DHCP 7547 Y MEYR—FENTOEE A,
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DHCP U —NN—BXUCTZ794 7 LTDOT7AT

U4 —)l
T7AT I+ —)Vid, DHCP Y —N—BXUG DHCP 7FA4 7V e LTHAET AT A TEE
9, Dynamic Host Configuration Protocoly RFC 2131 &, IPv4 BX T IPvé6 7 RLAZ Y R— b

T2 EICBIENTVEST, PA Alto Networks © DHCP H—N—D 33T, Pvd 7 KL A

DIHPYR—FETNTVET,

T7 AT+ —)V DHCP H— "=, U TFOXSICEELET,

o DHCPH—N—MNT I 47V 5 DHCPDISCOVER Xt —I 2535 L, Y—I3—
i, RERKEREINBIEF TIXRTOHEFERIZAA TV a v BLUI—P—EEDL T
vavhEENS DHCPOFFER X wb—Y TG LET, 7947 2 M. HE8EA T 3
VIR L, DHCPREQUEST X wt—YTInBLET,

o Y—IN—BNTS AT EME DHCPREQUEST X vt —I%Z(ET 5L, Y——id, ERT
BEINTZA T 3 VOANEEND DHCPACK X vt —Y TIinE L ET,

T7AT7 4=V DHCP 7547 Y ME. LFDXSICEMELE T,

« DHCP 7547 ¥ bW —IN—M5 DHCPOFFER 252129 % &. DHCPREQUEST TIXEX
NizA 7o arvhEIMcRz. 7947 MIBTHHATE.EK91c, #tenhizd
NTOA TV arvea#HNCFYy vy a2 LET,

o T7FHIVEFTIE. I—FOEBDEEZELIZGE. 7947 Y MIATVHERERINZS
TeDICEA Ty gy A— ROBBHIDEDIRZF ¥y 2 LET,

« DHCP 754 7> FH DHCPDISCOVER F/zl& DHCPREQUEST Xwt—YDF T g 57
THRAMEZIEELTOVERWVIED . DHCP X vt —IItEAKEIRH O T8 A,
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~ M

DHCP Xwt—

DHCP Tl&. M{Px/h—9®ﬁ7/ax&47$ﬁf%%émé8ﬂ@ﬁﬁx/ﬂ—“
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A, <205>Vendor Class Identifier</205> [NV X — 75 AT 7 « —IV RO ERRE N
9, WFHET 16 EEE O DT LT 4w T ADBFHNTWVDS) OVClZANLE
T, TOMEE, AT Va v OREENETTA7 Y FEROMEEBREEINE T, J—

N—lF, T—TIWTZEVC BZHELTHEHDF, 73y 3 BLXUHGTS4 T3

UEEIRLUET,

4. Inherit from DHCP server inheritance source (DHCP Y —/N\— D& — A 5 #k7K)—
DHCP B — N\—DHFTEEFHA T 3 D Inheritance Source ({5 — R) Z457E
LTHEH, RUE—[EHEDOA T a VERIEIHARZRL AT a s DV—AD5
inherited (& H) 3 25 EICDOIEIRN L E T,

5. Check inheritance source status [fk#K Y/ — ZJRAEDF = v 7] — Inheritance Source [k
Y — A BRI 6. DY Yo% 27w 279 % &, Dynamic IP Interface Status
(ZATFIVvTIPAYE—T oA RIREINFHE, DHCP 7547 >~ b bk E N
TarvhFEREINET,

6. Inherit from DHCP server inheritance source [DHCP H—/3— D& — A S fkK | 7%
R Uz - 12856, Option Type (A7 3> ZA 1 ROWT N SERL
%9, IPAddress [[P7 KL A], ASCIl. & %\ idHexadecimal [16E5, 16 dEXHE
F. DT LT 4w 7 ATHEZRERH D FI,
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7. %@ Option Code [+ 7 3> a— RNIIZH LT DHCP —"—h 52t X 1% Option
Value [ 7Y 3 VMEIZATILET, EEOMEE 1 {ITTDANITEET,

8. OKZZ7VUw 7 L%,

STEP4|  ([I32) WOV E—[EHD DHCP 7Y g >y Flzld h AR L DHCP 7> 3 vEhL
F9,

1.

HIDRAT Y TR, &9 —DDHARXRL DHCP A > a v AT LET,

[i] C Option Name [+ 72 3 > 4] Option Code [+ 7> 3 > a— RlIcEHOA T
v a V% AJITTEETH, Option Code (4 7' 3> a— RIDEIFTRCHU X
A7 (IP Address [IP 77 KL Z], ASCIl, % 7z{3 Hexadecimal [16 #E%K]) 1C3 % pH
NH D i?”o Option Code (A 7> 3> a—F) & Option Name [4 7> g V4D
F UGG, 524 THWERETZEANENTHERDZA THNATIENS L, 2
§a®&471mm®ﬁ47ﬁhi%éhiﬁo

F T a NTERBOEE AT B 5E. BRIEICEZ AT S0, BIEIEICE S
XKV ARDH AR DHCP ATV a v zBEiLEd, A7 a @Rl T
<266>Move Up (EN)</266> 721 <267>Move Down (R N\)</267> %27 U w7 L
9,

F75% Option Name 4 7> g %472l L C. [A L Option Code (47> 3~
d— RZEEE AN TEET, TG, Option Code (A 7Y 3> a— RO
Option Type (A 7> a > XA Tk, AT a v TRESTOWTEMED O £H
Foo

2. OKZZ7 Vw7 L&,

STEPS5| DHCP Y —N\—M7 RLAZRENT Z7DICEHTS IP 7 RLADAT— R 7))V S—)L%
FrE L, DHCP 7547 > MCHEID Y TE T,

2.

MDY NI =T D%y b T =T ERETIRWEGS. DHCP Y —/\—"T#|h Y
TBEIIHEETES, v NIT—VEHEOEMZIP 7 RLA F—)Vx %y b

J— 7 EMHEICHONEDETIEEN,

IPPools (IP /"—)l) 74 —)VRT. TOY—IN—MWNTS5 147 MTEDY
T3 IP7 RLRAOHIFZ Add GBI LES, PP T2y by T2y b
AT (JzeZE, 192.168.1.0/24) | £ 1P 7 RLADOH (& &
. 192.168.1.10-192.168.1.20) AL T,

o FINIPT RLADED Y TOLGEXIP T—IVH B WIiE<306>Reserved

Address</306> [FHRITEH T R L AHDWETT,

O M TEHEHMNPT RLAD, 77 AT T4 —)VDA U RZ—T A AHELT %Y
T2y FRICHB5EE. BPY RLAHDIP T—)VIZAEEHTIEH O X
Foo

T TORATw TZ=BEORL, IO IPT RLA =)V EEELET,
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STEP 6| ([T EMNICEID LTV, IP S —ILD 1P 7 RLAZRIEELE T, [MACT7 FLX] &
F8ETZE. TNAANDHCP ZHHLTIP 7 RLAZER LUz & ZIC [FRIEHAT KL
A WBZEDTINA RIZEH DY THENET,

Reserved Address (755 H 7 R L A) OE|D B TOAIZ., DHCP 7 FLAvS
varvESRLUTLIIEE,

. Reserved Address (7H)iF5#H7 KL A) 74—V RTAAD GEMN) 227V v 7 LET,
2. [IP =)V hH. DHCP Y —R—ICBIICE] D Y TRV IP 7 FL A (xxx.x DIER)
EANILET,

8. () G EFEL IP 7 FLAZKABICEID XT3 T 73+ A0 MAC Address
(MAC 7 RLA) Ooexxaxoexxaxxaxx DIER) Z AT LET,

4. (T35 BiD 2 DDAT Y TEOIRL, BIO7 RLAZTHLETD,

STEP7| ZHEZIIwv FLET,
OK. Commit(I X M) DJEICZ Vv I LET,
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DHCP 7947 e LTAVER—T 2 A AZRIET

%

DHCP Z79A4 7V e LTI 7 AT I4 =)V A VR =T 21— AEHRKET BRI, LAY—3A
VR=T2—=A (A=Y Zv b, A=Yy s Y TA U EZ—=Tx—A, VLAN, VLAN Y71~
R—Tx—RA, . HEIVIERT T AV Z—T 2 —A) DREINTNVWE L, /1 XZ—
T2 —AMBEN—RZ—BX OV =B Y TENTVWAE T E 2R LET, DHCP ZfEH L
TAVE—=T2—AD |Pv4 7 RLARBRT 208N H 256, DHCP 7547 e LTA
VR—T 11— AR ELET,

Fle, DHCP 79 A7V b LTEHA VUV EA—T A ARRETHLETEE
ER

STEPL| DHCP 7 IA4 7Y b LTA Y R—T 2 A AZRELE T,

1.
2.

Network (= k7 —77) > Zones (V' — ) DIEICER L F 9,

Ethernet (1 —Y % v F) 27 H 2 W& VLAN X 7T, DHCP 7547 > M LIz
EFHDLAY—3 AV 2—T 2 —AZER, H2VELAV—3 A 2—Tx—2A
Z Add (Efn) LEJ,

IPv42 7758 L, Type (XA ) TDHCP 7547 > bR £9,

Enable[ 5%))] 23R L X9,

({T-7%) Automatically create default route pointing to default gateway provided by
server(V—/\—DEMT 2774 IV N = T2 A 28T T T4V bk )b— N HEI
WHER)DA T a BN LES (T 74V N TERY. T4 T a v EEMCT %
L IT7ATIF—IETTAIVE =T ANDART v 7 )b— s Z2{ER L X
o THUX. T7ATIA—=NVDIN—T 1 2T T—TIIV— R EFT B8N
WedH, TIA4T Y BB OGEICT 72 AT B5EIER T,

({T-5%)Send Hostname (K A " &2 EE) DA T a VAL T DHCP 7547 >

FAVR=T 2 —ACKRA MK ZEO YT, ZORANY (AT 3> 12) %2 DHCP

P—N—ITEEL. ZThHERA N DNS —N—IIBHREIEE T, ZD%. DNS
Y—IN—VR A D SEN P 7 RLUANDERZ HEWICEHTE 2 L9510 F
o AR ARDNRA RRICHEDODWTA VR —T 2 A AZWHHI T E 208N H D 7,
77 4 )V s Dl system-hostname TH D, T 11idDevice (7731 ) > Setup (2 k
7 v 7) > Management (&) > General Settings (—fi%E) TL—Y—DRET ST 7
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AT TH—=)VDRANELTT, AN, KXFENLT, BF. CULA RO, N7
YO MR OZEEURK A XFTRA N GEANTRCENTEET,

Ethernet Interface @

Interface Name
Comment
Interface Type | Layer3

Netflow Profile | None

Config IPv4 IPv6 SD-WAN Advanced

Type Static PPPoE (@) DHCP Client

Enable
Automatically create default route pointing to default gateway provided by server
Send Hostname system-hostname

Default Route Metric | 10

Show DHCP Client Runtime Info

7. (T 774794+ —)bE& DHCP ¥ —/\—[D)L— k D Default Route Metric (7
TAI)VE =k ARV v 7)) (EERIEN L)V Z A UET @G 1~ 65535,
T4V E10) o BUEOEKVIL— ME E, b— FEIREFOELIEN D E L KD F
T, 722 ARV IR 10— RE, A MY v IH 100 D)V— b XD EHHIflE
HENE9,

77 A7+ —)L& DHCP Y —)N\—[ D)L — k O Default Route Metric (5
TAIVEIV—b ANUw ) (BEIEMNLNILV) &, T 74V TI10T
Io AZT 4w T T74)VF )L—1h 0.0.00/0 P 1AV EZ—Tz—R &
LTDHCP A 2 =T 2 —AZMHT %55, TD)I— DT T7+)V 1
Metric (A RV w7) £10T9, L7zH>T, 10DRA MY 77D 2
DD —E DB, T7AT7 I+ —=)VE—TTDIV— FzT 2 & LIER
L. &9 —HOI—hrERWORA IV TEIRTEET,

Y= N— T 27T+ N = T2 A ZIETT 74V b— |

B EBNHVER DA T 3 AN L. Virtual Router ({KAH)L— 2 — -

VR)ZEINL, LAY—3 AV RX =Tz —ADART 17 )b— kZIBH

L. Metric (ARU v 7)) (F74IVEE10) Z10 KD KRENMHE (TOD

BTl 100) ICEHEL, ZEAEZIIv FLET, )L—k 7—7)IL TR,

JV—FDA R 713100 2R LEFA, (RDDIC, REME 100 XD &

10 M END T8, HIHEBDICT 74V MED 10 R LET, 72

72U, AXT 4w 7 )b—hD Metric (AR w7) & 10 KDl (6 7%

E) IKEHTBEE, V—F T—7 )DL — " DBEHFEIN, RES NI A

F) w2 6%RLET,

8. ({[i) Show DHCP Client Runtime Info (DHCP 75147 > s T & A LIEHDE
R DX T a vEEMCL, 7547 Y MDY DHCP Y= \—D 5HkR L 729 XTD
REZHERR L E T,

STEP2| ZHAZIaIIwv FLET,
OK. Commit(Z 3w F) DJEICZ Vv LET,

Ethernet f 2 —7 = — A&, Ethernet (f—HY %>y ) X 7ICH5 IPAddress (IP 7 KL
) L LTEAFIVYZ-DHCP 7547 Y b X R LET,
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STEP3| (i) T7AT7 I+ —IDEDA Y Z—=T A AN DHCP 7547 b E L THREEN
TWVWBD7ZHERL I,

1. Network (= b7 —7) > Interfaces (-f >/ Z—7 =—X) > Ethernet (- —H % v k) D

JEICER L., IP 7 RLAZMERELTC, EOA YV RZR—=—T2—ANDHCP 7547V h &
LTERENTVWEDOEHERELET,

Network (v k7 —7) > Interfaces (-1 > Z—7 = —X) > VLAN Zi#R L. IP7 R L
ABEWERLT, EOAVE—=T A AN DHCP 7547 2 " eFRn U TWB Rl
L%,
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DHCP 7947V e LTEHA UV EA—T oA ARiR
95

T7AT I+ —=)VOEHA 2V EZ—T A RZIPVAFHDDHCPZ AT ¥ b EYR—FLTWS
Tz, EHA U RZ—T A4 RAIDHCPY == 5HEDIPv4T RLAZRZETEET, £z,
B A 2 —T 24 AIXDHCP Option 128K TOption 61HPFR—FLTWBKD, 77147
A —IVEEHBDRA N GBI C T F5A47 2 MMDEZNFTNDHCPY —N—IJEET BT ENT
%i‘é‘o

T 74V RRE TIRAWSB X UTAzue™Ic T B A ENFVM-Series 7 7 A 7 +—)VIXEH A
VER—=T 2 A AZDHCPTZ A7 FEUTHHL, §#NIPY FLATIRESBHEDIPY FL A
ZHGLET, ThiE. 7577 ROT 7O ABRETIXZ OEEEIC K > THEIHLZ1T 2 ED D
M5 TT, AWSEITAzurell I BVM-Series 7 7 A 77+ —)VERE, VM-Series 7 74T
T A —=)VTCREH AV EZ—T 2 A ADDHCPHT 74V R TA 7Iliz>TWVE T, WildFire B&K
U Panorama BTV EOBEHA VX —T 24 AF 2D DHCP #EEEZ Y R—F L TWVWEH A,

¢ W—KRILT7R—=ADT 7 AT I7+—)VETIV (VM-SeriesTlE75\>) DIFE.
AIREZRPR O EHA V2 —T 2 A A%ZEWNIPT RL AZHHLUTHRELE T,

o I AT I —IVHEH AV RA—T 2 A ADT KL AZDHCPZ/T L CHIS T %
BE. FOT 7 AT 74— )V S DHCPY —/N\— FDOMACT R L ADT#)% |
DUTET, TOTHICKD, 7747 74+ —)VHHEEZEERIPY RL A
FEFUHER T2 2 X 51270 £9, DHCP ¥ —/3—7 Palo Alto Networks © 7 7 1
TOF—IVTHBGEE. FEE/ 7 R LA TS 57280 DHCP H—)3— &
LTAVR—T A AR T 52 L TLI2E W,

BHA Y R—=T 2 A A% DHCP 7947 M E LTRET 56, ROFIRDS D> TEX
ER

o WY > (HALHAWIEHAIN Y Z 7w ) . =227 (HA2H B WDIEHA2IN W 27
7T L BBV Y MiGiE (HAS) JBETIE. HAMMOERA > 2 —T = A X7zl
TEEEA

s Y—UB 2 —1+EHAEZIA XTS5 (Device (7731 ) > Setup (v k77 ) > Services
(Yr—E X) > Service Route Configuration (Y— Y 2 )L — kE%7E) > Customize (/1 A X <1 X))
& Source Interface (V—A A VX —T A X)) £LTMGT ZEIRTZEHEA, LHL. Use
default [T 74V h 2 ZBHR L, AV Z—T A ZXAENL TN Y bO)V—TFT ¢
TEITHITENTEET,

s BHARZ—T A XD P 7 RLAZMEHLTN—FRY 27 ¥Fa2 VT EVa—)b

(HSM) ICHERiT 5T Ll TEERA. HSMIZ IP 7 RLAZEA LTI 7 AT I 4 —)%
RAEL, FATHIC IP 7 RLANEF NS & HSM IMEIELTLE S edd, HSM 7547 >
77474 —=)VD P 7 RLAEEN P Y FLATHEFNUIED £ A,

BHA R —T 2 A ADDHCPY—IN—IC T VB A TE 3T LN OIEEDRHESEM L AD F
ER

rkir ) 180



STEP1| AU EZ—T A AZRDHCPZIAT V e LTHREL, BHA LV EZ—T A AN
HEDIPT RLA (IPv4) . v b A7 (IPv4) . BXUT 7NV Tr—b oA
ZDHCPY—N— 5 ETE5LIICLET,

FIAET, FHITZA—T AL —Y3 Y YATLDVEHA VU RZR—T 2 A ADKRA N
KOG SA4T7 Y Ml T % KRS 2581F. COBREDHCPY—NN—ICEET B LET
%9,

1. Device (7731 R) > Setup (v k77 7) > Management (&) Z3# R L T
Management Interface Settings (A > 2 —T = A ARE) ZHELE T,

2. IP Type [IPZ A 7] CDHCP Client [DHCPZ 54 7 > M Z2IEIR L £ 9,

8. (UFEE) 774774 —)IUHDHCP Discoverd %W ERequest X w & — Y CDHCPY—
IN—IT3E %Iﬁa@j—7 g DN, k@b“@“zﬂb\éﬁéb‘bilﬁﬁ% T}i‘bi'@%

+ Send Hostname (K A b %% 31%/2) — DHCP Option 120D —#k & L T Hostname (4 A
~#1) (Device (7731 A) > Setup (v 77 7) > Management (55) IC TER) %
EELET,

* Send Client ID [V 517" > b IDZIA(Z] - DHCP Option 61D—E LTI 5147 >
N T EIAELE T 7547 Y MR TEDHCP T T A7 2 % — RIS
L. DHCPH—=N—BHBDRE/NNT A=A =T =ZRX=2ADA VT I A T A —
IWRTTNZHER LT,

4. OKZZUw I LET,

STEP 2|  (f2) DHCPY—=N—DHREEINTZRA MBI UORAAL VBT 7 A7 7 4+ —IVHKER
T5EIICHRELFET,
1. Device (7731 A) > Setup (2 k77 7)) > Management (& #l) =38R L T General
Settings (—HKEE) ZMEE L X 9,

2. ROF T a DN ITNHH B NI ZERL £

* Accept DHCP server provided Hostname [DHCPY—/N\—HEIE L 72k X R %72 7K
B -DHCPY—=NN—D BN R A N GZ T 7 A7 T4 —)VHKEET % (IEY4k
&) ceEIFLET, chzERNEd % L. Device > Setup > Management T
ERINTWBSEEFZD Hostname (KA b %) BT XRTOHCPY—NN—H5DR A M4
TLEHEZXZEINET, FAMETFH TRELZWERI OS> g V2B Lk
WTLIREW,

 Accept DHCP server provided Domain [DHCPH—/N—DE L U7z R X o 2 & &GR]
—DHCPY—INN—DHELNTc RAA 2 ZT 7 AT I+ —)VHKFET % T & Z3n]
L%, Device (7731 R) > Setup (v k77 7) > Management () TEHEX
NTWVABEAZED Domain (R XA 2) METXRTDHCPY—N—M5ED R XL Y GRE
MDONS) TLEEEINET, RAAVZFHTRELLEWERIECOX T a7z
HEIRUARWTLIZEL,

3. OKZZ7VUw 7 L&,

STEP3| #ZHEZIOIvV FLET,
Commit (IXIv k) Z7VUv I LET,
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STEP4| DHCP 7947 ¥ MEMEERLE T,

1. Device (7731 X) > Setup (tzv + 77v 7) > Management (F5H) 7 #IR L., X 5IC
Management Interface Settings (EBlA > 2 —T7 = 1 ARRE) IR L X 75

2. Show DHCP Client Runtime Info [DHCP 7S A4 7 > k S22 A LEROF R Z 7Y v
7 L%,
STEPS|  (F=) V—RHARNCED 53, DHCPY—IN—TDHCPY — A& EH L E T,
COXTaid. 2y b=V OMEEZTANHEVE T T IV a— T BBICELD
N

1. Device (7731 R) > Setup (v k77 7) > Management (5 #) Z3#R L T
Management Interface Settings (A > 2 —T = A ARE) ZHhELE T,

2. Show DHCP Client Runtime Info [DHCP 7547 >k U2 A LEFMOERR 2T V) W
ZAVEI N

3. Renew [EH|Z271) v 27 L%,

STEP 6|  ({[5) DHCPY—N—MHEDNTZRDDHCPA 7Y 3 V2R L £ 9,
« IP7KRLA
*« *v bhYRY
s TI7X)WVITF—bhUxA
« DNSYH—N— (IS4 BXUTEHLIXY)
« NTPH—N— (IS4 VBITEAIHY)
« FXAY CREMDNS)
c CNZERT B EIPT FLADBME NS T8, BT 72 AHICMDA > 22—

Tz AADRESNTOEVGERRE Ry NI — TN RYINTT 747 7 4 —
WeBMTEELEDET,

CLHEEFa~< > Frequest dhcp client management-interface releaseZf#ifiL %
ED
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DHCP UL —IXI—Y 2 hre L TAVE—T A A%

=0

nXiE@A%>
74T VR —N—[HDDHCP A= T 7 AT I —IVDA VR —T A ADEE
TELE9ICTBICE. T7 A7 T4 —)VEDHCPY L—IZ—Y Y b UTRET H0EN
HDET, TOAUE—T A AF. BHKTIDOMNERIPVA DHCPY—I3— £ 3DDOHERIPVS
DHCPY—IN—ARX =V RIET BT ENTEET, 77472 FD DHCPDISCOVER X v
—ViF, REINZITXRTOY—N—ITEE TN, BIYNISE LIz —3—D DHCPOFFER
Ayt —IF, BERULI=Z7S5A4 7 My L—&n% 9,

F v ST 4 BROBEOTY -

e PA-5200 Series 33X U PA-7000 Series DT 7 A T I 4 —IVEELITXTDT 7 A4 77 +—)U
EFIVT. BEF 500 BD DHCP B —3— (IPv4) & DHCP Y L—IZ—Y v k (IPv4 BX T
IPvo) ZRRETEET

« PA-5220 Series DT 7 A7+ —)VTlE, &K 500 5D DHCP —/N—& | &K 2,048 5D
DHCP Y L — I =YY MO OREINZ DHCP Y —N—DEEELFIK T ENTEET,
7z z21E. 500 BED DHCP Y —N—ZRET25HE. 154850 DHCP Y L —I—Y 1V
NeRETEET,

o PA-5250, PA-5260 X T PA-7000 Series DT 7 A 77 4+ —)U T, F&K 500 5D DHCP
Y—n\—b, &K 409 BEDDHCP U L— T—Y Y b SEES Nz DHCP Yr—/3—
OEEZLGIKTENTEET, 72&ZIE, 500 BD DHCP Y —N\—%ZRET %5
E. 3596 BD DHCP Y L—I—Y 2V "R ETEET,

DHCP Y L— T —Vx Y b ERETHHIC. LAY — 3 Ethernet £72Z LAY — 3 VLAN A >
BR—T 2 AANREINTNE e, AV E—T oA AMBEN—RZ—BXOY—IcHE DY
TONTWVWAT ERERLET,

STEP1| DHCP VUL —2EIRLE T,
Network (*v b 7—77) > DHCP > DHCP Relay (DHCP V) L —) Z3&R L £ 9

STEP2| DHCP YL —I—Y YV EBETAE DHCPY—N—D IP 7 RLAZIEELE T,

1. Interface (f > Z—T A A) 74 —)VRT, DHCP VU L—IT—Y 2V MZT B AV
R—T A AEEIRNLET,

2. IPv4 £7213 IPv6 DWIT N EFEIRL, $5ET S DHCP Y—I\— T RLAD XA T
RUET,

3. IPV4ICF v 7% ATV 5. DHCP Server IP Address (DHCP H—/X— D IP 77
RLR) 74 —)VFT, DHCP X t—I%2) L—9% DHCP U—1\—D7 FL A%
Add &/ L& 95

4. IPV6 ICTF v 7 ATV AE. DHCP Server IPv6 Address (DHCP H—/3—®D
IPv6 7 RLR) 74 —)VRT, DHCP Xwt—I%Y L —9% DHCP ¥—1—D7 K
LZ% Add GEIN) LEd, IVFFv A+ 7 RLAZIBELRES, BEA V22—
TrAABTRELXT,

5 (FE) BiD 3 DDATw THEOIRL, P RLA 77 IU—=CLIZEKSHD
DHCP Y —/N"— 7 RLAZ AT LET,
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STEP 3 |

WEZIIY RLET,
OK. Commit(Z 3 F) DJEICZ Y v LET,

O)¢ ®
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DHCP DE=ZARA—FBXIXUC NI TN a—T427T

DHCP Y —\—MED YTz, £/ DHCP 7947 > MCEID Y THoENTZENT RLAD
)—RJRBEE, CLDSaAR Y RZEFRITLUTERT AT ENTEET, £l XALT7TRLT
HEIICD Y — XA ENBZRHCY —RAE 77352 L8 TEET,

o DHCP B —N\—[HHDHER

s DHCPU—ADZ U

s DHCP 7547 Y MERDER

o DHCPICEET 27Ny ZHIT DI

DHCP H— \—[EHI D Fo

CDRAY2FAT L. DHCP T—)LO#GEHER. DHCP Y —/N—=0E1D Tz 1P 7 FL A,
FInd % MAC 7 RL A, U —ZADIREEDHAR, 1V — 7\0)Fa':‘?]§ll*ﬁif'aﬁ%i%i<bi‘§“o 7 KL AN
Reserved Address (FHIIEA 7 RLA) ELTHREINTWVWBEE, state 5icid reserved
LFREN, duration £7z13 lease time ZFREINFEHA, U —AH [HEHIE] & LT
INTWVWBEA. duration icid, 0 DENEREINK T,

DHCP 7 —)VD#atE#. DHCP Y —\—DE0 B TE5N/z 1P 7 KL A, MAC 7 RL A,
) — ZADIREE L WA, U — A DB 2 ZR L E 9,

admin@PA-220> show dhcp server lease interface all

interface: "ethernetl/2" Allocated IPs:1, Total number of IPs

in pool:5. 20.0000% used ip mac state duration lease time
192.168.3.11 f0:2f:af:42:70:cf committed © Wed Jul 2 08:10:56 2014
admin@PA-220>

DHCP U == S A7V MBI Y TleA T a V2R LT,

admin@PA-220> show dhcp server settings all

Interface GW DNS1 DNS?2 DNS-Suffix Inherit
source

ethernetl/2 192.168.3.1 10.43.2.10 10.44.2.10
ethernetl/3 admin@PA-220>

DHCP V—=RAD 7 V7T
DHCP V=% % 1) 74 3 ki #i8d b £ 9.
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F—=IV REZA—=IC K> THIIC) ) —AINBAET., ethernetl/2 R E, A1V Z—TxA
A (P—==) OIshLIz DHCP V=2 "BV Y—=ALEd, INED7 RLAEZ, IP =)
THEMHTESL2IIAEDET,

admin@PA-220> clear dhcp lease interface ethernetl/2 expired-only

KEDIPT7RLA (B :192.1683.1) OV—AZ)Y—AL %I,

admin@PA-220> clear dhcp lease interface ethernetl/2 ip 192.168.3.1

YrED MAC 7 RL A (] & f0:2c:ae:29:71:34) DY) —A%ZV 1) —ZALET,

admin@PA-220> clear dhcp lease interface ethernetl/2 mac
f0:2c:ae:29:71:34

DHCP 7547 > MERDER
T7ATIA—=IVINDHCP 7547V FE U THRREL TWABLE. 7747 U4+ —IUIEEE
NIZIPT7 RLADY —ZADIRAEER X RT BT, ThHDI BT NHD CLI a<x > RE[H]
L%ET,

admin @ PA-220>show dhcp client state<interface_name>

admin @ PA-220>show dhcp client state all

Interface State IP Gateway Leased-until

ethernetl/1 Bound 10.43.14.80 10.43.14.1 70315 admin@PA-220>

DHCPIZBET % 773w F H 1 DI EE

DHCPICBET 27/ y FTHNZINET BIcid. LUIFOWINhDax Yy Re#HLET,
admin @ PA-220> debug dhcpd

admin @ PA-220> debug management-server dhcpd
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ELET,
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A FQDN B34 = 26 D55 | SRERO BHRF

FQDN A 20 26

FQDN B 30 30
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o RANGUERBRTEDLXS, 77 A7 5 —)UIC DNS —N_"—%Dixl Lt 1 DOFRELE
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Y —E 2 (email. Kerberos, SNMP Syslog 72 E) Ik > THIAE NS DNS R Z1T5 75
BERENARZRIAALES, B 12— A 7r—2 2 S 7F 2 R DNS a2 L
T, W AT LHNDYEF 2V T4 R T—, LR—F, —EAD DNS iz g %
5o

o TT7ATIF—IVNTSAT Y RHD DNS —N—, U THEET 2 KO RERITVWET, &
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WERETHEITT, DNS aFs A7V 7 M. 1 DORES AT LICE DU TR &
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fish.com
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DNS a3 Jb—)LUicxt L C FQDN %

L

RV FT B R—=T U0 izd, FQDN &L—
V1Y FLERA,

JL—)V1 : *,.fish.com — X v FBIUCEXAT
L—h—

JU—IL2 ¢ *.com — X F
JL—)U3 : boat.fish.com - ¥V F7&L
FQDN: blue.boat.fish.com

FOQDN IV —IV 1 BEXOIL—=)L 21y FLET
ClE—D2H50VEBRDO =T v FT BT
») o T7 AT+ —VidEdEERNTILV—)IV 1
EEALED,

TAI)VEA—F () BRURENZE
H—Bob—IV 2T BFE. FQDN A
EEHOIL—)VicyF L, BALTL—
H=7)v 3V X L&) — )V [FIEFIC
HAIF T BEENH0 X9,

BEHE X 2 [aliES % =i, BB 1%
Ji—HBBNNETTAIVERH—FR () %
FOIV—IVEET 2551, KED
s —72 VR U TS BRI 78 15— 3
NW—IV7EIE L LTL &N,

P ST
JL—)L-www . boat
2% .

JL—)U: www.boat.com

DNS B3 )b—)VEER L TR BXOCTHERERZ T 27280 DNZA 52

T4 A

RAALVZIC ™y T L) RAA V%
Z T, FQDN ZEEBDIL—)IVIZ < Y
F X BB AR D B BRI 8 75—
BOREZEET,

boat.com

TANVRA=F ) ZHEMAT2%G
&, LD h—2 2 & LTOMERL
TLEEW,

O, YLV EREAH—F DNS L
d— REBXT DNS OFSERIMEE O H &%
LC?}%OTII\iﬁ‘O

*_boat.com

JV—)VAT * ZEEERH Lianwe K 72
WY,
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DNS a3 Jl—)Licxt L C FQDN %

L

*fER LT DNS Hr—N— & B} JU—)U:* corporation.com — DNS H—/\— A

FENEN—Z V=)L, &b o : o
28D h—2 2o — Ll L JL—)V:www.corporation.com — DNS P —/N

TV VORIEHEHD L, 85D |
H— N—CBH T E 9, JL—)L:* . internal.corporation.com — DNS

AT L— =T VT Rl F | 0V

Lz h—=7 o8I DIZ, RE& B | J—)l:www.internal.corporation.com —
<y F2#RL X, DNS H—/3—D
mail.internal.corporation.com — DNS
Y—=R=CIlc v F

mail.corporation.com — DNS ¥ —/3— A [C
A
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DDNS

F DNS (DDNS) Y —E AW RAAL VL P T RLADR Y T HEH LT, DNS 75347
Y MCIEWEZR 1P 7 R LU AZERME S 2 7575 DWW TR L £ 95

o XAFI w7 DNS OffE
o« T7AT I =AUV E=T 2 A ADRXAFIv T DNS ZHEKT %
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ZAF 2w DNS ORYE

T7AT T+ —=IVDBATRAREINTWVAEY—ECARDHD, T 74774+ —)V ETH NAT
RV V—ZFHLTENSDOY—LC R TS, BT 74T T4+ —I\DVE—F T
Y AEAREICT BZRENH D56, AV EZ—T 2 AAD IPvd 7 RLAEHE (L EZ =Tz AR
WENNT RLUAZRZEST S, HEZWVEEET RLAZFFD DHCP 7547V EhESI MK B)
HBHWVE P67 RLAEE (EET RLADOR) 2 ZAF 27 DNS (DDNS) Y—E X7 1/ o
RIERTEET, DDNS I —VE RIFHBNNIC RAAL VLN IP 7 RLADS v B 7R EH L
TODNSZIA47 2 MCIEMER IP 7 FLAZRMEL, ZNCK>TT 7 A7 I+ —IVDRAILH
BY—CABLUCT7AT7 I+ —IVCT VRV ATEBLIICEDET, DDNS &, v—EAX%ZK
AFLTWBETIUF 7T AV N TELIMEHEINE T, 7747 U4—)IVDAVE2—Tx
A AT DDONS B R—=FENTOWEWEGEIF. 7947 2 MCIEMER 1P 7 RLAZIRIET %72
DIV R—F 2 SRR D T,

T7AT7 T4+ —)VTlE, ROODONS T—E AT TN AP R—FENTHE

9™ 1 DuckDNS, DynDNS, FreeDNS Afraid.org Dynamic AP, FreeDNS Afraid.org. 38X T No-
P RARZICHLTYR=—FF3 P 7 RLADE. IPv6 7 RLAZYR—FTBME S Mk
YoRET 2 — P & DONS Y — U 270N RRE L E T, Palo Alto Networks “1&
VTV OEHEGH LT, HrLUODDNSY—E AT aNA X&EIML, ZOY—LC A7 v
T— bR £,

Q T 7 AT 7+ —)VIEE{TD Palo Alto Networks 7> V) — X )3— g VIckH:
DT DDNS BEZ MR S 278, w1 (HA) D% G, HA 7 747 0 4+ —
WET (TOT4 T THBNET T4 T7/T7 0T 47)DAVT Y IN—
TarvhEHETN TS EEEZRE L TL 72X W, Palo Alto Networks (33> 7 >/
W Y1) — 2@ U TEFED DDNS U — U AEAEHLI-0, JEHERRIc LIz 5 L
MWTEZFEG, THIC, DDNSYU—UE AT aNNA RiZPM T 29— U ARLHTEE
I, HAETITaysF>Y V) =X )N—=V g VH % & DDNS Y —¥Y A% (f
3 2 HEBEICRIENE U BZFNMNH D 9,

7 7 A 77 +—)UIZ Point-to-Point Protocol over Ethernet (PPPoE) #4& i Ch 51
R—T 1A A%/ LIzDDNS ZHY R—F L TWVWEE A,

KROBITIE. T7AT7 7+ =)V DDNS B —E X7 0a/)NAL XD DONS 7547 > T, 5fl)
I, DHCP B — =M P 7 KL X 10.1.1.1 % Ethernet 1/2 A Y Z—T = A4 AICE O Y TE T,
SRS NAT R T —hT ) w 775 10111 BT 7 A T I+ —IVDIEAICH %P —3— A DFRE
D7 RLA (192.168.10.1) I 2L F 9,
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=
e e
Destination NAT translates 10.1.1.1 10 192.168.10.1 . DHCP Server
........ originally assigns
& 1 ........ Eth 1/210.1.1.1
k B
Server A

192.168.10.1

3

= oue e oA
’ ,,,,,,, A
pis 590“5
DDNS Service: ©°
DuckDNS.org

www.serverA.companyx.com = 10.1.1.1 (registered)

. =P —hV www.serverA.companyx.com ERODED LK S & T 5[, 12— —EdZD

O—71)V DNS Y —3—IC IP 7 RLAZRDEF, www.serverA.companyx.com (il 2

X, duckdns.org L a— R serverA.companyx.duckdns.org O CNAME & U TERE) & DDNS
THINA L — (ZDOFITIE DuckDNS) IZJEY R XA 2T, DNS Y — 3—I& DDNS TH/ A
A= Lad— RzfWEbE Ty Y Zk L E T,

. DNS Pr— 23—, www.serverA.companyx.com D [P 7 RLATHS 10.1.1.1 Zffi>Ta—

Pl LE T,

LI 10111 THBZA—Y =Ty "W T 7 AT T4 —)VDA VX —T A

Z. Ethernet 1/2 I[NV E T,

COWITIE. 585CIC87y N RIEET BHGC T 74 7 7+ —)VIdsese NAT 25217
L. 10111 % 192168102 IcZHLE T,

HAHRERENFEE LD, DHCP DI LWIP 7 RLAZ T 7 AT 94 —)VDA VR —T A
ZICED YT, FRUTEKH>TRDESIC DDNS EFD THhbNET
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Destination NAT translates 10.1.22t0 " DHCP Server
192168101 o= assigns new address

1 -------- Eth 1/2 10.1.2.2

(Certificate Profile
applies to DDNS
Service)

Server A v
192.168.10.1

FW sends
update to DDNS
(change 10.1.1.1
to 10.1.2.2)

-
,,,,,,
- .

-
P

DDNS Service:
DuckDNS.org

www.serverA.companyx.com = 1A1.1.1 (unregister)
www.serverA.companyx.com = 10.1.2.2 (register)

1. DHCP U —N—1F LW P 7 KL R (10.1.2.2) % Ethernet 1/2 IcE| D 4T F T,

2. iLWY RLAZRET R E. T 7477+ —)UiE www.serverA.companyx.com O LT
RLAZMES B2 DONS U —E RICEE L. 212 DDNS U—EADNFR L 9, (X
fl\ 7} /f/ ‘77}"'—}1/Li iémflﬁ%ﬁﬁfﬁlzl’ﬂbhﬂgb\fj_%@E%ﬁ%é{nLia—o 7/ /(}
7 4 —)UE HTTPS AR— b 443 241 LC DDNS HHiZAE L E ),

FERE LT, XIZ www.serverA.companyx.com D IP 7 RLA%EZ 547 > FH DNS Y —3—IC
RDB, DNS == DDONS Y—EB R%ZF v 7T 35, DONS —EAZEHFENEZT R
LA (10122) &EELE T, 2D, I—F—FFHEINIA VX —T A ADT RL A%
EoTTT7AT T4 —INDA VU EZ—=T A AN LTH—ERAHZ2WET7 TV r— 3 VIKiEL
STV ATEEXT,

T7ATIA—=IVINHAT 774 7 /5 v T E—RTHKENTWBEEE, 2D
DHA T 7 A7 7+ —)VOIREEWNRIE T B NS T 7 A 7 7 +—)Lh DDNS 8
7% DDNS Y —E AICEET B E I LTLEE W, HAREEDE L4, /3w
V7 T 7 A7 4 —)U T DDNS BMEZNC D 97, #HlZiE. 29®HA7;41
T —IVDRANEFT B, HAT 774 7Ny T E—=FDEL 5DIREE
OMNHWTTCE5X T, WFH DDNS HHiZkELE T, TOM. XLV AT L 1:!
Z7'\C DDNS HHAGREERENE T, HAIKEENTE L, BT 7 A7 U+ —IVINZD Y
FATYNCT I T4 THAHNNINY TIRIRRETH S L@ Lz, Nw T
T7AT7 7+ —)VIE DDNS Bk L0 %9, HAT7 7T+« 7// 7747
T—RTR. &7 7477+ —)UHVHNT Uz DDNS iRE 7% 55, DDNS #% € % [AliH
LEEA)
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T7AT7 D= IAVE—=—T 2 AADREAF I WY
DNS ZHERd %

T7AT I+ —=)VA YV RZR—=T A AD DONS ZRERKT B HiIC -

o DDNS 7BENA Z—=IC8Ek LIz R A MG ERELE T,

o DDNS U —EZANS/8T Uw 7 SSLEFHEZRE L, 7747 94+ —)UicA VR—FLZE
ED

» (FreeDNS Afraid.org v1 E 7z1Z FreeDNS Afraid.org Dyna \Plv1 29 % 55E) DDNS
P—IN—"TIX. Dynamic DNS service Z 7RO A T 3 U EENE T, Link updates
of the same IP together? ([GIC IP DAY > 7 LEITH ?)C DA T a U eBHMHIT S
. DDNS H—=E Rk, H—DRAMZE P 7 RLAD DNS La— RETTHRL, ZEfp
DEHWIP 7 RLRAZEL DNS LA—ROITXRNTDORA M ZEHLET, BT 5T ED
TWKRARD DNS La— RAEFEINHENKSICT I, DDNS Y—3 =, DDNS B
HICEENZH LW IP 7 RLATREDRA MEEL DNS LI— ROAZEFT S LS
I3 %728, Link updates of the same IP together? (AU IP DHEFAEY > 7 LEITHh?) AT
Va vEEMCT AZHRENDD T,

STEP1| DDNS ZFZET 5,

1. Network (*v k7 —7) > Interfaces (- > X—7 =1 X) > Ethernet (- —H % )
ZEIRL, LAV—3AR2—Tx AR, YIA U EZ—T A A, TTIZENA—
Yy b (AE) AV E—T 2 A RAEEIRLET, 7zld. Network (Y hT—7) >
Interfaces (1 > ZX—7 21 A)>VLAN ZEHR L T, f VZ—T A AXKEY T 1
A—T A AZERLXT,

2. Advanced (7fll) > DDNS 7Z2{R L. Settings (X&) ZER L X9,

DDNS 7% Enable (§3{t) LE 9, #10IC DDNS ZHEIEL L TH SREETT S RELH
DETF, (DDNS DREMNED > TOVERWIGEIER, BEE IR E L T RERE
ZRODIENKIICTHTENTEEXT, )

4 FQDNIZSw BT ENT P 7 RLAZEHT Z1DICT 7477+ —)UW DDNS
Y —IN—IZ3E(EF % Update Interval (days) (BE5THEIRE (HZ0) = A1 U E 9 (H#HpalE
1~30, T7#IVHE 1) IP 7 RLUADEFHEICH DN CRIRZZERLET, (77
AT+ —)VINEHNIEE T 2 HEHE. 7 RLAZEDZERICT 747 7+ —ILH
EETZEGEMENET I, EHNIGEEEI NS, 7 FLADEHE T LITIXE
TNEZEHDPRDONIEZNEIICT BT, )

5. DDNS ¥ —ERICBHIEREN TS A % —T 21 AD Hostname (7R X +44)

(] www.serverA.companyx.com X 7zid serverd) Z AL E 9,

CODHRARNED, DDNS Y—VY RIEBER LTI ARA N/ E—ET 5T & xhfE
L TL7ZE WV, KA MKIC FQDN 72 A )13 2 080 H D £9, DNSH R
AAHE LTHAI L TWAEME X o Tehiiliz>TW\WaA T &z
ERT BLN. T 7 A7 T4 —IVIE KA MHOWGEE RO ER A,
6. IPV4 IR L, A 2 —T A ACEHO B TENTZ 1 DULED IPv4 7 R L RAZ3ER S

Zh. KA NBICEESTS IPva 7 RLAZ Add GEAN) LES B © 10.1.1.1) IPv4
7 RL A DONS U —EANHFR LTV AEETCULMEINTEET A, EIREINET
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10.

11.

NTOD IPvd 7 RLAZ DDNS U —EB B ENTVET, D Ed 1 DD IPv4
FE 1 DD IPv6 7 RLAZRERLE T,

IPv6 R L, 2 —T 2 —RIZED Y TENTz 1 DULED IPvée 7 R L A%z 5%ER

I 2h. KA NBICBEHEMNTS IPvo 7 RL A% Add GBS LEJ, 1Pvé 7 RL A

DDNS U—EZADFFALTWVAEETUNBERTEETA, BREINEZTXXTD IPvo
7 RLAE DDNS Y —EB RICEFEINTVET, Dk ed 120 1Pvd £z 1 DD
Pv6 7 RLUAZERL T,

DDNS Y —E A5 AV R—FENTz SSLAEHEZHH LT L WatiHE T 7 7 4
)l (Certificate Profile (RFFHE 717 7 A )V) ZBINF 2 I3MER L. 77 AT 7+ —)L
DERANC DDNS Y—E IR LT IP 7 RLAZREIRT B 7-TIC, DDNS H—E X
D SSLAEHEZMGELE T, 7747 7+ —)UA DDNS B —E RIHEH L CHE &%
895 L. DDNS U—ERIZ, F8itR (CA K> TEXR SN SSLALHEZ T 747
T —IVICHR U, 77 A7 04—V DDONS b —UC A A TEL L9 LET,
DDNS B —¥ Rl L TW5 Vendor (N2 —) (BXUN—V g V&RE) ZEIRLE
ER

Layer3 Subinterface @

Interface Name
Comment | duckdns-v1
Tag [1
Netflow Profile | None v

Config IPv4 IPv6 Advanced

Other Info | ARP Entries ND Entries NDP Proxy DDNS

3 Settings

Palo Alto Networks “l&. 52V OEHZBLETHE—FEN TV
DDNS % —VY X anNA X—%ZHF H0[REENH 0 F97,

[ A5%e] 7+ —)U KD Palo Alto Network DDNS D33E3R 1. SD-WAN > ZTP
75 E D Palo Alto Networks #EBEFH D473 DDNS Y — Y A TH O, T D
BIEDZ ZAZITIREIR LU IZ VT EE W, g 5P R— MEREDN AR
75 TWixWE ZIZEE 5 T Palo Alto Networks DDNS 2383 %5 &, =5—
AV —IPERENET,
NV Z—DFHRIC K D, Vendor (V& —) 71 —)U RicH % Name (%1i) 35X T Value
(E) 74 —I)VEDREDET, T7 AT T+ —)UH DDONS Y—¥ AT 57281
AT 2/ A—2 =7/ RPN HEHOE T+ — IV REH D E T, DDNS Y—E
ARG 28X T — KRR, DONS U —E AN SHGZZELAWERICTI 7 AT
T A=)V 22 ALT T NEE, RO DMET 1« —)V R L £ 7,
OKZZ7Vvw 7 L%,
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)DNS

STEP 2|

STEP 3 |

STEP 4|

T) A R =T 2 —ANDA VZ—=T 2 —AEFHLT T 7 AT 7+ —IUA DDNS
P—E R EWET S EIICTBRHEEE. DONS OV —E )— b EFRELET W0 —1E
ADy 8T =207 78 ZDRE)o

ZHaIv FLET,

AR —T A AD DONS [EREFRLET,

1. Network (= k7 —7) > Interfaces (- >/ Z—7 =1 X) > Ethernet (- —H % v )
%F 7213 Network (%7 k7 —7) > Interfaces (- > % — 7 = A ) > VLAN B3R L.
RELTeA V2 =T A AZEIRLE T, (DDNS DRREENTcA >V Z—T A AT
X, Features (B§GE) 74—V RIC DDNS 7 A 3 & DEREINE T, )

2. Advanced (7F#fll) > DDNS 35 X U Settings (i%/&) 23R L £,

22 A L& 725 (Show Runtime Info) U T, HREDY Z—>2d— R (HKOD
FQDN BEFrDAER) %> DDNS Y —E AN FQDN BHHiZ252(5 U Tz AR (B4 & K]
BE. AVER—T A AD DDNS [HERZMERLET,
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4 paloalte’

TECHDOCS

NAT

COXrTarTiE. 2y FI—7 7T RLUAZEH (NAT) & NATHD T 7 A7+ — )LD
ETTEICOWTHHLUE T, NAT TlE, =T 4 VT TERWVWTTAX—hK IPv4d 7 RLAZEY
O—)N)UIV—T 4 VT TES 1 DU ED IPv4 7 RURICEET %728, OV —T 1027
AJREZR IP 7 FLAZHITE XS, NATZHHT UL, BB FLARKTY 78 AT 508D
BERANDEDIPY RUAZIERFNC L, R—FMEEICK>TIN I T4 v I ZEMTEE XD

WKEDET, £loo NATICKOE—D IPY T2y bDOxy NIT—IHWMHEBERETESLSI1CL
T, v M=K OME R TEE T, 7747 7+ — VI AV —3BXUNN—Fv )L
TANY AV E—=T 2 A A LETNATEYR—FLTWVWET,

NATOA DX T aid, IPv6 7 RLAE IPvd 7 RLUABOZEZITD, Bind 1P 7 KL AR
REHT 53y M= TROHEGMEZHREE L. ZRUCKDIPv6 7 R L ANOBATRRES 72 f2 it
LET, IPv6 [y BT — a8 (LPT00) & IPve LT 0w 72 AZRD IPve T L
T4 w7 ACEBLET, PAN-OS Tld, TNHOITXRTOMEERT R—FLTWVET,

Wy FT—2 TTFARX—k P 7 RLAZMHT A, 754 — 7 LA
I NT—=DW =T 4 VT TEZINT Vw7 7 RLUAICEET 57281, NAT ZEHT %2
FEWH D KT, PAN-OS Tl DTy b 7 FLAER—F, BRUEHIZDOT R
LAELR=RMCODWTT 7 AT T+ —IVICHRRT % NAT RV o — )b—)LZERR L £ 9

o NAT KU — )b—)b

o PHETC NAT &85 NAT

« DNS FHEHAZ ZM S 505 NAT DL—RAT— A

o NAT IL—ILDF ¥ IS T 4

« BAFIVTPBIOER—F NAT A== T2V YT g
« TR TL—=20DNAT XEY OfFFEHER

« NAT OFE

o NAT BEDH
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o ~
NAT KU >— JL—)b
o NAT RV ¥ —DiE
s PRULA ATV FEUTHMNENS NAT 7 RLA =)L
e NAT 7 RLA 7—)LbO7adF ARP

NAT RV o —ORE3E

Pzl &, Ty FOREITLY = Y =V EIRET B NAT V=V ERELET, V—
VOIS, Ny FDSENEA V2 —T A A, EELT RLA, 987 FLA, BXUYI—E R
WICEDOWTC, BERMERRETEET, HBO NAT IV—IVERETEEST, 7747 I4+—Ib
. ES RISIV—IVEHELE T, /37w A1 DD NAT )L—)VORMEIC—HKT D L. FD
Iy MIZIEZF DM NAT )b—)WidEA S NET A, ZDHH, NAT )L—ILDY) A M., &b
BRI — )V S i & ISRV — IVDIEFRIC G > TWARAERH D T, 25352 LT,
VERR L7 Tl e BARM )V —)Uh R w MICER SN E T,

ART 4 w7 NAT )b—UiE. MOERD NAT K0 & ELRENFE A, TDED, AXT 1Y
7 NAT DHEBET B, 77 AT 74 —ILDY AN TAZT 4w 7 NAT )L—)UIMDTXTD
NAT =)L & D& FICiRd E9ICT 208N H D X9,

NAT L=V TIE, 2N e EEESE T2 32V 70 RUT— )b—)LEIZEE D,

T RUAZED R ENE T, 7747 U4+ —IVTNAT —IIVEBEXCEF 2V T KY o—
IW—IVEEHAT 2856, BRIV =60 TRER)—)IVERETESL LS. T7A47
T —=)bDTO— Iy I EMRET S ENEETT, EFa VTR — )L—IUHBNAT b
ST 4w 7T 5 X IICRET HHENH D F I,

T7 AT I+ —=)Uid, ANEHT Ny B L T )V—MaREITO, AV Z2—T 24X
BXOYV—=UERELET, TOH%. T7 A7 U4—IUiE, BETLY — o5k — kD

W, ZFOIy BBERFEHD NAT IL—LDOWITNHE—HTENESHhERELEFT, X
1. NAT DYV =2 Tld<L, 7D (NAT RiiD) EETT RLA &5 R L RICE DN,

Ry he—HT2tF2V 70 R)I—ZiHMiBICEHLE T, &I, 7747 U4 —
Wi, —83 % NAT =)V THARREETCT RLARIET RLAB L UR— MBS EEH
L%,

P7 RLABXKUR—DEHUE, /3Ty "D T 7 AT U4 =)D LEFEEIND X TIrbNE
Ao NATV=VBXUTEFa VT RUT—IE, st IP7 RLA (NATHID 1P 77 K LA)
ICHEAENE T, NAT L—IUE, NAT HID 1P 7 F L A BEMN T BTy — e DN TR
INET,

YFaVT0 KU V—=E, NAT DYV —=VZREBE LT, /N7y N[ d 50 E S D ERET
572, NAT IL—)L&IER7ED 9, NAT OAREIE, EETIP 7 FLAXIEsEmE 1P 7 RL
ABEEETEHLICHDET, TDED, 3Ty FOFEA VEZ—T 2 A ABXCYV =V HEE
SNBAEEMEDRDH B DT, F a2V T 0 KUY T—IF NAT OV —VICEHAINE T,
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7

& d—)V 2= v —hWEFHEONRDDICSIPA v — VR R ELTEREEZEY KT
TI B, SIPA—IVIXT 7 A 7 7 4 —)ViEid BB — TS 1 7R B R
BHDET, I IR —=—T X —DEDAX v —IMNT 7 A7 T+ —)VIET
% &, SIPALGHNATZ /T L CEEDIPT RLA%Z T v kLT NiEao £ A,
d—)V 2=V Y —BIXUOEENDOYEF a2V T4 V—=VIch 55, =LY
2=y =DV — VR L TCEZDIPT RLADNATIVY 77 v ThHftbn F
o NATRY O—TRRCT DT L EZEBITIHLENRHDET,

FENAT )=V ERE LT, B8O NAT KUY —TEHZEINDS NAT )L—)LOHIFAN SERIT B P
7 RLUAERETEET, JENAT RV V—FEERT BIE, IXRXTO—EEK 2 FEEL., EE
TLAEE|DNo Source Translation GEELZEHA L) ZEINLE T,

PR E Nz NAT JL—)LiZ. Device (7734 Z) > Troubleshooting (F 5 7 IV 2 —F ¢ > )% 5
U, NATIV=IVD ST 4w IV F BT AT 5T ETHRATEET, UNHZERLE
ED

Test Configuration Test Result Result Detail
NAT Policy Match Result
Select Test | NAT Policy Match v = | LELs ‘ s

Result access-cor
From | 13-vian-trust ’

To |13-untrust
Source | 10.54.21.28
Destination | 8.8.8.8
Source Port
Destination Port | 445
Protocol | 6
To Interface | None v

Ha Device ID

ISRl e

RLA ATV e UTHHIENS NAT 7 RLA T—)b

EEL. NAT KRV — JL—)UC Dynamic IP [Z 1 73w 7 |P] %7ziX Dynamic IP and Port [ %X 1
FIv T IPBIXOCR=KNAT 7 RLRA =V ERETZ%5EG. 7TRLA ATV T M
LT, BT FRLADT— NV ZERELET, &7 RLA ATV ME, RAMIPT RL
AL P 7 RLUAER, £z 1P YT Ry MR %9,

7 RLAATIL7 I, NATIL—)betF a7 RY —)b—)VOMi )5 ¢l
XNz, NATTHHENST7 RLA AT T2 7 FOAHIC [NAT-name] 7%
EDTVLT 4w 7 A%MMF T, TNEEZXFT S e2BEIHLET,

NAT 7 RLA =)L a3 ARP

NAT 7 RLA =)L, EOAVEZ—T 2 A RACENL Y RENFT A, IFOXIZ, NAT 7
RLA 7—=)LO7 RLRAICHLTTaF Y ARP BEITTZLEDT 7 A7 7+ —IVOFIHERR
LTWVWET,

NAT Pool 192.168.2.2

| SRC NAT: 10.1.1.1 to 192.168.2.2 b

'! 10.1.1.4 192.168.2.3/24 —,
. —
10.1.1.1 ARP 192.168.2.2

‘ Proxy ARP 192.168.2.2 is 54:22:07:33:98:21 }ﬁ
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Tr7ATI+—=)VE. 79472 FOREETLNAT ZFITL. FETLT7 FL X 10.1.1.1 7% NAT
T—=IVDT7 RLA 19216822 ICEHLET, BHEI N7y MII—R2—=IEEEINET,

VR—2 T 74w 7 TlE, I—F—1F 19216822 ICEET LS 5ENDILRWES (P 7
RLRE. NAT 7 RLA T—=)VD7 RLATHB78) . ARPERINT Y NET 7 AT I+ —
JWITEE L E T,

o 7RLA F—)U (192.168.2.2) W/ ANA 2V EZ—=T A XD P 7 KL A
(192.168.2.3/24) ERUCY T2y M B5E. T77AT774+—=)VE. P77 RLADL
AY—2MAC T FLAZRT TOFT ARP I0E R ) —Z—ICEETEET (LOXES
HEPIN

o 7RLUA T—)U (192.16822) MI7 AT I+ —IVDA 2V EZ—=T A ADY T2y T\
e, I7A7 U4 —=)Ud7TaFy ARP ISV —RZ—ICEELERA, DED, VE—V
NI TAY IR T7AT T+ —INCRENE K IICT BITIE. 19216822 58 TDINry FD
EEREMBI2DICHEIR)— FDIN—RZ—ICRKESNTVERENDH D ET (FOXZES
[LEY I

NAT Pool 192.168.2.2
SRC NAT: 10.1.1.1 to 192.168.2.2 >
- 10.1.1.4 172.16.4.3/24. ———
—

10111 | Networl
192.168.2.0/24 172.16.4.3

<— Destination 172.16.4.3
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NY L= — i

EETC NAT &858 NAT
T7AT7 74—V TIE, RELT FLALR— DL, 5807 RLAER—FDOEHOLEL S
WICERIHLET,

o JE(STTNAT
o ZESENAT (DNAT)
EETCNAT
BH. BEITT NAT BN —Y =AU Z—2y MR T AT LES, &E7 R

LARZEENS 2D, IERBICLTHELI T EMNTEXT, EETLNATDRXAT I 3DHDF
ED

. 5"/(‘)‘5‘77IPI03:@$3 MDIPP) — EED R A FDEEIT IP 7 FLAZE /AT Y w7
7 RLA (R—FEFIZRES) ICEBMTEET, [BH%7 FLA] 77—V (P77 RL
7 FLAOHIH, 7%y b, FEIN5DOMAEDLE) ELUTRELKE NAT 7 L
X 7“—11/0) RIAHEHPTEEZR Y R L AICHINICE I NE T,

DIPP Tl&. NAT 7 RLA F—=ILORD 7 KL A%ZHHT %18 DI Interface [ > X —T =
A AEERDOT RLARIEETEE T, NATIL—IV AV E—T 2 A ARIEET S L OFH
. AVRZ—T 2 AATHIEENST FLAZMHHT 5 X 51 NAT )L—)UHOHEIICEHT &
N32LTI, DIPPIE. A VX —T2AAR—ZADNAT %y b T—2 7 KL A R—+2
i (NAPT) EFEHENA T EEHDET,

DIPPICIEZ. T7AHIVERD NAT A—=N\N—=HB T X7V T g VRAHOET, ik, RLCE
% 1P 7 RLAER—FDOXRT ZERFICHEHATE 2 EETY, FcOVTIE, X175
7P BECTR=F NAT A== T 27V T a rBXT DIPP NAT DA —/\—HT X7
V72 a HEOEE EBRLUTLZE N,

(5 2 XD PA-7050-SMC-B % 7zl PA-7080-SMC-B Switch Management Card
(AAwF AT AV 71— F-SMC) Z i L7\ PA-7000 Series D7 7 A7
= )LD EE) DIPPNAT TRA Y MY —RA Yk b))V 7a k)b
(PPTP) ZEHT 256 . 77A 7 U4+ —)VE, BENZIPT7 RLA L R—
FDORT %= 1 DOEHDORMAEHT LS ICHIBEENET, (I7A47T+—)
& DIPP NAT ZYR—F LTWVWEE A, ) [EHEERIE. PA-7000 Series D7 7 A7
7 =)V 2 XD SMC-B 1— RIc7 v 7 L—KR3 % &TY,

« ZAFIVvIIP-EETLIP T RLADHR (R—FESEL) Z NAT 7 RLA T—)LDR
WCFATREZR Y R L AIC 1% 1 CTEIMICE I TE £, NAT =LY A &, 7 RLAZE
e B e T ENRANDEEFRUCICT ZAENDHDET, 774V ETiE, #EECT R
LA =)V NAT 7 RLA =)L &K D EREL, BEEIICTRTD NAT 7 KL AHVE|D Y4
ThNhd e, 7 RLUAZHBEXRELTLZHLVERIZ ROy FEnNEd, COTF 74V ED
#EEA—/N—F 1 9 3%I1cid. Advanced (Dynamic IP/Port Fallback) [GEfll (XA F 3w 7 1P
= DT =)Ly 7 FH LT, BB EICDIPP 7 RLAZMBHTESLSICLE

rkir iinistrator’s ( ion 225



T, By ariMEILETEh., ST—ILDO7 RLAAMERA[GEIC RS &, LW A2 g
BIzDICT RLAZEOUTHENTEET,

Dynamic IPNAT &, XA+ wv 7 IPNAT 7 RLADTHI ANDL T g VY R—FLTW
EJC

« AZT 4w IP—KETIP 7 LU A%Z 1% 1 THNICERITE XY, 2L, EETR—
FMIZDOEFLEDLV I ARXT 4w 7 IPEMO—RINZY T VAE, AV X=Xy b T
EHIRIREIC 97 2 0D B B NERY —/3— T,

HEFENAT (DNAT)

T7 AT A=Y RURAZROGET B L AICERT BB, AN Ry b |
THISE NAT DNEITENE T, IR, RS FLAZT I A N— FE5iET B L AICZ
L&, H7e, 905k NAT I3, R— MR R— M2 RITT 54 TV a Y EEEL X

5E5E NATIC K O B KU BN AEETY :

o WP LA L OHIEZETH D, W ODDT A=Yy N TRET ST ENTERT,
ZHFEAHNT Y OEABFECTH O, FACHD 1P 7 RLUAZIEEL TV E5E. td/s
7y ROBE—DFEE P 7 RL A, IP 7 RLADHM, £ 1P 2w N RAZDENZRD
DMEETEET, T 74774+ —IVEERICITOSEE T R L AZEE[E UsEst 7 R L AN
EEML T, DXD., G FLAWNERD 255, 7747 U4+ —IWEHEICH CEH
70, 7T/ 8Ty MICRE S NIZIRGIOGESET FL A%, Ay FICEREES N
T DGESET RLUANEZH L, REFHD 2 DEHDTLONT v b e, REFHD 2 DF
DEFHFINTy ANEZH U, ZNLFEFRICERL TV E XIS

Huse NAT ZfHH U CERY IPv4 7 RLAZZEBS 255, 7747 7+ —)VO/KMIT DNS

P—EZXEFEHLUTHOMD T 547 > DI FQDN Zi#ikd 3 L TEET, IPv4
7 RLAZEEL DNS IWEN T 7 A 7 7+ —)V @S 5. DNS J— N\—II5E87 731 &
WCNER 1P 7 RLUAZRIMET 20, ZOWEITNET, PAN-OS 9.0.2 BXUZNLUED 9.0 1
V=25, T77AT7 I+ —)VERELT L=V Y FT3)DNS InED P 7 RLA%
EBEWZ, JIAT Y IDMEYRT RLAZZE LT —ERICEETEHT ENTES
EICHES>TVET, WRODONS OEZIHZDOI— A r— 2k, BHEWMIBRET L HER
RLTVET,

« BIWIP (LY g VEAGELES) side NAT ZiHT % &, JTosieT KL A%, O P
7 RUA 2RSS R A M E T Y N—ICETE LT, B P (2w v a VRS
X IPva 7 RLADHZYR—F L TWET, B IP 7 FLAZMHT 2505 NAT 1, @
BB P 7 RLASREZMHT 2759 K 7704 AV N TRICEHATY,

ZHREH DY T B L ADERDT FLRAICRENZ GG, T 7 A7 94— )ViEA 23T
YRDONAT vy g 28O 7 FLAKKEEL, vyraryoidfEzmblEzd, 7
Fabey (F74I)V D)., V—AIP)\yZa, IPEYad, P)\v¥a, hbevig
YONWTNMTHE DO TP TONE T, DNS J—N—M FQDN IZ 32 &8 Z % IPvd 7
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RLAZR UGG, 774703 —)Ud N7y FNDwRAID 32 D7 B L AZEHL X
ED

ZHu%7 RUAMWIPv6 7 R L AIC U R ENIZNWZ AT D FQDN 7 KL A %
T NTHHEGE. 985 NAT RV > —)—)Uid FQDN 7= Kfiik & U TH
9,

Dynamic IP (with session distribution) (I IP (w3 VinE) ) ZHHTS &, HE
D NAT JIOZESE 1P 7 FLA (M) ZEBONAT %0585 1P 7 KL A (N) ICEHTEE
o ZXZOEHE, H—D NAT )L—)ILZ2H L7z M x N lD%5E5 NAT ZBiTH 5 b7
ERLE I,

285 NAT D E. XAR TS5 4 ZE RO EED TI,

o AXT 4w IPT RLARICIEStaticlP (A2 T4 w7 IP) 7 KL AL EHL
F9, CNUCKD., T77A4 7T+ —)VIcD%MNIP 7 R L ADBINEHI NI
SESEIP 7 RLAOEEEZE LW 2R L., (RiFTE 9,

¢ FQDN X—ZADEAF I w7 7 KL AIZH L TDHI*, Dynamic IP (with session
distribution) (XA F3I v 7 IP (v avmi) ) 7 RLUAZHEFHLET

(747 94—=)VEIPT RLABZBEDF v 7 2FITLERA)

PURET 7479 4 —)UAEFa[ 3 %585 NAT ZH#0—fRMIKITS .

LHEA Oy FOSEET RLZ | ZiFR Sy b

7 D57 R LA
SO A/

2R 192.168.1.1 22202 TEOIT v k35 & OZ % F
TAVYT Ny B, 5T FLAD
IP etz ZNZTN 1 Db %
T

192.168.1.1-192.168.1.4 22212224 TEDIT Y b B K UGS
Ny B, 9T FLAD
etz ZNZEN 4 Db %
ER

192.168.1.1 349 2221
LC?‘V L’ff/ﬁ“bi‘a‘o
19216812 33 2222
LC?‘V E?\/ﬁ“l./i‘g‘o
19216813 3469 2.2.2.3
w7 LET,

192.168. 1433 2.2.2.4 1
Xy E’\/ﬁ‘bgzbd‘o
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TEOINT Y S OFEAET R LU A | BHEFH Ny B

DyESE7 F LRI
TS

192.168.1.1/30 2.2.2.1/30 TEDIT Y b3 & UL HE I

Iy MiE, 98T RLAD
iz ZzNENn 4 OFb %
ED

1921681113069 2221
WK wE T LET,
192.168.1.2 33 2222
LC?‘V E\‘/ﬁ‘bijﬂo
192.168.1.3 138479 2223
WK wEY T LET,

192.168. 1433 2.2.2.4 1
Xy E\/ﬁ‘bgibd‘o

CIINER] 192.168.1.1/30 domainname.com TEOINT w Mk 4 DD%E
P (v BT RLANHD, Tz X
vaviy . BfiE Ny L
BO ADFQDN D5 DD P 7 R
L AR ENTGE. 1D
D NAT JL—)UIZ 20 DFE5E:
NAT ZEHAIRET T,

HE5 NAT O—fRI7Z RO 1 DiZ. W DD NAT )L—)VERE L. B—0/7 Y w 755
7 RLA%, —=N—F/2 3P —ECRHOBTENTVBENL DD ST A RX— R X b
7 RLRAICY Y YT THTETT, TOEE., 5858 R— MEESZMEH L Trseh X MAREIE
NEI, LLNIchlZERLET,

o R—HFigE — NNT Vw57 RLALR— b EEETTAR—= 07 RLURAICEHTE
F9, 7272, R—FHFEREZOXEELDLO XA,

o R—=FZEH TV 5T RLAER—=FESETTAR—= 887 RLAERIDR—
FNBBICEMTEET, Lizh> T, EBEOR—-FEFSEZIERNFICLTEBL T ENTEE
T R— Mk EHRET BITIE. NAT KU ¥— JL—)LD Translated Packet (Z #1577 8
k) 27T, Translated Port (ZH5HR— ) Z AT LE T, R— NE ] L7zo0 NAT
DIESIRLTLZE W,

DNS FEHZ 25 9058 NAT DL— A — A

5% NAT Z{HFH LT IPv4 7 RLAZEFID IPv4d 7 R L RICERICERT B8, 79472

D FQDN ZfRT 27201 T 7 A 7 7+ —)VOFIT DNS U —EC A& TS T Licixn &
o IPT7 RLRAZMES DNS IDEMNT 7 AT I+ —)VENLTIIAT Y M B, 774
TIA—INEZD IP 7 FLRIH LT NAT 2347 LRW 8, DNS Y —X—IZWHE 1P 7 R L
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AT INA ZHME, BB VIFZOWEITV, #ERELTDNS 7547 > st —¢
AN TERLTDET,

5 UI-MERBET 5728, NATRY ¥— Jb—)VICERE LT A P77 R L RIS ED W T
ALI—=FDB)T7A7 04— )VZERELTDONS IVED P RLAZEZMZ 5T ENTE
BEICHEOTVET, T77A47 T4 —)VE. 7747 2 MISET BHIC DNS JSEND 1Pv4
7 RLAICHUT NAT 2987 LE 9 (FQDN i), D7, 7547 > Iz FLA
ERZELUTHHRY—CRAICFRETEET, H—D NAT RY— )b—)Uic kD, 7747 T 4+—
IVHIV—)UIC Y F9 %737y MIC NAT ZFI79 5 K120, KD sii” RLAH S0
WEIV—IVINDZEHERGEET R LISy F9 % DNS JEEND 1P 7 KL RIH LT NAT Z25E
T35k ET,

DNSOEZHZ 70—/ LNV TIThbNET, 7747 T4 —)Vid, 7ty ks T D
GRS RURZRZEEEI NIy v 2T D557 RL ALy 7 LE T, Original Packet (Td
ISy b)) BT EDZFOMIRTOT o — )V RIZIEHENE T, DNSISE/ Sy FAFIET 3
E. TT7ATIA—)IVE, ROX DI, FHANCEDWT, v TENGEHRET RLADOWT N
IC—T % A LI—FDEEICFTENTVADE I D ZERLET,

T 7 AT T+ —)UH NAT )L—)UVICHT % DNS ILED 1P 7 R LA LT NAT 279 % ik
EIRET AR END D T WM EIT 5k

+ reverse(j¥i) - DNS & DIV —ILDTranslated (X N72) 56587 RL R & —HT 555, V—
JVIMEF G 2 W2l LT DNS ISEZZHL £9, fIZIE. )L—IUD PT RL A%
1.1.1.10 1" 5 192.168.1.10 ICEHT 2555, 774 7 7 4+—)Uid DNS J)5E % 192.168.1.10
M5 1.1.1.10Ic EHEHZ T,

« forward(llH) - DNS & D L—)LDOriginal (Jtd) 585t7 R LR &—ET 356, IL—ILH
S %D E[E CAHEHH LT DNS 0B Z2ZB L X9, flAE. V=V P RL A%
1.1.1.10 " 5 192.168.1.10 IC &S 2555, 7747 7+ —)ViE DNS I6E % 1.1.1.10 1 5
192.168.1.10 IcEXH1x £,

DNS EZHZNENLEINTVWSE, A—/—F Y T LI NATIL—=ILAH O, FD
TIC DNS EZHZADNENTA—INN—TF v FICEENTVS NAT IL—IL D H %15
B, T 7 AT T F—=)IVEA—IN—=Fw T U NAT )b—)UIHE > T DNS e 7% 2
XHiz £9 (reverse () 3 5 W forward () FREDVT D), EHEHaZ HEILE
N, NAT L—IVOJEFRIZEHE T N E T,

DNS EEMZ ZRET HL—AT—A Mt LTL 7280 ¢
WO DNS FHEHLZ 215 5058 NAT DA—A7r— &
o JIEF D DNS FHEHLZ 245 585 NAT DL—A 7 — R

WD DNS FH E 12 21 5 9858 NAT DL— A7 — X

RO L— A5 — A TlE. reverse (0) FAIDDNS EEHZ Z 59550 NAT ZRLULET, Thb

2 DDIA—ATr—ADEWVIE, HIZ DNS 7547 2k, DNS 47‘—/\—\ mf’ab‘—/\—b\/ﬁ

Vw ZIRIGANCH 20, T77AT7 I+ — VIR TONTZNEICH 2D E I DTS, EE5Dr—

ATE, DNS 74TV MET 7 AT I+ =)V ERT TREwHY—N\—oflich b %

a‘o (DNS 7547 ‘/b & F DRI — = T 7 AT 7 +—)VD[E CHNC B %556
B/ DNS Xz LS 585 NAT DL— A7 —Z OfFRAF] 3 & 4 ZRALTLFEZ

[1\
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A=A —=A 1T, 774794 —=)VDNT VU AN DNS 7547 2 "HHH . DNS
P N—BRURRGIET—NN—DNE B NNICH 2552 RLET, TOTr—A T
D DNS BB DRKREICTZDE T, DNS 747 2 M redcom D IP 7 RLAZERDE
o T7AT T4 —)UE NAT )L—)UICEDWT Guld/S7U v 7 7 RLA 1121 IKAh D)
JIVENET RLA 19216821 1L E 9, DNS Y—3—& red.com D IP 7 KL AW
192.168.2.10. TH B EIBELET, JL—IUICIE DNS HEH#Z - WiTmEaMehaEnNTH
0. 192.168.2.10 O DNS ISBIZIV—IVD 192.168.2.0/24 DFEFZEHT RL AL v F§ 57
. T7 AT 7+ =)V —IVHMERT % reverse () Z5Ha % fi > T DNS 0B 2 ZEH L E 9,
WW—)IVIE 1.1.2.0/24 72 192.1682.0/24 ILZEET B X HBEL TWB72dD, T7A4 7T+ —)b
X 192168210 @ DNS Jo&Z 11210 ICHEZHZ E I, DNS 7747V bWSEEZELT
1.1.2101ICHE L. FNEIV—)UA 192168210 ICZEHL TY—/3— red.com ICEETE S &
2T LET,

I—AT—RA1DEED :DNS TFA 7 2 NS —IN=DT 747 7 +— )T THID
fNCH D FF, DNS H—23=D NAT )b—)VDOEEGEHGET RL RIS Y F9 57 RL A%
g 5728, NAT JL—)LD reverse () Z2H172 i H LT DNS InE =22 L £9,

DNS Query - red.com? DNS Query - red.com?
Send Query to 1.1.2.1 Send Query to 192.168.2.1
DNS Client { ouveesmmrmmmmmmmrmnnrmnrsnrssrsnnneasf gl = L e
11110 i o ! .=
et et After DNS Rewrl_tet. DNS Response { DNS Server
DNS Res_ponse ISt red.com is 192.168.2.10 :1.1.2.1
red.comis 1.1.2.10 A ©(192.168.2.1)
:\ .
A Record:
After DNS DNAT Rule: \ red.com is
Rewrite, Translate Dst IP 192.168.2.10
Client sends to 191221222‘21 5324
Lottt wlilen and DNS Rewrite —
translates to reverse
192.168.2.10
to reach red.com (Select reverse because
DNS Response must be “Il
translated using the
reverse of DNAT Rule: Server red.com
translate 192.168.2.10 to 192 168.2.10
1.1.2.10.)

A—AT—=A2TlE. T7AT774+—=IVOWNEIC DNS 7547 2 EHH D, DNS Y—1—3
KOG T —NN—EBE 58TV w 7RI H 2552 R LE T, D —A T
D DNS BEZDPAEICEDET, DNS T7FA47 2 M redcom D IP 7 RLAZRDET,
T 7 AT T F—)VIE NAT Jb—)UIZFEDWT GuldHE7 FL A 19216821 @b 9) 72 %
INTV w7 7 RLUA 11210 ICEHLET, DNS Y—"—& red.com D [P 7 KL AN 1.1.2.10
TH3LELET, IL—ILIE DNS EXHZ - WiymeaEMEAEENTED, 1.1.2.10 0D
DNS JEBIXIV—IVD 1.1.2.0/24 OFEFHEET RLRAIC Y FT 518, 77477 +—)VZ
JV—)UhMEH T % reverse (%) Z5Ha7 (i > T DNS IS EZZHIL F 9, )b—)UiE 192.168.2.0/24
112024 ICEBTBESIBELTWSEIZD, 7747 T4 —)Uid 1.1.2.10 D DNS IZE%
192168210 ICEHEMAIF T, DNS VT4 7V bWREEZELT 1.1.2.10ICEEL. Thk
JU—IUMY 1921682 10 ICEHAL T —/N— red.com ICEETE 5 X2 LT,

A=A —A2 DEEDIFA—AT—RA 1 DEELHERUTT, DNS 7347 2 b &gt —
IN=INT 7 AT T+ —)VZETTHDOMNCH D £9, DNS B—73—=7% NAT )L— )V D ZHH H5E
BT RLAISYF 57 RLAZREMT B 728, NAT JL— LD reverse (1) 217 FiFH L C
DNS IWEZZHL £,
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DNS Query - red.com? DNS Query - red.com?
— f—
Send Query to 1.1.2.1 Send Query to 192.168.2.1 | ‘

HII s nereeen DNS Client |
DNS Response After DNS Rewrite: > 19216811 |
DNS Server: red.comis 1.1.2.10 DNS Response is:
1.1.21 1 red.com is 192.168.2.10
A Record:
red.com is DNAT Rule: After _DNS
11210 Translate Dst IP Rewrite,
192.168.2.0/24 to Client sends to
1.1.2.0/24 and 192.168.2.10,
DNS Rewrite — reverse which
(Select reverse because translates to
DNS Response must be 1121010
- translated using the reach red.com
reverse of DNAT Rule:
- translate 1.1.2.10 to
Server red com 192.168.2.10.)
1 1 2 10

DNS EXH#az 9234 2 TiE, DNS EXHZ 20ES 585 NAT DOFE.

JIEFT M D DNS E Z 12 72 £ 95 905 NAT DL — A7 — A

ROI— A — ATl forward (JIE) SO ONS EEHz L5500 NAT ZRLET, Ch
52 DDI—RATr—ADENIE, HIC DNS 75472 k. DNS Y—N—_ 555 — =A%
TV IIRGENCH B, T7AT7 I+ —IVICRTONTENBICHZNE SN TT, EHE5D
F—ATE, DNS ZTA4 7V MET 7 A7 0+ —)V 7R T CRi&siset—N\—EH CHlicH D
F£9, (DNS 7547 2 b EFDOREIITGESH —IN—=DT 7 47 7+ —)VO RN H % 55
W, WO DNS 2R Z 2L S 505 NAT DL— A7 — A D1 & 2 ZREFLTIEE W,

I—RAT7—A 3T, 77477+ —IVORARNC DNS 7547 > b BXCREE5ET— N —
MHEITH D, DNS Y= N=DT VY w 7iflilic b2 56% R LET, TO7r—ATRIES RO
DNS EEZDHENCHEDE T, DNS 7547 2 ME redcom D 1P 7 RLAZERDET, 77
4’/ 7 —IUdIL—)U 1 ITEDNT GLldWNEST KL X 192.168.1.1 IC@Ehd) 7% 1.1.1.1
WAL ET, DNS Y —"—X red.com D IP 7 RLAM 11210 TH S EIBLET, IL—
JU2id, DNS EEZHZ - EFmMEEMENZTENTED., 1.1.2.10 D DNS JFZ)L—)L 2 O
1.1.2.0/24 OILOHLET RLAIK Y F T30, T7A47 7+ —)UE)V—)VAVMEH T B[E CZ
e di> T DNS IWVEZZH L F I, IL—)V 2% 1.1.2.0/24 7 192.168.2.0/24 ICZ#T % K
FIBELTCWBIED, T77AT7 74 —IVIE 1.1.2.10 D DNS &% 1921682 10 ICEEHZ F
o DNS T T4 7V MWINEEZELTEFNE 192168210 IXEE L. Y—/3— red.com IZH|
ETELXIICLET,
A=A T—=ZA3DFELD DNS TVIAT VR —IN\—=DT 747 I+ —)VERTTHLU
fNCdH D £9, DNS J—23=0 NAT JL—IVDEI 5T RL AR v F 357 RLUAZHMT
578, NAT )L—)V E[A U forward () 22472 LT DNS JOBEZZEH L £ 95
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DNS Query - red.com? DNS Query - red.com?
Send Query to 192.168.1.1 ) Send Query to 1.1.1.1

[;?ff ............................................. O s — Eﬂ

After DNS Rewrite: |
. DNS Client | %= < DNS Response ! DNS S
192168220 | DNS Response | red.comis 11210 1111
red.com is ] (1.9.2 . Y
192.168.2.10 1 SR
[ | A Record:
d. is1.1.2.10
After _DNS DNAT Rule 1- red.com is
Rewrite,

Translate Dst IP

Client sends to 192.168.1.1 to 1.1.1.1

192168.2.10t0 i
reach red.com |

DNAT Rule 2:
v Translate Dst IP 1.1.2.0/24
to 192.168.2.0/24 and
DNS Rewrite — forward

 Server red.com (Select forward because

DNS Response must be
translated the same way as
Rule 2: translate 1.1.2.10 to
192.168.1.10)

A=A —RA 4T, T7AT7 5 —=IVDI8T ) w 75N DNS 7947 > FBX O
HH—NN—DliGH D, DNS B—N—DRNICH 2552 RLET, TDO7r—ATNEST
D DNS BEZDRAEICEDET, DNS 7T A47 2V M redcom D IP 7 RLAZRDET,
TP AT I 5 —)UE)IL—IL 2 ICHDNT GLid/ STV w Zksise 1121 ICahd) 72V 7%
19216821 1L ET, DNS Y —N—& red.com D IP 7 RLAM 192.168.2.10. TH B &
JIGELE T, )b—)b 11, DNS HEZHZ - A MZEMENZTENTED, 192.168.2.10 D
DNS JEEIZIV—IV1 D192.168.2.0/24 DITDFEHRT RL AWK Y F I 51z, T7 AT T+ —
JIIV—)VIME S % 6] CZ# &> T DNS I6EZ L E T, b—I)V1 & 1.1.20/24 %
192.168.2.0/24 ICEMTBEIBELTWBED, 77477 +—)UIE 1.1.2.10 ® DNS )&%z
192168210 ICHEHAE T, DNS T IA4 TV "HREEZELTENE 11210 1IXE L.
P—IN— red.com ICFETZEEIICLET,

A—RAT—A 4 DELDEZIA—AT—A3DELEDHEFRLTI, DNS ZI7A47 >~ b L5idket—
IN=INT 7 AT T+ —=)VZFETTHRCHNCH D £F, DNS Y—23—=74 NAT J)L—)VODIE CsEst 7
RLRICR Y F T 57 RLUAZREMT S8, NAT )b—)L L [E U forward (i) Z5#u 72 (i LT
DNS JOBEZZEH L X 9
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i DNS Query - red.com? . DNS Query - red.com? @&
“_Il Send Query to 192.168.2.1 Send Query to 1.1.2.1 Loy
= NPT sl NP DNS Client }
DNS Server ; DNS R 1.1.2.20 i
192.168.2.1 i esponse After DNS Rewrite:
i . — —
: red.com is 192.168.2.10 DNS Response

ARecord: red.comis 1.1.2.10

red.comis 192.168.2.10 ‘
’ \ After DNS
DNAT Rule 1: Rewrite,
Translate Dst IP 192.168.2.0/24 Client sends to
t0 1.1.2.0/24 and 1.1.2.10 to reach
DNS Rewrite — forward red.com 3
(Select forward because DNS
Response must be translated
the same way as Rule 1:
translate 192.168.2.10 to ?‘?";e; [;ed-°°m =
1.1.2.10)
DNAT Rule 2:
Translate Dst IP 1.1.2.1 to
192.168.2.1

DNS EEHZ ZEET B ICIE, DNS EZHZ 2L S 5858 NAT OFRE.
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NAT J)L—ILDF v INS T 4

T ENS NAT IL—=ILDEE, 774774+ —)V ETFINTHEDWTWVWET, [HLZD)ILV—)LD

FIRRIEZ. AZxT0 v 7, BAFIv TP (DIP) . BAFTIv7 PBBLUTR—=F (DIPP) NAT
TREINET, TNHD NAT ZA T THHAI N IV—IVOEFHEIE. NAT L—ILDOEFHF+
INVT A BAB T EIXTEEEA, DIPP DS, IW—IVDRIEIE., 77 A7 7+ —ILDA—
IN—=P T ATV T a VikE (8, 4. 2. 1) &, =)L LI 1 DOEEL P 7 RLAE WD
BRI DN TWE S, ETFIVEHO NAT IL—ILOFIBREB X UZEH% P 7 R L XOHIREZ iR
T5IE. 77 AT T A=)V — )V L E T,

NAT )=V 720 S 2156, LFOHIEZEZR L X9,

o T—LDVY—ANWEL HotehE. ETIVOEIIV—IVEISGELTWELTE., ZNLLE
NAT )=V ERR T 5 2 L3 TEEH A,

s NATIL—=)IVZMHETAHE, BT L R—FEHREINET, HalEmid. W—IVNDTXT
D7 RLATETIEEL, =)V T EIHEBEEINET, a7 BL UL R— FHAnE xR
B, W= ZE LR TLZE W,
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ZATIv T IPEBXCR—F NAT A —IN—YT X7

A=V
BAFIv 7 IPEICR—=1 (DIPP) NAT Tld., ZHi% IP 7 RL A& R— b DR 7% [A]f
Yy g UTHEER (8, 4. 2) HHTEET, COIP 7 RLABIUR— ~OFHHTHEN
(A== T2V T areiEdng) Ik, X7V Y T IPT7 RLAWDET ELHE
WCHEEE 2Rt T E £ 9, CORFHE. BAZ5EICRA NP ERINTHNT, vy g vE—
BHICHATE, BENFLEAERELEVE VS FHRCE DV TWVET, EBICIE, A—3—
BITZAI) TS g VBT RLA/R—k T—IVOtOY A XBFELT, 8, 4. 2OV AL X
WK LET, ez, FrEeniEiEty > a Y 8oT 74 )0 FOFIBED 64,000 DGE. 4 —
N=YTRAIVT2ayRTRATZ L, dFrENBFEKL Y >3 2 8Id 512000 1c&D &
3_0

FA[ENBZF—NR—YT A7) T3 vRKiF, ETIVCE>TEHEDET, F—NR—BT XY
Vv g vRE, Fa— VI 7 A7 I —=VICERENE T, TOA—N—YT X7
vavRI, TIFHIVETRESNTOT, A==V TR 7V TV a IR BERNEE 5
BINTV w7 IPT RLANGH > TEAEBYZHELE T, A—N—YT ATV T a/EKrT
THIVEFREDNS X OBROREE G A—NN—PT A7) T arikzl) IKbEI T ENT
FET, ANV TATY T a UREZWET L, EETT /N RAOEBAEERIXIR D UET
M. DIPBXTDIPP NAT V=)V F¥ 83T 38mL %3, 774V DL —FEZETET BIC

. DIPP NAT DA —IN—=T 27 T2 g VROZEH BB TLTIEE,
Platform Default’Z &3 % L. A —N\—Y T A7V 7> 3 VOBFRNIERENL 7 &%
D, Product Selection tool TREND XD 5. YT IVDONAT T 7 4)V kD DIPP T—)L D

A—NN—YTRAZVT Y g VRNEHENET, [TI7Y F T+ —LOTTH)V I RETE, VY
Thox7 VI—ADT v T T L—FRERIEAT T L—F2{T5 LM TEET,

T7AT I+ —)IVTlE, NAT =)L T EIEK 256 [DZEH% 1P 7 RLADY R—F TN TV
F9, T, FETNVTR. BEEESNITRTO NAT IL—)LD) ZH4% 1P 7 R L ADRAE
W R=FENTVET, ==Y T A7) T g VHEKAT, V=)V DEH%IPT R
L ADRAE (256) ZBAZEE. 774774+ —)Vd. 23w bHEINT % X 5 ICHENNIC
F—=IN—=B T ATV T g vRETTET, 72720, NAT b= KB EH T, T IVDZHH
%7 RLADRKEZBZ 256, 23y MIKBLUET,
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_..\\

— X TL—D NAT XAED OEHER

show running global-ippool I~ FZHE(79 5L, 7 —)LD NAT AEVHERICET
LHGEHERDERENE T, Size Hlicid, VY —A T—=)VTHEHL TS XETY DOINA FEH
FRENE T, Ratio Ficid, A—N—B TR TV TV 3 VENERRENET (DIPP F—LD
H) o T=IVBICRAEY OFFHEROITICOWV TR, UFOY > TV THIILE T,

admin@PA-7050-HA-0 {active-primary)=show running global-ippool

dx Type From To Num Ref.Cnt

1 DynamiclP 201.0.0.0-201.0.255.255 2

2 D';-'rar"u clP 20 02,0.0.255 1

3 DynamiclP/Port 200.0.2. 100-200.0.2.100 1

Usable NATDIP/DIPP shared memory size: 58490064 € Total physical NAT memory (bytes)

Used NATD PP shared memory size: 767024 (1.3%) € Bytesand % of usable NAT memory

Dynamic Pool: 2 (1.19%) € Numberof DIP poolsin use and % of total usable memory thatall DIP poclsuse
DynamicIP/Port NAT Pool: 1 (0.12%) € Numberof DIPP pools in use and % of total usable memory that all DIPP pools use

WA X T LD NAT T —)VDIFEHERDYEE . show running ippool I~ RDANTiE,
FHENTVS NAT L=V EDAEY YA XA —IN\—YT X7 T g% (DIPP )L—
IWOLE) BNERENE T, UTIE. coax>y Rov 7 IVHITI,

admin@PA-7050-HA-0vsysl (active-primary)> show runningippool

VSYS 1 has 4 NAT rules, DIP and DIPP rules

Rule Type Used Available
natl DynamiclP 0 4096
nat2 DynamiclP 0 256

nat3 DynamiclP/Port 0 638976
natll DynamiclP 0 4096

show running nat-rule-ippool rule I~ RO DT ¢ —)L RIciE, TN T
2 NAT L=V ZTEDAEY 0N F) BERENET, LUFE,. 2oaxy Rodr vt
TY (HENZHDDIV—IVDOREVEHETY) ,

admin@PA-7050-HA-0 {active-primary) > show running nat-rule-ippool rule nat1

V5Y51 Rule natl
Rule:natl, Poolindex: 1, |memory usage: 788144

ReservelP:no
201.0.0.0-201.0.255.255 =>

210.0.0.0-210.0.15.255
source Xlat-Source Ref.Cnt(F) TTL{s)
Total IPsin use: 0

Total entries in time-reserve cache: 0
Total freelist left: 4096
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NAT DRE

NAT DT F I ESBEEZRET A1, UFOFIEZEZITLE T, FacAopicONT
. NAT REDHIE Y > g v EBIBL T I,

W7 AT D IPT RLANGIRT Vw7 P 7 RLUANDZEH GEE7C DIPP NAT)
Wiy NT—=T D547 V58T 1) w7 Y—I"—D7 7 ADHEb ek U
Z—/ NAT)
N?yvﬁ7149yﬁﬁ—ﬂ—®ﬂﬁﬁ7Pbxﬁﬁ®ﬁ%m(%%ﬁxﬁ%4v7
NAT

DNS EEH9Z Z21F 5 5858 NAT D%

IRy 1P 77 B L AZIH U7csise NAT D&z

DIPP NAT DF—/N\—HT X7 1) TV g VROEHE

AAF IV IPNAT 7 RLADTH
FREDRANEIEA U RZ—=T A A0 NAT DR E

CDXv T yarOEAD 3 DD NAT OFliE, RO MR I—ITHEDINTVET,

Internet

Bi-Directional NAT U-Turn NAT
Original Packet SrclIP:10.1.1.11 Original Dst IP: 203.0.113.11
Original Packet Dst IP: 203.0.113.11 Packet
Translated Packet  SrcIP:203.0.113.11 Translated DstIP: 10.1.1.11
Translated Packet DstIP:10.1.1.11 Packet

Internet

prmm———————

Untrust

Source NAT

Original SrclP:192.168.1.0
Packet

Translated SrclP:203.0.113.100
Packet

Wiy NT—=T DT F3AT7 V" BAYZ =%y h FOUYV =T VBV ATESL LI
T BHIE. WEY RL A 19216810 Z2)b—T ¢ V7 A[RER/SNT VU w7 7 R L AICEHT 5
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RENHD T, TOHEE. WA V2 =Tz A X 7 RL A 203.0.113.100 ZEHA LT, N
=T 7 AT I+ —)VEEET 5T RXTONNT Y hOEETLT RLAL LT, EE
TENAT (FEEDEADHNB R TRHD ZRELEX T, MAUCDWTENE Y 747 > D
P RLANGIST ) w7 P RUANDZER GEAEIT DIPP NAT) ZHBBRLUTLZE W,

s WExy NIT—=2 D747V "5 DMZ N —=2DT U w7 Web —IN—=IZT7 72 AT
X5 XIICT BRI ANy hT—Ih 50y v EUXA LY R 35 NAT L—)LE
BETAHIRENH D FT, TOBRE. TOIN—T 4 7 T—T ) RHETELickb, /8
7y FNOSESET KL A 203.0.11311 IKHEDE, DMZ 2y 8T —27 ED Web Y—/3—H3f
DEEDOT RLA 101111 ICBET20END S EHMLET, TDOXD EREHEITHIC
. 587 RLR7%Z DMZ V=2 D7 RLRICERT 572D, Trust V= 087w FDERE
Tt RUADMEET B350 Hh 5 Untrust V' — GEDSEHET R U ADMEET S50 D NAT
W—IVEVERT 2B RH D ET, TORA T NAT (FEdDEEOWE K U5HD
B [UZ—2NAT) EVWVWET, BRAUCDOWTENA =y 8 T—T D0 547 2 587
w7 =)=\ D7 7 ZADaME Bide U Z—2 NAT) ZBIR LTI,

s DMZ XY RI—=TDTFAR—=KIPT7 RLAEL, WS- =07 7w XF%/87V v
DT ATV T RUADWMZ2ED Web —IN—"T, BRZEZETEEHXIICTBIC
. 77 A7 T4 —=)IVTCRNT VT IPT RLANS T FGAXR—F P 7 RLRICHET %/8
rw ke, TIAR=KN P T RULADSINT Y w T IPT7 RLURICHIEST %/ v MCE#HT
BRENDHOET, 77 A7 I+ —IVTHAMDREEITCART v 7 NAT DR >— (L&
DD NIB X TKRAD Z 1 DIERT UL, TOXS BEBHBERFTEET, ROV
TRENTV T2 AT T Y—=N=DRI7M 7 R LAEHOAEIL GEEILAZT v 7
NAT) ZBIRLTLIEE W,

NERTZ AT D IP T RLANSIST Y w7 1P 7 RLAAND

24 GE(ETT DIPP NAT)

Wiy NT—=0 D547 2 MO ERZEET 255G, 737y FDEE LT RLAICZEDOA
xRy NT—=T AT VD IPT RLANEGENE T, TTAX—=K P 7 RLADHFAZ N
HTHEALTWEEHEE, 2y NT—=IERIEINZ/INT Y FORETLIP T RLAEIL—T «
YURRERIST U T T RLVRICEBLUEZVED, 75947 MOy b2 —3y b
WIV—T 0 VT TEXEE A,

KETLT FLRALREILR—F (ER) 237 Vw7 7 R L AICZEWT ZiK(E70 NAT DRY
=TT AT I FIVTRETNE, TOXIBEHZFBTEXT, TOHED 1DEL
T LROFIHITRT KIS, IXTDO/T7ry FOEETLT RLAZT 7 A7 9+ —)VOH 1A
Y R=T 1A ACEMT BTTENH O £,
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STEP 1| HHT AN IP 7 RLADA T 7 b EERLE T,

1.

Objects (7= 7 1) > Addresses (77 KL R) 23N L. £+ 727 kD Name (%)
¥ X U3 T Description (5#fH) = Add &) LE 9,

Type (X A7) h5 IP Netmask (IP v k< A7) ZEIRL, 7747 75— )LOYWESA
VE—=TzAADIP 7 RLA(CTOFEITIE 203.0.113.100) ZATTLE T,

OKZZ7Vw 7 L&Y,

@y RUY—T7 RLRAAT Vs T 20ENEWEETE, 7 RL

2TV MEERLTBHE. T RLAOBBEHAEL 5K v—%
AT —HETEHTE 55 L, HHEORHPBRENS 2o, {F
BRLUTEBLDONRZA S IS5 4 ATT,

STEP 2| NAT RV —Z{ERKLET,

=

8.

Policies (KU > —) > NAT OJEHIGEIR LT Add GEIN 227V v 7 L% T,
[&f%] 27D A ICR) —D0hDRTWEHiZ AT LETD,
T 2T ANLET, 271, RV —=2V— EKkE TV R VT TES X
T BHF—T—RERIFTL—XTT,
NAT Type[NAT ZA 7| Tipv4d (F 74V ) ZEIRLE T,

Original Packet (/T8 v k) Z 7D Source Zone (E(ECY — V)7 > 3 > THER
Ty b= HICERR LTz Y — 2 23R U (Add GEIN) Z 27 V) v 7 LT b V' — 2 7 ik
RU % J), Destination Zone (585t —>)U A b TidAMEBxy b T — 27 BHITERRK L 7z
V=V EEIRLE T,

Translated Packet (Z2H#155 A/ k) 27 C. HHED Source Address Translation GE(S
L7 KLU ADZH) ¥ 73> 3 >0 Translation Type (£ % 1 7)) Y X k5 Dynamic IP
And Port (XA F v 7 IPBXUR—F) ZFERLET,

Address Type [77 RL A ZA 7 1cid. 2 DOEREHH D F 9, Translated Address
(g7 R LR 28R U CAdd DBhN] TE 73T, fEL7Z7 RLA ATV
ZEIRLUE T,

&9 1 DD Address Type [77 KL A %A 7 iZ Interface Address [ > ZX—T = A A 7
RLA] TY, TOHE, BEET7 RLARA VEZ—T A AD P 7 RLAIKED %
I, TNZRIRLUZ5G. Interface (1 VX —T A A)EFEIRL, £ FZ—T A A
O P }‘I/Xb‘éé%i%é\biué\gkmLTIPAddress IP7RLA] ZBIRLE T,

OK%Z7Vw 7 LEJ,

STEP3| ZHEZaIv FLET,
Commit (XY k) 27U I LET,
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STEP 4 |

(F2) CLIETZ7RALT, BfziiR L% d,
1.

show session all I~V RZfFH LT, tvyay 57—V EEXRLET, CC
Tld. EETIP 7 RLAER=FBIXOMINT 22814 P 7 RL AL R— NEiERT
=FE9,

w3 a v ID DEIR<id_number>7Z2fEH LT, Y a YOFFElZERLE T,

AT Iy T IPNAT ZRE L TW5 7. show counter global filter
aspect session severity drop | match nat I~ RZEfEF LT, NATIPH|
DM THRKETE Y v a YHIERL TWiERWyh EI DR L E T, H LW oZ
RIS XA F 2w 7 IPNAT =)D IXRTDOT RLABED B TENTNB E, ZON
ro bERay 7EhET,

Wil W=D 7547 b6 INT Y w2 J—I"—AD7
7 ADEXME FEdt U Z—2 NAT)

Wiy R T =7 Da—Y—h, DMZIZH BB Web Y—/R—~D7T 7 & ABRZEET S
Ba. DNS Y= =0T U 7 P 7 RLRAZRRLE T, BEREZNHETZEIC, 7747

=)V TNy RDITDSESE 0TV w7 P 7 RLRA) ZH LT, Untrust V' —>DH 1A
VRA—=T A RNy b e)v—T 4 VT LET, Trust V—rDIA—PF =5 ERZZE LT
X, T7AT I+ —I)IVT Web Y—=N—=D)XT Vw7 IPT7 RLA%Z DMZ %y 8 T—=T7D7T
R L AICEES 20080 H 5 EHWd 5I1ciE, UFDKSIC, 7747 T4+ —)bh 5 DMZ V'—
YOWNA VU E—=T 2 A RCEREFETEDXIICT B00D, 5685 NAT DIL—)V72ERT
BRENDH D XTI,

STEP1| Web U—NN—D7 RLA ATV bEVEKLET,

1.

2.

3.

Objects (7= 7 1) > Addresses (77 KL X) Zi#E R L, 7 RLA ATV 7 hD
Name (% 1ii) 3 & CfEE T Description (3i0A) 72 Add GEhN) LE 9,

Type (XA ) ITDWTIE IP Netmask (IP v b A7) ZIEIN L., Web H—3—D/8
TV Ipvd 7 RLAZ AT LET (TOHITIE 203.0.113.11) »

Resolve (fi#iR) %#27 V) w 735 T T7 RLA XTI DEA TR IP

Netmask (IP % b~ A7) 5 FQDN ICYI OB Z 5 2N TE, £z, FQDN A
FRENS. UsethisFQDN (2D FQDN Zffifid %) #Z7Uv 7 LET, H5
Wi, Type (XA 7)) OEEIE, FQDN ZEIRL T RLA ATV 7 Ml
57280 FQDN Z AJ1LEd, FQDNZ AJJL T Resolve (f#1R) =2V w9 %
&, FOQDN DM#ERT 2 IP 7 RLAR T 4 —)V RICERENET, TDIP T RL A%
LT RLA AT V27 bD Type (A7) & FQDN 5 IP 2y AT
Yoz %12k, Usethisaddress (CO7 RLAZHH) #2727y 7 L%Ed, §5%

&L Type (A7) WZDIP T RLAZEZL IPNetmask (IP v b A7) 1Y) D
b, T4—)IVRICERENET,

OK%Z7Vw 7 LEI,
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STEP 2| NAT RV —EEKRKLET,

1.
2.
3.

6.

Policies (KU > —) > NAT OJEISEIR LT Add GEIN) Z 27 VU v 7 L& T,

[£2f%] 2 7 D [%Hi]1 1 NAT )L—IL D5 D RFT Wi AT LE T,

Original Packet (7z0/8% v k) Z 7D Source Zone (EECY — V)7 > 3 » THER
oy 8T =T RICERR LT — 2 233 R U (Add GENN) Z 27 U v 7 LT b Y — 2 ik
R L % 9°). Destination Zone (565 — ) A b Clddhid %y 8T —T HIC/ER LTz
V— VR LU E T,

Destination Address (%67:7 KL A) 7> 3 > T, /87 Y w7 WEB Y —\—HICIEK
L7z7 RLA ATV b Add GEI) LE T,

. Translated Packet (ZH#45& /8w b)) 2 7C, %85t7 KL ADiRE, DTranslation

Type (ZH#ax A7) HIC. StaticIP (GHNIP) ZFRL, DMZ %y FT—7 LD
Web B —=N—= AV Z—=T 2 A AHOHBTENK P T FLA (TOFITIE 10.1.1.11)
EANILET, HBWiX, Translation Type (1% 1 7°) % Dynamic IP (with session
distribution) (BIf IP (v ¥ 3 >0 D)) IT3E IR L, Translated Address (21X N7z
T RLA)7Z P %y AT, IPHIFH, HBWE FQDN ZHHT S 7 RLA A7V
JEEZET RLATI—=TICANITBHTEETEET, 2NHB0VITNE DNS S
BROT7 FLAZRIA[REMNH O £9, BHEHOYEHET FLANERDOT RL A
IR END GG, T 7 A7 I+ —IVEROFEONT NN DE, AN T VR
D NAT £y ¥ a rz2EHBO7 FLAICKEE L XS  Round Robin (T R y) (7
74 )V s DJ51E). Source IP Hash (4{fS7C IP 7Ny 2 2), IP Modulo (IP £ 1), IP
Hash (IP v > a)., & %W\ Z Least Sessions (/M2 > 3 V),

OKZZ7VUw 7 L&Y,

STEP3| Commit (ZXIv k) ZZVUw 7 LET,

INTVUw T T ATV Y —IN—DO M7 R L AEHOEIE

N L

EETCART 4w 7 NAT)

IRTV Y T2 AT VT Y—IN—T, ZOY—IN\—DPHERAFET B2y NT—T7 BT A
FDTSAR=F P 7 RLADE DY TENTWBEE, AR —N—DEETCT KL
AT R L AIC 2T B34E70 NAT OIL— )V B L7 0 F£9, NERODXELT RL A
10.1.1.11 ZHEE Web H—3—0D 7 RL A (ZOHITIE 203.0.113.11) ICEHTEART v
27 NAT IL—ILZ2AERR L E 9

7220 TV T AT VT J—=NN=3\7y "N eERETELZHRENHDET, /N7
Vw2 7RLA (AVZ =3y kN A—P—=DDEDEE/NT v FOSE 1P T RLRA) 2754
RN—k 7 RLVRAIEHL, 77A4T7T+—=)UIn5 DMZ 2y T —=0~08 7w " )b—F 1
TJTEBHEIICT 72D, HERY —WpE D £9, DIFOFEIRT EBD, WM
DART 4w 7 NAT Ib—)VZAERR L E 9, WHMERUE, AZT 14w 7 NAT DHDX T q

7,
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STEP 1| Web U —NN—DOWNHEIP 7 RLADA TV 7 FER L% T,

1. Objects (A 7'z 7 k) > Addresses (77 KL A) ZEFR L., 7T =2 kD Name (%)
¥ X U3 T Description (5#fH) = Add &) LE 9,

2. Type (ZA N A +H5 IPNetmask (IP %y b A 7)EHEIRL, DMZ 2y b T—7D
T T —)N—D P 7 RLZX(COHITIX 101111 A LET,

3. OKZZ7VUw 7 L&,

Web ¥ —"—D/87 U v & 7 RLACHT BT RLA 72 Ml
BLUTOAEVEEE, 2047V s F 5T MERT 258N H D &
7,

STEP 2| NAT RV —7Z1ERL 9,

1. Policies (K1) 2—) > NAT DJIEIZER LT Add GEIN) Z 27 U w7 LE T,

2. [&f%] BT O [&Hi S NAT )L—)LDnh D RT WA E AT LET,

3. sOriginal Packet (T /3% v R)&Z 7D Source Zone ((E{ECY —>2) 73T
DMZ FIICHERR LTz — &3 R L, (Add GEIN) Z 27V v 7 LTV — U #EIR L&
97). Destination Zone (%G5 — )V A kTR b T — 7 ICHER LIe YV — 7%
HEIRLUET,

4. Source Address (XE7C7 KL RA) o> 3 T, WEBWEB Y —)N\—D 7 KL ARICHE
WML RLA AT b Add GENN) LET,

5. Translated Packet (#1153 v )& 7D Source Address Translation (%577 KL
ADZEH)+ 72 3 > T, Translation Type (£#:% 1 7)) A kb /n 5 Static IP (51 IP)%
BN L. Translated Address (ZZ#1%7 KL X)U A b5, AL Web ——D 7 R L
ANHER LIz RLA ATV 27 R eEIRL %9,

Bi-directional XX /51a]] 7« —JU KT Yes[lZ\] Z3# IR L £,

/. OKZZVw 7 L&D,

STEP3| 3w kL%,
Commit (IXv k) 27U I L%,

DNS EZHZ 29 %650 NAT D%

IPva 7 R L ADENZEH A RITT 2505 NAT R >— )—)IVERET 556, IV—IVICREX
NZTED P 7 RLAFTZIEBEINTZ IP T RLAIKEDWT, 774774+ —)UH DNS IE
D IPvd 7 RLAZEZMMZ BT ENTESEIITN—IV 2RSS LETEXT, 7747
T —=)VE, VARV AZT7 547 Y MTRTEIC OL—IWZSw F9 3) DNS JEEND 1Pvad 7
R LIS LT NAT 2547 (FQDN i) LET, ZDks, 75347 2 by RL A%
ZEL TR —EC ACHETEET,

XMW Z & reverse (Wi/TIh]) T 9 XZ M forward (IE/51A]) TH7 95 N Z MK 5 DITHT
DDONS EEMZ DI - —AZRFRLET,

DNS #Ex#1z ZH{b9 % [E U NAT )L— )L C Bi-directional (XX J511) 32E7C7 KL
AW EEET S LIFTEEE A,
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STEP 1| )—=VcxwF 35 IPva 7 RLADBNERZ T 7 A7 04+ —)VHFITd 5 L, BT
PvA 7 RLA (A LI— KM 5) B NAT )L—ILDTED., 353 WIEZEHLO5E5ET R L Al
RYFFTEHEIC DNS JSEND IP 7 RLAZT 7 AT I+ — )V EEHZ 5T LIHEET 3
g5 NAT R ¥ —)b— )V EERR L E T,

Policies (KU > —) > NAT &3 LT NAT RV ¥— )b—)L%& Add GENN) LET,

([T-25) General (2fi%) 2 7 C. IL—I)LO77H D3\ Name (%451) Z AT LET,

NAT Type [NAT ZA4 7 1& LT, ipv4 ZiEIRL £ 9

Original Packet (T /3w k) 27 C. Destination Address (%677 K LX) %~ Add (&
) L&,

i

LN

Fiz, EETTY—VERRTED RETCY — U EERT 208D D
FIH, DNSOEZHZ 70—V L~N)VTIrbNE 9, [Original
Packet(7tOD/87 ) B)] R T D5EHET RLADHN—H L KT, DNS EZH#i
Z &, Original Package (7tD/Nr &) 27 FOZFDMd XTDT ¢+ —)U R
R L XIS,

5. Translated Packet (£ #1158 k) 27D Destination Address Translation (5857 R
L ZZ5#2) 12 DWW TR, Translation Type (2242 ) 7% Static IP (&Y IP) IC L X 9%

6. Translated Address (#1127 KL R) ZEIRT 20, LW RLAZATILED,
Enable DNS Rewrite (DNS & & 12 Z#£%h{k) L C Direction (J51f1]) 23R L F 9 :

o NAT JL—=IVHBMEET %D LIZWOZEEN DNS JEEND IP7 RLATRDENB Y
& reverse (i) ( 7‘72‘)1/]\ 72 FER LU E 9, JL—IVDTranslated(ZH1#%)585E 7 K L
AL =T % DNS ISBEDGE. W—)VIMER T 22 #ZEH LT DNS )0EE2Z
L9, Bz, JI/—JWJ‘ IP/ RLZ 1.1.1.10 2 192.168.1.10 IcZ&Hd 354
T7AT T+ —IUF 192.168.1.10 D DNS &% 11110 ICEZHZ T,

o NAT JL—IUHMEET %D L [6l U DNS IWEND P77 RLATROSNDGE
1% forward (JIF) #3340 L E 9, )L—)LDOriginal GL.d) 5857 RL A& —HT 3
DNS INEDLE. I—IVDMEH T 20 LR CAB 2 LT DNS INS 22 L E
o HIZIE. —IUAIPT RL A 1.1.1.10 % 192.168.1. 10 ICEHT 2556, T 74
T A —)UIE 1.1.1.100D DNS JExE 192168110 ICE SR ET,

8. OKZZ7Vv 7 LZEJ,

STEP 2| ZH7% Commit(Z 3 M)LZET,

Y 1P 77 R L A2 UTegdde NAT D%

TLOHEET R LU A%, @JE’J P 7 FLAZEH, FQDN ZfEH 3 %5855 R A M X7z ¥—/N—IC
T ZIiE, soeNAT (DNAT) ZfEH L E 9, Bi IP 7 FLAZEHT 25855 NAT &, 85
BEI 1P 7 R I/X?HE%@)EH@“%MW R F7aA X h‘(ﬁkﬁﬁﬁf@“ 759 RNDKZ
FEEY— = LW @75 (1P 7 RLADND B5E. DNS — S—ITHEFHIIC RIS
OB EICEKS>TNAT R —)b—=)FH)TEHT ZLHET7A L, DNS —\—%EHHT
B IzDICHEDINE O > R— > b2 U TRHTD FQDN-to-IP 7 RLAY w BV 72l
TEHEREEH FHE A,

B 1P 7 RLUARZMH L ToEsE NAT 2R T 25813, FQDN OHZHHT 208 H D £9
(1P w PRAZ T 1P #IFAIXHEH LAV TL 728 W),
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RO RRAIHITE, 7547 METZ T RNDO Web 7TV —2 g VB KRARLTY
BY—IN=IZT IR A LTEWEEZTWET, M Elastic Load Balancer (ELB) &7 7417

T A=V L. T 7 AT A=V — =T AN ELBICER LET, =& X
X, Amazon Web Services (AWS) &, Y — VY XDOFTFEICHOWTHNES ELB ICEI D YT o5 Nz
FQDN @ IP 7 RLAZ3EM (BXUHIFR) LEJ, WEBELB I NAT D FQDN 23 %%
DD 2 T & T R —DER DR ICTRS P 7 RUAZRRLLT L AED ., EHHNH)
72D THESE NAT DEHZAZE L9,

FQDN Web Application
ielb.appweb.com Si s
=
=
FQDN Internal =
elb.appweb.com ELB
=
l;l% External 192.168.1.1 =)
ELB =
- a
Internal
Clients Destination NAT ELB \“@
translate to EIII
==
address obj;

ect 192.168.1.2
that uses FQDN Internal ELBs load
ielb.appweb.com balance traffic to

dynamic list of IP
addresses for the
internal ELBs:
192.168.1.1,
192.168.1.2

STEP1| 7 RLAZZHT Y —/3—D FQDN ZfEHLTY FLA A7V 27 2R L X T,

1. Objects (A 7Y 7 ) >Addresses (77 KL X) Z34R L, post-NAT-Internal-
ELB 7z ¥ DOName (#4fi)) TEICT7 LA ATV xs Me Add GBID L%,

2. FQDN 7 Type (XA 7)) L L GEIRL., FQDN ZAJILET, TOHITIE FQDN I
ielb.appweb.com T3,

3. OKZZ7VUv 7 L&Y,
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STEP 2| %@sde NAT RV o —ZE L% 9,

1.

Policies (KU —) > NAT Z3EIR L T. General (&%) X7 d Name (%47i) &
D NAT RV ¥— )b—)LzAdd GBI LFEI,

NAT Type (NAT 21 7) & LT ipv4 &R L E T,

Original Packet Gt/ k) X7 T, Source Zone (GX{E/0Y—>) & Destination
Zone (5E/cV—>) 7% Add GBI L%,

5T R U ALt 73 3 >, Translated Packet (ZZHUEH /Ny ) 2T
C. Dynamic IP (with session distribution) (FfJIP (w3 VEEHD) ) Z
Translation Type (Z#i% 1 7)) ITEIRLE T,

[ZH7 LA | OFEE, FQDN FIICER LY RLA ATV 27 M BEIRLE T,
C OBITIE FQDN & post-NAT-Internal-ELB T3,

Session Distribution Method (2 v > 3 V73 EU71E) T, LUFOWI N ZEIRLE T,

* RoundRobin(Zv > Ruavy) (F74+)Vh) FHLnkyraryrkao—g—r gV
TIP7 RLAICEDYTET, T ZEEIT 2B EVED., U Foe
Y INEY)EEOTIEICIZS T L & 9,

+ Source IP Hash (GEETCIP /Ny & 2)—3XE7C IP 7 FLADINY ¥ 2 1ZHEDWTH L
Wby g U EREIDYTEY, B—0DEEILIP 7 RLANGKE FT T4 v 7DD
HYE. RETTIP Ny Y aBERET, MO REEINL TLEEWD,

* IPModulo(IPE>28)- 77 A7 T+ —)UidA N7V RNy hORETEBXT
S IP T RLARERBLES, 774774 —)UiE XOR BIEB X UEY 2 a#fE
BFERITU, TORE., 7747 04—V Lty a v EEIDY TS IPT RL
AWRED F9,

s IPHash(IP /Ny ¥ 2) X E0B XTI P 7 RLADINY ¥ 2l EDNTH LW
g EHEODUTET,

* Least Sessions (f/NDYzy > g V) -[AKiE Y > a UHRE DRV IP T RLAIC
Lty g r2EDYTET, BHHBOL Y>3 UHAZL HB5EIE. Least
Sessions (/NI DY Y > g VAT R ETNT VAR vy v a yETEESE
HTEMNTEET,

T7ATI+—=)VE, EEOIPT RLRICY Y ¥ 3 Y EDT BRIy
IP7RLADYZASNSEMBELIZIPT RLAZHIBRLERA. 77 AT
T —)Vi, BEELTWEWT LRIy Y3 U ESETSDLHE U
BT, BEELETY RLRAICEy a2 LET, Bz, Z#E7 R
LAWY RLA ATV vOT7 RLATNV—TTHH, 1DO7 RL X
ATV EDIPT RLAIKRIRENS FQDN THOH, —HE951DD7
RLAF TV bAFEICIPT RLUAZGUHEPTHSHEITIE. 24
T—IVNTT7 RLADOEENIHEELFT),

/. OKZZYw 7 L&D,

STEP 3| ZH7%Z Commit (23 k) LET,

STEPA4| (AT a9 ) T 7 AT 94—V FQDN ZHHT AHELZBRTEET (11— A r— A1
T 7 AT F—)UITIE DNS ERMRE)
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DIPP NAT DA —IN—H T A7) T g ROLHE

DIPP NAT DA —/N—H T X7V 7y g V72T 20BNV 87Uy 7 1P 7 RLAN
HBGE. A== T A7) T g URERS LT, X5 DIP BXU DIPP NAT Jb—)b
TR FT LM TEET,
STEP1| DIPPNAT A—=N—Y T 27V T g vRELXRLET,
1. Device (77731 A) > Setup (2> k77 7) > Session (27 2 3 /) > Session Settings
(Ewyg VB BRINLES, INATA—N—Y T 22 S g VR RELERLE
CR

STEP 2| DIPP NAT A—IN\—YT X)) T q v ReRELET,
1. Session Settings (2w ¥ a VRET T a U ERELET,
2. NAT Oversubscription Rate (NAT A —/X—H T X7 VU 7> g v&RK) Y XA T, HID
F—IN—=PT ATV T2 a VRIJEUT, Ix. 2x, 4x, £7z1d 8x ZERLE T,

Platform Default (7> - 7 4+ —LDT 7 4 )V R) REDETIVDT T 4 )V
FOF—=NN—=YT A7) T g VEREIEHEINE T, A—/N—YT X7
VY g UHIARERGEE. [Ix] ZEHRL T,
3. [OK|ZZ7Vw oL, Z&EZ[a3Iv ] LXT,

ZAFIw 7 IPNAT 7 FLADTHY

BAFIv 7 IPNAT 7 RLRAZTHL (HMEEERTRE) . BB R0k ETC IP 7 KL
ACEH LT FLAL LTEDD Y TENEZNWKIICT ST eNTEET, B LTI, &7
OB EH L WAEHOITXRXTOEEZAFI v 7 1P 7 RLAIGEHEINE T,

HEITHDOEBEFH LVWEBDOEE 5 &, EEIT 1P 7 RUADMERATEERZ . 1P 7 R LRI
BHENB &, ZOREADREIT IPICBEET I RNTOYy v a YOAMHENMINZ%TE
FOXRT V) VTP ENE T, FEETIP T RLADTFRZAI =X, TOEETIP T RL
AT 2T XTOY Yy ¥ g YOAMHEMINZRICHBENE T, XA4FIv T P
NAT X 1% 1 OBHATT, 1 DDERETLIP 7 RLAWK, RELIZT—IVTHHATES T RL XA
WHOBINCEHRE N 1 DO 1P 7 RLRAICEHENE T, TDD, FRENTVEZE
g 1P 7 RLAWEZ, #iLuty g YHBIBENTICTFROENARENMINS £ T, {thoikE
JLIP 7 RLATHHAT AT LI TEETA, 24—, vy aryh—EHEY 77+ 71
E5IEM - Tt BETT IP/EHIL POy EVTOHLE Yy Y g YHABIRE NS 720N Y
vy FENET,

FTIFIVETE, EOT7 FLRAETRENTOETA. 77 A7 74 —IVEIIRIES AT LD
ZAFIw T IPNAT 7 RLAZTHRITEET,
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T7AT7 I+ —=)VDREAFI v T IPNAT 7 RLAZTFHLET,
IFoas<xy RxEANILED,

admin@PA-3250# set setting nat reserve-ip yes

admin@PA-3250#set setting nat reserve-time<1-604800 secs>

R AT LDEAFT IV T IPNAT 7 RLAZTFRLETD,
IFoas<xy REANLET,

admin@PA-3250# set vsys <vsysid> setting nat reserve-ip yes

admin@PA-3250#set vsys <vsysid> setting nat reserve-time <1-604800
secs>

=& 21X, nat reserve-time A’ 28300 %) (8 Kff]) HREIN TV BELEIC, 30 HD
T RLANEEND XA T I w7 IPNAT =)L &, 20 HOEITHOEBDYH S LET,
BtE, S50 20 ADEBNITHIENTOVET, ZD2D, BRET IP/EEE 1P DY
CYIRERTS (77U 75— 3 >0) KEOYy g YOREMPIRMAYING & XET
P 7 RLAZHEEHT 208D L5 MA T, 288 1P 7 FLAMWZEDIEFEITIP T
RLUZREMIC 8 R TFRIENE T, Fiz, oD 10 [HOEHET RLAKEID B TEND
&, BEHBT RUADEETLIP 7 RLAHICTRHENE T, SLH%BT RLADZR A —
X, ZTORETIP T RLADEREZED Y Y 3 YOERMARISYINT: & ZIChREINE T,
TOEIIT, BEETIP T RLAZET—)VORU NAT 7 RLRICEED IR LUERT 5 & W
TEET, ZTOBEELT RLALT V74 Tty a VWA TE. T—IVOTHRIVE
FHEHL P 7 RLURIEHIDORA MCEID Y TENKE A,

EETT IP/AEL P DRy EVTDTXRTDY Y ¥ a YOEMAENTIN, 8 RO T &
AR—DEENEELET, ZOEHDH LWLy ¥ a U ENhE &, ZA~<—MVE
IEL, By a VB IXRTERTIAHETHBIENE T, IXNTHTITEETHIEZAY—DFH
UBtaE N, BT FLADNTRENE T,

AT Iy IPNAT T—=ILDFH XA —I, set setting nat reserve-ip no I<

Y R7Z A9 %7, nat reserve-time ZH|DHICZE L THENC T2 THMNEXET
ED

FHIHO CLI ax Y Rk, EAFIv T PEXUCR—F (DIPP) EHEAZXT v T IP
NAT F—IVICiFELE A,

KSEDKRANEZEZA TV EZ—T 2 A4 AD NAT OEXNL

EETC NAT &%85%E NAT OO —)V7ERE LT, 7 RLAZBREHHICTEE T, YT Ry
FORFEDKRA L, FREBFEDA LV Z—T 2 A ADSIEEIND T T 1w 7T NAT HFELT
TNENVEIICTZHNEHRETEET, LUFOFIEIE. KA FOEETT NAT ZHEMICT S )7
EERLTVETD,
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STEP 1| NAT RV —Z=ERK L E T,

1. Policies (KV >—) > NAT ZEIH L, KV —0D77» 09> Name (£41) # Add (B
m LEJ,

2. Original Packet ;T /3% v k) Z 70 Source Zone (EETYV/ — V)7 ¥ 3 V THER
v FT—=TRICER LTV — 2728 R L (Add GBI Z 27 ) w 7 LTh B Y — 73
L % 9). Destination Zone (565 — ) A b Cldsilxy 8T —T FICERR LTz
V=R U E T,

8. EEIT RLA]T, EMZEZVw LT, RADT7 RLAZANLET, OK %
70w 7 LET,

4. Translated Packet (ZH#4FH /Ny R) 27 C, HH®D Source Address Translation GE{S
L7 KLU ADZH) ¥ 7> 3 >0 Translation Type (4% 14 7)) Y XA k5 None (75 L)
R LUE T,

5. OKZZVUw o7 LET,
STEP2| ZHEAZIIw FLET,
Commit (ZI3XIwv k) ZZ7VUw I LET,
2) NAT JW—IVIE ED S FONER TR X N B 7=, NAT EHABRN R >—id, i

D NAT RV ¥ —OwHICEE LT, @HRNT 2%E D7 R LU ABBPFAET
BHENCAE NS X HICLE T,
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NAT & D]
o GRS NAT DO — 1R/ 1 Dxv VT
o R— NEHZER L7255 NAT OF
o ESENAT DOl — 1 HZD< vy VT
o E(ETC NAT &5EE NAT DOHl
o N—F )L TAY—DiEETC NAT D
o N—=F )V TAXY—DART 17 NAT DHl
o N—F ¥ )L TAY—0D585 NAT DH

a5 NAT O] — 13t 1 o~y ¥V S

NAT BXUOEF 2V T 10 —IVORERDRE —KNEI AL, V—VBXUOT7 RLA AT
VT ENOBTT, 5i5e NAT =N ENS 7 RLREK, 287y bOtdD 1P 7 RLA
ZHGT7 FLR) ZHEICSBUET, NAT IL—ILD5Esey —1E. 7ty FO%EE 1P 7

RL A (NAT HDZESE 1P 7 RLR) D)— MREZBEZICRE D £9

YFa2VT7 0 RUVI—DT7 RLAE, 7ty bO P 7 RLA (NATHIOT RLA) %%
BUET, 72720, sy —id. TV R RX FHAWIHICER SN TS Y —2 T3, OF
D, FaV) 71 I—)VD5EH—1F. NAT B 1P 7 RLAD)V— MRZRRBICIRED %
9

DIFD 1% 1 0% NAT < BV ZOHITlE, Untrust-1.3 WS ERTDY —> D L—H—
M. DMZ E WS ERTDY — > D —3— 10.1.1.1001C IP 7 KL A 19202100 ZfHH LT
T ZALTVET,

q E1/1 E1/3 ;—F
192.0.2.1/24 | | E1/2
192.0.2.250 192168.1.0/24

DMZ

=
=
=
0.

NAT V=)V ZERET HHIC. TDYFIVZADANY S =V AREZET,

O RA B 192022501F. 7 RL X 19202100 &Y —I3—D/)R7 Vw7 7 RKLA) D
ARP BLRZEELE T,

O 77479+ —)UE. Ethernetl/1 A Y RZ—T A4 ATH5E 192.0.2.100 D ARP E3RI A
FEZE L, BERPUFEUE T, 585¢ NAT V—)VOFREICE D, T7 AT I +—)LiZ. D
MAC 7 RL AT ARP BRICISE L F T

O NAT )L—)UHFHMIiE N TREMTHONE T, 57|25‘E PR I/X%ﬁ?ﬁ'%@“% e, yagt 1P
192.0.2.100 Z 10.1.1.100 ICZEHT B IiE. V' —2 untrust-13 B Y — 2 untrust-13 DGR
NAT JL—=IUAVERREN TV A RENRDH O F 3,
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O %7 RLADRE S5, 77477+ —IUids65 10.1.1.100 O)b— MR EFEITL
T HHAVEZ—T A A BRELET, COBOESE. AV EZ—T A AE, V—V
DMZ D Ethernet1/2 175D £9

O 774794 —=)VidtF 2070 RYI—MBEFITLT, V—2 Untrust-L3 B5H DMZ A\
DT T4y IR ENTVENE I EHEELET,

RYUT—0FHmE. ANV =2 BEROET—N—DRICREENTWS Y —
‘/Egﬁbi@‘o

traVT7 0 RYT—id, @7 RLUAA 192.0.2.100 D) 5Dy RO IP
7 RL ARSI % T,

O 774794 —)UE. WAV EZ—T A A Ethernet1/2 B8y bR —)N—ICHEE L
9, NTw MBI 7 AT =)V BB 507 RUAMN 10.1.1.100 ICZED D 7,

CORITIE., 7RLA AT T2 MMdwebserver-private (10.1.1.100) XU Webserver-
public (192.0.2.100) HICREINTVE T, REINT NAT IV—)LIZLLTFD LI ICED X
ED

nnnnnnnnnnnnnnnnnnnnnnnnnnnnn

NAT IL—ILDT5AE. IV— MREBEDFERICHE DN TWVET,

untrust-13 V=M HH—N—Ic 7 7 AT 5DICRESNTtF 2V T 0 KU —IZLLRD
E2ICED ET,

Source Destination

NAME ZONE ADDRESS ZONE ADDRESS APPLICATION SERVICE ACTION PROFILE OPTIONS

A Untrust-L3 any = DMz 2 Webserver-pu. eb-browsing | any @ All none EE

R— M2 U 7255t NAT OHfl

COFITIE, R—=1F 8080 D HTTP vF T 4w &YW AT 5K Web T —IN—DiK
EENTVWET, V547V I IPT7RLZ 19202100 BT TCP KR—k 80 L
T. Web == 77X ALET, IP7 RLA% 10.1.1.100, KR— k% TCP K—k 8080
WSS 2 XD Icmidhe NAT JV—IVDRESNTWVWETS, 7 RLA AT T MMdwebserver-
private (10.1.1.100) FBX U Servers-public (192.0.2.100) FICRETN TV E T,

!- E1/L E1/3 !F

192.0.2.250 10.1.1.1/24 £1/2

E
10.1.1.100:8080

UFDONATBEUOEF 2T 2 )=V T 7 AT T+ —IVTRKESNTWVWBRHREND D ET,

rkir minist r's | jon 250 ©20 alo ) )



Original Packet Translated Packet
DESTINATION | DESTINATION SOURCE
NAME TAGS SOURCE ZONE | ZONE INTERFACE

ADDRESS | DESTINATION ADDRESS | SERVICE | SOURCE TRANSLATION 10N
Dst NAT-webserver | none P& Untrust-L3 | [P Untrust-L3 any any 2 servers-public any
Source Destination
NAME TAGS TYPE ZONE ADDRESS USER DEVICE ZONE ADDRESS DEVICE APPLICATION SERVICE ACTION
universal R Untrust-L3 any any any 7\ Dz 2 Servers-public any web-browsing | any @ Allow

show session allClI OV RAERMH LT, ZHEHERLFET,

85 NAT Ol — 1 2o v ¥ 5
CORITIE. 1DDIPT RLADN 2 DOBRZZNEHRA MY ETENTVET, 774
TOr=)VE, TV T—=avEFEHLTC, T7A 79—V NTT 1w T RHEET B NER
FRA 2RI LE T,

DST NAT: 192.0.2.100 t0 10.1.1.100 Dst Port 80
192.0.2.100 t0 10.1.1.101 Dst Port 22

Untrust-I3 Trust-13
- El/L E1/3 :F—1
- 10.1.1.1/24 £1/2 —
192.0.2.250 192.168.1.0/24
DMZ =
E 10.1.1.101
10.1.1.100

FARTOHTTP F T 70w 7. FAF 101110011 EES N, SSH b T T 0w Z3Y—I3—
1011101 ICEEENE T, LUFOT7 RLA TV 7 FHBWRETT,

o Y= N—DZHHET IP 7 FLADT RLA A7V 27 b

© SSHY=N—DEED P 7 FLADY RLA ATV 2o b
© Web Y—=N—DEED P 7 FLADY FLA AT Vx7
Mg 27 FLA ATV 27 FIMERENE T,

* Servers-public © 192.0.2.100

* SSH-server © 10.1.1.101

* webserver-private : 10.1.1.100

NAT JV—=IVIELL R DX SIS D 9,

% Original Packet Translated Packet
DESTINATION | DESTINATION
NAME TaGS SOURCE ZONE | ZONE INTERFACE

% | 8§

Dst NAT-webserver | none & Untrust-13 & Untrust-13 any any 2 servers-public

Dst NAT-SSH e [P Untrust-L3 [P Untrust-L3 any any 2 servers-public R
Piva APDESICHEDE

E—

FaV 70 b—)IVELLR ICIEDET,

Source Destination

NAME TAGS TYPE ZONE Ik ADDRESS USER DEVICE ZONE ADDRESS DEVICE APPLICATION SERVICE ACTION
uuuuuu ersal = Untrust-L3 any any ny A DMz (2 servers-public any web-browsing | any @ Allow
universal & Untrust-L3 any any any A DMZ 22 Servers-public any sh any @ Allow

OS® N
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NI L

EETC NAT &5E5%E NAT O]

COFITIE. NAT IV—=)UIc & D, 2947V b Y —N—[T/8y FOREETIP T RLAE
e 1P 7 RUADHITHEBENE T,

o EETCNAT — Trust- L3 V=D 7547 2 "5 Untrust-L3 V=2 DH—IN\—=~D/7 v |+
DFEETLT LA, 2w FT—27192.1681.0/24 DTF5AX—=K T RLANET 7 AT
T —=IVOHNA TV RZ—=T A ADIP 7 KL A (10.16.1.103) ICBEnNET, XA F3Iv
7P BLXUOR=FEHUCKD, R—FFSEEHINET,

o HFEENAT — 2547 Y I ST —IN—ADT y FDFEET RLAE, —1—0D/7 1w
77 RLA (80.80.80.80) WHHY—IN—DSFA4AX—F 7 RL A (10.2.133.15) ICEHE
N9,

| SRC NAT: 192.168.1.0/24 to 10.16.1.103 |

| DST NAT: 80.80.80.80 to 10.2.133.15 |

Untrust-L3 Trust-L3

E E1/4 |
- — VLAN !
10.2.133.15 !!

10.16.1.103 —
192.168.1.0/24

Hase NAT FIICA RO RLA A7 RAVERRENE T,
e Server-Pre-NAT @ 80.80.80.80
* Server-post-NAT  10.2.133.15

IFDAZ V=2 3w M. TOFIOREET NAT R >— L5655 NAT R o —DRE
ZRLUTWVWET,

MNAT Policy Rule 6]

General Original Packet Translated Packet

D Any Destination Zone Arr_v D Any
[ | source zoNE ~ Untrust-L3 ~ | [ | sOURCE ADDRESS ~ [ | DESTINATION ADDRESS ~
] B Trust-L3 ] @ Server-Pre-NAT

Destination Interface

any ~

OS® N
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MNAT Policy Rule @

General Original Packet Translated Packet

Source Address Translation Destination Address Translation

Translation Type | Dynamic IP And Port

Interface Address

erface | ethernetl/4

[[J Enable DNS Rewrite

TR A1cid, CLI a< > K show session all filter destination
80.80.80.80 I LEd, VI 7V FDT7 RL A 192.168.1.11 1% 10.16.1.103, %
FGAT Y RDR—FESIFEDR—FBSICAHINE T, 56087 L X 80.80.80.80 1
10.2.133.15 Ic & n 9,

IN—F- v )L T A Y —DEETT NAT DO

KAz kxy 8T—2"7 7 47 5 —IVORET A YIEEICIE. T2 RFN1 RCEBIIC
Y2 T oM TZLOSFENEGENTOET, N—F )L ISV —CREINTA
RZ—T 2 A A NAT ZRETHTEMTEEXT, IXTD NAT 2417 GEEIC NAT (XA
ST, BAFIvTIPBEUR—F, AXxT v 7)) &5 NAT) ZEHTEET,

IN—F %)V TANY—DA UV E=T AR IP T RLADE OB TENTWERWZD, IPT R
LAZRAVE—=T2AADIP 7 RLAICEHT L LIZTEERA, IPT LA T—IL&RE
TRRENRHD ET,

IN—F V)V TAXY— AV EZ—T A4 AT NAT ZEITTIBEE. BT TN, ANEET S
YTy b ERBRELZY T Ry MOEELT RLAEERT 2 e eBEidLET, 7747
T —)UiE. NAT 7 RLAD ARP Z7aF T LEEA, N—F v )L IV — E—RT/7ry
N2 51iE. 7Y TARNI—LBLUORT VA RN) =L ) —RZ—T@y)ix)V—741 27
MREENTVBRENRH D ET, MiHET BT /31 RAE. N—F v )L TV —D& 5 — /70D
DT INA ADA VB2 —T 2 A4 AAFAET B IP 7 RLAD ARP U VT A DR ERRTEF
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9, 2001:DB8:100 D ND WA VU Z—T 2 A ATHRHENS & 12 ALY FOMDTINA A5
Ty RDBERENEL K120, T7A 7 U+—=)Vid 7 aF V#EiEICHE DV TNy R REER
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NPTv6

LET, FDD47ASE: 100 NDZEWMTE T Uic b, T 7 A7 T4 —)Ud/ Ny e trust S
BELET,

NPTvé D NPTvé ZHaD |

C DOfITi. Original Packet 7t /3% v KD Source Address [i%{E7C7 R L AH
FDD4:7A3E:0, Destination [%85C]AY Any (W3 b ‘:"E‘éhflﬂi‘é‘ Translated Packet £
Hag 28w 0 Translated Address (2 #11%% 7 R L A& 2001:DB8:0 ICERESNTWVE T,

Z Dz, EETLH FDD47ASE:0 DIEE/N v BliE 2001:DB8:0 ICEHENE T, v hTU—
TDGEST LT 1w 7 AW 2001:DB8:0 DZAZ/87 w M, FDD4/ASE:O ICEBENE T,

ND T a3 AN—=IEHEI NG

COBITIE. 774774 —)VOBFRICKA NEBITFH 1, 2, SORAMDDO XS, INH
DRAIDTL T4 v IANT 7 AT I+ —)VOERBRICH DT LT 4w 7 ACEHEN, 7KL
ADKA NI ED SRV, ZNEDTINA ADKRA REATFE 1. 2, 31k
B0, BE%T RUADEHFEOTNA ZIZE L, 7 RLADBHENFRELE T, EHIT SR
R ERHIF OS2 BhEEd STz, NPTve TIEND Fvwialcdh 7 FLRARZERENF S

Poo

rkir iinistrator’s ( ion 265



NPTvé R > —DIERK

CDRATIE, 5 IPvo HHEESRZRID [Pvo HEETRICARLIT 2 X 512 NAT NPTVvORY & —%f
KT BGEICETLET, TOXATORHEEMIELTOESICEZD T,

STEP 1|

STEP 2|

Pve ZAIMCLET, [T R >y b7y T >ty ig V] Z8RUE T, Edit [fRE~Z
71w %7 L. IPv6 Firewalling [IPvé 77 A 7 4 —)ViE ) EIR L E T,

BNz IPv6 7 RLADD D, IPv6 WEINCIZ>TWE LA Y— 3 Ethernet £ X —T = A

R ELET, Network (v b7 —7) > Interfaces (- > Z—7 = A X) > Ethernet (-f —
P2y B DIEISGERLTA Y Z—T oA A% L, IPvé X7 C. Enable IPv6 on the
interface (f > X — 7 =14 ATD IPv6 DEFNL) ZER L F T,

NPTvS TldtF oV T MR EI N nWzd, v bT—7 3250 KU —={ERL
EJ N

EETOEH, S, E I FOWMARITOINE I ERELET,

NPTv6 R o —7iliffl 9 %Y — Vi LE T,

TED IPvé T T 4w 7 A IPve LT 0w 7 AigELET,

LW NPTV RY & —Z L £95
1. Policies (KU =) > NAT DJEISEIR LT AAd GEIN) Z 27 Vv 7 L& T,

2. General [2f%]Z 7 ® Name [&HIIIC NPTvé RY — JL—IL D7 D 93T Wiz AT
L%,

3. ({L:%) Description [N&|& Tag (#7172 AJILE T,

4. NAT Type [NAT ZA 71& LT, NPTv6 Z3ER L £7,

ZAZIw FO—BIEER IR LE T, IR TORMERTZ3 73w M NPTV Z2Hh3 i
HEnxd,
V=&, WD RA T DEBIHEETT,

1. Original Packet T/ k) 27 . Source Zone (E{E7TY —) % Any (3XT) D
FEICT S AAdCEM) 227 Vw7 LT, R Y—=lEHT 5 EETY—>"ANL
IS
RV o —%5H T % Destination Zone [585tY — > 17 AT LE T,

({T:7%) Destination Interface (5651 > 2 —T = 1 A7 E R L X T,

({T35) Service (Y —UY X)) ZiEIRL T, 215 %/87y b ZATZHIBLE T,

EEITCEH 2175 6. Source Address GEfEC7 RLA) ZAJIT 5D, Any (W5
nh) EIRLET, c_0)77 RLAWE, 7RLA ATV 7 MCEDHA[EENH 0 F
9, Source Address (%{Z7C7 KL &) & Destination Address (5857 B L A) Ici&, L4
TOHFIMEHENE T,

* Original Packet (JTD /3% v ) & Translated Packet (#4537 v ) O Source
Address (£S5 C7 R L A) & Destination Address (5657 RLA) D T LT 4w 7 X
&, ooomoooc:/yy DIERICT BREBNH D ET, 7720, TLT 1w 7 ADSHED
Yol Ray 7EnEd,

AR
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© IPvo 7 RLRIRA Y Z=T oA i+ GRAR) BinZERT S L3 TEEE
Foo

s Y R=FEINTWVWB T LT 1w 7 AEDHIPHIZ /32 ~ /64 T,

« Source Address 3%{E7C7 R L A& Destination Address [565¢7 R L A Difi 5%
Any (W3 NH bf_&i@‘% CELIETEEEA,

6. REILEHZITO 5 z%w; U T Destination Address [565.7 KL A2 AJJT&
N 57|15'E7Wﬁ%ﬁo ey, Destination Address (5857 R L ANEWAETY, (7R
LA ATI27 FHFFA[ENS) 58587 RL AWK, 272D IPve 7 R L ADHIF Tld 7%
o 2w bRATTHRINEZRDFEA, L T70 w7 AL /32~/64 DWTNHD
ETHHLEND D ET, il : 2001:db8:/32,

STEP 3| ZHAFHINTy bR LE T,

1. Translated Packet [ZHu5H/ 8T v M Z T T, EETLEEETT S 5E1E Source Address
Translation [E(ETLT R L ADZH Y 7 > 3 > D Translation Type [£#14% 1 7IC Static
IP[RZT 17 IPIZ#EIRL X9, RETEHZ1TDRWEEREIE, None [72 U172 538K
L%,

2. StaticlP [RZT 1 v 7 IPIZER L85, Translated Address (2117 KL A7 1 —
JWENERENE T, B IPv6 T LT IREREIT RLA ATV v AN
LET, BiOFIEICHEHEIN TV ABHFIZSIBL T IV,

T7AT7 I+ =)D untrust £ >V Z—T 2 A X7 RLADT LT 1

¥ 21275 % Translated Address [Z5H11%7 RL AR RET R & ”
BEIDHLET, 72X, untrust 1 2 Z—T 2 A AD7 RLAN
2001:1a:1b:1::99/64 O35, Translated Address (2157 R LX) %
2001:1a:1b:1::0/64 1\ LE 9,

8. (5 WS d 2 NPTvo 2% 3 2 Z D R 5 mic 1ER T 255, Bi-
directional (A{77 1) 28R L £95

Q Bi-directional [})7 ]2 17% HNC S 55581, WHHD NS T 0 7%
HET 2T 2V T2 RU—)L—)UHRESNTNEZ EZHERELTH
SRERHOET, ZOXI R —)IL—IVBREENTWiEWVE., Bi-
directional [XU)7[]Z2H#IC & > T8y RDBAT AN HEINICZ I NS X
27D Fd, THIERTZEMELITFRED X7,

4. gEseZEar T 5 4. Destination Address Translation [985c7 R L AZ5Hu | 2 88R U %
9, Translated Address (#1147 KL R) 74—V RTT7 RLA A7V 7 b 7EIRT
L. WNEsEhe” RLAZATILET,

5. OKZZ7VUw 7 L%ET,
STEP4| NDP 7aF v ZHELET,

T RLADONDP 7’BF T e L THNET AL T 7 AT I+ —IVERETDHE, T7A47
YA — VA N—R (ND) @HIZEEL,. 76D ND B (77 A4 77+ —)LDis
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BICH DT INA RITEH DY TENTZ IPv6 T LT 0w 7 AD MAC 7 RLADER) IThEL
ECN

1. Network (*v k7 —7) > Interfaces (- > X—7 .1 X) > Ethernet (- —Y 3w ) %=
HIRL, TBIKA U/ R—T 2 A AZEIRLET,

2. Advanced (3 £#ll) > NDP Proxy (NDP 7’'123-3/) 27 "C. Enable NDP Proxy (NDP 7’113~
OAEME) ZER L, Add GEN) 227V w7 LET,

3. NDP 7aFvZaMcT % IP Address(es) [P 7 RL A Z AN LES, chucld” KL
A, 7 RLURHEP, £ LT IR T LTI w2 AERANLES, IPT RL
ADNEFRIIRD O F A TNEDOT KL A NPTVS RY & —Ti € LI ZHi% 7
RLAEFRUCICIE> TWA T ENHENTT,

7 RLANY T 3w bDH, NDP 7aF 3T 7 3y hOTXRTDT R
VRARIGET B e, ROFIETHHENTOE K SICZDY TRy b T
Negate [fES[NEREN TN B R A/N—2 Y A T Z0ENH D XTI,

4. (T2 NDP FadFvZEc Lk 1 DL EDOT RLAZ AN L, Negate {5 %
BIRLET, 2223, BiOFETREL IP T RLAHFHE G L 70w 7 A
D7 RLADXO/NE YTy N Z2BNTEXET, 7747 T+ —I)IVDXAIN—D
7 RLARZERNT B e EHBHDOLET,

STEP5| &% Commit (A3Iv k) LET,
OK. Commit(Z 3 F) DJEICZ Vv LET,
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4% paloalts

TECHDOCS

NAT64

NATO4 1E. IPv4 2y T —27 L DBEZHEFFLDDE., IPVOICBATTE S HIERREL %

T, PV DXy NT—=T M5 IPvd 2y T —27 L3BEZRITOREND D55, NATOA Z{d
AU TEETEICMmRET RLAZ IPv6 hD IPv4IC, HEWIEFDOMICEHL F T, NATLA
TlX. IPV6 754 T S IPvA T —IN—A\DT7 7t A L. IPv4 75472 "5 IPvé H—
IN=ANDT TR ANHENE T, NATOA ZEET SR, NAT ZEEL THB I LENH D X
ER

o NATOADWIE

o [PvA DESDIAENTZ IPvo 7 FLA

o DNS64 H—73—

« Path MTU Discovery

o IPvo MBI E NS IEE

o IPvo MBBIEE NAIEEIC NATOS ZREE

o IPvA D BBIRE NS EISIC NATOA ZREE

o« R—=FEHZMNES Pv4 D ORIIRE NS \EEHIC NATOA Z25%
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NAT A4 DR

a7V Ry R T—2 DT 7 AT F— ) COREONATOAZ A R E X% T, &
NW—TE, 2D0 1P 7 RLA 77 VMG RZEEZITONET,

o T7ATTF—)UEIPve MO ENZ (S DIDICAT— T )V NAT64 ZHR—F L,
BED P67 RLAZ1DDIPvA 7 RLRAICS Y T L, P47 RLAZHERLET, (1D
D IPv6 7 RLRAZ%Z 1 DD IPv4 7 RLAICR Y 95728, IPvd 7 RLUARZERE LRV A
F— kLA NATAAITIERIS UER A, )IPvé B BIEE N BI(E1C NATAL #RE

s T7AT A —IVE, IPv4 T RLRAER—=FIESZ IPv6 7 RLAIIR W I BEHNA
T VT HHLT, P4 ICKoTHIBRENSEBEEZTR—FLET, P4 DEREENS
WSS NATOL il F Tz, IPvA 7 RLAER—= " BESEEBOR— N FESZ2FD IPve 7 R
LAICEH T ST T, EDELD P T RLAZRRT A2 R—FESHIELYR—FLT
WET, R— NEHEMES IPvd D SRR NS BE IS NATOA 2 ERTE

H—0 IPv4 7 RL A% NAT44 BEU NATOA THATEE T, NATOA DARDGEL IPv4 7 R
LADT =)V ERFHFLEE A,

NATO4 W&, LAY—3 AV RZ—T 2 A A, Y TA UV EZ—T A A, bRV AVE—=T AR
ETHB@EI L9, Palo Alto Networks 7 7 A4 79 4 —)U T NATO4 ZfH LT IPvé6 THEE 3815
EIFHIiE, Y—FRS—F ¢ BN H—3N— F 7213 DNS 7 TV BEREZ NAT #EEED 5 57t
T272DDVY) 2 —2 3 YIIRETT, DNS64 Y—3—1&, B DNS —N\—h5Z{E L1
IPvA 7 RLAZ IPv6 RARD IPv6 7 RLAICZYA—RTBT LT, IPv6 RARBXT P4
DNS B—N—%ZEH LT,

Palo Alto Networks (&, XD NAT64 BEEER Y R— R L TWE T,

e ANTEY (NATUZR—Y) , B, EKETCT VLT 4w TR 64:/n DA NI 2 R Py
Iy R EITRTRAY T3 T, NATAA BIANT E Y IL— TR EE T,

o REC AHTA6ITHED TCP/UDP/ICMP 28w REB XU T 7 AT O+ —)Wic ko, 770 r—
vaYy L\ WA =T A (ALC) ZEHLEWMEDO Y0 h )V EREOETEHLET,
BIZIE., T7A77+—)Uid CRE )N b BT EE T, TOEHITIE, NAT44 EJEIC
HIRAH O F£9, PIOFIHIB LT —% Fy Vs Fa ka)VHD ALGC BEWEE. Y
R—2 v I T 4w D70 —=%T 7 AT T+ =)V LI OATEEEN D D 9,

o RECABBAIIED . TTDT—R TSI T4 —IVRD ICMP EBHD IPv4 X T IPvé BDZE
i,
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Pvd DHESDIATE NI IPve 7 F LA

REC 60520 IPvd/IPve 8T AL—2D |Pvée 7 RL YV ZICEBRENTNS EHD . NATHS &
IPvad MEEDIAE Nz IPv6 7 RLAZEHLE T, IPvd BMSIAE Nz IPve 7 FLAK, TV
I—RENZ32 Y bD IPv4d 7 RLAZEGT IPv6 7 RLATY, IPv6 L 74w 7 AE (K
TP F. XDOKSIT, IPv6 7 RLANDEZIC IPv4 7 RLAMNIZYOA— RENTWVSEDH
WL E9,

+——+——t——F——aF -ttt
PL | Q-—m—mmmmmmmmmmmm e 32-———40-———48-———56—————64————T2-———80-———8B————96————104————m e

e S T S s T S

32 prefix v4(32) u suffix
+-——-—FrFrFrr-F—-—-—F——-—-F— -+ —+———+
40 prefix vd (24) u (8) suffix
+-——-—FrFrFrr-F—-—-—F——-—-F— -+ —+———+
48 prefix vd (16) u (1) suffix
+-——-—FrFrFrr-F—-—-—F——-—-F— -+ —+———+
56 prefix w4 (8) u vd (24) suffix
+-——-—FrFrFrr-F—-—-—F——-—-F— -+ —+———+
64 prefix u v (32) suffix
+-——-—FrFrFrr-F—-—-—F——-—-F— -+ —+———+
LT3 prefix vd (32)

e S T S s T S

T7AT T+ =)V, /32, /40, /48, /56, /64, BXTU /96 BTy FHIC, chbsDy

LT 4w 2 AT 3EHEYR— L TWET, B—DT7 747 I+ —)VdEROT L

T4 I A R—FLTWVET, & NATSA IL—)VE—DD TS LT 4w 7 AREHLEST, 7
LI74w 7 A&, 7TRLA FI Y AL—% (DNS64 TINA R) ZHlfHId 28R LT —5
Iy NI—=VEHEDT LT 4w 7 X (NSP) H2EWVIEBEHIDOT LT 1w 7 X (64:FF9B:/96)
ICT BT EMNTEET, WH. NSPIZHEED IPvé LT 0w 7 AND IRy hT—7I12750 F

o DNSO4 TINA RZEH. U 74— IVRBEXOY T v 7 APOicRELET, 7747
Tx—=IVEINEDT ¢+ —)V RZHHEL X T,
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DNS64 HP—73—

DNS ZfiH T 20BN H O, 1Pvo BRI E N5 0ERMEH LT NAT6A B2tV 20
. BT L 740y 7 ZAHB0E NSP 2o Ty b7y TENTY—R—F 0 D DNSH4
Y—IN—=H B VIEZDMD DNS64 B 2T 208N D £9, IPv6 RA MDA VR —Fw
F ED IPvA KA FHZNDNE R AL ADT 70 A%k H B, DNS64 Y—N—hVEH D
DNS U —N—IZ 7TV ZEEL. RAMRICIvEYTENT IPvA 7 RLAZRDFET, DNS
P—N—1d, ZORAMEHD IPv4 7 RLAZEEZE DNS64 Y—N—Ic7 RLA La—Fk (A
La—FR) ZRLET,

ZHUTIS U T DNSO4 Y—N=1Z IPv4 7 RL A% 16 EEICERBL, L 70wy 7 AEICE DN
THHATE LS5y b7y TEN#EYZS Y b D IPve TL T4 v 7 X (BEHIOT LT 1
TJABHBNENSP) NeZ>a—FL, ZORER, Pva DS IAE Nz 1Pve 7 FLAEIRD E
o DNSO4 T —3—=1Z. IPv4 DHIDIAENTZ IPv6 7 RL A% IPv4 RA REANER Y EVFT
% IPv6 R A BIT AAAA LO— RZXRELFET,
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Path MTU Discovery

IPvoE T I T X MEENT Ty Y R—F L TWaEWzYD, 77477 4—)Vid 2 DD
FRZHHL, N7y b TS0 A Y M2 =—X &5 LET,

« DF (don't fragment) B kML OD Pv4 I8y BT 7 AT T+ —)IVHEHT 5 L1009
T, BEEVKEZETZEZ/INT Y NET7ATI+—)VCT I TAY MELTE B WD
ML POy W 2T ST A MELGEWZS, 77 A7 74 —)UD IPv6 %y KT —72
Sy v 2750 A MELiaWZ EZ2EM®RLET (L) . 20RO, 77
AT —)VINEEIZT ORI IPv4 28T N 2T 57 A2 MET BB DR/ A X %&3%GE
TE %9, NAT64 IPv6 Minimum Network MTU (NAT64 IPv6 /v v k7 —7% MTU) Ofid
MZORETHO ., REC 145 [P/ICMP 23177 )L ) ZINCHEHLL THE 9, NAT64 IPvé
Minimum Network MTU (NAT64 IPv6 i/t b 7 — 27 MTU)Z i KIEICERE (Device (7773
A A) > Setup (LY 7w ) >Session (v >3 ) §5ZET. 7747 T4+ —IUA IPv4
Iy BB IPA ISR BEIC. FNE IPVvE DN A RICTS T AV METES K5I
%0 %EF, (NAT64 IPv6 Minimum Network MTU (NAT64 IPvé6 /%y k77— MTU) i&
AVBE—T A AMIU ZZEELEFEA)

s TT7ATIA—IMNIT S TAYT—2arz2@mbTdIcflid>E 5 —DDN1EE, Path MTU
Discovery (PMTUD) T, IPv4 hSEIRENSEETIE. ZHEORRD Pv4 287 MDY DF
Cyw hERELTED, TOHHNAVEZ—=T A ZAHD MTU B3y R XD E/NE WV
G T 7AT T F =)V PMTUD ZEH LT3y b2 Raw 7L, ICMP  [Destination
Unreachable - fragmentation needed] X wt—I %k EIR L E T, EKETEZ D58/
DIRAMTU ZI5 L, SAMTU ZS L TW T TNy hZRETES L SICEDE
T, N7y hEEIRELE T,
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Pve S EIEE NS E(E

T7A 7 74— VAT T IPv6 D HSRIBENSEEIZ. IPv4 b ROy —IcBiF5 Y —A NAT
ERFRTY, IPv6 RABDY IPvd Y —N— LT 2R END B55131Pve DB RIGE N 5055
FAIC NATOA ZREL R T,

NATO4 RY & —)L—)UIC T, 7eDYV —A% [Pv6 RA N 7 RLAH B W& Any (TXRT) &L
THRELFET, 505C IPve 7 RL A%, DNS64 Y — =AMl T 5 NSP H B WIE B0 7 L
T4 T ZADNWTNMICRTELET, Ob—)V TSR IPv6 BT RLAZRELETA)

DNS ZfiH T 20 ENDH 551, DNSod U — =2 LT, IPv4 DNSO TA] #HR7%
NATOA LT 4w 7A=Y ENTz TAAAAL FERICERT 208N H D F9, DNS Z{Hif
LEWGEZ. REC 052 DIV—)VIES T, 77 A7 T4+ —)VICREI NI IPva 58587 R L
AL NATOL T LT 4w 7 ARG L TT RLUAEERT 208 H D £9,

DNS ZffiH 9 2B TIX. O hRa Il DNS64 Yr—N— L DEEZRLTVE
Fo DNS6A H— N—hV RFEC 6052 ICHEMLT 2RI T LT ¢ v 7 X 64:FF9B:/96 &
BW0NERY FT—ZEEDO T LT 4w T ARMEHTE K ICHRET HZRENHD £
(/32, /40, /48, /56, /64, BHBWIE /96) »

AT — R T)VNATOA ZREET BT2DI1E, T 7 A7 T+ —IVOEBEOM TER R A TH
Dynamic IP BEX T Port TRTFNEZEZD T Ao BERDEEITLT FRLAZT 74774+ —)V I
DODHNA YV EZ—=T 2 AZXD IPv4 7 RLAE L TRELET, 8B T7 c— IV RIERELEE
o T77AT 4=V, ETI—IVOITDFENRT RLRAICEENZ T LT v 7 ZAEZ DU
T RICFDT VLT 4w T AEDE, TaA—RENZIPvL T RLAZRAINT Y RN Yy
NANDITEDGESE IPv6 7 RLANSHIE ST 22 8T, 7 RLAZEEL T,

T7AT T+ —=)Uid NATOA )V—)Ve BBRHC, W— R D)y 77w TRFEITLTA 2 INT

RNy D5 F 2V 70 V=V ERDIZHENHOET, 77474 —IUH NATHS
TL T4 IR —T 4 VT TEBEIICL TR AL RS, A5 — 2 0HE D YT

U TNATOL LT 4w ZACEETER XS I LTI R0 ER A 77 A7 T 4+—)V
W NATOA TL T4y 7 A %TT4)IVE Jb— NMTED Y TS, ZNHDIL— NDEE LRV
DI NATOL TL T 4w I ARy I3l HOET, HHAVEZ—T A ABIC
V= CEEM T SNV —T 10 T —TIVOFIC NAT6A T LT 4w 7 AN ENWT8, T 7
AT T F—=)VIFH = EHELEE A,

Fle, bV A RZ =Tz A A FIREOKRWED) LRETLIHENDH D F I, NATEA T
L7 4w 7 ARG 5 IPv6 b T T 4w ZHIELWEREY —IcE DY To5Nn5 K91, b
YAIT NATOL T LT 0w 7 Rzl L, #Y)ayY =z @A LEd, hrxicid, o
T4 T NATOL V=) & =B LIaWIGHE. NATOA BUAREZEH LT IPv6 8o 70w I %
Ray 792305850 %F9, 7747 74—V EICRESNTIV—T4 27 7 ba)lid,
W—T 4 V7 T—=TIVHND IPv6 T LT 4w 7 ABSBIRU oY — >R RO, NAT64 )L—)b
AR E T,

KON, LR at 2T DNS64 Y—NN—NR 7= RE R L TVET, COHT
1Z. DNS64 B—IN—=RZBHIDO T LT 4w 7 A (64:FF9B:/96) ZHHT A XD ICEREIN T
F£9,

1IPv6 TRA RICWB I——h www.abc.com EWVS URL ZA ST 5 &, DNS44 Y—3—ITxt
LCx—LY—1—=D)by 777 (nslookup) HFEL XTI,
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2.DNS64 H—23—=H www.abc.com 289 28B8 DNS Y —3—IH U T nslookup Z3&(E L. IPv4
7 RLAZV T ARNLET,

3.DNS H—3—=1& DNS64 J—/N—=Ic A LOA—RZIRLTIPv4 7 RLAZEBIE L T,

ADNSE4 B—3—1F IPvs 2—H—IC AAMAA LI—REEEL. Ry MIED 10 #EHO

IPv4 198.51.100.1 % C633:6401 O 16 EHICEH L., ThEBEHHOD IPvé LT 14w 7 &

A FFOB:/96 ICHDIARE T, (198 = Cohex, 51 =33 hexs 100 = 64 hex, 1 =01 hex) ZD
FEER. IPvA DDA TENT IPvé 7 R LA 64:FF9B:C633:6401 I D £97,

/96 T LT 4w 7 AT, IPvA 7 RLAM IPv6 7 RLANTIZYd— RENEEEZDIDD 8
Ew MCEDFETOTTHERELIIEEY, DNSGL Y —I3—h /32, /40, /48, /56 BB /64
TL T 4w 7 AREHT A5, IPv4A 7 FLAE RFC 4052 TrREaNTWAEDICTYa— R
ENnFE9,

uuuuuuu

uuuuuuu

BN ARTRZ1T O BR. IPv6 KA MEBEB D IPvé £E87 RLUABX TSN IPvoe 7 KL
A 64 FF9B:-CA33:6401 (DNSH4 —N—MK LT=E D) HEL/NTry N2 T 7 AT I+ —)b
WOEELET, 77477+ =)W NATOA )L—)UITHTDNT NATOA BP0 E T,

ssssssssss
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Pvé M HRIIEE NAEEIC NATOA 3%

COREVEHEBLURT RL R, Pvo B E N @RI o L TWET,
STEP 1| Ipvo ZBIMEL. 7747 T4+ —)V ETHEITEET,

1.

Device (7731 A) > Setup (2 k7 v 7) > Session (2 3 ) ZiER L T Session
Settings (2w ¥ a VikiE) ZMhELE T,
Enable IPv6 Firewalling (IPv6 7 7 1 7 7 + —)LOARNL) ZBHR L £ 97,

3. OKZZ7Uw 27 L%,
STEP2| IPv6%Ese” RLAHDT LA A7V b2ERLET (ZHRT) .

1.

Objects (472 7 k) > Addresses (77 RL X)) ZER LT Add G&N) =z27 Vv 7 L X
ER

Z 77 b® Name (%450) Z AT LET B : naté4-1Pv4 Server) o

3. Type (ZA ) IZDWTIE IP Netmask (IP %y < A7) Z#IR L., RFC

GOS2 ICHEL U Ty RRAVZPED IPve6 T T 0w VA AT LET

(/32. /40, /48, /56, /64, BBWNIE /96) o ThHUE. DNSOA H—R—THRELT=
I FIT—=TEEDT LT 4w I ABHEZWVEEEHIOT LT 0w 7 ADNT MR F
CR

HIZAE, 64FF9B:/96 EASILE T,

EEILBXTGREDORY FYAT (TLT 4w 7 AE) MEUTH20E
NHHET,

(T7AT7 94+ —=)VET L T4 v T AEICHEDE, ATV Ry McaEh5
TEODIEIE IPv6 7 RLUAD BTy a—REN IPvd 7 RLAZRME T %728, 52875%0
W7 RLABASITRCLIEH0DERA, TOHITIE. AT Ry oS L
T4 7 AN C633:6401 D 16 #EE (IPv4 98587 FL X 198.51.100.1) TLZYaI— K
TNE9,

4 OKZZVUw 7 LET,

STEP 3|

(T IPvo XETLT RLAHDY FLA A7V 7 Ffl LR (ZEHED
1.

Objects (A7 = 7 k) > Addresses (77 KL X) ZER L C Add &) Z#27 Vw7 LE
CR

F7Y 27 FO Name [#4ii] Z A1 LE T,

3. Type (ZA ) ITDWTIX IP Netmask (IP =y < X 7) Z3&EIRL, IPv6 RARDT R

LAZATLET (TORITIE 2001:DB8:5/96)
OKZZ7Vvw 7 L%,
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STEP 4 |

(T2 IPVAIRETLY FLARDY FLA A7V 7 F2IER L £9 (ZHIR) .
1.

Objects (7' x 7 ) > Addresses (77 RL ) 23R LT Add GEIN) Z27 Vw7 LE
ER

4717 O Name [%ii] Z AT LE T,

3. Type (XA ) ICDOWVTIE IP Netmask (IP v A7) Z#EIRL, 774774+ —)LD

4,

WAV RZ—=T 2 A AD Pv4 7 RLAZANLET (TOHITIE 192.02.1) o
OKZZVUw T LET,

STEP 5| NAT&A )V—IVEVERR L E T,

N

W

Policies (‘KU > —) > NAT DJIHICEIR LT Add G&IN) Z 27U w 7 L& T,

General (&2f%) X 7T NAT&4 )L—)LD Name (%451 ZALET Iz
X, naté4 ipvé init)

({T3%) Description (N&) Z A1 L% T,
NAT Type [NAT Z A 71& LT, nat6d =R L F 9,

STEP 6| JuDirEre KOsl fiiiE L9,

1.

6.

Original Packet (LD’ 37 F) IZDWTIE. Source Zone ((E{570Y — ) % Add (GENN)
Lm&s 3 (trusted V—VDEEDHZ)

Destination Zone (57— )2 L X9 (T OHITIE Untrust V=) o
({T-5%) a Destination Interface (565:1 > 2 —7 2 A A) HBWVET 74V (any (3

CRT) EERLET

Source Address (X{E7C7 R LX) 12DV T, Any (TXT) 23R, HD 0 IPvE R
ARFICERR LT RLA AT Y27 b Add GEMN) LE T,

Destination Address (5557 K L A) IZDWTIE. IPvé 585e7 RUARICHERR L=7 B
LA ATV 7 b Add GEIN) LE T (ZOFITIE nato4-1Pva B —r3—)

(1) Service (—Y X) Tany (3XT) ZEIRLE T,

STEP 7| ZEfaid Ny MaglztsE L& J,

1.

Translated Packet (#4553 v R) I DWW TIE. Source Address Translation (X{E7T
7 R L ADZHL) @ Translation Type (£424% 1 ) T Dynamic IP and Port (1) IP 35 X
UR—bF) ZEIRLE T,

Address Type (7 RL A ZA N IZDWTIE. ROWIT N EFEITLED,

 Translated Address (2211147 R L R) Z3# R L. 1Pv4 EZ{E07 RLARICER LT
RLA AT b7 Add (GEIN) LE T,

o BHBOEEITLT FLAMNIP T RLATHY, 7747 T+ =)Dy FXATMN
WAV 2 =T 2 A ATHZ5ED. Interface Address ({ > Z—T7 A A7 KL
) ZFEINLET, CNEBEINLZES. Interface (1 VX —T7 2 A A) ZEIRL, 1
VER—=T A AEBD P 7 RUANWD S5 EEEIC)HC T IP Address (IP 77 R
LX) Z#IR L £,

Destination Address Translation (67:7 K L A DZH) I3 KIBIROF FICLE T,
(T 7 AT T+ —=)Vi, NATOA IV—)IVDITDFEHTIRESNTWVWAE T LT v I AE
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WCHEDE, A VNIRRT FAD IPvé LT 4w 7 ADS IPvd 7 KL Az
LE9)

4. OKZZ7VUwZ LT NATO4 R — )= )L ERELET,

STEP8| b+ AV EZ—T A AEHREL., 128 LIND IRy "R T EBFFDIL—T N7 £
R—T 1A AZLTIaL—FLET,

1. Network (v k7 —7) > Interfaces (- > Z—7 =1 X) > Tunnel (> %)) %2R L
Thyx)L% Add GEM) LE 9,

2. Interface Name (- > Z—T7 2 A ZAZ) DWW T, 2 R EDBUEDORZ Fx2 ASTUE

ER
3. Config ((RiE) Z 7 T. NATOA ZEE L T3 Virtual Router (fRAH)L— & —) Z BRI L
e I

4. Security Zone (ZF 2 VU T4 V=) IZDWTIX. IPvd Y —N—D%a5eic BT 5 515k
V—UBBINLUET (Trust V—2) &

5. IPv6 X 7 T Enable IPv6 on the interface (- > X —7 = A4 A T®D IPv6 DH%NL) 73R

LET,
6. Add GENN) 722 Vw7 L. Address (7 KL A) T New Address (§ifi7 KL X) &R L
£9,

7 R L A®D Name ($471) Z A1 LE T,
(T35 b2V 7 KL AD Description (FifH) %2 A J1 L E 9

9. Type (XA ) ICDWTIE IP Netmask (IP v A7) ZEIRUIPVO LT 4y 7 AB
KOCTL T D AERANTILET (TOHITIE 64:FF9B:/96) &

10.0KZZ Vw7 L&D,

11. Enable address on interface (-f > Z—7 =14 A " T7 R L AZA%ZNE) Z 341 L TOK
IV I LETD,

12.0KZ7 0w 7 LET,

13.[OK| Z27 Uy 7 LT h RV ELET,

STEP 9| BHHTEBYV—YMHDNAT 8T 74w T2+ 2740 R —Z2EKL X
ER
1. Policies (AU >—) > Security (£ F 2V 7 1) Z3E IR L TIL—ILD Name ($%47i) = Add
GEM) LE9J,

2. Source (IX{Z7T) Z R L T Source Zone (X570 — ) 7% Add (GEIN) LE T (Trust =
EH o
3. Source Address (XE7C7 F LX) IZDWTIE Any (TXT) Z3EIRL F 97,

4. Destination (515%) 7% 3%#R L C Destination Zone (585 —>/) %7 Add (GBi) LE T
(Untrust 7% 33&4R)

5. Application (7 7V 77— 3 V) IZDWTIE Any (3XT) 23R L 9,
6. Actions (77 3>) IZDOWTIX Allow (FFR]) IR L E 9
7. OKZZVv I LET,
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JAT64

STEP10 | ZEZa3Iv FLE T,
Commit (v k) 27V I LET,

STEP 11| NATOA > a YD TNy a—T 4 VT H50VEMERZITOET,

> twvwigy ID DX/ <session-id>
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Pv4d W HRIIEE NAEEIC NATOA & 3%

IPvé ==K LT IPv4 D SEIIRE NSEEIE, IPv4 F R Y =BT 55858 NAT & [AkE
T, %5eiPva 7 RL A&, —R—DFR 1P Z2H (BE—DOZHTIlEaw) Ik > Toidk
IPve 7 RLAIC T LET,

T7AT I+ —)VE, EETIPvA 7 RLU AR RFC 6052 TEBSN TV AEHIO T LT 4w 7
A GAFF9B:/96 Iy A— R ULE T, BEEINI5E8T R L RIZEBRD IPvé 7 RLAIZKRD
F9, IPv4 D SBIRE N2 @EEOIAIN T T — A7 — A&, AT ) v 7 REBETE R,
V— U BERED DMZ V=V WNIZH B IPvb B—IN—ADT 7t AT 35T, D
FRBE Y —1F DNS64 Y—\—ZfEH L E B A,

IPv6 Server
DNS Server 2001:DB8:2/64

Original > Translated >
Src:192.1.2.8 Src: 64:FF9B::C001:0208
Dst: 198.51.19.1 Dst: 2001:DB8::2

198.51.19.1/24 ‘
[ EeaEETTENy ———— Pv6 Network

Untrust bmz
/ Firewall
NAT64 Gateway

IPv4 Internet

IPv4 Host
192.1.2.8/24

STEP 1| Ipvé6 ZHRMEL. 77 A7 U4+ — )V ETHBIEE £,
1. Device (7734 A) > Setup (2 k7 7) > Session (2 v > 3 ) Z3#ER L T Session
Settings (2w ¥ a VERE) ZWELE T,
2. Enable IPv6 Firewalling (IPv6 7 7 1 7 7 + —)LOGZIME) ZER L £ 9,
3. OKZZVUw I L%,

STEP2| ({15 IPv4 2%y RD DF By R RICRESNTVSEE (D, IPvé A7 w b

T I RA Y MELRWZDID) T KD 1Pv6 28T OGRS IPve %y R T —7

FHOIRZA MTU ZEiEL7ENE DI L TLET W,

1. Device (7731 R) > Setup (v s 7 v ) > Session (v > 5 ) ZFR L T Session
Settings (2w ¥ a VikiE) ZMhEL XTI,

2. For NAT64 IPv6 Minimum Network MTU (NAT64 IPvé6 /%y 7 —7% MTU), 77
AT F—)UM IPVOICEHIT B 7201 IPvA 28y b B2 TS5 XY MET B/ k
BEANLEST @i 1280~9216. T 74V ME 1280) o

@ T 7 AT T+ —)VDNEHEINC IPv4 )Ny "2 TS50 A MELGEWK S I
T B5DITE, MTU Z 9216 ICRE L 9, ZHLD IPv6 /3y EAVK T2
COMEZBEL WSS, 7747 74+—)Wd/ry beRay 7L,
SESICHETEIRWIEDIC T T T A MEDRETH % T & %739 ICMP
Iy R EFITLE T,
3. OKZZVw o LET,
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STEP 3| IPv4%E4e7” RLAHDT LA A7V 7 F2ERLET (ZHT) o

1.

Objects (7' x 7 ) > Addresses (77 RL ) 23R LT Add GEIN) Z27 Vw7 LE
ER

F 727 bO Name (%H0) Z AT LET Wl : naté4d ipdserver)

3. Type (ZA NICDWTIE IP Netmask (IP v < A7) ZEIR L. Untrust YV — 2N

4.

DI T7ATIA—IDAYE—T A AD IPv4 7 RLAZANLET, 7 RL R,
2w RRATEBH LW, /32 D3y bR DREHEHTEH0ERHDET, T
OFITIE 198.51.19.1/32 ZEHLE T,

OKZZ7Vw 7 L&Y,

STEP4| IPv6 REILT RLAHDTY RLA A7V 7 b EIERKLET (%) .

1.

Objects (A7 = 7 k) > Addresses (77 KL X) Z3R LT Add G&iN) Z#27 Vw7 LE
CR

F 77 O Name (%410) Z AT ULET Wl : natéd ipbserver)

3. Type (ZA 7)ITDWTIX IP Netmask (IP v h< X 7) Z3E IR L., RFC

4,

GOS2 ICHEL U T2y RR AT Z2FED NATOA IPv6 7 RLAZATTLE T
(/32, /40, /48, /56, /64, BB /96) o

FIZAE, 64FF9B:/96 E AT LE T,

(T7AT7 74—V IPvA EETLT FL A 192.1.2.8 (CO01:0208 D 16 #EE) TTL
T4 AT IA—RLET)
OKZEZVUw T LET,

STEPS5| IPv6%E5e” RLAHDT RLA A7V 27 b RERLET (ZH%) .

1.

Objects (472 7 k) > Addresses (77 K LX) 3R LT Add GEMN) Z27 Vw7 LZE
CR

F 717 F® Name (%50) Z AJIUET (B natéd _server 2) o

3. Type (ZA ) ICDWTIE IP Netmask (IP %y k< A7) AL, IPv6 H—

4.

IN— (FES) D IPv6e 7 RLAZEATILET, 7 RLAIKKIZ, v AT Z{H
F LW, /128 D%y hRATDHZHEHTZ2HENDH D T, TORITIE
2001:DB8:2/128 ZfiH L ¥ 9

OK%Z7Vw 7 LEJ,

STEP 6| NAT&4 )—IVEVER L E T,

1.
2.

3.

Policies (KU > —) > NAT DJIHITEIR LT Add GEIN) Z 27 VU w 7 L& T,

General (&%) X 7T NAT64 )L—)LD Name (%50 ZA T LET Wz
. naté4 ipv4 init) o

NAT Type (INAT 214 7 1& LT, natéd ZiER L F9,
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STEP 7| JeDiXEes K Usiselfmzdae LX 9,

1.

5.

Original Packet (7T /377 F) IZDWTIX. Source Zone ((E(S7TYV — ) 7% Add (&)
LET (untrustV —VOEEMNZWY)

Destination Zone (585¢YV — ) Z23# R L £ 9 (trust HEWVIE DMZ V=2V DGENE
W) o

Source Address (GE(E7T7 R L A) ICDWTIE. Any (TXTC) ZFEIR, H B0 IPv4 K
AMHDO7 RLA AT Y7 b Add GEMN) LE 9,

Destination Address (5557 K L A) ICDWTIE, IPVASESRDT7 RLA ATV 7 b "
Add GENN) LE 9 (ZDHEITIE natéd ipdserver) o

Service (Y — Y ) IZDWTid any (TXRT) Z3EIR L F 9

STEP 8| Zfuid Sy MalztaE L £d,

1.

4.

Translated Packet (ZZ#a55 487w 1) IZ DWW T, Source Address Translation (%{E7T
7 R LU ADZH), Translation Type (212 1 ) I T Static IP (§#19 IP) 23R L £ 9,
Translated Address (Z#11%7 R L ) 1DV T, TERR UIZRELOZEHBET RL A F
T b Tnatéd ipésource] ZIEIRLE T,

Destination Address Translation (5657 K L ADZ 1) I DWW TIE. Translated Address
(BH%T7 RLR) TH—D IPv6 7 RLA (7 RLA ATV 7 b (TORITIE

naté4d server 2) HAHWEY—N—D IPv6 7 RLA) ZEIRLE T,

OK%Z7Vw 7 LEI,

STEP 9| Untrust V=YW BED NAT 8T 74w 77T 5Fa VTR —Z2ERLET,

1.

Policies (KU > —) > Security (ZF 2 U 7 ) ZFEIR L TL—)LD Name (%) % Add
GE) LET,

Source ((X{57C) %K L T Source Zone ((A(E7CV —>) 7% Add (B41) LE 3 (Untrust
2R

Source Address (XE7C7 KL ZA) 12DV T Any (TR TC) Z3EIR L F 9,

Destination (5G5%) 7323 L C Destination Zone (5855 —>/) %72 Add (GBh) LE T
(DMZ %3380

5. Actions (773 3>) IZDWVWTE Allow (FFA]) 28R L £ 9,

6.

OK%Z7Vw 7 LEJ,

STEP10 | ZHEZa3Iv FLE T,
Commit (I k) Z7VUv I LET,

STEP11|NATOA > a DRI TNy a—T 1 VT HE50VEMERZITONET,

> show session id <session-id>
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— B HELES (Pv4 DS BIIEE N AEEHIC NATALA
7231

Pud BB E NGNS NATOA ZeiET B R AT T DR AT DFHFRICE D I H, 1P
v 8T =7 ZHlild 2. 8T v Zixside R — FEEZNERDOR— FhESICERT S
LT, T / /f/ T —)VOEETERW P4 lOZ—Y—D 55T 5 L2 IFRET, T
DOHFITIE, R—F 8080 MAR—1b 80 ICEMEINE T, ZD=dHIT, NATLA RY ¥—)b—)LD
®®mwmmum®w7/ka\m%$ F7 8080 & UTHRET 2 H LY —1C X E/ER
L% 9, Translated Packet (ZHEFIH /T v k) OGHE. ZHi%OR— &80 T,

IPv6 Server
2001:DB8:2/64

Original > Translated >
Src:192.1.2.8 Src: 64:FF9B::C001:0208
Dst: 198.51.19.1 Dst: 2001:DB8::2

Dst Port: 8080 Dst Port: 80 ‘

198.51.19.1/24

o —
IPv4 Internet -1 sy — IPv6 Network

Untrust bmz
/ Firewall
- NAT64 Gateway

DNS Server

IPv4 Host
192.1.2.8/24

STEP1| IPv6 ZEIMEL. 7747 U4 —)V ETHEITEET,

1. Device (7731 A) > Setup (v k77w ) > Session (2 ¥ 3 ) ZiER LT Session
Settings (2w ¥ a VikiE) ZMmEL XTI,

2. Enable IPv6 Firewalling (IPv6 7 7 1 7 2 +— )LOARE) ZEHR L £ 9,
3. OKZZ7Uw 27 L%ET,

STEP2| ([0 IPv4 2%y RD DF By R TICRESNTVSEE (D, IPvé AT w b

T TAY MELBRWEEDID) | TEHIED (Pvé 237w ROSESE IPv6 2y FT—2

OIS ZA MTU Zi#E LK 51 LT L7280,

1. Device (7731 A) > Setup (> k7w 7)) > Session (2 ¥ 3 ) ZiER LT Session
Settings (2w a VikiE) ZMmEL X9,

2. NAT64 IPv6 Minimum Network MTU (NATé64 IPvé6 /vy T —27 MTU), 77147
T A=)V IPvO ICEHIT BT IPv4 28Ty b T 57 XY MET S E0IVNA Nz
AN LET @ipE 1280~9216. T 74V RE 1280) .

@ T 7 AT T F—)VDVEHEINC IPv4 )8y " e 750 A MELZGZWE S I
T B5DITE, MTU 7Z 9216 ICRRE L 9, ZHHLD IPv6 /83y EWVK T2
COMEZBELTHWBGE. 77477 +—)Wd/ry bz oy 7L,
SESICRETEIRWIZDIC T T T A MEDRETH % T & 7%/”9 ICMP
Ny R EFITLE T,
3. OKZZVvw oI LET,
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STEP 3| IPv4%E4e7” RLAHDT LA A7V 7 F2ERLET (ZHT) o

1. Objects (A7 7 k) > Addresses (77 KL X) Z3FE R LT Add GEIN) Z 27 Vw7 LZE
ER

F 727 bO Name (%H0) Z AT LET Wl : naté4d ipdserver)

3. Type (XA 7)ICDWTIE IP Netmask (IP %y h< A7) 7 #IR L., Untrust V' —2ND
T7AT T+ —=)VDAVE—=T A ADXYy hRATVBXU IPv4 7 RLAZATILE
T, TOWHITIX 198.51.19.1/24 ZEH L £,

4 OKZZVUw 7 LET,

STEP 4| IPv6EETLT RLAHDT RLA ATV 7 bRERLET (£BH%) .

1. Objects (72 x 7 1) > Addresses (77 F L R) ZFR LT Add GEIN) Z27 Vv 7 LXK
ER

F 7Y 17 O Name (%) ZASTLET Bl & naté4 ipbserver) o

3. Type (ZA NITDWTIE IP Netmask (IP v < A7) ZER L., RFC
COS2 ICHEHL U 7=y DR AT ZED NATOL IPve 7 RLAZASILE T
(/32. /40, /48, /56 /64y BBWIE /96) o

WIZIE, 64:FF9B:/96 E ASTTLET,
(T7AT7 74—V IPVAEETLT FL A 192.1.2.8 (CO01:0208 D 16 #EE) TTL
T4 IR ETYIA—RLED)
4. OKZZ Vw7 L%ET,

STEPS| 1Pv6 3BT RLAHDT RLA ATV 7 b RIERLET (%)

1. Objects (A7 7 k) > Addresses (77 KL A) Z3#R LT Add GEIN) Z 7 Vw7 LZE
T

F 717 F® Name ($410) Z AT LET (B : natéd _server 2) o

3. Type (XA NIICDWTIE IP Netmask (IP v <R A7) ZASIL. IPvé Y—3— (%8
M) DIPve 7 RLAZANLET, TOHITIX 2001:DB8:2/64 ZFEHLE I,

EETBITSHEDORY FYAT (TLT 1w 7 AE) WEUTH % HE
NHH I,
4 OKZZVUw 7 LET,

STEP 6| NATOA )L—)VERVERRL F 9,
1. Policies (K1) 2—) > NAT DJIEICER LT Add GEIN) Z 27 U w7 LE T,

2. General (&) &7 T NAT64 )L—)LD Name (%450 ZASLET WA
X, naté4 ipv4 init) o

3. NAT Type [NAT XA 7 |& LT, naté4 ZEHRL £ 7,
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STEP 7| JtikfEreh X UsifclEiefiE L. Y — Y RAZElR L T Z BfAkD ATJR— hESIC
PREL &35

1.

© N oW

Original Packet (7T /3% ) I DWW T, Source Zone (%1271 — ) 7% Add (&)
LFET (untrust V' —YOEENZY)

Destination Zone (5650 — ) &R L £ 3 (trust HEWIE DMZ V=V DIGEDZ
W) o

Service (Y — Y ) ICDWTIFHFHD Service (—E R) ZFEINL £,
T —E X0 Name (%) (Port 8080 % &) ZAJILE T,

TCP 7% Protocol (710 F)L) & U CEIRL X9

Destination Port (505 R— F) I DWW T 8080 ZA ST LE T,
OK7ZZ Vw7 LT Service (—ER) ZIRIFLE T,

Source Address (GEIE7T7 RLA) ICDWTIE. Any (TXTC) ZEIR, H B0 IPv4 K
ZARHOT7 RLA FTY 7 F Add GEAN) LET,

Destination Address (657 K L A) ICDWTIE, IPVASESEDT7 RLA ATV 7 b "
Add GEIN) LE 9 (TOHITIE natod ipdserver) o

STEP 8| ZEfaid Sy MalztaE L J,

1.

5.

Translated Packet (Z #4553 v R) I DWW TIE. Source Address Translation (X{E7T
7 R L ADZH), Translation Type (14 1 ) I C Static IP (5419 IP) 23R L F 9,

Translated Address (£#1%% 7 K L ) IZDW T, 1ER LT3R ELOLE % T KL A 4
TV b natéd ipbsource] ZEHRLE T,

Destination Address Translation (857" K L ADZ ) I DWW TIE. Translated Address
(BH4%7 RLA) TH—D IPv6 7 RLA (P RLA ATV 7k (TOHITIE

naté4d server 2) HAHWEY—N—D IPv6 7 RLA) ZEINLE T,

T7 AT T+ —=)VHIST V) w ZIssiseiR— N BSOS BT T A X— F a5k
Translated Port (2115 A R— R BEZIEE LE T,

OK%ZZ7V)w o L%ET,

STEP 9| Untrust V=Y BED NAT b T 74w 77T 5 Fa VTR O—Z2ERLET,

1.

Policies (KU > —) > Security (ZF =2V 7 1) Z#IR L T)L—)LD Name (%) = Add
GBI LE 9,

Source (i%{27T) 2% L T Source Zone ((X{E70YV —>) & Add (GEHN) L3 (Untrust
7R o

Source Address (GE1E7T7 RLA) ICDWTIE Any (TRT) ZEIRL E T,

Destination (%15%) 7331 L C Destination Zone (585 —>/) % Add (GEfN) LE T
(DMZ 7ZER)

5. Actions (773 ) IZDWTIE Allow (F5r]) 238 L £97,

6.

OK%Z7Vw 7 LEJ,

STEP10 | ZHEZaI v FLET,
Commit (IXIv k) ZZ7VUv I LET,
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STEP11|NATOA > a vD RTINS a—T 1 VT HE50IHERZITONETD,

> show session id<session-id>
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4% paloalte’

TECHDOCS

ECMP

ECMP  (Equal Cost Multiple Path) MLERIZ Ry 8T —F 2V THERED—D T, INZzfffHT % &
T7AT7 T —)IViE, FCHRICHTEZEHEIARX D) —FERRKA4DFHTEET, TORKEE
B LURWEEIC, FAUsERICNT 25T X sD)b— bVER D 3856, RKEL—2—I3.
TIN50 — DTN EIN—T 0 VT T—=TIVIPEEHR L. Tk T — 7B L F
9, BIRU 72— P AMEHARBECHRWIED . fio)b— MEFEH L EE A,

IRAE)— R —T ECMP BBERBEIMCT B L. T 747 o+ —)UiE. 5B d 253X DS

A% ZFDVET— T IVHNITEKR 4 DFFDOT EMNTE, LLFRDOT EMNAFEICARD F£9°,

o [EIUCFERICHTZ 70— (vay) ZEHOEIX IO V7 TEMITET %,

o —EHRDVY VI RO EFICET, [FUHEMRISHT BEHRDY o TN RERTXTOD
TR Z2 R 9 %,

o UUTICEENRE LGS, FUCEICmh B0 ECMP XIN=IC hT T ¢ v 7 28
WY 2 Ed, Vb—T0 7 TabalVERIERB T—7IVHMUE S A/ )b— K 238IRT %
DEFOLETIHDEFA, L. VI VICEENRE LI IR TV ZA LT
BDICENHBEET,

Bﬁ@ﬁ\MJ@MVU—X\wﬁxmyu—f\WVQ@&U—XTA—PW177ﬁ7—

T4 T R—FEEML, TXRTDPalo Alto Networks 77 A7 24+ —)VET IV TYHR—F &

NTWVWET, VMSeries 77 A7 74 —=)IVTlE. VI b7 Z ML TOH ECMP B R— K&

NEI, Ly agrBEBN—KRUx7 70— RTEHWEA. N T4+ —< VA ELET,

FCMP &, LAY —3, LAY—3Y T A4 Z—Tx A A, VIAN, Frxib, BEXUEHIN

7z Ethernet A Y A2 —T 2 A A TYR—FENFET,

FECMPIEZ, AZT 4w 7 )—bR, I7AT7 94 —IVTCHR=—FEINTWVEXALFIv T )L—
T4 Taka)VHICRETEET,

REIFSZABICTHE DN TNWE T2, ECMPIRIV—F T—IVRBICHELE T, TDdH, 4
DOINANDH % ECMP )L— KR Tld, IV—h 7—7IWVEED 4 DOLY NUMHEINE T, +
ST 4w TOa—RHEDA LV Z—T 1A RV EYTTREDICEYY gy R—ADERY
TEOEZLABYMEHEIN TS, ECMP OFEETIL—F T— VARG THADT S
LEhH 0 F9,

AZT 4w 7 )— 2T 2REN—2—B)V—T ¢ 7 Tlid, ECMP IZYR—FENhFEH
Ao

HAE 7 DRI U T2 BRDECMPIS A58 G B IR DWW T 774 7/ 7 77 4 THAE— RIC
B AHECVPESIELTL 2T W,
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BFD 75 v 5| E T EMRMEND D £,

1DDA UV RZ—=T A ACBWTEROIV—T 7 7o )V TRz
BBFD7T 7 7 A )V L CWABE, BFD7 a7 7 A )UIcid 9 X TlH
U Desired Minimum Tx Interval[ H FE D AR TR 2R E L TL1ZE W,

2. Required Minimum Tx Interval (ms) [WEDRIK T (SUM) 2 AT LET,
CHUIBFDMBFDa Y b —)W\rw h 22 E TE5MREORIKME (VM) T
9, PA-7000, XU PA-5200 Series DT 7 A 7 7+ —)UTIEHRAE 50, VM-Series
T7A7T T+ —)IVTIERIK 200 T, HAE2000T, 774V Md1.000TT,

©

HELEI . PA-7000 Series 7 7 A 7 4 — )LD Required Minimum Rx Interval
(DZED AR Tx [EFRE) 2 100 DL FICEEET 5 T & T, 100 AfitiDfEIE
BFD 7 Z v 75| &R I EMEMENDH D X7,

STEP 3| BFD MHIFFMREZFREL X9,

Detection Time Multiplier (IR Z AT LXK S, B—AIVI AT LEVE— VAT
Lh 532{5 L 7zDetection Time Multiplier (FAIFRFEE) Z R EHE A D) E— F 2 A7 LD
X(EMIFE  (Required Minimum Rx Interval (i Rx [EIRRZHT) B X U R%IC 3218 L 7z Desired
Minimum Tx Interval (HEEDRAK Tx [EE) D 5 B, WINMhKEWI) THIT 5 T & THRATRE
MZBRHLES, RSB ESZ X TCICBFONE T M5DBFDI Y ha—)Wry h %52
BELEWEG, BENRELTWAZ EZEKRLE T, #HiPAE 2 ~50, 774V M3 T
—é‘o

BIZIE EEMFF300 ms x 3 (BHIRHHIBRED = 900 msOMFIRER-IC AR D £9,

BFD70 7 7 A )V e d 288, T 7 A7 T+ —)VINlEEE Ry BT — 7 O
HBEVIFT— 2L A—ICHEINS LYY 3 Y RXR—ADTNA ATHH, &
HON—=2—=XDB ) Y INENC LZ2EBERB LTSV, ZDSH, 7747
VA=)V CRERETEERMOE DX D & R EWVHERR X TR EDEED L
FNCTR B DNERTY, MHRENE T ES L. I 70 v IBZEMLTY
BZRETOBHTHOTII—Z L TLE I BTNHH D X9

STEP 4| BFD fHE 23T L £ 9,

Hold Time (ms) [fFFEHERT (S UR) | Z AN LET, 2, VIR TH
LBFOMBFDaY b a—) W37y b2k 9 5 X CICFR I 2T 9 (R UMH

fiI) . Hold Time (f$FEWERE) (IBFDY 77 ¢ 7E— FOAITHEHAETNE S, BFDAHold
Time [FARERERE] NICBFDa Y ba—)bN\rw " EZELGE. Tz L9, #HpHE
0~ 120000 T3, T 7 ANV KTRESNTVS0L1E. KE(EHold Time (fFEEHFR) Z# L
TNEWS T ETT, VYIHETT S &, BFDIFEBICBFDI Y ha—) )b 37y hDiksZ
EEITVET,
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STEP S5 |

(T BOp D d2ied 2 507) BFD7B 7 7 A )VD Ry TEEOREZITVET,

Multihop [X )L F K T2 IR U TBCPYIVF Ry TN LIBFDZEMC LT,

MmmmeWLﬁﬁWTm%xﬁbiﬁ . BCPHSILFRy TBFEDEY
— FLTWBGEEICBFDRZIT ANS (3259 %) BFDHIE ST FADTime-to-
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STEP 6| BFD a7 7 AIVEHRIELE T,
OKZZ7V)wZ7L%ET,

STEP 7 |

UT) AZ T4 7)—FHOBFDZANC L E T,

ARZT 4w 7I)IV— b DM HZ T 7 AT I+ =)L T DM 5 TRFDY w ¥ 3 VA R—
FENTWVEBRENRDH D X,

1.

Uk w N

Network (% k7 —77) > Virtual Routers ({xA)— 2 —) DIEICEIRL, AZxT12 v 7
J— N RE LTI — 22— IR U E T,

Static Routes [A X T 4w 7)V— | X TEEIRLET,
IPv4 F 721 IPv6 X 772 iE IR L £ 9
BFDZWEHT A ART 14w 7)— M2 EIR L X T,

Interface [/ V' Z—T A A)EEIRLET (DHCPY RLAZMFEHL TWAIEET
t,) . Interface [ > 2 — 7 = A A|#&EIZNone [7x UL T T,

Next Hop [% 7 A k7w 7| CIP Address [IP7 KL X |23 R L., FEHEEL TWERWY
BEIPT RLAZ ATILE T,

BFD Profile[BFD7 117 7 A )V T, LLTFOWITNHZFRL E T,

o default [T 74V T T4V FREDHEFEHL F T,

o WELREBID 7077 AIV—BrD 707 7 A IVOIERZESBB LT IEE W,

+ New BFD Profile (§i#i BFD 7117 7 A )L)-5rD 717 7 A )V TEE T,

None (Disable BFD) (7= L (BFDIt%)) )73 Rd % &, TOARRT v
JU— b TBFDOENIC /R D £75

8 OKZZ7Vw 7 LZEJ,

IPv4d 2 W EIPV6 2 7 DBFDAIIE, AR T 4w 7)V—MHICRESNIZRFD 7B 7 7 A )V
EZRLUTVET,
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STEP8| (fF5) FXRTDORCPA VR —T 1A ADHWIIHIKDBCPE 7 HHOBFDE AN LE T,

Ja—N)VICBFDZ At H 2 WIS LS 2556, BGPZIATHD T XTD

AVE—=T A AWMELET N, BFDOWRETHEFH SNET, Thickb, 7

NXTDBGP T T 1w I ENE RN H O £, A1 X—Tx A XL

TBFDZAET B L. 77 AT 7+ —IVHET & DBGPERiZEIE L, AV

Z—T A A ETBFDDO 0TS IV I RITNET, BGPEIMDMEIEENzC &
T TINA ADWAIT % & B Z T2 AlEEELNH D £9, BGP1 > X —

T A ACBFDZEEET A5, DX HHINEDFEE = 7 1 v 71
BEHGZBEVWEI2 A TE—TRICBZAI X2 LTI,

HARA E=Z ) V7 E XU BGP HHD BFD 7 £ H 5 £33 34, Palo
Alto Networks . BGP 7L — X 7)V Y AR — T L LIdHERLE
Hho BFEDET DAV EZ—=T A AWNKMUL, RAETZZY VITHERRT S
&L BFDWIIV—T 4 T TF—=T 525NV — R ERIDRE, JL—AT
W AZ—NDEMCIZBENCCDEERINY VT HA T 7 A7 9 4 —)V L [d
W9 258050 E£9, BGP D BFD, BGP DV L—AT7)V YU AXZ—F,
KU HAISR BEZR ) VT BFEST L LI LA, BFD O HEED R Tx ¥
b, BERFREE T 7 4 )V RO X D & KREDICRET 2HEHRH D £,

Network (v 7 —7) > Virtual Routers ({xA8)L— % —) DIHITER L, BCPZREE L
TR — R — 73 I L E T,

BGP X 77 iEIRL £ 95

(T2) BFD ZARAE)L— 2 — FDOFTXRTD BGP £ 2 —T A ACH D YT BIC

¥, BFD U A TROWVWINHEZTHIRLTOKEZZ ) w7 LET,

o default [T 74NV —TFT 7 H)V FREDHEFHLE T,

o FWELIEBID a7 7 AI)V—L10 a7 7 A ILOERESBLTLIEE W,

« New BFD Profile (#iii BFD 7127 7 A JL)-BID 77 7 A )L {Eii cE 9,

None (Disable BFD) (7% L (BFDI%%)) ) Z38HRd % &, 9 XTDBGP1
Z—T A ATBFDZ#MLENE T, V2T IVBGPDA YV Z—T A A
TlX. BFDZHEZNET 2 LM TEER A,

(T35 BAADBCPEY A V2 —T 2 A AHDBFDZAMET S (Fhick b, R
EENTVERWEEAIZBCPHDBFDRENA—NN—F 4 RENF ) HEE. ROEE
EIPNET,

1. Peer Group (€7 Z7)L—7) 277 E IR L 7,

2. 7 II—TRERNLET,

3. BV BN L X9,

4. BFD V A R TROWIT N EEIRLE T,
default [ T 74 )V =T 7 IV b REDFZFH L F T,
Inherit-vr-global-setting [vi 7 01— \)VEGEZREAK] (774 )V ) —RELV—2—H]
DBCPDTzDIC T — N VEIR L TH SBFD BT 7 A )L7BCPE 7 Wik L %
ER
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WELBFD 707 7 A0 707 7 A )VOVERZBIBLTLEE W,

Disable BFD (BFD %)) 7233419 % £ . BGPY 7 OBFDMI L X N E

o

5. OKZZ7Vw o7 LEJ,
6. OKZZ7Vw 7 LEJ,

BGP - Peer Group/Peer [BGP - €7 ZI)L—"/E 71D A FDBFDINE. TDA Y EZ—T A A
FICREENIBFD e 7 7 AV EFRLET,

STEP 9|  (fF:5) OSPF®H B WIEOSPRVSHODBFDE Za— \UICEMEST %M. OSPFA Y X —T <
A AHDOBFDEAIEL 9,

1. Network (% k7—7%) > Virtual Routers ({fxA8/)L— % —) DJEIEIR L, OSPFH B
FOSPRVEZBEE UTeAAE LV — 2 — 723 R L £ 97,

2. OSPF 3%\ & OSPFv3 X 773N L £9,

(T2 BFD U A R TROWIT N EEIR L, TXTD OSPF H B WId OSPRE A
2—T A AHD BFD ZHIMELTOKZZ7 ) v 7 LET,

o default [T 74NN —T 7))V FREDHZFHLE T,

o REULBD 077 AI)V—BFD 77 7 AIVOVENESIBL T 1ZE W,

* New BFD Profile (#i#i BFD 707 7 4)V)-BFD 77 7 A )V {FiN TEE T,
None (Disable BFD) (7% L (BFDI%)) ) Z38Rd % &, 9 XTDOSPFA

VR—T 2 A ATBFDEIEIMLENE T, H—DOSPFA >V Z—T A A
Tld. BFDZERMET B ENTEE A,

4. (B BAKRDOOSPFE Y £ VA2 —T A ADBFDEFET % (%hkib st
ENTVEWEGEIXOSPFHDOBFDREN A —/N\—F 14 RENE9) HEIE. ROEE
ITWVE T,

1. Areas [TV 7 X T72EIR L, Y72 —DERLET,
2. Interface (M V' Z—T 2 A X BT TAVEZ—T A4 A7z—DFERL XY,
3. BFD U X F TROWIT N ZEIR L., f5E L7z OSPF E7H® BFD Z&REL X9,

default [7 74V M—FT 74 )V FEREDHZEHL £,

Inherit-vr-global-setting [vi 70—/ N)VEGEZ MK (7740 b)) AL —%2—H
DOSPFH B UMEOSPFVEDBFDFRE 2 OSPFE 7 WMikA L £ 9,

WELEBFD a7 7 )—0brD 7077 A IVOVERZSIL T IFE W,

None (Disable BFD)[7%= L (BFD#EX)) | Z=3R9 % &, OSPFH %\
l$OSPFv3A > Z—T = A AHDBFDMMEIM LT NE T,

4. OK%Z7 Vw7 L&Y,
5. OKZZ7Vw 7 LEI,

OSPF Interface [ V2 — T 2 A A X T DBFDINE. TDA UV E—T A AHICHKEETN
7eBFDTa 7 7 AR RLET,
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STEP 10| ({2 RIP HOBFDZEZ O — N\ )UICEINE T Bh . BIKDRIPA V2 —T =14 AH
DBFDZHIMC L E T,

1. Network (% k7 —7%) > Virtual Routers ({fx48)L— % —) OJEIEIR L., RIPERE L
T AV — 2 —Z 3R L £ 9,

RIP 27728 RL £ 9

(T BFD Y A R TROWT A ZEIRL, R —Z— EDTRXTDRIP A2 X —
Tz AAMDBFD ZHHELTOKZZ7 Y v 7 LET,

o default [T 74 IV N T T+ )V FREDAEHEHL F I,

o WELEBD 7077 A)—02r0 77 7 A )VOVERESIBL T IEE W,

* New BFD Profile (#1 BFD 717 7 A )L)-BFD J 07 7 A )V FINTEE T,

None (Disable BFD) (7= L (BFDIEx)) ) Z#iRd 5 L. I XTDORIPA >~
Z—T A ATBFDZ#EMLENE T, H—DRIPA >V Z—T A AT
X, BFDZHEZNMET 5 e TEE A,

4. (T2 BAEDORIPA Y EZ—T A4 ADBFDEAMET S (Fhickb., mEbEnT
WiEWIGEIZRIPHDBFDRED A —/N\—F 4 RENET) LHEIE. ROEEEITOE
CR
1. Interfaces [ VX —T x A A|Z TR L, A V2 —T 2 A A%—DFRLET,

2. BFD YV A R TROWT N R L X T
default (774 )V |- T 74 )V FREDAEFHALET) .
Inherit-vr-global-setting [vi 7 0 —/\)VEEZMAK] (7740 ~) AL —%2—H

DRIPOT=DICTa—INVTEIR L THSBFDTa T 7 A IV ERIPA VX —T A A
YN 92 G = I

WELEBFD 77700 777 A IVOVERZSIBLTLIEE W,

None (Disable BFD)[75 L (BFDIEx)) | %Z3Rd % &, RIPA >V Z—T =
A A DBFDIMERNE T NE T,

3.0KZZ7 U7 LET,
5. OKZZ7 Vw7 L&Y,

Interface [ > Z—T 2 A A|Z T DBFDIZ. ZDA U RZ—T A AIHRESNTZBFDY
a7 7 ANV EERLET,

STEP11 | REXII Y FLET,
Commit (IXv k) 27V I LET,

STEP 12 | BFD Y <V — L il 2R L E£ 9,

1. Network (% k7 —7%) > Virtual Routers ({A)L— % —) ZHi &, Sz LT
)L —Z—%#E L. More Runtime Stats (T > X 1 LIREEDFE) 227 Vw7 LET,

2. BFD Summary Information (BFD t~ U —[&#R) X 7723 R L. BFDOIRAER T VX A
N R ARV o N DR IS

3. (=) EEOA >V EZ—T A ADITT details (FEHll) 23R L. 24 BEDO G,
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STEP 13| )—F 4 VT HENSBIB L TWABFD a7 7 LIV EEH L E ST (BFD#E. AT—%
A, JREEZREHLED)

RO CLIEEa~y RZEHRLET,
+ show routing bfd active-profile [<name>]

+ show routing bfd details [interface<name>][local-ip<ip>][multihop]
[peer-ip <ip>{[session-id] [virtual-router{<name>]

« show routing bfd drop-counters session-id <session-id>
- show counter global | match bfd

STEP 14| (i) BFDfEBE. 2ZfE. BRUEFuy 7oA 2—=27)7 LT,
clear routing bfd counters session-id all | <1-1024>
STEP 15| (L3 TN ZHICBFDEYy a2 U7 LET,

clear routing bfd session-state session-id all | <1-1024>

® 316 ©



)77 LA - BEDO A

IRAE)L—ZDRD B0 IE#RERSICIE. BFODORE ODAT YT 12 ZHRIB LT, BFD O
KUFHZSIR L TLIZE W,

ey | (e AHRH
Session Id w3 1 BFDt w3 vDIDE S,
1D
interface A >/ X — Fthernet1/12 EIRLUZ, BFDDEITENTWE AV EZ—T oA
TJxz1A Ao
PROTOCOL STATIC(IPV4) AR —T 2 A ALTRFDZEITL TS AR
OSPF T4 I)Ib—bk (RZT 4 7)V—FDIPT RLA
T7IV—) o/ EREEIV—T T Ta b
b,
Local IP Address 10.55.55.2 AVEBE—T 2 AADIP 7 FL A,
bz P 7 RL A 10.55.55.1 BFD XA /X—D [P 7 R L A,
BFD71a 7 7 AL FTIFIVE (T | AVE—T A RACEHO Y TENIRFIDTB T 7 A
DBFDY v a | VD4,
~ - ¥
gé“F‘é§f7_, YOI AV R—T 24 A, BB T
mEnE | 27 AVEROBFDERITL TN S0P KU
5 GO ART 4w IIV—=bDOMNH 5D, 77 A
7"_7 /()](I/CiE' ‘ 770 F—)Vid IR &/ NE W Desired Minimum Tx
ke | Interval (MO RASTRIF) 2 #0707 7 1 L%
Minimunm T fHLEd, COBITHERT S Ta77A)ViE. 7
VENIANO VAW O R
Interval (ms) [H
FED AR TR
(ZUR) 72Ad
FALUTGERE N
%£9)
IREE (m—A)L/Y up/up O— VB XTCY E— FRFDE T OBFDDIREE, IR
t—h) BEIC1Zadmin down, down, inits BXTuphH o
9,
7w RA L 2h 36m 21s BFD 7w 2 AL (R, 700 B, S UR)
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Transfer Protocol (SMTP) | Telnet. Post Office Protocol version (POP3) . Internet Message
Access Protocol  (IMAP) | Secure Shell (SSH) = ERHH 9,

DIFDREY 7 Tld, PAN-OS D TCP OFIEDFHDOWTEHIAL T,

» TCP Half Closed 383X T TCP Time Wait ZA < —

e Unverified RST 24 < —

s TCPATVYMNYRYVz—7DFRay 7/

o KT AV YA X (MSS : Maximum Segment Size)

INT A= ADBIEGGE ZRGE L, BEULSBWRMEZRFD 1P, TCP, BXT IPve 787w b
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YNNIy " T 7 AT 4=V Ky TEEMRD S SYN O 1 #H 70 DR BHED
twig Ry FLEVED) RIEELED,
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TCP 5D T FIETIE. TCP Half Closed AR —MWMEHENET, CORAI—IZ. v
2avHIC T 7 AT T A —)VTERINCHERENDS FINICE> TR H—ENET, BRo—4
TOHFINDEEETNTVBED, TDOXA—IE TCP Half Closed EWS ARG > TWE
o 2FWHD XA — TCP Time Wait &, 2 HFHEHOD FIN £721& RST ThU A= NEK T,

BHID FIN T 1DDRAAR—DIHN NI H—=ENE T 7 AT T4+ —)IVDGE. RENEHTES
&L halfclosed 2w a YO TWNEL D TELZA[REMENH D F9, K, REDETE
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Time Wait A XY —ZRETETET, THITXD, BRI T LTzt ¥ a v ORE R EkE 7z

HEICITWV, vy a Yy 7=V A X EHIETEET,

DIFOIIZ, TCP GO T TFIETTI 7 A7 T4 —ILD 2 DDRAI—P R H—ENB L&

DT 2R L TNET,

Client

Client State

FIN-WAIT-2

CLOSED

TCP Time Wait 24 =—Icl&. TCP Half Closed ZAX—X D E/NEWVEERET H40ENDH O X
9o TOHHIILLTFDERLD T,

RENTH S DHFARFENEWNZ E, RO HITE Yy ¥ g U EFERITHK
T TCELHZHERETEEX T,
o Time Wait RFFIDE VO, 2 FHHD FIN £721& RST DHER SN TH L EREEy > 3 V7%

FVZ X KIS L TR BEDRNH TS, Time Wait Rl 2% < §UEZNZT R vV —
AT EXR T, L, T7 A7 U4 —)VTRED ACK 2T B & DT —X

o D FIN

ESTABLISHED

Receive Close Signal
from App, Send FIN

FIN-WAIT-1

Waitfor ACKand
FIN from Server

Y Receive ACK

Wait for Server FIN

Receive FIN,
Send ACK

Waitfor Double
Maximum Segment|
Life (MSL) Time

=
-

Firewall

TCP Half-

Closed timer
triggered by
firstFIN seen

FIN

ACK

TCP Time Wait
timertriggered
by second FIN

or RST

Session Removed

75 LOBEED D DR RIIHERL TBEET,

TCP Time Wait 24 <—IC TCP Half Closed 2A<—X D & RESEAFELCE,. a3 MI
ZFANDONET, 72720, EEITIE TCP Time Wait 24— TCP Half Closed OfiZ#8Z %

CLiIHvEEA,

RA—X, JO—IN\VERET TV r— 3 VAT
D7 TV r— g MBI Z7a—NUREMEFENE T, 7TV Tr— 3> LX)VT TCP

Server

Server State

ESTABLISHED

MNormal Operation

Receive FIN,
Send ACK,
Tell ApptoClose

CLOSE-WAIT

(Waitfor App)
Appls Ready to

Close, Send FIN

D —

LAST-ACK

Wait for ACK to FIN l

Receive ACK

CLOSED

RECTEET, 774V TR, IXT

Time Wait 2A X —ZRET D L. Ta—UVEENA—N—F 1 FENET,
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Unverified RST XA <X —

(TCP T4 Y RUWILHZD T LRV —7 VAT ST N TS, JERFR S A5 3%
EEINTVBTENFERNT) BRIETEE W Reset (RST) NIy e T 7 AT I+ —)VTRIET
%6, Unverified RST 24 —Tt v ¥ a VRFIFREZHII L L9, 774V Md 30 BT,

HFIE 1 ~ 600 B TT, Unverified RST ZA—IClE. LITFD 2 HHOESZEZ TIHHEINT
WABMDYF 2V T WERNH O FT,

RST 7837w FOFERIZ, LTFD 3 DOWTNMCRD 9,

e TCP Y4 Y RYUND RST 287w M Ray 7EnET,

s TCP U4 Y RIUNICHZEM, HIGFENE 2 — Y AFESHIZWVRST 28w M, RiIFEh
9. Unverified RST XA R —REMNEHENE T, TOMEICKD., T Z LR RST 28w
T 7 A7+ —)VGEELT, BFEOLy Y a v EHETE XS L350 —C AR
(DoS) Wzt TEE T,

s TCPYs Y RUNDO., HIENE =TV AHFESHH S RST 283w MlE. TCP Time Wait
RAR—REDHEHEINE T,

TCP AUy RNV RYxz—27DO Ry

J—r Tuasrr gy a7y A )Lo Split Handshake (R 7 VU w b NV Rz A7) F T3
VT, By a VHRIFRIET RN 3 Uz A N RV =7 T3, 4 x4 FE

S59xA ATV b NV RV —IRERA—T VR EDNY T— g VIMERENS5E

IZ. TCP ey Y a VAR LS NIZWVWEIICT BT ENTEET,

Palo Alto Networks © R T 7 o 7 v+ —)JUiZ . Split Handshake * 7> 3 VR HHICT 5 &
. ATVY RNV Rz A7 EEEEA—T > 2y v g VLD Dy g T XRT
DLAY 7 7atb Az ELIMMLUET, ZNTE. Split Handshake (A7) v h NV Rz
A2)VA T ay (GCP ATy RNV Ry =R RayEns) ZHEATE:L91ICLE
9, Split Handshake (A 7V w b NV R oA D)V AT arvrEY =y Jarrsyay aryr
AWCHUTREL, ZOTaT7 7 A )V EYV = NHEMAT 3 L &iF, EENE 3T A NV R
Vr—URGHLT, ZOV—2DAVEA—=T A XD TCP vy ¥ a YT 208N H D
9, NUIZ—2g VEFFrEnETA.

Split Handshake (X 7V b NV Ry A D) AT a T 74V F THMCIZ>THWET,

DRI, f1=vx—% GEBHEIZ 747 ) &V AF— GEEIEY—/3—) I PAN-OS
T7AT7 I+ =)V HZIREET TCP 2w > a VR T 5 T-DIHH I NS FEHEN R 3 7 o A
N R =R LUET,
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Session Initiator- A Listener - B
State .
Firewall State

SendSYN e

SYN \) Receive SYN,

Send SYN-ACK
/ [omerecaven ]
SYN-ACK

Receive SYN-ACK, /
SEND ACK

ACK

L 4 \ Receijve ACK J’

Split Handshake [A 7'V v b WY Ry z A7 A T aidk, V= BB ToENTVE Y —
yoarrsvay Tad v AV LUTREESNET, V—VDAYN—THsA/E2—Tx
AR, V== EREINZEY SYN) Xy hERoy SLET, chuckb, NI R
V=D FON)IT—g v E[IELE T, KMHPOXTF ARy Yay A 22T —%, B
WBURAF—ZRLET, N Rz — 7 DOFEBSNEDFLT A M, EEELLZEEND
YT A Y NOHAERTRKENS D £F, X T A2 MIHIEIC Y FOFREERLET,

4-Way Split 4-Way Split Simultaneous Open 5-Way Split

Handshake Handshake Handshake

(Version 1) (Version 2)

1. A>B SYN 1. A> B SYN 1. A> B SYN 1. A>B SYN

2. ASCB ACK 2. ACB SYN 2. A€ B SYN 2. ASCB ACK

3. A€ B SYN 3. A2 B SYN-ACK 3. A>B SYN-ACK 3. A< B SYN

4, A2 B ACK 4, A B ACK 4. A€ B SYN-ACK 4. A> B SYN-ACK
5. A€ B ACK

TCPATUw b NNV Ry xz—27 vy g VOMWIONIEEITZAET,

BT Ak YA X (MSS @ Maximum Segment Size)

BAOEEHN (MTU @ maximum transmission unit) &k, H—DTCP/Sw S TXETE S HEK
A MIERTMEDOZ LTI, MTUILIINY X—DEIEFENS 2D, MTULENY X—D
A MBI EDRRRKET A N A X (MSS) 1720, THUTH—D/ Ty N TikE
TXLERT—% N1 MR RLET,

MSSalEEY 4 X (U T ARSI ZREITNE. T7HIVERRETHITEINTVEEDEIDEE
WN\Y B—=FT 7 AT I+ —)VICFFnEEZ ENTEET, 7 Ukick by B—4E
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EXNZDT, BIZIEMPLINY =V ANZ T EZFO VIV T T 0w G TES K
I, MSSIHEBT A A ZZNE XD ERESRET ST LICESTLE I,

MTU

MSS adjustment size + MSS
)

T
Configurable bytes

Iy BIZDF (57 A MEEL) B FARESINTWVEES. BNy X—0D3w b
WA ENTHNBEMTUZBA B EZICESREWVWESICT S LT, %hM%ﬂ%ﬁ4f%k%<
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O N7y MICDFE Y bDREESNTWAEETE. A2 2 —T 24 ADOMTUZ
ZBIPVAINT Y W2 TSRV M ITOM. T 7 AT T+ — VDR T — 3 )V)#)
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ZEHLT, LAY =3P Y2 —Tx—RA& IPSec bYW AV Z—T 21—
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T7ATI+=)VE. ROLAY—"3AVR—=T A A ZATIIBFBIPABITIPVET RLA
WU CEREFTREIRMSSE#E Y A X R— b LTWVWE T, A1—Y v b, YT A EZ—T A
A BRIA—Y 2y b (AE) . VLAN, BEUTIL—=T73w T, IPv6 MSSHEEY A . A > & —
T2 A ATIPVODEINC TR > TV AEEORAEHENE T,

IPv4EB X TIPV6NA >V Z—T 2 A A ETHEMCIZ>TED ., MSSHEEY A XH2D
DIPT” RLAT 4+ —<w NETEE 255G, TCPrT 7 1w 70 L TIPR A Tt
g B Et) aMSSIEDMEF XN E T,

IPVAB K TIPv6T RLAIZDWTIE, 7747 94— Vidlarger-than-expected (FREXD HKE
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BAZIIEMSSIZ1500-44=145634 R TH D, FRIDE/NELE>TVET,

MSSH A X% 551, cure Session Settings (2w g k) HEZEZRLTL
72EW,
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UDP &, Voice over IP (VolP) . ARV =T A—T0ABXUOCETE, A5 142 F—L
e, WG Db % @idic Y 7V A LEZREE T2 7 SV r—2 g YTEIERE N
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Internet Control Message Protocol (ICMP)  (RFC 792) & Internet Protocol A4 —rDFE 1
VD 1 DT, OSIETIVDOFRY FT—7ETHELX T, ICMP &, ZHiBXUTHIEDD
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o ICMPBXU I FAA&/%hﬂo<ﬂ$1074$U/—w—w%Wﬁb JL—)UT
icmp 721X |pv6 icmp 7 SV —a VEBEIRLED,
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T =)Vt Fa )T R = )=V L, HDIAENT STy F AT ST
THIVEOEER L —IN—F A4 RTBC LT, EyyaryyvFRHAKLEST) T7 A
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ICMP BET ICMPvE Xy MDD EF 2057 0 RY o—
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T7AT7I4—)ViE, EF 2V 70 RY>— )=ty a5 50H, ICMP

HBNME ICMPv6 ZEGELET (T 7 A7 7+ —)IVDBMUDINTy b ZA T LTS D LA
) o 77477 —)UiE, 37w EAVICMP BBV ICMPv6 ZT— 87w RO EELTH
BZMCHEDNT, 20D BEOWVTNHDSTRy gy Iy FERHMTSh, ICMP HBW
WE ICMPV6 B S T y R RS Sy v 2R AL 27 N LET,

« ICMP 2473, 5, 11, BXU12BXTICMPv6 X171, 2. 3. 4, BXU 137 774
TOF—=IET T AV KT, TI—BREIR 2O T—2 75 L BIEROMDIAENT-
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EHAHNMNE Ry TUET, (Packet-Based Attack Protection Z{H LT, ICMPvé6 XA 7D T
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HEB LR 7 2F 2 T4 B —b— L EER L TL B E W,

IT5—HBWNNIVXAL T b 28y B TIRERW ICMP H 50X ICMPYé 2837 k724 S B
Nt 270 RY —)b—)VRER T % 51EE. RO 2 DTI,

s IXNTDICMP H50E ICMPV6 3Ty b 7Z2EF] (BHAWIEHETR) 95 8Fa V70K
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ICMPv6 7 b a)FEs (58) OFNTFNCT 7 AT I+ —)VEELTYFT5 PN
v b g NCEHA] (HHNFHES) LET,

« WAZL T TV r—yarvetFalrae KU — )b—)V2El LT, 207 7TV r—
v a v EDMDINT Y F%E@T(ifdi?ﬁr) Li@“ ~ZOXOFMET 7Ta—FIC LD,
RO EMTEET, FHED ICMP H2WIE ICMPv6 Z A THE KT a— ROl
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ICMPve L— MHIBRIZ. 7T FIKEE® DDoS WM T 572D Ay M) VT AHZX
LT, TOFRETIE, 53— vy bEELE =72 )y FBMEHENET, ThohiE
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T—2 2T A2 M ICMP Ny RIVKRICGEEFE S NS bz TE X9,
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KFED ICMP 50 ICMPv6 ZA TEHEXUCI—FD
/
il |1
CDRATERFEITUTHARILICMP HBWIE ICMPvs 7 D) r— g VY ERER L. RICZFEDT
TV —2 g v EHAHBEZVEHESETAEF 2T RY — b—)VEERLET,
STEP 1| ICMP BH2ZWIX ICMPv6 2wt —Y ZATEXCIA—RHOBAZRL T TV r—a vk
ERR L £ 95

1. Object (727 K) > Applications (7 7V r— 3 V) Z2EIRUTHARL 7TV
r—a % Add GEIN) LE 9,

2. Configuration (/%) 2 7 CH AR L 7 7TV r—3 3 >0 Name (#4hi) BX U
Description (#ifH) Z A 1L %9, HlZIX. pingt EWVWS &z AJILET,

3. Category (717 V) I DWW T networking (v b T —F > 7)) 28R L 9,

4. Subcategory (V"7 /17 3 V) I DWW TIX ip-protocol (IP 7’11 s 2)V) &R L £ 9,

5. Technology (77 / 1Y —) I DWW T & network-protocol (Y h U7 —7% 7' ka)l) %
BIRLUE 9,

6 OKZZ7Vw I LEI,

7. Advanced () Z 7 T ICMP Type (ICMP % A ) 3 % Z ICMPv6 Type (ICMPvé6 %
A7) IR L £ 9

8. Type (ZA NICDWVTIE, FA[HBWVIXES LW ICMP H2WIE ICMPvo X t—
VDERA T ERETEME I 0~255) ZANLET, HlZE, Ta—V I X+D
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10.0KZZ Vw7 LET,
STEP2| fERUTeHAZRL 7 TV r—a v ziffnb b 0WiERd5Fa ) 70 R o— b—)b
ZVER L X9
xR o) T R — )b—ILlE L E T, Application (7 7V r— 9 ) 2T T, HiF e
VER LTz AR L 7 TV r—y 3 VOA4ETIZEIEELET,
STEP3| ZEEZaIv FLET,
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K9, urRay 7)IVdY ALICHDE, 7—X
TL—rhb, T2 L=y SabydEEILE
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342



twiavREELYYIY XALT TR

g VEERY —

UV b PRI B VT ) AT

%, BRADVNA~HRREORE T ORY) U —2HH L X
ER
FORMRKEWVERE T, vy arya—R 703U X4
s T EHEREINE T,

twvwigra—FR

CORI)Y—Zo > Raby R = LTVET
M. DP BDINT Vv ZAEDT=dicty ¥ a VRS
ITBHERRET B, Tz Ak X=ZAD7 )TV X
LEFHLES, vy a vOAEZEARZZHTSH S
7z, DP OEMMPHT LEFCICERS EIFEL F4
oo BIZIE. 77 AT 04—V 3 DD DP ZFHi>TH
D. DPO DREM 25%, DP1 A 25%, DP2 A 50% D
Bar, ity a ol BT, BEMRWV DP 2
B LTIt d, FiMICARTEZ8GET 5729
et WX AVASE= 3 IS

2y FEOERK AV EZ—T A X TIV—TD X5 7%,
Yy g YHEED NPC ATy Mobl->ThREE N
HIEREE. H2WIEIERFHEEZTT 9 IRETIE, TOR
Vo—=2HLET, £z vy a VEEINELS
NPC (PA-7000 20G B X T PA-7000 20GXM NPC 7
E) WMI7 A7 T+ —IVNREELTWAEEE, TOR
Vo—H2WEANAOy s R —ZlHTEET,

XNy T a

(PAN-0S 8.0 DIR#Z 5T L TV % PA-7000 Series 5 &
U PA-S200 Series 77 A7 4—)V) T7A 7 I4—)b
. V= FENTEEETTBXUYER IP 7 RLADI N
VallKkoTDPZEIRLET, TORY —TIid,

Y—N—75A47 2 (s20) BXOCGZF5A47 > bt
P—N— (25) FT T4 v I THRICHEENMEENET
(774774 —=)VH NAT ZHEH L TRV ERTE) .

FSROKZWV IPSec HB W GTP F 7 aABETZOR
Vo—7ZFHLET,

NS0T ba)VoEEERELLEDHME., 7Ja—X
TIWaEHWENTERW—F@EfTOT7a—& L THb
NEJ, CTORY—FELE5DHMBET DPICHD
BT, DP OB EFEEABEICT ST LT, NI+ — VA
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KDHEZ, T T4 Tty g VEUGRY) —RFR c EBET S T7AT7 74— ILAD
BF—2FL— Tatyy (DP) 1T Ry g Ve EREZEE T 5 HEERLTVE

ER

TIOTa4T v
VEMERY —EER
L%Ed,

TIT4 7 vy ya VEER) —2EIRT B, show
session distribution policy I~ RZ#HL ET,

IFOHIE. AdATy REERY O—DEMNTHO . NPC 4 X
i Uz PA-/080 77 A7 U4 —)V2RLTVWET (A b
2. 10 11, 12) o

> show session distribution policy

Ownership Distribution Policy: ingress-slot

Flow Enabled Line Cards: [2, 10, 11, 12]Packet Pr
ocessing Enabled Line Cards: [2, 10, 11, 12]

TIOT4 T yig
VEERY —2 A H
LE9d,

set session distribution-policy<policy> I~ R7%&{#
HUT, 777« 7ty ya VEmR) V—E2EBLED,

WlziE, Eyyarya—R R —EERT LA LFoavy
Rz ATILET,

> set session distribution-policy session-load

Yy g VEMEWETE
FRLUET,

show session distribution statistics a~ > FZ{#iH
L. 774794 =)V EOTF—2T7L—> Jatyty (OP) BXU
BT 747 DP Loty y g VBEFRLET,

KO PA-7080 T 7 AT T4 —)LDEDTTI,
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—————————————————————————— s1ldp0 78698 7829
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V—yTJuarrsyay a7 rANVERELT. 3Tz A N Rz —7DNEHHT S
TCPEwyvaryTleyya v IENEnEolcLET,

STEP 1|

STEP 2|

1.

4.

Network (v s 7 —7) > Network Profiles (v b7 —7% 717 7 A )\) > Zone
Protection (V' —> 7077 a V) EFEIRL, Lo 7 7 A )V7% Add GEhN) (53
WEHFEDO T T T 7 A )V EEIR) LET,

LI a7 7 AIVEEIRT Z56,. 787 7 A4)LO Name [#iil. BEOCHEIIGT
C Description [N&]Z AT LE T,

Packet Based Attack Protection (/3% v k X— X DB ELf%H) > TCP Drop (TCP K1 v
7 DIEICER U, Split Handshake (A 7V w k NNV Ry oA 7)) &R L E T,

OK%ZZ7Vw 7 LETJ,

Ja gy A% 1 DU EDOYRF )T V—=ICHEALET,

1.

3.
4,

Network (= k7 —7%) > Zones (V' — ) DJEICEIN L., V—> Tasrr v gy o
T7AINWEEDYTEY— VR L ET,

Zone (M=) %74 > K70 Zone Protection Profile (V' —> Jusr 2oy a > a7y A
NI ARDS, BIDRAT Y S TRELIETOT 7 AI)VEEIRLE T,

F/-1&. T T Zone Protection Profile [V —> a5 7> ay Ja7yrA)V&7
VwZLTHLWT a7 7 AIVOVERZERGT 22 6 TEET, ZDHE. TOME
WCEDW TR TENE T,
OK%ZZ71)w o L%EY,

(F=) FlE1~3ZBOERLT, Ta7rA)NEMOY —NSEHLET,

STEP3| ZHZIaIv FLXT,

OK. Commit(Z 3w F) DJEICZ Vv LET,
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T7AT7I+—=)VE, bV EIEESETICEXR RV Ta ha)Vvo s3I 7 0y VNEx
MBETEET,

¢ Generic Routing Encapsulation (GRE) ) RFC 2784)

;HE G5 IPSec b7 4w 7 [IPSec O NULL BE 5 E77 )L 30 AL (REC 2410) B UHEE
T— R®D AH IPSec]

o A—H— F—& (CTP ) FHD General Packet Radio Service (GPRS) k> >4 Ja ka)b
o AEEIEE—AILT ) 7 Ry R T —4 (UXLAN) (RFC 7340)
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TUIREEYR—FLTWVWET, CIPEFa )T 2 R—= 257747 04— ILOIRN
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TIXIETE, FR=FENTVBT7A7I4+—)VE IV 77T L— g 23T
LT, GRE b, WXLAN bl BXUGCTP-U bRV ST 25 8T 74w 70N
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FIa—REEELT. 7a— )by 77w TOETFICH D SRR EEE L. NN T 1w 7
WKHDWT R IV b I T 4w 7B KODRENICHEITES X SICLET, L. FF T
Va—T 4 VIR FoxI T oo L— g v TTEE T,

o MRV aAVT UM ORE

e bV AVTIVRAED
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k>l avT o B OE
T7 AT T+ —)VE, FRICh VXIVERTTEEEN TNy hT—T7DECTE, b2l
ATV ERRBETEE T, GRE. JEBEEL IPSec. GTP-U., HAWIE VX AN B RILDISA
FIZHBBE0., 774774 —=)VE )V AT I ERBETEET,

o MRV AVTUVRBNRDEERPEDOBERIEZ. CRE, VXLAN, &5 WITIERES(E IPSec
HHLTCTI 7 A7 04— IV ED R XIVD—EBZ0IETRTIC S RV EEHAT ST &
MTEET, EFaVUT s, QoS. LAR=FBEHEOEHNT, b RIVND T T2y 7 7Z2RE
LET,

o —EATONAXOBERRE CTP-UZHHLT, ENAIN TNNAADNSEDT—Z T
TAw I bV EHEHT A ENTEET, bl 7abalzrEesc %<
WEa> o oEmBEL, I—Y =50 T —XERT 5 LIS TLL I,

Tr7AT7 I+ —=)VE, A=y s AVE—=T A A, Y ITAVEZ—=T 2 A A, AEA VX —

TrxAA VIANA VR =Tz A A, VPN BXUT LSVPN b IV A VX —=T 2 A ATD V3%
W ayrFoykwmasEYR—bLEd, (7 A7+ —IVDRETZ 77 TFFA S b
. T7 A7 I —)VEKE TS VPN HBWIE LSVPN B Y RIVRICANS C EWATRET T,
DED, VPN HBWIE LSVPN bRV AV Z—T 2 A AT BT ENTEET, SRS

EL T T7AT I A=)V VPN HBWIE ILSVPN TV RRA Y R THBEE. 77 A7 7 +—)UiF
MV AT UIBREETR— RSN TV EVHESRE N RIVD T T4 v D
EMRETEET,

Foxob arvsroumEE, LAV —3, LAY—2, N=F )L IAVY—, Zv 7 F7aA
AV ERTYHR=—FENTVET, b aryrrouksid. 65— vz A&, IKEV X
T I SRS 2T LWADEE THREL £,
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lunnel Content Inspection (b a7

Single Tunnel

Outer Tunnel

. Data Packet Data Packet i
(Session ID: 41633) [ Session Header ]

Original Session
(Session 1D: 43276)

Tunnel-in-Tunnel

Outer Tunnel Inner Tunnel

: . Data Packet Data Packet i
(Session ID: 10821) (Session ID: 29543) [ Session Header ]

Original Session
(Session ID: 49107)

Security policy check before each tunnel is inspected

RKOKNE., T7 AT I+ —IVDNEITTES 2O00LN)VD bWtz RrLTVWET, Fv
FIVRERY ¥ — )= IURREENTVE T 7 AT I+ —)VHNry h 23259 55 .

s T7AT7 A= NVEETEF VTR —F 2w I %FTL, X7y FAD R RV T
abra)y (FFVr—ray) B EnsahiEGEEsns kL ES, (Pvd BXT
IPvo 28y M R Y RIVATHR—FENTWE 70 )b cd)

e YF 2T RY =Dy VAT BGE. T AT U —IVIEETY -, EE
Tt RLA, #EEa—Y—, sk —>r. BXUMLEY RLRAIKEDINT/ Ty FE b
YRIVRERY — =)y FERET, FrrRIVRER) I — =ik, T A7
TA—)IVDRET S )b Ta b a), FrEnd ATk KLAN)L E—-D kY
IV, BBEZWVE R RIVCTEENTZ R IV o REC 2780 1IZHED I Im~\w B — & /S A
LWkl 7’a bG8y 2R 50 E 5, Ko7 a ka)zgiss
ry NERHRT SN E S EHILE T,

o T R VRIVIRERY O — IV—)VDO—BEAMINRT B L. T 7477+ —)IVIENER
VTV ERELET, ZO. ZhidtFaV 7RI — W) BEUCEETEE
TEZR)V—DERZITET, Grotyya A R—FENTVWERY —&A
T, RDOEICVA STy T LTHETD)

o T7AT7 A —)IVHMRODICHID b IV ADT 256, 774774+ —)LiE 2 DHD
AN ZDINTy R EIRIICS—A L, A IUED L)L 2 1Kk 9, ZDizd, 77
AT T F—=)VHIN Ty S OBk T S TzdIicid. FIL V= v F 5 2 DHD
F Y HIVRERY 2 — )b—)UH, R U RIVREDIRK LNV 2 ZEFA] S 2080 D £9°,

« V=IVIREL NV 2 ZFFa[T 5 . T A7 U3 —)IUETOAMID F >3 )uicxf LTk
FaVTa R I—F v IZEERML, K h Y IIVRER) V—F v I ZITVET,
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B EH A,

T7ATIr—=IVE, 7747 T4+ —)VZ2iinl 35 b2V DODWTIE, T 70y 7Iicxy
F95 b HIURERY — )= VY R—F L TWVWEEA, 774774+ —IVIEAMIO - >~
IV a NCRYFTENT Y FEBEELE T, BIZIE. IPSec b RIVINT 7 AT 7 %+ —
WETHTIZBIC, RTEES MRy F T2 bR Y) o—)b—)VEER L T
BEEDXEAe 774704 —IVETTICHMD S>3V 8T T 40w I 7Z2BEL TS89,

kY VB RY ¥ — IL— VIEARE T,

2) YRV aVFYYREGINES — oA TS AT LEIOEET & B
LETH. bl V—=rZEr— s 24 52 WIMAES A7 L O@EICH|
DUBTBHTLIFTEERA, TNHIKIF, BTV — R CEFa) 70K
—=)b—=IVNEHENE T,

NHIOr )Ly varBXUOWMIO R 2L vy avigliffeds, ZOT 7 A7 74—
)V ETIVDEKREY Y g YRR EINE T,

ROLTE, MO RV vy gy, Ao s> x)b 2y gy, NES. Dty a
DFNFNEHTESR) V—OFEEF v I—7 TRLULTVETD,

RY—DERAT D k> b WNHID k> )b NER. Tt w 3
wrav MV IV V2

D

Dos Jurovay v v v
NAT v _ —
RV ==X T+ T — v -

T4 % (PBF) BXUN —
My x—>
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RV —DRAT Sl k> Ib WHlD ~ > )b WS, sttty >3
tyary NN IV >
S N .
Favra W) v v v
User-1D v v v
=y rarrsvav v v v

WXLAN i 7 a ha)V e Bz £9, 774704+ —Vid. 2 DR LZvy v g Vity
FoWFNHhEFEH LT VXAN HONES s > 2ty g Y ERIEKT A EMTEET,

« WXIANUDP 2w ¥ g y—6 2T )WF— (V=2 BHEEJTIP, 585t 1P, abha)b, EEiT
R— b, BXOsEHER— ) &, VWXLAN UDP 2w ¥ g Y2 ER L E T,

e UNItw Y3y rrxVID (UXLAN 2w BT =280+, £721d VNI ZHAAR, V—
VEEICIP, e IP. Ta k), BXUT RV ID N ZERHLT NI 2y g Uk
ERKS % 5 X )IVDF—,

ACC ETHERAD R IV T I T4 T 4 ZEKRT B, BT ThrrVEHZHETEE
T, BRLAERBMRT Z12DI1F. BEHE T EZHREL, ZTIEDSOTA Y RIV T 7748
TaER L0l OEE T VR VT LI TESLSICLED,

ACC bV T T4 BT 11d, BAGRREXTT —2ZHRME L 9, Tunnel ID Usage
(k> 2V 1D ORI, Tunnel Monitor Tag (b > RIVESHRZ 7). 38X T Tunnel Application
Usage (h )V 7 7D r—3 3 IR I DWW TIE, bytes (/31 1), sessions (£ 3 =
V). threats (ZJ&). content(2> 7 >V), BXUT URLs DTF—EZN LT T v 7 Y1) —
T—ZN=ZANSHISENE T, Tunnel User (b %)V Z—H—) Tunneled Source IP (k%
JVIEETT IP) BE U Tunneled Destination [P Activity (b 2 RIVEESE 1P 77 74 €T 1) IZDW
Tid. bytes (/N1 R) BX U sessions (v aY)DTF—REbT7 T4 w7 V) — F—X
N—AM 5. threats () DT —ZIIZ BT~V —h 5, URLs DTF—ZiF URL YU —h
5, contents (AT V) DT —RIZ, BEAT DY T %y b THS Data 77— RZX—ZAH 5HL
BFENET,

AV E—=T A AT NetFlow ZE3MEd 5 L. EEAV Y N GMUBIXUTAMO 7a—oN
A NEEW TV R) T B TEDIC, NetFlow HDWMAID b ¥ 2V O#EEHEIRO #H % F v 7
F¥IBEIICEDET,

BHEONDT 7 AT T+ —)V TFILD bV XIVRER) —)—IVBXT )L V=2 0OhE
ICDWTIE, BNERY — )L ERSIR LT 7Z2E 0,

ROKNE., HEOHMZEAL, BxstvFa) 70 RYU—BXU M xIURERY O—
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9, Central TR RIVDINZAICT 7 A7 T4+ —)V% 1 DEE L. Sites ABXT C D b
VIIVNDT 7 AT T+ =)V, b URIVREEEMLET, T Ty IDIEEICEY YT o
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Tunnel Content Inspection (k> )V 27 I RE)

TTHBHID, Sites ABRT DD R HIVADT 7 A7 I+ —)Uid b RIVIRERY > —7%
*%Ofb\i‘ﬁ‘/bo

Site A

Site E
Site B /
\-\ Central IT

1. Security Policy — Allow Site A to Site D, App-ID GRE.
2. No Tunnel Inspection Policy

1. Security Policy — Allow Site A to Site C, App-ID GRE

2. Tunnel Inspection Policy

Site D
Site C
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~ > N SN YA =L
k> )V AT I RREE DR
CDRATRFEITL, FYRIVBHTHTTS M)l Jabaicwd s sl arvysry
VIREERTELET,
STEP1| KREDT7 SUr— a3y (GRET7 SV r—varvike) ZERT 2y M, EET
V=V BRERY =D IVRRBATH T 5 F 2 ) 70 R — b—)VlERK
LET,

&2 UTF 0 R — )Lb—)VE{EKT %

{) T7AT A=V, v a YO, Yy a VO TR £z ZF O
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STEP2| R UIUKRERY >— )b—)U7{ER LT,

1. Policies (K1) 2’—) > Tunnel Inspection ( + >/ X JUEE) Z3E IR L TR >—)b—)L %
Add GEIN) LE9,
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EANUET, RAIDOLFITET T, OLEOET. TIVT 7w "XF, TV E—
AA7 () INAT V() By b () AIR—AZZHBETENTEET,
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4. (I35 LR=FBIXUOaFrI7Z2HBNE LT, b RIVEERY O— )b—)ILDRHR
7528y N ERET % Tag (X)) ZfaE LE T,

STEP3| by RY >— )b—)V 3 %3 v b ORE T2 N 5 RERfEE L E T,

Source (IX{E70) X 7 7R L X9,

V'—>2D1) A RH5 Source Zone ((E(ECY —) %2 Add GEIN) LES (F 74V B

¥Any (f£ED ) o
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STEPS5| TOIV—=)VTT7A 794 —)IVIET 2 L3l 7o b abzisE Lxds
1. Inspection (fi#E) % 772 IR L £,
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TWRW [PSec (Null B EHE IPSec 725X E— FD AH IPSec) Z{H T %73
FERABELET,

o VXLAN—7 7 A4 74 —)UE. bV TIRETGET—LTY) 73y hT—%>
(WXLAN) by > Z7a ka)v T 537y h2RELET,
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NI

ection (b>x)b av

STEP 6| T7 AT T4 —IVIMEET BT RIED L)V, T 7 AT T4+ —IVhry b2 R
0y IR REELET,
Inspect Options ({754 7°> 3 ) Zi#EIRN L E£ T,

T 7 AT 7+ —IVHREEZFT S Maximum Tunnel Inspection Levels (5K b > % Ut
L)L) 2R L £ 9

1.
2.

One Level (774 )V k) — Firewall (&, #MUID k> RIVND AV T 2 DI ERHE L
E

VXLAN DG, firewall & VXLAN XA — REBREBEL T, F IV H 7 Rvit
ENaVTUVERET TV r— a3 VY ERDITET, MERNEE S VRV TD
H TN B8, Onelevel (1 LN)V) ZEIRUAITNUEED T8 A,

Two Levels (Tunnel In Tunnel) (2 LX)V (b A2 Rxb) ) -T 74T

T —=IVESMAIDO bV ay T UV EICAMO v ay T oy ki
LET,

ROVTHIN, TRT, FRBENGERLEOT, BRIFTT 747 74— V8
7y bERBY TEHNE S MEIRELET,

Drop packet if over maximum tunnel inspection level (5 K b > % )UkEE L)L 72
WLUI58y "e Rawy )T 7 A 77 +—)UA Maximum Tunnel Inspection
Levels ({x K b 2 FIVRE L N)V) TRETN TS XD E20A T2UED L)V
EErry e Ray LET,

Drop packet if tunnel protocol fails strict header check ( + > )L 7' b )L jgiss
TNy B—F 2y ZIRBUIEGEONr Yy bRy )T 7 AT I+ —)Vin s
0 kLD RFCICHERI L IRy X—ZfFH LT\ 5 M) 7’8 )L z25E8
o bRy FUET, BILUEWAY ZX—k, NEET Y FERBL TN
AREMER DD X, DA T aINckD, 77 A7 U+ —)Ui& RFC 2890 IR L
T CRE N\ X —Z i L X 9,

T7AT A=)V REC 2590 KD & VW= 3 >0 GRE 7524k
LTeTINA A>T GRE D >3V ¥ 7721754513, Drop packet
if tunnel protocol fails strict header check (+ > %)V 7’82 b )V H a7
ANy B —F IR UIEGEAI Ny b Ray ) 5417 g
VIEEIMELURNTL T,
Drop packet if unknown protocol inside tunnel ( + > VNI KHIO 7 8 b T)VH D
BGEINTy " Ray )T 7 A7 U —)VAREETERWwWTa bz kv
FIVNICEZTS /Ny bz Ray TLET,

BIZIEX, TOAXT>a vEEIRTEE, 7747 7+ —)IVIERES{EE iz IPSec 28
7 M EAHID ENTERVSD, M RIVIRERY —)b—)licx vy F LTk
ZoNry b RayFULEY, THUCKD IPSec 28w hEFFA[TE S X517k
D. 774774 —)IUH null-encrypted IPSec BX T AH IPSec 78w b D& 7 FFA]
TH5EIIEDET,

Return scanned VXLAN tunnel to source (A + > T 7z VXLAN k> )L7%zY) —
AWRS) " TG T4 IR T 7AT I +—=)VNIV XA LT N (ATT7IVVT)EN
e, WXIAN Gy v EATRIUELE S, ST 7 AT 7V T, I8
TV 757 RERETRS &Nt D TI, Return scanned VXLAN tunnel to
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lunnel Content Inspection (b >3J)V a2 T VI BE)

source (AF ¥ > &Nz VXLAN k> )LzY — RAISKRT) #EC LT, A7 eV
XNz S ERETD VXIAN RV Y RARA YV b (VIEP) ITIRLE T,
COFTavid, LAVY—23, LAY—3Y T AV E2—Tx A A, AV EZ—
TxAALAY— 3, VIAN TOHRYR—=FENTHET,

4 OKZZ7VUv 7 LET,

STEP7| FYIUVBRERY >— L—)LEEHL T,
RE[MHLUT Y RIVRER) — b—)IU SR L E T,

e (T4 E T4—=)VR) — T4 )VZ T4—)VRTHAEIMDMEEEINTWVS b))l RY
=)=V DIEHERLET,

* Delete (HIBR)—ZER L7z b 3L KU & —)b—)LZHIFR L £ 95

+ Clone (I E—)—Add GE/N) R Z ORI TE, FERLV—)VITHT LWAaET (%
TZHEAMRE) Z( ) Ta—T& X7,

+ Enable (B%h)- IR L7z h > 2V KU »—)b—)LEHMEL E T,
* Disable (#xh{t) EIR L7z b > )V RY —)b— )Lzt LE 9,

« Move (B#)) BN LIz b2V RY—)b—)L2 ) A O F RIcBEiEEEd, v b
W EDSIEICL—V RS LEDE TIHMiENE T,

+ Highlight Unused Rules (K{fifHD)L—)L =& INA S A S FR)— T 74 7 7 4 — )UANH Al Hid
FLTHE, Ty P —EEIYFLTOEWV R V2V RY =)=V, T A &
RLUET,

STEP8| (2 by av T VIS s Y RIVEEITLY — VB X T ks — o ZVERK
L. V=T 2T R — )=V R ELET,

@) FYRVEITTL v IS bR =V BERT BONRA T T T T

T2 B0ET, 259528 T. AU5 XTIV GHEILIP T RLABLUK—
k. 8EIP 7 FLABIGR—F, Ya k) ZED b Eniz s
oy FBXU R RIUEENTOERUVIST W ML, 7747 7+ — VARl &
Dty a vERESEESICEDET,

PA-5200 Series 7 7 A7 74 —)VCh IV =RV ST 4w T
HOYUTRE, 77 AT T4—IVNV T FIT7NT Y IVRBRERITS LS
WKIEDET, N—FRTx7 FPURIVRBREICE> TAMZRST T LEH O FEL
Foo

1. by aryrFovlic, AR b CENCERTEEH) OV —=2rDvF 1) 74 R
Vy— )= i3s3 a7 RY— )b— VR 87204, Network

® 356
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tent Inspection (k> )V AV T 2 k)

STEP 9 |

o kW

~

(Y R —72) > Zones (V' —>) ZEIR L. ZOD Tunnel Source Zone (b > 3 IVIEETT
YJ'— ) D Name (%11) 72 Add GEAN) LE T,

Location (53F7) IC DWW TR A7 L3 R L £,

Type (X A7) IZDWTIX Tunnel (b > 3)V) Z3HR L £ 95
OKZZ7VwZ7LET,

CNHDOY T ATy TREOIRL, by — 2R L X T,

kY AIVEETLY = O F 2 U T 0 R 2— )= )VORERITVE T,

O NIV NI T4y VOREEDH BV ST T 0w 7 7a—0DfF&EH
MERWGERHD., 57TV r—ra ik DVWT o)V EES S
T4 I EARIEEE LIS BWEERD AT, WDk RI)V V=
% Source Zone ((X{E7CY — ) E LTHEL, ®DOtFaV T4 KY I—
JV—)VCHi /5D k> 3L ' — 7% Destination Zone (565 — ) & L5
ET Bh, Wi ORETLE X5 — ISk LT Any (§XT) ZFEINL
F9, RiC. Applications (7 7V r— 3 V) BIEELTLIEE WL,
kYNGR — VO ) T 4 R = ) )V DEEITOVE T, b RIVik
BV =YD F 2070 R — V=)V ERET B TOLRTO AT v 7T TR L
V£ A N NN S IV 7 Y A ralt S = 4= O = S D

() Aloa > 7Y I b Y RIVRETTY — B R U Wiy — 2 EE L

ESCR

1.

FIEENTaAY T YHOY = LTEBMLEE N 2IVEETY =V BRUT M *
JVsEse) — > dRE LE 3, Policies (K'Y > —) > Tunnel Inspection ( & > % )U#iEY) 72
FEIR U, 7B U7z Tunnel Inspection (b ¥ 3 JUEEEE) R Y & —)L—) LD Name (ZHii) %
General (/%) 27 CTERLZET,

Inspection (i 7x) Z#E R L X9,

Security Options (Y F 2V 7 ¢ A7 >3 ) ZEIRLET,

WNER T > T > DRETCHHEE LTz Tunnel Source Zone (k2 % JVEETLY —Y) I
JBL. WEba > 7 >V O%iseheE L7z Tunnel Destination Zone (k> L5y —
V) IKET X519 %78IC. Enable Security Options (32U 7 ¢ A>3 >0
k) (T 74V b TlES) ZIT0ED,

Enable Security Options (2 U 7« A 7> 3 oM EITbRVWEGEGE, NEa Y
T DIEFTTEIINB b > RV DEEILE R CEETY — VI L, Wiay 7oy o
SESEIIINER b > IV DSESE L R UsEe Y — VB LET, DFED. TNHONERY —
IKEICEF a2V TR =)=V ENE T,

Tunnel Source Zone (kY XIVIEETLY —) DA, b IVEETLY —VICHEHAE
NBZDV =R —FHEHAIE S 12DICHTO AT v T TIER LTz, #Y)7&% k> %
W=V EFERLUE S, ERdDNOSE, 7740 TR, WET Y7 22394658 -
VEIVTHRAZIN TS LEIUEETCY V2@ L, RN RV V= =
DR —FANH Ay Ty V—A V=V EHAINE T,

Tunnel Destination Zone (k> x)VEdEy —) DS, X IVEEMEY — ISR E
NBZDYV =R —FHEHA T3 T2DICHIORT v T TER U, @Yk bk 2%
WY —2BIRL XY, BN OEE. 7740 TR, WNERa > 7 2V 394R F
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lunnel Content Inspection (k> )V a2 T7 2 KEY)

VIIVTHHENTOWAD LR U —2ZFHL. k> V—Z N —2 D
R Y—lINEay Ty V=AYV —VICELEHENE T,

@ b > xIVREE R Y & — )U—)VHIC Tunnel Source Zone ( t > % )Vik{E7C
J'— /) ¥ X U Tunnel Destination Zone ( &+ > V5G5S — ) %ERET %
%, Any (97XT) @D Source Zone (iE(ECY — ) BL U Any (TXT) D
Destination Zone (585¢Y'— ) 215 &3 2D DI, b FRIVRERY ¥ —
J— )LV D—BEAMC THREE D Source Zone ((E(ETTY — V) (AT I3 IC
T)B X CHRFE D Destination Zone (585 — ) (AT v T4 T) BZRET
HZRERHOET, THhUCKD, TV —FED Y TOSmDEYNH
V=2 EexIET B EIICED ET,

PA-5200 Series % 7z1& PA-7080 7 7 A 77 #—)LTl&. VXLAN OR&EHIC
RIWVFFY AT VXA —=LAZEHT S & Nty v a UhEROT—
R —THEEEN, BEIRENRET S RENNH D 3, —HD/R
oy kO Ray IERERET BIiE. KOBEEEH ENE T,

o B VXLAN kYL RRA >k (VTEP) ICTaD 9 4188 VXLAN 2377 v
FEe—ET 5L, O krxvay T v —IL KT %
DERH O F9,

o FIDI—)ILTIX., bRV —=2EEDYTET, BEb RV —
VEMHTAE, TYRRA VRS EICHEE Y Y g UEE D 9,
BEIREEE AT, Ny bRy TERLNER A,
7. OKZZVUw 7 LET,

STEP 10| F U FIVRAERY = V—I)UC—ET B T T4 v IV DRMHA T a V2R ELE T,
1. Policies (KU =) > Tunnel Inspection ( k > % JUKEE) Z23# IR L. ER L7z Tunnel
Inspection (b > xIURRE) RV ¥ —)b—)VEZERL £ 9,

Inspection (fi%%) > Monitor Options (55tHA 7> 3 ) ZEIRL 9,
OF V7 EXCLR—FZHMKE LT, Monitor Name (E=%—#) 72 AJ1L. FLlO
NS T4 7T —TILLET,

4. aFZELR—=FaFCELTE N T 2w I EFE LD TYIV—T1LT % 728D Monitor
Tag (number) (it Z 7 (FS) V2 AL XS (#HiFHIE 1 ~ 16.777.215) » Z2T&FS
F 7 a— I NVICEHRENE T,

DT 4 —)VRiE. VXLAN 7 k)3 S NERA. VXLAN 05
1Z. VXLAN N Z—®D VNI ID 7= HEICiE L E 9,

O NIV NS T 4w I EZTFFITEEE. B TH Y RIVRED THD
Monitor Tag (Bt 2 7)) T7 4 V2V > F L, ACC =i L T X J Ik
ODWChYRIVT I T4 T4 2B T A5 N TEET,

5. FERULIE U RIUVRERY = )V—Vic—8d 2y varonfFrr/sivony
HRikA 7y g VR ACTT %ICid. Override Security Rule Log Setting (& 2V 7 «¢
W=D TREDA—IN—=F 4 R) ZiT\E T, TOREZEIRLEZVEA, b
IV a g oEkealigkid, hoxIVD I T v ZIEENSEFa )T RY
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lunnel Content Inspection (k> )V a2 T7 2 KEY)

V=)=V TREICE > TIREEINE T, hoxvaldzso 70w 7 allid
BNCRIFET B X I o RIVIREQ VREZHEKRT S ickDb, Vo T70w o ay
EHIETZ2F 2D 70 R — )=V TEkRER G —/IN\—F 4 RTEET,
kb T ZiE, SN R 2RIV (GRE. JERESAL IPSec, VXLAN, ZEizlk GTP-U)
tyrarvhMMEEN, FI T 0w aFIKEBNEN T T 20w 7 Ta—MEEINE
ER

6. Logat Session Start (v 3 3 VEA#RRFIC T V)RS 5 &, v T a Y ORIRRRIC b
F 74w 7 a iR LET,

g VBER ey g VIRTROM G0 7 Z2RlER LB L DN
Fx BT DORZA TS 7T 0 AT, THUE. bRV EREIC
blco> THET 28NN H 2120 TT, 72& Z1E. GRE bV IV—
Z—DEFHRFICHH) L, )—2—DHEEFEINEIET TR T LEEA, Y
T VBERRIC T J 2RdEk Lisw e, ACCTld, 72774 775 GRE b >+
IVDVEELE A,

7. LogatSession End(tzy > g VK TRFca V)BT 2L, v a VOKTRIC KT
T4y a7 il lLET,

8. T7AT T+ —IV kY XIUVRE)L—IVC#EST Sy a>D b rxay wilirkd
%72 T RE 9 % Log Forwarding (O 7#51%) 707 7 A )VEEIRLE T, HWVidH
TRkl T A%, v ik a7 v AV EERT A5 LB TEET,

9. OKZZVUw 7 LET,

STEP 11| ({35, VXA O F) VXLANID (VNI) ZEELE T, 7 74V R TiE, 9XTD VXLAN
I FNT—=T A2 =Tz A A NN)DEINET, 1 DLLED VXLAN ID ZRET 5
L. RUY—EFNE5D VNI OB EMRELET,

VXLAN 70 b Z)VDHZHND s > 2V ID Z 7T ZFHEF LT VNI ZiEE L £ 9,

1. Tunnelld (F > %)V ID) 7 73R L. Add GEIN) Z 27 Vw7 LE T,
2. Name (%) ZED Y TET, ZuidEHEEOLDOTHD, 1r, BH, LR—FOH
FIIFE0FEEA,

3. VXLANID (VNI) 7 —)VRT, H—D VNI, IVRYOHD VNI DU Xk, VNI O
P ONA 7 0 2RXY 0 ezl UTHER)., 50N SZHAGDETATILET, f
Z1E. ROEHDIEENA[FETT .

1677002, 1677003, 1677011-1677038. 1024

STEP 12| ({T-%%) Rematch Sessions (v > 3 > DO~ v F > 7)) ZH%{t. (Device (7731 Z) >
Setup (v F 7w ) > Session (v 3 ) LEGEE. N URERY —E2EHR
ELIEORELIZD T RRICT 7 A7 I+ —IIVhFEDOy a2 Fay 7 LAV K
5. brxIbotF 2951 KUY — )b—)VEHIEIT %' — > D Reject Non-SYN TCP (JE
SYN TCP O#5) Z b LK 95

LIROBE. T77AT7 I+ —IVHROELEZLRLUET,
o FUIVBRERY — I—ILEER L E T,
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lunnel Content Inspection (F IV a7 2V HE)

+ Protocol (71 k a)V) Z3BINT 5. &% & Maximum Tunnel Inspection Levels (5 K k>
VKRR L XN)V) 7% One Level (1 L X)V) /5 Two Levels (2 L N)LV) I3 C & T, b
IV AR o —EfRELE T,

+ Security Options (ZF 2V 74 7> a3 ) 2T T, iLW—2EEBINT5h. H3
J— BRIV —ICZEH L, Enable Security Options (Y32 V) 7« 47> 3 VOFR
b) 2170 E 9

10.

BEBFEON VY v a YT URIVEBERYD —EEMET S 8. F
KIVINDEHZED TCP v > 3 > M non-syn-tcp 70— & L THFbNS X IR0
£9, FURIVREBERY =ML NBBRICEHEDO Yy v a v Ray
INEVWES, V=rTarsray Sady A)VEMEHLTY— 0 Reject
Non-SYN TCP (3E SYN TCP DIE#) &EZ noic L, b x)DEF VT K
) =T 5V = icENZB0 Y TET, BFEORyya RN T 747
T — IV TR E N5 L. Reject Non-SYN TCP (JF SYN TCP D5 5) &% yes (1%
W) 7213 global (7 — )W) ICRE L THAIMETEE T,

Network (% s 7 —7) > Network Profiles (v b7 —7% 717 7 A )V) > Zone
Protection (V'—> 70573 V) EZFEIRLTTO 7 71 )L7% Add GEhN) LE T,
Tu7 7 A )VOName (%411 ZATILET,

Packet Based Attack Protection (/3% v k X— Z DI ELfi%H) > TCP Drop (TCP K1 v
AR NEM

Reject Non-SYN TCP (JF SYN TCP DOFE5) I DWW Tid no (W R) Zi#ERL £ 95,
OKZZVUvw 7 L%ET,

Network (v k7 —7) > Zones (V' —>) % # R L., b3 DtvF )70 KUY o—
V=)V il %) — iR LU E 9,

Zone Protection Profile (V'—> 7077 3> 707 7 AV ICDWTIE. lE EVERK
Licy—=yTJdurryay a7 7 A)VEERLED,

OKZZVw 7 L%,

HIOD 3 DOY T AT (125, 120, 120 Z#EOIEL., FrxlovF a5 R
Y ¥— =)V Hiliid 238N0V — ) —MRE T T 7 AV A L E T,
T7A7 T —=IVDBHEDX v 3 72 L7z1%. Reject Non-SYN TCP (JE SYN
TCP DHET) 7 yes (1X\) £ 721 global (V' —/ )W) ICERE L THAMETE £,
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STEP 13| (L) PYFIVND ST 4w IDT I TA T — 9 V2GR L £,

1.

7.

Network (3 k7 —7) > Network Profiles (v k' J—7% 717 7 A )L) > Zone
Protection (V' —> 71077 3 ) 23R L, Name ($45]) T/ a7 7 1)L Add (1B
) L9,

Description (FH) Z A 1L X9,

Packet Based Attack Protection (/37 v b "X— Z DK ELSifH) > IP Drop (IP Ry ) >
Fragmented traffic (75 7 A MEEN b F5 T 0 v 7)) ZBHR L9,

OKZZ7VUw 7 L%ET,

Network (v k7 —7) > Zones (V' — ) BiEIRL., 797 A 75— 3 B LE
WhY)V V=B R L E T,

Zone Protection Profile (V' —> a7 73> 707 7 AW ICDWTIE. JelE EVER
Liz7a 77V EBRL, 20V —y Juasrsyay 7aidrAA)vE kR VJ—
SEAUE T,

OKZZ7VvwZrL%ET,

STEP 14 | Z5¥ % Commit (I3 v M) L E T,
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lunnel Content Inspection (b )L T2 7 2V Fifr)

MEEHD )V T T T 4 ET 4 HERR
ROBVEEEITO. MBBEFO R INVDT I T4 T4 R/ LET,

STEP 1| ACC 7Zi#ER L. & SITHARD Virtual System ({IEH A7 L) H 2 W& All (§XT) DA
AT L7 #R L EJ,

STEP 2| Tunnel Activity (FRIV 77T 4 €7 1) 23R L E T

STEP 3| Last 24 Hrs (BT D 24 BERE) =2 Last 30 Days (EED 30 H) % &, FRd % Time period (H
) 23R L £

STEP4| Za— )NV T7 4 VE—DREE + HEVE - KA &IV 7 LT, bYAVTIT4E
T4 TACC T4 VR ZHATEET,

STEPS | MAFRHD Y RIV T I T4 T4 ZZRLET, FV 1Y FUDT—2E, bytes (/31
k). sessions (tzv = ). threats (&), content(I> 7 >V). H 5 IE URLs ICHDW
TERMOBEZATEET, 510 RUIC, b T—20BREZ[EN T 57 Lk
X TERENZET,

* Tunnel ID Usage ( t >V ID fEFIRI) - k> 3L ok a)viglic, 2o 7a b )bz
HLTWA b2V D > 3)V 1D B—EERENFT T, RIEZD7 0 F)LDHEEIN
A MLy vay, BEL ATV BXU URLDERREINE T, brxbiDic
=) ZEEbEs L, b3V 1D BOWNIRMERENET,

* Tunnel Monitor Tag (k> xIVEHZ 7)) b x)V Ja ha)Vgic, 272 EHLT0W5S
VD kY XIVERRZ TR —EERENE T, RICIFZORITBXCTa ralLosg
BN ML v vay, BE. aAvTrY, BXU URLDFERINE T, b xVEER
A=V N EEbER L, ZTHONRNMERENET,

* Tunneled Application Usage (+ > ® VT 2 7 7V r— g Y OERIRA) -7 7V
r—ay AFdVES, AT T TIN—=TENT7 TV r—2a DR AT, —f%
g, AT RL—yay, xy hI—=F TN, VRATIFHEDOTERTILTTTI T4 h
WICEKRENE T, 7V =y aryRidE, 77V r—vavE0a—9—HEE5%FNh
%9,

* Tunneled User Activity (F > %)V RS 52— =775 ¢ €7 ¢ ) HEZXEICT %
T EDIRTREENA NI ZENA MDD T ST TERRENET, T TDRA VM
=V )NeEbdsdE, TORA Y EOTF—=EZHREREINET, EET1—Y -0
a—Y—DXiF, 1YV —EHBOTF—XEZRMELET,

* Tunneled Source IP Activity (> %)V %50 IP 7 770 €T 40)-H% P T R
LADWREENSIZED, N1 ML Ly Tay, BENWTIT7 EREXTEREINE
o TTTDRA Y M=V )NV EGDLED L, TORA Y DT —EZNERENET,

+ Tunneled Destination IP Activity (k> %IV 2585 WP 7 77 4 ¥ 7 1) —585% 1P 7
RL A DNTT T T EERNEREINE T, HIZIE, H5 IP7 RLADOHEHZFICET S
BREFRLET, JITDRA Y NMCh—=Y NV EEDESZ L, TORLY FOT—EN
FRENE T,
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tent Inspection (k> )V AV T 2 k)

»—m ~ S = & =i
07Tk RI)VIERAE S
rroUREO T HE. H5WVIMOFEOT 7D b VR IVREEREEZ R TEE T,
GRE. JEHEES/{L IPSec. GTP-U 711 k)L

TCL v T74 9 ZIV—IVh—ET % &, GRE, IPSec, BXU GTP-U 71 bk, b2V
Oy 247, —HLlk7abra)l, BIURESNEZ2HLEZRZZT (FS) LI
VBRI ENX T,

TCI =V —H L WGAE, I XRTOTa haVid b 70wy 7aZididixksng 3,

VXLAN 7’11 k)b

TQF774/7w—w#~%ﬁék\MMN7EF:»@ k> IV (VXLAN) a7 & A
T REINTEE=Z R, BEXOR IV ID(UND) EEBIC VB R ICEERENE
T

Nitwa ORI 70w 707 TlE. FYXRIVEBEIRA T 7F VNI By >3 VER
L&, Bltwvavid,. WEky > a UMERRHC T 77« Tty arTthbl-
. IDRBEEDOE Yy gy D E—HUEVAREENH O £ 9,

TCI L=V —F L AWEEE, NIy g i3 UDP Ja bajl, EETR—F 0. BXU
BEEHRR—F 4789 (F 74V M) ThI 70w dIicidixEnE 3,

k> RIUVRER T DFER

1. Monitor (%) > Logs (12 %7) > Tunnel Inspection ( + >/ % JURE) 2R LT Y 75 —&
EFRRL. bI 70w 7 THHE Nz k2 %L Applications (7 7'V r—3 3 V),
N ORI F v IR U T KREBO/R Ty MU LD EFHEERELE T,

2. Detalled Log View (@7 DFEMIC 2 —) B2 27U w7 LT, a7 O MZzERLE T,

o 7o k¥ xIVREERZZRLUE T,
1. Monitor (%) > Logs (2@ 7)EBHR L E 9,

2. Traffic(k= 71 7). Threat (&/&). URL Filtering (URL 7 ¢ )L Z 1) 7). WildFire
Submissions (WildFire 3%/2). Data Filtering (7—% 7 1)V &V > 7). %W Z Unified
(CRER) ZHEIRLE T,

3. @7 Y FVICDWTIE, Detailed Log View (BT OFHE 2 —) () 27 Vw7 LE
ER

4. Flags (757) 7«4 > KT, Tunnel Inspected ( + > XIVIREHH) 7T FICF v 7
ADTCVENEI DR LE T, b RIVRERH T T, T7AT7 I+ —)IVivN kY
TV RY > — JV— )2 LU THEa T Y H B WIEHREID ~ 3 )Lz L
el ZmUERS, Bty UiFmid. Mo s> xor (Bl k)b e ) &
BZWVIEAMID k> (REBa Y72 LHER) IDOW0WTOEDTY,

Traffic (k= 7 ¢ v 7). Threat (&/&). URL Filtering (URL 7 ¢ JLZ 1V >%7). WildFire
Submissions (WildFire 3%/Z). Data Filtering (7—% 74L&V 7)) a5/ Tld. NS
tw gy g0 Detaled Log View (B 7 OFIE 2 —) ICEEDBDIERDO HH I
REN, brL a sl lﬁbiﬁrz’fﬂiﬁh 2 I/f\JW) b ¥ R IVRE 2 B LT 55
B, COEEOHOEty v a v EEIRLT 2 DOHOBOO 7 28R TE£9, (i
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DAT v I TRUZED ., Tunnel Inspection (> IUE) o 7 &2EH LT k>l
O 7 EREZRRT H50ENH D X))

5 FURIVERDMTONTWARNE Yy aryoualdx2 KRl TWaEEI . General (22
%) 227 > 3 >® View Parent Session (Hitz v > a VX R Z 7))y 735 T, 4
iy a YOERZEETEET,
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Tunnel Content Inspection (b >xx)V 327 V)

2T FENTe IV T T 0w ZICEDOTAHA
2L Ua— k72 Rk

MoV R T T 4w IS LI R FICHE DO TIHREINET S LR— FEERTEE T,
STEP 1| Monitor (i) > Manage Custom Reports 73R L C. Add (&h0) Z27 Vv 7 L% 9,

STEP 2| Database (7F—=ZX—=2) I DWW T, Traffic (kS 74w 7). Threat (B). URL. Data

Filtering (77—2& 74L&V V7). B3I WildFire Submissions (WildFire 14{3) & 7' % 3R
LET,

STEP 3| Available Columns (FJFHRIBES]) IS DWW TIX Flags (75 7)) BX U Monitor Tag (B Z 7)
. LR— MopBERftto T —2 LR U E 9,

HNAZLLR—=F2ERd 5 eETEET,
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Tunnel Content Inspection (r %)V 22T 2 V)

coxV T oI L— g Rt

TIFIVETRE, YR=FENTVWET7 747 94—=)VE bV 7OV 5 L — 3 ViedFEeT
LT, GRE bl WXLAN F b, BXUGTP-U F )@l d s o7 1w 70D
TA—=VALZ)N—=Ty b bEEX8Ed, FoRVT7 78I L—raiEd, N—Ruz7
Fa—REEELT. 7a— by 77w TOETICHHh BRI EEE L. NN T 1w 7
WKHDWT RV b5 74w 7B KOMEBNCHTRTESE XHICLET,

CREBXU VXIAN hy IV 7705 L—y 3 Vidk, PA3200V ) —X T 7474+ —)VEX
U PA-7000-100G-NPC-A I X T PA-7050-SMC-B Fzl& PA-7080-SMC-B %1 X 72 PA-7000 ¥
V=X T7A7 I+ IVTHR=—FENTVET, "I TN a—T1 2 TDDIT )V
TR L—a N T A ENTEXS, bRIVT VRIS L—a T B
&, GRE. WXLAN, BXUT CTP-U bk rxuicit U CRIBFICIERNC R D £,

STEP 1| Device (7734 R) > Setup (v k77 ) > Management (&) & 3H L T Ceneral Settings
— R E) AR LK 9

STEP 2| #®&hIC 9 %ICiE. Tunnel Acceleration (> )V 775 L — 3 V) ZERIERR L £ 9,
STEP3| OKZZVUv 7 LET,

STEP4| [a3v M LET,

STEPS| T7 A7+ —)V2FiEEdi L9,

STEPG| (AT a ) oIV T ORI L—a VDAT—RAZMGELE T,
1. CLIANDT 7 AT 0ET,
2. >show tunnel-acceleration

AT L% Enabled (%)) F71d Disabled (f#%h) T3, GTP-U BREDEHN

DAT—ZAEHPIERDOED T

« Disabled (%)) CTP-U bV T77vIL—2a NI 7 A7 I+ —ILDE
?wfﬁﬁ—%éhfw&w@ CTPYF a7 1 ENTT,

. —(GTP-U M PHEIFREI N/ TCI) -GTP-U B b))V EEH L TC &
F/wlx TS L—a ko TV ETICHREENE T,

« Enabled (%) b2V 70705 L —yarhgahickz->TC0ES, GTP-U k
VIV T ORI L= g VERFETTI, CTPEFa )T 3EMTIN., £EH
EHEILTWVWEEA,

e Installed (A AR—)LFEMH)-GCIP-U bR 7S5 L — g VNIEFTHT
ER
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2w hT—=27%37y 7=

Network Packet Broker i&, %Y NI—=T v T T 40w o2 T4 )V Z) 7L T, 1 DU EDY—
RIR=T 4 B F a2 VT4 7 TI5A7 VADNEREF 2V T4 F 2 —VICHHEL E T, Network
Packet Broker I&. PAN-OS 8.1 T A T N7z Decryption Broker f4gER B &2 . ik DIEE S
TS’ T4 v P EIETIS FI T4 7 (ZUTTFAR & TS FTT 1w 7 OISRz
BOXIIHREZINELE T, DOWAMEDO NI T v 72T 28X, SR> BURHEES
B EDIFFICE VLT 2V 7 ¢ BRECTRICEN D D £97,

Network Packet Brokerld, PA-70003U—X, PA-5400> U —X, PA-5200>/V —

R PA-34007V) — X, PA-3200 U —ZXDTINA X, VM-300F X TVM-700DET )V THR—
FENTVET, 77474+ —)VIMEHHTESY— R —F ¢ (FEHEH) &LTky
vay b I T 4w TICHNIENTWAIEEIZ. SSLERE Y BF v DES (b EENCT 208N H
DE9,

707’/(7"71—21/0)4 VER—=T A ARE ST a—h—& GRE h )V TV R
RA Y POWFICT BT LIFTEX A

» Network Packet Broker (ORFE

« XY bT=T Ny F Tua——DLLH

« Deploy Network Packet BrokerlZ fig X %

« FIVARTLYE TUwY FaV T F— Y OK

c =T TLAY 3 eF VT TV ORE

« XY FT=7 %7y k Ta—J— HA PR=F

« XY =T Ty F T a——DA—Y— A E—=T A ADEH

« Xy FI—=7 8y b T a—A—0OfIIRHIH

« XV FNT=7 Xy s Ta—H—DrIT ) a—T 1T
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Network Packet Broker ORFZE

Y& a7 A= bE2HERO—EE LT 1 DU EOY—R—F 4 8lbFa VT 754

TUA(EFa) T Fr—) BEHT BE5EIE. Network Packet Broker ZfEFH L C. % k
JTJ—2 b T 4w T4 IVEZIY VT L, ZN6DRFa VT4 7 TI5A47 VAICHIETEE
95 Network Packet Broker & PAN-OS 8.1 TEAINIESL T O—h—HieZE A £ 9,

Decryption BIBE—A—0D X 91Z. Network Packet BrokerlZfE 5 {bigEL v F 2V T F o — V8
HARMLET, chuck b, TNOORKEEICH T /NA A%V R— M9 28X 2 HBR L.
BAARDIANEHEAIAMZHIKT 522 & T, *v N7 2R TEET, £/, Decryption
Broker, Network Packet Brokerd X912, ¥F a2V 74 F 2= \NDINANEHTH S Z & 7Zz2hE
BT BIDDONVAF v I, Fr—UBNEO Y LEGEDNT T 0w VNS 3728004
Tra vt Ed,

Network Packet Broker &7 7 A7 74 —)VDYF 2V 74 F o — VHkBGeREE L. BES1L
FRERENIZ TLS b7 4w 7RI TERL, IFHESEN TS BXUIETLS (P U T TFAR) k
ST I T7TVr—vay, A—P— FTNNAZA, IPT7RLA, BEXEY—=UITEDINT 1
DUEDYFa) T4 Fr—YIK TN E) VITBRICEXETEEXSICLET, TNEDHE
HElL. SRR BUER 7 EDIEFICE W EF 2 ) 7o B TR B D £ 9

TwTTL—RERXT T L—F:
« Decryption Broker T4 &~ A%ZHD firewall 2 PAN-OS 102 17w 77 L— R 9 355

o Ty AT U —)VEHEET S L. TA Y AEDEHENNIC Network Packet Broker ICZ5 8
NEY,

T7AT7IF—IVINARZR R 7ay T7 A7 I+ —)VTHBHMN, HAXT D—
HTHBHh. Fizld Network Packet Broker 5 At > A%IN) SIIWH T 74
T =)Wy a LIEGETE. 7747 U4—IVEHEHLTIA &
VAEEMICL, A=Y= AV ER—T A AZEHITLI2H0ENH D FT,
o PAN-OSIX. BEHFEDDecryption Broker Forwarding 7 @7 7 A4 )U(7'@ 7 7 A )l > Decryption
> Forwarding Profile )7z Packet Broker 707 7 A JVICEH L £ 9,
o PAN-OSIE. ¥F a2V T F 2 —2\D LT T 1w 7% Network Packet Broker iRY & —
JV—IVICHEIE T % T2 D DEEEZD Decryption PIA Y & —)b—)U 251 L % 3,

¢ PAN-OSIE., Z—W—A 2R —T A Ah 5 Decryption Broker 707 7 A )L = HIIBR
L. Packet Broker7’®2 7 7 A4 )U(7 a7 7 A )L > Packet Broker)ICi& &#1Z . Network
Packet BrokersR Y 2»—( Policies > Network Packet Broker )7Z3Bh1L %37,

o PAN-OS 10.1 h5 PAN-OS100ICE T VT L —FR35E, RDESICEDET,

e PAN-OS &, BHFE®D Packet Broker 7@ 7 7 A )L 7% Decryption Broker Forwarding 787 7
AICEHL T,

« PAN-OS &, Network Packet Broker Jb—)bR—ZAZHIBEL., BHERXvE—IU B LE
9% Network Packet Broker ;KU &—)L—)L7% Decryption Forwarding®Decryption®R Y & —
JW—)L & UTHRRT 2080 H D 9,

« T4t AKIENetwork Packet BrokerD £ XTI (T A & AL FEHIZ DT XT
DPAN-OSIN— g > TDecryption Broker B Network? 7w k70— —ICEH X
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1. Decryption BrokerBIEICIZFE L FHA), 7272 L. B&REIL Decryption Broker BERE
TH Y. Network Packet Broker #4EETIXH D FH A,

o PAN-OSIF. —Y'— AU X —Tx A AH5 Network Packet Broker 7’887 7 A1 )L &)
FRL. Decryption Forwarding 7827 7 A JVICBEEHZ, 2—F— AU X—T 24 A5
Network Packet Broker ARU > —ZHIBR L E 9 (EHUIH D T A,

Network Packet Broker Z{#i 9 % fz & DA
o T 7 AT —)VICHERLD Packet Broker AR A% A VA R—)ILT 508 NHD £, it

RoA AT nE, 22 =T A XD Packet Broker R —& 707 7 A)VICT 7+
ATEHEE Ao

T7ATI+—=)VIiE, /37y b TO—HifigikA V2 —T 2 A ADEFEHXT7 E UTHHT %
fzbic, D s 2 DOHAEEIR LAY 3 Ethernet £ VX —T 2 A ADRKRE T,

o HEDOXRT DEHD Network Packet Broker kA Y 2 —T 2 A AZREL T, kbt
FalTFg Fr—VICERTEET,

s BbFaVT o Fr—IIHLUT, FHEHD Network Packet Broker X —T7 =4 ADX
7X,. FCEFaVT7 V—=rRIckFNEERD EE A,

s HAVER—=T 2 A ZADXRTIE, LFa) T4 Fr—2HNDERHIIDTINA AL HEBDTIN
A AR LE T,

Network Packet 71— —1, W—T ¢ V7Nl AVY3tFa VT4 Fx—
> & Transparent Bridge Layer 1 ¥ 2V 7 ¢ For—27ZHYR—FLTWVET,
W—T 4 VI ENTZLAYIF oA VDGE. 1Oy s T a—hlEkA
VE—=T A RXF, BUNRESNTEAA Y F, Ib—&, FEZFOMDTINA
AEGHALTC, 7747 04—)vetFal)srs Fr—2ORTRHEZLAY3
W—T 4 VT "FITTBH LT, BEOLAVYIEFaV) T Fo— I
TEE9,

i Network Packet Broker B536A Y 2 —T7 = A4 Ak, IV —7 4 >~ 7a b a)VeER T
TEH A,

T7AT7 I r—)VEEBRINzy > a s e2mndtylaye—RIEE3TENTE RNV
b, ST v s Ry SIS, X a) T F—2HNOTNA AT ITNE LD
v ia YOREEICEIISES P 7 FLA, EEcEidsseR— b, £iE7abalz
BHTEET A,

Network Packet Broker g XY R—F L TWET,

TLSOEE, JFES TS, BXUOTISUAND T T 4w 7,

SSL Forward Proxys SSLAYINT VY RA VAR v a3y, BIXUOKSEENZ SSH bF
T 70

W—T 2 TENkLAVY3eFaVT s F—20

Transparent Bridge LAYV 1 F 2V T4 F—2%

W—TF 427 LAY 3 & LAY 1Transparent Bridge 3 2V 7« Fx A > 7%[dl

CT7A47 95— )V EICRETEXITH, ZA T TLICHEEZRT DT T —
TAYT AVE=T A AT 308N H D X7,
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s Fr—UERBBHGHNTT4w T TO— Fr—2 \DIXRTDLT T4 7, 1 DD
HHA U R—T 2 AATT7AT7 4= ZEEL, HOHEHAS 2V Z2—T A ADT7AT
T A —IVICRB DT, IXXTD LT T 1 ZIFEHD Network Packet Broker £ > Z—T A
ADXRY 723> TR CAMICHRNE T,

T7AT I r—)URIEAA V2 —T 2 A A, EL5EF LY —ICRTNE%ED
FH Ao

s EF VT F—vEEBNTANT T 4y 7 Ta—

« Clientto-server(c2s) v 74w 2Z7idk,. 1 DOFEHTI7A 7 U4+—)V Ju—h A X—T=x
ARATT7AT I+ —=)VZEEL, HOEHT 747 I+—)V Ja—h A Z—TxA
ADT 7 AT I+ —)VITRD £,

e Server-to-client(s20) 874w 2. 2sbh T T 4w T ERIC2DOEH T 7 A4 77 +—)b
Ta—H—AVRZ—=T A AZHEHLEITHN, I 70 v 7@ FaVrsFo—272id
LR AMICIHNE T, s2¢c hT T4 IR F o —VIGEEESNE T 7 A7 I 4+—)V T
O—H A VE—Tx2ARZ, 25 "I T4 INF =T 747 I +—)VICRS A
VE—=T A AREFRUCTY, s2¢c 8T T4awIMNT 7 AT I+ —IVCRBZ T 7 AT I 4 —
Woa—h AV RZ—=T AR, 25 FT T4V INFr—VEEINE A Z—T
A RERTTY,

T7AT I F— Gk V2 —T 2 A AE. EBE5EHE Y —ICETNEED
FH Ao

Network Packet Broker l3<)VFF+ A b, Ju—KRF+ A b, FFESLINTE
SSHES T 4w 7RV R—FLTOVEE A,
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2w FI—=7 )Ny h 7Ja—h—0DOL < H

P—RNR—F 1 HOYF 2T 40 TNNARADF 22—V T 7 AT I+ — )V 572005
Bl —27 70—k LB TI,

1.

5.
6.

k9 % IEE S TLS, HE kI Nz TS, BXU TLS (TCPHBXT UDP) LUIND KT T 1w
7 U E 9,

LF AT Fr—r FRAVEHFILET, BF VT4 Fr—YDTNA AT

T o I RBEINCHEE S B2 (T IV T T B, TN AL AV 3 FRICHEDNT
NI o0V —T 4 TN ZRELET, H#BOYEF2V T F—22EHTS
E. M T 0w TDAEMDEICRIBEET, 5, ¥FaVToa Fr—2EINAINRT S
M(ET T T3 T77A7 I+ —)VCHEFEONIZ@EE L, ZHUSCTHEEL i 7 a Yy
JENET), Fl3tFaV T Fr—UPNNVAF oy ZICER UGBS T v D
IOy 7T ENESIERELET,

L F VT F VI NI TV I RRET BT 7 AT U A IV, ZEE Ry FT—7 8

ry bk Ja—h— 54 VABALA VA R—)LLET,

1 DO EOT 7 AT I3 =)V AV E—T 2 A ZADXT LT, v 74y 27% 1D F
DYF VT4 Fr—VICHEL, TNEDA UV EZ—T 2 AATHRY NT—27 )Ny b T
D“"ﬁ%ﬁ?ﬂb: Li‘g‘o

Pl el 1Oy kN Ja—h Tad v AV ERELET,

Yigl et 1 DOy NI—=7 )Ny ks Jua—h RY U—ZRELE T,

P—RNR—F 8OV F 2T 4 TNNAADF 22—V EFHL T T T4 v 7 2BRET SIC
F. 774793 =)V EICRD 3 DDA TV W EHRELET,

AVE—=T AR T7AT7Ir—=I)Ibr6tFa)T7 10 Fo—VICNTT 4w I REGEL,
WHENZ ST 4w o kbEFa )T Fo—UhoRETEHODDLAY 3 A=Y k
T7AT T+ A VRER—=T A AD 1 DEIFEBEOXRT, a7 7 A)cA v Z—Tx
A ARV RET BREND Sz, 777 A)VERY — )b—)VEFRET BRI, Y
FI—=2 0%y s Ta—h AV E—=T A ARTERELET,

INrw kT a—=A—=7aT7 7Ty V3, R I—TEERLE NI Ty Ikt
FaVT 4 Fr—VIKHEETEHEZRELUET, 5%y hT—27 3%y ks 7Ja—74 RV
— b=V, BE SNy s Ta—h Ta v b oEd, Tuu v A
Wi, vFaV750 Fz—VPI—T42T7 LAV IFz—0hL AV 1 FTVART L
YR TV Y Fr—rh, Fr—UEIEATE T T v 7O ME G RE T E),
HHOXY "I—=T Ny s Ja—h IT7AT7 I+ =)V AV EZ—TzAX, BXUCECT7A
Tor—)bltFa )T Fr—UVBOBERONVARERT 2 FiEEERLET, EHO
W—TF 4V TENTZLAY 3EFa) T Fr—20BE. FF— VDR EREZEDT N
AL, BEMI SN NI T ZICR L TRy vy a VEMEM— R NSy D) itk
ETEET,

2w b= )y b Ja—h R y— )b—)b KU ¥— )b—)liF, {tFaV 7+
Fr—VICHEET BT SV r—ay o T v I EERT BHM,. X3EROV—T 1
VTENT LAY 3F o —rDa— R NS U U RITVES, RY— )b—)lik, &
Falrg Fr—VICHEET S NT T 0w TOREILEE, I—Y'—, 7SV r—v g
V. BXUOYV—ECARERLET, RUP— )b—)UE, EFa VT Fo—ICHkdT 5
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v RT—20ry b T —

co T4y VOO ERLET, BN TIS v T2 7, IEESTIS T T 1w
J. TSUAD NS Tov D, FT23 T T 40 7 24 TOMEOMBEHLEEFERTEE
T, Fleo BRUY— )=y k Ta—h Fard v VEmL T, cSo I 4w ik
AT 5F a7 Fo—V (BXUEZOMITXRTOTOT 7 A )VEHE) ZBE L E T,

R)o—FT 7oA —EFERHLT, 2y b I—=7 X7y k Ja—h R ¥— )b—)L7%
MR K UaE L £ 95

2w b= )y b Ja—h— RU T — )= )Uc 7 SV r—ray b T 4w I —HE
BE7HIC, 2y " I—=2 0w ks Ta—h—3T7 7477+ —ILD App- 1D Fv v 2 HND
TIVT—=2ayEBBLEST, 7SV =g U App D Fy v iallkWbniGa, 7747
Tx =)t FaVT 4 F—2"NANAL, EFa2VUT 1 RY—THREINTHBEEE
MEZE NI T ZICHEALET, 77V T—=2arh ApplDFryyaNIchs56. 77
AT F—IUE, Fv FT—7 %%y k Tu—h RYT— )b—)L BT SNy B
Jua—h a7 v AINVTIHRESNIZHET, ¥FaVT0 Fr—VIC T T4 I REELE
‘6—0

JHESEINEZTIS BEXUTISUAND ST T4 v IDGEE. T7A 7 7+ —=)VIdR#HIDL v 3
VT AP IDFY Al T V= a v EA VA NIVT BT, T AT A —)Vid oy
FO—Z )y k Ja—h— R)—= a7 7 A IVTHRESN T 70y 7RI LE
9

TLS S T4 w7 DEEDEE. 7TV r—vard ORPIOE Yy 3y Tld, v hU—

787y b Ta—h—dtya ryhMEELENTVSC EZEHRET, 'ssI' 27 T r—

vaYEUTRRMLET, BICEZHEDT TV r—a YR EREHBINTWRWD, App-
DFrvIallAVARILENTWVWENDT, T7a—H—ORZENILKL, FF 7107
YFal70 Fz—2ZNNANALET, FTT70v7iF, vF a7 RY—FFa)L—)L
TRESNIZBEA VAR a VOWRERDET, T7AT7I+—IVHD T T 1w I RES
k2L, 77470+ —IVRFEDT TV r—2arzZBF U, App D Frvialll VA
=V LET, M7 TV r— a0 2 ZHALREOES SNy V3 U Tlk. BEDT7 T
Vr—2a 2 M App-ID FX¥ v alc AD, 7747 94— IVIVEEEBDICN T To v o2t
Fa) T Fr—VICEEXET B8, Zy hT—=7 )3y b Ta—hOKRKRFRLET,
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Deploy Network Packet Brokerl i Z. 5
v NI—=27 )Ny k TJa—h—%ERT 3%EFEET BT, ROBEEZFITLET,
1. R Network Packet Broker AV Y AZHISE LT 774 7L L %9,
1. h Az —HR—F R—=2)lica 714 LEd,
2. FlloF A — g > XA 2 TAssets (7t v ) > Devices (7731 X)L £ 9,
. HEtTu—h—H2VWIESKR—F 25—V VT EIMET BTN A
L. Actions (77> aY) GYEDOT7AaY) ZEIRLET,
4. S ADT 7T 4 Tt T. Activate Feature License #35ER L ¥ 9,
5. Network Packet Broker 5} 5 1 2 > X728 R L £ 9,
6. Agree and Submit (FIEL TiXE) Z#27 V) v 7 LEd,
2. 7 A7 IF—NICTA A EA VA R—ILLE T,
1. Device > Licenses Z3HR L ¥ 7,
2. Retrieve license keys from license server (7172 A Y —N—N5T5 1/ X F—72H
=) 27w LET,
3. Device > Licenses X—IC., Network Packet Broker 5 A2 > AN T 7 A4 7T+ —)VTT
T4 T &R L ET,
4. 77 A4 704+ —)VeHELE LET (Device (7731 R) > Setup (2 k7w ) >
Operations (#1E)) o Network Packet Broker (&, 7 7 A4 77+ —/)UHVEIEEI T % £ THEK
W TEE A

Q) Network PacketBroker= - 2 > A 7% Panoramal» 5 % — R 7 7 A 77 4 —)b
KTy aTEEY, I/ AZEMLTCA—P— A2 E2—T A X%
BT A, 7747 94—V 2HEHT 24N H D £,
3. Network Packet Broker @7 U — 3> 1D Fvy v aZGiNc LET,
1. App D Frvyrald, BBETCIREMZ->TVWEY, AT Fal—ray E—FR
DCLIax Y RTtaMb LT

admin@PA-3260# set deviceconfig setting application cache yes
2. firewalDApp-IDF ¥ v Y aZfHLTY FU T —2 g Y EH#HITES X 5ICLET

admin@PA-3260# set deviceconfig setting application use-cache-
for-identification yes

Application cache A’ yesiciREE M. Use cache for appid »'yes ICRETN
TWVWBZ LR LET:

admin@PA-3260> show running application settingApplication cache :
yes Supernode : yes Heuristics : yes Cache Threshold :1 Bypass
when exceeds queue limit: no Traceroute appid : yes Traceroute
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TTL threshold :30 Use cache for appid : yes Use simple appsigs
for ident : yes Use AppID cache on SSL/SNI : no Unknown capture :
on Max. unknown sessions :5000 Current unknown sessions :33
Application capture : off

Current APPID Signature Memory Usage :16768 KB (Actual 16461 KB)
TCP 1 C2S : regex 11898 states TCP 1 S2C : regex 4549 states UDP 1
C2S : regex 4263 states UDP 1 S2C : regex 1605 states

4. 1 DEREBEEDOEF 2V T« F2—VICHXT D T T 0 v 7 2RELE T,

5 8¢F V790 F—rYOMRaIEREL, T7 AT UA—IVTRET 2 F 2V T+
Fr—YOREERHRET S LAY 1 Transparent Bridge Bk F 7213V —T 14 > 7 LAY 3 ¥Rk
ZEHTEZNEIDZRELE T, BEFHIRDELBD TI,

s WHHOF—UITrTI T2y 02O — NI VAT HLEHEOV—R, AL vF, £l
ZOMDIV—T 1 2T TINA AN L TEBOT = — VTR y ¥ a V20T 579
WKIV—=T 4 7L AY3kFargs Fr—VEFEHTS), B—DOF —27%2HHT %
M BEBEZATONT T4y I8 i3t Fa V70 Fo—22@HLET, HELA
Y 1 Transparent Bridge F 2 —DGHE, LAY 1 i3 —T 0 V7 ENENH, &
Fals7a Foz—VIEIKHEHOT 7 AT 4=V AV EZ—=T 2 A4 ADXT HRLETT,

c ¥FaVT Fr—YEBUCTHGM NS Tow 7 T70—R07MNZ T4y Ta—0
ELL2[EMT %M,

6. B Network Packet Broker HEIEA Y X —T s A AL L THHATEZ 77 A7 U4 —)V A 2 Z—
T AADXRT ZRELET, »

o LAY 1 Transparent Bridge F 2 —YDHE, FLAV 1 ¥Fa VT F—VICEHD
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General Settings @

Hostname | WM-17-233

Domain

Login Banner | VIM-17-233

|:| Force Admins to Acknowledge Login Banner

S5L/TLS Service Profile | None R
Time Zone | US/Pacific e
Locale | en R
Date | 2021/06/09 e
Time | 17:33:34 e
Latitude
Longitude

|:| Automatically Acquire Commit Lock

[] Certificate Expiration Check

Use Hypervisor Assigned MAC Addresses
[] GTP Security

[] 5CTP Security

Advanced Routing

Tunnel Acceleration
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Advanced Routing (Preview Mode)

Enabling Advanced Routing in preview mode will require you to commit
and reboot the firewall. In preview mode, the Advanced Routing enging's
feature set is limited. Please reference the Administrator Guide for more
information on which features are supported. Do you wish to continue?

6. [azxvy L%,
/. Device > Setup > Operations Z 5 L. Reboot Device Z3/7L £ 9,
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WEHRD A= 2 —D1DDIEH (Virtual Routers) & O & EFEHER T, K OFEIAE A= 2 —IHHE
WICHEH LT L 7Z& W, Routing IZl3. Logical Routers & Routing Profiles A& %41, Chicid
BGP. BFD. OSPF. OSPFv3. RIPv2. Filters. Multicast & XN %7,

MONITOR POLICIES OBJECTS NETWORK DEVICE

ECMP Max Paths: 2 Enabled Mare Runtime Stats
Peer Group Count: 1

Logieal Routers Peer Count: 1
~ @) Routing Profiles 0O tr3 ethemet1/3
BGP ethernet1/4.3
BFD
ospF
0SPFV3
RIPv2
Filters
Multicast.
@ 1Psec cls
¢ GRE Tunnels
£ DHCP

ECMP Max Paths: 2 Peer Group Count: 0 More Runtime Stats

STEP 5| Interfaces R L., &Y IP 7 RLAEZIZOHP 7947 e LTA VY RZ—T 24 A
il d %1 DLLED [aver 3 interfaces ZERELE T,
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Enable, Disable, % 7z!% Read Only Z 3R L TRDA T 9 V72 #E IR L £ 9, Network,
Routing, Logical Routers, Routing Profiles, BGP, BFD, OSPF, OSPFv3, RIPv2, Filters, and
Multicast (77 4 )L b i& Enable) T9

Admin Role Profile @

\lall'L-l |

Description

Web Ul XML API Command Line REST API

e "
@P\L"L\.-’.'Olk

()Interfaces

'f\::l‘w"l tual Wires

(/)Routing

(+)Logical Routers

(~)Routing Profiles
(~)BGP
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()OSPF
()OSPF3
(HRIPv2
(/)Filters

(AMulticast e

Legend: () Enable (@) Read Only (®) Disable

Cancel
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STEP 8| %l T configuring a logical router Z8RE L £ 9,
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Y— 337y bAERZEEINE T, 50V — VIR DWW REA V2 —T 2 A AU
Ko THEEN, 774774 —)VHVKRY ¥ —)L—)VICBINEDETE Ty MSEHT %+
Fa)T7a KU I—ZEHNUET, @)L —Z—TlF. DXy hT—27 FINA AND)L—
T4 YW A T, %7 A MRy THRIOGmBIL—2—Z2Fd Ko Ity iud, [HU
T7AT7 74— )IVNICMOFGwRIEIN— R —IC)V—T 4 VTS5 EETEET,

LAYV—=0AA—=T A ADREIWRED, ZAFTIvI)IV—T 07T kaj)

(BGP, OSPF, OSPFV3, E7IERIP) &Lz, AZT 4wy 7)b—rEBIMLIZDT B
EMTEET, X, HRORMIL—2—2/ER L., ZNZhhmill—2—TtHa I nizn
RO — bty b EHEETZC LT, AV EZ—T A A TEREZIV—T ¢ > T OEERR
I5ZEEARETT,

B —RTCIV—T N 7 AV BR—=T 2 A ABHREL, 2DONV—T N7 AV EZ—=TxA
ATART 4227 )—F 2R L. TD2DDA YR —T A ABTETV VT35 14F
ST W=7 A bhANERET B EICED,. 1 DOMIL—Z 5 RO — &
NDRAF IV IIN—T 4 VI ZWRT BT ENTEET,

T7AT7 T+ —INCEBEINTZLAV—3 A=Y %y b, =Ty 7 VIAN, BLKU > *%
W AVE=T A AZ. TNFEHHIL—Z—ICEEMN I Z0EBRHODET, A/ EZ—T
A A 1 DML —Z—IC UHhATE TEEHAD., sV — X2 —I1IZERDOIV—T ¢
Y7 TNV ERZT 4w T V= ERETHENTEET, I —RICRET S AHX
TAV T INW—heBAFIv T )—F 7 T b )VICBREL. —RIVZERED L DO
g?@—o

rkir 399



\dvanced Routing (&fE7%&R)V—T« )

s — X — 21T %

3w NT—=0 )o—T 1 VT EFZITTBIE, SERNV—T 2T TV ThiEied 1D
D L —2 RN T 2 0ENH D ET, T 74V FO@mBL—Z—1dH O T A, imiL—
22—, ROV —T 1 ¥ TIERN—RAZHR L, )V— FDMBOGwREIL—Z—Ic N En&
SICLET, 7RENVAR  )b—FT 425« VI VD ViR—FEN50mHL—2—DO8E.
T7AT7I+—=IVETICEK>TEEDET,

AL — 2 — 2 M BRGIC, 7 RNV A RIV—T 1 VTINS5 B ENDH D £,

STEP1| Xy hTI—7 > )b—F 4 V7 > i —& BXU GBIV — X DB % Name TEH L.
B3 XFZMHLUET, Gz, 7o X—2X3a7 (), FizldnNA 72 () TlhE

BREDD D . TE

VYRA=RAAT (), Rl@ENAT V() OAEGDLEZEDH L

MCTEET, Fy b () FLEEAXR—RAZMHTEEEA,

STEP2| @B —R—ICA Vv EZ—T oA AZEMLET,
1. I —Z g ZT T, AVEZ—Tx A A ZRTEERLEXT,

2. AUVR=T A AD—ENSFEIRL T, il —X =AMV EZ—T 2 A AZAddL X
T 1 DDAV Z—Txz—AlE. 1 DORHIL—R—ICORFET B ENTEET, MU
TOFIDEL ST, LR-1T EWVWS ARTOMBIL—Z—IcH LT, EBIAVYE—T A&
FEMNT AT ERBORLET,

Logical Router - LR-1

General
Static
OSPF
OSPFv3
RIPv2
BGP

Multicast

MName | LR-1

Interface Administrative Distances

O | NTERFACE ~
[ | ethernet1/1
[] | ethemneti/4.1

] loopback.1

() Add

@

ECMP | RIB Filter
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STEP3| (AT a N7 RIZAML—TFT 4T TAARZRVABFEINLT, SXIEHEATON—
FDTBE—NV T RIZANL—=T 4T TA ARV A% (T7 4V ERGEN D) ZHLUE

EE
Logical Router - LR-1 @
Semi Name [ LR-1
Static . L )
Interface Administrative Distances ECMP RIE Filter
OSPF
Static | 10

OSPFv3

Static IPv6 | 10
5 OSPF Intra Area | 110
BGP OSPF Inter Area | 110
Multicast OSPF External | 110

OSPFv3 Intra Area | 110
OS5PFv3 Inter Area | 110
O5PFv3 External | 110
BGP AS Internal | 200
BGP AS External | 20
BGP Local Route | 20

RIF | 120

n Cdl\uul

* Static - #ipAIZ 1 ~ 255 TY, 774 bid 10 TY,

« Static IPv6 - il 1 ~ 255 T3, T 74V F& 10 T,

« OSPF TV 7N - #ipHiZ 1 ~ 255 T3, T 74V ME 110 TI,

s OSPF A Z—x V)7 #ipHiZ 1 ~ 255 T9, T 74NV K& 110 TT,
« OSPF %\ — #ipHlx 1 ~ 255 T9, 774V M& 110 TY,

« OSPFV3 TV 7N -#ipHix 1 ~ 255 T9, T 74V K& 110 TI,

« OSPFv3 TV 714 - #ipAlZ 1 ~ 255 T9, T 74NV M& 110 TT,

+ OSPFv3 ¥\ —#ipAl% 1 ~ 255 T9, T 74V kiE 110 T,

« BGP AS N&B - #ipHid 1 ~ 255 T9, T 74V M& 200 TI,

« BGP AS A\EB—#ipAlZ 1 ~ 255 T, T 74L& 20 T9,

« BGPO—4)l )b—1 - #iflE 1 ~ 255 T9, 7 74V hid 120 TF,
« RIP-#ifflZ 1~ 255 CT9, T 74L& 120 T,

STEP4| OKZZ7VUvw 7 LET,
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STEP S| (A DA A5 L7z R— 1927 7 A4 7 7 4 — V)i — X =2 A7 LIZE| D
MTET,
L. TNNA ARV AT L B#EIRL, (R AT L —i% Z3EIR L9,
2. Add 1 DL D FRL—X.
3. OKZZUw I L%,

Virtual System @

D1
[] Mllow torwarding of decrypted content

Mame |vsys-1

General Resource

DS Proxy | None

E INTERFACES E VILANS E VIRTUAL WIRES E LOGICAL ROUTERS VISIBLE VIRTUAL
SYSTEM

all (@l vsys) O

“ e

STEP6| OKZZ VU w7 LEXT,

STEP 7| (4 72 2 ) Network > Routing > Logical Routers IC##) L CaiFf)l— 2 — 72 #IR L. X
IC General > ECMP ICBEIL T, )L —X—D ECMP ZRERR L £ 9, ffl—X—D
FCMP &, TERDIN—T 1 T T2 TV DRIV —Z—DEE L RICHERK L X9,

STEP 8| ZH% Commit (Z3Iv ) LET,
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STEP 9| (A 7V > a Vimb—R—DT V2 A Lt eEHRLET,
1. KO —Z2—DEEIE. AiD ZTOMD T %2 A LiksE &38R L £ 9,

2. I RTOTA NV DN— b T =T N EERTBICF. DV—T1 T X T T, )b—©F

TN BIXCT7RLA T77IV)0OER ZEIRLET, IPv4 BXT IPv6. IPv4 D
. Fi2Z IPv6 D H,

Logical Router - LR-1 @=

Routing OSPF OSPFv3 BGP Multicast BFD Summary Information

Route Table Forwarding Table Static Route Monitoring

Display Address Family | IPv4 and IPvé i
':._.:'\ O itermns % >4
DESTINATION NEXT HOP PROTOCOL METRIC SELECTED AGE ACTIVE INTERFACE
Close

3. HREMEHRAN—X (FIB) DL MU ZFKRT B, kT —7 ) 2 IRLE T,

4. AZT 4w 7 )—REH ZEIRL T, BBHLTWARAZT v 7 Ib— b 2F&RLE
ER

5 BGP X7 &FHRL., I M 72 # IR LT BGP REZERLET,

6. 7 ZEIRLT, BCP EVHERFRLET,

7.7 ZI—F BEIRN LT, BGP Y I —TOHREZFZRLET,

8.

JW—h &7 RLVAT7IVDER ZEIRLET, IPVABXT IPv6, IPv4 DH, F iz
X IPv6 DF DIFEIE. BCGPIL— rDEMEAZFRLET,

STEP10|CLIIC7 7R ALT., @BV —T 0 V7 EREZRLET, PAN-OSCLI ZA4 w7 AX—
Ricid. CLI Cheat Sheet DX Y RHA—EEXREINET, *v NT—TVZERLET,

® rkil ministrator’s ion 403 ©20
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uting (BERIV—T 4 > 7)

ART 4w T )Vv—T 4 VT ZHMIT S

Advance

STEP 1|

d Routing Engine FICGREIL—Z —OF)IV— N ZERR L £ 95
wh L — X —Z2 kT 5 ) ZIT0E T,

STEP2| X&ZF 4 w7 )b—FZ2ERLET,

1.
2.

Network > Routing > Logical Routers =R L, Bl — X Z#IRL £,

Static 35K U Add 7 IPv4 E7z1d IPv6 1)L — & Name TiEIR U X9 (K 63 X

o HHNETE T, 7UX=AA7 (). FRENATY () THELZREND D, T
T T YR=RAT, FlldNAT VOB EDREFDBHENTEET, Ry ()
FIEAXR—=AIMHHTEEE A,

Destination 1T, #F{ L xy b~ X772 ATTLET BIZIE, Pv4 7 FLADSGEE
192.168.2.0/24, IPvé 7 R L ADEEZ 2001:db8:123:1:0/64)s T 74V b Jb—
FEVE L TWBEEE. 774K b—rEANLET (Pv4 7 RLADEEIZ
0.0.0.0/0, IPv6 7 RLADGE =/0) o 1z, XA T 1P Netmask D7 LA « &
TV M BEIRETZIIMERT AT B TEET,

Interface IC. /37w "R T A bRy FICBHIT 2 72DIHHTERIEAN >V ZX—T =
AAZIEELE T, A VE—T A ARIEETHE., TOARXT 4V 7 )b—FDXRT
ARKRy 1)V —k =T IVHDOA U Z—=T A A%FEMAT 2D TIE L. firewall Y
T 24 2 —T A A% XD FRICHIBTE X,

Next Hop (7 X kiR ) 12DV TIEROWT N EEIN L E T,

 IP Address £ 7213 IPv6 Address — FHED XV A KRy T WIV—T 4 7T %
By IP7 RLA(192.168.56.1 % 2001:db8:4%e:1:1 72 &) AT LE T, IPv6 %
JARRYTT7 RUAERMBHT SICE. 41X —T A ATIPv6 ZHMICT S
(LAV—38A42=T A ADKIET B5E) T50E808HD £, BEDIL—
FEVERR T 535513, Next Hop T IP Address ZE8R L., 1 V2 —%w s 7 —
MYz ADIPT RLAZANTZR0ENHDET (& AL, 192168561
2001:db8:4%e:1:1)e BN, BA TP XY bRATZDT7 RLA ATV 7 b
FUERTEE S, IPv4 OBFEIE /32, IPvo DFEIX /128 D3y R AT KL
AF TV MkdenET,

+ NextLR - XOFHMIL—& GHEIL—Z DY XA FN) Z2x7 Ak KRy ST 555
HEIRLET,

+ FQDN LB/ R A A %% A1 LET,

» Discard (B{FE) — COEGICmh /3y e Ray I 23585108 LE T,

« None (7xL) — JL—FDX T A Ky IHEELEVESIEELE T, iz
X, BA Y bY—RA Y MEROLGEZ Sy OEETHAN—DRET RO T, %
7 ARy TEARETT,

AZT 4w 77 )b— K Admin Dist 2 A JJ U & 9 (#ipHIX 10 ~ 240, 774V &
10)s T OfHLZ. FPL—ZICHEE N/ Static ¥ 7213 StaticlPv6é 7 RIS =AML —
TAT TAAR A LA —)N"—F 14 RLZET,

ABRT 4w 7 )b— K Metric ZZ AU X9 (#ipHIE 1 ~ 65535, 7 74V M& 10),
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8. (Opuonal) BFD Zfli 9 25E1&. /ER L7z BFD Profile 723%#{R 3 % A, default 7'
T 7 AIWEERT B0, FLV— MOEHT % BrD profle ZERLEd, 774V b
% None (Disable BFD) T3,

Static Routes - IP @
Mame | |
Destination | o |
nterface | None e
Mext Hop | None o
Admin Dist
Metric | 10
BFD Profile | None i

[[J Path Monitoring

STEP 3 |

(Option ) AR T 4w Z7)—FONRNAEHZHRELX T, K128 DAZT v 7 )b— 72
B TZET,

1. Path Monitoring Z IR U T, NAEHOEKZZ LET (774 )V MIENTI ).

2. Enable 7N ABEH (777 4 )V NI,

3. Failure Condition (3. A& T 1w %7 Jb— b OSRAEHMN 1D (FED) FHEITXRTOD
BN RAERICHE DT B0 ES D2 L X9, firewall M RIBBXT FIB B A
2T 4w 7 Jo—bZHIRL, KENA RV T EFEFDOARZT ¢ 7 )b— 1 (AU
PeN) RO ART w7 JU— b7 FIBIGBINT 72, ART 1 v 7 )b— kO
FRGESED Any £721E Al Y ICMP I XK > TRERERRETARTNE RS0 E I
EIRLE T,

All(TXRT)EEINT B L. T2 Z2130IT N 1 DOGEEN A TF 2 AD
DI T ITAVNCTEZH>TVWABTET, I—hITT7—¢E>TLEI&ED
AR b NE T,

4. (Optiona) Preemptive Hold Time (min) Zf5E L X9, Z4UL. firewall AR T 1w 7
JW— B RBICHA VA —IVTBETICE YTV LI/SA BN T v TIREED F F
ThERINZEESHRWDETT, Pk 0~ 1440, 774V ME 2 T, 0(BO) Ici&k
ET B L. firewal 3SR EZEZ—DEEIT % &9 <I)V— 2 RIBICHA YA M=)V
L/ibé‘o

ISAEZR—MWART 4 v 7 )U— b ICT R TCOEHENROGEEEFAM L. Any (3
T)HB0E AN(TRT) DRIEEFICHEDOWTENELE T, F—IV K XA LHIC)
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5.

INETVERE TSy T URGE, VIR T v IR &, INA EZZNHEE
. Preemptive Hold Time MUty &N, 2A~Y—WCuhofHidE) LEd,
Name IC X 5/ ABifH e 280 LX 9,

Path Monitoring Destination @

6. IABHAEOEME .
/. Source (GEZ7T) IP IZ DWW T, BifHXROSESEIC ICMP ping Z1T9BICT 7147

10.

11.
12.

T A —)VIMET S IP 7 FLAZERL £95
¢« AVR=T 2 —RICEHBD IP 7 FLANRDZ5EE. 1 DZERL I,

o AUR—TIARAREIRUIGE. 7747 94—V T 74NV AV E—Tx
A RCHDETENTOWBRAD IP T RLAZHHLX T,

+ DHCP (Use DHCP Client address) (DHCP (DHCP 7547 > s LA 7 KL ADf#i
) ) BBEIRUIGE. 7747 74—V DHCP A VR —T x4 AIZED 4T
=7 R I/X%@ﬁﬁbi@”o DHCP 7 R L A% d %1cid. Network (v kT —
27) > Interfaces (f > Z—T7 A A) >Ethernet (.1— v k) ZHERL T,
A—Y % b £ 2EZ—T x4 ZXDF7ICH % Dynamic DHCP Client (&) DHCP 7 <
A7 VR) 7V w7 LET, Dynamic IP Interface Status (@ 1P £ V2 —T 2 A &
IRAE) 74 VRIS IP 7 RLADERENE T,

Destination IP (585G IP) ICDWTCIE, 77 A7 7+ —IVHVRAZEMHT S 1P 7 RLAD

BWVNET RLA ATV b2 AJILET, BN Rspics. AZ7 4w )L—hD
55l MU7 RLA 77 30— (IPv4 F721F IPvé) ZEHLTLEE W,

@ A5 IP 7 RL AR, BEAREA LY RRA Y MCBL TV ARENRH D F
o INAEMIZ. ZNABEHPARLE F I EEEDERNTINA LI H DN

TR EFEA.
(Optional) ICMP Ping Interval (sec) ZF)HAL THRE LT, firewall BV AZEifl 9 % 565
ZUGELET # P 1~ 60, T 74V R 3),
(Optiona) firewall WART 4w 7 )— b Z2X T2 ERIZLUTRB BXU FIB O SHIBR
T BENC, 5ESeh BRSNSy O ICMP Ping Count 24578 L 9 (#iPHid 3 ~
10, T 74 Rk 5),
OKZZ7VUw I LT, )RR« EZRZ—0D%5ZREFELET,

OKZ 2|7 Uw LT, ENRERZREFELE T,
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STEP 4| (Ontona)Za—3b RIBICHIE & N5 NI ZHIE L %9,

BRI AR U CHEA L TE.,. Yua haloa—h)ViggT— 7V E g/ a—3 0
RIBICIEIANTZ EWIEEDDH D T, FrEDERNRERDMA%E 70— 3L RIB BT 5 C

EBLTEET,

1. 2y bI—=T > )b—F4 27T >

EL— R BN

APV — 2 23R L £ 95

2. RIBFilter 38R LT, JL— 20— U RIBICHAI LD, )L— T TO—\)L
RIBIGEBIMENZWE9IcLZb LET,

Logical Router - LR-1 @
e Name [LR-1
Static - - . .

Interface Administrative Distances ECMP RIB Filter
OSPF

IPvd IPvé
OSPFv3

BGP Route-Map | None i BGP Route-Map | None

RIPv2 OSPFv2Z Route-Map | None R O5PFv3 Route-Map | None
BGP Static Route-Map | None - Static Route-Map | None
Multicast RIP Route-Map | None e

“ CdI\L.L.I

3. IPvd BFL— B X UHEROL— b2 T 0 )L 2 Y 79 %ICid, Static Route-Map T,
HEAIV— F< oy T2BINT 20, create 2 new route ZEIRLE T,
4o IPv6 AR T 4w 7 J)b— bk eV — 2T )V Z) 79 BICiE, Static Route-Map

T, HEAMIV—F v TZEIRT S, create 2 new

5 OKZZ7 Vw7 L&,

oute ZEIRLE T,

STEP 5| (Optiona) i )L— 2 —DHTOFN IPv4 B OHI IPv6 V—F DT 74V EDT7 RI =

ANL—T 1 THEEZEZBHLET ,
25 % Commit (I3 v k) LET,

STEP 6 |

STEP 7|

CLUTT7 7V ALT AZT 4w 7 )b—b ISR B2 %F < LZFJ: show advanced-

routing static-route-path-monitor PAN-OSCLI 74w 7 A&Z—RFiclE, CLI
Cheat Sheet IZIBINDO A Y FW—EXRRENKT, 2y FT—JZEIRLE T,
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T RINVARN—T 4 VT ITD BGP D%
Advanced Routing Encine EOFREIL—X D BGP ZRET BICiE. RDE A7 72FITLET,

BGP MR B RIC, BGP €7 ZI)—7, ¥©7, HEMIL—Ib, BELUEHIL—F R —I
WHTELZZL DR IV—T 1> 7 T 7740 BEXO 70)LZ ZRETL. THUcEk->T
MBS ZHiR L. B EHREL 23w, a7 7Lk 7 )b x—ik, FaiclERs %
Tkt BCP DMK EHED S L EIENT ST L TEEXT,

STEP1| TEwHIL—X—Z2Mkd 5] ZITVET,
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STEP 2| BGP ZHEIC L., —KM7& BGP REXZMK L £,
1. 2w b IT—=2 > )b—T 427 > imPi)l—& BN L, b — 228N L E T,
2. T Oii)L—% D BGP > General 35X UF Enable BGP Z3#IR L F 97,

Logical Router - LR-1 @
General R
General Peer Group Metwork Redistribution Aggregate Route
Static
N Enable
OSPF
Router ID

AR Local AS
RIPvZ Global BFD Profile | Mone v
BGP Options
Multicast D Install Route D ECMP Multiple AS Support

Fast Failover Enforce First AS

D Graceful Shutdown Default Local Preference | 100

Graceful Restart

Enable
Stale Route Time (sec) | 120
Max Peer Restart Time (sec) | 120

Local Restart Time | 120

Path Selection

D Always Compare MED Deterministic MED Comparison

n CdI.LLI

3. Router ID Zi@H)l— X —d BGP ICE|D Y TET, CE. W—EF—IDH—ETH3
C R d Az, BHEIE IPv4a 7 RLATTY,

4. Local AS Z#| DY TE9, chE. @mHIL—ZDNET S AS DFSTI, HipHlZ 1 ~
4094967295 T,

5. BGPIC BFD ZJ#EMA T 5551%. Global BFD Profile TIERK L7z BFD a7 7 A )L x5
R BM, default 707 7 A )V EFHRT B0, HiL BED 707 7 A )Vl %,
77 % )L ;iZ None (Disable BFD) T9,

6. Install Route Z3EIN LT, FEH LK BGP )V— 20— \)V )b—TF 4 V5 T—T)UIC
AVAR=IVLET, T 74 MNIETT,

7. Fast Failover ZiE#iRT 2 &, (T2 7D VIR R TV UIzEE. Hold Time
OEMARDYINS DEFFIZTIC, BGP BHEE T LDy a v & T LES, 7
T IV NEAENTIE>TVET,

8. REC 8820 ICHDNT BGP MU/ SAZEIRU TIRETE 5 K 51, (RFHEHIC
BGP M eBGP ET VYT U IDTV T 7 LY AZ FF5KHICT BICiE, Graceful
Shutdown Z3EIR L E 9, 7 74/ MEIIENCR D 97,

9. ECMP ZHERR L. D BGP A A7 L FTC ECMP ZFE{TT 5HE1E. ECMP
Multiple AS Support Z3EIR L £ 3, 7 7 4/ MR TT,

10. Enforce First AS (%, eBCP ET7HED AS FH5%& AS PATH JBEDORYID AS F5E L
TUARLTWEW eBGP ET7 D EDOEHEFEH/NT Y b7 firewall I Ry TEEE
I, T 7NV MEIENRZ>TVET,

rkir iinist r's jon 409 ©00
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11. B 2RO T 77 LY ARRET % T2DIHH] TE % Default Local Preference
ZEELET, @I 0~ 4294967295 T3y T 74V M 100 TI,

12. Graceful Restart Z53c L, L FDZXAY—"ZRELEXT,
+ Stale Route Time (sec) CEFHHIFEYIIUL— MR (F) ) —)b— FAEERHIFRYIN

K2 HERF CE B FHORE S 2B ChEL XY @I 1~ 3,600, 774V
k& 120) o

» Max Peer Restart Time (sec) (A E 7 BEEIRR ) ) —a—4)V T4 AT
L—X EVUA RHDET 7351 ADOHEHFE & U TR ANSREORAKEZD
HATHEELET @HipE 1 ~ 3600, T 74V M 120) o

* Local Restart Time — H—71)L 7/\A AN FHELE) 2 FHd 2 e 2 R HLAT CHEE L
X9, TOMBETICEMNENE T @EHFHE 1 ~ 3600, 774V ME120) o

13. Path Selection:
* Always Compare MED — C DILiRZAZMNC LT, Bix s HFEY AT LOIEEN 58
AZFIRNTESBXIICLET, T 74V MIENTI,

+ Deterministic MED Comparison — C Otz A3 LT, IBGP E7(RIUHEE#Y A
TLHND BCP ETNCES>TT RRNZARENZIN—FEBIRTELEHICLET,
T 74V MEAEMTIZoTVET,

14 0KZZ7 Vw7 LET,

STEP3| BGP EY ) —TZREL £,
1. > Routing > Logical Routers 73R L, Bl — X2 Z#E R L X 9,

2. BGP > Peer Group 5 X UF Add 7 Name (Fx Kk 63 X7) TEIRLE T, &und. 1
Fo T YE=RAAT (). F@ENAT V() THED., O Losss, 72—
a7, X@3NA TGO ENRHDET, Ry b () XREAXR—RIMEHTEE
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BFho TOHHNE, @I —2—ANBLUTITXRTOMIIL—Z—TEHE THRITNX R
DEHA.
BGP - Peer Group @
Peer Group Connection Options
‘L‘lll'\.| Auth Profile | None
Elld|.:||_' Timer Profile | None
Type () IBGP @) EBGP Multi Hop | 0
Pvd Address Family | None b Dampening Profile | None R
Pwé Address Family | None R
IPv4 Filtering Profile | None v
|Pvé Filtering Profile | None w
Q Ditems ) = X
D PEER EMABLE PEER A5 INHERIT LOCAL ADDRESS PEER ADDRESS
() Adc
Cancel

3. Enable €7 ZL—"7,

4. ¥7 TI—TD Type (%A 7) 2 #IR L £9, IBGP XIZEBGP.

5. E7 ZI—TICZED IPv4 Address Family 4 7> 3 >V &T8ET %1ciE. 7ERKL 7z AFI
Profile % 38R9 2 M. default 707 7 A )V EFRING B0, create o new BOP Address
—amily profleZZ 2R L £ 9, 774 )V bl None T3,

6. BT JIV—TICZHD IPv6 Address Family 47> 3 > 258 d %1cid. E L7z AFI
Profile % 38R9 2 M. default 707 7 A )V EFEING B0, create o new BOP Address
—amily profleZZ R L £ 9, 774 )V bl None T3,

7. ¥7 27 )L—IC IPv4 Filtering Profile = 7> 3 7219 % 1cid. 1ER L7z BGP
Filtering Profile 23R 3 2 h ., create anew BOP Filtering profile 238 IRL &9, - F 7%
JV k& None T9,

SGP Fltering Profile t&, BGP)L—F DA VR—FETIZT 7 AR— k.
1—77)L BGP RIB \D)L— b OBINZE AKX 721328109 % 5. S &
TIV— =7 RINZA XT 5515, BEXITENENI)V— s Ziif L
VIV — R E, IPvd DEL D BGP AT g VRS % B DNT
AL X9,
8. ¥7 Z)L—IC IPvé6 Filtering Profile = 7> 3 719 % 1cid. 1ER L7z BGP

Filtlering Prlofile =3 RJ %/, create o new BOP Filtering profle 238 R LE S, T
7 %)V b & None TY,
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SGP Fltering Profile &, BGPJV— b DA Y R—FX/IZT 7 AHR— k.
—771)V BGP RIBIZIBINE B I)L— s DZIF AN TzidBhik, SR{HTE T
WW— %7 RINZA X B 5E, WEERITENE Niz)b— s OIHIfRER
2E. IPv6 DEZL D BGP AT g VMK % FIEIC DWW THIFAL £ 9%

9. [BEpiA 7T 3 2] T, Auth Profile 721 create o new BOP Authentication profile 753
RUT, €7 ZIV—TND BCGP 7RO MD5 BatZHIH L E T, 774V FikEld
None (7= L) T3,

10. Timer Profile E£7z1& create o new BOP Timer Profile Z23BIRL T, F—T7 54 T
THIEIERBCP ZAX—ZHIHIL, W—F 27 RNNZAZXT B Ay =V %8H
LEd, 774/ Fi%EIE None (72 L) T,

11, 1P~y Z—D time-to-live (TTL) & Multi Hop Z#& L F 9 @ik 0 ~ 255, 77 %)V
M 0o TTHIVIMED O ZIgET S L. eBCP OBEF 1 MEHINET, 774V
MO O ZH5ET 5 &, BGP DA 255 WMEHENET,

12. Dampening Profile £ 7z1d create o new Dampening Profile Z3#RLT, 7wV T
W=D EZETHETHHALENKX IR FIVT 0 2R HiEEZRELE T, T 74V
R EEIE None (72 L) TY,

STEP4| BCGP ETZET Z)L—TIEBMLUET,

1. Add Name IC KB E7 K 63 XF)o Huild. BT, 7o X—=Aa7 (). £izidn
AT ) THED, O EOTE T, 7o X—=2a7, £E3NA T VG HE
NHOLET, Fy b () FREAR-RIMHHTZEEA, TOHHNE, mEL—2—
NEXCTITXRTOMRMIL—Z—THEETEITINIEED T8 A,

Enable ¥ 7.7 7 4 )V MIBEMC > TVET,
Passive 3R LT, 7LDty > a VEBTERVWESICLET, 774
)V MR T,

4 ETHIET S Peer AS 7 ASJ UK 9, #HiPHIE 1 ~ 4294967295 TT,

5. Addressing &R L. ¥ 7 A Inherit IPv4 BX T IPvé AFI ZRITL. ET Z)V—Th

5777 ANET VR U TTENEIMEFIRLES, Yes (T 74V ) F12&
No
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6. Yes IR LT EE. ETICA N ZIREL X,

+ Local Address (H—71)L 7 KL A) I DWW TlE. BGP R E L TW5 Interface (-
VRA=T AR ZFEIRLE T, £V Z—T A RERHD IPT RLAND 55
X, TOAYE—=T A AD IP Address Zi#ER LT BGP E7IC L&,

* Peer Address T, IP Z#ER LT IP 7 FLAZEINT 20, 7RLA ATV 7 b
FEIRNE T2 I3MERT 2. FQDN 23R LT FQDN H7z2ld FQDN XA 7D 7 R L
AXTI27 b ANILET,

77 AT+ —)UiE. FQDN @ DNS RN 5 (% IPv4 F7213 IPv6 7 K L
A s BATHE)1DDIPT RLUADIREMHLE T, DNS ERIEED
7 RLAZERTE, 77 A7 74 —)UIiE BGP B 7 HICHRE TN IP ZHf
(IPv4 & 2 \WMNE IPVE) IRy F9 %, BRSNS IPT FLAZMEHLET,
EHEENS IP 7 RLAE. DNS Y —N—HHEDISE TR BRI DT R
VAT, 7747 94+—=)Vid, IHFICEDSTT RLAMEDILEICH
NBMEH, TO7 RLUABBIRANRRLET,

BGP - Peer Group - Peer @

Mame | |

Enable
[ Passive

Peer AS

Addressing Connection Options Advanced

Inherit o Yos

Local Address

nterface |

IP Address | Mone

Peer Address

Cance

7. BT Z)—Th5 Inherit 7 KL AEEIC No B3EIR LT 5E1E. BT REEEL
9,

o ET7ICEZHOD IPv4 Address Family 4 7> 3 > 259 %1id. {ERK L7z AFI Profile
RN L. default 707 7 1)L ZIE L. inherit (Peer-Group /» 5 fikK) 7% 5E4R
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I B, create a new BOP Address Family profle 23R L &£ 9, 7 74V M & none
(IPv4 AFI ZE50IC 9 %) T,

AFl 7a 7 7 AV EFHTEE, ET7MV—R VT LI R— 54T
VIFTHBTEEEETEET, =M VUTLIZEZ—IE, IXRTOE
TISMMDTXRTOETANDFTRTDT RINZA XA MK %7z

B, BGP Z5ERICA Y ¥ afbT 20 EN R EDET, €7 Z)—F

VIVLIE—= 25347 e LTESTSE, BGP 7t Aick>T

ZOETICHT BT RTOEFHDKMENE T,

o ET7ICEZHD IPv6 Address Family 4 7' 3 > =889 %1cl&. {ER L 7z AFI Profile
7 EERT %h) . inlherit (Peer-Group H 5 #kK) 728K 2, create o new BOP
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Address Family profileZZi88 ] L & 97 5 7 4 )1 M id none (IPvé AFI Z X129 %) T
ER

AFl 7a 7 7 AV EFHTEE, ET7MV—R VT LI R— 54T
VIFTHBTEEEETEET, =M VUTLIZEZ—IE, IXRTOE
TISMMDTXRTOETANDFTRTDT RINZA XA MK %7z
B, BGP Z5ERICA Y ¥ afbT 20 EN R EDET, €7 Z)—F
VIVLIE—= 25347 e LTESTSE, BGP 7t Aick>T
ZOETICHT BT RTOEFHDKMENE T,

IPv4 Filtering Profile &7’ 3 > ¥ 77 IH 9 %1 id. 1ERK L 7= BGP Filtering
Profile Z3#4R L. inhlerit (Peer-Group / HiflkK) 23R B, create o new BOP
Hiltering profile 238 L 97 7 7 4 )L & none (IPv4 Filtering = f&2h1C 3 %) T9,

IPV6 Filtering Profile 47> 3 > ¥ 7719 %1 id. {ERK L 7= BGP Filtering
Profile 33 L. inherit (Peer-Group S #k/K) 239 5 A, create o new BOP
Siltering profile 238 I L 97 7 7 4 )L M i& none (IPvé Filtering = #5129 %) T
Local Address (T—71)L 7 KL Z) IC DWW TIE. BGP ZFRE L TW5 Interface (-1
VE—T AR EIRLET, AV EZ—T A AEBD 1P T RLADD 555
X, TDAYEZ—T A A% BGP ¥7ICd % IP address Z3R L ¥ 9,

Peer Address C. IP Zi#IRL T IP 7 RLAZEIRT 2, V7RLA ATV b

BN E F2I3ER T %A, FQDN Z3E IR LT FQDN E£721& FQDN 2L 7D 7 R L
AF T v ATILET,

BGP - Peer Group - Peer @

Name | |
Enable

D Passive

Peer AS

Addressing Connection Options Advanced

Inherit Yes °J
Pwd Address Family | none

Pvé Address Family | none

IPv4 Filtering Profile | none

(YIRS IR SRS

IPvé Filtering Profile | none

Local Address

nterface

IP Address | None

Peer Address

Type | IP R v

Cancel
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BGP Y7 Z)V—TICIPvd 7 RLA 773V Ja77A4)VE IPvé 7 KL
AT773) TadrANVOmGNEHENTWR5E. ZTOET J)b—
TWETZIXRTOET DT L ATFEIEHBIIC [ No ICRRE SN X
T(ETWRHSFDT RLA 77 2V ZHHTERWED), €7 J)—7
NDOITXRTOET T, IPv4d 7 RLA 773U a7 7A)b, IPv67 R
LA 7730 7a77A4), IPvd T2 )VZV VT TaTdrA)b, BXT
IPv6 74V Z YT 777 A)VEREET none ICERESNE T, MK (L
7 TNW—Th BikK) 2R T B, ETDRED T T T 7 A ViR L
T IN—T7% FEETEET, 22 IPv7 RLA 7730 7
07 7 AI)VD inherit & IPv4 7« )V ZV) 5 T 7T 7 A )LD inherit IC T
LU, IPV6 7 RLA 7730 7077 A)VEIPv6 T4 )VEY) VT T
a7 7 AI)VEERLT, E7 V—hbcnbsnyarr A )V L EE
TEET,

8. ¥V JIN—TORELEEDREZHEHT 51X, €7 LT Connection Options
IR L X9,

BGP - Peer Group - Peer @
Name | |
Enable
D Passive
Peer AS
Addressing Connection Options Advanced
Auth Profile | inherit R
Timer Profile | inherit o
Multi Hop | inherit o
Dampening Profile | inherit e
Cancel

9. BGP ET7 D MDS5 FRaAFZ T 51X, Auth Profile. inherit (Peer-Group 7» 5 fi#7K)
(T T HIV ), Tzl create a new BOP Authentication profile Z3R LU E 9,

10. Timer Profile. inherit (Inherit from Peer-Group) (7 7 4 )V k). create new BGP Timer
Profile ZEEHRT 5, default 707 7 AIIVEEIRNL T, F—T 774 TICHETHE
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XEERBCP ZAY—Z2HIH L, W—1+27 RNZAXTZA—IZEHLE
ER

11 1P~ B—DAFH4 R (TTL) fET&H % Multi Hop Z&kE L9 (#ipHid 0 hh 5 255), 7
7 4 )V b€l inherit (Inherit from Peer-Group) T9,

12. Dampening Profile. inherit (Inherit from Peer-Group) (7" 7 # )V K. F 7zl create new
Dampening Profile 23R LT, 79V EY T IV— DN LETHETHALETZVE S IC
NPT 1 2T HiEZREL X T,

13. Advanced 35 & U* Enable Sender Side Loop Detection Z#ER L C. 77 A 7 W+ —)LH
HHTIV— M EIEET BRI FIB ND)L— R DAS PATHEMZF v 7 T8, BT AS
FSWAS PATHU A MW E 2R LR T, FETR,G. 77477+ —)Uid
W—T 4 27 N—T%i STz AS BEZHIBRLE T,

14. BFD Profile 7= ¥ 77\ 9 51t GREIL—& L)LV BGP I LT BFD DERNIC
o TWIRWEED, BGP @ BFD &REZA—/N—F 4 FLET), ROWTNHN7ZEER L
£9,
 default 7017 7 1 )b,

o BHFED BFD 707 7 A1),

* Inherit-Ir-global-setting (Inherit Protocol's Global BFD Profile) 7 7 #+ )L b )— ¥ 7 &5
HL—Z DTz BCP D=7 a—NUSEIR Uz BFD a7 7 A )Lk L
£9,

* None (Disable BFD) £ 7,
o LW BFD 7y 7 7 A IVEVEKT %

BGP - Peer Group - Peer @
MName | |
Enalbile
D Passive
Peer AS | |
Addressing Connection Options Advanced

Enable Sender Side Loop Detection
BFD Profile | Inherit-Ir-global-setting e

Cancel

15.0KZ27V w7 LET,
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FAN=ICT RNRNRA AT 22y FT—=0T LT 7 AZIEELET,

Network ¥%6EIX. 7 7 A7 T+ —)LZRIOY T 3y MCBEI L%, £iExy
kT — 7 e —BENIC T U7 L B £ 9,

Network 7R L £ 97,

Always Advertise Network Route(7 7 + )L M3 AR . RES NIz FT—77 JL—
FAEERTFEN E S MR L. BCP ETICHICT RAZAL R LET, TOF v
TENTE. T AT I —ida—hbb— b T—T )V LU TR E NG AIC
DIHZY R T—=T7)— kBT RNNZALZALET,

IPv4 £7213 IPv6 %3 IRLC, LT ¢ v 7 A0 EINL 9,

Add 1%, X AN—ICT RNNX A XF 57280 Network 'L 7 ¢ v 7 AT,

Unicast Z3BIR LT, Z2=F v A 7 RLRA I77IVTZORY N I—7 )b— %7
RNZAZLET, TIHINVMIENNCEZ>TOVEST, Fov BT L, T7 AT
T —IVEI=F v Ak SAFI TIL— BT RNRAZAXLUER A,

(P o RIVFFY AR 23BN T, TORY FT—% )b— BRIV FFY A T
RLA T7IVICT RRNEZARXLET, 774NV MNIENTT, 77477 +—)UZ
RIVFF v A b SAFI TTDRY hT—7)b—F%&27 RNNZAL XL EH A,

(Pvd only) BGP Y AS DINBIC T LT 0w 7 X %7 RINZA AL ESIcL, KHD
IZ)V— b 7% AS WICHRFFT %1cid. Backdoor ZEEIR L E9, /N 7 R7IE. IGP )Lb—
FEODETRIZA ML =T 47 T4 ARZVANEW BGP )IL— KT, NI,
TLI4wITADT RIZARL—T 4T TAARARZRVADEEZN, LT v TR
BEEEINTEAN, MDOBGTY VI EEMRELGETEREISCTHHTZ
F9, T 74 MIESHTI,

Logical Router - LR-1 @

General R
Genera Peer Group Metwork Redistribution Aggregate Route

Static

N Always Advertise Network Route

OSPF
1Pv4 IPvé

OSPFv3

RIPv2 “ Litem |2 %
NETWORK UNICAST MULTICAST BACKDOOR

BGP

. O O

Multicast

®Add O Delete

Cancel
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STEP 6| AZRT 1w ZiRE&. BRI, OSPF/OSPRVS #RIK. F 7213 RIPV2 £ % BGP I Flid
HLET,

@ BGP Hfidfi a7 7 A VN T, )b— bk v TOFRMERSH LT, Hidfhd
B)V— b e T B EEEL. RET SEMEEEELET,

[FHA(E] 28R L £ 9

2. IPv4 )b— k ZHEMR T % IClZ. IPv4 Redistribution Profile -- Unicast D&, RGP
Redistribution profile ZEHRT 2h, BILWEEA a7 7 AIVEIER LE S, T 74+
JU Z None T3,

3. IPv6 Ib— k7 HEMR T %IClE. IPv6 Redistribution Profile -- Unicast C. BCP
Redistribution profile 23R 2h . FTLWEER a7 7 A IVEIERLE T, T 74
JU ki None T9%,

Logical Router - LR-1 @
General

Static

QSPF
OSPFv3
RIPv2
BGP

Multicast

STEP 7| EHV— b R —E{ER LT, BCP BEH L TETICT RNNZA XT3 )— R EEH L

£ I

1. Aggregate Route 33X UF Add % Name IC K 28KV — k KV ¥ — (Fk 63 XF) T
RUET, HidsE T, 702 —Ra7 (), £l@NA 72 () THE20ELD
D, FET, TUR=RAAT, BRUONAT U EEZDZTENTEET, Fy b ZE
TAF AR—=RIIMFHTEE A,
RV > —DHH 7% Description Z A1 L E T,
Enable RV > —,

BGP - Aggregate Routes @

Name | |
iption
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4. Summary Only Z3#{R9 2 &, I N/z)l— bk Tld7x < Summary Prefix DA A
IN—IZT RNNRAZXENET, ThUCKD, FIT1 v I RA L. xA3—D)L—
TA VT T—=TNWVOY A ARBTG5 D% EMNTEET (T 74V ME
INTIZ > TVET ) BHIV— bk EEKIV— 2RI T 204 D)V— s Di 527 R
INZA XT B8E0E. Summary Only OF = 77N LTz HICLET,

Summary Only & Suppress Map (3 ELICHHBIN TS, WiAZIEET ST &
I TCEEEA.

@ Summary Only Z{EfI L. L D)— K& 7 RINZA XT38, f4
D)V— MZ—FF % Unsuppress Map )V — + <X T ET BCP Filiering
Profle ZERRL £ 95,
5. ASSet ZEIRLU T, BN — b ZMHKT B ASBESDODVANTT LT v T R%ZT RN
ZAAXLETS, T 74 NI TT,

6. Aggregate Same MED Only 7381 LT, JL— s O TR F (MED) {EAMNE T
ICDFHI— MERIZEITNET, T 74V MEENCES>TVETD,

/o BRIV — D Type 2R L X9, IPvAH 5 IPv6

8. ET AR ZEE L. P77 RLA/ 2y RAVERIET RLA A7V b efs
ELT, ZTNEORKICE 725 Summary Prefix Z AT LE T,

9. f&@)b—bb‘*%fff‘]é/ﬂ?&b\ck5h_3‘é N E AT %) 1IiE. Suppress Map J/L— b
W T EE create o BCProute map ZEHRLE 9, —BEEMET, InsD)—
%aﬁwwih@mw/bbx TR VANERET LT 2y 7 A VANMEE
ENTWVET, 774V & None TT,

@ HHEDL— bk < TOEHMIE., FFEDIL— DT RINZ A XA Y MCEKE
NxWE3I1Icd3C LTI, LEDN>T, Ib—k v Tld. permit i3,
EHENHZOE S IHIHIT B )— b T (deny [ZEF S Nz K 5 ICHIH]

LEd),
Summary Only & Suppress Map (30 EICHHUIN TS, Wi zfaEd s &
T TEEE A,
10. “7‘7 V— 7L 74w 7 A (b—FOHBEDEEERLIZIEND E@T}%’ﬁb‘% D iﬁ
@Elﬁl AEHET HICiZ. Attribute Map JL— b < TE 721 create 2 new BOP
Ut map 23R L, U — 71/74 W I ADENZRELET ( “ﬁﬁﬁtﬂ/
}I/— k =w 7 (None) WG, < U— L 70w 7 AET 74V NDEEND

DEF, 774V FREX None(tib) T,
STEP8| OKZZVU w7 L%ET,
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STEP 9| (Optona)Za—NV RIBICEIEE NS BGP )L— b ZHilfH L £ 9,

N— 2R U CHEALTE, Takraloa—Aa)L )b—k =17 a— 3L RIB I
BEDILBEWVIEENRDD FT, FFEDI—bDIHRETa—I)N)VRIBICEMNT S EETE
EQCIN
1. xw bIT—=2 > )b—T 427 > imb)l—& BN L, wmf)l— 228N E T,
2. RIBFilter 38R LT, JL— 20— U RIBICHAI LD, )L— T TO—\)L
RIBICIEBIMENEZWESICLIZb LETD,

Logical Router - LR-1 @
e Name [LR-1
Static - - . .

Interface Administrative Distances ECMP RIB Filter
OSPF

IPvd IPvé
OSPFv3

BGP Route-Map | None o BGP Route-Map | Mone

RIPv2 O5PFvZ Route-Map | None e O5PFv3 Route-Map | None
BGP Static Route-Map | None - Static Route-Map | None
Multicast RIP Route-Map | None ~

“ Cd " L.L..I

3. IPVABGPIL—KET 1)V RV 75 BITE, IPv4 TV 77T BGP Route-Map 1<% L
T BEAIV— R TEBINT S, create new route ZEHRLE T,

4. IPv6 BGP b=+ T 4 )V &Y V79 BIiciE. IPvé TV 7 T BGP Route-Map 1<%t L
T. Redistribution Route Map E7zi& create a new one ZERLE 9,

5. OKZZ7Vw 7 L&Y,
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BCP )V—T 17 a7 7 A4 )VOVERK

Advanced Routing Engine Tld, BGP 12707 7 A )V TREHICHK T E, BCP ¥ JIL—T%k
BE7. FREHEMAV—IVCEATESZLORTENHLET, 777 IIVEHFHL T,
EHORIIL— 2 — R X7 NGEH LE T, RCXA TOEBOTaT 7 A4 )V ZlEK L
T, B3 7 « INV—TBLIOET7 2825 TUMLUET, BCGP T FI—TL T
Ja— )L a7 7 A)VEMKLETS, iz, BCP BT F—7D7a 7 7 A I)VEIER L TY
O— )\ a7y Ak EEZXLED, BGPETOTa 7 7 AI)VEER LT, TOETHET
YT J)—TOTaT7 v A)VE FEETLLETEET,

COREYTTIE, BCPIV—T 427 a7 7 AI)VEFDIERITIEICDWTHALE T,

BGP Authentication Profiles — BCPEY 7B Tx I — 3 VIAIEHT A MDSEREED > —
Ly hF—E{EEL, BEMRENEIDZHELE T, BGP EY VIL—TF7Id 7 MK
TTa 7 7 AN ESBLET,

BGP Timer Profiles — )L— %7 RNNRXA XFTE5F—T 754 TBLUCEHA v E—JICE
BrREZH5EEIERBCP ZAX—ZHIHILE T, BCP EY J)N—TFRIIETHKTT
a7 7 AV ESIBLET,

BGP Address Family Profiles BGP Bt A7 LW JTD R A T D7 KLU AZEHT 5550
IPve FTzld IPv4 OBIEZIVEL T, BGP ¥ FIV—TEREETHERTTa T 7 A )%
SIBLUET,

BGP Dampening Profiles - 75 v ¥ 7 )L— NMCEREZR LT, BEITHETHHALEV X
INCT B HEZRELE T, BCGP EY JNV—TFIFETHRTTa 7 7 ANV 2SR L %
ER

BGP Redistribution Profiles - A %7 ¢ v 7, a7 7w K, OSPF, OSPFv3, FT7zl& RIP
V—MEID S TENIV— b =y TORAERTZT)V— M )% BOPICHRM L, V—b =
T L X9, FldMmL— MIEMEZRE L X 9, Network > Routing > Logical Routers >
BGP > Redistribution D707 7 A/ )L =SE L £,

BGP Filtering Profiles — Y7 7 )L—7F /-3 7ITHEBO 7 ¢ )V Z 72 [FRIRFCEHA LT, RO

BEZITOVE T

o FFED AS Path D BIEEEINT2)V— R (AS Path 7 72 A U A MZHEDWT)ZIF AN
%o

« KRED AS Path ZFD)V— b 27 FNNZAZUET(AS Path 7 7R YA MIEDE X
o

s TAAMIECa—RVARFREFI T LT v 7 X VX OV TAMNICEDINTE—H)IL
BGPRIB DI —rEZIFANET (BT TR Y) T Ta7 7 A )VNDHE T TIEH D
FHA) TAAMIE2—FYAME, LIV RA—RIATEDRETLIP T RLA
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WCHDWT T LT 0w 7 AEHZERLE T, LT v 7 X VAME, xy hI—=2 7
RLR/ T LT 4w 7 AEBICEDSWHTWVWET,

* TAAMIEa— b IRAMERETL T4 v 7 A VA MIEDOTHE—A)V BGPRB NS
DIV—r%T RINZAXLET (Wi f5HVAE U Filtering Profile I 2D TEH O T A).

« V=X TR 2G2SV — M2 a—)UBGPRIBICRZIF AN, A7 Y3 v TENZ
A LE T,

. ;—b7v7@ﬁ@%ﬁ%ﬁkﬁ»—b%7Fﬂ&4ﬁb\iivayfﬁﬁ%%ibi

© fHAET BN— FREMNETT RNZAXLEY (HEEEEZ T LES) .

© R RIGTCTRBLNV R E TIRE LR S G ez w7 9)

© ZVEVTRIRBY YT A XENTAESOIHIBLR L 9%

STEP 1| BCP AT a7 7 A IV EER L £9,
1. Network > Routing > Routing Profiles > BGP 7% L £ 3,

c. PA-VM ACC MONITOR POLICIES OBJECTS NETWORK DEVICE

2. BGP Auth Profile D42 (63X FLN) BIML., 707 7 )V ZE#I L E 9, #Aiild
YT, TR =AAT7 (). @3 NAT V() THREDRERDH D, Jifs, 7
R—=2a7, Fl2@3NA T VOHAEDEEEZGDZHENTEET, Ry b () ki
AR—RAFMEHTEEET A,

3. Secret & Confirm Secret Z# A JJLE 3, Secret (>—Z7 L M) i&, MD5 ZRRRICEBIT 5
F—C LTHEHINEXT,

4 OKZZ7VUv 7 LET,
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STEP 2|

STEP 3 |

BGP ZA— a7 7 A)VElERLET,

1.
2.

9.

Network > Routing > Routing Profiles > BGP 7% L £ 9,

BGP Timer Profiles 7 ¢ > K7 C. default BGP Timer Profile Z3R LT, T 74V FD
a7 7 AIVREEWERLET,

BGP Timer Profile @

T T+ IV EDBCPRAR =TT 7 A IVOREDRE L D THRWIGEIX, BCPZA

R—=7a 7 7 ANZLETTEIMLET WAKSKT) . Huidsfiy, 72X —Aa

7 () FBRENAT V() THREAREND D, T, 7oA —Ra7., E£liEdNA

TVDOHBEDLEEZDHBZENTEET, Fy b () FREFAXR—AEFIEHTEEE

Moo

Keep Alive Interval (f)) — BGP A —h—MWF—T7 54 TR ETIEET B HREZR

WA CRE LE T @#pAlE 0 ~ 1,200, 774U k& 30), Hold Time A > Z—7\)VHIC

ET7WoF—T7IA4THZEINTVWEE, BCP ET7 VY Y JIRHUbNE T, £<

DA, Hold Time &F—77 54 TRIBED 35T, BGP ET7 VU VTR 9 BHi

WK 3DDF—T 75 AT RARTENTEET,

Hold Time (7)) — €7D U SN2, ET7 D5 0HENT 2F—T 7547

Xyt —VFRE Ty = X vb—VORICESET B0 A ZRELET

(HiPALE 3 ~ 3,600, T 7+ Mi& 20)

Reconnect Retry Interval — 771 R)VIRKEE T L TH 5 €7 N\OER Z Hidf 19 21

B UET Hplld 1 ~ 3,600, T 74V k& 15),

Open Delay Time (sec) — €77 \D TCP i ZFAWTHM 5, BCP #2119 57201

BAD BCP A—=T U Ay b= %ikET 5 F TOEBMENEZRE L X (#HpHX 0 ~

240 T 74 )V K& 0

Minimum Route Advertise (sec) — BGP A —H—WE 71Xt U CREE DSBS END )L —
N RIS F 23 HE T B RICEE L NUE AR S R 0E N Z B CHRELET
(#iFAIE 1 ~ 600, T 74V M& 30) o

OKZEZVUw T LET,

VPBCHERT %icid. EHEBMHOBCPY RLAT 7 ) =@+ (AF) Ja7 7oA I)V7%
ERR L %9

1.
2.

Network > Routing > Routing Profiles > BGP 73R L £ 9,

BGP Address Family ProfileD#h] (63XFLAN) 7ZBMML X9, Huildafis. 7
R—=23a7 (), Fl@3NA TV () THREZRHRENRD O, Jily, 72 —Xa7

M
NS
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tng (BERIV—T427)

72B3NA TV OMAEGDLREEZTH B ENTEXT, Py b () KEEAX—REMEH
TEEEA

BGP AFI Profile )
Name | |
AFI o 1Py =
unicast multicast
[] Enable SAFI
Soft reconfiguration of peer with stored routes
D Advertise all paths to a peer

D Advertise the bestpath per each neighboring AS

D Owverride ASNs in outbound updates if AS-Path equals Remote-AS
D Route Reflector Client

D Originate Default Route

Default Originate | None L
Route-Map

Allow AS In | None e
MNumber Prefixes | 1000
Threshold | 100
Action 0 Warning Only
Next Hop | None
Remove Private AS | None

Send Community | None

IR IR GRS

ORF List | none
Cancel

IPv4 7213 IPv6 AFI IR LT, B 7 7 AIIVDRA T EIBELET,
A=Fvy A b FlE~<ILFEFr X BERLET,

RIVFFv AR IZ. IPVAAFI 7007 7 A )V TOIR Y R—FENET,

unicast ¥ 7" C. EnableSAFI Z7 U w7 LT, 7077 A4 )VDIL=F v Xk SAFl &H
MM UE 9, multicast X 7 T, Enable SAFI Z27 Vw7 LT, 7077 A4 )LD )LF
Fr¥ AL SAFIZEMCLET, 2=F v Xk & )V FFv X bOili}7TISAFI ZH5)
ICT B i > TWAEE. WTOSAFIMNEMCZD 9, BCP a7 7 A )L
GIMCTT BICIE, Dird &t 1 D0 SAFI ZHEINCT Z2RERH O F9,

Soft reconfiguration of peer with stored routes % %9 % &, BCPY T DFRENHH &
Nz, 727474 =)V’ I7 Uty b EITVETS, (T4 ETEMMEENT
WEJ, )

Advertise all paths to peers — v 87— NDIVF IS AMEREZHEFF S 5720

IZ. BCP DEFHIOTRTDOIRAZEZXAIN=ICT RNNZA AT EHESICLET,

2w BT =T NDORIVFISAMEREZ MR 9 5 72 1C. BGP DYl AS DAk 734
BT RNRNZAXTBEINC, IEREDR ASTTORA S ISAZT RNZALZLET, IR
TOHHRV AT LICEUCISAZT RNZA R 2551, chaEhbl £,
Override ASNs in outbound updates if AS-Path equals Remote-AS — C DEREIX. R U
AS BEFICIET ZEEOT A (AS 64512 2 ) B, FNEDORNCHID AS HdH 555
BIMER T, 2 DDOY A FEDIV—2—IX, AS64512 11T VB ATBHIENTES
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10.

11.

12.

13.

14.

15.

16.

17.

JW—b%27 RNNZAXTZ0HZ22ELET, 2FHOT A FHAS 64512 I T EN
TWaD, 7y T TF—=r 0oy 7EN2D7%zR6<zodic, HL—ZIE AS 64512
EIED AS TS ASN), 7o ZIE AS 64522 ICBEE A E T,

Route Reflector Client ZHG%hIC LT, BGP ¥7 % IBGP % hT—F7HND)L—hK U7
LR — 2547 M LET,

Originate Default Route - 7 74 /) k )L— hZERK L. B—4)L BGP RIB ICEE T %
BEIEIRL X 9

Default Originate Route-Map - )L— k < PEFIRE ZIXMERK LT, T 74V K )b—
rDEMEZSIE L £9,

1 T AS Z&F]:

« Origin BE0) 77 A7 T+ —I)VEAKD AS B AS PATH ICIFHET 2585 TH -
TE., W—FEHFALET,

« Occurrence - firewal|[[ & D AS MAS PATHICTE(E T X 5 A%,
« None (L) (T 7AW IRKE) FITENBE 77 aidboEEA,

Number Prefix — E7 W57 ANS (FET5) LT 4w 7 ADRKE, fiFlE 1~
4294967295 T3, T 74V MiE 1,000 T,

Threshold - 'L 7 1 v 7 ADRKEICHT 281G, T LT 4w 7 AE BGP a—h)b
RBIGEMENZET, ETVHDLEIVEZBATT b/\%’xbﬁzﬁm\ firewall IZF8E X
N7 7 3 > (Warning Only E 7213 Restart) 527 L 9, #ipHld 1 ~ 100 T,
T 74 )V R 100 TY,

Action &5 S A7 LTI RA Yy =Y DBRER T3 T LT 10w 7 ZABEIBZ
ThS BGP BT HEawie fA X — R LE T,

Next Hop 7Z#IR L £ 95

o Self — firewall BEET SHENIC, Next Hop 7 RLA (ZELET v IT—FA) %

7y T TF—=RFANOMED P 7 RLAICEHRIEET, U, frewall A EBGP )b—
2D ASFB X IBGP )L—ZJHEHD AS)EEE L TV ARSI T, ez

X, AS 64512 ICBIFE T % BGP 7 7 — b D Next Hop 7 RLAM, 7w T7—
RAYAS 64518 EFREESNIILV—R 2 DHIIA YV Z—T 2 A AD P 7 RL AT
HBLELET, 7T T—MIN—F 27 RRXZAL LTS %y hT—7IC
FET B72DITIV—2 2 D Next Hop 7 RLAZEHT S 2R LET, 7272
L. firewall ISZFDT w T — k7% AS 64512 D BCP XA N—IEET 55
JV—2ZR 2 OEFEIN TR Next Hop 1& AS 64512 OANTRICH D . IBCP A 73—
WIEZNANDIL—FDH D FH A, Self ZEERT 5 &, firewall 1& Next Hop ZHHH
DIPT RFLAIKZEHEL, IBGP XA X—0ZF D Next Hop ZfEH LT firewall ICE]32
L. ZOD firewall DY eBGP )V—RICE[ETE S LS5 LET,

+ Self Force (V7 74—RA) dHMicN/z)b—bDx 7 A Rk T EEHINICH S
ICRELET,

426



18.

19.

20.

* None — (BEEDRE) 7tD Next Hop ZEMHICIRFE L E 9,

firewall DHID AS DETICIEET BT v T T— D AS PATH BENS 7T A4 X— K
AS T57% BCP THIBRT %Icid. [T 4=k AS DHIBR] T, ROWTNMEFRL
9,

o All (TXRT) —FXRTDIERFT AS BEZHIBRLE T,

* Replace AS (ASOEHIZ) —INTDIFRFAS BESZT 747 T4 —ILD AS H+5
ICEEHZ F T,
* None (/L) (T 7AW IEKE) FIT1ENBE 77 avidboEEA,

Send Community D&, 70 MNT V REFIST Y P TIEETSHBGP I3 a7+
JBED X A T FEIN L E T,

e Al (TRT) —FTARTDAI 2 =T ZEEFELET,

« Both (ifi/7) HHEII 2 =T BIXUIEII 2 =T s ZAELX T,
+ Extended  {EiEI I 2 =7 ¢ BIEET S (RFC 4300).

. mme—kﬁﬁtﬂin:%4%ﬁﬁﬁéFw“ww>

e Standard — fEHEI I 0 =T 4 ZIRET B (RFC 199)).

* None — (BEEDRT) A a=7« %Jik. LEHA,

ORF List D& - 7 VIV—TFREFETHN T LT v X VX MREELIED, T
LI74w A VANZZELIEO LT, #EXTT Y INNT YR )b—F TRz >
7 (ORF) Z9EE L, Updates TRERT LT 1 v 7 ADEZE i/ NEICH 2 % #EE

7 RNNZAXLET, ORF EREREZEINLE T,

s none — (T 74NV EKRE)ET TI—TFZET (AFI 77 7 A )VHEH I N T
WAGAT) IClE ORF BEEED D D TH A

e both — E7 ZIV—TFZET7 (TD AFI 0T 7 A I)IVHEHEE NS5 A send
TL T4 w7 X VAR, receive 7L 74w A VA Ne ORF ZHEEFT L L TT
RNNZAZXLET,

+ receive ©7 FI—TFIET (TD AFI BT 7 AIVHEH TN TV S50 A
ORF ZEEFT Z1DDT L T4 v VA VARNEZETEELET RNZAALE
I, A—HIVET BRI E—RETDORFL T4 v 7 AV AN EZEL., 77 kT
YERIL—=FT R ELTHRETS

e send — Y7 I —TFIET (TO AR TR T7 7 AI)IVHEHENS) M ORF &

%%ﬁ%kbm7b74vﬁXUXF%%ET%%C&%Z%?%OU%—F-E

7 (ZEREEERD) X, ORF ZZEL. ZIELETL 70 v 7 A X Mk EEN
®Q%F¢hk%hﬁ%74wﬁkbf£ £ %,

ORF &, a) MEZIV— 27 RNNZA AL THIBIEZEET S L L. b ZEWET
MNEZHRELTEIV—F LT v I RAET4IVE) VT 0D 2 DOBTE
M7 RIS WS BRI T 9, ORF ZHET ZI1CiE. XOFIEEEITLE T,

1. Address Family 7827 7 A )L ORF f&EERFEE L E T,
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https://tools.ietf.org/html/rfc4360
https://tools.ietf.org/html/rfc8092
https://tools.ietf.org/html/rfc1997

uting (RERIV—T 1 > 7)

STEP 4|

2. EEMTHAHET Z)IV—TF12XE T (send F1-1d both HERE) DS, ¥ Z)—
TICTHRETEZ TS LT 4w TADY Yy v gl T LT v A VA MEERLE
T

3. BGP T4 )2V 7 7raTd 7 A)VElER L. (ZIET LT 2w 7 AU AR T, 1K
LT LT 4w 7 AV AREBEIRLET,

4. BGP ¥ ZI)—T D6, YER Uiz Address Family 7 a7 7 A )V EBHRLTE T &
IW—ATEHALE T, KMEEDOHEEIE. LTV 2 7 7a7 7 )uT L
T4 I AVARERTGBEIRLET, T « FIV—TF3ET7H ORF ZEHOD
BRTHBGE. T4V RI) T 7 AIWVEHED D F4 /A, ORF receive FEREZ /R 9 7=
DI RLAT 77T 7 A IVDOIRDRHETT,

21.OKZZ7V w7 LET,

BGP Dampening ProfileZ/ERL L E 9

1.
2.

8.

Network > Routing > Routing Profiles > BGP =& L £ 9,

BGP Dampening Profile D% R1Z28MM L £9, Hufldsd s, 7o 24—2a7 (), ¥k
ENAT V() THEZREND D, JT7, 72 —Aa7, izidNnAd 72O/l
BOREZOHEHTENTEEXT, Fy b () FREAXR-RIMHHTETEEA,
Description IZFHIAZ & L £ 9%

Suppress Limit — fIfilfld(7 Z v €2 7 d 2 X7 V7 0 OREME) ZANL, 20
R TET 5K 5 TR TOREZHE T X T, #HPAK 1~ 20000 TS, 774V
k& 2,000 T,

Reuse Limit - Half Life TEiIHE N TV A FIHICHEDONTV— M Z2EAHTES 212
VTG B E2 AT UE T, #lipHik 1~ 20000 T9, 774V MiE 750 TT,
Half Life (min) - 75 v ¥ 7 )b— MTEHAINBZZEEA R Y v 7 (RXFP)IVT 1) Z2 il
9 2 72D OFFHOR () 2 AT UK, #ifHiE 1 ~45 T, 774V ME 15T
o ZEEA R Y 7IE 1000 hBEEED 9, RFIVT ¢ 22T ROV E LTz
%, FEEA X A < —IFHRYINETCHY Y R ET L, ZFORETRIRIGEH S NS
ROZEEA BV w ZIEHIEIOME (500) D7z &m0 £9, ZEMEA R v IH
Reuse Limit DF LU RIC/ER5 £ THEHi LIy bk E, Z0%, BEWA RN v D
WIL— D SHBRENE T,

Maximum Suppress Time (min) - /L — FDRZIE TH > TeMICBIRIE < Ml TE 5%
KB ATUET, HPAE 1~ 255 T, 774V M 60 T,

BGP Dampening Profile @

Name | |

OK%Z7Vw o7 LEJ,
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tne (BETIV—T427)

STEP 5| BGP Redistribution Profile Z{ERK L T, BFIL— k. #Hib— . BEKT OSPF )b— RS
TB)N—h Y S I—HITBIN— <y S I—HT 5)— % BCP IcHEMLE T,

1.
2.

Network > Routing > Routing Profiles > BGP =& L £ 97,

BGP Redistribution Profile D&FTZEMUE T, EK 63 XF). HRidREs, 7
R—=Z2a7 (). Fl@3NATY () THRELZRENRD D, T, 7UX—Ra7., %
723NA T VDA EDLREEEDHZENTEET, Ry b () XEAXR—=XIEHH
TEE A,

HEMMET %)— D AFl 23R L X9, IPvddH 503 IPvé

BGP Redistribution Profile ©)]

Name | |
AFI °|p,_' P

[ Static [JJospF

[J Connected rip

Static ZEHRL T, AXT 1w 7 )L—bOHEAMZRER L E T,
Enable IPv4 E721% IPvé A X T 4w 7 Jb— s OBFEMRE GEIR Uz AFNICED ),

BCPICHEMGENE AR T 4w 7 )b— MMCHEHT % X 91 Metric 8% € L E 9 (#ii
& 1~ 65,535)

Route-Map %3N L C. FEM T 25— R ERET 320D REMERIRE L E T,

T 74 )V EREIF None (75 L) T, I—bh v T ICARNI T 7oy gre Xb
Vw708 a—hRESNTVBIEE. ZTNSIEEHEEMRLV— M MOBEHINET, ZhL
NOGEE., COHBMA T T 7 AOIVTHEERENTZ A MYy 7OV EEAR)V— MO E
nNxEJ,

8. Connected Z3E{R U T, )L — b OB MZHER L X,

10.

11.

Enable 0 — 7 )VicEi XNz 1Pv4 £721% IPvé )b— b OFEMG IR LUz AFLICED
<)o

BGP ICHEM T NA 5L — M T 5 X 91 Metric Z5%E LE 9 (#ipHld 1 ~
65,535)

Route Map Z3EIR U C. Bl T 58— NI 20D ERfEELE T,
T 74V & None T, IL—h T ICA NI YT 7ogarve XRYw N
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outing (REEZRIV—T 4 )

12.
13.
14.

15.

16.
17.
18.

19.

20.
21.
22.

23.

24.

Ja—"WRESNTWE5E. TNHEAEMAL— MIEHENE T, ZhNOSE
&, TOHEMTAT 7 AVTHIRENTA Y v 7 ERAMV— MOBERENE T,

(IPvA AR only) OSPRV2 Z238 R LT, OSPRv2 RSO HRCR Z K L £ 9%
Enable OSPFv2 JL— k O Ffiddfi,

BGP ICHAEMAR T NS OSPF )b— MM % X 51 Metric Z3%E L £ 9 (#iFAIE 1 ~
65,535)6

Route-Map ZEIR L T, FlAGT S OSPF )L— M ERIET 2720 DOEMERfEE L X

T, T 74N NREIEX None (72L) T, W—hr T IKANI YT Tovare R
FUw NN a—DREINTWBEGE. TNSREEM LV — MAEHEINET, ZTh
DNDGEE. TOBEATaT 7 A )VTHEENTZ A N v 7B EEAR)V— MCEH
ENEJ,

(1Pv4 AFLonly) RIPV2 72583 LT, RIPV2 BRERO R 2 AR5 L F 97,

Enable RIPv2 JL— k O,

BGP ICHEE NS RIP )L— MIEHA T 5 X 51 Metric ZHEAK L £9° (#ipHIE 1 ~
65,535)

Route-Map Z3ER L C, WA T 5 RIP RIEZIET 5720 DRMERIRELE T, T

T AV FEREE None (75 L) T, I—b VT IWCA NI 7o gve AR
IN) a—DREENTWABES. TNEIEFHEEMLV— MOEHENE T, ZhlWo
LA, COBEG BT 7 AI)VTRRE N A N v 7RV — MOEH SN E
ER

(1Pve AR only) OSPRVS BRER O FBCAT Z WK S %11, OSPFv3 73R L £ 95

Enable OSPFv3 JL— b O FfidA,

BGP ICHAA E N5 OSPFV3 )L— M3 % X 9 I1IC Metric Z3%E U E 9 (#HiFHI 1
~ 65,535),

Route-Map %38 LT, FAMUG T % OSPR3 BRIRAIRET S T-bDEMERIEE L E

I T 74NV EKEZ None (75L) TI, IL—bF VS ICAXA NI T 7O gre X
FUw I a—DMRETNTWVBE5E, ZNHIEEHEMLV— MAEHENX T, TN
DNOEGEZ. CTOFEEMMTaT 7 AV TR E NIz A MU 7 B EE A L— MCEH
TNE9,

OKZZ Vw7 LET,

STEP 6| BGP 742V VT Ta 77 A IVEEKRLET,

1.
2.

Network > Routing > Routing Profiles > BGP =& L %97,

BGP Filtering Profile OD#RTZBIMM L £9, BRK 63 X BT, 72—
a7 (). Fl@3NAT V() THREARENRH O, 7. 7o X—Ra7, £izidn

430



dvanced Routing (&E&R)V—T«1 )

AT VDMABELRZEZDZENTEET, Fy b () FRBARN-ARMLHTEX
A

3. Description ICE{HHZEl# L X 95
4. IPv4 F 7213 IPv6 Address Family Identifier (AF|) 28R LT, 74V &Z Y V7§ 5)L—k

(e]
DA TZEEL T,
BGP Filtering Profile @
MName | |
Description
AFL @ 1Pv4 IPvé
Unicast | Multicast
D Inherit from Unicast
Inbound Filter List | Mone ~ | Outbound Filter List | None R
[}Neiwurk Filter
Inbound Outbound
Distribute List | None e Distribute List | Mone
Prefix List | None e Prefix List | None
nbound Route Map | None e COutbound Route | None w
Map
Conditional Advertisement
Exist Non-Exist
Exist Map | None i Mon Exist Map | Nome
Advertise Map | None Advertise Map | None
Unsuppress Map | None v

Cancel

Unicast % 7z1& Multicast DSubsequent Address Family [dentifier (SAFI) Z3E4R L %9

6. Unicast, 712NV R 7 0)lZ URX N OEE. ASISA T 7V A UAREERNT S
M LWL AS Path 772 A DA RZERT % ZEHLT, E7hEIL—F22(ET
LEEIC, FUCASISAZRDIV—RDARET TIV—TERFETHE AV R—1
TN, O—H)VBGPRBICIEBMEND X IIEELET,

7. Network Filter f81 C. Inbound—Distribute List - 7 7t A2 U A FEECT7 RLAD
F. GEET RLUATIEGEWZMHL T, BGP 3229 3 BGP )V—T 1 V7 IE#RE T«
WEY VT LET, B—0 Filtering Profile NODA VN Y RTL T 0w 7 ZD X b &l
PHT9,

8. PrefixList- 7L 74y 7 A VRN LT, BGP W Z{ET S BCP )V—T 1 V71
HEXY N T—2 LT 4w T ACEDINT T IV E—WHLFT, H—D T o)L x1)
FTa T AIVHADA YNNI Y RTF L AR ) Ea—y g ) Ak EEHHIN T,

9. Inbound Route Map - )L— |k < 7 Z2H LT, 10—l BGP RIBICFFAIE NS )L—
& BT < Hl U (—BEEUE) . L— FOBHARELET T a v OFRE),
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10.

11.

12.

13.

14.

il Z X, FREROD AS Path DRFIIC AS 2T % T LIk > T, FBREEOBSLIEN ZHIH T X
9,

/f / /N7 2 I Route Map 7 Inbound Distribute List % 7213 Prefix List 7 {#i [l
REINTVWBEE, W= w U A NDOMOEENGTZE N
’Clz\ DD O F 9 (FmEEE),
Outbound Filter List - AS Path 7 7t X U XA M2 #IRT B, HiL AS Path 774 4
A R2ER T % ZEHR LT, [A U AS Path ZFD)IL— b OIHNET IL—R(T DT 4
JWEADBEHENTVWBRET ZI—TFEETNCT RNZAXENE KD IHETELE
ER

Outbound Distribute List— 77 7t X U XA b &{FH LT, %8580 P 7 RL AICEDOW
T BGP DT RINZA T % BCP IVv—T 1 VI ERZ T INVEZ) T LET, H—0D
TR T T 7 A IVNDOutbound Prefix List & IZHHN T3,

Prefix List - 7L 70w 7 X VX RZHHLT, BGP M7 RINZ A XF % BGP )L—
T4 Y IEREIRY NT—20 TLT 4w 7 AHEDNT T )V Z— LT, B—
DTN E) T TaT7A)VANDT T NIV KT AR Ea—FY X+ &kt
T3,

Outbound Route Map - )L— k < T2l LT, BGP D7 RINXA XF % )L— 7%z
SO SHIIL (—BEE), 7 RNZA XENTV—bOENEZRELET,

A 27\ > R Route Map )" Inbound Distribute List & 7zl Prefix List 7= {&#i ]
TREEINTVWBGE, W=y X SOOIz EN
TWAREDND D £ 9 (FmifE),
T—)U BGP RIBICHIDIV— FDEET 2 EE LIRWIGEICT RN A LT % )b—
M EHIETE B E T RNZA XA Y MK LE T, a—7)b BGP RIB ICIEE
LaRWb—RE, €7V VT XRIEGEGEICET 2EEZRLTWAAREEND D £ 95
SMFET RNZA XAV ME, HED ISP ZNLTA VY EZ—Fy hADY VDD
D, BT OINA Z— OGN DN TOWBIGERRE., T 70y Z&RO TN
ARZR—=TIEEL 1 D0TaNA Z=I)N—T 4 VITTBEERE,. 5 AS ND)L— |k
ZRID AS FEH TS 25 SR T, FMUMTET RANZ A XA Exist T, X
DOEEZITNE T,

+ ExistsMap 74—V RT)IL—k v T EFHRETZIIMER L T MFET RNZA
AAY FO—BHMERIEELET, TOT4—IVRDIV—E<w T D [—5] 55D
AHEBINET, v FMEDIFEHINET,

+ Advertise Map - SN T2 SN EICT RNNRZA XF % )V— b 2iEET % )V— b
< PRI E T2 IIER U E T3 ([Exist Map] 5 D)L— MMEa—7)V BGP RIB 1A%
ELET) TOT4—IVRDI—bR v TD [ A OBRPEEINET, [y

M HEEINE T,

15 S5 2 7 RNZ A XA+ Non-Exist T, XOBEEITOET,

* Non-ExistMap 7+ —)V R C)b—k v T HEFINE IIMER L T, &M ETT R
INZA XF B T2DI)V— FHAa—7)L BCP RIB ICTE(F LW —8EHER R E U E
o TDT4—IVRDIV—E3w TD [ S OARNEREINET, Ly My
FEHINE T,
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16.

17/.

18.

19.

20.

21.

22.

23.

24.

+ Advertise Map - IZfE L2\~ THD))L— F A a—74)L BCP RIB IZIRWGEICT R
INZAXTB)—bERETBIN—b Iy TEEIREZIIMERLET, TDT 14—
JWEDI—F<w 7D [~ O DANEREINET, [y FEEEEINE
ER

Unsuppress Map - #llifil 2 fi#fxd 2 )L— b DJ)L— b v T8RN FE I3ER L E T, 72
EZX V=Y —=ENTHIHIE Nz = Il S Nizh, JkIESER T2 Uz
TeDIHIRIE NTzh, FFEDIV— %27 RINZA RXT 5 HIf L) RERH O £,
(1PvA AR ony) MP-BGP RIVFF ¥ AR )b—F&2T 2 )L R 79 5ICiE, Multicast
%%mbiﬁoUW%HAH#B@¢NT®7KWQU/7%VW?$¥XFSNH;
&M 55513, Inherit from Unicast ZE8R L X9, ZNLNDIGEIZ. RDT ¢
‘w7—m@74~%A%m%ﬁ%%ﬁbiﬁz

Multicast, Inbound Filter List D55 - AS Path 7 71V A U XA M Zf8ET %M. il
AS Path 778 U A F%1’Ebk‘¢7 EIRELT, E7DhB)N— R EZET B L EIC,
AU AS Path ZFiDIL— b DOABET Z)I—TEZE 764 VR—FENB KD
IKHEELE T, Db, a—H)L BGPRIBIEMLUET,

Network Filter ©. Inbound—Distribute List - 7 7t X U A RGEELT RLADHI, i

7 RUATIR AW ZHH LT, BGP WW2(E9 % BCP Iv—T 1 T 1EMZ 7 4 V2
YT UET, H—0 Filtering Profile NDA VNI Y R LT 0w 7 A X b &l HEhR
T,

Prefix List - 'L 70w 7 X VX REMHLT, BCP D259 % BGP )V—7 ¢ V7l

WMEXY NT—=2 TLT 4w 7 AT T )V Z—ULET, H—DT 4 )LZY
TTa T AIVHADA VNI Y RTF o A M) B a—y g ) Ak EEEHEN T,

Inbound Route Map - )L—k < 72 LT, a—74)l BCP RIBIZEFTE NS IL—
7 & SIS HIEU(—80EE), L—FOBMERELET (4T 3 VORE),

B ZIX, FREED AS Path DREGIC AS Z 1% T &I X > T, FRESOESEIEN 2 il T =
I

/f / / N7 > R Route Map 7 Inbound Distribute List F 713 Prefix List 7 {#i
WRESNTWVWBEGE, IV—hrxw ) A MDD Oz EN

“Clﬂ%z\gi)‘%b F 9 (FmPEE).

Outbound Filter List - AS Path 7 7t X VU X M &EIRT B0, L AS Path 777+ A

2 RS % Z2BIRL T, FU AS Path ZFHDIL— R OAMNE T J)L—R(T DT 4

IWEADNEHENTWAET ZIV—TEEETNCT RNNZA RAENEEXHIIEELE

ER

Outbound Distribute List -7 7t X U X b2 LT, %850 1P 7 KL AIZE DN

TBGP Y RINRZA AT B BGPIV—T 4 Y ITIERZ T IV EZ) T LET, H—0D

T4 )V RV T T v A JVINDOuthound Prefix List & I&HH T3,

Prefix List - 7L 74w 7 XA UXZMEHLT. BCP BV RIXX A X9 % BGP JL—
T4 VIERE XY N T—0 LT 0w 7 AT T )V EZ—ELET, BH—
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25.

26.

27.

28.

29.

DITIWE) T TaT7A)VNDT T NIRRT AR Ea—FY X+ EidHkHt
T,

Outbound Route Map - JL—k < 772l LT, BGP B RINXA XF % )L—h &
TSI I L (—BEM). 7 RNNZA RSNV — bOENERELET,

4 27377 >/ K Route Map )" Inbound Distribute List & 7z 13 Prefix List 7 {4/
LTREINTWVBRIEA, V=< v 78 A MO FOEGEMNEZ SN
TWABREND D X9 Gmbifs),

T—77)V BGP RIBICHID IV — S IMEET 2 DFHE LEWIGEICT RNZA X % )L—

M EHIETE BEMFET RNZA XA Y MK LK, 10— BGP RIB ICIEE

LiaWb—hRE, €7V VT EZIEEEICET 3 EEZRLTWAAREEDNH D £,

EMATET RINZA XA RME, HEO ISP ENALTA Y Z—Fy bA\D) VI HdH

D, BT OINA Z—\OEGEN DN TOWBIGERRE. T 70y Z&RO T TN

ARZ—=T%%L 1 DDTaNAS ZB—=II)—T 4 VT BEERE. % AS\D)L—

ZZR0D AS RRHCHEE T G EITHER T, S FE 7 RANZ A XAV b Exist T, X

DEEZITVE T,

+ ExistsMap 74—V RT)IL—k v T EFIREZIIMER L T T ET RNZA
AAY FO—BHERIFEELET, TOT4—IVRDI—Exw T D [—8] #5D
ANEEBINET, [y MESEEHINE T,

+ Advertise Map - &7z ENTZIHEICT RN A X% )— hEIEET % )V— k
W TN E T IZERR U E 9 ([Exist Map] BB D)L— ~MMEa—75)b BGP RIB ICfE
FELET), TOT4—IVRDI—F v TD [—B] HOANEZEENET, [
MR IF AT NE T,

ST RNZ A XA Non-Exist T, XOEERITVE T,

* Non-ExistMap 7+ —)V R TC)b— bk < v I EFEINEIZISMER L T, &M FH&ETT7 R
INZARXT B T2DI)V— b e —7)L BGP RIBICTEE Lis W —BUEHE R 5 U E
9o TDTA4—IVRDIL—F< v TD (=B G DOADNEEENXT, [y M
FIEHEN X T,

+ Advertise Map - IF{EL7E\W\~w THDO)L— b E—H)L BCP RIB IZIRWGEICT R
INZAXT BN — R EIRETZIN—h v TEBEREZIIERLET, 2OT 10—
WERDIV—bEy TD [~ HDOBRPEEENET, [y FEIIEEINE
ER

Unsuppress Map - il 2@k 3 % )L— b D)b— bk v TREIRFIZERLE T, &

EZZE, =YY =N T E Nz =i Hifil E Nz, AR 272 Uz

TeDIHflE NIz, FEDIV— 72T RINZA XT3 JIH Lis) E5LAH O 95,

OK7ZZ7VUw 27 LET,
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TV ENVAS e =TT VI VHDT 0 )V R —
DIERK

T RNRNVAMIV—T 4 T T NE. TOREY I TEHT 37 0 )V 2 —72H R—
FLTWET, 77R2ZAVAL, LTy 7 XY AL, BXUOHEMGL—F <Y

&, BGP, OSPFv2, OSPRv3, BXU RPVICEHTEEd, 77 AVANET LTy IR
DA NI, P4 RIVFFYZANMNCBBEATEZ T, SIVFF¥ A= v 713, P4 IV
FEr A MEHENET, ASpath 77 ZAV A, A3Ia=570UAF, XU BCP L—k
<w I BCPICOAREHENET,

TV E—=7ER L, 707 7 AIVE I FEDOMDEY)RG T 7« V2 —2S 0T 5 LT,
E7h5a—H)L RIBAD)V— 2T AN, ET7AD)L— MEE, &M EILEE. BrEOR
E, O —RZ—LDED)N—FDITT AR—r AV R—1, )b—MER, V— FEEM R E
S 2R EZ RN DO—H LU CEHT AT ENTEET,

s TORRAVA =77 AVAZMHHT 5!

« IPv4/IPve DIXETLT RLA L IPv4 D37 RLAICE DN TRy hT—=F)b— 2T 4
WRY T UET, IPva 7 78R A DG, AECEsiy” RLAZY RLAET A
IWWRA=BFIATTIREL T, 7 FLADHAZKT T ENTEXT, IPvo 77 LAV R
FTiE, EEL7 RLAEY T 3y P 2IEETEX T,

e BGP 74N RYETO T 7 AIVT. ATV REFURAN (FP7EAY AR ZI5E
LT, BCP T TI—TEX7ZET (A=) H5 ED)V— N EZIF AND il
LET, CIERT 7R A RV—IVIC—T %)V— Mda—7)L BGP RIB I E
TN, permit 77 AU A ML—)UIC—KT B I)L— Mida—7)U BGP RIBICAE TN
F£9, BGP 7RV 7 7a 77 A )V, IPv4 2=F v A DT 1)V R VT izl
Pv6 AZF XY A DT IV R 5 T4 —)VRD BGP €7 7 )L— 7it@t/k@%é
NEF, (BTl L TN ZiroIcid. Inherit No ZBIRLFIET7HREX. T F)L—
THREXD BB INET,

s BCP IR TaT7 7 A)VT, T MNNU Y REHIY AN (772 AVZAL) %
FBELT, 2v hU—2 L BCP DEICHEDWT, 77 A7 I+ —IVHRET IV —T%F
TZIEETICAET BN — 2L XS, XS, Pvd I=F v AT )VRY T -
X IPvé A=F v AR TV RZ Y VT T4 =)V RD BGP ¥ Z)V—TF 1371 BGP
74w7U/57D7;4»%@%biiﬂ@7mﬂbfzm%ﬁ5M@\mmmNo%

BIRLEIETREX. ET7 VNV —TFREIDEENRINET,

o HEMEIL— <y TO—EEE ML LT, IPvA 7203 IPvé O5ERET RL A, 27 A REKRY
7 FRFI— Y —AREELET,

¢ BCPI—F v TIZBVT, P4 T RLA, X ARy b—krV—=Z, BXU IPv6
7 RLADO—EEM L LTI NE T,

e OSPRV2 BETU OSPFV3 T, TV 7EEFIL—% (ABR) DAY R—FUAFEIY AR—
FIAXARZHEHLET,

rkir ) 435
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o IPVARIVFFY ARD PIM IV —THERZFEELF T,

TIOVRAVARE, A=Y T T v BT IVEY VTR, vFa) T 0 DL
HDOHDOEDTIEH D TH A,

772 A A MFEBON—)VEEDH ST ENT, Ib— MIIV—)VIH U TIEFICFEAL X
NEI, IW—EDI—INC—KT B &, Deny Tzl permit 77 a YR EL, IL—hi&
Bt OIL—)VICH UCRMEEE N E 4 Ao

FRE 22—, RESNTEIXRTDT ZTEAVAIDNRRENK T, 77 EAUAF2ZN
A4 FLT, EHIIFHIFRTE XIS

TLTA4w I AVAL T T 4w 7 AV A 2T %:

s O—HVRIBIEMENS XYy NT—T)—kr%&, V= T L Tow TR, BXUTL
T4 I ADEIICHOIONT I INVEY) VT LET,

« BGP 7V R2Y T T 7 AI)VT, A VNI Y REEFY AR (7272 A) AR ZISE
LT, BGPOET TN—TXIEET (A/3—=) h5EED)— kN EZIT ANDS 72 iliH
LEJ, 2. HEGTL 70y 7 AU X Mb—)IUc—&T %)L— b ha—7h)L BGP RIB
IEE SN, permit L7 4w 7 A A MU—)UIZ—ET % )b— b hHa—7)L BGP RIB
IKHE SN T ZERLET, R, P4 =Ty A T4 VR T T2k IPvs L
ZF Y AT 4IIVEY VST T4 —)VRTBGP €7 Z)IV—TFIC BGP 74 )V &2V 577 m
T7ANZEHALET, (E7ICHLTTNZiToIciE, Inherit No ZEIRUE ) )E TR
. E7 N —TREXDBEHRINET,

s BCP 7RG TaT7 7 A)VTk. 7OV RT LT 4w I AVAN (771 A
JAR) ZIELT. 2 hT—=27& BCP DEFICHDNT, 7747 I+ —)IVIRET 5
W—TERRIETICNET SN —FEHIELE T, KT, Pvd 2=F ¥ AT )VEY
T ERE PO AZF Yy AN TV RY VT To—)VRD BCGP ¥7 J)NV—TF7IZET
LgMP74w&U/57D7/4w%ﬁﬁbiﬁoE/kﬂbfgh%ﬁ5ﬁ@\mmm
No Z3EIRLETHETREF. ET7 TN —TRELO BELINE T,

o WML — Y TO—EEMEE LT, IPvA F121d IPvé DFESET RL A, 27 A REKRwY
T FRENV— Y —ARIEELET

s BCP)L—hF=w I T, P47 RLA, XA EKRy T —bV—=A, BT IPv6 T
RLUAZ—85Me UTHERLES,

o TVYTHND OSPFv2 £7zld OSPFV3 ABR DIGE. A NIV R T4 )V R Y A RKTET Y
RNV RTIVRZY A MCHD FT,

o |Pv4AIVFF ¥ A PIM O—f%IRaET SPT LEWEZIEE L X T
o PvARIVFF ¥ A RIL— Ry TOEA.

TLT 4w 7 A A MIEBROI—)V RO EHNTE, IL— MIIV—IUCxt U CERICEHE
MENnEd, —FrDWIL—IU—T 3 &, Deny FE Permit 772 a UIAFAEL, IL—
MO —IVICH U CIHMlicNETA, LT v 7 AVARE, L7007 AE

(FTL T4 I AT EED) ZRETE, THICTL T VAEMEL D KZW, /)
IV, FREFELOMNEE LHIPHZRTCHKR S R TRIRTY, 7747 7+—)Vik, 77+%
AVAREOET LT 4w 7 A A R ZFRINCHE L E T,
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o HEdfIL— b~y T BJEAA O T 7 A OVNOFBEAIV— Ry TREF L

T. BGP. OSPFv2, OSPFv2, OSPFV3. RIP, %7 T v R)b—h, FLEAEZT v
JV—1+ (V=T hajl) 7% BCP, OSPFv2, OSPFv3, RIP, Ezidm—h)L RIB (FEkT
O b)) ICHEEAT A ERELET, £z, BCP R A ML— 7% BGP BT ICHEAT %
CEETEET, —BEMICE. TVEAVARET LT 4w AV A NTIREI N P4
T RLAE IPV6 T RLAZEZSDAH T ENTEET,

BV — by TIR3EROT Y N RO N TEET, I—hME. T2 RVICHLT

HFICFE ENE T, W— DR M E—HT B L, ZDIL—Fi& Permit £721d Deny &

n, BHoLy FVICHLUTGIHMEIENE A, BT BT MDY 7 g VH Permit D
By I 7 AT I+ —=IVEERESNTZ BRI — <y ThEHEMAE NV —MCEREL

9,

RNVFFr ANV —Er v T NV FFYy A= by TEERLT, AT I w7 IGMP
AVE—=T A ADEETLZ T 4V VT LET,

RDT 4 )V RIE BGPICOREHAENET,
« ASPath 7 7t XU X —ASPath 772 A VA MERIERT %:

o HDIV—ZIPEHKTz BGP )L— b DA VR— kM Ea—71)l BGP RIB NDHL D AR Z il 3 %
WK, BGP T4 2) 77 a7 v ANVDAYINTIY R T 0 )R A EEHLET, 7=
2R, WEOHBV AT LR@EH LIV — DR EAL Y R—FTEHELET,

s BGP L= FODPID)—ZANDL Y AR— FZHfElT BI1cE. BCGP T4 )R 7 7ra7y
ANWDT T RINT Y RT 0 )VEZY A NTHEALES,

* BGPIL—hK RV T TTEZZEZIANTITHIUE, BGPIL—k ®v T35 LT
LT

+ BGP )L— M EHEMT SICiE. BCGP BEcIL— k= T(AS Path) e —85&fh & LT L
9,

ASINAT 782 AV A MK 64 HDIV =)D LN TE, BEERD Permit Any JL—ILT
oD £, ASPath 772 AV A M2 LT, B AT LZHESGELET, Ib—ME,
=W U TEFRICFEHME N E I, )b— FAIL—)IUIC—E T % &, Deny £7id Permit 7
7yavREL, b= REEREOIL—IVICH UTIMES N E S A,
32274V AL: 332271 URXMDIERK : BGP

s W—hrxv T ZBRLT, MEMOHETHILIZWVIL—FDBGPa I a2 =7 ¢ @Mz
HLET, HIZR., (A3 a=T70—@ieiE9%) RO IV—T7%, FEDA R v
JEEO—IVERERFOLIICRETE XY,

s BCPIV—hFw T DYy v 77 aryTsBL, —B&MEEZzIIN— hba3Ia=
T4 ZHIFRT %

o HEAIL— by TR L T, BT 2 —FAD BCGP A3 a7« ZRELE T,

A3 274U RAMIIEBOIV—)VEFFDO N TEET, IL—MINV—ILICIBS LT
JHFICRHMIEE N E T Ib— "IV —)IUIC—8T B & Deny £7zl& Permit 77 3 3 UL
L. — RMEBHFEOIL—IVICH U TEMENE A,

437



ed Routing (&ERIV—T 1 > 7)

« BGP/)L— w7 i BGP )L— b= THRIEKT %

BGP AFI 717 7 A4 )LD Default Originate Jb— s 77 4 —)V R TIE, —BEMFICK-
TT 74—k (0000) ZHEKTZEAIVIEERLET, BCPAFI 7B 774
Vi BGP 7 )N —TE I3 E7ICEHALET, —BEMEIEEDISTA—RICTEHT &
MTE, BHED BCP )b— M—HT 2 DOMRHNUE, T 74V Mb— RAERENE T,
W—Fw 7D Set fFIEHHENE A, (DI, 79 RNV R)b— by T 724l
HUT, ERENEZTIHIVRLV— DT 0T ZHRETCEET,

BGP WETICEE L TW5 (override) BGP @R ERET Sl

NAT DIEE. IKETR3HEDT LT 0w 7 AT I—TI1EETLT RLAL IPvd 27 Ak
R TRBET HICIE. NAT =)L) T I w7 P 7 RLARASILT, T9A4X—F
P77 RLADIRDDIIIST Uy IPT RLAZANILET,

ART 4w 7)b—bh, AT T v B)b—b, F£7zl& OSPF )b— b 7% BGP ICHEMART 51
1Z. BGP Redistribution 7827 7 A )V C BGP )b— bk v T R2BELUE T,

BGP 74 )V RZ Y7 7a 77 AI)VTlE. AT Y RIb— b~y TEE7 7 b)Y R
J— b= 7D BCP )V—h=xw TR LT, BCP E7hHHa—75) L BGP RIB IZZZIF A
N3 CFET3) V—b., TR BCP ETICEEENTELV—F (DI RNRNIVR) 2T ¢
VR T LUET,

BGP JV— M BEMETILET 5I1CiE. BCP 74 V&) 777 7 A )V T Exist Map %
TERR U &9, Exist Map &, IL— M TNEDEEDEET 2856, 7 RNNZA X TSI
HOWTNW—FET7 RNNZAZXTBEIIHEELET, £E. TNSDOEMENEFEE LK
WIEEE. Non-Exists Advertise Map IZFEEDWTIL— %27 RNZA AT 5K IfgELE
ED

BGP 7 )V R 77077 AT, TIAN=F7 RLATIR R /NT YT NAT T
RLAZEHT AL IPv4 27 ARy TEFRELET,

BCGP 74 )ZY 7 7a 77 A )T, BGP IL—hw I BMHLT, W—hX T =
T E BT X o THIHIE Nz)b— b ZHHIfEER U & 95

KO BRIV — 2SN ETT V2 ) V79 B3I, adh)V)b—2—ICBGPT 7
V7 —Mb— e L, fifil~y 72t Lx 9,

HERIV— R OBMRRET SICIE. PV —ZISH LT, BGP Aggregate Routes &K
L. Attribute Map ZiBEL %9,

T IV E—EEEDI— )V 2RO bW TEXT, 77470+, V=D —r v AHK
= (Seq) DNAIC T 4 IV RZ—NDJV—)VICIRS LT/ FEEIZIV— M EFHMELE I, 73y b
F2IV—FDI— T B &, Deny £l Permit 77 a3 UFAEL, 27y FEIZ
JU— R ERHONL—ICH U TEMBE NE R A,

O

ASPath 7 7 2 AV A R ZBR I XTDT 1 )b X%, WEENZ: Deny Any )L—)LC
T LUXI, ASPath 7 72 AU AR ZBRS IRTOT 1)L RITiF, Diad e s 1
DD Permit ) —I)VRETY, TNLUNDGEE, MEI NI XTDIL— /R
ry bAESR ENE T, ASPath 7 7 A A Mid. BEEAM7% Permit Any )L—)L
THHD T,

RERIE A D Seq /2R L TOV—)VEFE, ZHEHLUEX T, FMKGEHDIL—)VT Action 74—
JVREREIRU T, Permit 77 a v EzlE Deny 7723 YOREEBHLET,
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dvanced Ro

uting GEIERIV—T 4 > 7)

=)V Bhnd % & EiE, IW—IVIICRER O —r Y AHFZ 52 T3k LT
B, FRONV—=NET 4 IV EZ—ICHATEDELIICLET, 22X, SeqFES
10, 20, 307 &ML %I,

STEP1| CTOT 4 )VEADBEHEINS IPv4 £721E IPvo6 7 RL A% Permit £7z21& Deny %7 71 A
VA RZIER L X,

1.
2.

Network RoutingFilters % & L E 97,

7R AVA P AETTCEMUEYT (RAR3XT) o HEidsEg . 7 r4—2ary
(v ERENAT V() THEDREND O, FfE 7 2—Ra7, £lidng
TVOMAEDLREZZHETENTEXT, Py b () FLEAXR—RAIIHTEEE
Fuo

OHORTWVEHIAZ AL TL7Z2E 0,
TIVAVARDRA T HEFIRUTL 7ZEW0IPvAH B W0 1PV

1. IPv4a D&, IPvd Y MU ZEBIML, V=IO —r V AFKSE ATILET,
(FREHIPAIE 1 ~ 65,535)

2. 7023y ERELET, Deny (T 74V ) izl Permit

3. EXELT RLAWKIE, 7RUVAZZEIRL, %<7 RLAT o —)VLRIC IPv4 7 RL
AEANT B 3 D04 T arhHoEd, #HpHZRTTAIVRI—RIAT7%ZA
JILET, SAZHNOEXT 0) ik, ZOCy W7 RLANDOWLT BEw h&—
KLU NE RS RV eERLET, SATZHNDL(IE,. [Don'tcare (U7 Uik
W) ] By RERLEDT, ZOMDA T > 3 1F Any £z None (72 L) T,

4. 5857 RLATY FLAZEIRL, §i< 7 FLAT 1 —)LRIC IPv4 7 RLA%Z A
JILET, YAV RA—REZANILET, SAZAOLO 0) i, ZOEy b7
RLZANORISTBHE Y b E—HLETNEES RN ERLET, YATHN
DU, TDon'tcare (K7 L7&EWV) | By b2RULET, ZOMOA T g
IZ. Any £7201& None (& L) T9,
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50KV w7 LTV M ERELETD,
Filters Access List 6]

Mame | filter_networks_to_allow

Description | permit 192.168.0.0 subnets
Type @) IPus IPvé
Entry | SEQ ACTION SRC NETWORK | WILDCARD DST NETWORK | WILDCARD
permit 192.168.21 0.0.255.255
@ Add

n CdI\L.L.I

5. FllF. BATRIPVOTEIRLTL 72E W,

1. IPv6 DEHEF, IPv6 . =T Y AFRSZANILET, EEFRMHIE 1 ~ 65535)

2. 702 ay ERELET, Deny (T 74V ) Fizld Permit

3. KELT RLRIKIE, 7RLUABREIRL, #i< 7 RLAT 4 —)VRIC IPvé6 7 R
A ANNT B 3DDFT v arvhboExd, #7232 TTD7 RLADTERE—E
EEINTZ L, T7AT7 4=V LT v T AT LT 10w 7 AEDEEHNHE
18N, ZRI—HITB2RHENDHD FT, ZNUNDEEX, V— FDBRRESINT
TLT 4w I ARERUY TRy FNIZH B E S DITEDWOT—ELEDTE S N
F9, GRELT RLAM Any EldNone (FxL) DIFH. TO7 RLAL7Ee—H
EEINT B EIXTEEETA, ) ZTOMDA T 3 1iF, Any £7z1E None (2 L) T
CR
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Advanced Routing (BiERIV—T 1 > 7)

4. OKZZ7 Vw7 LTy MU ZRFLE T, LEICIGC T, EHICy MU ZEBML
ESCS

Filters Access List @

Mame | |

Description
Type () 1Pva @ IPvs

Entry | sEQ ACTION SRC METWORK/MASK EXACT MATCH

6. OKZEZIUw I LTT7 7B AV AN IZLE T,

STEP2| L 74w 7 AV A MEIERLET,
1. ZY NT=I)N—F 10 VT T )V RZ—72HIRLE T,
2. L T4 AV AR ZAETEMLUE T, K 63 XPAARNITE T, 7 Z—R
a7 (), Flz@3NAT Y () THREDREND D, S, 7o X—Ra7, £izidn
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AT VDMABELRZEZDZENTEET, Fy b () FRBARN-ARMLHTEX
A

3. DO RTVEHIZ AL TIEE N,

CONV=N"T 4BV TTBTLT 4y T ADZA TR T REWVIPvADH
BN IPv6

Filters Prefix List @
MName | |
Description
Type @ 1Pua
Entry == MAX <= MAX
PREFIX PREFIX
SEQ ACTION NETWO... | LENGTH LENGTH

Cance

1. IPv4 DGEE. 1P Y RUEBIL, V—=IVD —r V AKSE AT LET,
(FREHIFHIZ 1 ~ 65,535)

2. 70va v RELET, Deny (T 74V E) E21d Permit

3. Prefix DGFH. 3 DDA T arhiHo xS, 774V I None (7RL) TT,
£ 95 1 DDF T3 F, Network any ZBIRG 22 & T3, 3DHDODA T 3
L EntryEBIRL, IPvA 2y N I—=T T LT 4w I AB AT w2 TAS
L. AT LT 4w T RAOEESEANLTRY NI—UZIBET 5 H51ETT,
B1:192.168.2.0/2004 T a v T, TLT74v 7 AOEIZEE Dixl LT L
TeHAE LR UAKZE-HPIE O ~ 32) 10 L T Greater or Equal ICfEEL XS, 7
vavT, LI v I AOEETE JRELIER—RAET LD LR UAEE
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D) Bl (O S320&H) XD KEWVHEHFELLREXIIIRET ST ENTEE
ER

New IPv4 Entry @

Cance

W— bt T LT 0w 7 Z)v—)U (IPv4 ET21d IPvo) OEERIE, RO 2 B 7ot AT
T ORISRy NT—=2 T LT 4w I A —REEET, 2) LT v T ADEX
TR ATHIFE (KD RKZEWVDEFELLD, ZNEO/NEW0OHEFELLD) ICEDEET, &
ERE, Ry NT—219216830/24 T, TL T4 v 7 AEN 26 A ESOLFDOT L
T4 I ARAN—INE2EZTHELL I, RDELIC, TARENV—FE, IL—)b
KB ELZEIAEGNE S ERLET, IL—IVICERLIIL—bE, BESNET Y
g Y (Deny £721E Permit) DS &R D £,

Y — bk result

192.168.3.0/28 ER Ry NI—=0 T LT 0w JADEIMIL—)VIC—LE
EDS

192.168.2.0/30 RERE: 2y b T—TWI— Ui — LU EH A,

192.168.3.0/32 REHG: T LT 4w I ADEIMILV—)LE—HLER A,

J—)VOHIEETIE, LOU EGEmBIEEFOHAL (FLWV, KREVERIEFELL, hE
WEZIFFELY) T, =&, LI v ZJRAEMIU ETHBR LR LET, T
T4 I AROHBOR/IMETHS <= 1&. LT v 7 AEMELU T THS T LR
L. L7140 7 AEOHMORKEEED 7,

5. FE. IPvey RUERBMU. PAT LT 1y 7 Z)—)IV DG L RO FIEICHE >
TLIEEE, IPv6 LT 0y 7 ZAEOHEIZ., O KEWL, B LLEEHELWL TONS
128 £ Ty X0/hEW, ELEEFELWD TOMNS 1281270 X9,

BIZIE, =y RT—72 2001:db8:1/48 T, TL T4 v I AEM 56 L E, 64 LD
L4 I A)N— IV EEBEZTHELLI, RDEIC, TANENILV—FE, L=V
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ICERETZRZIARERNE I DR LET, IV—IVCAERKLIZV— &, FREINET Y
>3 Y (Deny Fi2ld Permit) OX5R LR D £,

B b— k result

2001:db8:1/64 GRSy NI —=2 e T LT D ADEIMIL—)VIC—ELE
ER

2001:db8:2/48 RERE: 2oy FT—Zh—)Uc—H L FH A,

2001:db8:1/65 REKG: T LT 4w T ADEIMIL—)LE—HLEH A,

6. OKZIZIYw I LTI L T4 w7 ALY M EBFELET, HEILUT, EHlcTyV
MU ZEBMLUET,

/o OKZZUY I LT, TLT74 v 7 AV AMZRIELE T,

STEP 3| BGP @ AS Path 77t AV A M &EK L E 9
1. X "T=I)—FT 4 VT TV RER—72HR L E T,

2. ASISAT 7RAV A RAEITEMLE S (RK 63 XF) o HENEEEE, 7
R—=2a7 (), FBNAT Y () THESZREND D, S7, 7o Ex—2a7, &
T23NAT Y OMBEDLREZZDZENTEELT, by b () TEAXR-AZEM
TEEEA

3. DO RTWVEIHZ AT LTI,
. ZVRMUZBML, YT AFSEANILET, #HiFHE 1~ 65535 TI,
5. 70vay BRELET, Deny (T 74V ) Fi2ld Permit

5 ASPath 7 72 A ) A Mi&, BEEREYZR Permit Any )L— )LV THEDH D £
9, ASPath 7 72 AV A ML T, BEVATLZHEELET,
6. Aspath Regex (IEJHZRHR) % regexl: regex2: regex3 DERTANILET, AS
ffilZavay () TRYISNET, HTESLFIE1234567890 ML+ 2-Te 2
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X, Deny A7 —K XY RO 765000 &, AS 65000 hWBRIEES NS LT 10w I A%

RO L K9
Filters AS Path Access List @
MName | |
Description
Entry REGULAR
SEQ ACTION EXPRESSION
@,-‘-..1'.:

7. OKZEZIYw I LTI Y M EBHZELE S, A3 T, 6y M) ZBIMLE
T, RO FUMNAS ISAT 7 AU A NTHAENET,

8. OKZZYUw T LT, ASPath 7 78XV A M 2R {FL X I,

STEP4| a3 a=744YAMEIERLET,
1. 2y bIT—=I)N—T 4 T T4V EZ—73 R LT,

2. TANWRE—=AI2a =74 VAMZHRTTEMLE T, (&K 63 P HRIIRET, 7
YR=AAAT (). FlBNAT V() THEBEDNDH D T, 7 X—AaT,
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dvanced Routing (&fER)V—T 41 > 7))

XIE@3NAT VDA EDLEZEDZENTEET, Fv b () FREBAR-RARZE

HTEEEA,
3. DO TWVEHIAZ AL TIIEE W,
Filters Community List @
Name | |
Description

Type m e |

Entry .:-\ O items % b4
D SEQ ACTION COMMUNITY
@ Add

Cancel

4. BRAT ZERLE T,

* Regular — ¥ —7 U AFS BOEHIPAIE 1 ~ 65535 ZBINL, 77 a v Z#ERL
9, Deny (T 74V E) £ Permit ZIR L, 1 DL EOI I 2 =5 ¢ fliZZiBhn
T BM, wellkknown A2 a7+ 7% 1 DL EFHRTZH), 23227 {EHE well-
known DA a7 4 ZHAEDLETANLET, BHOaI 2 =7 ¢ ZHEE/N—
() TKYIH E£J, (6409:10|6520:13|internet /% &) —~DDRegular T kY
V=R K 16 HOAI 2 =T+ —%2 AN LET,

o AANN DT 4—<v F T, AAIFASTES. NN IExy hT—IF5 (FNZFNO0
M5 65,535 OFEHPH) O T. AANN DIERXO@EHEDIAI 2 =57 1+ —(ET
ED

» accept-own — well-known I = 2 =7 ¢ ACCEPT-OWN (OxFFFFO001)

 blackhole — well-known 3 2 2 =7 « {H BLACKHOLE (OxFFFFO29A) TEREN %,
Wy =21k, TOT LT 4w T AGETD ST T 4w 7 RiEET 2050

HHEI,
* graceful-shutdown — well-known I X 2 =7 « i GRACEFUL SHUTDOWN
(OxFFFFO000)

 internet — well-knwon I X 2 =7 4 fH O (Ox00) TEE NS, TNTD BCGP %A
IN=ICT LT I ARIEELET,

* |ocal-as - well-known 23X 2 =7 4 NO_EXPORT SUBCONFED (OxFFFFFFO3) T
LEN, ZOMRIF, IV T2TL— 3 YADYT AS DINBIC T LT 1w
AT RINZA AL Iz ET,

* no-advertise — well-known I 2 =7 ¢ NO_ADVERTISE (OXxFFFFFFO2) T&RE
N3, COAI 2T LT 7 ABINT S &, ZIEM/D BCP €771
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Advanced Routing (GERIV—T 1 > )

T4 A% BCP )= b T —=TWVICERE L X I, LT 1 7 ZAZMD I A 3—IC
7 ENRRZAXLEE A

* no-export— well-known a3 2 =7 1 6 NO_EXPORT (OxFFFFFFO1) TZERIE N
5, CDAI 2T 4TV T4 7 ABINT B L. ZEND BGP E77IE, AS
AR D IR A IN=T1F75 . IBGP XA N=FH T L T4 J A% 7 RINZA X LE
ER

¢ no-peer— well-known I3 2 =7 1 NOPEER (OxFFFFFFO4) T&REN B,

 route-filter-v4— well-known I X 2 =7 1 {H route filter v4 (OxFFFFO003) TFEZE
N5,

 route-filter-vé— well-known I 2 2 =7 « {H route_filter vé6 (OxFFFFO005) T#HEKZE
N5,

Regular Entry ©)

s |

Action (7) Deny oP:_'llllil

O | community ~
= =
accept-own [Represents well-known community value ACCEPT_OWNHN (OxFFFFOO0....

blackhole (Represents well-known community value BLACKHOLE [0xFFFFO2%A))
graceful-shutdown (Represents well-known community value GRACEFUL_SHUTD..
internet (Represents well-known community value O (0x00))

local-as (Represents well-known community value NO_EXPORT_SUBCONFED (0x...
no-advertise (Represents well-known community value NO_ADWVERTISE (OxFFFFF...
no-export (Represents well-known community value NO_EXPORT (0xFFFFFFOL))
no-peer (Represents well-known community value NOPEER (OxFFFFFFO4))

@ 4 route-filter-wd (Represents well-known community value ROUTE_FILTER w4 [OxFF ...

route-filter-vé (Represents well-known community value ROUTE_FILTER_vé (OxFF ...

Cancel

o large — Y= VAEKS GEEHEIPAE 1 ~ 65535 ZBML. 7Y a UEERLE
T, Deny (T 74V E) £izid Permit BETU Large 32 2 =7 ¢ IEHEI (LC REGEX)
IYMUZERBMLUET, T2 M) THHATESFE 1234567890 ML01$+.7- 7%
I3 2= 1% regexl:regex2:regex3 DL THEZLENH D ET, =&
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Advanced Routing (BiERIV—T 1 > 7)

Z1E. 203[1-2]1:205[2-5]1:206[5-6]1 DX ICfEELE T, Large TV hVU—
OV—IWICEKR S DDA 2 =T 44— ANLET,

Large Entry @
l |
Action Deny '° Per
""""" il % ><
LC REGEX
@,"'-.:‘.'_' @ Delete
Cancel

e Extended — =7 Y AFKF FOCHIPAIZ 1 ~ 65535) ZBML, 77 a v 7
RWLUFET, Deny (T 74V E) F20& Permit, BEUBCPILIET S 2 =7 ¢ (FH#£
BL(ECREGE) ZBMUET, HHTE S X HE1234567890 M0 +2-4%
Extended 22 2 =7 ¢ — DXL regexl:regex2 DL THEHENDH D ET,
Bz, 204*%[3-8]:205*%[4-8] DX HITfHEELE T, Extended T~V — (Jb—
IWICEKR8DDAI a2 =T 44— ANLET,

Extended Entry @

s |

Action Deny '° Permit

EC REGEX

Cancel

5. OKZZVUw /LT, A32a=74VAMIZY MU ZRFELE T, KEITGU T, FH
U & A7 (Regular, Large, Extended) DY hU—ZE 5IBMLUET,

6. OKZZUw o 7 L TCala=74VAMZRFLET,
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Advanced Routing (BERIV—T 1 > )

STEP5| BGPIL— b~ I 2lERR L F 9,
1. 2w bT—=INV—T 4 VT T4 IV Z—TEFR LT,

2. BGP ZEWITI4INEZY VT T 55— by IREMLUET (BK 63 XT) » fHi
BTz, 7URA—=Aa7 ()., Fl3NA TV ) THREDZHNENRD O, 1 E., 7
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outing (EERIV—T 4 2 7)

R—=2a7, LI@3INATVOMAEDLEZZHHIENTEXT, Py () &
AR—ARBEHTEEE A,

- V=X TODLNORTVFIIHZ A LXK,

Filters Route Maps BGP @
Mame | |
Description
Q Oitems ) =3 X
D SEQ DESCRIPTION ACTION
(@ Add

Cancel

S Ib— bRy T REML, [Entryl 2T TY—F Y AFRSZED Y TE T, GUEHIFAL 1

~ 65,535)

@ 5O EDOFEZENF T2y —r VAR S ZE DY TT, FEREMDEH%
AT B ARMHOFRSZHERLET,

5. TV RY Ob—)b) Db HRTWEIHZ AJLE T,
6. Action & UT. Deny E7zid Permit ZE R L £ 9

Match Z7°C. TOIV—rw T2 T 2O E 55 )V— b Z2RET B5M4:7%

LR, BRI AND ERET, DD . A TOEHR 0%

EhHO ET5
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tng (BERIV—T 4> 7)

Filters Route Map - BGP

Match Set
AS Path Access List | Mone e Interface | None
Regular Community | None w Origin | none
Large Community | None e Tag
Extended Community | None R Local Preference
Metric Peer | none

IPv

Address Mext Hop Route Source

Access List | None

Prefix List | None

Cancel

AS path 7782 ZAV A — ASpath YA REZFEIRLET, 774V FiE None (7%
L) 9,

Regular A2 a7+ — A 2274 VAMZEIRLET, 774V FEEE None
(7xL) T9,

large A3 2274 —large A3 a7« YA MZEIRLE T, 774V MRER
None (7ZzL) T3,

Fxtended 33 a2 =74 —Extended A3 2a=74 VAMEENLEI, 774U b
EF None (L) T9,

Metric - O ~ 4,294,967,295 OEFHOMEZ AT L E T,

Interface - IXRTOFHHIL—ZDITXRTDA VX —T A ADY A s —H)L
AUVER=T 2 A AZFEIRLET, RET DI —RIET HA 2 ET 2—A2ph
FTIEINLTLIEE W, T 74V FEREE None (xL) T9, a3Iw RS, 7747
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Routin

o (BEXRILV—T47)

UA—)UiE, BIRLUIcA V2 —T A ADREHOR T IV —Z2—ICE L TW\5
eI EF v I LET,
Origin — Jb— F D% ebgp. ibgp. F721d incomplete M 5IRLET, T 74V
EREE None (72 L) T3,

Tag — Y NT—=TUNTEKDDH B Z T (% O~ 4294967295 OHEIPFTANLE
T

Local Preference - O ~ 4,294,947 295 OHEIFHOMERE ASTLUE T,

Peer — BT84 FET21d local (AR T 4w 7 F121d BEAIV—F) ZEIRLET, 7
74V FEGEE None (L) T9,

8. IPv4A FT2ld IPvo BIRUC. SEIEAMEEOT RLATHRELE T, Pv4 ZiERL
Te%E

Address 27T, 772 AVA S ZFRL T, =I5 7 FLAZEELXT,

TLT4w I AVAR Z2#EIRLT, T BH7 FLAZBELET, Tk, EY
MEZELETLTov 7 A, Zizidflo7a sa)hs7a k) VicHiEfRE N
72T T 4w I AE—LET,

THRAVARET LT 4w 7 AV A MO AEIRET A581F. @
DOEM it T HERH D 9, (FHFH AND)

FIALNRYT ZTT, 77RAVAF ZERLT, —HIT BT AR TT R
LAZEELE T,

TLT4vZAVAL ZBRLT, =BT 2RV A MRy T7 FLAZIGELX
ER

Route Source 27T, 77XV RAV A ZEIRL T, BMETEHIV—FDEETTIP T
RLAZBELET, Iz, 77RAVXANTRE. BFED T LT 4w 7 AND
IW— b ZEELTWS, 7 RL R 19216822 ZHDVE— T ZFA[T B L
MTEET, TOBCP V=TI —FDYV—ZAT RLA 192168221
FEE, IV—FDY—=AXLLTET7 7 FLR 19216822 Ic— LIz)V—F &2 T4
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dvanced Routing (&E&R)V—T«1 )

WERYTLED, FO)— R —RC—HTBIL— DRI A Ky TRFBET

EESCI

« TLT74v 7 AVAL Z2BBELT, =895 1 DU LDV =A%y FI—=7TL

T4 w7 AREELET,
9. IPve ZZEHR LT 6

o Address 7T, 7R AVARAN BFERLT, T3 7 FLAZBELEXT,

s TLT4w I AVA ZBIRL T, —HT 57 FLAZIRELX T,

« RTAMKRY T BZTTC, TORAVA L ZERLT, =8I 2 7 ARy TT R

LAZEELE Y,

10. =B 2729 )V — MR LT, ROWT N DJE M2 iRE:

Filters Route Map - BGP

Entry Match Set

D Enable BGP atomic aggregate
Aggregator

Aggregator AS

Router ID

1Pv4 IPvé
urce Address | None
IPv4 Next-Hop | None
AS Path

Q aitems ) X ||Q

ASPATH EXCLUDE ASPATH PREFEND

Oitems

- X

Local Preference
Tag

Metric Action | None
Weight

Origin | none
Originater ID

Delete Regular | None

Delete Large | None
Community

Regular Community

D Overwrite Regular Community

D REGULAR COMMUNITY -~

Metric Value

Large Community

D Owerwrite Large Community

LARGE COMMUNITY

« BGP atomic aggregate DFRE - I— FDEK TN TWVB 2D, IV— M REED
TVvIb—hELTY—2 L ET, ATOMIC ACCRECATE &, Jb— FERDTzIC

HHRN Kb T L2/ AICih> T BGP A¥—A—IC &N

5 X HENTAE

EBHETH B0, EBRISADGEHANDR#ER/SA TR EWAREELR DD 3, BB
=B =T TN =R K> TERENGE. 77V — 23BN S NI
WICHTDIV—2 1D & AGCGREGATOR-ID @MEIcftinL., RSNz —2h 50
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- (BETI)V—T 91 77)

AS PATH TEERZIRIZE L T2 E S DT K > T ATOMIC AGGREGATE J@MEZRET %
hes>hERELET,

Aggregator AS - 7 7V —R2—=AS AN LET, 77V r—2@ticid, B9
NIV— R ZHELTIV—2D ASFESE P 7 RLANGENX T, IPT7 FLX
. V— MERNERITTZIL—ZD)L—%— D T,

W—Z— D~ 7TV —=Z—D)b—%— D @HEIINV—T/Nv 27 7 RLA) ZAL]
LET,

Local Preference — =T BIN—FDEREINTWVS Local Preference Z A ST L E

T, (BOEHFHI O ~ 4,294,967 295)IBGP 7w 77— k3% w Mid Local Preference
%%B\Ch@@@PETE@%?FN§4f§hi?O%@ASW®W—Fﬁ@ﬁ
HBGE. 77479+ —)IVidEREE Local Preference 2B L X9,

Tag — XU ZHRELET, EREHIPFHIE 1~ 4294967295)

ANV o7 ovary-7ryay @EE. B JBE) ZERLET, fHEIhk
ARV IE"EHRET B, FBEINTZA RN v iz —B LI Liz)b— kDD
ARV ZEICINET 2h, BESNEA M) v IR v F 2 7)IV— FDITd X

MW Il BET AT ETEEXT, 774NV MIA NI Y VHEOREE D X
o MAEXIEWET 7 a v2ERLTA Ny 7 2% L., —8T2)L—FD
BESENEN T & T RS EIENL 2 R X 9

ANy 7l —T BI)— 7= iﬁ%%bu/ﬁﬁ%kﬁﬁéﬁ TLD KA
U ZHEIGEINT 20, JTDOA MY w JENSHE L X9, ECHIFAIL O ~
4.294.967,295)

Weight — EAHZFELE T, (A—AUTHEHAEH, EFENTLA, REHPAE
0 ~ 4,294,967,295)

Origin — —&3 % )L— b DOESZRE L E T ebgp. ibgp. £721d incompleteZZ 7% E
QL= RIBICEDXSIITEMENS XD IR > T=MIEAHH)

Originator 1D - =T 2)L— FDOFHEEFTLD IP 7 FLAZREL X I,

Regular A2 2 =7 ¢ OHIER - HIFRT % Regular A 2 =74 &R XS, 774
)V R ERE None (72 L) T,

Large A2 a =7« OHIBR — HIFRT S Large A a =74 23R LET, 774V E
FXEW None (72 L) T,

AFI & LT IPv4 FEizlk IPve ZEHRL 9,

PvAR T T, IRTCOFHHIINL—Z—DFTXTOEFEILT RLADY A MO EHRET
%%@ﬁ/kbx%ﬁmﬁéﬁ None (Zx U)Z2#IRLEd, T 3Iw MRS, 774
T F—=IVE, BEIRUTeA V2 —T 2 A ADRET ORI —Z—IZE LTV B
EShEF v I LET,

WET BIPv4 27 A MR 7 1d: none, peer-address (Use Peer Address), & 7z1&
unchangedDWg N E IR L X 9

IPvé BT Ty IPv6 37T A bk 7 Prefer Global Address Z3EIRL T, %7 A bRy
THOMD 1Pve 7 RUADRSE (V> 7a—)V7 RLA, Z=Z—F ¥ AR7 KL
A, FERVFFYy AT RLA) KD 70— )baA=Fv A M7 RLUAZEN
LET, (T 74NV TR, #Ehichize€7ik,. 7a— )0 27X kv 7 7 KL A
K0 & linklocal #Z A RKYy 7 7 RUAZERLET, )
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- (BETI)V—T 91 77)

11.

12.

o [Pv6 BT T, IRTOMEHI—Z—DITXRXTORETLT RLADY X M HRET
BIEETLT RLUAZREINT S, None I U)EREIRLES, a3 bERlC, 774
T A —)UE, BIRUTeA VB —T 2 A ADREROHI)—Z—ICEL TN BD
EohEFzv I LET,

o ET BIPv6 7 A REKw T & none, peer-address (Use Peer Address)DWNg iz
EIRLE T,

o ASISAT 4 Y RTUT, Addid. —B T BREBEDASINAD S FRINVT B AR A 2 By
KADETEBMUET, 72& 21X, confederation S AS ZHIFRT 23557 I
NE9,

o —HT BEEEED AS ISAUC Prepend 5 AS NAZIRA 4 DETEMUET (LED
R ZXOLEELLARVEDICT S720) ,

e Regular A2 a =74 Y« RUT, Overwrite Regular A2 2 =7 ¢ ZEERL
T, Regular A3 a7 02 FHEELET,

o Regular A a7« OEMT, 1 DLED Regular A2 a2 =74 ZBIMLET,

o large A3 a=T 4« Y RUT, Overwirte Large A 2 =7 ¢ ZERL T, Large
d3a2=740%2 EFEXLET,

e large A3 a7« ZHHLT, 1 DU LEOKRMEZII 2 =70 ZEBMLE T,

s Regular A2 a =74V« Y RUT, Overwrite Regular A3 a2 =7 ¢ ZERL
T, Regular A3 a =702 FEELEXT,

o Regular A2 a7« OEMT, 1 DLLED Regular A a2 =74 ZiBIMLET,

o large A2 a=7T 4« Y RTUT, Overwirte Large A 2 =7 ¢ ZERL T, Large
d3a=74% FHEXLET,

e large A3 a7« ZHHLT, 1 DU EOREEZOI 2 =7 ¢ ZBML T,

OKZZUv 7 LT, Ib—F v T TV M) Z2HRFELET, BREISLT, EHICT
Y hUZEMLXY,

OKZZ7UwZ LTBGPIL—k v IR ELET,

STEP 6| FiMiV— by TZIER L X9,

1.
2.

2 N T =) —F 4 VT T4 VR =T E RN L E T,

J— b=y THEME T ¢ VR — %%ﬁTLMLiﬁo(mké&i%)o%ﬁﬁﬁﬁ

?\ TUR—=AAT (). Fl@3NAT V) THREBDREND D, TBFE, 72 —A
itcil\/f7/0)—fﬁ5’i/\bﬁ%a&b%c_ EMNTEET, Ry b () FRIEFAXR—

Xuﬁﬁf%iﬁho

OO TVEIHZ AT L TLTZE W,

FEEx7a bl HhEEEMT SI1ciE. BGP, OSPF, OSPRV3. RIP, Fzld ax7”
Ty R ARZT w7 ZERLE T, £EL78 b, —HOERMVEHE NS5
AT 9,

JL— b %& %4 Protocol E7213 T —71)V RIBICHEMT 51

1. BGP., OSPF. OSPFv3. RIP. F7213 Rib 28R U £ 9, sac 71 halid, Set &
REEHMEHE NS GTY, Ray SRy U CRATE 558070 s 2bid, SR
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Advanced Routing (BiERIV—T 1 > 7)

Source Protocol | BGP

Mame

Description

Destination | OSPF
Protocol

O | sea

00N O

10.
11.
12.
13.
14.

TekfE 7 b alc K-> TERED 9, (COTFIETIX, BGP Z OSPF ICHEART %
BERLUET,

Filters Route Maps Redistribution

DESCRIPTI& ACTION

IRV ZBML, =T AFSZANLUE T, EERAE 1 ~ 65535)
OO RFTVEIHZ AL TL7ZE W,
TovaYy RRELET, Deny £iz2ld PermitZZiBIR L £ 9,

Match B 7 & BN LT, RET7 0 b VO ERRLES, TOfTIE,. BETS
BGP @Mzt E LE 9,

Redistribution - BGP - OSPF ©)

Entry Match Set

AS5 Path Access List | Mone

Regular Community | Mone

Large Community | None

Extended Community | Mone
Metric

Address | MNext Hop

Access List | None

Prefix List | Mone

nterface | Mone
Origin | none

Tag

[HIESIESIRS

Local Preference
Peer | none e

Route Source

Cancel

ASISAT IR AV AR ZERLEX T, 774V Fid None (7&L) T,
Regular A2 2 =7« Z#EIRLE T, 774V ME None (L) TI,
large A3 a2 =7 Z#ERLET, 774V M& None (L) TT,
Extended 322274 ZFRLET, 774V ME None (%2L) TIS,
AUy T 2 ANUET, @REHPHIZ O ~4,294,967,295)
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dvanced Routing (RERIV—T 1 > 7)

159 AV EZ—=Tx—A ZFERLET, 774V & None (7zL) T,

16. )b— b ® Origin Z3&R L £ 9 ebgp, ibgp. F£7z1d incomplete; 77 4 )V MM none (7
L) T9,

17 Tag Z AJTUE T, GREHRIPAE 1 ~ 4,294,967,295)
18. Local Preference Z AJI LU E T, EREHIPHIZ O ~ 4,.294,967,295)

19. Peer 4 F 721& local (AR T« w7 Fizld BV —8) ZEIRLET, 774V RE
none (7 L) T9%

20. Address 2 7Z. JV—FNDFEMRET RLAZSIBLES, 772XV Ak ZERL T,
BT 272D —T B END 2507 RLAZRE O — 2R ELET, 774
)V R ERE None (7= L) T,

21. VLT 4w 7 AV A ZEIRL T, BT 27201 —T 208 H 55887 R L
AN — b ZfEELET, T 74V FEE None (7xL) TY,

22.Set AT HFEIR LT, TOIV—)VT—TBI— MWL TIFITT BT 72 g ViR
L. %ise7a b )VIcHEA LET, (TOFITIE. %8587 a s a)bid OSPF T3, )

Redistribution - BGP - OSPF @
Entry Match Set
Metric
Metr tion | Nong et
Met I
Metric Type T 1 @Ty

Cancel

23 BBECATIL—IVD XA MUY 7 oy a VBERLET, A MY v VM EZRET B, 15
ELTEAX MY w 7% —Hd %)V— b DudD X bV v ZEIHIET %70, fEE L X b
U 7% —892)— DDA M)y ZENMSEELX T, 774 MdNone (7
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ne (BEXIV—T427)

24.

25.

206.
27.
28.

L) T9, MBEXZEZBETY 73 VEEIRLTA RNy I RFFEEL, —T%)—h
DBFENENIATT F T2 3B EN 2 NI E 3,

e ZIX, IGP DA MY w 7% BGP I ANBICIEHEMMZHS T ENTEXT, A b
Dy ZI3ENTHO ., M aEiEE UTRET SD TR, BICZFOEICETE
7,

APV 72 ATIUT, ARV 7%ssE, E, KA U E T, GOCHipH I
0~ 4.294,967,295)

ARV w7 Type ZEHR L E T, Type 1 £z Type 2 (COFITRsERE 7 ba e L
T OSPF ZfEH L TWVWa ),

Tag ZfEE L E T, H#PHIX 1 ~ 4.294.967.295 TI,
OKZZUy 7 L=V FLE T, HEICIGC T, TSIV —)VZBML £,
OKZZVUw 27 LT, Hlifi— by T2/ FZLET,

ion 458
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N

T RINVARI—T 4 LTI TD OSPR2 D%

it

T RINARNN—=FT 4TI NE, IPvAE 7 Ry T DR EYR— T 5 OSPR2 24
R—FLTWVWET, OSPFv2 ZHET AREGNC. OSPFOMESZIRT A AENH D 4,

OSPFICTHETE 05 )—T7 427707 740 BXC 74 )2 — ERe LT, e
ZHIKIL, —BURHERLTLIEE Y, a7y b 7002 —1%, Hiilc/Efkd s L
&, OSPRv2 DRERFICIERT 5 L TEEXT,

STEP1| TEHIL—X—7Z2HMd 5] ZITVE T,
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outing (EERIV—T 4 2 7)

OSPRv2 ZBIMC LT, &fEikEZ LET,

Network - Routing - Logical RoutersZi#R U, sl — 2 —Z#EIR L £9,

2. OSPFZEIN UEnableZiBINL £ 97,

Logical Router - LR-1 @
General D Enable Global General Timer | Mone
Static Router ID Global Interface Timer | None
OSPF BFD Profile | None w Redistribution Profile | None
O5PFv3 Area Advanced
RIPv2 - -
A Ditems | 3 ¢
BGP D AREAID TYPE AUTHENTICATION RAMGE INTERFACE
Multicast
() Add

“ CdI\L.L.I

RouterID 7% IPv4 7 RL ADIEXRTANLE T,

BFDZOSPRICEH T A2E0E. 1ERR LTz BFD T 7 7 A ) 238G S, default 7
077 AIVEBRT A, HiLWVBFD7Ta 7 7 )V 2R LET, T 74V MI 0 &
LU(BFD Z#50IC9 %)0 TI,

OSPF Global General Timer 7’27 7 A )L7&EIRT 5h, & LEHH T a7 7 A I)L%
TER L E 95

OSPF Global General Timer 707 7 A )V ERNT 20, & LLEHH a7 714 )V7%
ER L E 9

OSPF Redistribution ' 7 7 1 )LV 38& N9 2 hFiERERL L T, IPv4 A X T 1 v 7 )b—
k. TxZ75wv K)b—bk, RIPv2JL— b, IPv4 BGPIL— bk, =& IPv4a T 74 )V
JU— k7% OSPFICHEM LE T,
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uting (BERIV—T 4 > 7)

STEP 3| OSPF V7 Z{EK L. TV T7DRA FIHEDON TR ZfREL X T,

1.

TV 77U, xoxoxoxOFEROTY 7ID Tipl N5 ) 77Z28mL £, T OkH]
TR ANTERAN—DAMNE LTI TIKELET,

2. Type 27722 #R L, GRGE ICDWT, RRET 1T 7 A )V 72 BHRT 2 EHIER L X9

TVTD RAT ZERLET,

* Normal - #[[RligH 0 FHA, VYT X, IXRTDEATD)IV—F (V)T HN)IL—
., ZVUT7BIL—F, BXUEHEIL—F) ZESRT ENTEET,
o Stub[AZ 7| - TV THEDOHINEHD FBA, TV T7HOGEFEICEET BT,

o T 4w 2O ) TICHRET B Area Border Router (ABR) 72389 3 AN H
DE9,

¢ NSSA (Not-So-Stubby-Area) @ NSSAWK, AR T EIITTREAR THRERTZEL X T
M. BEEV AT LER)L—2 (ASBR) ZEHAE T, ASBRICK>THEREINIZEZA
77 LSA . ABRICK S TEA T SICEHEN, OSPF R XA VDD DI
TwT 4T ENET, ROMIT., NSSADFEIRENTWA T EEZRLTVWET,

(Sl BET NSSAT Y O no-summary IR B L TUTHNEZAT 3R —

[SABZETEENVEIICL, TUTHNDNT T4y 2D LET,

(NSSAT Y 7D ) OSPFICT 74 )V Mb— h ZFREXH 5I1CE. Default information

originate i #IR L £ 97,

© 774 )V ERIV— T Metric Z AJJ L X9, H#FIZ 1H5 16777214 T T4
JVHIE 10 T9%

+ Metric-Type ZiER L E 9, Typel XidType2.Z A 7 E1 A X ME. ZD)L— I
FETBHDONBIARX N ENEBIAXNDEFTTT, ZA T E2 &, TDIL— D4
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HOABRTY, Thud. 7ceAd FWUCHIIL— F CafZn s %581 R T
ER

OSPF - Area @

Area ID | |

Type Range Interface Wirtual Link

Authentication | None

Type | NSSA

D no-summary

[[] Default information eriginate

[ asr

Cancel

6. ABRZFHRL T, TUTICHADTEZ T LT 4w IR T 0 )V X—UE L, LLIFOD
TR —TRELET !

* Import-list7Z IR 2 DFTiAccess ListZERR LT, IPv4 3EELT B L AICHED ZH|
W= =I5 [SADTYTICASTL 232y bI—T )b—b 2T )V R2) 2V TT %
CET, =T a— VUV RBICGEBMENS C & 27 7213281 UE T (Access
ListDFESe T RLAZZEDTXRICLET),

+ Export-list 2 3& 3 % ik Access ListZER LT, ZTDOITY 7 &iEmEd %%y b
T—=D )—=1r2T 4 )VZ2) T L, )b— MDY 7IZT RINZAL XENBT L
V= A = e = € 3 | ol U= <

* Inbound Filter List7 &R 3 2 i kipretn list ZYER LT, OV TICA->TL %
Fw NT—=0 TLIT 4w I A BT IVE) VT LET,

+ Outbound Filter ListZE& 3 2 HiilPrenx Lst ZERR LT, ZTOITY 7 TRIEE N
ey NI—2 TLT 4w I AET )V EZ—UH L, )b— DMl ) 7127 BN
AARENZNESICLET,
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s TUTD XA HNSSA T ABR WEIRETNTWBIE. IPv4 Prefix BN L TH
WY T2y O —T7% H—D% AT 7 SAICERLFF, Advertise 753
e, ZBAT 5ISARREBEN, Nw T R=ICT RNNZA XENET,

STEP4| TV7DOxRy NI—VHiHZIEELE T,
1. LYIVBREIRL, IP7 FLA s 2w bRAZEBIMLUT, TU7DO)—FEREHXLE
T, TOFER, COLVIIC—HTBIN—T 10V IEREFFDZ AT 39U —[SA
D, TOL DL ES 1 DOV THNRY FIT—7 Ob—Z—% i3y hT—
7 LSA Titilb TN EENTWBGEE, ZOTY 7T RNANZAXENET,

() TYUT7DLSDB THE LIV — 2R L, TOLYI=MEHLTIL—F
ZEMIL, LSA NS 70w 7 ZEIRLE T,

2. ROODIPT RLA/ 2y bAZZASILT, BIDFMETIEE LK IPT RLA/ 2w
A7 ADZVTHNAY FT—=T WD EEE 1 DOFENTWAEEE, TOIPT R
LA/ % "RADFEDRAT 3PV —SAWINY I R=2 « TUTIKTF IV A
N3 EHICLET,

@ REIPT RLA/ %Y FRATIZ. TIAXR=FT RLAZEIINTYw I T
RLURICEHT 5 UCTHHLET, KB 7 RLRE. 7 RNRNEZAX
DN IR > TOWBEE. SIEPH O T A,
3. BTy MI—8T 3V 7 IREEEA (LSA) Z3%ET BICiE. Advertise &38R L F
T, T IAINMEENIZ>TOET,

OSPF - Area @
Area D || |
Type Range Interface Virtual Link
0 D
IP ADDRES5/NETMASK SUBSTITUTE ADVERTISE
@;"-.:I.

STEPS| AV R =Tz A AZTIYTICEDBHXIHELET,
1. AYE2=Tx A AZ1DFERLT A3k LX T,

2. BERREARZHEL L K D &35 & IR KIGEHRN (MTU) OAR—H = HHT 1
&, MTU Ignore Z##IRL X3 (T 74 )V NI T, MTU —F v 7™M fT7hbNnZ
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) REC 2828101, A VYR—=T2AAMIUZ "TI5TAY M ICEERNTENTZA
VR—=T 2 AADSGRETELZRKD IP T—2T T LDINA REAOY A X" LEHEL
TWET,

Passive Zi#EIRT 5L, £ RX—Tx A ADX Y hT—0%7 RNEZALXTEL XD
WKLEITH, ZDOA 2 —T 2 A ATEBBAREHISNEEA, TNV —T 1
RZ—T 1A ACBNVTHHTEET,

Interface @

iterface | w
Enable
[ MTU Ignare
[] Passive

Link Type | Broadcast R

Priority | 1
file | None o
Authentication | Mone
BFD Profile | Inherit-Ir-global-setting  ~

Cost | 10

VI R2AT B R LT !

s Broadcast — 1 >V Z—T 2 A ARHTTY 7V AA[REIZ T RN TDRAN—=F, /1—H
2w b A VER—=T oA AT E, OSPF Hello X wt—V B IVFF¥ AT 5T
ClICX > THHFMICKRHEEINE T,

o p2p(RA Y FY—HRAVF) - AN HEIHH L E T,

o p2mp(RA Y BV —=)IVFRA Y B AN—T2 FHTERT HZ2HLENHDET, C
DA VR =T A R%ZS L TREARER TR TD A 73—DNeighbor [P 7 KL &
EL FBEI—2— (DR) 123Ny 77w 7 DRIGEIEN %551 7N—0D Priority %
BIMUE S, HPHIE oD 255, T 74V RE 1 T,

CABEN—RZDORIFEZNN Y 7T v T DRBDRE L TEIRENSG AV EZ—T A4 ADI8

@D OSPF Priority Z# AJJL T FEW, #HipHIE OB 255 T, T 74V ME 1 T9, ¥
OMNREINTVBEEE. IV—XIF DR°BDR &£ L GEINENE B A,

AUR—T 2 A RICHEHT S A= 77 A4)V Z38IRNT 5, FHRICER L E
T TDHOOSPFAVE—T AR RZA— T 77 A)VE. OSPF I a—\UICi#E
HENA TV EZ—T A A RXRAIX—T2F—N—F A4 RLET,

AVER=T A AIHEHT S B 7a 7 7 A ZEIRT 20 HER LES, D
PEETa T 7 A, TVT([RAT ) BV ICEH SN T a7 7 A )4 —
N—F A4 RLET,

TITHIVETIE, A2 =T 1A A& OSPF OV —Z—IiEH L7z BFD 717 7
A )V EME L F 9 (Inherit-Ir-global-setting), £7zi&. 774V~ 07 7 A )L7iER

464


https://www.rfc-editor.org/info/rfc2328

outing (BERIV—T 1 2 7)

10.

I B, TER LTz BFD Proflile Z238R3 20, HERT 2H . NoneziER (BFDZ%Z
k) LT, AV Z—T A AD BFD ZHGNC L E T,

AVE—=T AR OSPF AR ZASILET, Thid)b— MERICEZELE T, #
P 15655535 T4 T 74V M 10T, —hrtLZyardii, Eax
M fEHEINEEA SV RZ—T 2 A ADEFHIAR) DMEWIL— I EWIL— XD &8
TEINET,

OK%Z7Vw 7 LEJ,

STEP 6| ABRIC/NY ZR—2 « TY T AOYFR) V7 Wi WIGEIE. Ny T R—=2 « U 7 ADY)
MY >R DR T 7 NOUTE ABR NOIRAEY > 7 FREK L 9,

1.
2.
3.

A8 > 7 7R LK,
A2 > 7 DfEiZ2ERL L E S
SR R S | D= S

OSPF - Area - Virtual Link @
Mame | |
Enable
Area | v |
Router 1D | |
Timer Profile | None

Authentication | None

Cancel

Ny ZR—Y TU TN 2 7 BRI A N— ABR DEREENTNE RSPy
F VY ZERLET,

5 REY VI DIYE—F TV RICHS % A73— ABR D Router ID ZASTLET,

RA—=TNTT 7 )V ZFRT Z0FHWER LT, Y 7@ LEd, 2D
OSPF AV RZ—=T 2 A A RZA— BT 7 A)Vi. OSPFICEH N7 a—/\)L o
VR=T A A RAR—b AV RER—=T A AHEHAENTZ OSPF AV RZ—=T 24 A X
AR—Ta 77 A )VEF—IN\—F 14 RLET,

AR > 2T % BRAE a7 7 A VBN 2 EHRER L E 9, T ORREET |1
T7 A, T TICHEAINIZZRGA T T 7 AV (T ZAT) (Type) BT ) BLUA
VR T —RAHEHAI NG T e T AV EF—N—F 4 RLET,

OKZZ7Vw 7 L&Y,
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STEP 7|

STEP 8|

OKZZ7VvwZ LTI 7 ZR{FLET,

OSPFv2 @ OSPE Graceful Restart BE U RFC 1583 B ZRELE T,

1.
2.
3.

Network - Routing - Logical RoutersZi#R U, sl — 2 —7Z# IR L £,

OSPF > Advanced 73R L ¥ 7,

rfc-1583 compatibility 7235 L C RFC 1583 & D HEERGREI L. OSPF )b—TF 1
7 =T IVNDOEHEY AT LEEFIV—Z— (ASBR) \OD 1 DDAV — b L E
Io T 7AW MNRIENT, OSPFN—T 4 VT T—=TNI—T 1 2T T—TIVHAD
BELD intra-AS INAZMRFTE D728, V—T 10 27 )V—ThiiEENn %3,

Logical Router - LR-1 @
General D Enable Global General Timer | None
Static Router ID Global Interface Timer | None
OSPF BFD Profile | None w Redistribution Profile | None
O5PFv3 Area | Advanced
RIPv2 Graceful Restart Drh_-'_583 compatibility
BGP Enable Graceful Restart
Multicast Enable Helper Mode
Enable Strict LSA Checking
Grace Period (sec) | 120

“ CdI.LLI

Enable Graceful Restart (%, )L — X —0D OSPF Craceful Restart ZGRNMCLET, T
T IV THNIZ> TVET,

Enable Helper Mode 7 {#] L C. &)L — & —7% Craceful Restart™\ L7 S— T&— R TH
RESEET, 77NN TEMTZ> TOVET,

Enable Strict LSA Checking t&., W S— )L—Z—Ic X B2\ S— E— RDET%
BEiEU, VY ZIREEEH (LSA) Dxw bT—F b RaYV—EHERLTWS5H

IZ. Craceful Restart 7BV AZE XV ET, T 74NV THMCEZ > TVET,

Grace Period () #Z AT U E T, —firewall hMEIEE U < IZ{FHARIC % - 28551 GR
JV—Z MWCraceful Restartz 92179 2 X TOMEZ ATILE S, #HipHlE 5 H5 1,800 T
9, T 74V HE 120 TI,

Max Neighbor Restart Time (#) Z8E L E 9 @ #iFAIZ 551,800 TF, T 74V M
140 T,

OK%Z7Vw 7 LEJ,
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Advanced Routing (BERIV—T 1 > )

STEP 9| intra-area 74 )V RV VT ZREL T, 70—V RIBICEEZI NS OSPF2 )U— h7Z2TRE
LET,

OSPRV2 )b— 228 UCTHEAT 2, 70—V RBIEHEE LLEWEELRH D F
T, T a—N)L RIBICIHFFED OSPFv2 )L— s DHEFFR[ LIZWGERH D £,

1. Network - Roufing - Logical RoutersZZ3R U, @il — X —Z3HRL £ 95

2. RIB Filter Z3#R L £ 9,

3. 71—V RIB D IPv4 OSPRv2 )V—+7Z2T ¢ )b &Y 579 %ICid, OSPFv2 Route-
Map C. TEEKL7zHEARIV— b < TRERT 50, £E07 0 b a)bh OSPF T%E
7Tk a)UH RIB TH B Redistribution Route MapZZ#HTER L £ 97,

Logical Router - LR-1 @
General Mame | LR-1
Static - - . .

Interface Administrative Distances ECMP RIB Filter
OSPF

1Pwd IPvé&
OSPFv3

BGP Route-Map | None e BGP Route-Map | None

RIPv2 O5PFv2 Route-Map | None o OSPFv3 Route-Map | None
BGP Static Route-Map | None e Static Route-Map | None
Multicast RIP Route-Map | None i

“ Cancel
4 OKZZVUw 7 LET,

STEP10| (A 7Y 3y )i —&Z—IcHET 5 OSPFZY 7N, Y 7. BXUTWHIL— DT
THIVEDT7 RIZAML—T 4T TA ARV AEEZHLET

STEP11|[22v R LET,

STEP 12| OSPF2 BIXTGY V7 AT — T —2RX—Z (LSDB) DEERIV—T ¢ V7 E#RZ R L
F9, PAN-OSCLI Z A4 w7 AZ—KiciE, CLI Cheat Sheet A< Y RHA—E L RENE
I, v FT— T EIRLE T,
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dvance - (BETI)V—T 91 77)

OSPF )Vv—F 4 %7 787 7 A IVDOVERK

Advanced Routing Engine 1& OSPFv2 ZHR—F LTWE 9, 7o bUcEf$ 5 XD 70

T 7 AIVEER L. MkZE XD I O—EMOHZEDICLET, TuT 7 A)VE. HEBD
B —2—BX AL AT LTHATEEY, TOMEY I TR, TRT 7 AV EZDORIT
HBICDWTEHAL £95,

« OSPF 7 a—/ )L ZAX— a7 7 A4)L—-0OSPFv2 TV 7D link-state advertisement (LSA)
min-arrival 38 & O Shortest Path First (SPF) DR A —%RELF T, OSPF—fZE T 1
7 J /fil/%lﬁﬂﬂbijqo

« OSPFA VR —T AR TOT 7 A)V : SAT— RFERIFIMDSZMH LU CRAZIEELE
T, TOXIETaT 7 A)NEOSPFLI T, AV EZ =Tz A A, B/ E2EMAEY > 7
WHLEI,

* OSPF A Y2 —TxAARAR— T T7A)V — OSPF hello *® graceful restart Zx E DA
R—T A ABMEICBE T 2 XA =ML E T, TDXS54%TaT 7 A1)z OSPF —fik
RE, AVE—=Tr—A, BIUO/FIIAEY > 7IEHALET,

« OSPF Hlidi 7 a7 7 AV - IPvd AR T ¢ w7 )b— b, #ki)L— k. BGP IPv4 )L—
k. RIPV2 L=k, BXT IPv4 T 74Uk Jb— b % OSPF ICHEMT % /552 EE L E
9, OSPF—figREc a7 7 AV EmHLEd,

STEP 1| OSPF Z/m— N 24— 707 7 A )V EIEK L X9,
1. Network > Routing > Routing Profiles > OSPF = 3R L £ 9.

2<xw7h—ﬁwﬁ4v—7h7;4»%MW%LML§¢ﬁﬁw@i% LI
W, TUAR=RAT (), FlR@3NA TV () THREZRHRENRSH D, ., 7V
R—2a7, i?":bi/\/(7/0)fﬂé7>l/\bﬁ%a&b%<_ ENTEEI, Ry b () Fkid
AR—RAFEHTE X Ao

3. LSAmin-arrival Z AJJLE9, CHUd, FU LSA(RICY RINZA XAV b Jb—Z—
DL [T LSA XA T, BEKURFEUL LSAID) D 2 DDA 2 AR ADEERIRED /N
il (FHANL) T, RESNLRPEL D ERALLFEL LSAMNFET S L, SAEFay T
TNE I, HFHE 1 HS 10T, T 74IVME 5 TI, LSA min-arrival &, RFC 2328
D MinlSInterval EAEH T, BUVMEZIEET S L. M RO UNEHI N EDHEIY
RV E N I,

4. SPE U, wEL—2D M RO Y OZEEZ3Z(E L THh DS Shortest Path First (SPF) &t
Fx9479 % % T, Initial delay (FPHELNL) 2 A1 L& 9, #iPHIZ O ~ 600 TY, T 74
JURE 5 T, H/ET ZMEMUT U ZNIET OSPF OFINEA#HL 0 Fd, 774
TIOF—=IVEETY T LU TWAEI—E—X, [FCEBERBOMEZHERT S & T Y
P x e b 3 2 0B H D £,

5. #ikid B SPFEIHEOMKED Initial hold time (FHLAL) 2 A1 L9, #iPHIE 0 25 600
T, T74IVME 5 T
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6. Maximum hold time (F)HLT) Z A/J L &S, Thiud, A—)b RN LES 2 £ TA
1y MVTHEET 2/ AMTY, #0005 600 TS 774V &5 TY,

OSPF Global Timer Profile @

Name | |

Throttle

SPF

nitial hold time | 5

Maximum hold time | 5

/. OKZZVw 7 L&D,

STEP 2| OSPF A Y2 —T A AGRIET 0T 7 A )V ZERK L X T,
1. Network > Routing > Routing Profiles > OSPF Z & L &9

2. OSPFEEETT 7 7 A )V Name TIEMU F 3 (RK 63 XF), A HEET., 72—
A7 (), Fl2@3NA TV () THEZRHREND D, W7, 7oX—Ra7, £zl
INAT VOB EDREZHEENTEET, Fv b () EREFAXR=AIMEHTE
FH A

3. BRELED Type 73R L X9, Password X 7zi& MD5.

» Password ZER U725 513, Password (F Kk 8 ) & Confirm Password 7 A /]
LET,

OSPF Auth Profile ©)

Name | |
Type o Password MDS5

Password

Confirm Password
Cancel

o MDSEER UGS, MDSF—ID (0~2550ifH) & — (RA16IFDOHE
7)) ZBEMU XS, Preferred 73R LT, MD5 F—7Z2MtdD MD5 F—X 0 &EIEL
¥9, Ay hh, T7 A7 U+ —)UEF—DY X~z LD SIEICHRN, Preferred
F—MNVALDO—F LICBEILX T, —&F LD Preferred F—MMEHINF I, (DX
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. D Preferred MD5 F—2 3R L7286, Preferred & U GEIRE NIZHEZOD
F—M Preferred F—Ic72 O £ 9,

QSPF Auth Profile )
Name | |
Type (7) Password ) MDS
Q. Oitems ) 5 X
MD5 KEY PREFERRED
@;"-.:::‘
Cancel

4 OKZZ7VUv 7 ULET,

STEP3| OSPF AV R—T A X ZAX— T0T 7 A )V2IFRK L £ T,
1. Network > Routing > Routing Profiles > OSPF =3 R L £ 9.

2. OSPFAUVE—T AR ZA— T 77 AI)VEName TIBINLE T (K 63 3,
LRNI TR, TR —AAT (), FlENAT Y () THEDZHRENRD D J8T.
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T UHE=AAT, REBNATVOMBEDREZEHEZIENTEXT, Fybh ()X
TFAN—ARMEHTEXE Ao

OSPF Interface Timer Profile @

Cance

3. Hello Interval Z A7 L9, i, firewall R A N—FIREHERT 572011
R—T A A%ZEET S Hello 2357 v FEDRIRE FPEAD) T3, #iFHIZ 1 H5 3600 T
9, T 74V HIE 10 T,

4. Dead Count Z AT L E T, THid. OSPF R AN—D5 hello 287w " E2ZELT
WEWRAIN=IIH LT, OSPF BZDRAN—T2 R ERERTETIC, Hello 1YV
Z— )NV RET B AT, #iPliE 35S 20 T, 774V M 4 T,

5. Retransmit Interval (| SA DT 2 — X —ICHEEENDETORE ZAHLE
9, P 1 HS 1800 TY, 774V MiE 5 T,

6. AVER—=T A ARHT Link State Update Packet ZiXETF 2 DICHE LR TH S
Transmit Delay %7 A 71 LUE 9, HH/ S v RND Link State Advertisements 1, EEE
N BN T OGRS L X9, #@PFE 1 25 1800 T, 774V ME 1
.Z:“—a—o

/. Graceful Restart Hello Delay (sec) ZF#HNAI T AT LE T, Thid. Active/Passive High
Availability WK E N TS & EIC OSPF A Y Z—T 2 A Al ENE 3, Craceful
Restart Hello Delay (&, firewall A% 1 #RIBE T Grace LSA 2Ny R RiAET 2RO E X
T9, TOMHRIEZ, VARX—F DT 7 A7 T4 —)UI5E Hello 237y FDEEENE
BFho mBEHFHTIE. Tv REZA~— (Hello Intervallc Dead CountZ3 Uz D) & Hhw
YEET U LTVET, KRREZ A< —ORENENT ER55E, Hello 237w FAVE
LTz RS, JL—A7)V URAZ—FHICBENZ Y Y LET, LEN>T, TV
R & A <—i&. Graceful Restart Hello Delay DEDD7aL L& 4 51095 2 &2 B#EID
LEd, 7z&Z1E, Hello Interval A 10 #T Dead Count B 4 DFE, T K XA —
& 40 #IC7R D £97, Graceful Restart Hello Delay Y 10 RICRE I N TV A 5E. hello
Ty RO 10 BPOBIEE 40 DTy K ZA—NICESDT, JL—AT7)L Y
A2 — NHICHHEBIGEN Z A LT T b5 L3 A, HFAK 155 10 TY,
774 )V & 10 TT,

8. OKZZVUw 7 L&,
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STEP 4| OSPF Bl 77 7 A )VRVER LT, OSPFICHAEMIT % IPvA AR T 4w 7 )b— b,
FiL— k. BGPIPv4 )b— bk, RIPV2 Ib—bF, BXUOTTF T4V IPv4 )b— FDEEZEOHAE
bEZRHRELXT,

1.
2.

3.

Network > Routing > Routing Profiles > OSPF 7% L % 9.

OSPFEBL T 7 7 A )V7% Name (63XFLIAN) TEMLUET, Hidsss, 7>
R—=23a7 (), Fl@3NA TV () THREZDRHRENRD D, Ty, 7oA —Ra7, %
TZENATVOHAEDEEZDEENTEET, Ry b () XEFEAXR=RIIMEH
TEEH A,

OSPF Redistribution Profile @
Mame | |
[ 1Pv4 Statie [JBGPAFI IPv4
[J Connected [CJ1Pv4 Default Route

[ riPv2

IPv4 Static Z3EIRLC. 707 7 /)LD DI ORERTTLET,
o TTT 7 AIVD IPv4 Static EREATNC L E T,

o OSPFICHBIMENDE AZT 1w 7)b— MM T % Metric 245¢ L 37 (HipHI 1
M5 65,535)

« Metric-Type Z15E L £ 9, Type 1l (OSPF I A k) 721 Type 2 (77 4V 1), 5i5kE
NDART 4w 7 )IV—E N 2DHD, ZNEDIV— DR NHFEUCHE, Type 1
N—FrX0E Type 2 )b— MBI NE T,

o OSPRICHITHELT B IPvA AR T 1 v 7 )b— b Z il % Redistribute Route-Map
create a new Redistribute Route Map Z3R9 2 h . FriiCRedistribute Route MapZ
ERRLZET, T 74V F&REE None (75L) T3, IL—Fr~xw Tty FOREIC
Metric Action & Metric Value EEN TV A EE. TN EIEAEML— MIEH &
NEI, ZNNDEER. TOHEEATOT7 7 A )VTHEENTZ A N v IHH
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BdAf )V — MCEF S NE T, [AERIC. L—F~x w7 vy RERED Metric Type 1.
COFEBA BT 7 A IV TRE E Nz Metric Type KXOEEHRENET,

. Connected Z3EIRL T, 707 7 A )IVDT DI DREZTFATLET,

a7 7 AL Connected DER G LET,

OSPF ICHEAE T NSV — MM % Metric Z45E L X9 (#HiPHIE 1 5
65,535),

Metric-Type {8 E L %3, Typel £7/zl& Type2 (T 74V k) XA T E1 AR
. B A &, ZO)— MIELET Z72HDONFHIAAX FDEEITT, Type £2
. ZON—FOMNHIARAMCT LA, THUE. T2 ZIE. FTCIHNEIL—FT
B S B 5 AR T,

OSPF IZF \Ea‘é“é%%%ﬁ%%ﬁ%ﬂﬁﬂ?% K&RE%%O Redistribute Route-Map 7
HERT 2. HiHIC Redistribute Route Map ZERLE T, T 7 4 ) FE%EIX None
(xL) T9, I—F~xv Tty F @%Qik Metric Action & Metric Value D& E 1
TWaEE, ZNHIEHEEMV— MaGEHAINE T, ThNO5EIE. T O/HE
F7aT 7 AIIVTHERENTZA MY v I BEEAAV— MOEf SN E T, [FRRIC,
J—b=xw 7 2y RERED Metric Type 1&. TOHEMHM T BT 7 A IV TRES NIz
Metric Type & D BB EINE T,

RIPV2 ZEHR LT, 7B 7 7 AILD DE D ORERIFATLE T,

T 77 AIVD RIPV2 B EAEINCLET,

OSPF ICHEAE T NS RIPv2 )b— MM T 2 Metricz 57 LT L 72 W(#EIPHIZOD
54294967 295TF )

Metric-Type Z45E LE 9, Typel F7/=1d Type2 (77 4 )LV k),

OSPFICH7TBCT % RIPV2 fxﬂﬁ%ﬂ%ﬂfﬁﬂ'ﬁ‘% Redistribute Route-Map 73113 % 7).,
HHIC Redistribute Route MapZfE L E T, 7 7 4 )L FE%ElE None (72 L) T@‘
JW—hr=xw Iy DR EM_ Metric Action & Metric Value DEEXENTW B S,
ZNHEEEMV— MGERINE T, ZNLWO%EIE. COFEMmE T a7 7 A
JVTHER S NIz X R Y DB )L — MaEH SN E 9, [Ffkic, b—hkxy 7
2w RERED Metric Type &, TOHEAG T T 7 A4 )V TRIE S Nz Metric Type &
DEBEIEINET,

BGP AFI IPv4 #3RLC. 727 7 A IVD T O DR E xR LE T,
« T 7 AILD BGP ARl IPVA F #EINIC L E T,
o OSPFICHAEMEE NS BGP )L— M9 % Metric ZH5E€ L X9 #iFHIE O 5

4094 967.295),
Metric-Type Zf5E L ¥ 9, Typel E£7z1& Type2 (77 4+JL k),

OSPF IZH5 \EE’QL% BGP IPv4 }l/~ ]\%%’Jfﬁﬂ@“% Redistribute Route-Map 74 J
B, HIC Redistribute Route Map ZYERRLE T, 7 7 4V F k&l None (7x L)
’Cﬁ"o J— k= /70*1’_’ 3% ]\@Exibc_ Metric Action & Metric \/a\ue NEENTWVS

Ba. TNSIEEEMV— MaEHAINE T, 2N O5E C DA 1
T 7 AIVTHERENTZ A Y 7D EEMAMEL— b Ln.l@ﬁﬁé’hi'@‘o FRgIC, b—1
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< w7y RERED Metric Type &, TOHEAMT T T 7 A IV TRE S iz Metric
Type KO BEHLETNET,
7. IPv4 Default Route Z3E#IR L C. 707 7 AILD D OREZZFALET,

o [Pv4 T T )V RIS OSPFICHRT I, Always Z#IRLET, 7740k
Liﬁiﬂc:tt‘ﬁ‘(l{\iﬁ-o

o T 7 AINDIPVA T T F IV MIL— REREEICLET,

o OSPFICHAEMGEE NS T 74 )V k)b— MCTEHT % Metric Z45E L E 9 (#ipHld O
WD 4294967 295)

+ Metric-Type 215 ELE 9, Typel 7213 Type 2 (T 74V ),
8. OKZZVvw 7 L%,

STEP5| Commit(Z3w M)LZET,
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7 RINVARIN—T 4 VT LI TDOSPRVEDER

T RINVZARI—FT 4 T I UNE IPVET RLw T DI EY R— 3 50SPF3%E Y
R—FLTWVET, OSPRIZEFET BHGIC, OSPFORESZIRST 2 RENH D F 30 O

/f’\
JLEDNO

OSPRV3 IS TE % OSPRV3IV—T 1« 777 7 A )L OSPHE Routing Profiles BX T 74V
Z—flters ZMEt LT, iERZEIRI L, —BMZ2ii L clZEw, Jarzr7A)Le T2V
Z—F. HENCHEK T AT E. OSPRVIDHRERITERT BT EETEET,

STEP 1| [EwHUL—Z—7ZMkd 51 Z2ITVET,

STEP 2| 2ff7sOSPRAIV—T 4 > F « T2 a v 2FELE T,
1. Network > Routing > Logical Routers#{ L. il —Z—ZHHRL £,
2. OSPFv37#{R UEnable’z 3R L £ 97,

Logical Router - LR-1 @
SEnEEL [[] Enable Global General Timer | None
Static Router ID Global Interface Timer | None
RIP BFD Profile | None e Redistribution Profile | None
OSPF Area Advanced
OSPFv3 —

[y Oitems 9 b4
et O | AREA ID TYPE AUTHENTICATION RAMNGE INTERFACE
Multicast

(*+) Add

“ C‘] ! Lt.l

3. mHEIL—Z—DOSPFV3ICRouter IDZE| DY TE 9, WHEIZ IPv4 7 RLAT
F(OSPRBIEIPVOT RLw ¥V TRTI D), Router DOERTH S xR LT,

4. BFDZOSPRIICTHEAT 55 E&. 7B L7ZBFD a7 7 A ) ZENT 57, default”
a7 7 AIVEEIRT S, JLVWErD7T a7 7 AL ZYER L. Bl —&2—IC@d %
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STEP 3 |

8.

FTARTDOSPRIA YV EZ—T A AIHEHLET, 774V M 07 L(BFD ZHERhC T
%)0 T9,

Global General Timer 717 7 A )V F#IRT B, create a new oned LLEHTH Y 1
T 7 AINVEVER LU TSPE A ML 24— E R U > 7 IREEREHAT (LSA) DFEFE A > A
2 A O Mk 7z E L E 9,

Global General Timer 717 7 A )V HIRT 20 create o new oney & LLEHTHR 1
77 AIVZEVER U Thello kR, X ERRR EZE i’bi“@o
Redistribution 70 7 7 A V& INT B crecte cnewoney S LI a7 7 4

WEIVER U TIPvE ARZT w7 Jb—b, AxT7 v R)b—hk, IPv6BGP IL— k., Ez
WZIPvé T 74 )V b Jb— b & OSPR I LE T,

OK%ZZ7Vw 7 LEJ,

OSPRV3 TV 7 ZER L. TYU 7 DRA S IO THRMEEIEELE T,

1.
2.
3.

Network > Routlng > Logical RoutersZi#{R U, G/l —2—Z 3R L £ 9

OSPRV3TZ YU 7Z&2EIR L, V7 IDIPv4 7 RLA)TITY 7 ZEBIMLET,
WW&7T %@iU;®m£7u7;4w% BRI 2h. & L IZHBIER L £
F create a new oneo

V7 0)’}'/(7%?'§Ebi‘é“

« Normalli#E#] — filBRIZH D A, TU T TEINTDLATD)— s ZEHTE
ESC

e Stub[A 2T - TUTHSLDOHINEHD A, TV THDIEICEET BT,

Fo 74w i, MOTY 7BXOCTY 7 OIKCERT ST T R—F— )l—Z—

(ABR) Z 383 20BN H D £,
¢ NSSA (Not So Stubby Area)— b T 74w ZIZTV 7 HEEHZ ZENTEXT

. JEOSPFIL—FEHT S EICK > TORATEETT,

(St BEU NSSAT ) 7 D) no-summaryZiEIRT 5 &, T TMWNEA T 3P —
LSA ZZETERVEIIICL, ZUTHND T T v 7D LET,
(NSSAT ) 77 Ddr) OSPRVBICT 7 4 )V b )b— b RS E 1 %1Cid. Default information
originate’Z R L £ 9,

© 774V EIV— T Metric Z AJJLE T, #1205 16,///214 TS, T7%
VR 10 T9%

* Metric-TypeZ3E IR L ¥ 9, Type 1XIType 2% 1 7 E1 I A MZ. FD)L— McH|
ETBHOONHIX N ENTEIAXNDEFHTT, FATE2 1. ZD)IL— FDH
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HOABRTY, Thud. 7ceAd FWUCHIIL— F CafZn s %581 R T
ER

OSPFv3 - Area @

Area lD | |

Type Range Interface Wirtual Link

Authentication | None
Type | N55A

D no-summary

[[] Default information originate

[ aBR

/o TR Y YT e ATV a UeeE LTWEIE. ABR ZEIRL £9,

8. Import-list’z ZE 3 2 il Access LatBERR LT, ZA S 3LSAZT 4 )VEY V7L
X9, ZAT3YU—SA L LTIRESNLEZY TIZT Fo VAT NS AIEH
NET,

9. Export-list 723 2 Hi il Accoss ListZERRC L T, BT Y 7H 5 Dintra-area’ SAD
LREINIMOT Y TICT T IV AEINIZRA T 3YRV— [SAZ T4V R VT
L%,

10. Inbound Filter List 73403 2 i kipret LstZER LT, Y TIWCASTL %24
BYIVU— SAZTIVRZY VT LET,

Import access list & Inbound prefix list O 57 HT % & 7747 74—
JUIE AND B2 L E 3 (500U X MW EN TV ARELNDH D £
9)s

11. Outbound Filter List 7352503 2 W iiPrenx LstZERR LT, TU T DX AT 3 Y
RU—[SAZT LRI VT LET,

Export access list & Outbound prefix list D 52T 5 &, T 7 AT T+ —
JVIE AND B2 L E 3 (/50D X bz EN TV ARREDRH D %
9 )o
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12. TU T DA THNSSATABREIRE N TWBIGE. [PV PrefixziBhn L CANRY 7
I NN —THE—DRAT 7 ISAICERLUFET, AdverticeZEIRNGT B L, XA
T E5ISAREBBENTINY I R—=ICT RNNZA XENET,

STEP4| ZRAT 3PYU—ISANNRNY IR—2 « TUTIKTFI VAT B2y NI—2 LV IkE

ELET (7Pl et 1 DD intra-area 2y b IT—27 (DFED, )b—2—F =3 %

FU—7 LSA Tadih) WEEN TV EHE),

1. LYVZBIRUIPVGY RL A/ 2y A7 7ZBIMLT, TV 70— 2B L%
To TDOITYTH, ZOLVIRNIZDERL EE 1 DDintra-arcaxy NI —7 =588
Bl ZTOL VIR —BT BIV—T 1 Y TERZRDRAT 39U =LA T
A=V VT TFTIVAEINET,

2. AdvertiseZZi#{Rd % &, LSAND—KT BY Ty b2/ THR—T ) 7T RN
ZA XL ET, Advertise No ICRESNTWVAHEE, TV TWICFHET 5 —HT 5
intra-area L 74w 7 A, Nw I R—=2 « TUTIKT RNNZAXENFE A,

OSPFv3 - Area @
Area D | |
Type Range Interface Wirtual Link
-Z___:'\ O items 9 Y
IPVé ADDRESS/NETMASK ADVERTISE
@f\d:

Cancel
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STEPS| ZUIKA UV E—T A AZBMLET,
1. Interface BT T, A VR =T A AEVEDEATEMLET,
2. FOAUE—=T A AL E T,

Interface @

nterface | e
Enable
[ MTU Ignare

D Passive

0

Link Type | Broadcast o
Priority | 1

e | Mone o

Authentication | None e

BFD Profile | Inherit-vi-global-setting  ~

Cost | 10
Cance

3. BREBIRZMLL & S &9 B & EITRAIREHAL (MTU) DR —BZEET 51
lZ. MTU IgnoreZZ#IR L E T (774 )V MIFERN T, MTU —HF = v 7B b E
ERS

4. Passive ZHEIRL T, TOA VY EZ—T A ANS OSPF Hello 23w X E LRV
21U, IV —RZ =D A N—& OSPF BHEEAREIER TERNEKSICLE T, 272
L. A2 =T ARG EHE link-state T—EARX—RICEHEENTVET, £ X—
T ARV TICTBTENTEET, T2, AA v FIHENT 35677 E
X, V=2 =MW THello 2837w b ERIEE LTS BV TT,

5 OSPR3 DA VAR VAIZ 1 DTSN 5729, InstanceID % O ICERELT-E F
[7a =S

6. Link Type ZEER L £ 97,

* Broadcast 1V Z—T A ARBRHTT 7L AA[EEIR T XRTDRANN—F, A —Y
2w b A VER—=T oA AFHEE, OSPF Hello Xwtv—IBIVFF¥ AT 5T
I K-> THHIWICHHENE T,

© p2p(RA Y FY—RA Vb - RAN—T2 HERISHH L9

o p2mp(RA Y MY —=IVF KAV NI AN—ETHTEETI2HRENHDET, C
DAV E—=T A A% UTEREANRER TR TORAN=DIPvE 7 RL AL, {5E
JV—R— (DR) £33y 77w 7 DRITEIEN B E A N\—DPriority 2181 L %
9, HpHIE 05255, T4V 1 TT,

7. AV RZ—=T AR Priority Z AJILE T FREN—ZDRERIZNNY I T v
DRIBDR)E L GEIRENSILV—Z D= DPriority T, Hipld O HB 255 T, T
THIVME 1 TT, CuBRESNTVEEE, I—2IE DR BDR & L THEIRETN
FH A,

8. OSPRV3 AU R—=T 12 —A ZA—=T 77 A)Vor create a new oncZzE&R9 2 i
FRLT, A2 =Tz —AEHALET, TDOOSPRVE AV E—Tz—RA XA —
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10.

11.

12.

TaT7 7 A&, OSPRBICTa— N UNCEH SNz A YV R—T 12— AR A I—KEx
F—N\—F A4 RLET,

OSPRV3 A Y RZ—=T x— A it 7a7 7 A)V 7 #INT 2 HRER LT, 4> &% —
Tr—AHEALEST, COFETa 77 A)VE, ZVT7 (T2 A4T) Z)ITHEBEN
R a7 v A )N EA—IN—F 14 RLET,

FTIFIV T, AV Z—T oA AlF OSPFv3 OV —ZICEH Lz BFD 7o

T 7 A )V EHKE L E T (Inherit-vr-global-setting), F7zi%. 7 74/)Vk 77714l
IR B, 7ER L7z BFD Proflilecrcate o new one 23R 50, FiHERT %
/». NoneZz iR (BFDZHERNL) LT, OSPR3 LN)VTHEH SN BFD Y77 A
WAt —N—J 14 RKLZEXT,

AVR—=T AR OSSPV A ZANLET, Thid, Ib— MERICEELZX
9, #WiFAIE 1 A5 655535 T T 74V ME 10 TF, Jb— FERHPE, BRI X b
HHENEZEA SV Z—T A ADEFIAR) DMEWVIL—FD, Evyb— b XD & E
TNET,

OKZZ VU I LTAVE—T 2 — AR HELET,
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STEP 6| ABRIC/INW ZR—=2 « ZYTANOYERY ¥ I VR NGEE Ny T R—2 « TY T A\DY)
MY 27255 DR L) 7 NODIEEE ABR NORAEY /7721‘%55Zl/i'9“

©) RORES. LTV TERIL—2— (ABR) K L TERT HBERH D /307
R—> TV 7 (0.0.0.0) NTEHRT ZHENH D £T,

LRI V7 ZERL XY,
2. AR I oA ZIBRE L E Y (RK 31 3,
S AAEY Vo G LK,

OSPFv3 - Area - Virtual Link @

Mame | |

Enable

Area | e |

Router ID | |

Timer Profile | None

% Authentication | None

Cancel

4o Ny I R=2 T TAOYEL) > 7 BFFD XA N— ABR BEIBIN TV F TV Iy
VY BFERLET,
5. YD) E—F TV RICHBFRA3— ABR @ Router ID Z AJILE T,

6. OSPRV3 AU R—=T 2 —A ZA—=T8 T 7 A )bcreate a new Timer Profle 2819

ZWHHER L T, A8V Y VIGHERLE S, SO OSPR3 A Y RX—Tx2—RA « XA
— - 7uT7 7 A4V, OSPRBICHEAEI NI/ a—IN) - A V2 —T 2 —R « 2 A
R—BIUOAVEZ—T—RAGEHEINZ OSPRE A YV E—T 12— « ZAX—+ 710

T7ANd—N—F 414 RLET,

7. OSPF AU R—TxA R RIE Tcreate 2 new Authentication Profile@ 7 7 A )L & &38R
T BDHHIER LT, A8 /76«.J@ﬁﬁbi'§‘o c_@mnE7D7/ AI)E. Y 7ITHE
HENZZiE 7 a7 740 (TZAT ] (Type) BT L) BROA V2T —AI@EHEI N

Rt a7 7 A )it —IN—F 4 RLE T,

8. OKZZVUw L%,
STEP7| OKZZVU w7 LTI 7 ZRELET,
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STEP 8 |

=R OSPRVS BREZRRE L £ 9

1.
2.
3.

Network > Routing > Logical RoutersZ iR U, Fwl/l— 2 —7Z2#E R L 9,
OSPFv3 > Advanced 7= 31 L £ 97,

Enable Graceful Restart C. i)l — &% —DGCGraceful RestartE G LET, T 74 )V
FTHEMCEZS>TVET,

Enable Helper Mode C. i)l — X —7% Craceful Restart™\NJL/)S—E— R CHEES B &
T, TIHIVETHEMTIZ> TVETD,

Enable Strict LSA Checking . ~\JL/S8— )L—Z—Ic X BN S— B— RDEf %
BEiEL, Uy ZIREEEH (1SA) Ay hTU—27 MRaY—EEHERLTWBEE

IZ. Graceful Restart 7O A &2 IEEHE T, T 74N N THANCE>TVET,
Grace Period (f))Z A7 L E T, —firewall DMEIES U AT 7R - 25510 GR T
JV—Z M Craceful RestartZ294 79 % £ TOMEZ AT LX T, #iPHIE 5 M5 1.800 T
T, 774N 120 T,

Max Neighbor Restart Time (F)) — G/l — X —DBNWS—F— R D & ZIZ %A /\—
5% A% Grace Period DERKAMEZE AT UE T, #iIFE 50 51.800 T, 774
VR 140 TYS

Disable R-Bit and v6-Bit #3335 L. ORI —ZNEIXEI NS )L—F—[SA D
REwREVOEY " ZZUT L, T7ATI4—IVIT 7747 TV EZRLE
I, TOIREDE., 77 AT 74+ —)UE OSPRIICBILETM, ko574 w7
FZIPve T2 T I LIEELEE A, TOIRETE, O—HIV T T 0 v 7135]
ERET AT I A—ICEEEINE T, T T 0w T INA RN EHIV—T 1
TJUBRNSFDT 7 AT U4 —IVCEEETZS2D, THUET 27 )Vk—L%Y b

T — 0 TIRFZITOGRICRIEE T, RAC 5040 ZBIRULTLTZE W,

Logical Router - LR-1 @
General . " i —_—

D Enable Global General Timer | None
Static Router ID Global Interface Timer | Mone
RIP BFD Profile | None w Redistribution Profile | Mone
O5PF Area | Advanced
OSPFv3 Graceful Restart [] Disable R-Bit and vé-Bit
BGP Enable Graceful Restart
Multicast Enable Helper Mode

Enable Strict LSA Checking

d (sec) | 120

Max Neighbor | 140
Restart Time (sec)

“ C‘“.LLl

9. OKZZ7 Vw7 L CafllEz/RZFLE I,
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STEP 9| intra-area 74 )V RV VT ZRE LT, 70—V RIBICEEZT NS OSPF3 )V— hZ2TRE
LET,

OSPRV3 )b— h 228 UCTHEMT 2M, 70—V RBIEHEE LLEWEERH D F
9, T a—N)L RIBICIHFFED OSPFV3 IL— s DHEFFR] LTIZWGERH D £,

1L 2y bI—=0 - )b—T 1 2T 23R L., Bl — 22 HER L £,

2. RIB7 4 )VZ— 2R L %I,

3. 71—V RIB D IPv6 OSPFV3 J)b— k727 ¢ )V Z—ILHT % 7281, OSPFv3
Route-Map 123§ LT, 1B L TdH S HhicfiRoute MapZZ#8iR9 20, £fE 7 m ba
JUN OSPFV3 T%EFe 71 b )W RIB TH B Redistribution Route Map Z#iB{ERL L &

ER

Logical Router - LR-1 @
Eeomi Name [ LR-1
Static - - . .

Interface Administrative Distances ECMP RIB Filter
OSPF

IPvd IPvé
OSPFv3

BGP Route-Map | None o BGP Route-Map | Mone

RIPv2 OSPFv2Z Route-Map | None o O5PFv3 Route-Map | None
BGP Static Route-Map | None - Static Route-Map | None
Multicast RIP Route-Map | None w

“ Cancel
4 OKZZ w7 L&Y,

STEP 10| (A Vv g ) it — 2 — IS % OSPFV3 U 7N, Y 7. BXUNEIL— D
TIHIVEDT RIZA ML —T 47 TA ARV AEZEHLET,

STEP11|[aXv F] LFET,

STEP 12| OSPFVE BR U V7 AT — kT =R RX—2Z (LSDB) D@EE R —T ¢ VI EREZRLUE
9 PAN-OS CLI 7 A& AZ— RICid. https:/docs.paloaltonetworks.com/pan-0s/10-2/
pan-os-cli-quick-start/cli-cheat-sheets/cli-cheat-sheet-networking.htm! CLI Cheat Sheet D ¥
YW -ERRENET, 2y FY—TZERLE T,

0S® N 110.2 483 ©2023 Palo Alto Networks, In
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OSPFV3 )Vv—T 4 7 T7a 7 7 A4 )VDOVERK

Advanced Routing Engine 1& OSPFV3 ZHR—F L TWE T, OSPRV3 ICHEAT % OSPFVE Za—
NV« ZBA— T T 7A)0, BT T 7 ), AV R—T 1=K« ZAX—--T0aT77A
V. BERUHEATOT 7 A)VRELLET, COREY I T, T07 7 1)V EZDIFRTT
WKOWTCHALE S, 7V FNVARI—T7 4 YTV TOOSPHIDRIET S EZICEFND
BB LUTLIEEI D,

» OSPFv3 Global Timer Profiles - 3XT®D OSPF3 fEIEK A S % U > 7 IRAEEEH] (LSA)
IR, SPr RHRGEAE, WIACREFIRE, 35 & UIRRDRIFIRFIRIO 2 A v — 245 E L& J, SPF
Throttle BREZRMEHT S &, 2y NT—IDPARLE (M RO YO M) O], 7a k)b
LSA BT T T LOXRERELTZTENTEET, —BRINEKOSPRIKEKR T 7 7 1)V
EEALET, a7 740k, @BV —2Z EO OsPR3 IcH LT/ a— )L Td, EHED
RA—7ER LT, P a— R AR —ZEICEETEE T,

« OSPFv3 Interface Authentication Profiles— OSPFv3 ICIZ I DOZRAFMEREN S © £ A, 1PSec
WARIFE LT 2AN—R0D OSPFv3 X wt—I %R L %9, OSPFv3 Area > Type X 7T
a7 7 A)VEEHLED,

« OSPFv3 Interface Timer Profiles — OSPFV3 hello RIEH A HiEE# % &, 4 V2 — T o A AEE
WCBE#T 2 2 A —ZfHE LE T, —RNROSPRIHK T a7 7 AV E#EH LT,

« OSPFv3 Redistribution Profiles — Redistribute IPvé BN, 865 A. £ 721% IPvé BGP )L—
ke F72E IPv6 T 740V Mb— k2 OSPRVSITIV—T 1 Y LET, —fRANAROSPRVIRERK
NSA= WA IV i 32 O B
STEP 1| OSPR3 Za—N)L ZAx— a7 7 AV ER L E T,
1. 3% Network > routing > Routing Profiles > OSPFv3.

2. Add 2 OSPFv3 Global Timer Proﬁle by Name (B K 63 XF)o HANITE T, 75—
A7 (), Flzl3NA TV () THEZDZREND D, T, 7oX—2a7, £izik
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INATYDMABEDLRZEDZENTEEI, Py b () REARN-RZMEHTE
FAo

3. LSA min-arrival F2HLN) 2 AT LE S, X, firewall A SPF WY —ZHEHET 55
INEIRE T, #iPHE 15 10 TF. T 74V RE 5 T, firewallld, &0 KTHBR
TEREL D BHEMED)HHELE I,

4. SPF Throttle fEIEKIC, FRFIL—ZMW M ROV DEERZZ{E L THh B Shortest Path First
(SPF) BIH 29479 % £ T, Initial delay (#Hifii) 2 A 1L £ 9, #iFHIX O ~ 600 T,
T7 IV KE 5 T,

5. BAID 2 DDEikid S SPF EFEORIC Initial hold time (FDELNL) Z A L E 3, HiHIZ
0~600TTe T7AINVIMIE S T, HBOF/A—)IV FREEIE, F—V FRFRIDRK
F—)U REERNCET 2 X T, BiDFR—)V RFEO2EDE XTI,

6. Maximum hold time (F)HAD) Z AT LE T, THud. F—)U REHENZET % F THN
TAHRRKETT, FHHEIZ O~ 600 T, T4 L5 TI,

OS5PFv3 Global Timer Profile @

e [] |

1-arrival | 5

SPF Throttle
nitial delay | 5
wold time | 5

Maxirmum hold time | 5

/. OKZZ7Vw 7 LET,

STEP 2| OSPRV3 A V& —T A AFBAET T 7 A WWIER L £
1. %1 Network > routing > Routing Profiles > OSPFv3.

2. Add a OSPFv3 Auth Profile by Name (5 K 43 XF), ZRiEHEE T, 7oA —XaA7
() Fl2R@3NAT V() THREZHENDH D, WF, 7 Z—Aa7, £lzidNA
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T YOMBEDLREZDZHENTEELT, Py b () FREAR-AZMEHTEEL
Foo

3. SPI(EF a7 10— RUT—2R5)) B ASILEITH, ik OSPFv3 BEREZEIFR O i
DO T—H LTV ARENRH O FT,

4. Protocol (YT b )V) IR L ET  ESP (EF 2V T 10 XAT— RDOH T b) HE
%) K721k AH GEEEN Y B—),

5. FREED Type Z#EINL F 9,
* SHA1(7 7 4 )l K)Secure Hash Algorithm 1
« SHA256
- SHA384
« SHA512
- MD5
« &L

6. 8MID 16 EEXXFENSRDE 5 DD 167y g U REHLT.
Gt 40D 16 HESCFERFH U TEEE Key Z AT LET iz
1. ASDEC4ADD155A695A8B983AACEAASA97CHAECBED ),

/. ConfirmKey FIUF—Z2ASJLTLIZE LY,

OSPFv3 Auth Profile @
ame| |
EP\‘ |
Protocol @@ £5P
\ v|
\ |
8. (F5P only) K251k Algorithm %3 L E 9,
+ 3des(7 74V )
« aes-128-chc
e aes-192-cbc
« aes-256-cbc
o X))
9. BEE{t Key % 16 IERXTANILE T, ESPHESALDZ A SITEDOTIELWEDE 7
vavEHEHLET,

e 3des — F—IcHiEt e DD 16T a v RERLET,
« aes-128-cbc - F—IcHEt 4 DD 16X 7 g U EHIHLE T,
+ aes-192-cbc - F—ICHit 6 DD 16X 7 g U EFHLE T,
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STEP 3|

e aes-256-cbc - F—ICHEt 8 DD 16 R g U RGEHLE T,

10. Confirm Key A U+ —2 AT L TL &L,
11.OKZZ Vw7 LET,

OSPRV3 AV ER—T 2 A A RZA— T T 7 A )VEIERLET,

1.
2.

%K Network > routing > Routing Profiles >~ OSPFv3.

Add = OSPFv3 Interface Timer Profile by Name (5K 63 X F), &Rl FE T, 7
R—=237 (). Flel3NATV () THREZRERH D, Tz, 7o X—Ra7, %
TZE3NA T VOB EDLEZZHEENTEET, Ry b () FREFAXR=RIEHEH
TEEH A,

QSPFv3 Interface Timer Profile @

ame | !

Cancel

OSPFV3 HY Hello packets 234159 % [tibg (FHLAL) Td % Hello Interval Z A /1L £ 95
HiPAL 1~ 3,600 T 774V RiE 10 TY,

Dead Count Z A T L E T, Uk, OSPFv3 DR AN—M5 Hello 284w F&2Z{EL
TWIRWIREET., OSPRV3 WZFDRAN— X7 L AT R, A /3= 5 Hello
Interval MFEET ZEETT, #HiFEIZ IS 20 T, 774V ME 4TI,

Retransmit Interval Z A 1 L% 9, CHid. OSPRV3 Y LSA ZHIXET SR, D
5 [SA D ACK 23259 % D% OSPFV3 W% d 28T, #iPHIX 1 ~ 1.800 T,
T4V ML 5 T,

Transmit Delay £\ 95, OSPFV3 WY LSA A VR —T A AMSIEET BREIIC LSA D
EEZELEZHEEASILUET, &L 1~ 1,800 T3, 774V KE 1 T,

Graceful Restart Hello Delay (sec) ZfHEANI T AT LE T, #pHIZ 1 5 10 T, T
TAIV MK 10 T, TOEIX. Active/Passive HA AR EN TV S & &I OSPFV3
AU R =T A AIEHENE T, Craceful Restart Hello Delay (&, firewall A% 1 #[EFR
T Grace LSA Ny 7259 A0 8Cd, O, HiEEEHO firewall )5 Hello 78
v MEIEEINE YA, FEEEH, 7 K 21 L (Hello Interval IC Dead Count 7z
PHI72M) & AT Y PRI ENE T, K EZ A —DRHENENT EB5E1E. Hello
Iy RISBIE LT &I, FL—A )V U A Z— hRICEENET Y LET, L
Mo T T REAX—IZ. Graceful Restart Hello Delay DfEDDinL & & 4 5129 %
CEEBEHHLET, 7z& 21X, HelloInterval A 10 #C. Dead Count h' 4 DA
Tw R ZA<—I3 40 B 0 £ 97, Graceful Restart Hello Delay A% 10 #hciRE T
TWAEE, hello 237y RO 10 BORIEE 40 DT R Z A< —MICREICU E
b1z, IEHE R EEEBERD 2 A LT T T 52 LD D A,

OK%Z7Vw 7 LEI,
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STEP 4| OSPFv3 Redistribution Profile Z1ERL L T, OSPFV3 ICHBIMMT 5 IPvo BRIREES. BEbiRt

N
1.

IPvé BGP &, BRUT 74V MO IPvé REEDITEOMAGDLE ZIRELX T,
&K Network > routing > Routing Profiles >~ OSPFv3.

z.mwmowwmwmmmmmmmmemm RN 63 XH)e NI IR T, 7V
R—=2237 (). Flz3NA TV () THREZRERH D 9@5{? TUR—=AaAT., F
7”:6;’(/\47/0);@59/\39@725&)%«. ENTEET, Ry b () XEIEAX—RIEAEH
TEEH A,

OSPFv3 Redistribution Profile @

y d'|'|_| |

[ 1Pv6 Static [C]BGPAFI IPv6

[J Connected [J1Pv6 Default Route

Cancel

3. IPv6 Static Z3EIRLC. 7077 AI)IVD DN ERKTE 5L LET,

Enable 707 7 A )LD |Pv6 SR FEAG RS

Metric 7z A JJ LT, OSPRV3 ICHEM I NS IPv6 BRI U £ 9, #pHE 1
~ 65,535 T9,

Metric Type Z 3R L £9, Type 1 X Type 2.

Redistribute Route-Map F7z1d crlcate o new Redistribution Route Map 23R L.

Z0D— Wﬁﬁ@o%&ekﬁ%ﬁﬁ%HN@%M%%%%@L&?OT7jwb R

& None (% L) T9, JI/—]~ vy RREICA NI YT T a vk Metric

Value MFENTVS . ENSEHEEMV— MCEHENE T, TN O%E

. TO/RERTS D7 7 /(JI/C’F%EJZ?S’N?LX ~U w7 DVEEARIL— Lc_lﬁ)ﬂéhi

9, [AIRRIC, V—bF~w T 2w RERED Metric Type 1&. TOFEMGTOaT 7 A )V
TiRE SNz Metric Type XD BB ENFE T,

4. Connected Z3E IR L C. 707 7 A4)IVDZ DOERT ORI LE T,

Enable 7’10 7 7 1 )V O V— b FBCATER )
Metric Z AJJ LT, OSPRv3 ICHEM S NIV — MaEH LE 9, #pHlE 1 -~

65,535 T,
Metric Type 73R L £9, Type 1 7zl Type 2,
Redistribute Route-Map 7213 1 L1 Redistribution Route Map Z3RL. Z0D—

WﬁE@O%HGkﬁﬁﬁ?%%ﬁW—F%ﬁﬁbiﬁo?7%»%%@@Nme
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(L) TI, W—F vy FREICA RN WY 7o g e Metric Value hi &
FNTWAEA. ZTNHEHEEMLV— MOEHAEINET, ZNLNDOESIE. <D
BEAE IO T 7 A IIVTHERE Nz A MYy ZBEERILV— MOEfR S NE I, ARk
I, b=k w7 By FERED Metric Type &, TOHEEAGA T T 7 A )V THRES
N7z Metric Type XD EEILENE T,

5. BGPAFIIPv6 ZEHR LT, 7B 7 7 A )LD DR O Z AT L E T,
« Enable 7’117 7 A )LD BGP AFI IPvé J)b— b BB SRS

s Metric Z AJJL T, OSPRVI ICHEMGE NS IPvé BGP )L— MM LE 9, #HFA
0~ 4294967295 T3,

* Metric Type Z3HR L £9, Type 1 £ 7213 Type 2,

* Redistribute Route-Map % 7213 #1 L1 Redistribution Rout O ZEEIRL, £O
—BIEHEIL OSPRVE ICHELS % IPv6 BGP 11/— k%fﬁﬂﬁﬂbi’&o 774 )V FEGE
& None (% L) T, }I/—b vy RREICA NI T T ovavk Mctﬂc
Value BEENTV S . ENSIEHEEMV—MOEENE T, ZTNLNDE
=R L@E@E?ﬁ7m7 7 4)1/“(1‘%&3@7’17( s Uy 7 AV ARV — ]‘Lc..l@ﬁﬁéhi
I, [AREIC, =< w T By FERED Metric Type 1&. TOHEMR 2T 7 A )V
TEE Nz Metric Type XD BB ENE T,

6. 1Pv6 Default Route Z3E IR LT, 77 7 A )LD T DE ORERKZ A LE T,

+ Always &R LT, I—X—ICT 74 )V bRED WA TE. WICT 74V b
B VERR LT OSPRVS ICHEBEME L E T, 7 74V MEBEMICIZ> TWET, Always
MBESNTOEWEE. ABRICT 74V MR RWEES. T 7 40 MR
BdfiENEE A,

+ Enable IPvé Default Route FRdARER> 707 7 1 )b,

+ Metric Z A1 LT, OSPRV3 ICHEAIEND IPvé T 74 )V MREBRICEHA L E 9, #i
FHlE O ~ 4294967295 T3,

* Metric Type Z3R L £9, Type 1 L7213 Type 2,
7. OKZZVvw 7 L%ET,

STEP5| Commit(Z3w M)LET,
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WV —T 4 2« TPV TD RIPV2 DR

Advanced Routing Engine {& RIPV2 ZHR—F LTWVE T,

RIPV2 IS T ERIPV2 Routing Profiles 3BE O flters 2/t LT, MIREFREI 28T L. —BM7%z
HRTEZEDEMETLTLEET VL, 077 AINVBRUTT IV EZ—IE, FHAHEKT ST &
L. RIPV2 ORRIFICIERS 2 2 LB TEE TS

STEP 1| [EwHUL—Z—ZMkd 51 ZITV0E T,

PAN-OS® Networking Administrator's Guide Version 10.2 490 ©2023 Palo Alto Networks, Inc



fvanced Routing (BERIV—T 1 > 7)

STEP 2| RIPV2 ZHENC LT, —fRRERMKL F T,
1. 2y bIT—=2 > )b—T 427 > Pl —& ZEIRN L, il — 2 2B LE T,
2. RIPv2 Z3#{ L. Enable ZEHR L %9,

Logical Router - LR-1 @
General Enable Global General Timer | Mone s
Static D advertice default route in RIP Auth Profile | None v
QOSPF BFD Profile | None v Redistribution Profile | Mone R
OSPEV3 rll'.'rf.a;:. |'|L'|.-'.|r.|ﬂ MNone e |'|L:'[;-|..\.- Q.JLL‘U'.I[IIﬂ Mone v
Distribute List Distribute List

RiPv2 Q Oitems |3 X
BGP INTERFACE ENABLE AUTH PROFILE BFD MODE
Multicast

() Ad

n CdI.LLI

3. advertise default route in RIP Z38R L C. )V—T 4 27 T T 2D RIB ICIFFE LR
LETE, BEEDIN—F 2T RNNZAALET,

4. BFD 7 RIPv2 I 3 55 61&. 1ERK L7z BFD Profile Z3%{Rd % h . default 7'
T 7 A)VEFEIRT D). create anew BED Profile Z38RLES, T 74V ME 0 7%
L(BFD ZRMC 9 %)0 T,
Global General Timer F 713 create a new RIPY2 Global Timer Profile Z32IR L £ 9,
Auth Profile 7213 create o new RIPV2 Authentication Profile Z23E8IR L X 9,
Redistribution Profile &£ /213 create o new Redistribution Profile 23R LT, IPvd A&
T4 w7 b— b, BV — b, BGP IPv4 )b— b, 721 OSPRv2 )L— k% RIPV2 ICH
L E 9,

Global Inbound Distribute List Z23#{R L T, ZIF ANSNEEEILV— S 2 il L %X 9,

Global Outbound Distribute List Z#R L T, RIP %A /N—=IC7 RNNZ A XE N5 )—
FZHEL 9,
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STEP3| RIPV2 DAV E—T 2 A AERELET,
1. Interface % JBHN FEIRLAZNC LE T,

Interface 6]
nterface | v |
Enable
Split Horizon | split-horizon e
Mode | active B
Authentication | None e
BFD Profile | Inherit-Ir-global-setting e
Interface Inbound Distribute List Interface Outbound Distribute List
Access List | None e Access List | Naone e
Metric Metric
Cancel

2. Split Horizon T, XDOW§ N2 RN L X9

+ split-horizon - V—FEZELIZD LRI UA VA —T 2 A ATIV— 2T RNNZA X
LEHA.

* no-split-horizon — A7V v b kT4 XV EEINCLET,

* no-split-horizon-with-poison-reverse — 7 R/)NZ A XXV b ZELTzD LR LA
VRA—=T 1A AWRT T eZFfFa L, TNHED)V—FDRA MY w 7% RIP THFA]E
NBENRM (16) ICREL X TS

3. Mode Z#EIRL X7,

s active AV EZ—TxAREy NT—=0%7 RINZA XL, RIP EHEXRELE
ER

e passive — 1V RA—T A REIYy N T—07%7 RINZALXLETH, RIP BHIE
BLEEA, (xY FT—=ZICRIPIV—R=DI5\\ D, AV RZ—T A ATRIPH
HEEET AN IRWOIGEIER T,

« send-only — firewall DLV K /—RT, RIPICTL T4 v I R7%ZT RINZA XT3
BT AT 4y 7 V=1 &ERET 74V V= bEEHL TS T LT 0w o
ACEET B AIMHTE XIS

4. EEV—R—« LNVTHEA LIz 0T 7 A )Vt —N—F4 R 255

l%. Authentication 7117 7 1)L 2EIN L F9,

5 FI7FINVETE. AVEZ—T7—A RIPV2 OBV —Z—IC@EHA L BFD Ja 7 7
A )V & L %9 (Inherit-Ir-global-setting), 7213, H]® BFD Profile. create o new
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SED Profile Z238R9 % h. None (Disable BFD) Z3R LTA > Z—T A AD BFD %
M L E T,

6. Interface Inbound Distribute List D7, Access List 73R LT, TOA 2V Z—T A
AICHEET HIV— 2RI T,

AEREIRICEH N5 Metric ZH5E L X9, #iPHIZ 1~ 16 T,

Interface Outbound Distribute List D375, Access List Z3E R LT, TDOA 2V Z—T <
A A% RIP XA IN=ICT RNNZA X %)— k2l L E T,

9. T RNZA XENT)V— NS T % Metric Zf5E L E 9, #HiPHlX 1~ 16 TI,
10.0KZZ7 Vw7 L%ET,

STEP4| OKZZVU w7 L%ET,
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STEPS5| (Optona)Zma—sNV RIBICEIEE NS RIP BREEZHIEL £ 9

J— R Z22E LU CHEALTEH, Tuabrmloa—Hh)L )b—k F—7)0 7 a—3 0 RIB IC

WBEDTBWGERDD FT, FEDIV—RDARETTO—/)N)VRBIEBMT AT EETE

N

1. xw bIT—=2 > )b—T 427 > imb)l—& BN L, wmf)l— 228N E T,

2. RIBFilter Z3& R LT, L— b 2 a— NV RBICHA LD, )L— N T ma—NL
RIBIZIEBIMENENESICLED LET,

Logical Router - LR-1

General Mame | LR-1
Static _ . . .

Interface Administrative Distances ECMP RIB Filter
O5PF

IPvd IPvé
O5PFv3

BGP Route-Map | None e BGP Route-Map | None e

RIPv2 O5PFv2 Route-Map | None e O5PFv3 Route-Map | None e
BGP Static Route-Map | None e Static Route-Map | None e
Multicast RIP Route-Map | Mone e

3. RIBIZHMD RIPV2 )IL—FZT 4 )V 2V 2579 %I, 1Pv4 Y 77T RIP Route-Map
WXL Ty BRIV — bk v T E & create o new one ZIEBIRLE T,

4 OKZZ7VUw I LET,
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RIPV2 )V—T ¢ 77 T 7 7 A4 IJVOIVERK

Advanced Routing Engine 1 RIPVv2 ZHY R—FLTWVWET, 7’0 b DUCHEHATZRDOTTOT 7
ANWZEERLET, 7077 i, EROHHEN—2—BXOCRE AT LTHHATZET,
COMEYITE, 077 A)VEZFORBITECDNTHIHL X T,

 RIPv2 Global Timer Profiles — RIPv2 OEH, HHRYIN, X CHIBROMEZfEE L X
I, OSPF—fgkEkcya 7 7 AV EEHL E 9,

+ RIPv2 Interface Authentication Profiles — /S X7 — K FE 7213 MD5 Z{Hi L T RIPv2 2RiE 245
ELET, RIPV2 ~ R TTa 7 7 AV EEHLET,

+ RIPv2 Redistribution Profiles - IPv4 A& T ¢ v 7 )U— b, BHi)L—b. BCPIPVA )L—F, B
KU OSPRv2 JU— k7 RIPV2 ICHEMARS % HiEEEE LT T, OSPF—fkiEkcra 7 71 )b
HEHLUET,

STEP 1| RIPv2 Global Timer Profile Z{ERK L £ 9%
1. Network > routing > Routing Profiles > RIPv2 &R L %9,

2. Add 2 RIPv2 Global Timer Profile by Name (i K 43 %), ZRiEHE T, 7R —A
a7 (). Fl@3NATY () THEZDREND D, 38T, 7oA—Ra7, £lzldn
47/@?&5’}/\@@%5&5%@ EMMTEXYT, Fvb() ih WEAR—=ZAEHTEZE
i,

RIPv2 Global Timer Profile @

Name | \

Update Intervals | 30

Expire Intervals | 180
Delete Intervals | 120

Cancel

3. Update Interval ZFHN TIEEL X9, ChUuE. EHMNICAT Y a—)VE N8
A b —IB O OEX T, fMiPHlE 5~ 2147483647 T3 T 74NV M 30T
CR

4. Expire Interval ZRHEN CIHELE T, i, V—EDBEHEINTIIV—T 40 05
T =TI ETEBRBOE X T9, #ipld 5 ~2,147483.647 T3, T 74V MiE
180 T9o BFHIRISGEL 2L . U— MIYIBRRIBRICET 2 F THH A vE—JIcE
EFNET,

5. Delete Interval ZF)HN TIRE L X9, HPHIX 5~ 2147483647 TS, T 74V ME
120 T9o =T+ > 7 T—T I)VHADHHEYIN D)L — b HHIBRRIRICET 5 &, Ib—
TA VT T=T IV EHBRENE T,

6. OKZZV w7 L%ET,

STEP 2| RIPV2 BERE T 7 A IV EERR L £ T
1. Network > routing > Routing Profiles > RIPv2 Z#E{R L £ 9,

2. Add a RIPv2 Authentication Proﬁle by Name ({x K 63 XF)o BRI TR T, 7 X —
A7 (), FRENA TV () THEZRENDH O, Sy, 7o 2—Aa7, £z
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STEP 3|

INATYDMABEDLRZEDZENTEEI, Py b () REARN-RZMEHTE
FAo

RIPv2 Authentication Profile @

Name | |

-,,-ru‘l ' |

md5 (use RIP MD5 authentication method)

password (Simple password authentication)

LD type Z23#57E L E 9 md5 (RIP MD5 authentication method 72 {6 [f]) ¥ /-1
password (Simple password authentication) Z{5E L £ 9,

Simple password authentication IC. Password (i K 16 X)) & Confirm Password 7
ANLET,

RIPv2 Authentication Profile @
MNarme | |
type | password (Simple password authentication) v |

Password

Confirm

Password

RIP MD5 authentication D5
« Add a MD5 Key-|D:#PHIE O ~ 255 T9,
s Key (Il K 16 XFDOHET) & ConfirmKey & AL %9,

« N7 FOKERICZOF—2EHT % Z2FERL T, TOF—2@eF—IcLE
ER

Message Digest )
MD5 || |
Key | |
Confirm Key | |
D use this key when sending packet
Cancel

6. OKZZ7 Vw7 L&,

RIPV2 FlAAE 70 7 7 A )V AERR LT RIPV2 ICHREMAES 5 IPv4 BRANERER. ik
B&. BGP IPv4 8%, BEXU OSPR2 BEEDTEOHAGHE ZIEE LE T,

Network > routing > Routing Profiles > RIPv2 7=#&H L £ 9,

2. Add a RIPv2 Redistribution Profile by Name (f& K 63 XF), #RildHE T, 7 &2 —R

a7 () REBNAT Y () THIXZREDNH D, BT, 7 X—Aa7, Xldn
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AT VDMABELRZEZDZENTEET, Fy b () FRBARN-ARMLHTEX
A

RIPv2 Redistribution Profile @

[ Connected [JospFv2

3. IPv4 Static ZEIR LT, 707 7 A4)LD T DERT O AT L E T,

Enable 7’017 7 A )LD |Pv4 BN BCARER ST o

RIPv2 I FHiCAT & N5 ERINERERICE 9% Metric Z48@ LT L 72 & W (@#ipHE 1 H»
5 65,535),

—HEEHEDY RIPV2 ICHHEA G 5 IPv4 BRANERES Z2 1119”5 Redistribute Route-Map
FE T LD AR~y T EEIRUE S, 774 FE None (72 L) T
I, W—h v T by FREICA NI YT 7723 E Metric Value BEEN T
%6, TNORHEEMLV— MOERASNET, ZNLNDEEIR. T OHEEA Y
07 7 A)VTHRENTZ A N v ZHEEAEV— MaEH SN E 9,

4. Connected ZE IR LT, 7B 7 7 AIVD T DETORERZZFAILET,

Enable 7’11 7 7 A )L ORIV — b BECATER ST

RIPV2 I FHECAT & N5 R ICTET 3 % Metric Zf5E LT L 723 W (#iE 1 »
5 65,535),

Redistribute Route-Map F 7213 47 L > Redistribute Route Mop ZERRLUES, T
74V FEEE None (72 L) T3, — b v T by hREICA NI YT 7oV 3
> & Metric Value WEENTWBIEE. TNHEEHEMLV— MEHENE T, ©
NUNDLGER,. COHEMR T 7 7 A VTR E NIz A MY v 7 EE A ILV—
WCEH SN X,

5. BGPAFIIPv4 23R LT, 707 7 A )LD T D7 DM ZRFA LT,

Enable 7117 7 £ )LD BGP IPv4 )L— ~ BEEAGES

RIPv2 ICHHECAE E N5 BGP #REICEH 9 % Metric Z45@E L X 9 (#HipHIEX O 5
4094 967.295),

Redistribute Route-Map 7213 #7 L > Redistribute Route Mop ZERLES, T
T AV FEREE None (L) T3, JL—h v by FEICA NI YT T3
> & Metric Value MEENTW A5G, ZNHIEHEEMILV— MIEHINE T, £
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NS DOEEIZ. COHEEA IO T 7 AV TR E N X B Y v 7 DV EE L— b
WICEHENE T,

6. OSPFV2 7 EIRL T, 707 7 A )IVD T DI ORI ZFFT LET,
« Enable 7’017 7 A )LD OSPFv2 )L— k BEAGERT -
e Enable 707 7 £I)LD IPv4 77 % ) k)b— s FECAEER

* RIPV2IC FHACAE & % B OREESICE ] 9 % MetricZZ 457 LU C < 72 S W E#EFHIZ O
54,294,967.295TF ),

+ Redistribute Route-Map F 7z1% &1 L Redisiribute Route Map ZVERRLE T, T
74 )V KE None T3, Ib—k w7 1w FEREIC Metric Action & Metric Value
NEENTWVEEE. ZO5IEHEEMIV— NMaEfH IS NE T, ZhLNO%ER.
COHEAMGTaT7 7 AINVTHRKENTZA MY v 7 DEEARV— MOER I N E T,

/. OKEZVw Y LET.
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BFD 87 7 A IVDOVERR

Advanced Routing Engine Tl&. AIFIARERH (BFD) 707 7 AVl LT, BFD &EZ A
2T 4y 7 = ERZIV—T ¢ 27 o b D)VCHBICERTE £, 7740070

T7A) GAROER) ZHHT S LE,. HLWBFD a7 7 )V EERT 5 L8 TEX
ER

BFD 7’07 7 A V7B T B HilC. U FZEFITLET,
o [FHL—2—72Hd %1 ZITWVE T,
o FHIRRERIC BFD 2T 25 50E. 1 DULEOERIR 2R L F 9,

s V=T V5 JabkUC BFD ZEHT 2585, Vv—T« 27 akaji
(BGP. OSPF. OSPFv3. F7/zlZ RIPv2) ZHE L E T, 7z& 21X, —RMx BCP iREZREK
THLIICBFD a7 7 A )V et TtEET,

BFD Z2:DE5%ME. N T 0y VM., Ry T —DM, BFDEREDT T Ly
VITE, TR L =YD Y—IRER L, SFEIFLRERICKIH>TEEDET,

STEP 1| Network > routing > Routing Profiles > BFD Z 3R L %9,

STEP 2| Add!Z Name lC X% BFD 707 7 AV TT (K 63 XF)o HHTDRST &/ NCFIEK
AENES, £, 7747 74—V ETEEL TWEWARICT S ENDH D XTI, X
T BT ONAT Y, BROT UE—ZAAT7 DR RFHLTLIEE Y, By b () FREX
R—RFEHTEEE A,

BFD Profile @
Marne | |
Mode ) Active

Desired Minimum Tx Interval (ms) | 1000

Desired Minimum Rx Interval (ms) | 1000

Detection Time Multiplier | 3
Hold Time (ms) | O
[ Enable Multihap

STEP 3| BFDOEHE Mode (E— R) 2N L £,

o Active[7 77 ¢ 7] -BFDAETICH L TayYy va—) 3y NEEEHEBLET (F 74+
IWE) o RIKTE1IDDBFDET N T I 7 4 TICERESNTWARENH D X9, liah
TIT4 T TEROER A

e Passive/Ny 7| - BFDIZET SO ba—)LTy bDESNTL 2 X Tk L, B
RIS CTINEZITVE T,

STEP 4| Desired Minimum Tx Interval (ms) Z# A JJ L %9, CHid. BFD 7’1 b a)Lh BFD #ilfE#s S
v FREEST AeNNEREZ I UBEATANLEY, LEeh> T, EERREZET & *
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YT —FLTWET, PA-70002 Y —Z, PA-52001) — R, BIUPA-5450 firewall D
FHIZ 50 510,000T 9, PA-32003 1 — XDHiFHIZX 1005 5 10,000T 3 VM 1) — X D
1Z200~10,000T9, T 74U Mi& 1,000 T,

1DODA VR —T 2 A RICENTEBDO)NV—T 1 >7 7Ta ba)V % 5BFDY
a7 7 A)VEFHLTWAEES., BFED a7 7 1 )UCid X[ UDesired
Minimum Tx Interval[ HFED AR TXRIBR] 23 E L T L 72 & W,

PA-7000 >V — X firewall T, 2F LW/ Tx [BbE% 100 DL FICERE L E
9, 100 KiiiDffEX. BFD 75w J 75| &R I EREDND D 3,

STEP 5| Required Minimum Tx Interval (ms) [AEDRAX T (K UR) [Z AT LET,
CHUIBFDMBFDa Y ba—)LNr Y b 22 ETEAMMBORMEKME (T UM) T
9, PA-7000 Y —R, PA-5200 Y — R, BEUPA-5450 firewal DHEIFHIL 50D
510,000T3, PA-32003 V) — X DHiFHIZ 1005 5 10,000 T I VM Y — X D#jifH
13200~10,000TT, 7 74 )V M 1,000 TI,

PA-7000 >V — X firewall T, #E D&/ Rx k@72 100 ML FICRELET, 100
AWGDMEIE, BFD 75w 5| &I EMmEDRH O £9,

STEP 6| Detection Time Multiplier [FHIRFEEZ AT L E T, #HFHEE 2 H5 255, 774V ME
3T9,

O—/Vy A7 LIEV E— b AT L 532{5 L 7z Detection Time Multiplier (fR1KF {13
B)ZFEFEHO)E— AT LDOiEERE (Required Minimum Rx Interval (51K Rx [HB#
FiH) I X ORI Z(E L 7-Desired Minimum Tx Interval (HEDRE Tx BfR)D 5 B, Wi h
IMREWTT) THNT S C & THRINFFMZEH U3, MARFEMNBE S £ TICBFONE T H
SDOBFDa Y ra—) Ny R ELEWEGE, BEMNEELTWA T EZEKLE T,

BFD 7’07 7 A )VERT % & EiE. firewall HEHE. v NT—2 X idT—
R BR—DIyIICH By a s N—ADTNNAATHH., HERHIL—2—X
DEED Y V7 BFEO[REN N H B T L B ZBICANTL ZE W, ZD28H,
T7AT7 I+ —=IVCEBRETELREDOELEDXD & HIRNEWRRB L UTAEH
DB TR B DN EETT, MARBNETES L, I T7 0 v 7HE LR
ML TWBRZGDGH TES T I—Z2MH LT LES BZNND D £T,

STEP 7| Hold Time(ms) & ASJJLE T, Tk, VI EEILTHS BFD §lEST v hZIEE
T2 F TORIE (V) FHAND) T, Hold Time (& BFD Active E— RICOAEH I N F
I, BFD D Hold Time HUZ BFD il N7 v F22{Ed 5 &, BFD XZFNSERHEHELET,
#HiPHIE O ~ 120,000 T3, T 74 IV FE O T, THIFE(E Hold Time WM ST &
EEWLET, BFD X, U Y I DML ENIZERIC BFD §ilf#l/ 8w R EEZELET,

STEP 8| BGP W= )VFKw 7 BFD ZHR— K L TWABIGEIC BFD #ilf#/%rv kT BFD A%ZlF AN
% (25T 5) F/IVEHHAR (R 78 TH S Minimum RxTTL Z A L E 9, #Hifid 1~
254 T3, T7AIVMEHO XA

AEFHOMinimum R TTL (R RXTTL) KO &/NEW TTL BZET D L. T7 AT 4 —
Wy b ray TUET, A €M Ry T 7 U2 AT, ETMNTILA 100
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D BFD 23w k72 firewall 1ISEE L. firewall O Minimum RX TTL AY 96 DL FICEREE N T
A6, firewall 328y hE Ry S LET,

STEP9| OKZZ7VUvw I LET,
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Pv4 IVFF v Ak OKERK

BERIV—T 4 T TV E,. HEL—RZ—DIPARIVFFY A EYR—FLET, P TIL
FF v AL, IGVP, BRUOPIVORERICHEBEL TWARAENDHD £,

BRIV —T 4 VTV VTD IPvaA IIVFEFv A M. EkROIV—FT 1 7 TV TY
R—FrENTOWEWERELZY R—FLE T,

* ICMPRART 4w aA YV RBAYRE=T 2 A ADART 47 IGMPV3 I ICMPv2 L —
INZARES BRET T, WIET % PIM BINA v =07y TA R Y —LISKEENE T,

 Protocol Independent Multicast (PIM) &, Reverse-Path Forwarding (RPF) Jbw 277w I &—
RZHR—bFLET, MRIBO&A, URIBOHA, BXUMRIB-then-URIB,

IPvAIVF-F v A MEICMPVIZYR—F LTV ERA,

IPVARIVFF v A b MR T 5 & EE, PIM A YA =Tz —A + ZAX—& ICMP A V& —
T1—ABERE)VT T A Ib—T 427 707 7 A)VOVER LT, KilZ & b EE»h>D—
BMEOHZAEDICULET, WILTFv AL )b—F v T2ER UT, PIM Z)b— 7 DM % ]
HTEET,

AZF Y AN FIT4wIMNIIVFFEY AN b I T 0w 7 L3RR Z)NV— WA K DICTS
WX, IPva MRoute Z1FEd 2952 ETEET,

STEP1| TEHIL—X—7ZHd 5] ZITVE T,
STEP2| 2w FI—=7 > )b—T 4 7 > fal)b—2 ZER L, i)l — X 28R U X9,
STEP3| DLFF¥ A ZERL . XIVFFv A~ T ba)LZz2aGMcLET,
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STEP 4| FRHL— 2 —D— 175 PIM IST A —RZRRELE T,

1.

PIM > —fi& Z3# IR L. [PIMZ BRICT B ZFEIRLE T,

Logical Router - LR-1

General

Static

OSPF

O5PFv3

RIPv2

BGP

Multicast

D enable multicast protocol

Static PIM IGMP

General Group Permissions Interfaces Rendezvous Point
Enable
Rpf Lookup Mode | mrib-then-urib “ || GROUP ADDRESS THRESHOLD (KBPS)
Interface General Timer | None R
Route Age Out Time (sec) | 210
Multicast S5M Range | None e

2.

() Add

Ditems | =

n CdI.LLI

Reverse-Path Forwarding (RPF) Jbw 77w 7 &— R7ZEIR L T, @BV —Z < )ILF

Fr AL Ty MCEENDEETTT RLAICEREST BHMEA VX —T 2 A AR

TAHGEMAERELFET, RBIKMEINTWAREEA VEZ—T 2 A AWMV FFv A k

INTw EDRE LAV E2—T 2 A RE—HT 255, ml—2I3\7ry 232 A

NTEXELET, TNLMDOEEEF. Xy hERay 7 LET,

» mrib-only : ¥)VFF+ X FRIBOAZKREZELE T,

* mrib-then-urib : FZHICIVFF v A RRIBZANE T, IL— DIV FF ¥ X
FRIBICFFIELBRWGAIX, 2 =F v X FRIBZIHNE T,

+ urib-only : Z=F v X FRIBOAZHRZKEL FT,

RPF)Ly 77w 7E— R &, PIMEERICHHT 2)V— 2B IRT 5 72DI)V—kby &

7w T EETT BRI LT,

Interface General TimerlC DWW ClZ. PIMInterface Timer Profile Z258#Rd 50 . HLW»

IPv4 PIM Interface Timer 727 7 A I)VEIERRLE T, T 74NV MI LTI,

Route Age Out Time (sec)DIEE — XIVFF¥ A+ FI—T LR ETORIOE Yy v 3 v

T Uicts, )V FF v Ak )b— D mRIB I % 2808, #ipHlX 210 ~ 7,200 T

9, T 7AIIV & 210 TY,

Source-Specific Multicast (SSM) Z R 9 % 1CiE. Multicast SSM Range T. X )VFF+

AR T4 0 BZENCEETESLRETLT RLAERBET ST LT v 7 AV
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A REER (F23H LT LT 0w 7 A VANEER LET, 774U i None
(L 74w 7 A VAREL) TI,

6. RNWVFEFXY AL TIV—TERET VLT 4w 7 ZADREISZ V) — (SPT) LEWEE
MY BIciE. T L7 7 A VAL BEERT S, BiLWI X MZERLT, 7
W—T 7 RLA AV —ZBETENVTF Ty A s TNV—TFRE S LT 207
A) 2B L9,

7. LEWE L—FZFaty M (kbps) THRELE T, XIVFFvr AL FIV—7/7
L7« /7;<0)*\7}I/9‘~3M4XF Fo 74w IHRTOLEWMEL— X DL GBIV —

Z—ICBE LIS, BEINIZTINV—T/T LT 10w I ANDIV—T 1 V7, HH
V) — (T VT T— JT\/I)/}‘ RP] WBFE) D SPT T4 A M) a—Y 3 /L<_JCJJD""E
bhEd,

s O(RMDT—R Ny " ed N B)T T+ )V ) - fmb—2—1Z, J)—"7/7
L7414y D ADRPIDOT—R Iy WeEd 58, JIV—T/T LT 1w 7 A0
VY =5 SPTICYI0EZET,

o ML —RZ—DZFDOINVFF v A FI)V—T LTI EELO SPT BRI Y] O &
ABIEEDA VR —T 2 —AT, LEOMHHMICDOZ>TIVFFr XL« F)b—
TETERICERETE S 1 BH-00Fuy FOGEHEE AN LE S, HFL O -~
4.294.967,295 T9,

+ never (SPTICY]D B Z 7z ) — PIM )L—Z =35 | &/ ) —2FHL T, <L
FEv AN TIW—=T/T LT 4w 7 ANy b EIGELET,

STEPS| PIM ZI—T D7 7 AgFal5E LT, i —X—DZIF AN PIM fEEA v E—Y
CEEAvbE—Y, BXUmBIL—X— ﬁ%ﬁ?%?»%#%XFF774/7%ﬁ@L
9,

1. PIM > Group Permissions = 3R L £ 9,

2. BEEODREIT (S.0) hSEREDIEESIVTF v Ak ZIL—T Dy R EFIEIL T,
L — R —EEE e 5I1ciE, BRE /=T VAN T, AER L 7oA ) A
N BEIRT 20, HTILWWT 78R YA RZERLET, 778X VX ME, V—AN
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RIVFFvy A+ V—ARIBEL., 50~ IVTFFv A~ FIV—TRIGET LHHET 7
YTZVRANMITEHENTEET, 774V T None (772 A VUAREL)TT,

Logical Router - LR-1 @
General |:| cnable multicast protocol
Static Static | PIM | IGMP
OSPF

General Group Permissions Interfaces Rendezvous Point
OSPFv3

Source Group List | None w
RIPv2
BGP
Multicast

Cancel

STEPG6| AV BZ—TxARAD PIMEFEEFRELE T,
1. PIM> A2 =T AR ZFEIRL, [#AITA U R2A—T oA A% 8N Z3E R L X

ED
|Pv4 Multicast - PIM Interface @
Mame | o |
Description
Dr Priority | 1

Send BSM

Timer Profile | None

MNeighbor Filter | None

Cancel

AUVRER=T 2 A ZADDOMNORT VA Z AN LET,

A VB —T A AD Designated Router BEEZIFEL T, PIMBMA v t£—, PIM
LIAZ Awtv—, BXOI—=2F Avt—I% Rendezvous Point (RP) ICHRI%E
T2 —REHIELUET, | 1~ 4294967295 TSy T 74NV HRE 1T, LAN
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STEP 7|

D PIMFINALZADS B, DRIBHRENRESNTVSEHE. BRENREEHVTINA
AWM DR ELTHEIRENET,

BSM%Z3%4E LT, 7—FALI T XAwb—V0EFEHFLEST (T 74V NTH
?}JLCKDTIN??)O

Advanced Routing EngineldBSR& U THERE T X £ AN, BSMA v t—I7%
EEBIUCHMTEET,

AVER=—T 1A ADRZRAI—TaT 7))V, A1V EZ—Tx2AADRAIX— T Ty

ANWEFEIRLUTEH—N—F A FLEWVIED, —fik PIM 27 a BRI NE T,

774 )V b & None T9,

YERUTz 7 72 V) Z ks ZEHLT 2 AN—= T o)V Z— ZIgETZh. LT

LA VARERIER LT, @I —&—0D PIM XA N—ICk 5 LRI FI-I3EET

BTINAZADT VLT 4w 7 AREELET,

OK%Z7Vw 7 LEJ,

\SM D) Any-Source Multicast (ASM) BREED PIM T > 77— KA > b (RP) ZRERR L £

HH RP 35 X O/ K723 M5l RP ZiRE L X9, ZNHRBHAICHHN TIEH O X
i

PIM Rendezvous Point (T T 7 —RA VR ZEIRLE T,

O—7/)VRP ZA TZFRLET, AXT 17 RP X7zld 34 RP, T 7 4V M 7%
LTY,

StaticRP Z3EIRT 5 L. IV FF v Ak T I)IV—T\D RP DFHNY v ¥ TN E
NE9, PIM RAXALHNOMD PIM JL—Z TR U RP ZI/RIVICERET 208D D F
9o LUFDOREZITVET,

s RPIRIVFFY AL INTy b ZERZETERP A EZ—T 2 AR Z#RL X
T, BNGEA U ZA—T A ADFHIZ, LAYV—3 AV 2—Tz AR (A=Y xR
b VIANG b=\ 7 77U —F 4—P 32wk (AD, bl BRUY
TA UV E2—=T A A%ZLE) T,

s fUR—TzAAD T FLA ZEIRLET, #RLIA T RX—T2—ADIPT R
LAWY A MCATTENET,

+ Override learned RP for the same group ([ U7 )L — 7 TH#E L7z RP &4 —/\—Z
A RVEEIRL, 70— U XA NTHRO T )V—THOBREMICET 5Nz RP TldZk
<. TOFMRP Y—3—72 RP & U THRES B X T
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Routing (EERIV—T 41 2 7)

T A )AL BEIRT S, LW IR A YA REERLT, AXT 4w
RPARP L UTHRET B IVFF ¥ AN FI—T0D F)I—T VX EHigELE
I 774NV EE None (7 Z7H2A VX REL)TT,

Logical Router - LR-1 @
General X
Static PIM IGMP
Static
RIP General Group Permissions Interfaces Rendezvous Point
OSPE RPType [ SEalicRa V] Oitems ) = %
_ nterface h IPV4 ADDRESS GROUP LIST OVERRIDE

OSPFv3 | |

Address | e |
BGP . .

D Override learned RP for the same group
Multicast Group List | None ~
() Add

fetili RPZZIEIR U 72855

ftli RP DRIV FF v AR Ry b 2kZETE AV EZ—T o — A BEIRLE
T, ANEAVE—T 2 A ADOFHEHIE, LAV—3AVEZ =T A X (A=Y
ko VLAN, =T N\w 7 77V —bk £—% % bk (AE). bRV, BXOY
TAVER—=T 2 A AZEZL) TI,

A VR—=T2AAD 7 RLA ZERLET,

foetli RP D B 2488 LE 9, #HiPHE O ~ 255 T, 7 74V ME 192 TT,
BCNEN DEIMENZ E, BIEEM D SN & 2R U E T,

Bkl RP DMt )L — R =17 RINR A X345 B 48 RN TH 5
Advertisement IntervalZZf5& L £ 9, #iPHIE 1 ~ 26,214 T9, T 74NV & 60 T
CR

146 RP VI AN D ZIV—T =l 51cid, fERK LIz IPv4 772 A U AR T
HB ITN—T V)AL BRI Z0, LT 72X UXNEERKLEDS, 774
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JVEIE None (7 72X URAREL)TY, 778X VA MDVEHENZVGE. i
HOL— I I XTDTIV—TDRP & LTT RNZA X 2B L X,
Logical Router - LR-1 @
General
Static PIM IGMP

Static —
RIP General Group Permissions Interfaces Rendezvous Point
OSPF RP Type | Candidate Ry ~ | Q Oitems )5 X
OSPEV nterface | ~ | IPV4 ADDRESS GROUP LIST OVERRIDE

Address | N |
BGP .

Priority | 192
Multicast Advertisement | 60

Interval

Group List | None i
(¥ Add
Cancel

5 UE—F GNP RP D IPVA 7 RL A Z8 LET,

6. TN—T VAL ZEIRLT, VE—FRPHRP ELTHEET Z<ILFFv A+ &
W—TZIgET B, HILW T 78 A VA MERLET, 774V & None (77
LA YUAREL)TT,

7. =T DA NAND T IV—FIH U TEICEY GEIN) S5 RP ORH DI, §i
WK L72) BE— R RPZ RP & UTHRES BB 5GE. [A—\—F A4 R | Z#ERL X
CR

8. OKZZVvw 7 L%,

STEP8| OKZZVU w7 LTPIMEREZFRELET,
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STEP 9| <NV FFv A MZERNCHTTZA VX —T A AT ICMP ZHE L E T,
1. IGMP ZEHR L. IGMP % B%Ic LE T,

Logical Router - LR-1 @
General

Static PIM IGMP
Static

Py cnable IGMP

RIP . =

Dynamic Static
OSPF

Oitems

OSPFv3 Q - X

O | INTERFACE |VER5ION MAX SOURCES | MAX GROUPS | GROUP FILTER | SOURCE FILTER | QUERY PROFILE
BGP
Multicast

() Add

“ CaI\L.L\l

2. B IGMP A V2 —T 2 A AZMKT B, [ #MY] ZEIRL £ 9,
L YUZXAMDS 1DZHEIRLT, A2 —Tx—X ZiBI LET,

IPv4 Multicast - IGMP Dynamic @

Interface | e |
Version () 2 °‘ 3

Robustness | 2 R

Group Filter | None N

Max Groups | unlimited i

Mayx Sources | unlimited e

Query Profile | None R

|:| drop IGMP packets without Router Alert option

Cancel

2. ICMPNN—=V g U EBIRLET, 20r3.
3. 15 7 OHIPAT BRENE OEEBEINLEST, 774V KT 2 TF,
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(U/\X M 7 TV ERE) + K7 TV SERE (X, e Ay =N
BRI — &Tﬁxﬂ&ﬁﬂﬁ'ﬂ%ﬂ%ﬁbi% WL — Z N7 ) — TEERE A
%z~—~/ B2 UTE . B * LastMemberQuerylinterval 1&. GwERIL—
BT IN—T %EHEEI/ l* J ZHIBR T 2 RNCRH% T D E XTI,
033@@)1/*5’73“@8%%&’(1/\%47‘7‘?\ w RAHVST Yy MRS WD B
Bl BEEOEZRKESLET, x/ﬂ—ﬁ@%éxﬁﬁﬁ@

{ﬁ 1IFEHINE T, Leave Group X vt —YDE, L —2—&

ERA M Dl 7% Last Member Query Count & L CEERH L E T,

4. F)V—TT 42 OBE. 77 A1) Ak BERTSHh, LT ZEA Y Xk
ZUER LT, £V R2—=T 2 A4 AW IGMP FEBZZ T AND Y — R & J7)V—"T % HilfH
L¥EJ, 774V FE None (7 Z7H2AV A% L) T,

5. KT IW—TE DGE. ICMP A V2 =T 2 A A U CRFICUBTE 2 Y
W—T DK EASIUET, #iPHIE 1~ 65535 T3, 7 74U~ unlimited
T, TNIHIFANORKEZE®RLE T,

6. KV — A DA, ICMP A VB —T A ZIH U CHIFHCUBTE S YV — X
DEKREBE AT LUET, #HiPHlZ 1~ 65535 T3, 7 74V~ unlimited T, Th
(XHEFH N O KB 2 ZR LK 9

7. 7V =707 7 AV OEE MER LI ICVMP A VR —Tx— AT 1) —J 17y
A BFEINT D, AV Z—T A AT 2HLVEDEERLET, T 74
JU k1Z None T3,

8. HIE IGMPv2 E72lX IGMPV3 28w NI 1P =& — T 53—k A7 3 V(RFC
2M3#aihf$ég&%%ﬁ?%k@[w—7—17—kﬁ7/5/ﬁbf
IGMP /3w b2 Ry 79 3] Z3#RLET, (5740 MIETT, )

9. OKZZ7 Vw7 LT, BINICMP £ VX —Tx—AXRFELE T,
N ICGMP A Y 2 —T 2 A4 AT 5I1cid. [ 5] Z#IRL £ 9,
1. ZHiCTHNA X —T 2 —A%BMN LET,

IPv4 Multicast - IGMP Static @

Cance

2. AUVRT 2 —ABRARZRT 4T ICMP A YR =T A AL U GEIRLET,
3. ART 4w T IGMP AUN=DI)NFF¥ Ak F)V—T T RLAZANTLET,

4. RNVFFv A TI—T SO IKRIVFFY A b T T4 v I EBEETHEEZD
EEILT FLA ZANILET, TOESOMAEDLED N T Ty 7, ARXT 1Y
JICMP A VR —T 2 A AT ENnF 9,

rkir ) 510
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5, OKZ#Z7 Vw7 LT, #HMWIGMP £V Z—T 21— ABRFELET,
STEP10|OK ZZ Vw7 LT, “IVFFVv A+ REZHFELET,

STEP11|[a3 v F] LET,
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RNWVFEY AN I—T 027 Ta7 7 A4 IVOVERK

Advanced Routing Engine Ty XDI)V—TF 4 7 77 7 A )VEERR LT, P4 XILFF+ A bk
SR IS L E 9,

s IIVFEFEXYAFIPVAPIM A UV Z—T A A RZAX— T T 7A4)U - PIM —f%Z 7 (Interface
General Timen) BEU PIM A >V EZ—=Tx A A ZTTHH LT, Interface General Timer 724 —
IN—F 4 RLZET,

s INFFXYARIPVAIGMP A V2 —T A A 7Y Ja77A)V — Dynamic IGMP A
R—T 1A ADIGMP Z T THHALET,

STEP1| <)VFF¥AB IPUPIMAVE—=T AR RZRAR— T T 7 A IVEVERLET,

1.

Network > routing > Routing Profiles > Multicast #EER L £ 9,

2. RIVFF¥ AP PIMA VR T2 —ARZAR—=T0 7 7 )V TEMNL E I (K

5.

6.

K63 X7 HANGIET. 7 Z—=Aa7 (). FlBNAT V() THEZLEDD
D, BT, TUE—AAT, i?’:bi/\/(7/0)-fﬂé’}/\b@%a8b%a.&b\f%iﬁo
Fw b () FEAXRX-RAFHEHTZE LA,

Assert Interval DIEE - NIV F T 7 A 2y hT— 7L®@®MMW—§%MM7?
7 771@:) TR@‘% k%blﬁﬁ@]b*—ﬁ’f?‘%hgbu_{nﬁ_% PIM Assert Messages @]i’flil';"ﬂ
bRaEETTEELE T, #HPHE O M5 65534, T 7HIV & 177 TI,

Hello Interval D{57E - )L — 2 WAV Z—T 2 A X TIV—THOZA VX —T A

A5 PIM 2AIN=ITEET S PIM Hello XA wb—Y DR ERRZRE CIRE L X9,
#HiPHIX 1 D5 180 T, T 74V ME 30 T,

Join Prune Interval DI57E — i) — XD )VFF v A~ V=A@ <7 v Ak

V—=LIEET S PIMEEEA Y=Y (BXU PIM TI—=2F Awt—) DEEH
MEAERECEE L Ed, P 0D 400 TF, T 74V ME 60 T,

Multicast IPv4 PIM Interface Timer Profile @

ame [] |

Assert Interval | 177

Hello Interval | 30

oin Prune Interval | 60

OK%Z7Vw 7 LEJ,

STEP2| <)VFF¥ A P4 IGMP A Y RZ—=T A A 7Y a7 7 A)VERLET,

1.
2.

Network > routing > Routing Profiles > Multicast Z 3R L £ 9,

Add 5 Multicast IPv4 IGMP Interface Query Profile by Name (52 Kk 63 ), il
W, TR —=RA7 (), TN TV () THREZREND D, BT TV
R—23a7, i?":bi/\/(7/0)fﬁ%l/\b4a‘%a&béc_ ENTEEXT, Ry b () FkiE
AR—RAFEHTE XA

Max Query Response Time Df5E — ZEMH T IN—TD<IVFF¥ Ak 287y D
ZETHRHENR L Eo Tz LRIV — 2DV % X TIC, ZEED IGMP A IN—
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VT I RAyb—JI B TEARAMEEREELE T, @ 1 Hh5 25T

I, 77+ HMF 10 T,

Query Interval DIEE — FHIL—Z—DZERNIEEL T, ZEUN T IV —T O )VF
Fy A b Ty hEFIEHEZETENE I ZHHIT S IGMP XAV N—=2w T T
VA wb—Y DR ERREEERRE L Ed, #HElE 1,5 1,800 T, 774V K
X 125 T9,

Last Member Query Interval DI5E — ZEHE D Leave Group X wtb—IBEE LR
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