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QI H[O[A S

2}|0[0f 2 QIE{TH[O| A

2f|0[0f 2 H{ O M ot 2 5 O &2 HIERIR 719 Tehs MSeLICh TI8Io| A= 2{[0]0 2 M IHE
of HZELICE Yot 2 T YoM AEE MAC 49 HEE MES LER TS TEHYLICL T

2ho] Rt <2 2[0[0] 2 QIHHO[AS A TLICE

Switching between
two networks

e
Usernetwork = =3B - @ - - Internet

Cisco TrustSec HIE F 0 M SGT(22F I& Ei1)E ArEdt= E2 2l2fe! detH S 210[0]
2= 7t 20| RE2 HiZESH= 20| 7Hy S5 LICH 30|02 = 7
UoHH2 BT XY E B2 S HASHL 2 2X|E MY = UG LT

1= 0O H O

%

Cts =0 M= EH0 VLANCHS LAN) A 8L 5 o] M ZE2|of thet N& 2 E X e5Ho
R 2t R0 el 8T 4 A= ChFet 79l 21|0[0f 2 QIEH|O] A0 s dFgfL|Ch = o
|

£ FH|0| M= 29HH0] Cisco PVST+(VLAN & ATl E2) &= Rapid PV ST+ BPDU(Bridge Protocol
2ol CHo dEerLICk

Data Unit)Ofl A QIHI2= T E VLAN ID HS S CHA| M= g
« VLANO| gl= 20]0f 2 QIE{H[ O] A

« VLANO| QU= 2i0]0f 2 QIE{TH|O| A

« 0|0 2 I mO|A 7Y

« 20]0f 2 QIE{H|O|A, SF| QIE{H|O|A Sl VLAN +4

« VLANY AT{ EE|(PVST+) BPDU MZHd 22|

VLANO| gl= 2i|0]0{ 2 QIE{m|O] A

m

rr |

=
SLICH 80| 2 SAE=X|2[HOZ NZ 7410 HY HEZEIHAE TOIol £ 4 S
dfotH 2 Hot HY0| QI 0| A S YEstn FYo| 2ot X2 MY [ 20|06 2 TAE 7tof &

SAEE= T2|S Wetsto] OSl ZEQ| 21|0[0f 20i| A HotHnt S41 S M2 SAPLICH Ze|doll= =
2| & St=Y o] T AA 8l A MAC(Media Access Control) 47t szl 0|4l 8| 7F T eHE|of
A =

AELICE MAC 4= SE0|LHSI0|ZC 2 TR 6712 SEC 2 HAoh#l 48| E 1674 LITHO:

CHS Ogos 242 Lo YO 2 2|00 2 SAEN| HEE = 3709 2{0]0f 2 QIE{m|0| ATt Q= ot
o
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QI H[O[A S

MAC Table
Firewall initially broadcasts frame out @ Eth1/1 0A-76-F2-60-EA-83
|i—| other L2 interfaces; adds Eth1/1 and @ Eth1/2 0B-68-2D-05-12-76
Src MAC address to table.
ij Firewall receives response on Eth 1/2;
Frame forwards to Eth 1/1 only; adds Eth1/2 and
Src: MAC 0A-76-F2-60-EA-83 0B-68-2D-05-12-76 to table.

Dst: MAC 0B-68-2D-05-12-76

1 Eth 1/1 m Eth 1/2 ]

MAC DA-76-F2-60-EA-83 Eth 13 MAC 08-68-2D-05-12-76

“Not for me,” drops frame. v

MAC 0C-71-D4-E6-13-44

HISIHS H MAC H|O|2 2 A|ZFSILICH AA F=ATF0A-76-F2-60-EA-830] S A E T} 2ESHEH 0
2 B o 9ot o MAC HIO|20|= CHAN 34 0B-68-2D-05-12-760] i = g e 1

O|AE HELICH ZE 80| 2 QIEHO| A0 TS HEZ EIHAEDILICE YotH2 A A T4 O0A-76-
F2-60-EA-83 2! HZ =l Eth1/12 MAC H|O|£0f E&L|Ct.

0C-71-D4-E6-13-440] Qli= SAEE BREIWAES 4IBHX|B THaf MAC 4= XA MAC 27t
OlLIB2 Z3f|Y S AHFLIC.

o= —1

ol 23
A Z2 A 0A-76-F2-60-EA-832 AtEstD tl
4l 1/2E MAC H|O| 20| F7F2fL|Ct,

2 A OIE MO A O|CiLll 1/2= TS SAEZ METIL|CH SAE 0B-68-2D-05-12-760| S &8+ Cf
A HtS

=
SHHS 0B-68-2D-05-12-7601 =E6H7| /3t QIE{H[O|AZ 0|

An

VLANO| = 20| 2 QIE{H|O| A

ZE0A LANZ EX 9 VLAN(ZH LAN)C Z 226t CHE 249 Ecfint HMS HE 2 R X
A2 =2|HMO= 20| 2 ZAEE VLANSE JIE3}510 2{|0[0 2 HEQ 3 M| E%E
E Qo= Lz &+ JUSLICHL O E S0 [HE A X |013' 0] CHet VLANS ddg
O|=A| 5t2{™ 24|00 2 QIE{HH|O[ A, 51| QIEH[O|A Sl VLANS & LICE

USHH2 VLAN ID7F ot &l O|H Ul S C7F A= TS TESH=E 29X AL S ot HIAE[H|0] M ¢
E{H O] A0 = oY Z2i|ls 40t S AER HEDGHY| %’—|5H S VLAN ID7t = 3f$—| QIE{H|O] ATt
AO{OF SILICH, 2ot 0l M 21]0[0f 2 AE{H[O| A S L5t QIE{H[O| A0 TH3l 2f2f VLAN Ef2(1D)7t
U= StLf 0|9l =2|X ot AIHH[O|AS Tl Tt

Cte Ol HatHoll= %] L M2 CHE £A0]| £31 2{|0[0] 2 = AE| HZESH= 4712] 2{0[0f 2 2l
E{mO| AT JUELICH O|ESl QIE{HH|O|A 1/32 St QIE{H|O0[A 1(VLAN 10= Ef D X[H &) 2l 512 2!
E{HO|A 2(VLAN 202 2 Ei 1 X|HENZ A B2 siet M IHEO| £ 71 EREIHAE TH Q10
QU&ELICE VLAN 102 SAE = M 20i| £8HL|CH VLAN 202 A E = Engineering0l| £ 8L Ct,
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QI H[O[A S

Engineering
0E-22-A7-13-10-76

Finance = VLAN 10
= Engineering = VLAN 20

Src: 0A-76-F2-60-EA-83 |

Dst: 0C-71-D4-E6-13-44 Eth1/4
VLAN 10 VLAN 20
Eth 1/1 S SSsi=si=rrim Cth1/2
- » VLAN 1OmTLAN 10 - - -

o o6t Eth 173 0B Iglg:;rg%S 12-76
0A-76-F2-60-EA-83 VLAN 10 _68-2D-05-12-
VLAN 20

20 10
2 1
Eth1/3 has | Engineering

logical subinterfaces -Financé : ~ 0D-64-D0-E9-12-71
associated with VLAN [Ds ~ 0C-71-D4-E6-13-44

0| 0|0l A MAC &= 0A-76-F2-60-EA-832| S AE = VLAN ID7} 109! Il gistHo 2 Hifn gt
SHHS 0] IQle CF2 L2 QI H0|A R H2EI|AESHL|CH 0|4l OIE{ 0| A 1/32 CHANO| 0C-71-
D4-E6-13-4421 SAE| HAZ| 0] Q10 S St QIE{HO|A 10 VLAN 100] HHEH o2 I

22 22refL|T o|Cf 4l QIE{H0|A 132 Z2|elg P SAE T L

2f|0[0] 2 QIETH[O] A <+

o LRIt = 2R VLANO| gi= 2(0]0f 2 @IE{m|O|

|O|O'| 2 J%%% r—l—VLAN 7|'0“ EEH l% ‘E‘ae = HA
AE FHYLICH

STEP 1| 2fo]of 2 QIE{H|0| A AT},
1. HESQA>AHIO0|A > 0|HHS MEIS T QIE 0| AS
S1/17 20] DHEO] JASLILE
QIEIO|A RHOE 2i|0]0{25 MEHSIL|CE,

o

MEHSHL|C} QIE{I|O|A O] 2L 0|

- BS MESt D QIHH0|AS EoF 0| LA E= M FHE WEE
4. CHE 2|0]0] 2 ZAEO| HZBH= Yool 37} 2(0[0f 2 QIEH0[AS T gILICt

STEP 2| ZglstL|Ct,
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QI H[O[A S

2(|0]01 2 RIE{H| O] A, 519 2IE{H[O]A S VLAN 44

VLAN ZH2] g|0]0] 2 A&l 8! Bl 22| 2T i VLANC Z 2|0[0] 2 QIE{H| 0| A S ATt g
0|0f 2 QIE{H|O| AL HOF HH 7F EE= 2(|0|0f 2 VLANS| £t F LY QIE|HO|A ZHHIPEEEZSS M
EfX O 2 KT & QU&LCY,

STEP 1| 2|0]0f 2 QIE{H|O|A Sl 5t9| QIE{T0|AZ AStD VLAN IDE SEetL|Ct,

1 HERZ >lHmolA > 0|HulE MEHSH T QIEHO|AS MEHFLICE QIEH0|A 0|2 0|
/1t Z0] DFE 0] ASLIC

QIEIO[A RYO 2 2[0]0{25 MERILIC

©® N O A W N
HT
o

FAof QIEHO|AS LHSHALL £ M FHE ML Ct
golg Z=lgLct
O|H Ul QIE{H|O| AT} Z = EA|E! MEHO| A St QIETO|A RIS S2lBfL|Ch
QIETO|A O] 2 UHEl MEHZ RX|ELICEH DY E F0f 10{A 9,999 AO[2] &+2| QIE{TH[ O A
HS E AHILICE
9. 10{ M 4,004 AtO|2] VLAN E{f 1 IDSE Y=&BHL|CH
10. =Hot FH0|| 51| QBT 0| AS S EEtL|C,
11 stolg S=ELCt
STEP 2| Z{glgfL|ct.
AHolg St
STEP3| (ME{ Al Z2ES Ho7t XateEl g9 B T2MAS M E6to] 200 2 9 ZHEE 20[0f 2

I Lfe] AHHO|A ZH HIIPEZEZ THIIS I1|O¢0FL|I:f

VLANE AT{d E2|(PVST+) BPDU AZfA 2t2|

HotHO| QIE M O| AT} 2[0[0] 2 B EEL 2 - &l 8% H2tH 2 Cisco PV ST+(per-VLAN spanning
tree) ©£= Rapid PVST+ E2|X| T2 & = 0|0|Ef H2|(BPDU)2| @IHI2E PVID(Port VLAN ID) HS S
M OF2HIR E VLAN ID S 2 CHA| A 11 BPDUE Q22 Z 2| Elorq Ct. PAN-OS 7.10| A A|Ztg]
£ 0] 7|2 SE S Sofl YotH 2 giotH AZ0f| L= VLANS| Cisco 22| K| 740il Cisco 58 PVST+ 2
Rapid PVST+ I3 0f| 2HIZ2A| EfI S X|& S0 Cisco PVST+ 2! Rapid PVST+S AE5H= AT E
2| 2L X7t MHE &S5 4 USLICH &eE 2 STP(Spanning Tree Protocol) 415 I 2 A A0 0
SFX| OO CHE RE 9 ALfd E2|0f Ciet S2F HZE AFZ0| giELIC
. Cisco 22| X|= PVST+ &= Rapid PVST+ BPDU MZH 0| atHO|AN M2 2S5t 2
SLIIEE H[Zdstslof gLt
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QI H[O[A S

0| 7|52 20]0f 2 0|4l 8l E3f O|HHI(AE) QIE{H| O] A0 M2 XK EIL|CE 8ot 2 Cisco 7|2
VLAN 7310} S22 7|2 VLAN ID7t 19! PVID He| 1~4,094S X|etL|Ct.

PVST+ BPDU M2 7|58 X38t7| 98l PAN-OSE PVST+ 7|2 VLANS| 7iE 8 X|stL|Ct 7|=2
VLANCE HLi1 gh2 T2 7[2 VLANZ Y9t PVIDE Ef17F X|F & X| & LICH St 20|
Of 2 IO = AQX[2F HotHO|= PYST+7t MCHE 2E5t2{H SYot 7|2 VLANO| QL0{0F FL|C,
Cisco 7|2 VLANS| 7|27t2 vlan10|X|2t VLAN ID= 10| Ofl =Xt 4= QI&LICH

O|E SO HotHS AQX| L= HR2EIHAE ZHQ10] £38H= QIE{H| 0| A%} 812 QIE{m| 0| A

£ d3%5H= VLAN ZHA|(VLAN_BRIDGE) = & ElLICE O] of|0f A VLANOI|= 1002 = Ef17¢

XMl ethernet1/21.100, 10002 £ Eff 17} X| A &l ethernet1/22.1000 %! 15002 2 E{ 17} X| & =
ethernet1/23.15002| Al| 7tX| 61| QIE{TH[O[ AT I EF =[O USLCH,

VLAN_BRIDGE| £5t= ot%| QIEHHO| A= Ch2 2t 25U L

Ethernet | WLAN Loopback | Tunne SD-WAN
SD-WAMN
LINK WVLAN ¢ VIRTUAL- INTERFACE

INTERFACE INTERFACE TYPE STATE | TAG WIRE SECURITY ZOMNE PROFILE UPSTREAM MAT
= ethernet1/21 Layer2 Untagged none none Disabled

& ethernet1/21.100 Layer2 100 WLAN_BRIDGE Zone_Trust Disabled
&= ethernet1/22 Layer2 Untagged none none Disabled

@ ethernet1/22.1000 Layer2 1000 WLAN_BRIDGE Zone_Untrust Disabled
=1 ethernet1/23 Layer2 Untagged none none Disabled

& ethernet1/23.1500 | Layer2 1500 WLAN_BRIDGE Zone_Management Disabled

YotHO| PVST+ BPDUE AS L 2 LHA| 4= =M= Thg 2 20| Lok JASLICE

o VLAN 100

Layer2 Clients

1PVST+ L2 VLAN Bridge

< PVST+ N FW floods packet to VLANSs in
VLAN object, rewriting

Cisco Switch PVID 100 to 1000 and 1500
PVST+ BPDU PVID=100 eth1/21.100

VLAN 100 L2 VLAN 100
th1/22.1000

PVST+ - L2 VLAN 1000
VLAN 1500 eth1/23.1500

L2 VLAN 1500

f | PysT+ BPDU PVID=1000 | —
e [Pvst 670U PYD=1500 |
Firewall
Layer 2 Layer 2
VLAN 1500 | | vian 1000
B
Web Ser\irs Datjase Servers

1. VLAN 1000 %! Cisco A2/ X] ZE = PVID % 802.1Q VLAN Ef 17} 1000 2 MH =l PYST+
BPDUZE 3O 2 HHiL|Ct,
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QI H[O[A S

2. giste QlE{H|0|A Gl 5t & E{H O] A& 2i0[0] 2 QIEH[O| A RHOZ &l LICE 2ot ol o1 g
A MEQIHHO|A = E0{2= BPDUS| PVID 5! VLAN Ef 12} 2X|SH= VLAN 1002 2 EHWHI
HE[0] &otHO| BPDUE 22l otL|C} YotH 2 ST VLAN ZHA (O] ol A = ethernet1/22.1000 3!
ethernet1/23.1500)01 &5t= CHE 2= QIETHO|AZ PYST+ BPDUE S2{Y&LICE VLAN EH17+
UX[SHK| Qo™ t”saftﬂo EHtI BPDUE A{X|gfLIC.

3. Yot o| CH2 QIEH0| A (ST VLAN ZHAO] £EH)E Sl BPDUS Z22{2/stH &3t PVID
gl 802.1QVLAN Ef 1S CRA| ZHM8H0] O] 12| A (egress) QIE{H| O] A2 VLAN Ef 12 LX|A[ZILICE,
O| of|ol|Af EfotH 2 BPDUZE et Q] 2(0]0f 2 EE|X|E Sate i oF 619 QIE{H| 0| A0 CHeH BPDU
PVIDE 10001 A1 10002 £, & H St QIE{mH| 0| A0 CHSH 10001 Af 15002 = CHA| & LILCE.

4. 2} Cisco 291 X[= E0{2 = BPDUOIA S8HE PVID 2 VLAN Ef2E 2415110 pyST+ IHZI S X2

St HIEQIAAM THset XS X[ RfL|Ct

rH

el 4= AELIC.

Ci= CLI &= BE 2 AHESH0] PVST+ 2! Rapid PVST+ BPDUE

FOI-

DSl PVST+ 9! Rapid PVST+ BPDU THXH4 S Fo{H 0 2 1|2 A stst7{Lt ChA| 24
t.r% 2 5tE).

FELITH? |

@
rHIE

set session rewrite-pvst-pvid <yes|no>
© diotHo| 7|2 VLAN IDE A™YULICHERI = 1~4,094, 7| 23/2 1).
ﬁ%itlol7|EVLAN|D7r10IOrtI Z2f0|H EiotHO| 7|2 VLAN IDE S¢ot s 2 M
HofoF gfL|Ch O X O™ 8ot 0| ek VLAN IDE 7H2 THZIE APA[efL| T
2 EZE M0l AL EFHZLX| Qf2 QIE{HO| A0 HEE L|CY,

set session pvst-native-vlan-id <vid>

© ZE STPBPDU THZIE A{H[RLILY.
set session drop-stp-packet <yes|no>

2= STPBPDU IHZl 2 AMA|SHed= Ol R2 of:

. HFS QIZRO| SfLIC| AQIX|TH QD RIS QU 4 9l A9|X| ZH0f LI 10| gl HP
STP7} TR 6HR| QO] A91K0f A HIZHAIBHSIILE 280l oJ} AHEFE 4 QLT

= =]
« BPDUZE X HESHH| S2{F5t= Q&S STP AL X7 = 2 HetH0| M STPIHAIS SX[5H0
!

BPDU =Y 2 X &= ASLICE
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QI H[O[A S

© PVST+BPDU MZf-S0| ZH ot A=K =I5t PVST 7|2 VLAN IDE £ Yool EE STP
BPDU I{Z! S AK[SH=X| 2ol efLCt,

show vlan all

pvst+ tag rewrite: disabled

pvst native vlan id: 5
drop stp: disabled
total vlans shown: 1
name interface virtual interface
bridge ethernetl/1
ethernetl/2

ethernetl/1.1
ethernetl/2.1

© PVST+BPDU 27 =HIE sl Z&fLICL
show counter global

PVST+ BPDU 7! LI 2| 802.1Q E 12t PVID HEJF UX|SHK| @t= Sl E A A=
flow pvid inconsistent 7t2EE ATHEMAIL,
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QI H[O[A S

2}|0[0f 3 RIE{TH[O| A

2{]0]0] 3HZO|| M EistHe ofp| TE ZHof EfmS
of Btfate0| 2t 8|0|0f 3 QIE{H|0| A Q| ER|TEIS EfREISH=S O APt JHAF 212 H
T4 SHOF gfLIC.

10.1.2.1/24 | 10.1.1.1/24

Usernetwork === =) - - Internet
==

=G

Cisco TrustSec U E 2 3 0f| A Security Group Tags(SGT9)E AFESt= 22
2[00 2 EE= 714 2400 RE 2 HiESH= Z10] 71 x*l—lﬂf 2Lt Ci

Lt

FRERLICE 20101 3 I H|O[A S 1 d5H7| T

EE 2N 2l RE S

JERELEE

isco TrustSec UIE

|
A0l 2[0]0] 3 H=tHS ALEDHOF ot B3R F S>(P(SIBTI'L§J T=EZ) I|of Ztof 20
Of 3ot S B SHL SXP T|0f Ztof] ERiE S S35 et s F4oliof LT,

52 1P FA N

Lict.
. CH2 g% U ST JH A AHRILIC
. S Yo| WCHE TH A AHYLIC
. ChSt o] U Chrst Ak Al 2RI T
STt Po| U ST I A2 0f2] QIEIH 0| A0 B2 FAS RASID A
SE WX/SHs AU HIj7t 9OBR 0[2{3t 7 AES 0lsfots 20| FQBLIC

PA-1400 Al 2| =, VM-Seri

es
A= IPFAE Kot H I g 2feg AdlTo] ER

|=ots F2 7Y @

oF = [=
=] = —
IP 4 XS Zyote = AGUCHL S IPFAS F4017| o B&E ZAto| w2h gt S 78l6r

MEESHAL.
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QI H[O[A S

MONITOR

POLICIES

Management

General Settings

AANE

Operations

OBIJECTS

DEVICE

vices Interfaces

Hostname VM-17-240

Domain  paloal orks.local
Login Banner VM-17-240 [Duplicate-ip setup]
Force Admins to Acknowledge Login Banner
SEL/TLS Service Profile
Time Zone US/Pacific
Locale en

Time Wed Jun 5 18:46:19 2024

Geo Location

Autematically Acquire

Certificate Expiration Check

Multi Virtual System Capability

Use Hypervisor Assigned MAC Addresses
GTP Security

SCTP Security

Advanced Routing

Duplicate IP Address Support

Tunnel Acceleration

A S S5E IPFAS AFESH0 21(0]01 3 QIE{I|0[A A g Zdet
MEOHE =25 2t2E(rl 2 Ir6), s Yot 7Hat A|ARI(VSYS) B EHE +
= 5 749 21E{H| 0| A (Ethernetl/3 3! Ethernet 1/6)01| Al S IP T4

AELICH ofX EEZX|=
(13zone 2! zone6)0l| &5t

(192.0.2.5/24)E 2B EL|C,

PAN-OS® HIE®|Z #2|Xt 7}0|= Version 11.1 & later
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QI H[O[A S

Customer-1
Network Subnet: 192.0.2.0/24

A V8YS-1, Ir1, 13zone,
— Eth1/3: 192.0.2.5/24

P i VSYS-1, Ir6, zonet, Intemet

Eth1/6: 192.0.2.5/24

Customer-N
Network Subnet: 192.0.2.0/24

QIEHO|A= IPv6 FAE SHRY & ASLILEL YE EE2XQ 21t 719 0= T3 RAFLCH

MONITOR POLICIES 0 NETWORK DEVICE

Ethernet | WLAN Loopback | Tunne SD-WAN
'y
MANAGEMENT LINK LOGICAL VLAN / VIRTUAL- | SECURITY
INTERFACE INTERFACE TYPE | PROFILE STATE | IP ADDRESS ROUTER TAG WIRE ZOME
EFethernetl/l & Layer3 none none Untagged | none none
&= cthernet1/2 Layer3 allow_all Ir2 Untagged none zone2
&= ethernet1/3 Layer3 allow _all 1920.25/24 Irl Untagged = none 13zone
2001:DBB:5/32
&= ethernetl/4 Layer3 Irl Untagged none 13zone
Dynamic-DHCPvé
Client
=3 ethernet1/5 Layer3 allow_all EJ'E‘:I'.rIIl"IiL':;l CPvé Irl Untagged | none 13zone
= ethernetl/s Layer3 allow_all 192.0.2.5/24 Iré Untagged none Zoned

2001:DB8:5/32
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QI H[O[A S

HE ol 7 ooz M2 CHE =2|X 2tRH, MZ CHE 7t A|AE 81 M2 CHE 0] Cio] A E
IP =471 AX|= Ethernetl/4 ! Ethernetl/8S =0 &L|LCY,

MONITOR POLICIES L NETWORK

Ethernet | WVLAN Loopback | Tunne SD-WAN E
MANAGEMENT LINK LOGICAL VLAN / VIRTUAL- SECURITY
INTERFACE INTERFACE TYPE | PROFILE STATE | IP ADDRESS ROUTER TAG WIRE VIRTUAL SYSTEM | ZONE
=g ethernetl/1 none none Untagged  none none none
&= ethernet1/2 noe none Untagged none none noe
EFethernetl/s & Aggregate (ael) none none Untagged | none none none
EFethernetl/d & Layer3 ALLOW_ALL 192.168.10.1/24 LR2 Untagged none wsys2 LANZ
=g ethernetl/s none none Untagged  none none none
& ethernetl/é none none Untagged none nong none
&= ethernet1/7 none none Untagged none none none
Eethernetl/8 & Layer3 ALLOW_ALL 192.168.10.1/24 LR1 Untagged none vsys3 LANG

CHAIEEO] et HEoj|= it MHO| HAEILICH ## IP ## = #4 IP #H

AR IPFA= N U SHOoZ SHE IPv4 Y IPV6 TASE 25 X[REHLCH 2 E 20|06 3QIEHO|

A 2Y(0|HY, VLAN, Y, 2184 Aggregate Ethernet (AE) 2! AE t¢| CIETH0| A )= SE2E = IPF
AE XA ELICE X|0ll= AO|ERIO] QIE{T[O[ AT} et E LT,

—

e QEHO| A= IP 4 S52 K| 2otX| &Lt

S5E IPFA7 FYE QHHO0|AE TS MB[AE X[ LT Ping, SSH, Telnet, HTTP & HTTPS.
SE |IPFA XY0| ZASHEl B ping U Traceroute HHS A8t H S8 T4 T AA IPFA
£ TEotE =2lH 2t HE XIFHoF YLICH W2t SE2 SHHE IPFA2 SO0tgU L CLI 25 3
TS ARBSHYAIR.

ping source ip host ip logical-router logical-router-name

. traceroute source ip host ip logical-router logical-router-name
IP A7t GX|= QIEHO|AE Soff QIE{HH|0[A Fhe| T2 H M| A dMM|AL o~ JASLICE

= AN

Veys 7t 2HREIS ThA AAH Zl0f BHRES £ AUES IPEA F2S XA

=

|Ct.
S5 1P A X0t 23 el =7 CL 32 ohgat 5Lt
. set deviceconfig setting duplicate-ip <yes|no>

= 1P A XS 4ot L HIg dotefL

= O

. show system info
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QI H[O[A S

. show counter global name session_duplicate_ip_alt_srcnat_xlat
S5 IPCHA| source NAT (SNAT) H2Hof| CHot 72 EHE SLICE
ofzf A&l A # et =0{| M= 2{0]0f 3 AE{HO|A S Fddh=

A= NDP(Neighbor Discovery Protocol)E AH25H0 IPv6 SAEE
Ol Q= CIHIO| A S| [Pv6 F=AE =HQISH0] CHIO|AS WEA| 2= B s AHetL(C,

« 20|0f 3QIHHO|A N
« NDPZE AIE5t0] IPv6 S A E 2te|

2f|0[0f 3 2IE |0 A <1

YotHOol O[2{ 2t QIEHO|A0AM 2tRE S +AY & ATF IPv4 E= IPv6 T4 2 20]0] 3 QI H[0]
A(OIEY, VLAN, S8 8l B2 9IE{H|0|A) S 4 5t2{H Ctg Z2AF 2L Tt E'20] 220

%Elﬂl-f BfE ZLIHEO0| AN = 3 HEo |

o]

Ak P37t HRELIL OS2 e +dst| Hoi
Al 2teY AITIO BtLt O] o| V) e 9H i 1g 2ted ATQ| =2 2heHE HAYLIL.
YUHO 2 LhS HALE AHESH B0 HZh= Q5 QIEH 0| A9 LI HESSE QIEHO|AE
TEYLICh e QIEH 0| A0 IPv4 Bl IPVE A4S 25T T  ASLIC.

PAN-OS ot 22 =2|H Ei= 7t 21|0]0f 3 AEH|O]A0f 2EE £[CH 16,0007H2 IP
FAE K| YFELICE 0] Z[CHLoll= IPv4 ! IPv6 F47F B 5 EoFE/L|CH T 2{]0]0] 3 ¢!
Em0] A= o2 YH 1Pv4 8L Z X IPve +24 5 X ELICH AMIER 210[0] 3 QIE{H 0] A
RS % 1Pv4, DHCPv4 EE= PPPoEVAY! = RS LI AHIEX] 210]0f 3 QIE{H[O|A &
&2 H IPv6, DHCPV6 L= & & EY & QUG

IPv6 ZEE AE5H= 22 DNS P4 S 90 IPv6 2f2E 222 M3ste S Yol e 18 5= US|

C}, 2ot S210|AE7} IPVEDNS RS siZE 4= AE2 IPv6 DNS 22t0|1 E0i RDNS(X{7 DNS
MH) =4 3 DNS HM S22 MSELICH [t 2ot 2 DHCPY6 AH XM E XS aiLCt.

PAN-OS 11.1.42E 115 2tE AIXIof it 2/0]0] 3 QAUEHH|O| A0 E5(BY) IPFAE 4L = US
LICH MM ZEHE 12 2tRE ALE SMYLICEL S5(EE) IPFA rﬂ'ﬁofﬁo Of EXtol A EAztsty
Hof| S =201 CHOH LOHEHAL

STEP1| (PAN-OS11.1.4 0|4 Zl2|A) (MEf At IPFA BES E43eiL Lt
1 ClHfolA > M > 22| S Melistn et MY g HAEL|C

2. Z2IPF2XY

3. #Z AFYS HYBLICE
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STEP 2|

=
1 HEQ= >HMOoAS
|C

MESED O[S, VLAN, RIH £ = Bg, = QIHM0|A RY
of w2t CHELICE
2. FHEQIE{HO|AS MEBL|C
3. QIEM0|A Y - Layer3S MEBIL|Ct
4. T ol THY 2R Eof| CHelf st = 7H 2bRE{(0l: 7|2)E MEELICE
S. THA A|AEIS| ZR CHE 7HAF A|AE B0l Qe 32 S THY A|ARIS MEfBiL|Ct
6. Hot HHOA QE{HO| AT £t HAS MEHSIHLE A FH S THELICE
7. =olg Z2lghct

STEP3| IPv4 =AZE QIEM0|AS T TLICH

CHS Ml 7HA| 2

& ofLt= 2i|0]0f 3 BT 0| A0 IPv4 =4S

DHCP S2{0|E - &otH QIE{H[0| A= DHCP 220 E A3 ol M= I El IPv4
A5 FUYLICH Yot 2 DHCP 2210[2E BT o[ AN 22 Y ¥
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O HokE= HEY I &t
Ct.
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20| 3 QIE{THO| A F=A0] /31 MEUI OIAIE A
SE|EI7F M2 2HS6Hed ™ QIEH|O| AT} 1/31 A2
IPv4 £ 2 SO QIE|H|O|AE P Eots
SHL|CY, Off: 192.168.2.1/32.
o IPEH? -192.168.2.1-192.168.2.42 Z2 IPFTA HRE
C

« FQDN - Ht=tEl £OQl 0|22 &

pSi=ke13
o =

6. =4 Ef 1S (AEHSLIC,
©)

7. 3o

STEP4| olE{mo|A

E PPPOE ST o2 ALY,

PPPoE= HA ZHd/gtd R EO|M K& = X] Q&L
HE3 > QIE{m 0| A

-l OIE—|]I|O|

N O O A WDN
ne
=
L
=2
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2tO[UE HFH = Hofot= o 7Hy

WSt O|CYl, VLAN, 208 = EHE, &

USHOZ ALSEIL
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STEP5| QIE{H0|AS DHCPv4 SE10[IER 74 TfEt SHOZ SLE IPv4 FAS $MBLICH

Z) DHCP S20|HE = HA Z Y2 R EO|M X|RIZ|X| &L Tt

STEP6| Moz e IPv6 FAES +AIHER QIHI|0|AZ DHCPY6 220 HE(HFAL ¢

= O L—

HMel2 g,

v
o
i
rr

. DHCPv6 S210|HE = HA &A4/2e REOf| M X[ 5| X| Qf&L|Ct.

STEP 7| HEIPv6 FAS ALESI0] QIE{HO|AS T BtLICH,

1L HE®=3> OJEMHIOIﬁ% MEFSHT O|C{Sll, VLAN, S £ = BH'E & StLHE MEigL|Ct

2. FME QIE{HO|AS MEfBiL|CE,

3. 1Pv6 B0 A °|E1111|0|A01|A1 IPv6 AtE S MEHSHO] QIE{TO|AO|A] IPV6 T4 X|EHE AL SHE
£ Ao,

4. QIE{H|O|A |DOI| 64H|E & DR AHXHEUI-64)E 16%I4 EAI(Ol:
00:26:08:FF:FE:DE:4E:29)C = = etL|Ct, O] HE S H|¥ £ 2ot 2 S2|5 Q10| A
O MAC =A0|A YN =l EUI-642 AFSELICE FAE FItE M QIETIO|A IDE SAE
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QI H[O[A S

10.

2O AIE SN ST R MHGIE! Yok 2 QIEHO0|A DS ofY F40| SAE £2O
2 ALt
T4 oetS MEHSEL PV A4S FIFSHALE 5 MEfefL|ct

Ethernet Interface @

Interface Name

Comment
Interface Type | Layer3 i
Netflow Profile | None R

Config IPvd 1Pv6 SD-WAN Advanced

Enable IPvé on the interface nterface 1D | EUI-64 e
Type | Static e
Address Assignment Address Resolution Router Advertisement
[ | apDress ENABLED | INTERFACE ID AS HOST ANYCAST | SEND RA
E O O O

®Add (O Delete

Cancel

QIETHO| A0 M O] IPv6 FAE gdotdte{™ QIE{H|O[ A M F=4 2fdotE MEfBfL|Ct
OIE{H|O|A IDE SAE 2202 ASS MBSO QIE{TO0|A IDE IPv6 F42 SAE 22

O 2 AT

(ME L) OLIFHAE S MEHSIO] IPVvE A (B R)E OHLIFHAE ZA(ZR)R DS o3 9
2l & QlOM| IPveS 2IRE T2 E S H|R 2l 7|EF 910] w2t ofL| 7Y

AE EeiHS MY 72 = E2 B-LC.

Address @

Address o |

Enable address on interface
[ Use interface 1Dy as host portion

D Anycast

Send Router Advertisement

Walid Lifetime (sec) | 2592000 e
Preferred Lifetime (sec) | 604800 %
On-link
Autonomaous
Cancel

(0111 QIE{ 0] A1 & ) wate{o] 2tE] LRIOA 0] FAES
URY(RA) HLI7IS ME{EHLITE 0] B2 QIE{H 0| A0A T 2t
SHOF BHLITHTHS ).

—IO
m
ne
o
55
i
|'>-
H
e
0x
lot

(O\HH'O\HHIOIAD*oHo)%értHOI *7roai 10% 7t5t= R fEE) ()2 2 ¢
Q2 YHSLICEH f8 $H2 7|E T (X) (71232 2,592,000)2 2Lt X TFsOF SFL|C,
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=7 o
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|E{m|0] A0f 2
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St
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6 =27t

o &

1
2.

(NS) Z2t4 LHof|

o JhK
AL L- O

A =7t Hfst2| Hof Of

=z|
=
= 0~10QIL|LC}. 7|

A
ol

1LY,

ol
NS

LN

ok
0

INESE=IHEIE

e
<+

M DAD A|£9]

LH
o
0K
o
for
Bl o
<=
<F 5o
w3
K ol
I
=) il
od

ol
7tE5t= AMZLICEH Eel= 10~36,0008 L Cf. 7|

ol
=

O|Z Y efLICt. Hel= 1~3,600

21
=

14L|Ct,

6. NDP ZLIEZES

oll
R

T

=

gyoteritt. gdety|

31510 Neighbor Discovery Protocol 2 L2 S

=IPN|
=0

Ethernet Interface

Interface Name

Comment

Interface Type | Layer3

Profile | None

Netflow

Advanced

SD-WAN

IPvé

IPvd

Config

nterface 1D | EUI-64

Enable IPvé on the interface

Type | Static

Router Advertisement

Address Resolution

Address Assignment

NS Interval (sec)

Reachable Time (sec)

DAD Attempits

ess Detection

D Enable Duplicate Addr

D Enable NDP Monitoring

Cancel
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QI H[O[A S

STEPO[ (1Pv6 F=APF AFE5HE O|C{Ul Boi= VAN QIE{H[0]A) &t o] QIE{H|O| A0 A 1PV 2t E &
Z(RA)S TSI E 2Fot MO 2 RA Oi7 H4-5 ZFeLICH

O

o > D

6.

10.

t

b 00
o
=0}
OfA
el
0
HTJ

RA Ol 7H 42

AHYLICH CHE S M0t 2Rz AESR}
Y= 2EYLICE 2] HIO|ERI0|7F U2 M #HE +=HS Fot7| fIoh. 2 501 7|2
AO|EQ0|7} Mu{st = |pyg 22I0|AE/SAET} 7|2 AIO|EQ0|S H2A HASID
HERZSI CHE 7|2 AO|EQ0|Z TEE AMY &= AET X4 744, 2|0 2tA 2 2F

FH 3 s O KA 2L

T O HA=

Ethernet Interface @

Interface Mame

Comment
Interface Type | Layer3 v
Netflow Profile | None R
Config IPvd IPvé SD-WAN Advanced
Enable IPvé on the interface nterface 1D | EUI-64 \/
Type | Static o
Address Assignment Address Resolution Router Advertisement DNS Support

Enable Router Advertisement

Min Interval (sec) | 200 Reachable Time (ms) | unspecified -~ D Managed Configuration
Max Interval (sec) | 600 Retrans Time (ms) | unspecified  ~ Domu Configuration
lop Limit | 64 B Router Lifetime (sec) | 1800 D Consistency Check
Link MTU | unspecified B Router Preference | Medium v

(M= AR HotH0| EL = RA ArOIOI A4 QIEEHRI 2[4 QIHE(X)S BHYLICHHR =
3~1,350, 7| 24t2 200). LotH2 AP X7 A- o X A gfoF £[CHEL ALO[Q] Q|9 ZtAS =
RAZS HWHL|C}H

(HE AR ot o] ELH= RA ARO|Q| Z[CH QIE{EH QI | Cf QI (X)2 - LICHESI=
4~1,800, 7| 2Z+2 600). 2otH2 ALEXTE A oF 2| A gf ot X|CHEE AFO[Q| Io|o| 7tAC 2
RAE EHLICH

(M EH AR L7k THZIOf| CHo 220U EN| MESIEE & NohE M- eL|CH-E 2= 1~255,
71222 64).  MTto| gl B2 02 =BTt

(ME A2 220|HEN g &3 X M4 HAIMTU)?! 232 MTUSE A LICHES
=1,280~1,500, 7| EZt2 X HE|X| &42). &3 MTUZ 9l= BXIHEX| 4SS MEfstL|Ct,
(HE A2 HE Ths AlZHme) 2 A™SILICH HE 7ts AlZH2 E2I0|HET HE Ths 2ol
HAIXIE Aot 2 0|20 HZELY 4 QUCHD IH-SH= O AHES HE THs AIZHREIX)YLICE
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HE X &43).
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M) 2tRE f 7 7[ZH(X)S 20t 220[AET Yot S 7|2 H0|ER0[= AtE
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e|E= F4 s dESH DHCPYvESE &9 =
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QI H[O[A S

STEPI10[(1pv6 F= 40t AFE8H= O|C{Ul S = VLAN QIE |0 A) B3t 0] 0] QIE{H|0| A S| ND 2tRE 2
Off 22 7 DNS MH =4 S DNSHM 552 X|FeL/ct.

RDNS At 2 DNSZM 222 Z2[0|HE 7 IPv6 DNS NS =toleh & Q-2 DNS 2210 E
Ofl CHSt DNS A4 9 L2 QIL|Ct,

DNSZX| S A8 7HS3tE 5= ot 2tE 10 Hoi|M 2t2E 10 Z4otE MH
SHiOF LT,

HERZ > E{H0|A 8 O = VLANS MEIRILCE

T8 QEHO|AS HEBIL(CY,

o= - [
ol EHS
IPv6 > DNS A& & MEiBfLICt
Ethernet Interface @
Interface Mame
Comment
Interface Type | Layer3 e
Netflow Profile | None '
Config IPvd IPvé SD-WAN Advanced
Enable IPvé on the interface nterface ID | EUI-64 v
Type | Static o
Address Assignment Address Resolution Router Advertisement DMS Support
Includr_' DNS information in Router Advertisement
D SERVER LIFETIME D DOMAIN SEARCH LIST LIFETIME
1200
®aAdd O Delete ® Add

Cancel

2t RE 20| DNSHEE EotA|AH &2tHO| IPV6 DNSHEE E'd 4~ == 2fL|Ch
DNS MH 9| AL M7 DNS MHC| IPv6 FTAE 2T+ L|CHE|CH 87HS] M 2=71). gfste e
ICMPVv6 2t2E LEIo] M FAE 9{0|A OlefZ = A2 HHLICE
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2 o= L 144
3. 12 >ARPE=22 MeigiLICH
4. 1p 72 9l ohZ MAC EA(SHEROf E D|C|0] HA|A H|Of F4)S Z7F2HLICH VLAN IEf

BT O] A& MEHSHOF B LT,
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O 1,800k 0f A|ZH XDFEILICEH ARP IHA| A|ZF Hot2 AP XF X HE 4 Qls
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STEP 12 (0|HUl B = VAN QIEH[0[A) BX 0|2 M T2 EZ(NDP) =22 XIHSILICE IPv6E NDP=
IPv4E ARPOIIA H|Sdt= A fAR 7|58 ALt

1. HEY3 >QEmo|A 4 Oyl EE= VLANS MEHSILICE,
2. 4% QIEHO[AS MEHBIL|CY,
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4. |Pve T4 Y ST MAC A4S I8t Ct
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STEP I3[ (M= ALeh) QIHTO| AN MHIAS ALSSIE S A EL(Ct
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L QIE|HO| 20| MHIAS BABtotfol LIEHT > QIEIH 0|4 5 O|CiH Ei VLANS M
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2. 2% QIE(T|0|AS MeyBiLCt
3. 13> lE MBS MefRLIC
4. po| Z2UY B2 SN T2MHY wE A 2| T2IYS Meipict
5. m21eo| 0|52 YLIC,
6. 5185/ AHIA0| o PingTt 22 MH|AS Meistn HolS S2IpLct
STEP 14| $17 AFS 7/oIgILICt,
STEP 15| QIE{H0|AS 70|22 HZBLIC
T8 QIE{HO| 20| X H0| 22 2t EI MIUEO] eEr A9IK| Tl BHLE{0] HBBLIC,
STEP 16| QIE{m|O| A7} ZHAd AMEHQIX| ZHolEtL T},
2 QIE{I|0| A0 A YIES|T > PIEIT|0| A HEi6tn 2 Aef Fof 0fo| 20| SAIX| sfolgLict
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STEP 19| (x| 5\: b} S| e DJ) O|E1111|0|¢7+ B 5t Of PoE(Power over Ethernet) ZEOf siE st 22 MEfH

0| 420/ 4= NDPE AHR3101 IPV6 SAES 2| KU st 2o s HeetLICt T2ty 0| 2l
15 0] DHOPVG M7 T R5HA| S&LICH S8 NDPS AF 01 IPV6 FA S BLIE{RIst: 2 M
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« NDPZL|EZ
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0

DNS 8 E 2%t IPv6 2FRE{ 22l
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Recursive DNS Server — 7 Server for
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&
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Slot [| -]

Interface Name [ v ]

Comment

Netflow Prefile | None

Config | IPv4 | Advanced

Assign Interface To
Virtual Router | None
Logical Router  None

Security Zone | None

Radio Settings
Radio @ off On

GPS @ off On

Primary SIM Slot | 1

Cancel

Cellular Interface 0]

Slot ‘ |

Netfl
Config  IPv4 | IPv6 | SD-WAN | Advanced | More Info

Assign

Radio Settings
Radio @ Off () On
GPS @ off on

Primary SIM Slot [ 1
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Netflow Profile | None

Config | IPv4 | Advanced

Automatically create default route pointing to network provided default gateway

Default Route | 10
Metric

Cancel
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Netflow Profile | None

Config IPv4 IPvé SD-WAN Advanced More Info

Enable SD-WAN

Automatically create default route pointing to network provided default gateway
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Show IPv4 Client Runtime Info

Cancel
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[l | A2

2 Dynamic Updates
Plugins
Licenses

7 Support

Master Key and Diagnostics

[® policy Recommendation
oA, loT
& saas *)Add 3 Install Status PDF/CSV

S A HRIOE GXg AQIX| =elgfL|ct

Firmware Install @

Do you want to install firmware?

AFEXE7E 2t QISHH off & TIHFO| A0 A HYY OIS EXIRfLIC o Ya2f0[=Tt £
[HO|A =SS £ S A HYOE M HEHQZ AFE gL Tt
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STEP 3| mejof YHIo|ET 83X
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1 HE/Z > AEMO0|A > dEHE MEfRL|CY,
2. meol M oM Helof Mg SelgLict

{» PA-415-5G

DASHBOARD ACC MONITOR NETWORK DEVICE

3 Interfaces
P8 Zones
o8 VIANS

Cellular

Bg virtual
'@ Virtual Wires

MANAGEMENT
PROFILE

LINK
STATE 1P ADDRESS

VIRTUAL

@ Virtual Routers ROUTER

INTERFACE INTERFACE TYPE

@ 1PSec
¢ GRe Tunnets
£ DHCP

Tunnels

£ cellular1/1 Layer3 P Runtime Info cellular_router

DNS Proxy
= Proxy
®, GlobalProtect
@ Portals
® Gateways
#] MDM
P Clientless Apps
T Clientless App Groups
® Qos
= uor
= Network Profiles
GlobalProtect IPSec Cryptc
IKE Gateways
1PSec Crypto
IKE Crypto
@ Monitor

Interface Mgmt
PDF/CSV
e Protection

litem -5 X
SECURITY SiM

PRIMARY SIM ZONE SIM PIN SWITCHOVER FIRMWARE INFO

1 none Configure Switchover Running Fignware

s g

3. A meoi7t o

0l CHet SR &

A =0 FAIE[L X
5 021 X] =l gfL(Ct,
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o

—
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Firmware Details

@
Modem Firmware Details :
Max. Supported Firmwares 3
Max. Supported PRIs on modem 50
Current Firmware :
Carrier GENERIC
Firmware Version 03.10.07.00
PRI Version 030.062.000
Bundle Version 1.0.1.2
Firmware List :
No. Version.,
1 03.10.04.00
2 03.10.07.00
3 03.09.06.00
List of Primary Rate Interface (PRI) :
No. Bundle Carrier PRI Version Firmware
Version . Version
1 1012 030.053.000 $3.10.04.00
2 1012 030.062.000 03.10.07.00
3 unknown 030.010.001  03.09.03.00
4 unknown 030.035.001 03.09.06.00
5 unknown 030.035.000 03.09.06.00
Close
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PAN-OS 11.0.1F & ISPOI|A{ 802.1Q VLANES & ¢t PPPoE7} QIE{Hll MH| A0 HZESH= EHE0|2t 1
SHH 21[0]0f 3 M EQIE{ 0| A0|A PPPOE(O|LUIE St XX 7t T2 EF) E20|HEE 4L =+
L|C}. 252 802.1Q VLAN EH IS AE3H0] ISP PPPoE 2 S MM fLICH A EQIE 0| AN
Aot PPPOE 22100 E= MHO IP 34, DNSHE Sl MTUR 22 7[EF HELQL 2TH ISPEFE] I1Pv4

FAE SAEYLIT

$0 HH
Rl
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MERIHHO|A = IPv4 FAE XY LICEH PPPOE 220|1E= S2|H QI H|0|A = MEQIEH[O]
A0 Y 5= UK = OF SAO| 48 == LT 225 2EH0| A0 M= PPPoE A E QI
H|0| A SHLHRE X| @ E LI PPPoE 22t0|AE 1S AZISH | Hol| 220 AHZ22 VLAN Ei 2171 2912l

X[ 18P0 OISt A 2. MEQIEHO|A Moot EfTIS e [ oY EfT1E RI={EHOF gfLICt. Of2f %t
o M= aetHol| 2o H0l L= 2i0]0] 3 0[H S QIEH[0|A S o]0] YTt 7HE BT

CHsS olF EZ2 A0l = Lot u A HE T|8Fo|2 Atolof PPPoE HZ0] L& LICt.

ISP Network
Access
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Subinterface eth1/1.10
PPPoE Client
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R 1
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Host Host
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Layer3 Subinterface @

Interface Mame
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General Advanced
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Layer3 Subinterface

Interface Name

Comment | commentl

Tag|1

Metflow Profile | Mone

Config | IPv4 | IPvé | SD-WAN

Advanced

DE able SD-WA

Type (7) static ) PPPoE |

General | Advanced

! DHCP Client

Authentication | PAP

Static Address

H automatically create default route pointing to peer

Default Route | 5

Metric

Access i

Concentrator

Service |

[] Passive

STEP 3| =olg St

STEP4| ©1% AfgS AELIC,

OK ( Cancel )
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STEP S| ppPpoE Z22f0|ME0 Lot HEE 2 4= USLICL 2Z IPF2, 7|2 DNS, 2= DNS, 7|2 WINS,
HZE WINS, #F IP 4, AMA EHE CHO|A O|F 3 ACMAC 247t PPPOE AH{O| A o=l |
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1 HEH3 > QlEHo|A >o|Hulg Medst 4ot A EQIE{H 0| A E0i A Dynamic-
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= MEQIEHOA IPva 5! PPPoE 22t0[21E 2IEHY FE BAIE MEY +
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Dynamic IP Interface Status @

Interface ethernetl/2.1

Local IP Address
Primary DNS
Secondary DNS
Primary WINS
Secondary WINS
Remote IP Address
PPPoE State

PPP State

Access Concentrator
AC MAC
Authentication Method
Passive mode

Link MTU

0000
0000

Connected
Connected

PAR
Disabled
1492

Connect Close

PAN-OS® HIE®|Z #2|Xt 7}0|= Version 11.1 & later

87

©2025 Palo Alto Networks, Inc.



QI H[O[A S

IPv6 PPPOE S2f0[21E 14

o2 1Pv6 QIE U MH[AE XS 5tH= 1SPo| HZ5H7| /8 PPPoE(Point-to-Point Protocol over
Ethernet) IPv6 2210|HE At 2 St= 0|4l 21|0]0f 3 QIE{TH|O| A = 61| QIE{H|O[A S K| g

L|Ct. PPPOE . =0f| A QIE{H|O|A = 19| QIEI|O|A = AE K& RE = A HXE ZE0fA
DHCPVES ALESIH SXOZE |Pv6 TAE HE 4= QUSL|CH AE HEF 22 E0{| A PPPoE QIE{H| 0| A=
DHCPv6 MHEZEE ZE HE U7HHSE SH O = 2/ SYLIC A HXMZE 2 E0i|A= SLAAC(&E!
HIMZE F4 XHs 74)E AHESH0] PPPOE QIE{TH|0| A 9| IPv6 A S 7t X[ 2 CHE Di7HH 4~(DNS &
HEAL 212)= DHCPv6S Soll 7t S LICH AEl K Z 3 AEl H|XZ DHCPv6E T2H|Ad =210 @

FE 20[1 T4 e S oLt

A
| —
=
(=)

AEH X2 DHCPV6S AH2SHH MEH HIX A Xts TN L S22 PPPoEVG 2210|
ANE FAE dotet 2 sLict

Ol |0]0] 3 RIE{H|O| A B! S} QIE{H|O| ARt |Pv6 PPPOE 22t0|HE S X|ASHL|CHEE, AE,
VLAN % Z I8 OIEH| 0| A= IPv6 PPPoOE 22t0|HE S X|ISHA| 243). 20| 3 QIE{TH O] AL SHE
St @IE{M|0| A= SA|Of| PPPOEV6 S22t0|HE IatsS of &= gi&L|Ct

Aot AFEHS PPPOEVER 2 A1 El QIE{TH 0| ATt RA-DNS(ZHRE] L2))0l| A DNS A FA
Sl/EE= DNSTEHEFAIE 2 4= QICH= ZdQLICH DNSHEHEE AL s Oj/fHSE =5
O 2 1AM35I2{H DHCPV6S AFE8l0F BFL|LCT,

2Ye + glgL

i
fl

PPPOEEC Z M El 20|= QE{HO|AN 0H P F4

Ch AEH PPPOE 220|AH E(IPv4 £= IPV6) 2t 74 5H= E 2 IPv4 5! IPv6 PPPOE 22
O|HE HAES DT ALEE &~ ESLICH PPPoEV4 2210|HEE A4S |SPY| HESH=
A2 IPv4 HZDE AFS S 4~ QI&LICH PPPoEVG 220 ES -5t |SPof| HASH= F
2 1Pv6 HZTH ALE Y 4= QUESLICEH (PPPOE v4ive 220|HE(FY AR REYE LM5tn
ISPOf| HAZSHH IPv4 2L IPv6 HES 25 AR S 5= /GLICE)

YU HIER T AO|ERIOI(BNG) = CHE CIHIO[A Q] RAO| A= 22| =4 T4 Z2H (M-S 2) 7t
022 B &l 22 PPPoE 22I0[AE = B HIME Ats S AFEELCh 12 8- & E2 220[A

=01 OT =2

E = AEH MZE DHCPv6S AF2SHG DHCPV6 AHHOA IPv6 F=AE 7t 2810 A|=2fL|Ct,

7|EF A Zei3(O0-Zei )7t 12 AHE HR IPv6 T2 0[2]2] A HE(of: US! HEAF L XHP
DNS AMEH2| F=A)E DHCPv6 MH M AtEE 4~ QL0{OF SfLICE,
A

AN
IPv6CP= 22f0[A E QIE{TH|0| A 2] QIE{H|O| A AEXIE & eI LIC

CHE ALE Atz AEf XZ DHCPveO| Ciot ZAALICE Chs J2HE 2 e K& DHCPv6S AHE SO
IPv6 A2t /IUE FFAS At SotHE HOELICE o[l QIE{HO]A 112 HAMA TE ZK],
2 UEY S AHO|ESIO|, DSLAM(CIX|E 7HUX} 2| MM A HE|Z2A) EE= PPPOEV6 AJH{ (ISP
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IPv6 Delegated Prefix Addressing

) PPPoE Client Interface: eth1/1
IPw6 hosts Inherited Interface: eth1/2 IPYECP |dentifier: 1111:2222:3333-4444 RADIUS and DHCP sery
IPVG Addrass: 2001:cafe:fsed-face:1/64 IPv6 Address: 2021:cafe:feed:face:1111:2222:3333:4444 T
@ RA Option Prefix: 2001:cafe:feed:face: /64 DHCPV6 PD Prefix: 2001:cafe:feed:face::/48 = —
3 RA: Enabled IS = Il
NDP F‘z"!_l'___ MDP RA and Prefix Delegation e
eth1/2
eth11 B
emia i
DSLAM
Dual-Stack Broadband Network Gateway ISP/ Internet
PPPoE Client
DHCP IPv4 Address: IPCP 1Pvd Address:
IPwd hosts 192 168.3.1 1723211
@ }------———-----————---——- PPPoE Session ------------------ ‘{

DHCP IPv4 Private Addressing

o
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IPv6 Delegated Prefix Addressing

IPwE hosts

L&

Inherited Interface: eth1/2

IPvE Address: 2001 cafe:feed:face:: 1/64
SLAAC: 2001 cafe:feed.face: /64

RA: Enabled
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. m s —————
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IPYGCP |dentifier; 1111:2222:3333.4444
SLAAC: 2021 cafe feed:face: /64

DHCPwvE PD Prefix: 2001 :cafe:feed:.face:: /48

NDP RA and Prefix Delegation

o

eth1/1

eth1/3

Dual-Stack
PPPoE Client

DHCP IPv4 Address:
192.168.3.1

&

IPwd hosts

&

DHCP IPv4 Private Addressing
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@ OlE S0, HFAL 20| £ 482 QA MEUl0|
e =l =0, Ol 1YY HFAS| B2 o9 %% | HRSICh= A o0,
HHHO| 639 TFAF ZOIE RS 2709 MEUTH US| @/ 1HIEVL HE
LIC} 128H|E & SAE ZA20F 64H|EJ} O QI&LICt
o) CIEH[O| A= /48 HFALSE =4l &= JUX|TE Of| 2 501 /64 FALE PIoHH &
otHO| 2ot HFAE ME2etCh= 2|0 LTt
WoHHO| =4 E HEAS MESh= 22 &AL 2 0|52 YL 0[F2 1R]aH0f 5t
Z|Cf 63KF2| F==X} =At, SIOIE, OFE & B! =2 a0 LTt
@ g2 Lotz = U= ISPE BIFot= BFAF 2 0|ES ArER L
HEAL = 2 BAIS MEISHH 2f SAEO|| CHot A& E QIETH O] A0 CHo A&l HSFAKQ!
E{H[O| ATt SAEO]| HIZSH= T FA), A& E QI HO|A XtH|Q] S E IPve FA(TFFAIE
7|8te 2 S5t MAC a2 &), 2tH 7|2 43 U 2EH0|A HEIE = & UASLICHL
A 2olg Fdet.
Za 202 MEHSIL|CE
&5 4 4X|(DAD) g24<
O] A8 A7t ATiH7] FH0oj| 02 LE(NS) QIEIE LHO|M DAD Al Sl+=5 A LICHEH
?l= 110, 7[E82 D).
H2| ol SEO| 438 = oI UERI T2 o s AlZHE)2 XIYTLICHEHSI=
10~36,000, 7|22t 2 30).
AT EA|=[7] 0| DAD Al0fl THEE NS QIEH(X)S XIELLICHESI = 1~3,600, 7| 24f2
1).
NDP ZL|E{2 S Mok (Neighbor Discovery Z2EZ ZL|EZ)FLIC

DNSX|& = MEfgiL|Ct,
DNS I+ U MHE MEHSIL|CH KRS MEdSrL|Ct,
« DHCPV6 - DHCPv6 AlHH7t DNS (RDNS) U MH HEE HL == SHL|Ct,

« 25 -RDNSO|S MHO| IPv6 42 2EI0[HETE QI 0|52 <Qlsty| fld EX
RDNS MHE AtE2d 4 = At 7 AZHE)23:7HLICH B9 = 4~3,600LICt 7|2

PAN-OS® 4| E|Z 22| X} 710|E Version 11.1 & later 93 ©2025 Palo Alto Networks, Inc.



QI H[O[A S

Z2I2 1,200Q!L|Ct. PPPOEV6 220|HE T SLAACE AR50 IPv6 TAE Ats LASHE
R 52 MEHTILTt

inl
« DHCPV6 - DHCPVv6 A7t [l 24 A4

%
« +=3-DNSHM =Z(DNSSL) & 220U ETL
0|

oo ZM S22 ASY 2+ U A
CH AlZH(ER)OH CHOH StLt O Ao =0 Q10| E(H DI AH S Z=7tEfLICH He|= 4~3,600 LICt. 7|
2712 1,200 L|Ct. PPPoEV6 220|HEJF SLAACE AE25HH IPv6 TAE AHs LM SH=E

A2 453 MBLICH

STEP 9| 3tol

2ol 22lgtLrt.

STEP 10| 7{glgtL|C},
STEP 11| PPPoEV6 Z22I0|ME MEZ ZLICH
1. HEL3 > QIE{H0|A > O|HulSAMEISI D 2AISH Q|

A [

2. PPPoEV6 22t0|1E HEQ HEE HA[RILICH

E{TO| A S MERILICE

L1
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A% K@ ghc,

ol 2|H AZ Mt X5
T|O{7t 2™ HEE O U=
SHEIL|CH EESHLACPE At
USLICH 2

4> N g

2{0]0f 3 QIE{m|O] A0f &
=

Sa

=l Z[CH 16,0007 <]
LICE.

.

FL

FefLlct.

ro >
Ol Ofd

0 o

f

CHSZ - 1Gbps, 10Gbps, 25Gbps, 40Gbps == 100Gbps.
QIETHO|A RH-HA3, 7HAF 2+0]04, 21|0]0f 2 EE= 2[0]01 3.

s

C

.

OH7H =

1 o

ol
—

PAN-OS® HIE®|Z #2|Xt 7}0|= Version 11.1 & later

95 ©2025 Palo Alto Networks, Inc.


https://www.paloaltonetworks.com/products/product-selection

QI H[O[A S

STEP 4| 2{0]0f 3 QIE{m|0]AC] AR QIE{H|O|AZ DHCP Z220|HEZ ASIY] Pv4 FTAZ AISHHH
IPv4E MEHSH T DHCP 220 E F 40 CHot LHE2 QB 0| A = DHCPv4 Z2f0|HEZ
oA =elgh 4~ QIEL|CY,
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= T -

STEP 12 | ZA| 12 AEHE StolgtL| o},
1L UEZ > AHDIO0|A > O|HUS MEfBILICY,
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2. Link AEf Hofl A 2 F0f ot =44 010 20| HA|S0f U=X| 2elsto] ZE T QIE I 0]
A0 2o HEHRIS LIEFLICE OFO|20[ L 2HAQ1 Z R XM Of e SHLte| Y 7 CH2 & RAX|2E
S = Ot LIC}. OtO[ 20| EZHMO|H 2= M7t CH2 &L

3. LACPS 742t 22 TN Foil YA TE0l thet LACP X Ot 2 £,0] HA|==X] =olgfL|
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STEP 13| (PA-7050 2! PA-7080 ot MZ CHE 201 ZH=0f] QIE{H[0] AT} Ql= T A| QIE{T0|A 1 F0|
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ZLHIPIZIE Me[d = UES St= 0| ZELICH O A St ## 719/ =2f eH CH2 CLI 8
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CLIO|| QM| ABILICY,
CtS 25 CLI Y A2: set ae-frag redistribution-policy <self |fixed
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HESIS 222 9ltt 2F2 2| Z2E T
OiE SFEE=Z ¢ HIEFZ0|2tNE eh)E AESIH 22 HERIZ0|M C|HIO|A S MH[AS Xt&
O HMot = JUELICL OIS S0, SFEE AIESIH IRIEQ IPFAS 522 FOIX| Y T
TIEO 2 = ASLICEL 0|52 22 HE/ TS FAZ HatsY| ?fdl, 8F 2= mDNS(EEIFHAE
DNS)E MEYLICL SF 2= ENE 2tRE S 5180 b=, 7He! HEIFHAE HRE EcfTof A2t
O HothE= e 30z HESRZ 222 ME35t= 28 (M: M2t S20[AET M2 THE MEU
of A= BR)HM ALY &= YELICH

MH2stE
3 QIE 0] A(L3) ol

| cCc =
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S AE QIE{T|0]
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T2 YT 4 ASLICL BF2 2ABUE S48
A EE Bt9| QIE|m|0| AR T
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AEotH HEPHAE S72 7 S HEE L30[HU

2et A28 2 TTL(TimeTo Live) 4L0|Lt & H|gtof 2

EII-OF 2= Q&L L

Bonjour E2HE M2 X|2ot= EHZ2 Lot 5L
o PA-220 Al2|=
« PA-800 Al2|=
. PA-3200
O FM S SJototH, WotH0| SF = EofE S 0] 342 A3 A2 2{0]0] 35! AE QIE{H[O| ALt 519
QIHMO|AZ 2|C[HMBILICH SHE E2ft g HeEldtel= K= B QHHO[A0M Ol SME &
Motsiof LI ol E £01, E8 2l0]0f 3AIHMH0|AV SHE ERfES AE QIEHO[AR MY S
S & QIEH[O|A 2E0M O S8 S 2d<toiOF 2FLICH Z[CH 16712 IE{TH|O[A0|AM O] S8 S &
Mot 4 USLICH
SO S YX|sH| o HotH2 AA MAC FAE WotHO SA QIHI|0|A MAC A2
SHELICH S219 S48 XS] f/s ool CH2 ol X[ - e X o2l 4= o[4S
A5 22, Yot 2 mi2l 8 AMH|SH] HotH it HER S E B gL
INEEIES &5 Heh(EL)
PA-220 100
PA-400 N/A
PA-800 200
PA-3200 500
O] A =S A2 XpX[SFX| QE0FOF gfL|C,
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QI H[O[A S

e

STEP 3| |pv42 MEHSICIS 22X 2 2|ZallE M5 SMHMS MEdStL|CY,

STEP4| ol

STEPS| SHEs MEY 2 E 20|0{3(L3) == AE QIE{H|O| A 31 519 QAE{T 0| 201 CHEH 1-4EHA|

Z|CH 16712] CHE QIO A = 52| QIE{H[O| A0 M O] FME AESAZ = UL
Ch.

STEP6| ©i7 Algg #ioleiLict

STEP7| 2% 2 2|Z3EH SMS 24}t QIEH0|AC] EX] Hol| S 72 i : #( )7t EAE =X =
QIgtL|CE.

STEP 8| show bonjour interface CLI @32 AtE5t0] gistHo| 8% 2 EfL S MYsts ZE 2
HOo|ASH 7I2E =52 HAIGLIChrxe QAEMEO|ATE 245 & SFE THZ! =5 LIEILAD,
txe= QIEHO|ATF H&StE & SFE W3] 5 LIEHH, drop2 QIEH| O] AT} AK|SH= T2
+=E LIEPELICE
admin> show bonjour interface name rx tx drop
ethernetl/4 1 1 0 ethernetl/7 0 0 O ethernetl/7.10 0 0 O
ethernetl/7.20 4 4 0 ael5 0 0 0 ael6 0 0 O ael6.30 0 2 O ael6.40 0

00
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A5 HOSt0] 2T HMAZRE YotHS HSBILICE O|E S0, ALEX7} ethernetl/1 QIE{H[O| A S &
off 2ot o QIE{H|O[ A0 M ASH= S YX[SH ST QAT O[ATL HERT ZLIEHZ A AR
SNMP #H2|E IS S 518 & JUSLICE 0| B2 QIETO[A 22| T2 A0 SNMPE &4 %tst
D HTTPHTTPSSE HIZ 438t 0 T 20U S ethernetl/10] EHEEHLICE,

QIE{m0|A 22| 2T S 2{[0[0f 30| Ll 1 {0[A(SH2| QIEH|O| A Rehet =2|X A& H 0| A
Al 3E, VLAN, S8 81 E 2 oIE{ 00| A)of e 4= ASLICH QIEHO|A 22| T2 s QIE{H|0]
A0 HEOHX| 4CH 7| BXC2 BE IPFA, T2 EZE 3 M| A0 Ciet BNATF AR ELICE,

22|(MGT) QB 0| A0 = QIE{H[O| A 22| Z2TA0| HROFX| Q45 LICH HepHo| 7|
M E e MGT QIE{HO| A0 CHEt T2 E S MH|A Sl IPFAE | !
IEH[O| AT} Ch2El 3R CHE QIEH|0[A S S0t e HMA S 5&5HH

Hlash & ol
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s
fot
_IE

QIE{HO| A Za| ZZ2IAUS AMSSHO] Y QIE{T O] A0f T MAAS Ehgotat o ¢
EfSIO[Lt AE{ 20| & HOF HA| | THE M2l 4= @le S0l 22| HMAHTTP,
HTTPS, SSH L= Telnet)E 2 do}olX| OHYAIL. O[22t Z2EZ2 St HMAER HEY
LICH &he] oM A Hots 2[oh B AR S wef ZetHof tiet 2te] HhA S HESH 2
2510 UEX| 2ARASHYA 2,

STEP 1] olHmo|A pte| Z2mds 7oL,

1L HEI>UEYI T2 > QIEH0|A 22| MEfstD F=IHE S2RLCt
2. QlHm|o[ A0 e EcHTof thel 5185te TREEZS MEHBILICE ping, Telnet, SSH,

HTTP, HTTP OCSP, HTTPS &= SNMP.

HTTP = Telnet2 LB HAE R TESIO 2 QHASHA| 047(0f 2 elShA| Db

A2,
3. QIE{m|o|A T} 22| Efmlol theh S Edt= MH|AS MEfRfL|CH
- SH HOIX| - Ct30i| Chet S & HOIX| S g-detst= o A8 EL

- WEE XY -UEIE X SE HOIXIE MSot7| ?loh ot 8 10104 3 21E{m|0] 20f

M EZEES 0| ELICH EMATHO|HE REO| HE|E ZEHO| F2 6081, 2|C/2MH 2
o YEIE 2Ho| F2 60822ULIC AtMer LigE 215 T & % LEE BZOHYA
Q.

« URL ZrE[Xt RA| - XMt HEE2 S8 A0S0 Ciet ef o M|~ oS5 HESHA L.

o AEXHID-H[0[E 8l Q15 EfYAI S B SH= | AFZELITE
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5.

« AM8XHID Syslog +=417]-SSL &= AHE X} ID Syslog +=417|-UDP - SSL &= UDPS £t
FEXt DH Ol thiol Syslog & LIAHS RLIE RO E S AHEAHIDE #0he B ALS LT
7t

reh) AEHO| A0 AMAY 2 = AHBE IPFAE FIMLICH S50 252 =

STEPZ| QlHmo|A e| Z2mUS QIEHo| A0 SetetL|ct,

1

—
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O
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1 HERIA > 714 etREE MEfgfLC,
2. 71 FRE O Aol Of B2 BEIJEAHE S2IeLCE
3. BGP > ZZRIBE MEfBtL|CY.
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g ZA)oll= sLet 5t ASC| EfE 2SO oA T A iBGP B A|ZF AO{OF RELICH 3= AS L0 A 2FH
ot AZS RIS = SH9l A8 A AE] 7to] BGP I 012)0] HRBfL|CH 5t9] ASLHOIAM MZ I|o{&st=
HoHE2 |IBGP A I|02l 8 Yo efL|Ch of 5t9| ASS| &2t 0| CHE 519 ASe| ot it | 0 21510
EBGP ¢igl o2l A L|C HESt= MZ CHE Ate A|ABIS] & WotH 2 EBGP IO L|Ct.
AS 24
AS 25 AS 65100 AS 65110
®, EBGP | _ EBGP confed _’:‘_
= IBGP confed "
R1 R3

X2 AAE2 o] 20 AS24 Bl AS 252t 22, SVNHGH R g E) ASHs = A/FELICL
PAN-OS & Z0l M=, 2} 512 ASO| 1170t At 2| ASHS E LY etLICE O] == ASLHO| AT =
2 Qe 7HQ HS QILICE O] =0 A, Hef2 AS 65100 %! AS 65110 LICF. (RFC6996, A AH2 S 2

ot xte AlﬁEé!(AS) O|2F2 IANAZH AP A2 S QIS AS 1 64512-655345 Of|2fetS LIEHHLICE)

S| AS U2 ASLHOIA MZ0i|7| 2bEot Xt A AFIX S 2ILICt J2{Lf, &otHo] EBGP I 0{0f
ASEEE 22 M, ASEZ20|= &8 ASHS R LIEHHLICE BIS7H Stel AS(HY 2|2 AS) o= 23
=X A& LI,

BGP I 022 2ot 10t R2 AFO[Of| A 2AStLIC T 2lo] WatHol= O3t 22 2t 71 480 A&
LT,
« ASH= -24

. e 2 AS—65100
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AS651102| 2t2H 2(R2)=

Virtual Router - default

Router Settings

Enable
Static Routes BFD | None
Redistribution Profile General Advanced
RIP )
[[] ECMP Multiple AS Support
OSPF Graceful Restart
OSPEV3 Stale Route Time (sec) | 120
BGP Reflector Cluster ID
Multicast Dampening Profiles
PROFILE

O | name ENABLE

[[] | default

@ Add

. ASHT -24

« 2 2¥ AS-65110

« I0{E Y - EBGP confed
« IJ0{ AS—65100

BGP I|0{ & 2 o}

. ASHs -24

. e 2¥ AS—65100

« I0{E % - IBGP confed
« IJ0{ AS—65110

1 R1AFO[O M = ZhligtL |, o0l =

@B
Router ID | 11.11.11.7 AS Mumber | 24
'
Peer Group Import Export Conditional Adv Aggregate Redi:
Enforce First AS far EBGP
Local Restart Time (sec) | 120 Max Peer Restart Time (sec) | 120
Confederation Member AS | 65100
DECAY HALF DECAY HALF
LIFE LIFE
MAX HOLD REACHABLE UNREACHAB...
CUTOFF REUSE TIME (SEC) (5EC) (SEC)
125 05 900 300 900

“ cancel

CH=2t 20] 8 &Lt

« ASH= -24

. A% 2/ AS-65110

« Ij0{3 29 - IBGP confed

« IJ0{ AS—65100

BGP I|012)2 2ottt RS ALO[Of| A 2l efL|Cf, 2ot ol = CHEaH 22 7t 20| /&
. ASHT -24

. e 2 AS—65100

« I0{E R - EBGP

PAN-OS® HIE®|Z #2|Xt 7}0|= Version 11.1 & later

157

©2025 Palo Alto Networks, Inc.



BGP

R5= CHgah 20] T8 E L.
« AS—25

- Ood #¥ - EBGP

« I0{ AS—24

Yot 0| R1, R2 & R52F T|0{2ot e &8 45 T/ 25 B M oY TIHE = 4 JASLIC.

Virtual Router - default @HE
Router Settings Enable RouterID [11.11.117 AS Number [24
Static Routes BFD | None -
Redistribution Profile General | Advanced Peer Group | Import Export | Conditional Adv | Aggregate Redis
RIP
| Peers |

QOSPF

O | name ENABLE TYPE | NAME PEER ADDRESS | LOCAL ADDRESS |
DRl [] iBGP_confed ibgp-confed R1 1111116 111111724
BGP
Multicast

() Add

ol 2 R1, R2 3! R5 I|0{ S HA|RfL|CH

Virtual Router - BGP - Peer Group,/Peer @

Peer Group
Mame | IBGP_confed
Enable Type | IBGP Confed ~

Aggregated Confed AS Path Export Next Hop @ Original () Use Self
[ Soft Reset With Stared Info

O | PEER | ENABLE PEER AS LOCAL ADDRESS | PEER ADDRESS MAX PREFIXES
] ra 65100 11.11.11.7/24 1111116 5000
) Add

n Cancel
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Virtual Router - BGP - Peer Group/Peer @

Peer Group
Name | EBGP_confed
Enable Type | EBGP Confed w

Aggregated Confed AS Path Export Next Hop ° Original () Use Self
[[] 5oft Reset With Stared Info

D | PEER | ENABLE ~ PEER AS LOCAL ADDRESS | PEER ADDRESS MAX PREFIXES

] Rz 65110 11.11.11.6/24 11.11.11 5000

) Add S Delete

n cancel

Virtual Router - BGP - Peer Group/Peer @
Peer Group
Mame | EBGP
Enable Type | EBGP ~
Aggregated Confed AS Path Import Next Hop @) Original () Use Peer

[ soft Reset With Stored Info
Export Next Hop (@) Resolve Use Self

[[] Remove Private AS

O | PEER | ENABLE PEER AS LOCAL ADDRESS | PEER ADDRESS MAX PREFIXES
[] rs 25 1111.1.1/24 111.1.1.11 5000
() Add

HotHON T2 27t EEJU=X] ISt H THA 2t E SFHO|A FIF HELR)] SHE MEIS)
1 mjof Bs MEfetL|Ct
159 ©2025 Palo Alto Networks, Inc.
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RIB(Routing Information Base, 22! & & H|0|A)0f X &=l Z=0]| Cliet
MERSELICY,

Virtual Router - virtual_router

@8
Routing RIP OSPF OSPFv3 BGP Multicast BFD Summary Information
Summary Peer Peer Group Local RIB RIE Qut

Q Fitems )= X
STATUS
DURATION

NAME GROUF LOCAL IP FEER IF PEER AS PASSWORD SET | STATUS [SECS.)

R1 IBGP_confed 12.1.1.1:35636 12.1.1.2:179 65100 no Established 4281

R2 EBGP_confed 15.1.1.1:179 15.1.1.5:39783 65110 no Established 1424

RS EBGP 111.1.1.1:37699  111.1.1.11:179 24 no Established 769

Close

—

Virtual Router - virtual_router

YEE 2 2L RIBHS

@B
Routing RIP OSPF OSPFv3 BGP Multicast BFD Summary Information
Summary Peer Peer Group Local RIB RIE Out

Route Table (@ Unicast ) Multicast Display Address Family | IPv4 and IPvé v
Q Jitems ) —» X
PREFIX ‘ FLAG NEXT HOP | PEER | WEIGHT LOCAL PREF. | AS PATH ORIGIN MED FLAP COUNT
13.1.1.0/24 2221111 Rl [1} 100 N/A 1] a
251.10/24 15115 R2 0 100 [65110] N/A 0 0
3.3.3.0/24 4646464 RS i} 100 25 N/A sl a

Close
o X324 EHS EHS
T CHS RIB 23 ©S MEfSLCE,
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Virtual Router - virtual_router @FE

Routing R

P OSPF OSPFv3 BGP Multicast BFD Summary Information

Summary Peer Peer Group Local RIB RIB Out

Route Table @ Unicast () Multicast Display Address Family | IPv4 and IPvé w

Q T swem ) X

AGGR. ‘

PREFIX NEXT HOP PEER LOCAL PREF. A5 PATH ORIGIN MED ADV.STATUS | STATUS

33.30/24 4546464 R1 100 25 N/A a advertised no aggregate
251.1.0/24 151.1.5 R1 100 [65110] MiA ] advertised no aggregate
3.3.30/24 46.46.46.4 RZ 100 [65100]).25 MiA Q advertised no aggregate
251.1.0/24 45.46.46.6 R5 Q 24 MAA Q advertised no aggregate
Close
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IGMP

IGMP(Internet Group Management Protocol)= ZE[ZHAE £=417]7} Palo Alto Networks® 22t 2| QIE
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IPHEIZHAE HE HI|0 M IGMP X|# QIEHO|A IGMPHZT, H2|o| A, AnM MY HEIFHAE
05 8 A4 0 chet Ao QIEHO|ATE SA| HLUESE AHEAU=X HEE =ole o JUSLICE QIF
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PIM
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Palo Alto Networks® 2ot 0| Jhat 2tRE{0f| M QIEHH[O]|AS T45t0] |P HEPHAE THZIS 415110
HESLCE 7Ha 2t E{Of CHEl IP HEIFHAES Edstdtn =41 81 41 QIET| 0] A0 A PIM(Protocol
Independent Multicast)2 T+4&5t11 =417| & 2IE{H| 0] A0{| A IGMP(Internet Group Management
Protocol)E T AIsH{OF gfL|Ct.

STEP 1| Jtat 2tEof s IPHEIFHAES 2y steiL|Ct

1 UESQA >ty 2tREE Mefstn Jt4 2t 2B S MEfRfL|CH

2. HEPHAE Sl IPHEPHAE ZA3E MEfgfL|Ct
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IPEEPHAE

STEP 2| (ASMO|Sh sy 7hat 2 RE{7} Qs HEFHAE ZHQI0)Af ASM(BE 22 HE|THAE)S AL
L 2R HEIAE DE0f| chet 22 9l 212 2|2 X|H(RP)S AlEstn TABLICE

1 2R ZOIEE MefgrL|Ct,

2. RPAH WS ZHOE 22 RP WS MHLICKS NS B, T2 TX 8i8).
AN E

. M- HEPIAE D20] L3t RPO| HX OlipingS HHBILICH HE RPS 2 4JSI2{R PIM
CoQlol CHE PIM 2HRE(OM St RPS HAIM Q2 148l 0F LTt
« RPQIEHO|AS MEHSIL|CE f2 ot QIETHO|A RE2 Layer3, 7t4f 2F0[0f, FIEY,
VLAN, 24 O|HYI(AE) & E{EIL|Ct
« RP FAE MEHGLICE MEHot RP QIETHO| AL IP AT 2SS KHFL|CH
« O|FEARPZI 18 =52 250 tholl (el RPLHA RP Y S St E 5ot 10
Choll St RP AHE 2| E MEHRLICY
« RP7IRP Y3 Sh= oLt 0|42 HEIFHAE D52 F7HeLCt
Virtual Router - default @F
Router Settings Enable
Static Routes Rendezvous Point Interfaces SPT Threshold Source Specific Address Space | Advanced
Redistribution Profile Local Rendezvous Point Remote Rendezvous Point
RIP RP Type | Static P
OSPF RP Interface | ethernet1/3 D ADDRESS | GROUP OVERRIDE
OSPFv3 RP Address | 192.168.20.15/24
BGP Override learned RP for the same group
Multicast Group List

GROUP

v
239.0.0.0/8

HAdd © Delete (¥) Add

. TH.2M 29|12 J|HOR HEIHAE IE0| th3t RPS X OlipingS HFSH0] PIM &
ol 2! St RPS Motz = BLiCt

« 5 RP2 RP QIEHO|AE MEHSILICE R2 0 QIEHO|A RY2 2{0[0f 3, F I8
VLAN, &g O|HYI(AE) & E{EILICE.

« ZHRPS RPFAE MEHPILICE MEHSE RP QIETH[O|AL] [P F=AT EEE M SLICE

o (MEPALS) 2H RPO M =S HEAYLICH HotH2 SH RPE| M =R ELE Z
2 RP2| 4 &2/t H|Wst X|YEl OIS0 tist RPEE S ZEELICE Yot M

=9l 20| 7t %2 =22 RPE MEIRILICHE = 0~255, 7| 242 192).
o

o (ME]AFRH E ZEA(X)S HAYLICHESI = 1~26,214, 7| 24[2 60).
HA 2
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STEP3| HEIPHAE TM(IGMP,PIM & 1

QIE{HO| A R0l M RIE{H|O|A 2F2| 0| ES 7Lt

1

t2{|0]0f 3 QIE{H| O] A S StLE O]

o
[e)
—

A
=

1

50

A

[ QIE{H|0]

10

Kk
i
<l

7t

2IE{H|0]
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IPEEPHAE

STEPA| (M= Aleh QIE{T|0|A O F0f| CHet HEPPHAE 08 AMets 4BLICh 7|28 o2 QlEHo|A O

B2 2E 159 IGMP HH XA BN PIM =1 HAIX|E 2Lt

1 g #ere Mestch

2. 0| QlHI|o|A O E0f st RE AA HEPHAE(ASM) TE2 4Gt ZE AA HOjA 0
2 %712 MEEl0] A0 GMP HH X1Z 2 1A & PIM X0 HAX|Z 42ksts YA
J82 AeiLct,

3. 0[2fet QIE{HO| A0 BE AAGN HEIHAE THAS SN 4 9l PEPHAE 1B Fa =
= 38 =4 U /prefixE YHELICL

4. QlEHO|A OF0| ASM I8 FAE Zotsta{H ZotE S MESL|Ch7|23)). HIAE St Z
Ol AIHHO|A T E0IM ASM I ES & A Mot ™ EohE S ME F AL Tt

5. DE A0 HEPHAE W3S SISt 27} HEPHAE TEQIEHOIA 129 A)2
Z=IFLIC,

6. 0| QIET|O|A T E0|M 24 EF HEFHAE(SSM) TES 745t A A EX KoM HE|
HAE DT AL Fh WS M| Il £740|2 YHBLICH ZE A2 HE[HAE
L83t 0|2 AFESHA| OHY AL, (SSME TSt H IGMPV3E AHESHOF 2FLICE)

7. XYE AA0ATHHEFHAE SIS 415110 o]2{st QB 0| AN THZIS 418 4= Qlis
O5° HEPHAE I8 =4 £= 08 T4 U prefixE L LICH
B2 KWt 22 EH DES 4 2IQEIL A4 SHOZ Halsor ot 0

SULICL HEIS AT AAY IS EBrOHs A4 EF T4 TUEAYS T
HetLct

8. O BEPHAE Q50| HEPHAE IZIS 2AE = Qs AA IPFAS YBLICH

9. CIHMO|A OE0 SSM D52 AA FA Mg wotsta{™ TotE S MEfRtL|CHT|22)). Bl A
E Z3H 20| QIHH0[A JF0IM O E &2 MUstH ZLetels ME FAgtL|Ch

10. EY AANAMTHHEPHAE THZIS 2 AISHE 7 HEPHAE JF(QIHHO|A IEE)S 3
JhetLict

Virtual Router - Multicast - Interface Group
Name multicast_video
Description
[ | iNTERFACE ~ Group Permissions = IGMP | PIM
Tethernet1/4
Any Source Source Specific
D NAME GROUP INCLUDED D NAME GROUP SOURCE INCLUDED
"Jideo "226.4.359/8 "markets2 | 227.62.14/8 | 19216865
@Add O Delete ®Add S Delete ®Add © Delete
“ Cancel
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IPHEIFHAE

STEPS| olemo|ATL AF0f 715t 2l IGMPE AF83HOF SH= HEIFHAE A17|0f ZIHS}

rr
o

40
e

Emo|A JF0f CHsl IGMPE 14 2L L,
1 I1GMPEOIN IGMP E A7 |23hHS MEIEHL|CE
2. QlE{H|0|A OF9| QIE{H[O| A CHBH IGMP OH7HH 4S5 K| & BhL|Ct,

IGMPHH - 1,2 &&= 3(7|£3)).

2tREH A0 IP M8 HE(PIENOZ H|ZMStE) - IGMPV2 £= IGMPV3E AESH= 44
IGMPINZI0)| IP2t2E 211 2M, RFC 21130] Q/0{0f 6l= B 0| SME MEistL|C},

HADY - Yoteio] 18 A u,7|EH~4a| ZX) 242, AISF 2| 4 U O 1A 3
2| 2 TR O AFBOH HAQULICHESIE 147, 712242 2). 0] o] gl A=l
OflAf THZI0| AR 42 B AU Lawmz

M ax Sour ces - IGMP7} 1E{TH|0] A0 THoH SAI0] H2Ig 4 Qs H/ch A4 S2ILICHHS)

= 1~65,535, 7| 23/2 FHB).

Max Groups - IGMP7} QIE{I| O A 0| CHEH SA[O] M2 4= Qe £t 28 = LICHEHS
= 1~65,535, 7| 2af2 FH[T).

22| 2t - £A7|7F 220 CHet HEIFHAE T3S £ A7 | S Yot=X| (R E ZHS1|
QIS THA 2t E{7F 4170 ELiE IGMP R & 2| BIAIX] AFO]Q] A|ZHZE)RILICHH
= 1~31,744, 7| 23/2 125).

Max Query Response Time(X) - 7t& 2fRE{ 7t =47[7F I F0f Ciet HEIFHAE T2l S
O Ol & = &I5H7|E RISHK| =0t Z2HSH| ™ol =4 7(7F IGMP 742 FH 2| HAIX|of &
Eote ol 585 = 2[t] A|ZHE) (B 9= 0~ 3,174.4, 7|24k 10)0]Ct.

ORX|E PR #H2| 2HE(X) - 47171 OF 2HE HAIXIE B = 71 2B EU=E O
=8 Helof 47171 S Ol H85l= AIZHE)R|LICHHSI= 0.1~3,174.4, 7| 242

1).

Immediate Leave(’ | 2H 2 = H|gHotE) - HE[FHAE JIF0i| 40| StLph U0 7hHAt

2fRE| 7 siie 2 &0l CHot IGMP Leave A K| E =415t= B2 Immediate Leave 882 7t
A 2tRE T HEIFHAE 2tY0IA ST D52t LIVt QIETH 0| A S WAHSH=S 2iL|Ct, Of
Xet Ao FHel ZtHo| et=2E mi7bx] Z|ChelX| g1 SA| HE 7|8 mRIB) & HEIFHAE
MY HE 7|8H(mFIB)E AFS Y &= USLICH SA| L7 482 UER3 2[AAS Horg!

LICH QB H|O| A T FO| IGMPVIE AFEdt= B A LI7H7|E e 4~ gla LIt
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STEP 6| QIE{H0|A 2Z0f CHsl PIM-SM(PIM Sparse Mode)S A EHL|Ct,

L pim ol PIM -S| 2EH o 2 g stE)S MERShLCE,
2. QIE{m|o|A =20 CHSt PIM D742 K| & StL|C.

« Assert Interval - 7t 2F2E7E PIM MY XS MEfS If THS HAA HER I 2| CHE PIM
2t ELi= PIM Assert O A| X[ AHO[S] A|ZHE)JLICHE?I= 0~ 65,534, 7| 242
177).

« Helo 7t - 7t 2R E 7t QIEH| 0| A O&E2| 2 QIETHO| AN A PIM O|RC 2 ELi= PIM
Hello HlA|X| AFO[Q] A[ZH(E)JLICHH ?I= 0~ 18,000, 7| 2442 30).

o ZOI M2 QOIE Y - JHA BIE{7 HE|FHAE AAZE S| JAEZIOZ HIf= pIM =0l 0
AIX| ZHE PIM A 2] HIAIX] 2H) AlZHER= 1~18,000, 7| £24f2 60)Q LIC.

« DRM 29| -CI= ANA HEYINA PIM Ze & 2| HA|X|2 RPZ MESH= 212H
E HMOst= DR(XIME 2t H) @M =2/ (H 9= 0~4,294,967,295, 7| 23t2 1)ILICH DR
M &2/= DRE MESHI| Il IP T A H| W ELCE QMBIL|CY,

« BSR &4 - QIEHO|A TE9| QIEHO|A T AE{ IE2O|X LAN ZAH 0| = BSRQ! 74
2tR2EO| = B2 0] M2 MEHSIL|CE Ol&= RP 2 BSR HIA[X| 7} LANS ML= AE
grX| gL Ct,

3. JpABIRE{HEIFHAE THZIS £2t6H= 2t 2tRE Q| IP FAE X|H I StLE 0| A Q] 52 E

PIM 0122 Z7}81LICk
STEP7| =tolg S2/stof QIE{m|o|A 18 MFS MFBLIC)
STEP 8| (M2 Aj2) %|EH 22 £2/(SPT) 2 28 E2/of AYE 2 25 B2 E2)(SPT) YIS Hae
Lict.
L SPT QS Motn T E2|2 XYY REHAE 18 Ei HEAR BEHAE IS/
FAIS FTHRILICE
2. QPAZt(kb) KT - KIWE HEIHAE 28 = HFAIRO| 212E0| 39 E2|(RPOIA M3

2)0lM SPT B = Hets| = X|H:

« O(H S tllolE I3l A2 (ZI=22)) - 7t 2tRE 7t OF

H
B IiZlE = LotE 7 etRE S/ E20M 28 E= H

) - 7t EFREE AlSHM S7

(o]

o A
for
Ot
Ral
52
0o

Bal
o
o
T~
inl

0
ne
m

HAE D2 Fe= H

=
ot FEPHAE O
FefLiCt.
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Cancel

Advanced

INCLUDED

Source Specific Address Space

210~7,200, 7| 222 210).

| —

—

SPT Threshold
GROUP
"227.62.14/8

LICHE

I.

o
o
=]

Interfaces

NS

o

=

Enable
Rendezvous Point
r
market52
HAdd O Delete

O | namME

F2 A|ZHE)
= U= THAS ol A oY

PN
Al

_EL

Virtual Router - default
Router Settings

Static Routes

Redistribution Profile

RIP

OSPF

OSPFv3

BGP
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=|
X XH
[e> 2|

=]
F

—

==
= =
o

—

H

20
STEP 12| At A
1

STEP 11 |

@]
H

0j2] FelEl 20| 3FH

| -
—

f

NN

©2025 Palo Alto Networks, Inc.

178

f2|Xt 710l = Version 11.1 & later

(=]

2.
EfZ 2

PAN-OS® L]


https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/policy/security-policy/create-a-security-policy-rule.html

IPEEPHAE

1. ClHIOlA > H4H > S Mefstn Hid B8 g HEgLIch
2. HEPHAE ZE HF IS L2 E O 2 H|Z s, Yot 2 sfd HE[FHA
E O F0f thet &=0| mRIB(ZEIFHAE HE E|0[S)0l] OFX EXSHX| gh= H? HEIFHAE
SE MM IS BEEY & AGLICHL M I7|= YetHo| S E0|M Hm o= Al o
=

oY
HU
N
nx
i
ot
oL
lg_l-
1%
rlo
T
H
o o
il
ot
T
=
p=l
s
mjo
4>
>
d

£ M[ofgfL|Ct mFIBY
HHBLICH (2EH X M7t
SEO KM HM IHZIS ALY £ Q= FRU B HEPPHAE HZ MY HIHZ S &M3sHof gL

3. (ME ALY I 37| HATLCH HTH 37|= mFIB &=20| A™E wf7hX| 25 0| HH
2o = HEPHAE SET IHI AULICHES = 1~2,000, 7[23f2 1,000). Y2tHS &
5,0007H9] THZI S HIHZ S 4 QUELICHZEE S S0 CHdH).

4. 3to|

STEP 15| |pHE|INAE HEHZ 201510 MRib 2 MFIB &2, IGMP QIE{H[0|A A& IGMP 12 M2 X
Z, PIM ASM 2! SSM 2=, RPOj| CH®F 15 Oliping, DR &4, PIM &, PIM 0|2 SS 2 &= US
L|C}.

STEP 16| HEIHAE Eahaiol tiof 25 =2 7ot A9 HEPHAE 2t2g

o 1 O

o
E0[=0] Ot)ol|2t A2 E &X|5t0f EEFHAE E=fH02 HZ2E AEY + ASLICH

STEPI7[IPHEPHAEES AMESIE2 AHStE AR =28 QLIHAE EZ2X|Qf HEo| =2| % HE|FHA
E EEZX|7I g= ¢t IPv4 HE|FHA EE MP-BGPE A235t0] BGPS 74 & 27 gi&LICH H
EIFHAE T4 T4 2|0 A HEFHAE AA HEALS BGPY| 226t
IjUe| Sl HE|FHAE & T4 THUZ|Z MP-BGP &2 1A 2rL|CY

o2 IPva4 2

rr
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IPEEPHAE

IPHE|FHAE ME H7|

IPHEPHAE 2RE 2 T ot = HEIFHAE HZ2, MY 2= 2 IGMPE! PIM QIE{H 0] A0 CHot HE

£ eelgfL .
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IPEEPHAE

© UHEXZ > 7Y 2R E MEISHD Fd0t 7ty 2R oM =Tt HEIY SAE S2ILIC
L 2t2E >2t2E Hl0| 22 M3l T1S HEIHAE /T2 HES Meisto] ZEHAE 2z
DHOHY IPHEPHAE OF, iy J80l| thet CFS & S gl QIEHH0|A) EA[RL|CH O] HE
= MRIibO{[A 7F4 2 A LT
2. HE|PHAE >FIBE MEiSI0] MFIBS| HEIFHAE ZZ HE (T 2RE{7H £ HEFHAE
OF, e oA, =41 QIEI0[A 3 4=A17|0f CHot BEAl QIE{TH| 0| A)E FLICH
Virtual Router - default @5
Routing RIP OSPF OSPFv3 BGP Multicast BFD Summary Information
FIB IGMP PIM
Q 2items  —» X
GROUP SOURCE INCOMING INTERFACES OUTGOING INTERFACES
226.1.1.12 160.1.1.2 ethernet1/1 tunnel.1
226.1.1.12 0.0.00 tunnel.1
3. HE[FHAE >IGMP > QIHH|0|AS MEHSIO] IGMP X[ QIHH|O|A, & IGMP HT, IGMP
2RO PR, H2IKTHS AIZH Y BIR AIZE AN M, EHAE I8 L 24 4 A
QIEH[O| AT} ZAl AL 7tSSIEE FHEJ =X EE 2folgfLC]
Virtual Router - vr2 (O] =]
FIB IGMP PIM
Interface Membership
items | X
s |3 - . ; . oo
4. HEFHAE > IGMP > HH A S MEHSIO] IGMP X| @ QIE{TH[0| A QL QIE{TH| O] A 7} &5 HE|FY
AEOE, AA S JIEHIGMP HEE M FL|CE
[ Virtual Router - default @
Routing RIP OSPF OSPFv3 BGP Multicast BFD Summary Information
| FIB IGMP PIM
| Interface Membership
Q litem | — X
EXCLUDE V1 HOST V2 HOST
INTERFACE GROUP SOURCE UP TIME EXPIRY TIME | FILTER MODE | EXPIRY TIMER TIMER
ethernet1/1 226.1.1.12 273.79 0.00 168.83
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5 HEPHAE >PIM > 1 F oS MEfsto] RPOf| D E HEFHAE O F RPOES =X, O F
QHMEEMQWEiﬁm)ﬁlﬁmw%géﬂﬂﬂmﬂegm@LWHﬁmEEﬂlﬁ
2 RPE AI23HX| 002 FA|E= RP £4£ 0.0.0.02LICH 7|2 SSM 1 &2 232.0.0.0/8%
LICF.
Virtual Router - vr2 @
Routing RIP OSPF OSPFv3 BGP Multicast BFD Summary Informatior
FIB IGMP PIM
Group Mapping | Interface | Neighbor %
Q ditems )3 X
v vons e
232.000/8 0000 CONFIG S5M no
2381.1.1/32 20.20.20.10 CONFIG ASM no
239.255.255.250/32 20.20.20.10 CONFIG ASM no
6. HE|FHAE >PIM > QIE{HO|AZ MEHSIO] QIE{H| 0| A0 CHEE DRO| IP T4, DR M 29,
Hello, Join/Prune 3! Assert 7t4, QIE{I|O| ATt SEAER 2t2E{(BSR) QK] @T% stolghL
Ct.
Virtual Router - vr2 [O]=]
Routing RIP OSPF OSPFv3 BGF Multicast BFD Summary Informatior
FIB IGMP PIM
Group Mapping Interface Neighbor
items ) X
\:":’:::::Ez J:)Il):jisl T:N — \:;TERVA[ \:JTERVA[ \:;tERVAl TR PRIORITY ijﬁ BORDER
ethernetl/3 20.20.20.1 20.20.20.1 30 40 177 1 no
ethernet1/8 192.168.5.3 192.168.5.3 30 60 177 1 no
7. HE|FHAE > PIM > Neighbor S ME{SHO] 714 22 E 0 CHSE PIM Q1T 2 E{Of CHSt HEE
&L},

Virtual Router - default

Routing RIP OSPF OSPFv3 BGP Multicast BFD Summary Information
FIB IGMP PIM
Group Mapping Interface Neighbor
- 1item
SECONDARY
INTERFACE ADDRESS ADDRESS UP TIME EXPIRY TIME GENERATION 1D DR PRIORITY
tunnel.1 111.111.111.14 6239.49 80.22 1992867278 3k
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SOl H 22 TR weteo] SiLie| 2R IRES(EE HE EE HAE FR)0N ST Y
S 2ty ZRET0)M ABY 4+ UL S t0] HESIT Erfzio] AN A THSHS BOls mRA

2
AQIL of o =
QEQOt 22 22| ZLBILICE IPv4 EE= IPV6 BGP, @12 £ = HA 22 OSPF RIBO| XMHHIZ S}
1 OSPFv3, Y12 L= M& Z2E BGPRIBOI| XHH{ & 4= Q& L|C}.

Ch = M2V CH et L= 7hy etRHE S et Z2E=S dHot= LE 2t
[m}

GlE S0, BGP A+ AIAT T OSPE Y0l M ALS Y 4 U= S 2t2E0] 45 HM 22 142 §
% QIRIE S U|EYTS ohs 4 ASLICH E3t matold 2 =920 et 2
&

f
ZE2E BGP A2 AAH = OSPF Y0l €2 == AUSLICL

LI OSPRV3 LIER 32 AL A0 BGPO Chet MM A 2ots £045t0] QIE{SIC| CHFO[A0] KA A
= AEE o 2+ AHLICE 0] 22 BGP ZEE OSPRV3RIBE HHi{ e LT,

HICHE 9 F ALSXIO 7| LHE HIERI TS| R0 thet M4 Mot R0 4+ ACE2 OSPRV3 B2E
BGP RIBOI| TH{ Z5}0 BGPSE Soff LT OSPRV3 UIER IS AEE &= AUs LI

JZ MEH] FHS(E) o™ M E Z2rtels 250 AIZglL(Ct,
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B2 Mz 7+
A2 MHE FdotHdH Ctg BXE A AL,

STEP1| xyujzE Z=malS AASH T},
1 UHERI >TH 2tRHE MEstD

2. ZHujE mzmbel

=
3. m2TU0| 0|22 YUABILICE 0] 0|22 YRR AIBSHOF S 07 Of4te] RF( ), 510
=(), 8() £ 2HE ) 167hS TE = AL LCH
4. TR0l MAIS 1-255 HIOIN UHBILICE WAt 24 2907t I £
201 7K S42) ERTHUS SR A0 TRIHAo| th2t Z2E UAIAIZLICH
9 FH0| 52 DM 29| PALCH MBI,
5. THEHEOIA TS 3 otLtE MeisiLict
. T - O] WE{St XS H2 S Moo M|t
. TR 918 - Ol {9} R[St HRE M QlohD M TRutn UK
Ofl CHoH MEUBILICE O] Mele T2TlS HHHES 9Io) MEfotR| 92 Z2E
CH2202 A|TLIC oS S0f BGPO| Thet KHE Z2TH0| of2] 7H 9l
HEALES HQlsts MU 818 IRIAS OHS C12 1 Flof M 2917t (S
0| Of $£2) Uit W T TRIAS S5 4 YLC & TRmH2Ao| Hpteln 2
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STEPG| DHCPv6 Z2f0|ECS| A2 F4 &olg FHEL|CE
1 FA =olg MeigiLct
2. QlE{m|o| A0 THefsty| Hofl HHX 1Pve 3 NRYE of0lstHH &5 =4 EX|(DAD)E
2MoLCHI| 2N o2 2 TtE)
3. 5 F4 UX £YstE MEfst 2 0|2 A A7t MI{str| Mol 0|2 ZHY(NS) 2IEE LY
Of| A ?l= 1~10L|CF 7| 2af2 1L

=Kel, 7|23t 30%! L|Ct
S 0| 82X Ar0|9| Ala 7E'OIOJ NS QIE{H(X)S = atL|Ct & ?l= 1~3,600QLICt 7|24t
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0| @Y & YT HE|IFHAE OFS ALESH0] DX MSELICH QIH 0| A= QT | XHAI
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T NDPO[O|Z2(7]s B9l @ )° MG Aot O] HAHD 0|29 IPVE =4, Y MAC &
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2, AFEXHID B HEi(E el )2t 22 HEE UASLICE.
Layer3 Subinterface @
Interface NMame
Comment
Tag |10
Metflow Profile | None W
Config IPvd IPv6 SD-WAN Advanced
Enable IPvé on the interface nterface ID | EUI-64 \/
Type | DHCPvé Client R
Show DHCPvé Client Runtime Info
Address Assignment Address Resolution DNS Support
DAD Attempts | 1 Reachable Time (sec) | 30 N5 Interval (sec) | 1

Enable Duplicate Address Detection
Enable NDP Maonitoring

n Cancel

STEP 7| DHCPv6 Z220|¢1EQ| &

Ho
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1. DNSX|QS MeistLCt,
2. DNSHH U MHE ettt L2 S MEfEfL|C
« DHCPvV6 - DHCPv6 A7t DNS A3 U@ A HEE S2t0|HE0| ELHE S BfL|C},

« & -DNSHH U MHE 522 FLLICE MH Q] IPve A4S F=IHL|CHO:
2001:4860:4860:0:0:0:8888). 2210/ HE7F £& DNS A7 U MHE ALE5H0] 0| ¢!
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OS2 =ole == U= AT ARl &2 7[7HS X BRI 2 YHYLICE R 7|2t EHA=
4~3,6004LICH 7[24{2 1,200 LI Ct.
Ethernet Interface @
Interface Name
Comment
Interface Type | Layer3 e
Netflow Profile | None o
Config IPvd @ SD-WAN Advanced
Enable IPvé on the interface nterface 1D | EUI-64 o
Type | DHCPvé Client w
Show DHCPvé Client Runtime Info
Address Assignment Address Resolution DNS Support
DNS Recursive Name Server Domain Search List
Type | Manual B Type | Manual R
[ | server LIFETIME O | pomain LIFETIME
/] 1200 /] 1200
®add O Delete ®add O Delete
Cancel
3. ool AM E25 2Nt LSS MEfgfLCh

« DHCPV6 - DHCPv6 AH{7} 20| E0] =0Ql AM 55 FHE HUE= LT}

. +5-E0ol PN 222 S502 TYELICH HRSHE 09l 0|22 sty 2l
DNSC| £& 0|E0]| =7t Domain HOAFS FIHEILICE O E S04, company.orgS /32
LICH S22 f=1 7[7tS & HelZ YSELICh Hel= 4~3,600LICH 72442 1,200 L
Ct.

STEP8| =tolg 22/6t0{ DHCPv6 S2t0[¢1E 7148 XME&L|Ct
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STEP O] 1pve HFAIS 44510 B0llM SAE| SHE /64 HFAS L = UESE SAE CHH QIEH[O|
AZ 4BILICt
1 UHESZ >lHMolA > 0|HulE MEISIALE HER T > QIEH0|A > £ MEISHT O|HUS
MEHSIT AE QIEIH 0| AS MESIFILE LIEYT > QIE|HO|A > VLANES MefBILICE
2. 2{0]0f 3QIE{T{|O|A S MEHBIL|CE
3. IPv6S MEfELICH
4. QIHT0|A0A IPv6E EABtetLCt
5. Q0N ASES MEEL|Ct
Ethernet Interface @
Interface Name
Comment
Interface Type | Layer3 ~
Netflow Profile | None R
Config IPvd 1Pvé6 SD-WAN Advanced
Enable IPvé on the interface Interface ID | EUI-64 B
Type | Inherited ~
Show Prefix Pools
Address Assignment Address Resolution Router Advertisement DNS Support
O | name EMABLED | PREFIX POOL ASSIGNMENT TYPE ADDRESS SEND RA ANYCAST
] poelt test-pool Dynamic None O
(®) Add

Cancel

FxAt 2X, o

6. A gUS MESID 0|58 YHGIH FAE FIFILICE 0|52 2|0 63Xt
0=, ORYE Y LEY 4 ALt
Assign Addr @
Namul

Address Type @) GUA from Pool () ULA
Enable on Interface
Prefix Pool | Mone
Assignment Type | Dynamic
Send Router Advertisement
On-Link
Autonomous

7. Z4 Q0| ohef O3

rx

E ‘6H__| [:|-_

S OfLf el

¢ Z°| GUA - Of2{{of|A| MEHDE ™5

M

FAFEUM HSEE=E 22Y

Cancel

QUIFHAE FA(GUA)YLICE
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17. A A”I0] B2 2 HFALS QI 0]|A D2t 2RSt0] SEXOR IPve FAE Hdd + U
#e ojpig Megh|ct
18 4 BEhe HEGIR{H Holg S2lgh |t
STEP 10 | A4 &l QIE{T|0| A 0| A FA Solg TABILIC)
L Za 3olg MefgLct
Ethernet Interface @
Interface Name
Comment
Interface Type | Layer3 r
Netflow Profile | None B
Config IPvd 1Pv6 SD-WAN Advanced
Enable IPvé on the interface nterface 1D | EUI-64 ~
Type | Inherited w
""" refix Poo
Address Assignment Address Resolution Router Advertisement DNS Support
DAD Attempts | 1 Reachable Time (sec) | 30 NS5 Interval (sec) |1
Enable Duplicate Address Detection
Enable NDP Monitoring
“ Cancel
S8 T4 dXIE Hots 89 &5 4 dXI(DAD)E gteLIt(?] 2 2HYohE)
3. BE T4 UX ZYotE MEist A2 0] AlE A 7F HIHSH| Foi| 0|2 ZHY(NS) QIEIE LY
Ol M DAD A2l =2 X[F LTt Hel= 1~10YLICH 7[24f2 1Lt
4. T2 Itsd ol HAIXIE =Aloh 2 0|20] =g 7hsStitn 7S] fld 2210[AHET} AL
o Y Ots AZH(X)S YL Hel= 10~36,000LICH 7| 24f2 30 LT
5 0|2 7Hd @8 AL0|9] A|ZH ZO[QI NS QIE{H(X)S Y LIt Hel= 1~3,600LICt 7|&gt
2 1Lt

6. NDP ZL|E{2l2 &45}510] Neighbor Discovery Protocol 2 LIE{2IS 2HASEHL|CH 2 A S}s}
™ NDPOIO|Z (V& S & )2 MEHstn Hotto| Aot 0[R2 IPv6 T4, SHE MAC 3
2, AF2XFID S AEH(E A

0

o Z9)2 22 YBE 2 4 ABLCY,
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STEP 11| A4l QIE{H[0] 29| Z O] QE{HO| ATt SAET} XN IPV6 FAES TS B AFBY 4 2l
H o

= AN
HEME 22l 22E0 RAE B = ALZ 2tRH 1S gLt

1 2teE 1 Y2ty 210 243t MESHH Of QIE{HO[AT SAEO| RAS &6t S A
EQ| 2t @0 8EHY = JASLICHIIEd 2 EdetE). OS2 1 BE= 25 RASQL 2HH
O] A&LILCE.
Ethernet Interface @

Interface Name

Comment
Interface Type | Layer3 R
Netflow Profile | None B
Config IPvd 1Pv6 SD-WAMN Advanced
Enable IPvé on the interface nterface 1D | EUI-64 e
Type | Inherited B
...... refix Poo
Address Assignment Address Resolution Router Advertisement DNS Support
Enablr: Router Advertisement
Min Interval (sec) | 200 Reachable Time (ms) | unspecified  ~~ D Managed Configuration
Max Interval ¢} | 600 Retrans Timer (ms) | unspecified - |:| Other Configuration
lop Limit | 64 ~ Lifetime {sec) | 1800 DC;\lu'.-i:anL'y Check
Link MTU | unspecified R Router Preference | Medium W

2. |4 QIE{EH(X), YotH0| ELi= RA AtO|Q] £ A QIE{E(X)S HEYLICHE?l = 3~1,350, 7|
=42 200). YotH2 AFEXI7F Aot 220t A[thg] A0]Q] @fole] ZHAC = RAS 2L
Ct.

4. 2hA miZlo) cHslf 22t0|HE| M5t H 5
AR T |22 ARSI X HE[X| (sS MERIL|CE

5. ZZ0|ME M2y 2|3 A M4 THR(MTU)Q! Link MTUS AEBILICHHS

1,280~9,216, 7|2 4/2 X|HE|X| 4SO0|H A|AE 7|22HS 2|O|gfL|Ct,

—

|_|_|_

A L—

6. T Jts AlZH(ms)S 220U ET HZE 7HsA &0l HIAIX|S 418t = 0]R0| HE 7HsSiCt
17N SHE O AMEE 2|k thel2 ME™L|CHE 2= 0~ 3,600,000, 7| =222 XML X| ¢
).

7. 0|2 2K HAIXIS M EsH7| ©oj| 2et0|HET} 7|85t AlZH-E|X)E2 2
EFO|THQ! M & EFO|H(ms)E MAHBILICH XS A|ZH0| gl= AR X HEX]
CHEHSPI= 0~ 4,294,967,295, 7| £3/2 X ™HE|X| 3).

8. Q7 J7|7HX)S MXst0] 20| ETL St S 7| E AHIO|EQI0|Z2 AT AIZH(X)S X|FE
LICH&E 2= 0~9,000, 7| 2442 1,800). 02 &otH0| 7|2 H|O|EL)0| 7t OFEH 2 K| HILICH &

=
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STEP 12|

10.
11.

12.

A
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A
1
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R AIZHO| RtR | S20[AEE= 7|2 2t S50 M ot o532 Mot T E 2t*HE
7|2 A0 EQIO| 2 ArE ey

RASE S AER HIje M2 THE 2fRE0| & 0|dof d&E ABH0|A7t s B3R 2fRE 7
2 a2gS 2Lt £33, 5 F= {32 JUiA 24 &9|2 UHEIL= RAZI & 115t= 2
H=20|H 2 AE= @ =917t O £2 2tRE| HFAE AFE L

#elE s S MBS0 DHCPv6S S8l FAE ALEY =~ S S 220|E0| LIEFHLCH,
7|EF 1S tIEf5I| DHCPvES Soff THE 4 FE2(0: DNS 23 2H)E MEY = USS
Sct0|AE0f| LIEFHLITE

Lty =els MENSIo] ot o| CHE 2tRE{0M B RAZE 230 Yetel HEE e[ @
=X ZQlot 5 gfLict PotH2 2 LK 7[S gLt

= OIE{T|O| A0 CHEH DNS XS gL},
DNS X| & S MEHBFL|CY,
DNS I+ U MHE EM3tst i DHCPV6 S-=

A

T
« DHCPvV6 - DHCPv6 M7t DNSAHF U A HEE ELE= SILICH " FAI =2 ME
SHLICH DNS X7 Wl M7t DHCPv6 AHO|| /= B A2 CIHI0|A = HEA 20
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MUEHOZ EE Tl & ASLICL (F4 2 "M T4 fRES ULAR 788t 3
? BFAF 22 §lS0] gLt

Ethernet Interface

Interface Mame
Comment
Interface Type | Layer3 ~
Metflow Profile | None o
Confg IPvd IPvé SD-WAN Advanced
Enable IPvé on the interface Interface ID | EUI-64 o
Type | Inherited e

Show Prefix Pools
Address Assignment Address Resolution Router Advertisement DNS Support

DNS Recursive Mame Server Domain Search List

Type | DHCPvé ~ Type | DHCPvé

Prefix Pool | Mone R | Prefix Pool | None

n Cancel

« =5 -DNSH7 LY MHE +522 FIYLIC Al IPv6 25 F7HRLITHO:
2001:4860:4860:0:0:0:8888). A|H2| R& 7|7t Y=g CH QI (Rt E &

=
2! B0l A ek ghyah Z|o Qe ol & v ArO|2| ZEILICE 7| &2ak
Ethernet Interface

|

200X QL |Ct.

@
Interface Name
Comment
Interface Type | Layer3 w
Netflow Profile | None o
Config IPvd IPv6 SD-WAN Advanced
Enable IPvé on the interface Interface ID | EUI-64 o
Type | Inherited e
Show Prefix Pools
Address Assignment Address Resolution Router Advertisement DNS Support
DNS Recursive Name Server Domain Search List
Type | Manual £ Type | Manual e
[ | servER LIFETIME O | pomain LIFETIME
/] 1200 /] 1200
®add O Delete ®add O Delete
Cancel
o St SIS oo e}
3. ool AM E25 2t LSS MEfRfLCt
 DHCPv6- DHCPv6 AH{7} =0l A =5 FYEE BLES gLt §FA 28 U8 Y
N L — IT
LICt =0l M Z=0] DHCPv6 MH{OIM 7t =2 3 M4 E B M 0| A= HEAR 20
= SE A A = [e) = [@)ex k=1 o)
MtEHoz HHE TPl = AGLICH (F4 Y HolM 4 REE ULAZ #det &

F HFAE2 gIS0] "Lt
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e TE-THYU AMEES 2502 FHTLICHL Mot EOQ 0|52 YXMBHY| o
HOIAFS FIHELICEH o€ &3, company.orgE =

DNSC| ££ 0|E0| =72 Domain
SILICH EOQle] K& 7[7HS U SLICt Q= £|C QIEE(EIRE L oA 24Tt
D)k 2O QIE{H | & Hf ALO|Q] ZfULICE 7|24 2 1200 LI CY.

STEP 13| M&E

25|

QIE{H[O|AS ME St H 2

o

STEP 14| 2{gigtL|ct,
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STEP 15| ole{H|o| A0 Chet DHCPvE M EE FLICt
1 UYEL3>OHHO0|A >O|HY E= VLAN E= AE O
2. PHE QIEHO|A HollM IPFA BO
7t O] DHCPv6 22I0[HEof| Sefot MH S FL|CH,

O X pHCP Z2}0]

0
0

= QIEMHO|AE MEHTHCIZ DHCPV6 2210[HE ENY FE HA|E MEiY
(@]

o OIS ool S ME2 ISPS efot QIE{H[O|ATHH[ YAl FALF YA FAE SUMSE &
GELICH g2 2l A2 & 4 B0 HEE LT

GEAL 1Y M2 QIEHO| AT S AES ofStE o4
gE A= GFAE UM EE EHEU T

DHCPvé Client Runtime Info

Interface ethernetl/4.10
Rapid Commit Disabled
State BOUND

E| OIE{ 0| AT RAVA SAEQ

@

Server fe80:20c:29if:fe91:c038
DUID 000100012a507945000c2991c038
Preference 100

Server

|Pvé Address (Non-Temporary) 2001:14::176:14:16:50
|Pvé Address (Temporary)  2001:14::2cd2-6f0e:d114:c303
Remaining Lease Time 29 days 23:35:42
Gateway fe80-20c:29f:fe91:.c038
DNS Server  3ffe:501:Mff:100:200:ff:fe00:3f3e
DNS Suffix  testexample.com
example.com

IAID 19010100
Prefix 3ffe:50a:c791:/48
Preferred Lifetime (sec) 604800
Valid Lifetime (sec) 2592000

Prefix Delegation

Show Prefix Pool Assignment

Renew

4. HEAE Y HAIS MENSHH 2t S AEO
B O| A7} SAEO| Hi LS}

ok At |

—

= S
7|18te 2 5t MAC a2 fdE), 2teH 7|2 43 3 2l

CHH AP 21 QIE{T|O] A | CHBH AMEl THEAK
HEAD, A4 QIE{T|0|A XHH|S SEE IPV6 EA(YEAL

BT o|A HEE = o+ ASLICH

Release Close

o

i
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Prefix Assignment @
INHERITED ROUTER

INTERFACE INHERITED PREFIX ASSIGNED IPVS ADDRESS PREFEREMCE STATE
ethernetl/5 3ffe:502:c791:/64 3ffe:50a:c791:0:250:56 . fe9 3:6dd4 high ®
ethernetl/s 3ffe:50a:c791:1::/64 3ffe:50a:c791:1:250:56f:fe9 3:3eb7 high [

Show Prefix Pools Close

DHCPv6 22t0|HE = MO A /482 T FAL ZO0|E QESHLT AKX T st
HEAES 164 YFALZ LIS O] A2 QI 0| A0 @ [EMSLICH A=l 0l
O|AE 64 TFALSE SAEQ LEIL|ICE

S. TEALE FAIS MESI] MM E HEAL ZS 2QIRtLC

Prefix Pools

POOL INHERITED REQUESTING REMAINING | PREFERR... | VALID INHERITED
NAME | PREFIX DHCPVé SERVER ID INTERFACE LEASE TIME | LIFETIME LIFETIME | IAID STATE INTERFACES
test- 3ffe:50a:c791:/48 | 000100012a507945000c2991c038

pool

ethernet1/4.10 29 days 604800 2592000 19010100 e ethernet1/5
23:31:08

ethemetl/é

Close
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STEP 16| 0] et TS 4120 #2| 2AI6H2{3 DHOPVE AH{0IA DHCPVE UTHE ZAlg]
CHECH 71zt EAgiol).

1. HES3 > AHIO0|A > O|E{4l & VLAN E£&= AE J5S MEgiL|Ct
2. P Q0| A WO IPFA Do S DHCP 22t0|AE 23S MefgiL|Ct
3. DHCPv6 S2t0|HE ZIEIY T E otEH0l| A B AlS MEHSLICE

DHCPvé Client Runfime Info @

Interface ethernet1/4.10
Rapid Commit Disabled
State BOUND
Server feB0-20c:29f-fe91:c038 Cerver
DUID 000100012a507945000c2991c038
Preference 100
|Pwé Address (Mon-Temporary) 2001:14::176:14:16:50
IPvé Address (Temporary) 2001:14::2¢d2:6f0e:d114:¢303
Remaining Lease Time 29 days 23:35:42
Gateway feB80-20c:29:fe91:c038
DNS Server  3ffe:501:fff:100:200:0-fe00:3f3e

DMS Suffix  test.example.com
example.com

141D 19010100 Prefix Delegation
Prefix  3ffe:50a:c791:/48
Preferred Lifetime (sec) 604800
2592000 Show Prefix Pool Assignment

Valid Lifetime (sec)

Renew Release Close

M

4. DHCPv6 S2t0|AE ZEIY B E EELICH
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STEP 17| R% 7|7t0| Ct2E|7| Hol| S40] O 0|4 LRHK| 9f2 Z DHCPv6 AH{0|A 7b 2 Cts
DHCP SM & S LICt,
o I2[EA
. IPv6 A (HIYAL)
« IPv6 T2 (Al
o =2 E|A A
. HO|EYO]
- DNS AH
« DNSAEZA
Q A= IPFAS HSIH HEXZ HAZES 510 #e| ANAS ffof Fd= CHE ¢l
EHO[AT} gle 29 WotH S 2ta|e =~ gl BHELICh
1. HEYA > QIEm0|A > 0|4l = VLAN E= AE 122 MEISIL|CE
2. FHE QEHO|A el |pFA BoA 5K DHCP 22t0|YME A3 5 MEiBtLIC
3. DHCPv6 22I0|21E HHEIY Y& ot HOj|A Z2|AS MEiBfL(Ct,
4. DHCPv6 22t0|1E MEtY Y S ThaLCt
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2| QIE|H|O|AZS DHCP Z22[0|HERZ 14

= X|9I5IO 2 22| OIE{H|0| A 7F DHCP AL{ol|A]
St s} H0| SAE 0|27} Z20|1E AHXIS

L
- o
d 4= AT F Sh= DHCP &4 12 3! M 612 X[& LT

PAN-OS11.1.058H 2| QIHH0|A = 54| IPv6 =4 2 e X[ RIgfL|C,

712X Oo2 AWS % Azure™Ofl BHEEl VM A2 X HotH 2 22| QIE{H|0| A S DHCP 220|HEZE A
8ot HH |P ATt Ot sie IPFAE 7P ZLICH 221 E i E0l= 0| 7|s0| MBS dh= Ats%t

7t Ueotr| M2L|Ct 22| QIEH 0| A 2] DHCP= AWS 2! Azure| VM A|2| X BtstH S X|Q[stn
VM A|2|= 2hotHo| Cis 7|2 X O 2 THA JUESLICH WildFire 5! Panorama 2 29| 22| QIEHH[0[A =
O] DHCP 7| s& X|#dHXA| @f&LICt.

. SHE0] 7|5t Bk BH(VM AJ2|X Ofd)e] B ThSetE HA IP FAR Bl QI
I0|AS TAOHIAIR

+ WetH0| DHCPE Stff 22| QIE{H0|A FAE 8Sots 22 oY YetHs M3t
DHCP AMH0| MAC F=4- 0ot 2 EfLIC
IP =AZ QX|SHE 2 SL|CH DHCP A{B{7
OS2 OJ3f| OIE{m| 0] A 2

22| QIE{H|0| A S DHCP 220|U EZ F45t= B Lh3 Mot Aol M E €Lt

mjo

2|

MO 213 (HAL = HAL 2 2]), TIO|E 3 (HA2 == HA2 #iY]) T = T2 T (HA3) S

HA T40iM 22| QIHIO|AS AFE Y &~ IS LICH

« AMHIAZZ2E AL F2Y I MGTE A4 QIEHO|AZ MEdS o~ QIS LICH (Device > Setup >
Services > Service Route Configuration > Customize). 12{Lt 7|22t A2 S MEHSIO] 2h2| QIE I
O|AE Soff j2lg 2tRE Y & UASLICL

o 2| QIEHO|AS] SH |IPFAE AMRSI0 HSM(SIERIN EoF 2E)0| HEE 4= glELICH HSM2
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STEP 8| (ME AtSh DHCPv6 AHO|E Q0] =AE EQIEHL| T,

1 cLiof &MAZL|CE

2. >show dhcp client ipv6-gateway-address
STEP 9| (~Ef At2h) DHCPv6 2210IHE HEE SLCt,

1. >show dhcp client mgmt6-interface-state

2. TAE 0|2, IPv6 T2, life-starts, max-life, Preferred-life 5! dhcpv6-serverS 2HQISHI AL,
STEP 10| (M= Akt o 71Ztof 7¢L0] DHCPv6 A 2 DHCP YCHE ZAlgtLCt,

Ol S22 HEXT ZHE HIAESIAHL sl 2 T M2|gtLCt.

1. >show dhcp client mgmt6-interface-state
2. A
STEP 11] (4151 A2)) DHCPv6 AH{ 0 A B2 DHCPVE A S 2| ARLICH (SLAAC FaE 2| AR X o
A
&LICE)
Q 2| A= IPv6 FAE SHHSIH HEXHZ HES B0 #He| HMAS 2o el O E
QIHmO|AY} Gl 22 St g #ale o~ gl BHELICH

>show dhcp client mgmt6-interface-state
2. 2lg|A
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X[, QIEH[O| AT} Thef 2t RE S HHof 2 EUA=X] 2Rt T,

STEP 1| DHCPZ3|0|Z MEHEIL|CY,
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Network > DHCP > DHCP Z!g{|0| = MEHSIL|CY,

STEP 2| DHCP 30| 00| EZ} EAIE 2 DHCP MEQ| IP FAZE X|™ELICE.
1. QIE{m|0|A ZE0|M DHCP 28|0] Of|0|MERZ AF2% QIE{T|0| A S MEHBIL|CY,

2. X|He DHCP MH FA29| RHS LIEtLHE IPv4 &= IPv6 & StLIE MEfsiLCE

3. IPv4E MEiot 22 DHCP At IP 4 T =0 A DHCP HIAIXIE Z2(0]2 DHCP MH{ o] =
A5 FIfe o

4. IPv6S L1Eipt 2 DHCP MH{ IPve 4 T E0] DHCP BiIA|X|S Z2{ 0| DHCP M| 5
£ FUILICH HEPHAE FAE X|Fots 39 2l QIEH 0| AR XFeL T

S (W AR O M HAIE BH=B10] 1P 4 THY RS 2T 8712 DHCP M| 45 =L
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DHCP Z2L|EH2 B! 2X| s &

CLIOAM HHES A5 DHCP A7t &AL DHCP 220 HE7F SetEl 58 =4 THO| AEl
2 2 & Q&L|CH ESE A|ZH0] XDHE|0] AP O 2 SiA | 7] ™ol ACHE oA 4 U &L|Ch

« DHCPAH HE B7]
« DHCP 2| A A
« DHCPZZI0|ME HE H7|

« DHCPY| CH? OO =5 &

DHCP At H& H7|

DHCP Z E7|, DHCP A7} &t IP =4, SllE MAC 4, QUCH AEH & 7| 2H QUCHIF AIREEl A|ZHS
He{H O 2P S 2HSIMAI L, FATHOAE A2 AME B i D2 S LIEHHH ## st =
# ##O| QS LICH /AT7t 2Hptoz 2H =l A2 ##E 0 0210] EA|ELICE

fjo

© DHCPZE E4|, &= DHCP AH 2| IP =4, MAC =4, QUCH AER B! 7|2 QL A|ZF A|ZHS ZL|Ct,

admin@PA-220> show dhcp server lease interface all

interface: "ethernetl/2" Allocated IPs: 1, Total number of IPs

in pool: 5. 20.0000% used ip mac state duration lease time
192.168.3.11 f0:2f:af:42:70:cf committed O Wed Jul 2 08:10:56 2014
admin@PA-220>

mw

© DHCP MH{7| S2t0[AE0| LEot 58S SLICH

admin@PA-220> show dhcp server settings all

Interface GW DNS1 DNS2 DNS-Suffix Inherit
source

ethernetl/2 192.168.3.1 10.43.2.10 10.44.2.10
ethernetl/3 admin@PA-220>

DHCP 2| A S{A|

DHCP 2[AE dliMot7| ?let R 71X SM4 S 7HE LT
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© EREOIH7I AsC2 2SS SME 7] Hoj o|H 29 €2,
2|~ E oMLt siE FA= IP S0 CHAl AFE S 4= JASLICE.

o e

QIHM|O|A (A H) S| B2 =l DHCP

admin@PA-220> clear dhcp lease interface ethernetl/2 expired-only

© EHIPFAQ 2[AE SHAELICHHE =04, 192.168.3.1).
admin@PA-220> clear dhcp lease interface ethernetl/2 ip 192.168.3.1
® 0|2 =04, f0:2c:ae:29:71:34%F Z

Z2 EE MAC T2 2[A S SiHRLICY.

admin@PA-220> clear dhcp lease interface ethernetl/2 mac
f0:2c:ae:29:71:34

DHCP 220|HE MH H7|

0| DHCP 22}0|9IE R XS E of Yo

" dtsteo2 [
& OfLIE ArEELICH

op

el RS
C =

>
oo
=
10

>~
m

MEHE EH{™ LS CLI A

@® admin@PA-220>show dhcp client state <interface_name>

® admin@PA-220> show dhcp client state all

Interface State IP Gateway Leased-until

ethernetl/1 Bound 10.43.14.80 10.43.14.1 70315 admin@PA-220>

DHCPO|| CHot ClH O =5 &

A
— T d
DHCPOI| CHet CIH 1 =52 2ot ™ Ot

glo

BY F SHLIE AFSSLICH
® admin@PA-220> debug dhcpd

® admin@PA-220> debug management-server dhcpd
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DNS7H&

DNS= AFEAZHIP A4S 719e 27t 910 /W8 ARE7HIP =201 0HEE Hoist 29l =0Ql o[F
S NEY 2 S HE/Z 2[220 Chet MEX} M AEZ THSSH ot SRS dets AL

CH. DNS= SZ0[AE/MH 2 S AFEELICEH DNS M= FHA|0|A E0Q1S 2|6t 1 HRot Z<2 of
T IPFA2 ZEf0|AE0 SHEY 4 US WX CHE MBH0]| 2| S TE5H0 DNS 22t0|E0f| et
HelE 2L

COQ! 0| E2 DNS A= ASMYLICE Z0iQl o] F2f £[A&% =HQ(TLD)2 YEF TLD(gTLD): com,
edu, gov, int, mil, net == org(gov & mil2 0= &) £= =77t ZEY = JUSLICH (ccTLD)(0ll: au(=
) E= us(0l=)). ccTLDE LRH L= 77t 8l S& XHE 22 0f|H| = 0f AS LT

FQDN(HtetE =00l 0|8)0ll= 2| A%t AE 0|5, & I 7 0@l 2 DNS AN S AEQ]
SIX|E 2tH5| X[Hot= TLDZF e L|CE o & S0 www.pal odtonetworks.com2 FQDN ! L L.

Palo Alto Networks® t2H10| AF2 X} QIE{H|O] A = CLIOIA FQDNS A2 & mOfC B3t 2 DNSE
A5t SHE FQODNS 2 QIsof BfLICH FQDN FH2|7F A|ZHEl 2| X[of e} BatH 2 2| S s Z2st= o
ArES DNSHE S AF gL Ct,

FQDN2| DNS 2|2 =0f= TTL(Time-to-Live)Z{0| EO*EIEH J2MOZ dIsiHe £

MEECHIAL 22 BRLE TTLO| £|A FQDN MZ I8 AZtS 1 48HX] gf2 H 7|2 MdFol 30jc
oF =gt mff, JHE TTLO| 7|EHSH FHAIO A Zf FQDNS MZ DA SHL|CH TTL 242 7|8 O 2 FQDNE M
2 XK= A2 178 MHIAZS EESHY| 28] AFF= FQDN2 MZ 11 M0F ot= 225 SHE AH|
A0 CHot HAMAE Bt O E5| REFLICE 0IE S0, Autoscaling2 K| ¥ ot= 2225 282 A
HIAS SXOZ of%f 8l £A4517| 2T FQDN oif & =0f| 2| &38HH, FQDN| H2 A== O|2{5H A[ZH|
DIZSH SHHOA 02 SQELICE.

|~ FODN M2 1

%4 FQDN M2 13 AZts 4510 ot 0] M Esth= TTL 419 22 37| S MetefLth 1P F47t
X HEE X o= 22 YotH0| =52 SHQ0H MZ 2XX =2 o 2 A4 FQDN M2 10F Al
S 28 5 ASLICH LoH2 DNSTTL AlZE 1 £[4 FQDN Mz & AlZtS O 2 AlZts
ArE28L|C

o2 =0 & 712 FQDNO|= LS ot 22 TTL 440] U &LICE XA FQDN MZ 1A A[ZH2 O 22 (Hh
2)TTL gt MMEelgfLCt,

TTL Z|4 FQDN M=z & =260 22 [ AH Mz D& A7t
FQDN A 20 26
FQODN B 30 30

FQDN M2 1% EfO|HE= EaetH0| FQDNE 2fQ15tH= DNS M = DNS ZEA| 7HH 252 DNS S
B2 A o A|ZHEILICE

H= T -2
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Gt 24 Ami [ 7120l 2 0 DNS Afof 04| el et

PAN 0S11.2.1 0|4 H2|ALEE DNS ZEA|0| 252tz DNSE AR S &~ JUSLICH ok 22| QIE I 0|
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XHoHQl e 23 gl Hots AohetL|C A S SHEl DNSE CFS ClHFO| A ZH| ShAi S| T,
. 22| QIE 0| A S| B EistH I} DNS AH 7H0]| 2= SH=l DNSY| Al S| T,
« DNSIZ=AIQ HR AT otEl DNSE Yoz LMot 4~ UGLICH F, Yt 0| DNS 22H0|HE
) 0l

Ol A 2t0tS0l= Y= otEl DN DNS AH{0]| AtE S F=otel
DNSE ot 7HX| R &BF X|ge 4= JAELICH.

HISIH2 = 71X DNS Y o3t K88
DNS A7t &t 2tEl DNSE HES
ZZ DNSMHZEH SE S BHX| 2%) BIotH0| 7|& DNS(YEH HIAE)2 S| T =2 o 4= QIEL|C} ¢l
EH 0| A0 2SotEl DNSE 7146H= E 2 S QIE{H|0| A= TCP ILE 443 &£ = 8530 A CHE EefE]
2 s AE M= o ZLCH

X|IIELICH HTTPSZ £8F DNS(DoH) % TLSZ £ % DNS (DoT).
L R[S Al 40| ZTHEl (AT TOP IBH A 2F Lo 3 e 2
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Proxy Auto Configuration
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PAC File pac-file-content.js

The PAC file is a commonly used setting for firewalls, and it does not support folder-specific settings or inheritance
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1
PAC File Editor Revert to Default
Edit your PAC file. Please validate before you save.
1 FindPr ForURL{url, h
2
3 r ed ip = dnsResolve(host);
4 (isPlainHostName(host) ||
5 shExpMatch(host, "*¥.local") ||
6 isInNet(resolved_ip, "10.0.0.0", "255.8.8.8") |
7 isInNet(resolved_ip, "172.16.8. "255.248.8.8") |
isInNet(resolved ip, "192.168.0.8", "255.255.8.8") |
isInNet(resolved_ip, "127.0.0.8", "255.255.255.0"))
"DIRECT";
(url._substring(®,4) == "ftp:")
"DIRECT";
(shExpMatch(host, "*.okta.com") || shExpMatch(host, "*.oktacdn.com"))
"DIRECT";
(shExpMatch(host, "*.acs.prismaaccess.com"))
“DIRECT";
"PROXY foo.proxy.prismaaccess.com:3888";
Cancel
(=) 35 ol S
3. HZAg &ARStH A S NESL|CH

PAC It'22 Srata Cloud Manager HIH EQt #tHEl B = BiotHol| M L|C}
OfC} CHE PAC THO0] HRtt 22 ofiE &otHo)| e
OF gfL|Ct.
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3. YWIEEA(ZZZM AQHE METILC

Edit Deployment Profile X
VM-Series
Profile Name l P?Xﬂ
* Number of Firewalls 1
Planned vCPU per
* Firewall | ©
* Security Use Case Internet Security - Advanced X v
Customize Subscriptions SD-WAN
(2]
Global Protect e
Web Proxy (Promotional Cn’f@r_‘.'E
Use Credits to Enable VM For Management
Panorama
As Dedicated Log Collector
Protect more, save m Dl‘-E'a
Calculate Estimated Cost

4. sz Z2Y Yejo|ES SYBILIC,
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Explicit Proxy Configuration @
Proxy Type | R |
None
@ Revert Al Explicit Proxy
Transparent Proxy

L

3 sus mEA 2N BEAL,

Transparent Proxy Configuration @
Connect Timeout | 5 J- ‘

Upstream Interface

Proxy IP

DNS Proxy
4. AZ Xt AlZHE XIFBH0] ZEAIZE Y MH{O|M TCP SES 7|t AlZhE)S oLt

XIHE AlZto] Hatet 20|z SHO| goH TEAIHAES F&LICH
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Cf.
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1 M >NATE MEiStD NAT FM JAlS FIHefLCt
2. 1Rcto|Eg Ystn {18 OF 40| glSIX| 2folst CHS NAT RS MEtgiL|Ch,

NAT Policy Rule

General Original Packet Translated Packet

Name | Proxy_NAT _policy

Description

Tags
Group Rules By Tag | None
NAT Type | ipvd

Audit Comment

Audit Comment Archive

Cancel

3. YIE IR MEHStD ARE 4 U TS AA HAOR EIIGIH B TEA|S TEret O
E{H|O| A ThAt HIS MEfStLCt
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NAT Policy Rule @

General Original Packet Translated Packet

Destination Zone
[]Any Any Any
[[] | SOURCE ZONE ~ Proxy-zone “ | [[J | SOURCE ADDRESS ~ [[] | DESTINATION ADDRESS ~
r
= Trust

Destination Interface

any
Service
any
(HAdd ©) Delete (¥ Add () Add

“ Cance'

. o o = . . 3L O o . .
4. HotEl Ii2le MEHSET AA a4 Hetof choh Het @50 glSeIX| gtelgtL|ct,
NAT Policy Rule @
General Original Packet | Translated Packet
Source Address Translation Destination Address Translation
Translation Type | None v Translation Type | Dynamic IP (with session distribution)
Translated Address | 1.1.1.1
Translated Port | 8080
Session Distribution Method | Round Robin
= o . 3L O = .
S CHah =4 Hetof ot Het RFYOR 55 |P(MM B ZEHE MERFfL|Ct
. = .
et E 2l £ YL

7. HolE| TEZ 80802 QA TILICt
I Hr(of: 2t E 2ENS MEfsiL|Ct
MM 28 &H2 B TEAN HEXX| ASLICE
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STEP7| ZEA| E2fLg 51251 2L = 8 2Ot HMS T ABiLCt
1 DNAT 7% CHS0| 2 A HEY 3 Fa HEH(SNAT) HH 7212 L HBfLCH
2. Epfjulg Sooshs 5ot HMS AHLICE
TEA QIEHO|AS Eofdot= FYs a2 FHO = MEPILITY
3. (MEfAIOlX|BE T E) IHA| > e Rost T2 LS MEHSE T At QIZM(SAN/CN)2H SNI
EYX| Al MM KHEHE MBSO Xt 22 SNI(Server Name Indication) 7t A 215 A<t L XISt
X b= BE MES AR
Decryption Profile @
Name ll l
SSL Decryption No Decryption SSH Proxy
SSL Forward Proxy SSL Inbound Inspection SSL Protocol Settings
Server Certificate Verification Unsupported Mode Checks
D Block sessions with expired certificates D Block sessions with unsupported versions
|:| Block sessions with untrusted issuers |:| Block sessions with unsupported cipher suites
["] Block sessions with unknown certificate status [T Block sessions with client authentication
D Block sessions on SNI mismatch with Server Certificate (SAN/CN) Failure Checks
[7] Block sessions on certificate status check timeout
. . . i D Block sessions if resources not available
D Restrict certificate extensions Details
D Block sessions if HSM not available
\:I Append certificate's CN value to SAN extension D Block downgrade on no resource
Client Extension
[] strip ALPN
e session information is cached for 12 hours, so future sessions between the same host and server pair are not decrypted. Check
Cancel
4. S2I0|AESL ZEA| D50 s DNS IEA| MH{0f| Ciot HNAS HESIEE HM 1Alg
T
S Z2O[HENM IEAZO| EBTS 8 EE FM A2 FHeLICH
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o
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Strata Cloud Manager
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AEfBIL( T,

=
Edit Deployment Profile X
VM-Series
Profile Name l PQXﬂ
* Number of Firewalls 1
Planned vCPU per
+ Firewall | 8
* Secy Jse Case Internet Security - Advanced * v
Customize Subscriptions SD-WAN
(2]
Global Protect e
Web Proxy (Promotional C]ffer_‘.-E
Use Credits to Enable VM For Management
Panorama
As Dedicated Log Collector
Protect more, save m DI'-E'9
Calculate Estimated Cost
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Fro +  Pros
Proxy Settings
Mode () Explicit Proxy @Trunsparent Proxy () None
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Add Transparent Proxy Policy Rule

General
Name * rule_demo
& Enabled
Match Criteria
%) SOURCE
Addresses (2)% OAny @ Select

1234 X Dadsest x

(5 SERVICE

Service

service-http

* Required Field

Description

%) DESTINATION
Interface

any (any interface)

Addresses * @ Any O Select

_— “
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Transparent Proxy Configuration
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Single Sign On2 ME4BIL|CE,

Explicit Proxy Configuration @

Connect Timeout | 5 |

Listening Interface | ethernet1/1
Upstream Interface | loopback.100
Proxy IP
DNS Proxy
D Check domain in CONNECT & SNI are the same
Authentication service type SAML/CAS @ Kerberos Single Sign On

Authentication Profile | Auth-Profile-kerberos

@ Revert Al “ Cancel
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DNS

STEP 7| (M= Abgto| X2t HEE) Ecfuiof chet &t S50t HHS A2 SHE 22 Strip ALPNS ME{5He
ALPN(Application-Layer Protocol Negotiation)0i| Al 2{2 XA EfLCt,

O] SM0ll= HTTPS/t HR LT

Decryption Profile

Name | decrypt2

SSL Decryption No Decryption | SSH Proxy

SSL Forward Proxy SSL Inbound Inspection SSL Protocol Settings

Server Certificate Verification Unsupported Mode Checks

D Block sessions with expired certificates D Block sessions with unsupported versions

|:] Block sessions with untrusted issuers |:] Block sessions with unsupported cipher suites

[ Block sessions with unknown certificate status [ Block sessions with client authentication

D Block sessions on SNI mismatch with Server Certificate (SAN/CN) .

Failure Checks

[ ] Block sessions on certificate status check timeout
. . . [ Block sessions if resources not available

D Restrict certificate extensions Details

[ ] Block sessions if HSM not available
D Append certificate's CN value to SAN extension

[ Block downgrade on no resource

Client Extension

Strip ALPN

Note: For unsupported modes and failures, the session information is cached for 12 hours

, so future sessions between the same host and server pair are not decrypted. Check
boxes to block those sessions instead.

STEP 8| agtAlof 4 GBS olE mame MetgLct,

— = L1

=

STEPO| g m2 4| 7440| LI{X| £H74E 2

— —

2L

SAML 91 #+M

A A TZ2AIE Q3 SAML 2150{= Panoramalt 2212 E MH|A Z2{ Q1 HHA
3.2.1(0| A ) O] HRBfL|Ct,

o = = o A & S [ I ol
TAIE B ZEA0f Chet SAML 7[8F 15 42 Efeoldty| ffol 2oty &= Panorama= 2 2t E2i
oL s ol= o Q S Sl o = =S =1¥e]
oS 5 8otz LS A s M52 WHYLICH PanoramaE AHE0t= 42 AlS Ea2{H JiE Yoty
o | S
= MEsoF L Ct
Source Destinanion
NAME TAGS TYPE ZONE ADDRESS USER DEVICE ZONE ADDRESS DEVICE APPLICATION SERVICE ACTION PRO
1 SWG-allow-vpe-dns-rule none universal g swg any any any any 2 any [ dns %% application-.. @ Allow 5]
2
| 2 SwWG-block-unsollicited-dns-rule none universal P24 swg any any any any 2 any & dns 2 application-... 8] brop none
|
=
3 SWG-allow-outbound-auth-domain-rule none universal P swg any any any any any any any any @ Allow none
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- SWG-Allow-VPC-DNS-Rule- & T=A| &

AEZ| O]

— 0O =

HX DNSMH FA= E2fE0] MEEE=E 518 L CH

plaVle:

E{T| 0] A}

N

SHONM & Z=AI9 V]2 &

O PA-3420

DASHBOARD MONITOR  POLICIES
Virtual System | vsys3 v
&= Security
3 NAT
2 Qos
B Policy Based Forwarding NAME TAGS TYPE
BRI 1 SWG-allow-vpc-dns-rule none universal

@ Tunnel Inspection
B Application Override
¥ Authentication

CF Dos Protection

@ sp-wan

Policy Optimizer

3 New App Viewer 1+
(3 Rules Without App Controls 2
A Unused Apps o
[, Log Forwarding for Security Ser
= Rule Usage

) Unused in 30 days

) Unused in 90 days

B Unused

< >|<

Object : Addresses (@ Clone

ADDRESS | USER

Source

DEVICE | ZONE

any any any

©) PDF/CSV_ [] Highlight Unused Rules

Destination

ADDRESS DEVICE
2 any
2

View Rulebase as Groups _Reset Rule Hit Counter ~

a
SO
Zitems | X
APPLICATION | PROFILE ACTION SERVICE
dns 58 v Allow % appid

| Anti-Spyware Profiles: SWG-DNS-Security-Profile

Test Policy Match

CESH ehotH e TiQst Eafmls
ProfileS Mgt |Ct

Profiles (Read Only)

Profile Type

Antivirus

Vulnerability Protection
Anti-Spyware

URL Filtering

File Blocking

Data Filtering

WildFire Analysis

5185t7| el OtE[ATO[Y0f ZZ LI SWG-DNS-Security-

©)

Cancel
A= MM e FXQI SWG-allow-vpc-dns-rule2 O] T2 LS s E2fof

HELLICE
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Anti-Spyware Profile (Read Only) @
Name
Description
Signature Policies | Signature Exceptions | DNS Polici DNS Exceptions
DN Policies
(oY 10items | 3 3
D SIGNATURE SOURCE LOG SEVERITY POLICY ACTION PACKET CAPTURE
+ : Palo Alto Networks Content
[] default-paloalto-dns sinkhole disable
- : DNS Security
[] AdTracking Domains default (informational) default (allow) disable
[] Command and Control Domains default (high) default (block) disable
[] Dynamic DNS Hosted Domains default (informational) default (allow) disable
[] Grayware Domains default (low) default (block) disable
[]  Malware Domains default (medium) sinkhole disable
[} Parked Domains default (informational) sinkhole disable
[J  Phishing Domains default (low) sinkhole disable
=) : Y b e ateabin

DNS Sinkhole Settings
Sinkhole IPv4.

Sinkhole IPv6.

Block DNS Record Types

« SWG-block-unsolicited-dns-rule- @ Z=A[Q| 7|2 5! EX DNSAMH FAZ SH= ¢ EcfT
2 KpohetL|c,
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« SWG-Allow-Outbound-Auth-Domain-Rule -(SAML Q15 S AtE5tE HAIN T2A|0tSiEH g E2
A HAEEZ QIEHO[AT Q= FHON SEIRE MH|A S ORIC 20| Efl 2 5{EF LTt
Security Policy Rule (Read Only) @

General | Source Destination | Application | Service/URL Category | Actions | Usage

Name | SWG-allow-sutbound-auth-domain-rule

Rule Type | universal (default)

Description

Tags
Group Rules By Tag

xS M= 7% SWG-Allow-0ubound-Auth-Domain-Real2 hybrid-swg-
authdomain-bypass URL &+ E i EcfT|of| HEgL|CH

Security Policy Rule (Read Only)

ce  Destination | Application = Service/URLCategory = Actions = Usag:

|.

0Ot

URL HZFQl hybrid-swg-authdomain-bypassO= Z4 SHQl0f| TRt AP Mol T4
50| Zet=|0f UELICE

MONITOR POLICIES OBJECTS NETWORK DEVICE

tiem |5 %

0 [ name LocaTioN TvpE MATCH

() [hybrid-swg-authdomain-bypass Panorama URL List * acs. panclouddev.com

(& Application Groups
n Filters

3 Devices

v @, GlobalProtect
[ HIP Objects
=2

STEPL| OFE| RASIX| QAQUCHH DHIR AL2XE @[St HAA TZAIZ LA BHLICE
Ol= 2to| AV Heot 2Oy0[A # IEA[ 215 5! PrismaAccess AKX TEAE 2|0t YEHHQI
Ol greHOIL|CH 27| Bl EF0FR 240l CHSE PrismaAccess HA| X T2A| AHS HA|XN ¢l T2 A
T MEELICH A&7 | Hof| HA AF2HS OISt 2he YiobeHof] ZEA[SHOF ©FL|CY,
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DNS

=
= i $i% gLt
1. CIHIOIA > AFSXHID > MR 4= U= AA SAS MEBIL|CY,
2. plEfgh 5 Qs AA FAO M S HYSI MEHE AHE o2 HAYLIC
Trusted Source Address @

Enabled
XAU on incoming requests from these source addresses will be trusted

D ‘ TRUSTED SOURCE ADDRESS ‘

() Add

3. X-QIBE AFEXHXAU)S 12 T4 JHHE Z=ItEtL|Ct
HAl = ME[E 5 Qe AN A0 CHSHIP A7 B Ct

4. sto|

STEPA| GAIN Z2A| TYUERT > T2A| > HAH T2A| 24)0A 215 MHIA REOZ SAML/
CASE MEfRILCY,

Explicit Proxy Configuration @

Connect Timeout | 5
Listening Interface | ethernet1/1
Upstream Interface | loopback.100
Proxy IP
DNS Proxy
|:| Check domain in CONNECT & SNI are the same
Authentication service type @) SAML/CAS Kerberos Single Sign On

Strip ALPN

To configure SAML/CAS authentication profile go to MobileUser - Explicit Proxy tab under
Cloud Services Plugin.

& Revert All “ Cancel
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STEPS| (Mef Abto|X|ot &) Ecfmof Ct ¢S S5%t
ALPN(Application-Layer Protocol Negotiation)Oi| Al

HME AHEot=

&S ML

O] SM0ll= HTTPS/t HR LT

STEPG| LIHX| CHAE etEsto] & T=A| 2 8(5) T4 ELICH

= o — =
== 1D 2T 21E
o) = = o ASLE o & = L L =
FAIA g TEA0f Ciet SAML 7[Bt 9IF e 2 Ehestdhr| f[ol Yot = Panorama= 220t E2i
o L =L L— o o o) = =L - o =
IS 5 85= L2 A2 MHs2 2 HHLLICE Panoramas AHE%tE 29 #AlS Ea{TH /8 Yot
o | S
2 MEfSHOF gLt
Source Destinanion
NAME TAGS TYPE ZONE ADDRESS USER DEVICE ZONE ADDRESS DEVICE APPLICATION SERVICE ACTION PRO
1 SWG-allow-vpe-dns-rule universal g swg any any any any 2 any [ dns %% application-.. @ Allow 5]
2
| 2 SwWG-block-unsollicited-tns-rule none universal P23 swg any any any any 2 any B dns 2 application-... [§] Drop nane
|
=
3 SWGallow-outbound-auth-domain-ule  none  univer al P swg any any any any any any any any @ Allow
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- SWG-Allow-VPC-DNS-Rule- & T=A| &

AEZ| O]

— 0O =

HX DNSMH FA= E2fE0] MEEE=E 518 L CH

plaVle:

E{T| 0] A}

N

SHONM & Z=AI9 V]2 &

O PA-3420

DASHBOARD MONITOR  POLICIES
Virtual System | vsys3 v
&= Security
3 NAT
2 Qos
B Policy Based Forwarding NAME TAGS TYPE
EIHEE 1 SWG-allow-vpc-dns-rule none universal

@ Tunnel Inspection
B Application Override
¥ Authentication

CF Dos Protection

@ sp-wan

Policy Optimizer

3 New App Viewer 1+
(3 Rules Without App Controls 2
A Unused Apps o
[, Log Forwarding for Security Ser
= Rule Usage

) Unused in 30 days

) Unused in 90 days

B Unused

< >|<

Object : Addresses (@ Clone

ADDRESS | USER

Source

DEVICE | ZONE

any any any

©) PDF/CSV_[] Highlight Unused Rules

Destination

ADDRESS DEVICE
2 any
2

View Rulebase as Groups _Reset Rule Hit Counter ~

a
SO
Zitems | X
APPLICATION | PROFILE ACTION SERVICE
dns 58 v Allow % appid

| Anti-Spyware Profiles: SWG-DNS-Security-Profile

Test Policy Match

CESH ehotH e TiQst Eafmls
ProfileS Mgt |Ct

Profiles (Read Only)

Profile Type

Antivirus

Vulnerability Protection
Anti-Spyware

URL Filtering

File Blocking

Data Filtering

WildFire Analysis

5185t7| el OtE[ATO[Y0f ZZ LI SWG-DNS-Security-

©)

Cancel
A= MM e FXQI SWG-allow-vpc-dns-rule2 O] T2 LS s E2fof

HELLICE
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Anti-Spyware Profile (Read Only) @
Name
Description
Signature Policies | Signature Exceptions | DNS Polici DNS Exceptions
DN Policies
(oY 10items | 3 3
D SIGNATURE SOURCE LOG SEVERITY POLICY ACTION PACKET CAPTURE
+ : Palo Alto Networks Content
[] default-paloalto-dns sinkhole disable
- : DNS Security
[] AdTracking Domains default (informational) default (allow) disable
[] Command and Control Domains default (high) default (block) disable
[] Dynamic DNS Hosted Domains default (informational) default (allow) disable
[] Grayware Domains default (low) default (block) disable
[]  Malware Domains default (medium) sinkhole disable
[} Parked Domains default (informational) sinkhole disable
[J  Phishing Domains default (low) sinkhole disable
=) : Y b e ateabin

DNS Sinkhole Settings
Sinkhole IPv4.

Sinkhole IPv6.

Block DNS Record Types

« SWG-block-unsolicited-dns-rule- @ Z=A[Q| 7|2 5! EX DNSAMH FAZ SH= ¢ EcfT
2 KpohetL|c,
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A T=E

=H —

«  SWG-Allow-Outbound-Auth-Domain-Rule-(SAML Q1SS AtEsHE HA|X TEA|D&iH)
Al HAER] QIHHO| AT} RlE HUA 222 E ME|A E2{OQ1C 29| E2fTZ S SSfLIC.

ML O 1

Security Policy Rule (Read Only) @

General | Source | Destination | Application | Service/URLCategory | Actions | Usage

Name | SWG-allow-sutbound-auth-domain-rule

Rule Type | universal (default)

Description

Tags
Group Rules By Tag

xS M= 7% SWG-Allow-0ubound-Auth-Domain-Real2 hybrid-swg-
authdomain-bypass URL &+ E i EcfT|of| HEgL|CH

Security Policy Rule (Read Only)

URL HZFQl hybrid-swg-authdomain-bypassOl= 4 CH[QI0f| ot AP Mol T4 5t
50| Zet=|0f UELICE

O PA-VM s MONITOR ~ POLICIES ~ OBJECTS = NETWORK  DEVICE

2 Addresses Q
 diress Grows B [ e
@ Regions =l

= ybrid-swg-authdomain-bypass Panorama URL List *acs panclouddev.com
» v 8 P P
&2 Dynamic User Groups

[E Avplications
(5 Application Groups
E Application Filters
2 Services
[ service Groups
Tegs
3 Devices
~ @, GlobalProtect
[ HIP Objects

3 HIP Profiles
[ External Dynamic Lists
~ (@ custom Objects
(E Data Patterns
) spyware
() Vulnerability
| [@ URLcategory
~ [ Securty Profiles

@) Antivirus

no
>
00
fel3
2
ro
0
mjo
-
0%
O
k1
i
I
40
n
o
2
A
ro
04
I=]
HU

STEP2| o}zl
|
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DNS

=
= i $i% gLt
1. CIHIOIA > AFSXHID > MR 4= U= AA SAS MEBIL|CY,
2. plEfgh 5 Qs AA FAO M S HYSI MEHE AHE o2 HAYLIC
Trusted Source Address @

Enabled
XAU on incoming requests from these source addresses will be trusted

D ‘ TRUSTED SOURCE ADDRESS ‘

() Add

3. X-QIBE AFEXHXAU)S 12 T4 JHHE Z=ItEtL|Ct
HAl = ME[E 5 Qe AN A0 CHSHIP A7 B Ct

4. sto|

STEPA| GAIN Z2A| TYUERT > T2A| > HAH T2A| 24)0A 215 MHIA REOZ SAML/
CASE MEfRILCY,

Explicit Proxy Configuration @

Connect Timeout | 5
Listening Interface | ethernet1/1
Upstream Interface | loopback.100
Proxy IP
DNS Proxy
|:| Check domain in CONNECT & SNI are the same
Authentication service type @) SAML/CAS Kerberos Single Sign On

Strip ALPN

To configure SAML/CAS authentication profile go to MobileUser - Explicit Proxy tab under
Cloud Services Plugin.

& Revert All “ Cancel
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STEP S| (Mef AretolX|2H HEHEl) ALPN(Application-Layer Protocol Negotiation)0i| A ztS & A5t
Strip ALPNS MEHIL|CE,

O] SM0ll= HTTPS/t HR LT

tof 2 Z=A L EE(8) It

o

STEPG| LIHX| EAE et

x -
BAECI TEA| Q10 Chot of 2] 714
o TS A|Z ALBOHE LEYS0] T2 A| Clsto|AS HEE S8 QIE{H0|AS SoH ALBY 4 UL
[ J2{LE TRIE] S J[EF IoT ClbRo| A0 2 | AAE EE A9 91F QN0 SEBILL BN £
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STEP 1| Obx 37| 81X 2 22, WAIH Z=A| TA0A 015 Q0|4 Mg TEA| Eaf 282 &
ofgtLLt,
AA A EHQI £ S Chof w2t E2imS RlQiE 4 QLT
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STEP 3| oI& ®#H J&i( &M >0

o = o o & o o = o
2 I2A| 015 93 242 HYI0IH WS Ul 015 A% 40| 0|22 MYEL
S St S| o I A
Ch. BE =4 Q15 22| 50| Zdetk|H 0| 48 HEY 4 gLt
Authentication Policy Rule (Read Only)
General Source Destination Service/URL Category Actions
Authentication Policy Rule @
General Source Destination Service/URL Category Actions Target
Name | techdocs_example
Description
Tags
Group Rules By Tag | None
Audit Comment
Audit Comment Archive
D Bypass Web Proxy Authentication
This setting will enable configuration of Authentication Bypass policy for Explicit Proxy
Cancel
=< o L L O3 O . o L
STEP 4] ol F& FxlofM 0158 HASH = IEA Ecft RYS Holstn HE LHES HUlSH A2,
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1 H& JE(FA > 01B)S &elstn o9 £ Zdstet 7 Xlof Chsl @ ZEA| Q15 23] Hof| A

DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE

‘irtual System v
Source
TAGS ZONE ADDRESS USER DEVICE
none any @ any any
none any @ any any

=

2. QIZ grHo| w2t CLI S AHESH0 TEA| E2fTo] 02/ 2 & YU&LICH

o

« SAML Q15 YHE AHESH= S show counter global name
ctd_proxy_skip_auth_url_match F 2 A8t 74 =oleh = QUEGLICE O]
HE2 T=A| E2fmof chet SAML 915 0@ &5 EA|TLICE

« Kerberos 15 MH|A FHE AHE%t= E< show counter global name
flow_swg_ep_kerberos_skip auth TS AMESIH 242 =eld = USLICE O
HHS T=A| E2fT0f CHDt Kerberos Q15 0|2 &5 HAIRIL|C

CISUN H= BAH TEA| B2 X<
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STEP2| ¢ T2A| TA(UIEYT > TRA| > AT T2A)S 220011 915 S0 2IE Mu|A RHS

Mehsh O3 5012 S2{eHA

to

e Ol s ME5IH 2
HEO tiet 215

Explicit Proxy Configuration @

Connect Timeout
Listening Interface
Upstream Interface
Proxy IP

DNS Proxy

Authentication service type

@ Remove All

5
ethernet1/1

loopback.1

SWg-proxy

Check domain in CONNECT & SNI are the same

SAML/CAS Kerberos Single Sign On ° No Authentication

Cancel
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DNS Settings
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NAT Pool 192.168.2.2

SRC NAT: 10.1.1.1 to 192.168.2.2

10.1.1.4 ¢ 1192.168.2.3/24  192.168.2.1/24
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NAT Pool 192.168.2.2

SRC NAT: 10.1.1.1 to 192.168.2.2

10114 = 172.16.4.3/24 172.16.4.1/24

Route to NAT pool | Network Next Hop
192.168.2.0/24 172.16.4.3
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S 2 A0 R 0|SEta R Uit DIPPY| TES MALESHE 242 WARSLICH o] Jefzlof
Of AA = B 5 200.0.0.1/20012 HEE[Of RJUESLICY,

10.0.0.1/100 == 200.0.0.1/73001 DP'U 200.0.0.1/720 > J1/300 lllr M\\
} 1024 = B5535 |
S ____'___‘_‘—‘—-—-—-—-___._____ /\

Internet

_'_'_r._,..-'-“'-_'__'_ D

10.0.0.2/102 => 400.0.0.1/4001 ___—DP1 \ )kf/
b 200.0.0.1/2001 => 400.0.0.1/400
— 1024 - 65535
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« (PAN-OS11.1.0 0|7 22[A) DIPPE E7 NAT(E7 DIPP = S NATEI I o) - 2& o
Ol M A8 E &= ASLICH VolIP, HIE| 2, 222 E 7|8t ohat 99|, 0|2 9]2f 8l 7|Ef 0f Z2|#0]H
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Of HIQIYO| ot Blef AA IPFA/XE XE JHX| 10 E&SH= =24 MM cHo X4 &L CH CHS
oflofl A= 3702 MME 2O FLLCH.
Translated
Source IP:Port Destination IP:Port NAT Source IP:Port  Destination IP:Port
10.1.1.5:2966 50.8.8.2:3478 | — :% -— | — [192.168.1.6:1077 | 50.8.8.2:3478
Translated
Source IP:Port Destination IP:Port NAT Source IP:Port Destination IP:Port
10.1.1.5:2966 | 20.1.1.6:1413 | — |% -— | — | 192.168.1.6:1077 |20.1.1.6:1413
Translated
Source IP:Port Destination IP:Port NAT Source IP;Port  Destination IP:Port
10.1.1.5:2966 | 18.45.72.9:2331 | — % -— | — |192.168.1.6:1077 | 18.45.72.9:2331

T 1

The NAT DIPP binding is persistent for
subseguent sessions that have the same Source IP:Port

O] OO M= B AA IPFEA/EE 10.1.1. 5:29660] MM 19| HStEl AA |PFA/ELE 192.168.1.
6:107701 HIQIZEILICt O] HIQIH S Ll AA |PFA/EE = ZHX|BHIA A= CHE MM 22F MM
300 A X|&SEILICH HIRIE X&MH2 ST AA IPFA/EE Mol DE HMO| ZRE 0| ZFEIL|CH

OIA[S] MM 101 M Tt LE= 7|2 STUN EEQI 347824 LTt

DIPPE S+ NAT 28 (2dst = Higgeh 2 et s MEL s FXIELIC.

II

LB DIPPNAT A2 AFESIH SUTHAA IPFA/EE] 29| 2] Y0| MZ CLHE Mo =Z E
e 2 M&SHH Heto| EefEL|CH G DIPP A2 AFESHH 92 Ml MMl Mo AHEH S
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SHA| e == V| W20 02 DP ZH0ll ZE o2 AL S 4= flaL

10.0.0.1/101 => 300.0.0.1/3001

| DPO
:::: T

200.0.0.1/2001 => 300.0.0.1/3001

10.0.0.2/102 == 300.0.0.1/3001

S DP Zt0f| TE[ 'St AULICE O A ofH ZLE Ho I NROEZ MM
LT

— DPO
\ 200.0.0.1/2001 => 300.0.0.1 1/3478
1024 - 32767
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———

-
D —
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.-/-
10.0.0.2/102 => 300.0.0.1/3478 DP1—

> o 32768 - 65535

« (PAN-OS11.1.1 0|4 2| A) Y™MHE H3 DIPP - PAN-OS 11.1.1 0| & Z2|ARH I 24 il 7fE
NAT FA 20| M Z+ DIPPE A LT 2ot FofM HIC|Q = 34 O Z2|A0440] NAT
= NAT64E AFESEL STUNOI| AMABHOF S 22 S+ S5 1P S ZEQ| Mot RS AHESHY
NAT B8 XS dHSHYA2,

200.0.0.1/42001 => 300.0.0.1/3478

FAH 7 DIPPS AFESHH LEH(HIYT) DIPPRF G+ DIPP7F & 4= AUELICH 7 DIPPE &
0| OfLIH MIE-J0I NAT & 4] Lol A7| W2 JLICH S+ DIPPE ML= 7 B2 Al

o
AE MM AFRE 4= Q= AA TETFE4,512700] E0HSIE 2 B DIPP E2fTlol A0 T &
e 27 HISHEILICH LEE DIPPRF 7 DIPP H2I0| A|AHINM 2E2E £ U= SO Z N Lt
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»————————— Rule 1 Regular bDPO ) ] o o
1024 - 65535 200.0.0.1/2000 => 300.0.0.2/73002

10.0.0.2/102 => 400.0.0.1/3478

Internet

Rule 2 persistent
- 1024 - 33791

10.0.0.3/103 => 300.0.0.2/3002 Rule 1 Regular
1024 - 65535

Rule 2 persistent

33792 - 65535 —
10.0.0.4/104 => 400.0.0.1/3478 200.0.0.1/63488 => 400.0.0.1/3478 STUN
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Chat NATO| LBHSQI 8 3 SLt= Tl B8 ChA FAS AH| i AB|A0) SEE of2] el chat
SAE FA0| 0SS Of2) NAT A2 THSH ZHRILICE O] B9 ThA SAES Aioty| 2lof tha
EE WSk AGELICE o]

. EE EY. T NN F40 HE HSS O CHY FAZ WY 4 QNI EE Hs s S

FRILIC

. EE IS Do) CHY A TE MSES QI Ty FA0CIE EE MBS HElclo) AR ZE H
S HIZHE SRIE & UBLICH NAT B2 FA0| HIEl I§3] Ho| HEEl TES 225t0f ZE
S8 TYBILICE TE HH0| b ThA NATS| O S MESHIA

DNSTHEHS AR Af{| 7t QUE THA NAT

CHef NATS ALESHO] ot IPv4 =200 M THE IPv4 42 FX Hets dots 2, Yot ol o0 A
DNS AMH|A S AtE3t0{ S210|2 E0i| THot FQDNES 2fole == ASLICE

O| Yol s S5t S20[AER 0|5 M, YoHH2 BT IP 2401 T NATE +ASHX| B2,
DNS A{E{7} @[5 C[HIO[ A0 LR IP F4 5 MSOtAL = O giefo] B = DRV LICEH DNS 2
StO[AET} CH&t MH| A0 HEY == QIGLICE

O] ZHIE YXISIHH, NAT & 7 2/0] Choll L&l HStE IPFAS 7|BC2 DNSEH(A HZER
SENLCIPFAE O M ES HofH s 2 &= ASLHCH Yot 2 220 E0| SES THSH|

T10ll DNS 82| IPv4 =2-(FQDN 2210l CHaH NATE LT [h2fA, 22H0|A E= CHAF MH|A

off ZE&sH7| Qo AT =AZ BESL|CH T NAT H&H &l BistHo| | 1F 2 X|Sh= THZ10]| CHH

NATE S E = St ot eS| 219 e CHA A = HSHE T A A9 UX|SH= DNS 2

EFOl |P A0 CHAl NATE "SI 2 SfL|Ct,

DNSIHEIE 2 F =20f| A ErAetL|CH ot 2 2 1i7] §9| CHAF A S Hetel T3 BHo| CHA 5=

A2 OESIL|CH e IHZ] Bl OHE R E T = 2A[EILICH DNS SE IH3I0| L A16tH BIStH2 Cg

of 20| gigkof| el DHE El CHAY 4 F StLFeF Y X[SH= A B2 E7F SE| 2o JEX] 2ol

Ct.

BISHHO| NAT 2| 1F 23S0 DNS2H 9| IP FAU M NATE &iste= L9 g S XM SHOf el

Ch, Subek £ = ~ghak

o HBISF-DNS SEO0| Ao HetEl A FAQL AX|SH= AR, FEINAM AFR St IS AL SH0
DNS S&2 HetetL|CH o2 S0, 740 IPFA 1.1.1.102 192.168.1.10C 2 Hatst= F L, s
B2 192.168.1.102| DNS &2 1.1.1.10°2 £ CtA| &L|LC}.

o =S -DNSSEO| Ao flaf CHA FAeF AX|St= AR, HEINM AFRSH= A0t 5ot HetS
AFE35I0d DNS SEH 2 #HetgLICHL O E S0, 720l IPF2 1.1.1.102 192.168.1.10° 2 H=t5H,
Bt 2 1.1.1.10°| DNS &S 192.168.1.102 2 LHA| £5L|LC}.

DNSZHAH0] H2-dotEl S8 NAT #40] {11 1 0210 DNS A 0| Z-dete 1 &
Hofl ZE NAT #210] = 3¢ Lot 2 SY NAT #A(FY Y t= =S 2 S5t
Lol tth2f DNS S-S ChAl SLITH CHAl 27|71 24 M EE M NAT A2 &M= FAIE
LICE.
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DNS M2 et ArE Al 7t Q= tHe NAT

CtES AFS A= Ao 2 2ol DNS AHAA T CHAF NATE EHELICE O] = AFE At Q] XtO|H
2 T3] DNS 220/ E, DNS AH Sl CH&f AMH{ 7 ot | S = LR 20 =X o 2 LIC.
T 22 25 DNS 220[HEE= 2[5 A MOl BotH BICHHO| QUELICH (DNS 220U ER 2[F LY
A ME 7t EISHE Ol ZE2 Z0f Ql= AL DNS Rewrite Forward AHZ At 7 Q1= CHAF NAT 31 42 118
'6|-{§,')\|SZ.)

AHE Ate] 12 WotHo| 582 £0f U= DNS22I0|HEE B F= UHH DNS A2t XS CHAF A
He D5 LHE 20| JUSLICH O] B HEtskO 2 DNSE CHA| RFAJS0fF BfLICEH DNS Z2210[QIE=
red.com?| IP FAE FH2|LICH NAT 720 whef o2 F2|(Re S7H F4 11212 0|5)E LR
4 192.168.2.12 H2EHL|ICH DNS MHE red.com@| IP F47F 192.168.2.100|2t 11 SEFSfLICtH &
0= Enable DNS Rewrite - reverse 3 192.168.2.102| DNS 2&0| &[0 /= 192.168.2.0/242| CHA
Hot A UKD 2 HotHO| FE|O| M AFESH=E FHSH2 AL SH0] DNS SEH 2 HeHeLICH 720
2™ 1.1.2.0/245 192.168.2.0/24= HetStE = BIotHE 192.168.2.102| DNS SES 1.1.2.102 = LA
£ZLICH. DNS 20| EE= SES 241811 1.1.2.109 2 EHLICEH O] FAI2 MH red.comOl| ZE S|
2|8l 192.168.2.102 2 tHEHEIL|C},

ARE Atz 1 29f: DNS 2210 |CH Eof Thah MH = 2ot BITHHO| QELICH DNS AH = NAT 49
HetEl O AL UKX|SH= FAE MSOHEE NAT #A]9] dHetS AL S0 DNS SE & HeterL
Ct.
DNS Query - red.com? DNS Query - red.com?
e Send Query to 1.1.2.1 Send Query to 192.168.2.1
DNS C||ent .................................................... II Il
11110 i o
ik St After DNS Rewrl.te.. +—— DNS Response ' DNS Server
DNS Response is: red.com is 192.168.2.10 | 1.1.2.1
red.comis 1.1.2.10 A (192.168.2.1)
™, A Record:
After DNS DNAT Rule: \ red_if,?,: is
Rewrite, Translate Dst IP 192.168.2.10
Client sends to 1;2'21'222; 5324
L2000, wlien and DNS Rewrite —
translates to reverse
192.168.2.10
to reach red.com (Select reverse because
DNS Response must be [||l
translated using the
reverse of DNAT Rule: Server red.com
translate 192.168.2.10 to 192.168.2.10
1.1.2.10.) B——
AR Atel 2= ot ol LHR X0f /= DNS 22I0|¢HEE 20 TE B DNS A2 £[E CHA A
He 25 271 Z0|| *LIEf 0| B2 HYFOZ DNSE LHAl ZgoHOF efLILH. DNS 20| E=

red.com| IP FA S 2| LICE NAT A0 e} ot 2 ﬂal(% 2 LHE =4 192.168.2.12 0|8)E
S8 &4 1.1.2.12 HEHSL|CH DNS M= red.com| IP 347t 1.1.2.100(2k 10 SEFSfLICE &0
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= Enable DNS Rewrite- reverse ! 1.1.2.102] DNS 2&0| 7&l0]| = 1.1.2.0/242] CHA B2t =

o UX[SIE 2 LotHO| A0 AHE St HetS AFE510{ DNS SEHE Hete LI &0 EEED&
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AE AtEl 2 2of2 AFE Al 1 291 SSBILICH DNS S20[A E 2t tf
SLICH DNS M= NAT 2|2] et T T4k AX[ot= FAE H|
AHE5101 DNS SE S HatefLC.

DNS Query - red.com? DNS Query - red.com?
A— —
Send Query to 1.1.2.1 Send Query to 192.168.2.1 |
| SO “ONS Clent |
DNS Response After DNS Rewrite: 192.168.1.1 |
DNS Server: red.comis 1.1.2.10 DNS Response is:
1.1.21 A red.com is 192.168.2.10
A Record:
red.com is DNAT Rule: After .DNS
1.1.2.10 Translate Dst [P Rewrite,
192.168.2.0/24 to Client sends to
1.1.2.0/24 and 192.168.2.10,
DNS Rewrite —reverse which

translates to
(Select reverse because 11210t
DNS Response must be s e e
|||l translated using the reach red.com

reverse of DNAT Rule:

translate 1.1.2.10 to
i Server red.com 192.168.2.10.)
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el oheh 42 X5
HetefL| T,

Ml
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DNS Query - red.com? N DNS Query - red.com?
Send Query to 192.168.1.1 Send Query to 1.1.1.1
d " o=
o After DNS Rewrite: i
: DNS Client | <« DNS Response | DNS S
£ 192.168.2.20 SaNdSCORn::-si,S;’)onse red.com is 1.1.2.10 1.1.1.1ewer
192.168.2.10 I (192.168.1.1)
[ )\ A Record:

red.comis 1.1.2.10

DNAT Rule 1:
Translate Dst IP
192.168.1.1to 1.1.1.1

Rewrite,

Client sends to
192.168.2.10 to
reach red.com |

DNAT Rule 2:
v Translate Dst IP 1.1.2.0/24
“|| to 192.168.2.0/24 and
-E' DNS Rewrite — forward
 Server red.com (Select forward because
192168210 DNS Response must be

translated the same way as
Rule 2: translate 1.1.2.10 to
192.168.1.10)

AFE Atel| 4= DNS 22t0[HE St £[E Tl M7 25 HopHO| S71 H0f L1 DNS MHIHLE =0
A= BRE EAHFLICE O] 2R U2 DNSE WA Holof efL|C. DNS 22102 E = red.com?| IP

FAE F2[SL|CH & 20f w2t gotH 2 2| (Re 370 el 1.1.2.12 0|S)E 192.168.2.1= Hetg!
L|Ct. DNS AHH = red.com@| IP F47f 192.168.2.100|2t 10 SEFEL|CH %] 10(= DNS MAHY =M st

- EIEUF oke|0] UOT 192.168.2.102] DNS S &2 4! 19| 2l CHAN =4 192.168.2.0/242t L K|

SIEE, BotH 2 7|0 M AFS St A S Hets AHESH0| DNS S5 e HeteL(CH 4| 10] =2

™ 192.168.2.0/24Z 1.1.2.0/242 'HTSI0] YotH0| DNS SE 192.168.2.102 1.1.2.102 Z CHA| &LICH
DNS 22[0|HE= SEE 415t A red.comoi| =235t7| 9I8H 1.1.2.102 2 HHL|CE

AFE AR 4 Q02 AME AtEl| 3 Rofat SLLLICH DNS S2t0|HER Tl M= ot &2 X
Off RALSLICH. DNS M= NAT #A19| Jef thef =42 LR|St= F45 MSOtEZ NAT A1 52
SHEYY) HEtS AHZ5I0] DNS SE S HeatefLot.

«: DNS Query - red.com? 2 DNS Query - red.com? ®
H%H Send Query to 192.168.2.1 Send Query to 1.1.2.1 L3
.......................................................................................................... DNS Clien
DNS Server ; DNS R : Aftor DNS R 't 1.1.2.20
192.168.2.1 esponse er ewrite:
i . —  ——
: red.com is 192.168.2.10 DNS Response
ARecord: - 1 red.comis 1.1.2.10
red.com is 192.168.2.10
’ \ After DNS
DNAT Rule 1: Rewrite,
Translate Dst IP 192.168.2.0/24 Client sends to
t0 1.1.2.0/24 and 1.1.2.10 to reach
DNS Rewrite — forward red.com 1
(Select forward because DNS ll-ﬂ
Response must be translated

the same way as Rule 1: ;
translate 192.168.2.10 to ~Server red.com
1.1.2.10) Jaz2i0

DNAT Rule 2:
Translate Dst IP 1.1.2.1 to
192.168.2.1
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NAT % S

SI8 5= NAT 729 4= Yot RAS V[HO 2 efL|Th JHE A4 Hgte 1, X IPDIP) 3L 55
IP 3! L E(DIPP) NATOl Cio A ElLICE O]212t NAT RE0 A== A 29 g2 = & NAT 74
ggs e + glELILL DIPPY B2 14
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PAN-OS® 4| E ¢|Z| 2|X} 7}0| = Version 11.1 & later 344 ©2025 Palo Alto Networks, Inc.


https://www.paloaltonetworks.com/products/product-selection.html

DIPP(EX! IP 3! TE) NATS AL 3! ISl 2L P40 BE 43 SA| M40 M 0l2] (8, 4 £
28)) MEE 4 UALICH IPF4 U ZES| 023t HAHE TH5 4B EATYHO02ID &) 38
|

T

FAIIHR X2 nMofA HHH S MSLCHL A= 2 AETHCHE tiyof A2E 0 ATh= 7H8 S
Jgto = StE 2 Mg DR MEY + A1 E= 7540l A9 gL

o
AN E QHMEATEN
Hg2 #4/ZE ZEQ| Al A7[E 37|29/ 8,4 £= 2812 sELICL 0|2 S0 5 8&= 7|2 Hletel 64K
SAl MM @HMEAIZM H|E 85 &0tP 512K SA| H|H0| S1EE LT

8= QHMEATZNE =22 ZHo| [t CHELICH LHMEATIZNEER © MAMCE HEEL
Ct. 2otHo| M EELICEH O] LU EAIZY M HIER2 7[2Xo 2 AYEH QENEAIZNE 52K
SHA| ZIEE T AP Y = U= SE IPFAT SESHHEHE HZ2E|E ARELICH 7|2 AFHoM O H2
MY = Y(LHMEAZT g2 diNE 232 =Y + USLICH daE SEE FHGHH JHstt
AA CIHIO|A HE 4= ZS{SX|2t DIPS! DIPPNAT 2| 22F2 Sttt 7|2 H88 HEsH
DIPP NATO| CHet &1t 7t & =HE(8) HZohAlL.

o

AN
=3
=]

=
—
J5

SHE 7|22 MEistH M| & ME] 720 EAIE CHE HAIX X0 71l 7240 sfA|=| 0 D Eof cHet
NAT 7|2 DIPP 2 X1t 71 H| 20| MEE/LICt SHE 7|2 AHS AESHH ATEYf &2[A9 ¥
20| = = CHROY|0|EE s{EL Tt

BISIHS NAT #2IE X|Cf 256702 BHZtEl [P A S XSt 2f REI2 HBtEl [P FA9| X 4= X|
HISLICHEE NAT 72[0| Z2El HR). LHMEAIZME O Z QI8 2|5 HehEl KT 34 (2567H) 7t
Xote|H HotH2 8IS AZAF|7| 2o QLHMEATEM HEE s 2 Z/ULICH J2iLt NAT
KO =2 Qlof RO CHolf HStEl X|Cf A S £ 6= Heto| YMSHH HOlo| AoigtL|ct

PAN-OS® 4| E|Z 22| X} 710|E Version 11.1 & later 345 ©2025 Palo Alto Networks, Inc.


https://www.paloaltonetworks.com/products/product-selection

NAT

CIO|E{Z2( 2] NAT O 22| S 4|

show running global-ippool EF2 Z0i o NAT 0|2 2| AH|2F 2
Size Boll= 2|AA F0| AL &I 0|22|9] HIO|E =7} EA|EL|CH H[E Fo

SO A
= o=

= T80l theho| EAIELICH 2 S H 22| SA 2 T

admin@PA-7050-HA-0 {active-primary)=show running global-ippool

dx Type To

1 DynamiclP 210.0.0.0
2 DynamiclP 220.0.0.0
3 DynamiclP/Port 200.0.3.11

0 2¥&[0f

HEl EXE HEAISLICE
= X1t 41 H|Z(DIPP
AU LICE

zer 58490064 € Total physical NAT memory (bytes)

7024 (1.3%) € Bytesand % of usable NAT memory
4 Numberof DIP poolsin use and % of total usable memoryt
€ Numberof DIPP pools in use and % of total usable memory

Usable NATDIB/DIPP shared memory s
Used NAT DIP/DIPP shared memory size: 7
DynamicIP NAT Pool: 2 (1.19%)
DynamicIP/Port NAT Pool: 1{0.12%)

hatall DIP poclsuse
sthatall DIPP pools use

7baf A ARIO CHEE NAT 2 S4|2| 22, show running ippool EF0|=
2| 2719 AFSE =1 MY H|Z(DIPP 72]0f| CHeH) 2 LIEtL = Ol ISLICE.
=HYLICH

admin@PA-7050-HA-0vsysl (active-primary)> show runningippool

VSYS 1 has 4 NAT rules, DIP and DIPP rules

Rule Type Used Available Mem Size
natl DynamiclP 0 4096 788144
nat2 DynamiclP 0 256 49424
nat3 DynamiclP/Port 0 638376 100976
natll DynamiclP 0 4096 788144

show running nat-rule-ippool rule HZC| £ LWC0f= NAT #
EYVIBEAMELCLOZ2 =
admin@PA-7050-HA-0 (active-primary) > show running nat-rule-ippool rule nat1

VSY51 Rule natl
Rule:natl, Poolindex: 1, lr".er".or“,' usage: 788144 l

alp

SfMpRl A 0ff CHet M2 2] AHEF0[ U=, BFof

NAT #AE AP E 0|2
CtSe HAHO| CHet ME

Kot AFSE o 22| (50|

o 4Z BQLIC

—

ReservelP:no
201.0.0.0-201.0.255.255 ==
210.0.0.0-210.0.15.255
Source Xlat-Source Ref.Cnt (F) TTL(s)
Total IPsin use: 0
Total entries in time-reserve cache: 0
Total freelist left: 4096
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« WHE SEO|HEIPFAE SEIPFAE HeH(AA DIPPNAT)

« 3 DIPPZ source NAT (SNAT)

o R UERZO S20|AUEI & M0l G&ESHES ZS(CHA U-Turn NAT)
o S8 MHO] Ciol el A Het A5 (HE AA NAT)

« DNSIHEMHOZ CHA

- SHIPFLE AEY

2 =
]
0z
prd
>
o —
-
%

« DIPPNATO| CHoE £ MHE +H

« S IPNAT F4 0%

.

Of M99 MZ M| 7tX| NAT O = Cig EEZXE 7[EIQ 2 gL,

T

DMZ Zone

£1/1310.1.1.1/24

Internet

Trust Zone Untrust Zone
T E1/4192.168.1.4/24 E1/3203.0.113.100/24

Ol EEZX|E 7|22, Ct52t Z0[ dysl{of 5h= Ml 7HX| NAT ZH0| L& LTt

U-Turn NAT

Original Dst IP: 203.0.113.11
Packet

Bi-Directional NAT

Original Packet SrcIP:10.1.1.11
Original Packet Dst IP: 203.0.113.11

Translated Packet SrcIP:203.0.113.11
Translated Packet DstIP:10.1.1.11

Translated Dst IP: 10.1.1.11
Packet

Internet

Untrust

Source NAT

Original SrclP:192.168.1.0
Packet

Translated  SrciIP: 203.0.113.100
Packet
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. U HEY 9 22

O|HE T} QIE| D] Bl A0] HAE 4 U
MO R ot I3

_= /=

Sot A E HelS{OF fL|CH O] 22, L2
OIE{TH| O] A F=4 203.0.113.100S AFESH0], &

St H)E HYLICH XEHOZ LE Z20[QIE IPFAE

EXSHYAIR.

f 2 512 LHE 192.168.1.0 A S
f YA H2HE ML= 2= I3
A NAT(SI2l B2t o122 ol

S8 IPFA(2A DIPPNAT)Z HE 2

o] AA FAZ A QIE

—_

« LR HEXIC S20|HEIDMZ S| 38 B MH{of &Y = JES 5t2H, /2 HESR
30| THZI S 2|C|AMSH= NAT HAlS #4610 ShLICH 7| 22 2tRE F 22= T3] LY
203.0.113.112] cHAF =AE V[HIC 2 10.1.1.112) DMZ HIEY 30| Q= B AH Q| MA| FAZ2 0|F
SHOF oIt AXRILICE, O A St CHA FAE DMZ GHO| T4 2 Hetst7| fsf A2 G (T
219 AA FATE U= )0UIM HIAZ] (Rl CHA FATF A= )RSl NAT A2 d-sof gt

LICH Ol={et 2l CHef NATE U-Turn NAT(?I2| =2hH Q12 22X 8l ofar )2t SfL|Ch X2 L

=
tRES B EE + ATE HSAFHH, LoE2 S8 | IP
FAZ, L= IS A IPFL0M S8 1P F A2 HEtsOF BILICH dotHolM =, o L
YA &4 NAT ZH(=4
H =
ES

NAT)Of Chl efhet

o Ly = OO
IZ2X 3 PIo SHEH)Z 0|2 Y 5= UABLICH S MB{(EH A4

B
rE ro

LHE S20[AHE IPFAE SE IPFAE HEH(AA DIPPNAT)

L LE9iT9| 2210|127t S B 0f 1219 A4 FA0| = LR U|ES|Z9 Sato|t =0 chet
IPFA7F ESEILICE HEHOR A IP T4 WIS AFBOHE 32 HIEYT0IM LIZHs 1319 A

=
IPFAE SHHCR 28 7tstt FAR HetolX| ob= of 220[AEL IiZIS QIEUIoM 2tE

o 0

LOAHOM 22 FAEHHHOR RE)S 8 F A2 HAOH= &4 NAT S #95t0{ 0|8 +
[ C

of 5= ASLICE O = 2Xtol| HAIE T2 2E T3l A4 A4S Eotd
O 18f| A QIE{T O]

|> M

O] o= LEt DIPP7} &ty
DIPPO| CHSH 7 NATE 245}
A0 A DIPPO]| CHSH &= NAT:

M
o

O] YoM, O] ZHH0fl= PAN-OS11.1.0 & O™ 22| A0f| A
Sh= CHAIE EEHE|0] Q& LICH PAN-OS11.1.1 0] A+ &2
2dotste{™, 27 DIPPZ source NAT (SNAT) 2! A4

fiju
I

STEP 1| Atgst2{s 2 IPF20f thot 24 JHH| S 2HELICY,

1 JHMl > A5 MEiStD iAol CHot 018 A AT (ME AFeh) S FTHefLICh
2. QEOIMIPUADIAI S MEHSt CHS 2hatof| Qli= @2 QIEH|0[A 9] |P F4(0] Olof M=

203.0.113.100)E Y=L,
3. Zolg 22l oy,
HHOM A M E AL L= G IS ENEE
ESHX| ¢t of oM YOOI EE 4 Y == S5t 22| E Tra2totr| 20
29 AR I C,
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AHFLAI2)

STEP4| (PAN-0S11.1.0

AE

LIk,

+
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=

1. CLIOf| HMA

2.

>set system setting persistent-dipp enable yes

S i

3.

HA T[O{0{| A Of EHA|

CRIEEE R =

4. HAE 7

=L C

Bo
=2=2 d

B O]

ol

FXEABE L

e
[s)
—

AHESH M| 40| CH
Tt 42 show counter global filter aspect session

=
=

2. show sessionid <id number>

=
=

SH IPNAT

3.

O Qlelf &uet MOl

FCb

(=)
= O

0 S& IPNAT 22 &2

stability drop | match nat &2 ALESI0 NATIP

[=13
=

b M EE0| Het| 0o

AFH|E LT
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U Strata Cloud Manager= NGFW
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STEP 3| ®HZA AbstE 7HglgtL|Cy,

(=) =]

STEP 4] (M= Aleh) 2F CLI HEE A8 S DIPPEEE & 5= AUSLICH
1 cLiof oM AL T,
2. >show running persistent-dipp-pool
3. >show running persistent-dipp-client pool <nat-pool-index>
4

>show running persistent-dipp-client-translation ip <client-ip-
address>

X2t & show B S AFOH0] 22H0[91E P FAEE YT NAT 2|42 A
*

STEPS| (Met Al2h) 714 CLI HES A 5to] X|&XQI DIPP 2 AFEES ZLIHZYLICH 2|AA ALE 50
T AAlgtE =t B9 sydog/t A E LT

2. >configure

3. # set deviceconfig setting session persistent-dipp-alert-enable
<no|yes>

4. # set deviceconfig setting session persistent-dipp-alert-
threshold <1-99>

5 # set deviceconfig setting session persistent-dipp-alert-
interval <5-120>

PAN-OS

PAN-OSC| 22 C+2 Mxtof 2t I DIPP7F E &=l source NAT (SNAT) 721 MAMSHUAIQ,
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STEP 3|

o ST DIPPEEE = & USLILH
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1. CLIoj| SHMA

2.

>show running persistent-dipp-pool

>show running persistent-dipp-client pool <nat-pool-index>

3.

>show running persistent-dipp-client-translation ip <client-ip-

address>

4.

to| 2210|AHE |P Z=AHE Q32 NAT 2| AA At

) 78 CLI BHE ArE5I0 X|&£XQ DIPP E AFEE2 ZLEIRLICH 2[4aA AFE0

EH AFSt

A

ol

STEP5] (

L|Ct.

)..

o
o
=

1. CLIOj| SHMA

2.

> configure

3. # set deviceconfig setting session persistent-dipp-alert-enable

<no|yes>

4. # set deviceconfig setting session persistent-dipp-alert-

threshold <1-99>
5 # set deviceconfig setting session persistent-dipp-alert-

interval <5-120>

©2025 Palo Alto Networks, Inc.

352

Version 11.1 & later

-

PAN-OS® U E2Z 22| Xt 7t0|


https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-cli-quick-start/get-started-with-the-cli/access-the-cli
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-cli-quick-start/get-started-with-the-cli/access-the-cli

NAT

Strata Cloud Manager
SCM R3£E Strata Cloud Manager= S+ DIPPE AFS3SH= NAT 7212 X[ AL Ct,
STEP 1| strataCloud ManagerOfl Al 22| > 714 > NGFW 2! Prisma M| A S MEfBHL|CY,

STEP2| WEYD HH >NATS HesiAAl2.

— =1

STEP 3| J%l2 2715110 source NAT (SNAT) X 7%/ 0|28 AL Ct
STEP4| 202 mZ] A4 FH Gl T A FH, QIET 0| A, A Gl MH[AS ABLICE

STEP5| wHztel
STEPG| gt Yoz 55 P8l LES MEglLC,.

STEPT7] HFNATE &

STEPS| H2hel ZAS Meth 3 +2 Mefo}o] MABH 4 JHHIS MestLL HBtE §E 202 Ay
A QIAL|C}
PN =]

Translated Packet
Determine the type of translation to perform on the source address, destination address, or for both source and destination addresses.
Translation

(O None () Source Address Only () Destination Address Only @) Both

Source Address Translation

Translation Type
@ Dynamic IPand Port  (C) DynamicIP (O) Static IP

Persistent NAT

Choice (@ Translated Address () Interface Address

Items (0)

Translated Address
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STEPO| i QIE{H[0|A FAES MEfSt 4 IO, 0] AL #ehel F4 OIEH[0|A0] IPZEAT} ELICH 0
HEHO] A2 QIE{H|O|AS MES T QIE{HO| A0 S OfAtS| IPFEAT} Qe 29 HEiEOR P
A2 MEHRILICH EE 95 IPS ME{SlD 34 HH|S Mg 26 QaLich

Translated Packet
Dretermine the type of translation to perform on the source address, destination address, or for both source and destination addresses.
Translation

(O) None  (0) Source Address Only  (C) Destination Address Only @) Both

Source Address Translation

Translation Type

(@ Dynamic IPand Port () DynamicIP () Static IP

Persistent NAT

Choice (O) Translated Address (@) Interface Address

Interface Address

Interface *

Choice @ IP (O Floating IP

STEP 10| AA ol CHAL H3

STEP 11| .42 MEBLICt

LHE HEXTS SE0[HET S& MHO| HMAY =~ A= HF(CH
A U-Turn NAT)

LHE HES TS| ALEXLZI DMZO| L= 7| Bl AMEHOl| CHot HAlA @85 HLH DNS AfH = 0| 3¢l
IP A 2fRILICH @XM e Malg o YotH2 mi2lo] A CHaf (3 IPFA)S AFESt D m2ls o
EAE FHO| 0| J2f| A(egress) LEHO|AE 2tRESIL|CH HHHO| ESAE FHO| ALEXIEREH
s gt I g MH2 S8 IPFAE DMZ UER IS FAE HetsloF g 27| fIshA = 2etHO|
2 S A =+ UAES 5= THY NAT A2 MAsHof SfL| T ChS1t 20| DMZ S o] thet 0] 13|
A (Egress) QIHHO|AE RS HHLICE

STEP L @ Mol chet =4 7HK S ML |Ct,

1 JHMl > A5 MEfStD 4 Ji|of Cih 0|5 3! MEiX dHS FIbeiL|Ct,

2. YO0l Chel 1P Netmask S A=311 O] oo M= & ME{O] 37K 1P 4 203.0.113.118 AT
L|ct.
2rele 225t Fa M Y-S 1P UI0IA TN FQDN 2 Tt o IO FQDNO| LiE:
LI O FQDN At8= %E'O*LIEL = FYOI| thol FODNS MEfet LS 4 JHA(ol Abee

0
FODNZS 2= EfLICH FODNE 2ot £elS S=/6tH FQDNO| =0l5|= P =47 HEO|
LIEHELICE. O] IP F45 AHESI0 FQDNOI| A IP UDFAS 2 4 JHH| GHS et H Of

[

4 AFB2 S2IBLICH J2{0 RHO| Wof LIEHES IPRAS S 1P H0ASZ HEtg
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3. =eolg 2=yt
STEP 2| NAT HAg gtgLC
L EH>NATS W=ot 015 2={gLT
2. Bt RHoflA NAT 7l0f thet 2ol Zebel 0|52 =gt
3. Y mizl ol ¥ GHMN0IAM LR HIEH 0] thell dyst I e Mt (=ItE 2=t
Cie S WH) the F S=0iA 2 HEH 0| chal ddet I MetgfLct
4. Oy T4 MU0l S8 W M| Tl Hgot =4 WK E =IHLIC
HetE T2 ROl CHe F4 ERtol] thel] Het R tioh X 1PS d=et ths DMZ HIE
39 g Mt QIEfH[O| A0 ZEE 1P F24(0] KoM= 10.1.1.11)S LHYLICH E= Het 7
S 4 IP(MA BIE 2eh)= M=o Chs Hete =45 IPUI0AS, IP Y9 £ FQDNS
AEohE A MM £ 4 O5CE YHY = AFLILL 0|5 & ofLtet: DNSHIA o2 =
A5 ghete o= UGLICH HEtE thy 471 5 0|d9 FA2 ofels= @ gotHa |
= A= 2] P SIS 78O R S0/ NAT MHS o2] R0 2UeLICH 2H2E 2
Blol2 ), 22 IPSHAL IP 22, IP Al = 24 MM
6. =tolg Z={gLCt
STEP S| 7{5lg 22/gch

S& Mol Zebek =4 HEt AFS(HE AA NAT)

32 AMHI 22/HOZ QX[PHHER/T MOHEO| JH IP F ATt SHEHE AR AHO AA FAE O
T2 A(egress)Of W2t QI FA 2 Hetsh= A2 NAT #2410 ZefL|C HX NAT 7418 oS0 Lig
AA FA0010.1.1.112 Of|F[0|M 22 7l M =401 203.0.113.112 HeterL|C},
J2iLt S8 M= Ij2l 2 21 BhS 2 QIO{OF ZLICt St 0| T2l S DMZ W EH 32 eteld
= ALE ZE FAQHU ASKEREH S0{QE A T IPFA)E IRl FAE HESH: 4=
o] HREL|CE ChS EXtol AHE 2 S A NAT A2 ML), e Het2 MA
NATHEE SMULICH
STEP L] ¢ MHO| LHE P A0 st =4 JHMIE A efL|Ct
1 IHM > FAE MEfStD JHA|of CHEt 0|5 A AH (ME AtEhE FTHEfLICE
2. 2 S=0|M IP NetmaskS ME{3H CHS DMZ HIE 30l QL= & MB{] 1P Z24(0] of|ofl A
= 10.1.111)E YLt
3. =olg Zelatnt

Y Mol 38 40 thet =4 JHM S OF&] BHEX| 242 82 OfA aild 7HME
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STEP3| 7l

DNS A ZHA © 2 CHAF NAT A

1

2lz

MNE|

o] Ao chef 74

=z ]
H

[
DN 3 Z)0| CHa

__l_L
FQ

(

CCS
—
Fa

257| Tofl DNS SE(w# 82 ALY 1Pva
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STEP 1| eistHO| pAlIDF LX|SHE IPv4 TAQ HA Hetg £l 2 X|Hoh= CHA NAT HA 7112 A
Aot SHE IPv4 TAA BIZEZ22E)7F NAT A 0A §I2 E= HotEl T & A UX| S

DNS SEOIIA Yot THAN [P FA T EoF X[ F gL,
H

M > NATE MEISHD NAT Z™ 52 Rt c,

ot FEHY = DE S IS MEHSOF SHX|2F DNSIHAIE 2 MY 42
Of| M Aot C &2 THZ) B4l CHA A0 AX|BfL|CH DNSME M2 & If
ZIHO| CHE B E WEE BAIPLC
S. HztEl 7l E4O| CHAF A BN HX |P7L 2 HE QS MEdSL|Ct
6. HEHE ZAS MESSIHLE M FAS QLIC
7. DNSLCIA| MT|E A2SHE 2 MHSH T giskg MEdstL|Ct

« DNSSEL IPF20 NAT 72/0] X|Hst= gt Heto| st A desk (|2 42
MEHSILICH DNS SE0| ALY HBtEl CHA A QF L X[SHE AR, FRI0IA AR5t SH
o2 AFE3IH DNS S % HatelL|C oS S0, #&I0] IPZ=A 1.1.1.102 192.168.1.102
2 Hotoh= AR, 2elH 2 192.168.1.102] DNS 2EHS 1.1.1.109 2 CHA| &L L}

« DNSEEHOIPFA0H NAT #&0] X|Mot= At SUo Heto| ot 2 MES M
EHSILICH DNSE0| 7L 22l CHA A9t UX[SHe B, #AIO|M AHESH= Zd ot
St HelS AFRSI0| DNS SE S HeelL|CHL o E 20, 720 IPF4 1.1.1.102
192.168.1.10Q. £ H2tsHH HI5HS 1.1.1.102] DNS S&S 192.168.1.102 £ CA| &L|Ct,

8. =folg ZalgfLCt

STEP 2| ©& Atets F{olgL|ct,

=M |PFAES AFSSI0 T4 NAT 74

CHAF NATS(2) AHESHe 22l tHd FASE SX IPF A7 U FQDNS AFE0tE A SAE L= A
2 HSHSILICH S8 IPFAE AHESH=s THA NAT“ UHHOZ X |IPFA X HS AHEstE 22
C HIZLO M E35] REELICH 22HREQ SAE F= MHO| ME2(SH) IPFATt s E2 DNS A
HO| XIEXH O 2 2|5t NAT M X2 522 0| EY HR7t gl A4 FQDN-to-IP 2
OHpingO| Q= AHZ DNSE YCI0|ESH| f{of Heo 2F 78 RAE ALEY EHR T SlELIC

S IPFAS ALEO0] Y NATS Td5h= 82 FOQDNETH ALESHOF RILICHIP H0tAS = 1P
Obd).

CtS oM EZZX|0|A 22t0|HEE S22/ OHEEHIOI SASH= M0 A5
SiL|CH 2|2 ELB(Elastic Load Balancer)= AHOf| HZst= LR ELBOﬂ O:I A= gotsHo| HEgL
Ct Ol 2 S0 A|ZH0] X0l 2t Amazon Web Services(AWS): MH|A =20 et LS ELBO| &

FQDN2| IP FAE F7HE! MA)ZLICH LHE ELBOI NATE FQDNE AFE5H= fHE2 EMO| M= Cf
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2 AZI0| T2 1P FA R 2Ol T2 610f UB|0|E7F SX0|7] H20f Chal NATE T 21| A8 2
T2 Bt

FQDN Web Application
ielb.appweb.com Servers

il

FQDN Internal
elb.appweb.com ELB

192.168.1.1
I;l% External =
ELB =2
[LH
Internal
Clients Destination NAT ELB
translate to \Elll
address object 192.168.1.2 ==
that uses FQDN Internal ELBs load
ielb.appweb.com balance traffic to
servers.

FQDN for

ielb.appweb.com
resolves to a
dynamic list of IP
addresses for the
internal ELBs:
192.168.1.1,
192.168.1.2

STEP L] ZAES vighet MH O FQDNS AMSSH0] =4 JHA|S M gLt
1

K| > FAE MEiStD 0|F 2 7|EC 2 F4 JHNIE F7HLICHO: Post-NAT-
Internal-ELB).

2. RYOZ FQDNE ME{StT FQDNE = BtLiCt. 0] of|oflA| FQDNE ielb.appweb.com®
LIC},
3. 2folg Sglgt
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STEP 2| CHAM NAT H*HS oOf

—

on
i
inl

1. gt Eoll M HA > NATES MEfstn 0| SHE NAT M 5] =715 MEfgiL|CY,

2. NAT QYO ipv4=S MEHBILICE

3. Y= I3l oM AA FAD CHY EAS FIHELIC

4. HohEl T3] BHO| CHA A Het MMM e REOZ S5 IP(MM B ZEhH)E MEdBiL]
Ct.

5. HHSHEl A0 M FQDNO| CHoH BHE =4 JHH|S MEHBILICE O] 0f| 0| Al FQDN2 post-NAT-

Internal-ELBQL|C}
6. MM B 2HEHO M OIS & SHLIS MEfELCY

- 2I2E REICIZE) - M HNES IPF20 2t a2 DYLICH R SEsS HEY OlR
7t gle ot 2t2E 28I I VF Kt 4~ QST

0 b

%
<
o

Q.
c
o

0%
fot
L

S02E= WAe AA G EHM IP i% gL Ch gt 2 XOR
o
=

mo e

o IPBHAl- A SITHY IPFAQ SHAIS 7O 2 M MM S S RILIC
C

. A HI*" SA NE0] 7t M2 1P =20 M NS DI eL(Ct THo] HM0| B2 32 &
2 MHE AFESHHE MM E B0 o U 281E & IS LICH

5512 02 IP Z4 20| MAS BISH| Mol T IP F BE01H = 1P
FAE XSHT| QSLIC YA NS BRI 9 F0l TS 2An
SYUB YAOR B2 FAO| HHS BESILICEL (OIS 50| HEHE FA7t T4
JHXlel .4 12012 o £ HHH7H P F42 HIF = FQDNOILT 12 54 1
H7HSUSHIP F4AS Teote HoI0l 29 WE B0 B2 F471 24E 4
SLich)

7. =olg S2guc

STEP3| w7 ArgtS Aalgh|c},

STEP 4] (M=l Aleh) ot 0] FQDNS ME D= BIZ(AFE Ate] 10 2ot=H0| DNS =0l HR)E e 4

—_ = A
DIPP NATO| CHeot =1} 7t s 8
DIPPNAT X2t 7t2 A 8Y HR7t gl SEC S8 IPFAI U= B 271 Hleg 20 O ¥
S DIPZ DIPPNAT +4l2
STEP 1| DIPPNAT X1} 7|9l E8 =L|C}.
1 ClHIO|A > AHE > MM > MM

r
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STEP 2| DIPPNAT X2} 7}
1. A—||A:| M Ml

= — .
2. NAT 21} 2= H|8 220

Hst= vl20f et 1x, 2x, 4x = 8xE MERIL(CH
SAUS 7|2 4g2 2o it 7|2 x5 A¥ e HEYLILL X 152
ABHX| FOH 1xE MESIYAIR
3. =iolg Z2lstn HE Atgg AHolgLct
N
SX IPNAT =4 o <f
SH IPNAT =AE 714 7Hs ot 7|7F S0F 0foF5t0] Het0] TRt CHE AA [P A0 HEtE SA2 S
X RS Y 5 USLICHL FHE 2 o2 Tl B0l R = HeteEl S5 IPFALL ZE Af H2tof

Tl S AR A AR RE0f| THEH A4 1P FATFALE Jhstt Hetel IPFA2 e I £ &
IPR 2HAE 2= MM0| Bz El <0 = oiE T2 0] RX[E LT 2 I
e A4 IPFa Hets AFEotE 2= MMO0| Btz &l =0 AR ELICH S5

StLIS] A 1P Fa= T E BUM AE 7ist 4 S0M SH 2 HEfk| = ofLto| Hete
A2 et LT Tt of ofEl Hekel IPFa= M M[A0] AR E|X]| ¢iof of|eFol 2f= & mi7tx| T
AP A0 AFE T 4~ RlgLIC 2 A0] gle 7|2H0] K|k = A4 1P/ S 1P OHEO] et M
Of A[ZtE whOtCt EFOI 7 M EF & LICH.

m
IS
g

i

Jal
%
=z
>
_|
rir
ne
i)
ne
T
o
I

Enll vV |

J|EHOR 0flofw|0f Y FAhl GALICH Yok i TRy AIAHO i3t SX IPNAT FAES of

Q
n

admin@PA-3250# set setting nat reserve-ip yes

admin@PA-3250# set setting nat reserve-time <1-604800 secs>

© JhAF A AEI0) CiTt S5 IPNAT FAE o 2fetL|Ck

n
glo
oL

i
o

22

I
=

|C

-

admin@PA-3250# set vsys <vsysid> setting nat reserve-ip yes

admin@PA-3250# set vsys <vsysid> setting nat reserve-time <1-604800
secs>

0|2 50 47130712 5X IPNAT 20| 11 nat ## ##0| 28800% (8A|ZHZE AXEl HL 2074
o tgto| Tl FO|2ta1 ZHY LI OfA| 20742 H2t0] O =0 I D= 2F A |p/EHSE 1P Of

PAN-OS® | E|Zl 22| X} 7}0| = Version 11.1 & later 360 ©2025 Palo Alto Networks, Inc.



NAT

Of2f3h HAIO R 2t A IPEAL B0jH SUSHNAT FAR PHEHOR st 4 ST Het
£1 8Her A0 CHE 24 HH0| GITH2tE B0l oopel pishel IPRAT}CHE SAE] SHE|R] o
&t

= .

AA IP/HSHE P OIE L] 2= M4E0[ BH=E| 11 8A[ZHe] of|<F EfO|H7F A|RFEICH D 7RY e LICE S
HHoto]| CHEE Af M[A0] A|ZfE|H EFO|H 7 SX|=| 10 MM0| 25 2 W{7HX] AL E LT ofml of2f Et
O|H 7t CEA| A[ZFE|Of H2HEl A TF Of Qf &l LT

o2t EtO|H= set setting nat reserve-ip no Y™ S st B2 25tHLE nat
reserve-timeS CtE IO E HEAY WX & IPNAT =01M &

=3
ofofof et CLI -2 =X 1P ZE(DIPP) == HA IPNAT 20| g8 FX| f&L|CH

= re) CCL- O = k=) re)
EM SAE = QIHI 0| AN CHSH NAT B2 st
AANAT U CHA NAT 7% RE 24 HotS H[SNSISIEE LAY 2 QUELICH A2Ulo EN SA
ELt EX QIE{H 0| A0A LI7H= ESHTI0f CHol NATIH ABIX| $E 2 stai= 0|27t 912 4 Q&L
C}. CHS EAt= SAEO| CHell AA NATE HIZASHHE 8 S HOELICY
STEP 1| NAT H#g ohELct
1 HM>NATS MeEfstD ol cHet Mgo| LekEl 0|22 X712 22t ct
212 Tz o] Y= MMM LIS LI ES T 0f CHel MASt Jod S Mefstn(xots S2lst
CHS ot MEH) CHAF Sl S20j|A] Q|5 HEY 30| CHol AAIst HAS MestL|Ct.
AA FAON 2712 22D SAE FAS QEPlL|Ct 201 S2lBtLct
4. BiBHEl THZ) o Q= SO AA ZA B3 MO Qs HE QY 220f|M 9SS MENEL
C}.
5. 2iolg Zalgtct

STEP2| Mz AFStS F{olst|Ct.

NAT #4{2 2|0 A Of2H 2 = MU= Me|E 22 HAolH = A A0 Tieh F4 Heato[ &
dor7] Hol| M2|=| =5 NAT S| g2 3 CHE NAT M ELE HA BX[SHY AL

PAN-OS® 4| E|Z 22| X} 710|E Version 11.1 & later 361 ©2025 Palo Alto Networks, Inc.



NAT

NAT -4 O
« CHANAT Of - 2CHY OfE
« IZE BH20| = CHA NAT Of
« CHA NAT O - LCHCH ORY
o 2A SLOHA NAT 0|
o TJHA 2O[O] AA NAT Of|H|
t&f 2t0]0] HA NAT of
« 7t 2l CTHA NAT(DNAT)

0

0

N
Oi Oi

O>

CHeh NAT Off - 2CH O E

NAT 8 HI0F 4|2 748 I} 7HE 28t Al Fof 8 24 JRof ©

AFBEIS AL SHA THZIOIN 22 IPFA(E, C

2 A2 A0 M| Cha IPFA(F, NAT O[T CHe IPF4)2| &
HoF MU A= A2 III0MQ 1P FA(F, NAT O[T F4)E
AE 2 AEISRHOZ HEE 2 A
2 x9| 20 ZFEUC

LCHE CH& NAT O] T Of|of| A, HEZHAE-L30|2H= FHe

Sto| DMZ2t= Y9l AH 10.1.1.10001] & <52fL| T,

DST NAT: 192.0.2.100 to 10.1.1.100
Untrust-L3 Trust-13
- /g £ L
~__| —
192.0.2.1/24 E1/2 P N
£52.0.2.250 192.168.1.0/24
oMz
=
=

NAT &S 8517 Tofl, Of AlLt2| 01| tHet O E =M E 2 BlL|C.

FLIH

HoiQ|L|C}, 5, Ok ALY CA)

LICE CHA NAT 20|
NAT +&ILH CHA S

78%! LICt.

|CF 22fLt, te F2

(e}
O|= tHe IPF42| B

| AF2XH= 1P =4 192.0.2.1002 AMR

U S AE 192022502 F24 192.0.2.100(CH A& MHC| & F24)01 CHet ARP 2 H S EHLICE.

O e 0|C{Lly/1 QIE{H O] A0 M CHef 192.0.2.10001 CHEF ARP 27 THZI S

Aot RS He

SfL|CH, gotHe A=l CHA NAT 2 20| XtH| MAC =242 ARP 80| SERfL|Ct
O NAT #&2 LX|of CHel "IHEILICH CHAN IP A S BHeSH ™ CHA 1P 192.0.2.1002 10.1.1.1002

2 A5 | R AEHAE-LZFHOM AEHAE-LZFHR

o 1=
Ct.

O Hetel A4S 20t =, o2 Ty 10 1110001| Ciot 22 X322
BEYLICL O] ool M, 41 I H[0] A= D ALY Ol S1/22dL |

Z CHA NAT &S MM sHof 2fL

TS0 S QIETO[AE
Ct.
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U o2 HEHAE. 3T DMZZ EHE0| S E&|=X| QI5tr| 23l Eot HM £ E
|

& Hot Mo CHA AT 192.0.2.1009!, 212 THIILY IP =AS A XBHL|CE,

e

O gisiHe mi3l2 M £ QIEH0|A 0|Hul1/22 MYSHL|CH IHZ10] 2SS Ho{LH CHAN =
7} 10.1.1.1002 2 HAE/L|CE,

Ol oA, =2 ZHA|= BN AFHE(10.1.1.100) 5! BN H &5&(192.0.2.100)01| CHSH A ElL|CH o=l
NAT &2 CtEar 25U

Original Packet Translated Packet

DESTINATION | DESTINATION
NAME TAGS SOURCEZONE | ZONE INTERFACE SOURCE ADDRESS | DESTIN,

N ADDRESS SERVICE SOURCE TRANSLATION

2 Webserver-publ %

DESTINATION TRANSLATION

v
3
3

[ — — =
Source Destination
NAME ZONE ADDRESS ZONE ADDRESS APPLICATION SERVICE ACTION PROFILE OPTIONS
= Untrust-L3 Ny = DMz 2 Webserver-pu. web-browsing | any @ Allow

ILE Ho0| Qe CHAF NAT O

1= T
192.0.2.100 & TCP ZE 802 AF2H= 9 Aol MASHL|CH CHAF NAT A2 [P=AQ TEZ O
10.1.1.100 2! TCP ZE 80802 2 HSSIE & LA EIL|C F=A JiH|= 1A AHE(10.1.1.100) 2 At
52 (192.0.2.100)01| CHsH A4 &L T,

Ol o4l M, &l MHE E 80800 A HTTP E2f{lE AISIEE 2 HEILICH 220|HEE IPFA

DST NAT: 192.0.2.100 to 10.1.1.100

Destination Port: 80 to 8080
Untrust-L3

Trust-13
- E1/1 FF 1
Lt 10.1.1.1/24 = e |
192.0.2.250 : E1/2 S
192.168.1.0/24
DMZ

B
0.

10.1.1.100:8080

YoHHO| M CHS NAT & EoF #AlS Fd8hof LTt

Original Packet Translated Packet

DESTINATION | DESTINATION SOURCE
NAME TaGs SOURCEZONE | ZONE INTERFACE ADDRESS | DESTINATION ADDRESS | SERVICE | SOURCE TRANSLATION (ON TRANSLATIO
Dst NAT-webserver | non A Untrust-L3 A Untrust-L3 any any 2 servers-public any
Source Destination
NAME TAGS TYPE ZONE ADDRESS USER DEVICE ZONE ADDRESS DEVICE APPLICATION SERVICE ACTION
universal A Untrust-13 A DMZ 2 Servers-public any web-browsing | any @ Allow
R) o ] =] N .
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show session all CLI EHE A2t H2S 249

CHef NAT O] - ZCHCt OfE

O ool M, BILESl IP = & 71Ol M2 CHE LR = A E01| DY ELICH HotH2 oHZ2[AH 08 S ME
oto] HetHo| E2fL s WEHSt= LR 2 AES AEYL(O.

DST NAT: 192.0.2.100 to 10.1.1.100 Dst Port 80
192.0.2.100 t0 10.1.1.101 Dst Port 22

Untrust-13 Trust-13
E1/1 E1/3 |
L : R
- 10.1.1.1/24 E1/2 <3
192.0.2.250 192.168.1.0/24
DMZ =
=
10.1.1.101
10.1.1.100

CEHTTPEZE S SAE 10.1.1.1002 2 M& &1 SSH EZ{T 2 AH 10.1.1.1012 MAEIL|CE C2
A JHAIZH He et o

o MO O|2] HZtE SHLEO| 1P F=A-0f THEE =4 THA|
SSH ME S| A IP =20 THet =4 JHA|
o g MOl HH 1P 20 Tel 4

oile =4 JHAIZ -4 Lt

« 38-AH:192.0.2.100

« SSH-A{H{: 10.1.1.101

« A2 ElAMH: 10.1.1.100
NAT &2 Cta o 25U

[N Original Packet Translated Packet
DESTINATION | DESTINATION
NAME TAGS SOURCEZONE | ZONE INTERFACE SOURCE ADDRESS | DESTINATION ADDRESS SERVICE SOURCE TRANSLATION DESTINATION TRANSLATION
Dst NAT-webserver | none P2 Untrust-L3 P2 Untrust-L3 any Any 22 servers-public B service-ht
Dst NAT-SSH none PAUNustls P UntustL3 | any any 2 Servers-public 38 custom-se

Source Destination
NAME TAGS TYPE ZONE Ik ADDRESS USER DEVICE ZONE ADDRESS DEVICE APPLICATION SERVICE ACTION
universal = Untrust-L3 any any any A DMz (2 servers-public any eb-browsing | any @ Allow
uuuuu rsal | Untrust-L3 any any any = DMz 2 Servers-public any <h any © Allow

A Sl Ofef NAT Ofl |
O] G0l A= NAT 72 Z2{0|21E9f A5 7H2) TS| A4 B Y IPFAS BF HereiLCt,

« EM NAT-EZ{AE-L3EYC 2
E2|3 192.168.1.0/242] 712l =
C}H10.16.1.103). X IP X E

2lO[HEON ERHAE-L3FHY MHE TZIQ AA FAE=
2 0f| A ot o] O] i A (egress) QIE{HIO| A9 P F A2 HEHEL
HotOZ Qlol| LE Hs = HEHE LD
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. CHA NAT- 220 E0| A A2 THZ19| CHAF AL MO 282 F4(80.80.80.80)01l A AEH2| 74
Ol 34(10.2.133.15)2 HSHE L|CE,

| SRC NAT: 192.168.1.0/24 to 10.16.1.103 |

[ DsT NAT: 80.80.80.80 t0 10.2.133.15 |

Untrust-L3 Trust-L3

E = El/4 VLAN B

10.2.133.15 10.16.1.103 B s
192.168.1.0/24

CtS 4 7HAI= T NATOH| CHal g &Lt
. Server-Pre-NAT: 80.80.80.80
. Server-post-NAT: 10.2.133.15

Ct

0jo
>
IJJ

I A0l M= Ol |9 AA SICHA NAT FME P 45= S-S Hof SLCL
MNAT Policy Rule @

General Original Packet Translated Packet

D Any Destination Zone Arr_v D Any
[ | source zone ~ Untrust-L3 ~ | [J | SOURCE ADDRESS [] | DESTINATION ADDRESS ~
] P Trust-La 0 & server-pre-naT

Destination Interface

any w
Service
any e
() Add () Add () Add
MNAT Policy Rule @
General | Original Packet | Translated Packet
Source Address Translation Destination Address Translation
Translation Type | Dynamic IP And Port ~ Translation Type | Static IP ~
Address Type | Interface Address ~ Translated Address | Server-post-NAT ~
Interface | ethernetl/4 e Translated Port
IP Address | None ~ [CJ Enable DNS Rewrite

HelS 2f0lste{™ CLI HE HA| MMAS AL2SH0] ## ## ## 80.80.80.80= AFSTfL|Ct £2t0]
HE F4192.168.1.11 5! LE HS=10.16.1.103 5! L E HS 2 HSHEIL|CH CHAN =4 80.80.80.802

10.2.133.152 HSt=IL|C},
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AL QFO|O AA NAT Ol A|

Palo Alto Networks” 2] 7hAf 240]0f BHZEOf| = #|Z C|ujo| A0f Botg £ HBsts 0|0
ZSHEILICE 7hy 2tolo| = &l QIE{H 0] 201 THE NATE 782 +
NAT(SH IP, 88 IP 3! ZE, HA) 3l T4 NATV 512 ELICH

7hef 2F010 Q] QIEHO| A0 = IP AT LY UX| R2BZ2 IPFAS QIHHO|A IPFAZ Hetst
= UELICH IP T4 Z5 FYl{ofF gLt

to

7t 45t AR CHE A

7tet 2t0|0] QIE{H[O| A0 M NATE =AY T= AA FAS 0|2
2 CHet | B4

|2
O = Hetdt= 20| ZTELICH HoHE2 NAT F20]| CHet ARPE ZEAISHK| ot&
Of REOf M ARSI H YAEE ‘34 CHRAEZ 2HRE 0l % "ai cteEs 74
= 7t 2009l THE & Z0f U | QIE{H O] A0 U= 1P F20f Ciiet ARP RE S
Ct. Z=A| ARPOI| CHEt XEAM[SF LHE A 9 EEA ARPE SESCIESPN LN

Ofefl A& NAT OM[Of M= FA BHAl ESJAERHE Tt 240]0] SHOH|M ZA B ER{AEC = 22
Eoh YHM(HEAIEX| 45)0] I E LT,

ClH
TEA
o=

JE

ol rlr
IO o
J>
_|
%H

Cte EEZEZX|0|A F 709 2tRE = MEU 192.0.2.0/24%F 172.16.1.0/24 At0|S] HE S HM|ZStE 2 74
EIL|C} 2R 79 23 = ME4ll 198.51.100.0/30C 2 FMEIL|CH HHM 2fREIS HERA 7o HES
HESY| Rl = 2rREO|A A ELICH 2ot o| 2t Hol| Bl = 7| Hof| 2 2t*E e EEEX| 8! 2t
g H|0| =2 Cta 2t 2&LICh

198.51.100.0/30 =
R1 R2
| -
R i S —

192.0.2.0/24 172.16.1.0/24

R19| E=:

CHAH Ei=g=
172.16.1.0/24 198.51.100.2

R29| 2 =:

CHat ==

192.0.2.0/24 198.51.100.1

O|X| LotHE & AZ 3 &K At0]Q] 7+ 0|0 2=0f HHILE L|CH H9| 198.51.100.9 ~
198.51.100.147t QL= NAT IP =4 0| HotHol| LM ELICE HIER 2 172.16.1.0/242] AMH{Of| AM|ASH
= A E4192.0.2.0/242| E20|HEZREES| E= 5412 198.51.100.901| A 198.51.100.14 H |2 HH
El AN FAS ALESHH R20| AFRILICH AH 2] SER Of2{ot A2 MY ELICH
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198.51.100.0/30
vw-trust vw-untrust 2

(
MI

R1
—.- l-?%‘l
)
NAT pool: 198.51.100.9-198.51.100.14
1920.2.0/24 172.16.1.0/24

24 NAT?F A S0t R20IM X ES 2t RE S oM THE T4 2 2ot TH2I0[ AH|E K| g
5 offOF LT ofefl 2t E H0l= R29| =& 2t E H0[S0] EAIELIL}. 0] Z=& HIAE|H|0|M

198.51.100.9-198.51.100.14=2| EciZlS HASIH(ZH, AEL1198.51.100.8/2901 = AE &) R10]| &ottH
S Solf LAl TS ELICE

R2°| 2 =2:

CHet s &

198.51.100.8/29 198.51.100.1

/t& 24010 X NAT Of

O| CiIX|ofl A = 2ot O] ER{AEZH= JHA 210|0 2N EHAE S{N|2h= 7t 20| Yo Z 3
MEILICH SAE 192.0.2.1002 X O 2 198.51.100.1002 A2 HBISIL|CH UL SMES ARSI

r

O 220U E &= |IP 32 198.51.100.1002 AHESH0] AHO|| M| ASHH BfotH 2 198.0.2.
LICt M7+ 192.0.2.1009 2 A|&Iot BE HZEL2 AA |PFA 198.51.100.100° 2 HBHE/L|CE,

= -
= 198.51.100.0/30
= R1 Trust Untrust iza_ -
. i
192.0.2.0/24 ) S
| Static NAT 192.0.2.100 to 198.51.100.100 | 172.16.1.0/24
R29| H=:
o =
CHAS LS =
198.51.100.100/32 198.51.100.1
uuuuuuuuuuuuuuuuuuuuuu
uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu
P T =

HERAE ZO| 22}0|UE = 9t51210] 192.0.2.1009 2 HSHst= |P =4 198.51.100.1002 AF2SHO] A
EHO|| M| ABHLICH NAT % HOF M2 D QIEZAE oA EBJAE ZOR T4=0{0f L|Ch,
- -
E . - 198,51 muo/;oummﬁ . o
- = o

1
192.0.2.0/24

[ Destination NAT 198.51.100.100 t0 192.0.2.100 | 172.16.1.0/24
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R29| E=:

198.51.100.100/32 198.51.100.1

Original Packet Teansiated Packet
DESTINATION | DESTINATION
NAME SOURCEZONE | ZONE INTERFACE SOURCE ADDRESS DESTINATION ADDRESS | SERVICE SOURCE TRANSLATION DESTINATION TRANSLATION
3 U [ " N S webserver-publi
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NPTV6 7l R

O MM0f| A= IPv6-to-IPv6 NPTV6E L E 2 = H 5 A HEHNPTVE) 2 74 2 0f| CHsH dH L
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Cf LM AL =2 4= ASHICH

I
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NPTV6 2& Al

NPTV60!| CHEH S L6t Palo Alto Networks® 2HaHe0] Qretsto 2 M Qi |pye HEHS 43
2rL|Ct 22 RFC 620601 M El 212|5S 7|9tO 2 BfL|Ch.

=

oF AFZ AtRA|OI A NPTVES +AiStE Yot 2 LR HEX A HAX O 2 2IRE ISt HRAIE A8
Stz 2| HERZOf: EfEl) Atojof AEL | ChOIO|H 0| OfRHI2E gefo= Z W LHE &4 H
FALE 2IF HFALZ CiAELIC O] R 2 A4 Heto 2 AeyH UG

L CHE AR Ar2fof M= EIOIH I~0| QIHI2E = 0|Sots 32 tey BFAEUR BFAIZ O
MIELICHCH & FHetol2ta of). ofel 22 e Het BINPTVeS S5 20 ELIT IPve 42| HF

FELHRLCH 20 §i§ FE2 H2AEX| ol Yot M SLotA FXAIELCE o
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Translated Destination Address

|
|
DA 4001:5509:32E8:111::55/48 1 DA 8002:CD77:F955:111::55/48

=

. —— : =
—

- % L |

NPT\/BE configured

NPTV6S 203 I B3X| of=Chs FE ofsists 20| ZRELICL NPTV NAT HMS st Sot
2t Hreto| A S0t M E T ABHOF B

NAT & NPTV6 B2 712 @I A0t WEE FAS S0 DEE MY 4 &Lt
N

IPv6 T F AL HEHS §ISt= SZ0IM= Ml 7HK] et 7|50 Sl 2 SfLIct,
& GINDP ZEA.

PTv6 NAT A% Hot

Yot 2 Ch=S HetolX| dsL T

« 951 0| ND(Neighbor Discovery) FHAIO] /= T4,

- M EUYl OXFFFF(RFC 6296, £2 BO| [2).

« IPEHEPHAE F4

- TFAFZO0[7h/31 013t IPV6 2

o Y3 2 A LIHO| JHA 240]0] ZEO|M A S5 2 Mt IPFATE G WotHo| 23 2
4 FAE HetSHK| gb&LCt

« TCPQIZE SM(RFC5925)2 AHESIH I|{E Q1B 5H= TCP MM 2| FALICE

NPTV6S AFE5t= A NPTvEO| =2l ZZ0A = &[7| MZ0f #HE 2= E2fTo 450 JdF¥s &
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=) 2021:8::4c/64
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oot ¢
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STEP 13| 2t2g M0 M &=xste BFD Z2IYS 2LIHZYLICE BFD S7|, AEf 3! e S 2LIH

L|Ct.

. show routing bfd active-profile [<name>]

=ikels
o H

. show routing bfd details [interface<name>][local-ip<ip>][multihop]

[peer-ip <ip>]1[session-id][virtual-router<name>]
. show routing bfd drop-counters session-id <session-id>

. show counter global | match bfd

STEP 14| (=] Al2h) BFD &, 41 9 E8 FH2H E XISLICH.
clear routing bfd counters session-id all | <1-1024>
STEP 15| (M Aleh) ClH A g 212t BFD M S XISLICH

o

clear routing bfd session-state session-id all | <1-1024>
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TCP(Transmission Control Protocol)(RFC 793)= QIE{Ul IZEZ(IP) XME=2 2 Z2ES & StLIZ
el I U0 1Pt 2HH TCPIPZ Xt HZELICE TCP= NOIHEE $445H= S0t 22 HALE |
SOt AE NIHEES SQISHH HRE &M 2 TADE N IHES XY HSH| 20 AHEXQl ME
DT=EZE ZtFELICH TCPE Lot AHE MOIHES MHES NSt S LT TCP= HEf ME
S A X[FHQULICEH F, MM 7|2t SO L AXpet 2= AKXt 7t HZAO0| MHELICH TCP= MZIQ S5

HMAHE MSoIE2 HERRS 28& M2|gd 4 JASLIC.

TCP= MM 28 S0 HEMO|2 S +ABHH] MM S AlZStD SQIBLITY. E1|O|E17f HEEl = M2 =
MEi= E*S'Llﬁf H7IM 2 Z2 RN T2l HE
t= HEMOIZ = THAIRIRE 2l AL ZHO| 3er oHE A o|:’(37H°| IJﬂ)\III _’9*)0|71|— %@ L= 5y
= HEMO|T = SA| netlh 242 HYEY = ASLICL TCP =2 IEN 02 EE2(2) TCP =2

=
CN0|3 MM JHX—I HIX| gt MAHSH|CF

OI-

ok
|r1 _Oi
= H
o >
0 J
x
=
E
10
Hu
2
i
Lol
o
ot
I
D_
_|
00
v
=
s
mjo
>
ikl

oo

—

CPE M4 T2EZZ ASSH= ofE2(H|0|M0fl= HTTP(Hypertext Transfer Protocol), HTTPS(HTTP
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4-Way Split 4-Way Split Simultaneous Open | 5-Way Split

Handshake Handshake Handshake

(Version 1) (Version 2)

1. A>B SYN 1. A>B SYN 1. A>B SYN 1. A>B SYN

2. ASCB ACK 2. ACB SYN 2. A€ B SYN 2. ASCB ACK

3. A€ B SYN 3. A2 B SYN-ACK 3. A>B SYN-ACK 3. A< B SYN

4. A>B ACK 4. A< B ACK 4. A€ B SYN-ACK 4. A> B SYN-ACK
5. A€ B ACK
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HISHEH 2 CFS 8|0]0 3 QUETH 0| A LW IPv4 2 IPv6 A0 CHoll £ 7Hsst MSS X 37| E X
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ANM IPV6S At = dETH A0t HEELC,
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gLt
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I
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Ao ZH EZE HH 5= Q= ICMPv6 HIA|X|E LIEFHLICH E3 =7F ICMPv6 HIAIX| S &' T{OC}
LAELCH HZI0| 0 E20| =HotH CHE E20| HZ10l| =7HE Ti7EX| ICMPv6 HIAIXIE T 0|4 EH
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S| ot
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n = o) o o AXHS
1 CHolA > HH > #e|E MEistn dot 8g sF Lt
i o =) o) A S
2. NgetRYS A= S MFYLIC
General Settings @
Hostname | VM-17-233
Domain
(|
Ol
Login Banner | VIM-17-233
|:| Force Admins to Acknowledge Login Banner
S5L/TLS Service Profile | None e
Time Zone | US/Pacific R
Locale | en e
Date | 2021/06/09 w
Time | 17:33:34 e
Latitude
Lengitude
|:| Automatically Acquire Commit Lock
[ Certificate Expiration Check
Use Hypervisor Assigned MAC Addresses
D GTP Security
[ SCTP Security
Advanced Routing
Tunnel Acceleration
. o =a|x o . o L . .
- =olE 25| ©of| A 2t E AdTIo| Chet 482 MY =X 2RISHYAIL
o o =als
efels S=ELHC
B 7F LIEFE LT,
Warning

©

Enabling Advanced Routing will require you to migrate your configuration, commit your
configuration and, reboot the firewall.

If you select Yes, a script will assist you in migrating your existing configuration to the Advanced
Routing Engine. The migration tool will convert each Virtual Router to a Logical Router.
If you select Skip. the system changes to Advance Routing mode without any Logical Router

configuration.

Please refer to the Administrator Guide for more information on supported features.

Do you wish to continue?

Skip Cancel
O € MEISHO] 00| 20| ASZEDH ZE 71y BIRH E =2|H 2t E Hetst 488 1
= otRE |£9§ OFO| 12O MSHE 2 BHLICE (2] PHO R A|AEIS CEA] AJRFSHE ™ 2L
H7IE MEHRLICH 15 2tRE S 2dotots ZENAS FA0HH F|AS MEISILICE)
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6. stols 22|st0f 0to| 20| Mg SolgfLct

Migrating Configuration

MNumber of VR to be converted: 2

Color Code:

. Successfully migrated, no user intervention required
O Migrated, user intervention maybe required

@ Not migrated, Obsolete, No longer supported

@ Migration process failure

OK
7. 7ty 2LQE| 21X 2LQE( Cigt 23 I MO TR Y A7) LIZE
. = St A O S
20| Erot = ZH S HEYLICH Al&S MEfgiL

Virtual Router @
Migration
Q. Zitems | —=»
NAME INTERNAL LINK STATUS
VR-North Open in Network -» Logical Routers [ ]
VR-Tunnel-North Open in Network -> Logical Routers [ ]

Legend: @@ Successful (O} User Intervention (@ Obsolete / Mot Supported @) Failed

Continue

8. 0|E 22/¢tof O0ro| 12jjo| el A4S Lt

Advanced Routing

The migration process is now complete. Do you accept the migrated
configuration?

If you select Yes, the migrated configuration need to be committed and
the device rebooted for the configuration to be active.

If you select Mo, the last running configuration will be restored and no

device reboot is required.

9. (PAN-0S11.0.2 0|4 11.1 Z2[A) 2olg S,
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40

Advanced Routing Changed

Advanced Routing is enabled.
This window will be relcaded. However, Commit and Reboot are still required to make the new
config effective.

OK

10. 7{51%t C}S ClHIO|A > MH > 2] 8l C|HH0| A XHEE S MEfSIL|CE Yool ChAl 2018
LICE.
OtO|12{|0]H0] ¥ S5HX| Rot E2 7|s K& LS W45t aPao Alto Networks 12 X2 12
2o 230ttt = ZHE EU5t0] HF0i| Chet =58 2HoM .

11 (M=) Afehy ofo]T2f|o] M0l HBet 2 714 ZE CLI HES ALESI ZE 7HA 2t2EHE AX|

=
1. cLIOf| HMATILICE,
2. 2| HA| 2tRE AT ZE FHES HAHSHH CHS HHS AAMSIMA 2.

username@hostname# delete network virtual-router <vr-name>

Q =e|H 2teE S HEStHE 87 7ty 2tREHE MY + AGLICE O
A ot 7te 2t RE 01 H Ol AFEE[X] @A H HS 77 &S
Al ELILE 7hy 2REE AHSHE HO AT SR EX 2 7 2B E A
HMotE 2 AA 2t AT BE 780l FPHO 2 MAHEMH 78S ThAl 7t
M 4 gltts 8ol R2l5tM K.

3. drotof oot 1 Atate Al ch

-— -

username@hostname# commit

Panoramalil A 782 o UEX 3 > 7ty 2tREHE MEISIH 2= THY 2t
AHY = AGUICE ALSH| Hol| HE Arets e
efLot.
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MONITOR POLICIES OBJECTS NETWORK

& Interfaces
PR Zones E’ NAME INTERFACES GENERAL BGP STATIC RUNTIME STATS
o VLAN: LR-1 ethernet1/1 ECMP Max Paths: 2 Enabled More Runtime Stats
B virtual wires ethernet1/4.1 Peer Group Count: 1
- loophack 1 Peer Count: 1
Logical Routers
« @) Routing Proies 0O tr3 ethernet1/3 ECMP Max Paths: 2 Peer Group Count: 0 Mare Runtime Stats
@ ce ethernet1/4.3
BFD
QSPF
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o
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Admin Role Profile @
Nanu:l |
Description
Web UI XML API Command Line REST API
@ONetwork -
()Interfaces
(/) Zones
(/)VLANS
@‘\-"il tual Wires
@Rﬂuling
() Logical Routers
()Routing Profiles
(©)BGP
()BFD
()OSPF
(/)OSPFV3
(HRIPv2
()Filters
(/IMulticast M
4 3
Legcnd:@inable (@ Read Only () Disable
Cancel
4. zolg 2Pt
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Logical Router - LR-1 6]

General Name | LR-1
Stati
e Interface | Administrative Distances | ECMP | RIB Filter

OSPF
INTERFACE -~
OSPFv3 O
] ethemnet1/1
RIPv2
[ ethemnet1/4.1
e [} loopback.1

Multicast

(P Add
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STEP 3| (MEf Arsh) Crst @80l ZZ0)| st MY

el He[(7]2 280M) 2 E

Bore{ s

e Azj= M

EBLCt,
Logical Router - LR-1 @
General Name [ LR-1
e Interface Administrative Distances ECMP RIB Filter
OSPF
Static | 10
OSPFv3
Static IPvé | 10
e OSPF Intra Area | 110
BGP OSPF Inter Area | 110
Multicast OS5PF External | 110
OSPFw3 Intra Area | 110
OS5SPFv3 Inter Area | 110
O5SPFv3 External | 110
BGP AS Internal | 200
BGP AS External | 20
BGP Local Route | 20
RIF | 120
o 3N -He{= 1~255RIL|CH 7|28t 10 LI},
o HH IPv6 - HRl= 1~2559]LICE 7|22 10Q/LIC
« OSPF L2 g9 - HQ|= 1~255QLICH 7|24t 110 LIC}.
« OSPF g9 7t- Q= 1~255Q)L|C 7|23t 110 LIC}.
« OSPF 22 - He|= 1~255QL|C} 7| 23f2 110Q/L|C}.
« OSPFv3 ¥ 7t - He|= 1~255QL|C} 7| 23f2 110L|C},
« OSPFv3 ¥ 7f - He|= 1~255QL|C} 7| 23f2 110/ L|C}.
« OSPFVv3 2|8 - HelE= 1~255Q]L|C} 7| 272 1101 LICt.
« BGPASUE - Q= 1~255Q]L|C} 7| 242 200/ L|C}.
« BGPASZ2E - He|E= 1~255QL|C} 7| 232 20 LT,
. BGP=ZZ F= - Q= 1~255QL|Ct, 7| =242 201 LTt
« RIP-H®{= 1~255QL|C} 7| 2gf2 1202 L|CF.
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Virtual System

D1
r Allow forwarding of decrypted content

Mame |vsys-1

General Resource

DS Proxy | None

[J INTERFACES O wvians [0 WVIRTUAL WIRES
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Logical Router - LR-1 @B
Routing OSPF OS5PFv3 BGP Multicast BFD Summary Information

Route Table Forwarding Table Static Route Monitoring

Display Address Family | IPv4 and IPvé i
-:'\ Oitems | —»
DESTINATION NEXT HOP PROTOCOL METRIC SELECTED AGE ACTIVE INTERFACE
Close
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Lt BFD L 202 S Hd5to] §H 20| LT 7[24{2 S (BFD HIZ-dsh Lt
Static Routes - IP @
\JJ||'L-| |
Destination | o |
nterface | None e
Mext Hop | None o
Admin Dist
Metric | 10
BFD Profile | None e

[[J Path Monitoring
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Path Monitoring Destination @

MName || |

Enable

Source |P | R |

Destination IP | R |

Ping Intervalisec) | 3

Ping Count | 5
Cancel
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= O
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STEPS5|
STEP 6|

STEP 7|
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L[CF.
Logical Router - LR-1 @
e Name [LR-1
Static Interface Administrative Distances ECMP RIB Filter
OSPF -
1Pwd IPvé
OSPFv3
BGP Route-Map | None i BGP Route-Map | None R
Gl O5PFv2 Route-Map | None o QOSPFv3 Route-Map | Mone v
BGP Static Route-Map | None i Static Route-Map | None R
Multicast RIP Route-Map | None v

3. 1PN A2 9 GZE Z2S Uelsteiel B 22 XS0 sl M E 22 XS M

A2
SIAL M 2 A EE 4 f
4. 1pve B ZE 9l AdE Z2E TERste{H HA 2 X 2ol cheh M 22 X5 ME=
StALE M Z 2 XEE

(LEP AR EH IPva S EH IPve 22| 7|2 2te] A2 S =2l A 2FE Lo EE R

CLI0|| 24| A5t show advanced-routing static-route-path-monitor &S ¢
Aot & 22 ZLEE SL|CH PAN-OSCLI 2 A 22 CLI A E AE0]| =7 EHE Lige
LICEH HESZ.
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2. 0| =2| 2}2E{0f Ciel BGP > Lt 5! BGP & A 3tE MESILLCY,

Logical Router - LR-1 @
General R
General Peer Group Metwork Redistribution Aggregate Route
Static
N Enable
OSPF
Router ID

SR Local AS
RIPvZ Global BFD Profile | Mone v
BGP Cptions
Multicast D Install Route D ECMP Multiple AS Support

Fast Failover Enforce First AS

D Graceful Shutdown Default Local Preference | 100

Graceful Restart
Enable
Stale Route Time (sec) | 120
120

Max Peer Restart Time (sec)

Local Restart Time | 120

Path Selection

D Always Compare MED Deterministic MED Comparison

n CdI.LLI
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BGP - Peer Group @
Peer Group Connection Options
MName | Auth Profile | None R
Enalle Timer Profile | None w
Type IBGP ) EBGP Multi Hop | O
Pvd Address Family | None v Dampening Profile | None v
Pwé Address Family | Mone v
|Pv4 Filtering Profile | None w
IPvé Filtering Profile | None v
A Ditems | =5
D PEER EMABLE PEER A5 INHERIT LOCAL ADDRESS PEER ADDRESS
() Add
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BGP - Peer Group - Peer )
Mame | |
Enable
D Passive
Peer AS
Addressing Connection Options Advanced
Inherit u Yes
Local Address
nterface | R
IP Address | Mone ~
Peer Address
1B |IP e N

Cancel

PAN-OS® W E 2|2l 2t2|X} 7}0| = Version 11.1 & later 525 ©2025 Palo Alto Networks, Inc.



Advanced 2} &

o] 250l A &5 =4 X0l CHoH OfLIRE et 22 I|ojo] CHol| CtEeS XIF LIt

o I|ojof CHal of2f IPv4 =4 THH2| S8 S X FotH HHTt AR Z20HY S MERSED T
2 D=0 g MEo L A&(Oo] I50A &%)S MEISHAHLE M| BGP =4 T2 &
=ntUs PHELICEY | 222 8IS (IPv4 AFI AFS oF 2h) RILICE

= iBGPZ

AEQUS KT 4 2
%H1Lgcmwwa=%1%u%£5mmwwma

2 *JOJode BGP EEHI*L SHE oofof| EH@ DE YO0 EE BtHBfL| T}
o IO{0] CHo 4 IPve T4 THE 2| SMS X|HStHH MMTHAFI T20HU S MEHSEALY
A (IO 3F0N A4)S MEHSEALE M BGP 4 T2 2| T2 S M ST, 7|24,
2 212 (1Pv6 AFI B2 shiL|Ct,
AFl T2 MU S ALSSHH D07 A2 2| 28E S20|HEJS XHY =
SLICH Z2 2|28HE= ZE Ooje EE AN E 2 2 E T|0{0f BtFst=2
Z iBGPE &t E

2 (IA5IH BGP E2 M[A = dlfE 1|ofof tet &2

. IPv4 2 Z2orY
AT D S0 A
HA:.(l Pv4 ZEZ ALE
. IPv6 ZEHZ T2
Lt AT 3 F0lA

AS(Pv6 ZEZ ALE

« Z2Z FA0|AN BGPE

S| HIAIE 27t SELICH T E Z 2 2|Z2E S20[A
R

SMg mofol| M EstH Mot BGP THE T2MAS MEHSHA
M2 MEISIALE A BGP ZE{2 T20S oHEL|C
oF ehJLict.
SMg mofol| M EstqH Mot BGP HHE TEMAS MEHSHA
EHSLLE A BGP Z/E 2 f

C

g2)2 M 3 Z20YUS SHELICL 7|23
o helLct.

PE 743 QIE{H0|2E HEABILICE QIE{Ho|20) £ ofate] IPF47}
Q= A2 Bt olEfm0| A9 |P

PAN-OS® HE |2

22| X} 7H0| = Version 11.1 & later

526 ©2025 Palo Alto Networks, Inc.



#O

Advanced 2}

BGP - Peer Group - Peer @

Name | |

Enable
[ Passive

Peer AS

Addressing Connection Options Advanced

Inherit Yes o Mo
Pvd Address Family | none v
Pvé Address Family | none v
IPv4 Filtering Profile | none v
IPvé Filtering Profile | none i

Local Address

nterface '
IP Address | None R%
Peer Address
Type | IP ~ w
Cancel
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QUM O| A0 IPv4 A2 IPV6 A7 B S E[0] QIO{OF BFL|CH Af&5(T[Of
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BGP - Peer Group - Peer @
\Jall'L-l |
M Enable
[ Passive
Addressing Connection Options Advanced
Auth Profile | inherit e
Timer Profile | inherit e
Multi Hop | inherit e
Dampening Profile | inherit e
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3t BFD Z 212 S
.

MName |

Enable
[ Passive
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Addressing Connection Options
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Enable Sender Side Loop Detection
BFD Profile | Inherit-Ir-global-setting
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Logical Router - LR-1 @
General

General Peer Group Metwork Redistribution Aggregate Route

Static
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N Always Advertise Network Route

OSPF
1Pv4 IPvé
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Logical Router - LR-1 @

General o
General | PeerGroup | Network | Redistribution | Aggregate Route
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P4 Redistribution Profile Unicast | None v

QOSPF

_ Pvé6 Redistribution Profile Unicast | None ~
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RIPv2
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STEP O] (M=t Aleh) Mo RIBO| Hi XIS = BGP ZEE O LIt

HZE SHASID ME|ESIK| D TR EZ| 2
= 1o RIBO| S8 gzt =7t
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2t & HO|S0[Lt T RIBOIM = HE2E H6HA| &
o

1L HEf3> = 2!
2. RIB ZEE MEiSI0] RETF M RIBO| =75 = S SI8StAHLL REIF FIHEX| =S of
L[CF.
Logical Router - LR-1 @
e Name [LR-1
Static Interface Administrative Distances ECMP RIB Filter
OSPF
1Pwd IPvé
OSPFv3
BGP Route-Map | None i BGP Route-Map | None R
Gl O5PFv2 Route-Map | None o QOSPFv3 Route-Map | Mone v
BGP Static Route-Map | None i Static Route-Map | None R
Multicast RIP Route-Map | None v
3. IPv4BGPZEE ZHZSIHH IPv4 HH0| M BGP 22 Hoi CHol Ml Z 2 S MEfst
Lt M 22 WS e
4. IPv6 BGP Z2E UHISHHH IPve EH0|A BGP Z 2 Hofl CHeH XHHHIE A2 g MEi5HA
LM 22 HE e
5. gtols S2gtL|c}
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MONITOR POLICIES OBJECTS NETWORK DEVICE

BGP Auth Profiles

O | NaMmE

BGP Timer Profiles

O | name KEEP ALIVE HOLD

[ default 30 90

2. maOjg AlYsty| 98 0| 2(2I 63K 2.2 BGP 015 m2IY
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BGP Timer Profile
Mame | default

Keep Alive Interval (sec) | 30

Haold Time (sec) | 90

Reconnect Retry Interval | 15

Open Delay Time (sec) | O
Minimum Route Advertise Interval (sec) | 30
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BGP AFI Profile )
"JJll‘L‘-l |
AFl @ 1Pvd () IPvs

unicast multicast

|:| Enable SAFI

Soft reconfiguration of peer with stored routes

|:| Advertise all paths to a peer

|:| Advertise the bestpath per each neighboring AS

|:| Owverride ASNs in outbound updates if AS-Path equals Remote-AS
[[] Route Reflector Client

[ Originate Default Route

Default Originate | None i
Route-Map
Allow AS In | None o

MNumber Prefixes | 1000

Thresheld | 100
Action '° Warning Only ") Restart
Next Hop | None et
Remove Private AS | None e
Send Community | None e
ORF List | none e

Cancel
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o YO OSPFv2 E= OSPFV3 ABRE| R QIHIRE TH S5 £ = OIRHIRE TH S20| JS
L|C},

IPv4 HEIFHAE PIM 28t T2H0f| A SPT &AIZfS XIF gL Ct.

IPv4 HE|FHAE ZAZ THO| A].

S0l= o] 7#&0| U & USLICH 2= 720l cHel =XH o= HWIHELICH 227t
IH AHE = 58 20| Ydsty 27 =4 1 A[0f CHolf HIHE|X| 4SLICH TFAL =

F ZO[(EH HFALE MESt= Z)E 71X WFALE #AY £ U0 HEAH 0|7t gt2 Lt

ALt 2= = X HotH He UCH= MO A FHSILICH BoE 2 HMlA SEHC}

EE 0 =88z HIle

e 1 Tl e

40 X rjo & 4n

oﬁ Jo A 4n > o
> O |

= Tope =

=

XHHH 2 - M T=2OA0 A THHE B2 WS AHE S BGP, OSPFv2, OSPFv3, RIP, H1E
L= ME %E(ﬁﬁ I ZEZE)E BGP, OSPFv2, OSPFV3, RIP L= 2 Z RIB(CHAN T2 £ 2)0f i
HHZ S BGP, OSPFv2, OSPFV3, RIP F= HX A2 (RIE T2 & 2)S X[ HELICH. BGP 2 AE F2
£ BGP I|Of0f| RHHIE S =~ QJUELICH YX| 7|E0= AMA 5= U HFAL S=0| XY E 1Pv4 2
IPv6 a7t 2ot £ RUGLICH

MEHE H2 Woll= o] Z=0| AS 5= UAFLICEL 2= AN =M=z =0f| thelf BItgLc 32

Jt =1 LRIGHH S E &AL HREH F2= =& =0 oo BIHEX| LT Aot &5
Of S0 5182 B YetH2 2 YoM MZ2HE S22 FdE £95: dFL Tt

HEPHAE Z2 Y - SX IGMP QBT 0| A9] A A S HESI= HEIHAE F=2 Ys et

Cts EE = BGPOIRE M EE LICE
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AS ZE i

>

-ASE 2 HHA ZF5 UELCL

0.

« L2 2tRHO|A 7142 BGP Z2(2Z BGPRIBR)2Q| 7HH 27| E HO{st2{H QIHIRE U 52
O BGP HEE T2MAS ASYLICH OIE S50 ET X8 AAEE SOl M3 E =0 7422
sy

. BGPZRE [I2 2PE|2 LEL)= %S N ofst2{® Ol HI2 S LE| 220 BGP LE Y T21}
AS AFBBILICY,

. BGPZZ oA 432 4+ AU BE XUS 2sC BGP R US UK 7|ZO2 AR
Ct.

« BGPEZES MBHESIHH BGPIHHHE A2 H(ASER)S LA 7|E2 2 A LT

ASHZ ML B2 HT) 6442 FHE HE 4 2

|]:1 OI-A|I—{ EE "Zi_‘E?_ _HLXIOE J-'Ll-—l'l__||_—_|- AS
2 WHA SES ALESIH X8 A|AEIS HESLCH 8
-
o

2= 0] Cs 2AE 0 2 BbElL|Ct
2k B2 70| Che Bt x| oL,

— =

B2t A0 AX|SHH HE £ =58 20| Hlistn
HELIE| 25 - ARLIE| S F0HE7]:
MO Z2E H|0{ste{ = 222 BGP HRLIE| &1 A X|A|Z .
Ol E EH &= jE(?H%L E| 582 37)2 84St EF HER =22 7|2 MYE 7HE £
USLICE
« BGPZEZ ¥o| & XS HZTote] LX| ZHS £F6H= AZ20|A HRLIEIE MAZLICE
o THHHIZE HEZ WS AHESH MU ZESHH = &F
HFLIE| 2E20= o2
S eIPNEe) L HE
BGP ZZ ¥ - BGP 22 Y& oHSL|Ct
« BGPAFI T=Zmo| 7|2 lef A QUK 7|F2 7|2 HZ(0.0.0.002 ML A7
£ ™MO|gfL|Ct, BGP AFI T 21 5 L= Iofof MEL|C LXK 7|E2 2= Of
I HPIE 2 JOH 7| E BGP E 22t YKot AR 7|2 HZ2T PSS RILCH H2 #ol AF

=
FEE2 AEERX BELICH UL OlREI2E =2 WS A8t ddE 72 320 tiet 85 2
o =+ AL

« BGP7I I|O{Z ELH= BGPEM S ™ (ZH™ Q|)gfLCt.

« NATO ZR EZot= EXN A O20| CHH AA A O PVALIE 52 MASE{H NAT Z0
M SEIPFAE st 7HQl IP A E HEELICH

. NH HZE L= OSPF ZZZ BGPZ MufEst2{H: 121 CFS BGP MEiE T 2t 0f| Al BGP

« BGPEEZ Z=mof A @It 2
BGP L|0{0| x| 24 BGP=Z #%*(i%)_l 2z
ZIL|CHOIRHIRE).

HO| BGP A 2 M2 A28
IB(O._|Hf°': L= BGP O|O{0f] &

Ho
o}a
1y
2
R
rr
o
0
=
M0
n
oy
HU

HU
i
]
m
on
oo
I
[=l
T

. BGPYRE Z7ULZ IR BGP LEIY T2IHU0N Z2of of2fdt £210| Yk F2 FD
WS 7|HOR ARES HISITE XMt 7|E WS LI, Ei 023 Z210] EXoHK| gt
A2 ENOIR| S YN WS J|IOR FRE HISHEE NHELICH
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« BGPIZHZ TZIAOA TRl A7 Ot 38 NAT TAE ARSI = IPV4ALHS 52 AHTL
Ct.
« BGPIZHZ TZIAUNA BGPEZE WS ALESHH HZ &4 = HAZE Qo AXel ZE2E A

H siFISLICE,

o HOFHECl d=2E ZARE HEISHHT =2[H 2t2EO0| thel BGP A 222 4511 ¢
I‘H |:|HO X-||_T'_ol-|_||:|-

o S B0 Uit 85 2ot =2|H 2R E| ol BGP A 2 E 7ot &4 YE H|

SeLCt
ZHO= 62| #A0| US 4= USLICH dotH 2 FAQ A|R-A HS (Seq)HZ =AMCHZE ZE Q| A0
CHSH T2l o= AE2E HIMfLICH T2 = B2 &1 A X[SHH HE £ = 618 20| YAstn I

2 L= B2t =& A0l Choll Yot X| &L

() ASHZ HA 22 LIS DE TE(L AT 4 FHOR BULICH ASHE
A 222 QS DS TE{0]|= S{LF OfAI| #4 TEI0| QO{OF 510, T2IX| OB Z sl

LSs— L ™

DE ZR/IHA0| HRELICH ASPath HA|A 222 QAN w ## 702 BELICE

THE Seq S MEBl0] IS WD AFBILICE 2T FA0IM TR BES Meioho] 0| T A
2 xpeinr SFBtLICt

Jtet of o|= #£lo] ZE{of HE

$ =l & QIE 2 A AO|ofl ALREIX| Q= AJAA
£28| A SLICH 0|2 S0 AJAA

LS 1=

A
T M
2 10, 20,30 S AFEELICH

1 HIE%’—JE > Ef g > EFOE' T20p

2. FILANA RS 0IE JYLICE 0152 S=AE 24, BE(Q) E= 0ol
E(-)22 ARCHOF Ot HeAt 24t 2E = 010122 83 2efe = QIGLICEL H() £=
SUS MEY + gt
FEc 2= Yt
HMA 7 555 UEHRLICH 1Pv4 = IPveRI LI
L 1pva2l 32 1Pv4 525 715t 7{0fl Thot Seq = S A BLICHE 2= 1~65,535)

2. Xg MHPLCL AR (7123 L= 818
3. A A0 HR M IHX| SMO| AFLICE FAE MESID T4 Fa WO IPv4 TS
YUHSILICH ALETIE OrATE AHBI0] YIS LIEFHLICE DtAT 2 S(0)2 BIETL =
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Advanced 2}

40

o
HA
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30
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g 40 H1 oo B

Off IPv4 =AES QAR AUYETIES
A

=]
39| Y2 "B g

Filters Access List @

Mame | filter_networks_to_allow
Description | permit 192.1468.0.0 subnets
Type @) 1Pv4 IPvé
Entry | SEQ ACTION SRC NETWORK | WILDCARD DST NETWORK | WILDCARD

5 permit 19216821 0.0.255.255 none

gt
mjo

IPv6= MEHSIL|CY,

J
(*)]
1o
oX
H0
2
(o]
oo
i
njo
2
\d
o
Kl
e
ok
M
1S}
1
oot
r
il
0%
40
rr
(=Y
l
[o2]
al
6]
W
9

Jal

oo >= 1% |> o
0 ot
]

3 -
o
h
>
10
2l
fot
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no
>t
Il
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o
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i
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Advanced 22 &

4. =ols Z2lote] Y58 MERLICH MENMO 2 [ B2 &=8 FIhefLch
Filters Access List @
Mame |
Description

Type () 1Pva @) IPvs

Entry | sEQ | ACTION SRC NETWORK/MASK EXACT MATCH |

() Add

Cancel
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Advanced 22 El

STEPZ| HZAI B2 o5t
1 HEYA>ZRE >2fRE T2 > LEE MEISIMA|IR
2. FItUHY me(hA S22 0|2 (%|ch 63X YLICE 0|22 FXt At LE() £& 50
E(-)O 2 AZfSHOF 5t F=Xt EXf, BE L= 80| EQ] Tt Iatel 2 QUGLICH F() £
S A8 £ glaLICh
f8ctdEs UYLt
4. LI o Ao Chet MFAI| R g MEELICH IPv4 & IPV6RILICE

Filters Prefix List

@

Name |

Description

Type o 1Pyt

Entry »= MAX

PREFIX

SEQ ACTION | NETWO... | LENGTH

<= MAX
PREFIX
LENGTH

Cancel

1 1pv4el B2 IPv4A =S 75t #A[0f CHet Seq HE £ LT Hel= 1~65,535¢
L|C.

2. XA S MEBILICH AR (7123) FE 58

3. HEAS| AL M| 7HX| SMO| JUSLICH 7|22 QISULICH ECIE M2 BE HEY
3 E MEfSH= AQULICEH A H SN2 S52 MEfstT SejA7 U= IPVAHERIR X 5F
AL SH HIERI T E K|™SH= 712 X 5FAFZ0[(0]: 192.168.2.0/24) S U= SH= ALICH
MEHM O 2 MEAF Z0|7F =XHECH FAHLE 222 X ™YL CHE, X ™t 7|2 20|23 3
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40
om

1, Hel= 00l 327tX| ). MEM o= =
% 3

Xfofl Z{ALt 2
MBLICHA A8 7|2 2|2t & 35l

A
HLF 2, AME

New IPv4 Entry ©)

Seq | |
Action ° Dieny Permit
Prefix |Enlry

“bwork | o |
Greater Than Or Equal

Less Than Or Equal
Cancel

=
HIEXH It LXIAZLICE 2) HFAL Z0[S OtAT HR(ELH IAHL 2L AL Z€5)0ll &
KIAZLICE o E E0 UES 37t 192.168.3.0/242! preflix == 2] 10t HFAF 0|7t 262 Lt
AL 30 0L AL &2 HFAF O[S Loty A 2. TS HoM = HAER = F29
e B27t A2 81 E= HMioh=X| HEE B FLIC 742 E46t= 2200l= 74

I= o
= YR E=518)0| HE LT

EE2E HFAAE(IPv4 £= IPv6) I HI WSh= A2 & B T2MAQILICH 1) PN HEAE

ME 2= 21t
W Eb HEY 3 2 MEAFZ0|7F AT QXL C
192.168.2.0/30 AlTH: Y| E QI 7 & 0 L K|SHR| Qb Ch,
192.168.3.0/32 Al MEAF 20| 7F & 3 2| SHR] k&L Ct,

TEC £ QA0 M LOU= =2| HLXAH ER(Z S, 2L ZS, AL 2 3) YL >== &

HOF 3L 22 HE AL Z0| S LIEFHLICH HEAF 20| HR| & 7HE S LT <== 3t
HOH AL 22 HE AL Z0| S LIEFHLICH HEAF 20| He| S 7HE =2 ghelu|ch.

5 T pveT=EE = r*ulmmxrﬁ*ﬁroxrée |Z EL|CH IPv6 FFAF 20|19 H
Q= AL 220 M 0~128, 2Lt Z 20| A 0~1282 L|C}.

Ol £ S04, Network 2001:db8:1/482 AFE%t= HFAL =5 A1t G AL Z0[7F 562 CH T
Lt 210 645CH 2L 232 DSYA|IR. CHS HOME HIAER = HE 8T 227t
g 83 = HIisk=X] 2 E B0 FLICH 72 S Sast= Z20= A HE HYAHR E
= 518)0| MEELCt.

=

2001:db8:1/64 S UERIZ B HFALZ017F A LR|RLIC
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ME Z=2
2001:db8:2/48 ATH: U E QI 27} 7K DF LA[SHR| ebLIT
2001:db8:1/65

I HFAFZO[7F A LR|SHX]| Qg LICt

6. 202 S2(clol HEA §22 MHBLICH MHHOR O e 22 A71ILICt
7. =02 S2cto| HEA S22 ME LI

STEP 3| BGPO CHSt ASEZ HNA 22 S OHEL|C
1 HE/Z= >R

= >
2. O|2(%It 63XH2Z AS

EntryZ 74511 Seq HS 2 QI24BHL| T 9| 1~65,535Q) L|C},

ZHASEZ HHA SE2 AN HE HE #E2= EHLICLASEZ dMA =
£S5 M8 At AlA"E AR L

6. Aspath Regex(312)E regexl:regex2:regex3 H4 02 QTIL|CE 07| 22()2
Ml 7Hel AS 22 TFEELICL S E5= EXts 1234567890 [ {} ]S+ -\YLICE O E S0 A
2 29| *650002 AS 6500001 A A|ZfSt= HEAFS M2/ LI

Filters AS Path Access List @

Marme

Description

Entry REGULAR
SEQ ACTION EXPRESSION

Cancel

7. =Zolg 2260 =22 MEYLICHL MENOo2 O B2 Y5S FIISHUAI2. ASEE M2

= - =
S 20i| 2|t 64712 2t=0] S{SE L.
8. sfols 22/t ASERE AM|A S22 HE LT
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=
1 HEYZA >z2tRE > 2t

~]

2. #7to|2(th 6 EEERIEE!
2 A|ZOHOF 6t Pkt &AL 2 & = 50|22 gt
Atgg &= glaLct

3. Q8% M2 YL

Filters Community List
‘ldll'u_l
Description
R Regular
Entry .:.\
O | seq ACTION
@ Add

o Uuh.Seq HS (R 1~65,535)S F7totn M

StLf Of kel 7
FLIE| grol ot UHSLICH M2 BTH(DE At

i -
TLE| gtE =715t oLt o] &

Ditems 9 Y

COMMUMNITY

Cancel

S WEBILICE AR (|23} E 58 Y

—

o2yl 7 SLIEIS Melst oL, 7]

of o2 HRLIEIS Z2[SLITHOl:

6409:10|6520:13 | internet). YUt = (A0l £|CH 16742 HFLIEIE LS L

Ct.

o AA:NN YAO| LBt HFLIE| ZIULICEH H7|A AAE ASHSO|D NN2 HEQ I HS

QILICHZ ¥ 9l: 0~65,535).

« accept-own - & 2HZl AHRL|E| g ACCEPT-OWN(OxFFFF0001)

o EUZZ2 LIEPYLICE - & 22T HFLIE| 2F BLACKHOLE(OXFFFF029A)E LtEFHL|
ChQI™ HER I = HFAIZ &ot= EfE S 17 |SHOF 2L,

If

« graceful-shutdown - & {7l AHRLIE| gf GRACEFUL_SHUTDOWN(0xFFFF0000)

« internetS LIEFHLICH - & &4 Z HRLIE| gf 0(0x00)S LIEFE LI 2= BGP O] 20|

HFAIS Eg&LHCL

« local-as- & &%l HFL|E| Zf NO_EXPORT_SUBCONFED(OXFFFFFF03)S LHEFH
LICE Aotz Aol 59| AS 220l MFAIE Z10oHA b= A LICt.

— g
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#O

no-advertise- & 24Xl HFLIE| 2f NO_ADVERTISE(OXFFFFFF02)S LIEFL|CE, O
HFLIEIE HFANOl| =715HH =41 BGP I|07F §EALS BGPE#OE'EIOIEMI HH X[ SF
X|2FCHE O|20i[AH| §FALE LE|X| 4L

no-export—2h LIEFHL|CH - 247l HFLIE| gf NO_EXPORT(OxFFFFFFO1). O] 747 L|

EIS TFAM0 =715HH =41 BGP I 07t AS 2| 2| 0| 20| Ofl iBGP O| 20| A|2H H =

ALS LEILIC
no-peer - & 2e{Zl HFLIE| ZF NOPEER(OXFFFFFFO4)S LIEF=LICY,

route-filter-v4 - 2 e 7l HFLIE| 2t ROUTE_FILTER_v4(0xFFFFOOO3)% LIEFRHL]
Cf.

route-filter-v6 - & 22T {2 LIE| 2t ROUTE_FILTER_v6(0OxFFFF0005)S LIEHHL|
C}.

Regular Entry )

Seq | |

Action Deny o Permit

O | community ~
o | v

accept-own (Represents well-known community value ACCEPT_OWN (OxFFFFOO0...

blackhole (Represents well-known community value BLACKHOLE [0xFFFFO29A))
graceful-shutdown (Represents well-known community value GRACEFUL_SHUTD..
internet (Represents well-known community value O (0x00))

local-as (Represents well-known community value NO_EXPORT_SUBCOMNFED (Ow...
no-advertise (Represents well-known community value NO_ADWVERTISE (OxFFFFF._.
no-export (Represents well-known community value NO_EXPORT (OxFFFFFFO1))
no-peer (Represents well-known community value NOPEER (OxFFFFFFO4]))

@; route-filter-v4 (Represents well-known community value ROUTE_FILTER_v4 [OxFF...
route-filter-vé (Represents well-known community value ROUTE_FILTER_vé [OxFF...
Cancel
CH 2 - Seq HE (HRl= 1-65,535)E F7tot1 XS MEHSL|CE 7 d(ﬂ%%ﬁ EE=
518, tHt2 HF L E| Y 4/(LC REGEX) Y= F7IfLICH &S0 5185 & BXte
1234567890 "[{}()]$* +. -\ILICE 2t HRLIE|= regex1: regex2: regex3 %Mﬂ |01
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OF BHLICY. 0f|: 203[1-21:205[2-5] :206[5-61. Large SI=(7F%))0fl A/CH 8742 71
| |

EIS 2 gfLot.

Large Entry @

s |

Action Deny '° Permit

Regex | Litem ) =5 %
LC REGEX
®HAdd © Delete
Cancel
. SR - Seq HS (I 1~ 65535) 27, XY MEf: AR =3 £ 518, BGP
=)

=2 AR L E] EAl(EC REGEX)S F7HEfLIC) 3185 = = A= 1234567890 7|
[{}O]$*+. 2\ LICt 2t =t & HELIE|= regexl: regex2 & 40|0{0F LT}, Of:
204*[3-8]:205*[4-8]. =& = (+A)0f| £|CH 8712 HFLIE|E HELICE

= -d

Extended Entry @

Seq | |

Regex Oitems | 5
EC REGEX
s
® Add
Cancel
sole 2230l HRLIE| S20) $2S HATLICH MHHO2 SUsH FE(Us, e Tk

ot

A
T
oot
I
o
Inl
4
N
ot
r
o
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Advanced 22 El

STEPS| BGPAZ #ME

1 HEQZ>2IRE >2tRE T 20 > TEE M
2. LE| 42 M BGPE 0|20 XUI¢tL

Filters Route Maps BGP

A2,
52 A 24 BE(Q) E= oo
e xed ¢ AFLICEL E() E=

Mame |

Description

Q.
[ |sea DESCRIFTION

Oitems | =

ACTION

Cancel

@ CHUolgel 2Xtz RRE AEA HEE Hiel LE0| £t e dud
4 QT E AT s £XHE XIFBLIC
5. S2(7)0f th3t R8T MBS A LIC
6. ZLRi0ll Chioh 745 = 6182 MeBtLICt
7. 2| oM O] IR WS AFBOHE 7|59 MBS W H2E AW JIFS NWILICH of
2{ 4 40| =2|HOR ANDE XIYE D2 DE 7|Z0| £ZE0{0 piLICt
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Advanced 22 El

Filters Route Map - BGP

Entry Match Set

AS Path Access List | None R Interface | None
Regular Community | None e Origin | none
Large Community | None e Tag
Extended Community | Mone e Local Preference
Metric Peer | none
IPv4 IPvé

Address Mext Hop Route Source

Access List | None

Prefix List | None

Cancel
« ASEZ UNA ZE-ASEHE S22 MEHTLICE 7| 23[2 lSYLICt
o Yt AHRLIE| - HRLIE| S5S ME{RLICE 7| 252 S LIt
o OHE HFLIE - 72 HFLIE| S52 MEigLICt 7| 23f2 g8 Ltt
o S AHRUE - HEE ARLE| S5S MEBILICH 7222 S YL
. HIEZ!-00{A 4,294,967,295 AO| 2| gt = BLCE,
o QIETO|A - BE =2|X 2tRE 0| P ZE QIET0|A S20|M 22 QI 0|AS MEY
giLiCh 7o B2 =2|H 2tRH0| £5H= QIEH 0| AS MEfslof BLICH 7| 22t2 SlSY
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{O

LICH 780 Al 2ot 2 MEist QIHI|0| ATV 14 &l =2|H 2tRE0f| £5t=X] 2QlgfL|
Cf.
- HH - 229 21T (ebgp, ibgp L= incomplete)S MEHBILICE 7|22 SIS LIC
o B -UHE/INAM 2O|7t U= EF ZEE 00| A 4,294,967,295 AFO|2] HR|Z QI ofL|CY,
o ZZA V|2 MT -0-4,294,967,295 H| 2| gf2 = efL|Ct.
« IO0-O0 0|5 = 2E(HH L= M H2)2 MEferL|CH 7| 24t2 SIS LICH
8. 1Pv4 £ IPV6S HEHBt0] Tt R¥o] Za0 AX|AZLICH IPv4E Mefsls 22
o Z= EHOJIA CHA| E2 MESIH LXNZ =AE K™YL,
o HEAISE2 MESHH LXNZE FAE XYL CH OO0 M 22 HEALE=CHE Z2
EZo| T 2E=2 MU=l HEARRF & X|SkL|Ct
WA B2T HEA Z20| 2E XHE ZQ T 27 AYS BF SS80f
2IL|CHE=2l% AND).
o O[S Z "M AMA S=52 MEISHH LXAH S & FAE N- L Ch
. HEALZES M0 YXIAIZ OIS & FAE XFHLICH
o HAE AA BN HMA S22 MEISHH LXIAZH B2 AA IPFASE XHYLICE OE
=0, HMA ZE2 ET HFA0| Ut B2E H 8= =471 192.168.2.201 T IO E &
29 = USLICE 0| BGPEE W2 =2 ¥ 4 192.168.2.20| A Y X[A[Z] CZ T[]
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Advanced 2}

40

T2 192168225 4= HEN SAAH BZE BEHIOLL Y B2 A= EAlot=
d=0| oot Oz 52 48Y =+ AU

. T EOIN UM A DES MESIO] AXINY FAS KFELIC
. BEA 222 MO0l UKIAY FAES NFBLIC
- O3 5 "M AMA S5S HEHSI AN T & T8 XFYLCH
10. X| 2US SEsH= Z20| el Ot S S stLtE g™ gLch
Filters Route Map - BGP @

Entry Match Set

D Enable BGP atomic aggregate Local Preference
Aggregator Tag
Aggregator AS Metric Action | None w Metric Value
Router ID Weight
™ Origin | none v
Originator 1D
1Pv4 IPvé
Delete Regular | None R
Source Address | None ~ Community
IPvd Mext-Hop | Mone " Delete Large | None W
Community
AS Path Regular Community Large Community
.:.\ 0items 9 % .:.\ 0 iterms 9 % D Overwrite Regular Community D Owerwrite Large Community
ASPATH EXCLUDE ASPATH PREPEND [ | ReGuLAR cOMMUNITY ~ @} Ditems | =
LARGE COMMUNITY
® ®Add

Cancel

« BGP X YA ME—Z =7t HAEUCEZ E FA|HQl BE= HA[SLICE
ATOMIC_AGGREGATEE= ZZE 2 BGP AL|HN A A2 ZAZ QI8 HEJt 245
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RS2 MEBILICE AT Al YIS MEfst AX FA7t P ol ka|d 2hRE{of 23 2

=N T

IPv6 Next-Hop= MEHSHH §I8 = IO AT T4 AE)E - L C

PAN-OS® HE |2

Zt2| X} 7}0|E Version 11.1 & later 564 ©2025 Palo Alto Networks, Inc.



Advanced 2}

{O

11.
12.

1
2.
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Source Protocol | BGP

Destination | O5PF

Protocol
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AS5 Path Access List | None R nterface | None R
Regular Community | Mone e Origin | none e
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SeEe [] Enable
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=N
st [ | area 1D TYPE
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Global Interface Timer | Mone

v Redistribution Profile | Mone
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Virtual Link

Interface
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IP ADDRESS/NETMASK SUBSTITUTE ADVERTISE
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Interface 6]
nterface v
Enable
[ MTU Ignare
[] Passive
Link Type | Broadcast v
Priority | 1
Timer Profile | Mone v
Authentication | None v
BFD Profile | Inherit-Ir-global-setting  ~
Cost | 10
Cancel
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OSPF - Area - Virtual Link 6]
\Jau'L-| |
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f—"ua| v|
Router 3| |
Timer Profile | None e
Authentication | None %
Cancel
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Logical Router - LR-1 @
General DDML;IL- Global General Timer | None R
Static Router ID Global Interface Timer | None o
OSPF BFD Profile | None R Redistribution Profile | None i
OSPFv3 Area | Advanced
RIPv2 Graceful Restart Dr[L-LES.} compatibility
BGP Enable Graceful Restart
Multicast Enable Helper Mode
Enable Strict LSA Checking
Grace Period (sec) | 120
Max Meighbor | 140
Restart Time (sec)
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Logical Router - LR-1 @
e Name [ LR-1
Static - - . .
Interface Administrative Distances ECMP RIB Filter
QsPF
1Pwd IPvé
OSPFv3
BGP Route-Map | None e BGP Route-Map | None R
RIPv2 O5PFvZ Route-Map | None e O5PFv3 Route-Map | None v
BGP Static Route-Map | None e Static Route-Map | None R
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“ Cdl.LLl
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STEP9| g9 L ZHZS 1480 MY RIBO| HiX| == OSPFv3 222 ZHeHLCh.
OSPFv3 Z=E S&56t THHHIES 4= QX PF M RIBOIM = AFESHA| @b g 4= /UELICH T RIBO|
CHot £ OSPFv3
1. HEY3 >2RE >
2. RIB ZHE MEigfLC

3. ©™ RIBO CHEH IPv6 OSPFv3 2 22 HE{2I5t2{H OSPFv3 22 Pl 2 MAst [T &

—

2 S MEHSIAHLE AA T2 EZ0| OSPFv30| 1 CHA T2 EZ0| RIBQ! A ZHHHIE A& o

—
p=15|=

Logical Router - LR-1 @
e Name [ LR-1
Static - - . "

Interface Administrative Distances ECMP RIB Filter
QsPF

1Pwd IPvé
OSPFv3

BGP Route-Map | None e BGP Route-Map | None R
RIPv2 O5PFvZ Route-Map | None e O5PFv3 Route-Map | None v
BGP Static Route-Map | None e Static Route-Map | None R
Multicast RIP Route-Map | None o
= o =3Az2|s
4. =olg ZeLt

STEPI0[ (] Aleh) =2| 22 e et $E OSPRv3 LIE E9, OSPFv3 E < 7t 5! OSPFv3 2/ Z=20f chst
7 ge| AzlE HEELICh

STEP 11| {gigtL|Ct,

STEP 12| Osprv3 &l 213 AEff Ci|O|E{H|0| A(LSDB) of tist 15 2t E M2 S FLICH PAN-OSCLI 2 A
EtEO|= CLI X|E A|EOf| CtS ot 22 HHO| LIZE 0] JASLICH UEXZ.
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OSPFv3 2tRE T =T Ot=7|

g 2tRE AT OSPFV3S X[ EL|CH OSPRv3 Y EfO|H 2O, 015 T2 0bQ! QIE{H| 0| A Ef
O|H Z2mel 3l ZHHH X T2 S PHS0{ OSPFv30| M E28fL|Ct O] 2= T2 0 T2l

g gt = ghHof| Chel MEBLICH 115 2t E AT A OSPFv3 A E(B) e [f 0|2 H S A|
Q.

OSPFv3 == EIO|H =T - LSA(Y 3 AEf L)) 244, SPRAM XA, X7 X A2 2E

OSPFv3 E2 M Edt= [t |RX| AlZHoi| Chet EfO|HE X gLICt. SPF Xﬂ&f dEE AM8IEH HE
ATt SCHET SHEZZEX HE ) I2ZEZ0| LSA YH0|E W& {EE =& = UA5LICHL &

f.
85t OSPFv3 A0 Z2MUS MESIL|CH T2MAL =2|X 2tRE{2] OSPFv30| CHal M E QL |
Ch & O| &S COHE0| M EIO|HE ¢l A HEY £ AUSLICE
« OSPFv3 QIE{H|O|A QIF T2 - OSPFv3N= XHA| 215 7|s0] YIS IPSec2 AHESHH o1 &
2 7to| OSPFv3 HIA|X|E H5 8tL|CH OSPFVv3 @Y > @3 EHoj| M T2OUS MLt C
« OSPFv3 QIE{H|O|A EIO|H T2 IbY - QIE MO A Zf {1t 2 =l EFO|HH(0: OSPFv3 hello % & A &Y
A ZHE X BfLICH LB OSPFv3 70| A T2}
« OSPFV3MHHE T 2O - |pye B A HAE L= |
2 FHBHESIL|CH LB OSPRV3 A0 T2 S ML L,

n=
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STEP 1| OSPFv3 22 El0|H Z20te S otsL|C},
IT

1
2.

HE? 3 >etRE > 2t TZ20HY > OSPFv3S ﬁEHE. L|Ct.

O|EQC=Z OSPFv3 224 EIO|H ZZ2IA S FIHg
Z() E= SIO|E(-) S Z AIEfSlof StH H=x= Xt 22Xt '% EEE SHO|EQ Xetg XD
LICEH ®() EEe 32 A2 2 glELICt

A
O T = T HA

YotHO| SPF EE|E CHA| AlMSt= 7HY A2 241 LSA &4 EA(X)S S ELILE Hele
1~100|H 7|=2gf2 5YLICE. ot UAEEEN 2 BiHeh) O 2 ChA| AlLhElL|C
7t

SPF Mot FH0l| =2|X 2tRE

S Seermybx| £7) XA (E)S Y =

HS & JHO| A5 SPF At AO|9] 7] | AIZHE)S YRBILICH B2l 0-600010 7|22t
© BRILITH 2t 34 HR AZHS E AIZH0] AT 23 AlZHo| B w7hT o 25 Alzte
= BlLick,

k_

ACh 27 AlZh(x)E YHELICE o] £f2 7 Al AlZto] ebgH o= RXIE WtX| S7t5k= 7Hy
= 2t LICH Hel= 0~6000|H 7|23t 5 LICH.

L HAL—

r

OS5PFv3 Global Timer Profile @

Mame || |

LSA min-arrival | 5
SPF Throttle
nitial delay | 5

nitial hold time | 5

Maximum hold time | 5

Cancel

efols S
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STEP 2| OSPFv3 QIE{HO|A 15 T2
1 HE3>2IRE >t o

2. 0|Z2(%|tf 63X O 2 OSPFv3

L O 1L

OSPFv3 QI Mol X & 70|
4 HDREZS MEYL|CH ESP(RE

« SHAL(Z|Z2ah) EoF oAl &
. SHA256

. SHA384

. SHAS512

. MD5

- 93

6. = 40712 16%14=0f CHal 8702 16T 2At2 A E 57H2] 16

St

KeyE ¢
7

o=
=kly

\‘
ol

8. (ESP2) dsst gdng|

« 3des(”|2ak)

. aes-128-cbc

0l

=3
=

. aes-192-chbc
. aes-256-chc

. null

« 3des- 7[0|l & 6712 16%/4

=
o=
215 EEHF 2 =
SIO|E(-)2 = AlAfBHOF ot St EXf, B E &

EL DUS ABE 4 AL

X[oHofF S
o

= l—I Ct.

]
[

me o

=
Z CC
y E= &

I |O|§E Hs

—

OSPFv3 Auth Profile

| —
—

L sp| (E

T7f6“—| t.

=
[¢)

O|--I

Authentication

MeEsgtLct,

2% &

Zl4 42 ALBBHO] 9

=
Lo

e LICHOll: ASDECADD155A695A8B983AACEAASA97C6AECB6DY).
O

=5
=
|E I=I5I0] 712 2felgfLnt.
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El
=]

10.
11.

1
2.

« aes-128-cbc- 7|0l & 4719 167! MM S ALE2fLICE,

. aes-192-bc- 7|0 & 67H°] 16%14= MM S AFEEILICE
. aes256-bc- 7|01l & 8712 16%I4= MM S AL LICH

OSPFv3 Interface Timer Profile @

Mame | |

Hello Interval | 10
Dead Count | 4

Retransmit Interval

Cancel

OSPFv30| Hello IHZl 2 ELi&= ZHH(
712252 10 LI

L HAL—
OSPFv30| QI 2tRH E CHRet Ao 2 7tF517| 0| OSPFv30| @1 2tRH 22 E Hello If
I8 £AIBHK| QE 11 I Bt RE{0|M 2 7HHO0| 2hAliat o~ Ql= S0 | E FIREE Qs

LICt ®H®l= 3~200|0H, 7|23t 4L},

bt
ro
I
o
)

=]
Q

<

Q
mjo
1S}
i
r
[l
0%
40
rr
H

]

w
o
o
S
o
=

8 THZISk= AlZH(E) R MT S 2H4 S LHELICH Hel= 1~1,80001H, 7| 2242 54LIC

OSPFv30| LSAE QIEH|O|AZ HLHY| MOl LSASE T &0h= Ads XHA 7= AlZh(=x)Rl ©&
X HS LS LCEH Hel= 1~1,8000|H, 7| 2gt2 14L|CH.

Y CEAL AE hello X[A(X)E = B2 YA LCH Hel= 1~1001H 7| 242 1041t

O] 42 &d/aa HAZF M El S OSPRv3 QBT 0| A0 HEE LT F& AIZ Hello
X HA2 YotH0| 1% ZHHO 2 Grace LSA THAIS EL= A[ZH(E)JULICH O] AlZE SF CHA
A|25h= LotH0l| A Hello THZI0| TEE[X] G LICH CHAl A[&3t= S2F O = Etg(Helo
Interval0il Dead CountE &¢t gl) = 7H2 ECH2ELICH HI= EfO|H7F R HOH A2 X

% (hello delay) 2 2 1ol THAIX TA|ZF SOfl Q1T &0l SHOFEL|CH W2tM Bl = Efo|H = et
THAIZ! Hello X[ gt 48 o422 dFdt= A0 ZELICH o|2 S0{ Hello Interval 0] 10%
0|11 H|= 72 E7F 40| O = EfO|H{It 40 7t ElLICH F& MAIA Hello X|H0] 1022 47
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{O

Hello T§ 2] 10 X| ¢S 40% G| = EFO[O] Lo M BO37| O] 20{X| 22 QIR H e |
RIA|: S0 A2t £ 24/ oréucr.

LS

-~

HO

_'_
o
[

0z rﬂ

8.

S
oIS SEYLIC.

ok

STEP 4| OSPFv3 Af{HE T Z2I}e
= 7|2 |pve 229 82 XH
1 HEYI>eee>eee o

=
2. 0|292 OSPFv3 MHE T2ItAUS Z7tetL|ChE|

2l C OIE2 =it 24 B3 £
SIO|Z(-) 22 AIA}8lOF otH H=eAt ZAF BE = 010|229 Zefs Zefe &= ASLICH F()
EE U ABY 4 glBLICH
OSPFv3 Redistribution Profile @
\Jall'u| |
] 1Pvé Static [CJBGP AF1 IPv6
[J Connected [J1Pvé Default Route

Cancel

3. m=Zmelol o] BEE M2 & 26t2{H |Ppve M HS MEHSHL|CT
. IDTZTFIO| |pyve A KHIE B82S AIRSIE 2 MRS |C}

. OSPRV30| THHHEE! IPV6 BE Z20| M HE2IS Y2{BILICt Hels 1~ 655352L]
=

. HEZ SHS MElSILICHL QY 1EE QH 2.
. 22 M XHHHZE MEHSIAHLE A X| 7|Z0| OSPFv32 2 ZHHHZEE |Pve 1 Z2E H|o{sh=
OH A

M OZHERE 22 e ddetLlch 72802 I8 YULICh 22 Y M E 40l Metric Action &
Metric ValueZt ZSE|0f QIO M Z=0f| M S L|Ch JFX| fo ™ O] AHiE T =1}

Ls—
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40

om

7.

dofl & X E7F THHHE F20 HEEHLICH OREUIX 2 22 Y ME g2 X[ E f¥2
Of TiBHE X 2mU0]| & X HE FYLCE LMLt

clZElg Mefsiol ZEIiel o BB TAS & YALICH

O — ~1
- IZZOQo| HZE = MEH BF25 gLt

¢ OSPFv30| MHE2HHEl HEE H20| HE2e HES UHTILICH Hel= 1~65,5352 LIt

MBL|CH 71232 Sl SYLICH 22 ¥ N E A0 Metric Action 5!
MetrlcValue7f ol=[O] QO™ THHH I AZ0f| MEE/LICH OFX| QO™ Of RHHHI T =t
Lo FHE X FEIF MU E B20| HEE/LICEH OFEIHX 2 B2 YW ME MO X E fE=2
O| M T 2mof M E X HE FYLECHMBILIC

BGP AFI IPv62 MEiSIH T Z2mAo| 0| E22 24 &~ QI = fL|Ct,

o Z2 Y IHHIES MEISEALE ZX| 7|F0] OSPFV3C 2 Mt HZEE HEE M Oo{Sh= M
A A B

. IDTZIMYUC| BGPAFI IPv6 22 M 2&
« OSPFv30| ZHHHZZ =l IPv6 BGP A 20| MY HEZIS YSHTIL|Ct He=0-
4,294,967,295Q L | C}.

. HlE2 WS NBILCL R 1EE RY 2

4 [}

o
4
H‘|
J
1x
ox
ot
[
o

o M Z2 WS MEISEAHLE ZX] 7|F0] IPv6 BGP B =S M 015104 OSPRv30]| KHHH =2
MAHEEE 22 W HELCL 7242 ISLth 32 ¥ HE 40| Metric Action
Metric ValueZt I E|0] QIQH MBHE Z 20| M EEL|CEH 2HX| 2™ O HH{RE L=}
dofl & X EZF T 20 HEEHLICH OREIX 2 22 Y ME g2 X[ E f¥2
Of TiBHE X 2mpeof| & X HE FY L et

IPv6 7|2 425 MEISI0] Z2mpelol O £ T8+ UAEF PLC.

o
el

=]
= HE5H 2B 7|2 B=7F 8l

- dds e = ER0= OsPrRv30 Lt 7| = B2 E e 2E
O THEHERILICE 712 0] 2y etElL|th ehefo] HHEX| g2 42 ABRO| 7|2 3271 §
£ 3% 712 B2t M EE K| &L

- Z2MASIPVEY|E S2 MEE FECZ AHE0t= 5 dE LI,

«  OSPFv30| ZHEHE =l |Pv6 7|2 220 M2 HEZIS Q2etL|CH Hel=
0~4,294,967,295Q! L | C},

HIE2 R¥S MEBILICL RY 1 TE R 2

=
:éLE'_I‘é‘I-L_| [:|-.

ole 227}

—

Jhot
mo

STEP5| #oistL|ct,
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QE| T2 RIPv2E K| SfL|CY,

RIPv20{| M 22t 4= 9l= RIPv2 2t RE T 20t Sl L E THsI0] 4 A|ZHS "ekstn Yatd S QK|
SfL|CH T2ml ot TWHE 0|2 BHEZLE RIPV2E 28 Y Mf BHE £ QUSLICE

=2| 2teH T,

RIPV2E AIESIE S AXMSHD et M H

= =
HE3 > 2tREl

> =
2. RIPv2E MESHD AISSHES M3

o
S
SL|C
Logical Router - LR-1 @
General Enable Global General Timer | None: R
Static [[] advertice default route in RIP Auth Profile | None ~
OSPF BFD Profile | None w Redistribution Profile | Mone i
- nterface Inbound | None v Interface Outbound | Mone R
SHARE Distribute List Distribute List
RIPv2 Q Oitems | =
BGP INTERFACE ENABLE AUTH PROFILE BFD MODE

Multicast

() Add

RIPOIA 7|2 H2 H11E (et 2t 8 AT RIBO| gl ER0E 7|2 222 0L
L

BFDE RIPv20| & ™ MMt BFD T2 YU S MEASIALE 7|2 T2mAS MEISEALE
M BFD T2l s MABHL|CH 7|22 9IS (BFD HIZAsh LY,
= L H

b
> 0f0
ot
o

s HOIQD}-EL“:'..

(=== ]

r
S5t ALE Af RIPV2 915 TRIIIS MaBiLct,
(m]

IPv4 Z 2 = OSPRv2 222 RIPv20]| ZHHH I SFL|C,
M QIHIRC X S22 MEHSIO] S{EE= oA B2 E Mgt ct
M ORHIRE HiZ 222 MENSIH RIPQIF 2t2E 0| 210 E= ZZE HofgL|Ct
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STEP 3|

RIPv20i Ciot QIE{HO| A S FadefL|Ct,
1 SIS MEfsto] Q0| A S Fotstn gttt
Interface @
nterface o |
EIldHL‘
Split Horizon | split-horizon v
Mode | active e
Authentication | None v
BFD Profile | Inherit-lr-global-setting v
Interface Inbound Distribute List Interface Outbound Distribute List
Access List | None P Access List | None o
Metric Metric
Cancel
2. 24 230 chel CHS & StLIS MLt

« split-horizon - Z27t 41E S QIEHO| A0 M HE2E CHA| Y2[X| 2b&LICH

« no-split-horizon - 2 +HM S AMESHX| Y= M efL|C]

+ no-split-horizon-with-poison-reverse - Z107} A% S QIE{H| 0| A0 A 1S CHA
51835t o|2{ot Z=0f Ciot HEElE RIPO| {85 = Z|Chgl(16) 2= AT LTt

3. DEE MEdpiLCt

. active- IEH 0| AT} YEYAS HD5/1 RIPYC|0|ES BHiLICh,

« passive- QIEIHO|AVI HEQIIE H1SHX| Pt RIP QIH|I0|EE M&SHK| = QELICH WE
30| RIP2IRE{7F LB 2 QIH IO A0 RIPYHIOIES B 0|7t 8l 420 &
LI

« send-only(send-only) - &2t#H0| & = E0|10 RIPH|TE M FALS | B8 22 £ 7|2
HEE MBS 22 HEA| =5 3200 A = USLCH

4. =2|H 2R £F0M Mgot IR0 S H st H Q1B Eiﬂf%'% MEderL|Ct

72X 0 2 QI 0| A= RIPv2(Inherit-Ir-global-setting) & =2|& 2t E0| M &%t BFD T

EMYS MELLCEH E= CHE BFD Z2 IS MEISHALY, AH FD T2mels MMSHALL

815 (BFD H|2dehs MEISHH QIE{TH|O| A0 CHP BFDE H| A otefL|C.

6. QIHMO|A QIHIRE HHE S22 A2 HNA S2S ME{SIO 0] QIEH0[AZ 2= HZE K
ofgfLct,

1. 0= Z20| M8 = t|E2lg XHYLICH Hel= 10A 167HK LT,

8. CQIHM|O|A OFRHIRE HIE SE0{|A ANA SFS MEHSHO] 0] QIE{HO| A0 M RIP QI 2t

QEO| ZnE HZE NOEfL(Ct,

9. = Z20| MY HESS X[FELIC Y= 101M 167HX|ILICE.

PAN-OS® W E 2|2l 2t2|X} 7}0| = Version 11.1 & later 601 ©2025 Palo Alto Networks, Inc.



Advanced 22 E

STEP4| zto

STEPS| (M= Algh MY RIBO| BiX| 2= RIP Z2S H|O{giL/Ct,

A22 Sh5otn W Zokx|ot T2 ES0| 22 212 F H|0|Z0\Lt MY RIBOIMES Z2S oHT) o
S 4 ABLICH [ RIBO S5 ZE0H 4712 4 QAL

Logical Router - LR-1

General Mame | LR-1
Static _ . . .

Interface Administrative Distances ECMP RIB Filter
O5PF

IPvd IPvé
O5PFv3

BGP Route-Map | None e BGP Route-Map | None e

RIPvZ O5PFv2 Route-Map | None e O5PFv3 Route-Map | None e
BGP Static Route-Map | None e Static Route-Map | None e
Multicast RIP Route-Map | None v

3. RIBZ 7t= RIPv2 Z2E ZE2I5I ™ |Pv4 S H0f| A RIP Route-Mapi| CHaH XHBIE Z 2 ¢
A
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RIPv2 22L& T 21}l 0= 7|

13 212 AT RIPV2E XIRBILICH TRE 20| HEE C}S T2NAUS BIELICH TRTAL of2f
| 2} Q{9 Jak A ARIO|M AR 4 U LICE O S20 A TRupAst m2uilo] 1A g
che M BILC,

RIPv2 22 EI0|H 20} - RIPv2 YH[O|E, BtR 81 AMH| 2HH S X ™ BLIC RIPv2 KB A0
N IEIZOUS HEBL|C

« RIPV2QIE{H|O|A QI I 21}Y - St E= MD5E AF26I0] RIPV2 Q1S5S XA tL|C RIPv2 Yt
THo| T2OU S ML Tt

o RIPV2ZHHHE T2 - |Pv4 HE A2, A2 A2 BGPIPv4 22 2! OSPFv2 Z2E RIPV2ZE i
HY I SH= B S X ™ erL|Ct RIPv2 Yt 2O T2OHS Mot Tt

STEPL| RIPv2 229 EIO|H ZTZ2IHU S OHEL|CE,
1 HERZ>z2tRE > 28 T 20t > RIPv2S MEHSIL|CH
2. 0|2Z0Z RIPv2 224 Ef0|H T2 S =I5 CHE|CH 63X}). 0|22 FX

L= OIO[E(-) 22 AABlof ot FxAt EXt, 2 E = o0 29| s Zefd 4 AFLIC.

H() T BUS o2 sT el

RIPv2 Global Timer Profile @

3. HI7|IHo=Z of|orEl HH0|E HIAIX| AtO|2] A7l HH|O|E ZHA(X)S K- BLICt Hel=
5~2,147,483,6470|H 7| 242 30 L|Ct.

4. otz ZHA(X)S X|IFELICH &, 222 YH|I0|EotX| g1 2tE! Ho|gof| &
Zho] Zo|L|Ct HR=5- 21474836470|EF| 7|22f2 180 LIC} gtz 7t
AL A0 TS wi7tK| Z2= O|0|E HIA|X|of Al TEHEIL|CE,

S, AH| ZHAH(X)E xvgom H Q= 5~2,147,483,6470| 3, 7| 222 1204 L|Ct 2t El B0 20
M BIZ2E AZTFAH| ZHAOf| = 2otH 2R E] H|0|S0f| A AFX|ElLICE,

6. =tol

tSk A Of
T A
=1%o}

ot =
| CEot 20| =

ok

21
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STEPZ2| RIPv29QI5 T2 S PHELICEH
E

L eI >eate

o
2. O|ECZRIPv2 QIS Z2MAS FIHRIL|CHECH 63X}). 0152 =Xt 2t BE() £ ot
O|Z(-)2= A|ZfoliOf 5tH ==X} &4t BE E=ol0|E2] £efs et = ASLICH F() =
S e AIg Y 4 gL
RIPv2 Authentication Profile @
Name | ]
',-'L‘L'“ V|
3. Y 5 md5(RIPMD5 Q15 2 AF8) = Yo (T A= 01F)E XIFYLICH
4. ZICHoh H|YHS 0159 Z 2 H|UHS (|0 16XH)Qt H|LHS 24018 AR LICH
RIPv2 Authentication Profile @
\Jall'L-l |
ype | password (Simple password authentication) w |
Cancel
5. RIPMD5¢QI52 22
« MD57|-IDE =7IefLICt. ' H?l= 00l M 2557EK LI T,
o FI(S=AL E|CH 16X%1) 2 7| =l A= et
« O|7|E 7|2 7|2 HHsIHH W2l 2 mf O] 7| AFES MEHGLICE
Message Digest @
MDS5 || |
Key | |
Confirm Key |
D use this key when sending packet
Cancel
6. =02 2Lt
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STEP 3| RIpv2 MHix 2ol

1S DS 0] RIPV20]| ZHEHZES IPv4 HE A2, HZ2= 2, BGPIPv4 E & &
OSPFv2 Z=22| X2 X|AEfL|Ct

L HEQZ>2teE > 22 Z201Y > RIPV2E M=RfLCH

2. O|ECZ RIPV2 A{HHE T 2MPAS = IFBIL|CH(Z|CH 63XF). Of
SIO|EZ(-) 22 AA}BHOF ol SxAt 2 : A
b= HHO A2 4~ QIS LT,

4 O 1= HAH

RIPv2 Redistribution Profile

@
uauL‘\ ‘
[ 1Pv4 static (] BGP AFI IPv4
[ Connected [JosPrv2
3. IZEIYUS 0| B Y 4 ALK 52T IPv4 StaticS M=HELICH
. D2l P4 HE MHE PRES ASEE SFELIC
- RIPV2Z MEEE= 35 S=0| HEE HERS XFELICHE = 1-65,535).
- Z2 YBIES MESIALE LX| 7|E0] RIPV2Z THHHZE S 1Pv4 17 B2 E M0f5h= AH
Mo 2 WE HAgLLh 7| 2e2 ISt 22 Y ME 80 Metric Action 2
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40

om

Metric ValueZt I E|0] QM MBHE Z 20| MEEL|CEH 2HX| Q™ O] IHH{RE L=}
2ol & RE7F U E Z20| HEE LT

HEEHS UESIH T2l O] RES 78T + UL

i

o DRIl HAZAE AZ MEL] BES &5t Ct,
« RIPV2Z MEHZ|= HZEE HZ20| 32 HEZZ2 XHELICHESRI= 1 - 65,535).
C

=
o ZZ W THHHIE L= A AHBHIE A2 2 MM S 7 L
E M0 Metric Action 2 Metric ValueZt T =0 QO™ MuiE ZA20| ME/L|CH O
=

T2ntgel o 220 thet 4 51834 H BGP AFI IPv4E MEHRILICY,

. IEMUS BGPIPv4 ZE MU EES AHESHES AESLICH

« RIPV2Z X2 = BGP 220 M8 HEZE X[HYLICHHSR = 0 - 4,294,967,295).

o ZE Y HHE E= A HHiE Z 2 A E S MERILICEH 7| 222 SIS YULICH E2 Y Al
E 740 Metric Action 3! Metric ValueZ7t ZL2=[0] QIO IHHHX AZ0| HE &L Ch O
X| fo™ Of XHHH I T2 IHAof| Lo &l X[ HE 7 THE{ X Z=20f| M &Lt

OSPFv2E MEISI T2l 0| 2SS 7MY = JE=E LTt

. ILEMUC| OSPR2 ZE MHIE 228 AESte S X LTt

o LDEMOUS|IPv4 7|2 HE MU BEE2S AFESHES AELICH

« RIPV2E MEHE= 7|2 220 HE8Y HEES XIFYLICHE®RI= 0- 4,294,967,295).

o ZE Y HHHE = A AHHE A2 B A S MEIRILICE 7|22 SIS LI B2 Y

oY
Ho
Rl
=
b
oY
HU
k=
il

of F4oll HE2 2y 8 HIE=] glo] ZetE
T O| THEHE Z2MAOf| -l X[ F7F JBi

sto|

—/ -

EEILICH OFX] @2

Lo —

o
U
=2
)l

0

n
=
o

= 2=
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15 2tRE AT = BFD(ZES MY X)) T2OAS AFSSt] M A2 = 2tRE TZEZ0

BFD 8E 2 A HEY & JUSLILE 7|2 T2 (HY| HE) 2 AHESHHLE M BFD Z2IY S Bt=

4+ gL,

BFD Z=2IYU= PH=7| Mol Chg2 e LCh

=2 2 T4

« & ZZ0| BFDE M 8%t= E2 oLt o[ & ¥™ F=2E MLt

. 2}RE IR2EZ0| BFDE X8%t= 22 2128 IZEZ(BGP, OSPF, OSPFV3 L= RIPV2)S 114
0

-
- o
|IE S0 YEBGPAEMEE 7Y W BFD Z2MYUS MES 4 QGLICH

0

e 2= HEQ 3 AEf, BFD A& 0| HOtLt 3HXQIX|, H|O|E =
ot Qolo what EetELIct,

STEP1| WE9/3 >2t2E > 2128 T2 > BFDS MeisiLict,

STEPZ| 0|20Z BFD E2ItY S 718 CHZ|C 63%}). 0|22 ChA

=
Of RLIC. ZXt, ==Xf, ot0| Z & EE2F AFERILICE H() £ 3

— —

BFD Profile @

MName | |
Mode @ Active Passive

Desired Minimum Tx Interval (ms) | 2000

Desired Minimum Rx Interval (ms) | 1000
Detection Time Multiplier | 3
Hold Time (ms) | 0
] Enable Multihop

Cancel

STEP3| BFD7t 2&dt= REE MEfgfLCh

- 29 -BFDZ A IHZE D02 27| A|ZRILITHZ|24)). BFD L0 & otLt O] &f2 2ty el
oofgrLitt. st gdde = 2

« T3S -BFD= I[O{7F MOf ofZ

STEP4| BFD ZZEZ0| BFD MO THZIS H&E &4 7HHQl 6t= 2[4 Tx ZHH(ms)S Y2 BLICE. et
MO0t & 7tAHS S ATILICH PA-7000 A|2| X, PA-5200 A|2| =X 5l PA-5450 2otH ol H (=
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50~10,0000| 11 PA-3200 A|2|= 2| H®|= 100~10,0000/1 VM A|2| X9| # 2| = 200~10,00024L|C}.
7|28t2 1,0002 LI L.

Solst OIE{IH|O| AO| A CIHE BFD I 2IIYUS AIRSI= 02 2fRE I2EZ0| Q=&
O =oI3} 2Bt K| A Tx 2HHOZ BED T 2T S St C,

PA-7000 Al2| = 2ot 0l M 5= XA Tx 7H4 S 100 0|22 AFE LT gL0]
100=CH 2™ BFD S=&0| Z2iet 20| JAS LT

STEPS| "ot x[A &4 2t (meg)S Y2{BILICt 0|Z42 BFD7I BFD M|0f THZlS =418 & Q= &4 7t
A(Y2|ZX)LICH PA-7000 Al2| =, PA-5200 Al2| = 5] PA-5450 22 9| B ?{= 50~10,0000]
1 PA-3200 Al2| = 2] #2|£= 100~10,0000|H VM A|2| = 2] #|= 200~10,000& LICt. 7| £
1,000 L|Ct.
PA-7000 A|2| = SO0 §ISH= &4 4 7HH S 100 0|4 o= HHEEILICE 20|
100=Ct 2O ™ BFD S0 2e 20| AUSLICE
STEPG6| ZX| AlZt 542 YTLICEH HelE= 20| A 2557HX(0|H 7|23 3R LT
2L AAHES YA AARIOM A0 22X AlZE S50 §1H A ARIQ golEl HE 7tA S Fot
o2 ZX| AZHS ALFELICHRequired Minimum Rx Interval 2t OFX[2HO 2 4215t Desired
Minimum Tx Interval & 2 &f). BFD7t X[ A[Zt0| Bt2%[7| H0i| I|O{ 22 E BFD A0 IZl& &
ASHX| gto™ @2 7F 2ot Z4] LT,

WA

il 0

STEP 7| BFDZI BFD M|0f THZl€ M&5t7| Tof /3Tt AIREl = XA AZH 2| X)0l 22 AlZHms) S &

1 — T =]

HefLICH 2 EFRI2 BFD Active ZE 0|2t M EEILICH BFDE= 25 EMY S9 BFD A0 IHZ1E

O O

= 4I5HH O|E RA[L|CH /= 00i| A 120,0007HAIJ LICE 7| 24f2 00| Ol= T& EF AlZH0]
A EX] gb5 g 20[YLICH BFDE @37t @8 &l 2= BFD A0 IiZlS 2L &L

STEP 8| BGP7I ZE|5 BFDE X i BFDZt BFD M|0f THZIOf A s=2h(5=41) St &[4 Rx TTLO! &4
RxTTLE YL Y9I= 1~2540| 12 7| 23t2 |ISLIT.

L— HAT - HAH
HotHe M=l XA R TTLELH A2 TTLSE =418 Z1S AMH|gtL|CE o & E01 I|0{ 7}
55 EO{N Q10 I|0{7F TTLO| 1002! BFD I{Z!S HoatH O = MM&S6 Yot ol |4 Rx TTLO| 96
HEl A2 Yot 2 312 AKX gLt

0

STEP9| =tolg ZelstL|C},

= -
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IPv4 HE|PHAE 74

g 2R AT =2|X 2t2E0f| cHsl 1Pv4 HEIFHAE S X[RISLICH IPEHEIFHAE | IGMP S PIM Q|
JHEE O|s{Stal RJLO{OF gLt
05 28 ATIO| IPv4 HEPPHAE = 2| AHA| 2t2E AITINA X/ X] b= 7|52 XIHEfLCt,

CIEHO|ANA HA IGMPV3 = IGMPV2 =272 X|™6H= 7|2 IGMP EH QI LTt SHE
PIM Join A X| 7t YA EZ O 2 M&EEILICE

PIM(Protocol Independent Multicast)2 RPF(Reverse-Path Forwarding) =% 2 =2 X[ gfL|Ct,
MRIBZH, URIBE! 5! MRIB-the-URIB.

IPv4 HE|FHAE = IGMPv1E K| &SHK| &Lt

IPv4 HE|FHAEES AT I 2AHS O &l 0 LM A 2HE7| 2/ PIM QIE{H| 0| A EfO|H Sl IGMP
OlEﬂIIOIA Fe|of cHel HEIFHAE etRE T 20 MES(E) 2 YLICH HEFHAE A= WS M
M PIM 1§ #HohS Mo = UEL

QUAHAE E3HE{0] BEFHAE Ecimn} 12 222 ALRSHEES 61T IPv4 MRoute 4 4 2(8) 44
& 2 QAL

—_

STEP1| i=2| 826 74,

STEP2| WEZ >2tRE > 2| 2L2EZ Mefotn =2| 226 S Megh|ct,

STEP 3| HE|FWAEEZ MEHSID HEFHAE T2EZS
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STEP 4| ‘2| 21LE{0] gt L8t PIM D742 7

1 PIM > Yuts MEistD pIME 2 otefL|Ch,

Logical Router - LR-1

General [] enable multicast protocol
Static Static | PIM | IGMP
OSPF
General Group Permissions Interfaces Rendezvous Point
OSPFv3
Enable
RIPvZ
v Rpf Lookup Mode | mrib-then-urib
BGP Interface General Timer | None
Multicast Route Age Out Time (sec) | 210

Multicast S5M Range | None

2. =2|N 2tRE7t HEHAE Th3lof ZEE AA S

7| ?loll Zt= XIS 2Fot=
C}. 12X to™ HZ/0| ALK LT},

« mrib-only - 2E[FHAE RIBEH &

A
=

Q

=N
~ || GROUP ADDRESS
W
W

() Add

LICt,

20| =S| flol| L7 ©
RPF 2| REE MEHBIL|CH RIBO| ME&# 2

— 1 =
HE|FAE T§210] TS QIE{ I 0| A9 UK|BHH =2 ™ 2HRE{ T§2IS $2tstn

THRESHOLD (KBPS)

Oitems

- X

n Cancel

QIO A &
QIE{H|O| A7}

erot ML

« mrib-then-urib - HX HE[FHAE RIBE &&LICH HEFHAE RIBY| 2271 QIQH KL

INAE RIBUM E&SL|CY,
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STEP5|

« urib-only - RLIFHAE RIBO|AMTF ZH&LICH

RPF X3 ZE= PIM X010 At HZE MENSH| QI 22 X318 S
L|C},

| X1 = Hofgt

—Ho

3. QlHmo|A Yyt EtO|0{O] 2L PIM QIEIO|A EtO|H T2 S MEHSIALE Af IPv4 PIM ©I
BT O[ A EfO|H 20l s AEgLtt 7| 24t2 g /LIt
4.

Route Age Out Time(X) X|H - HE|FHAE T E0t A A ALO|9] MM0| B=2E = HE|FHAE

ZE7F mRIBO| HOF = AlZHE)JLICH Hel= 210~7,2004 LICF. 7| 2242 21021 L T

5. SSM(Source-Specific Multicast)S T4 35t2{™ Multicast SSM Rangedi| Al HE[FHAE Ezfz]

2 AR HEE > JEZE SEE AL FAE XY= YFAIESES MH(EE M2 Y

M)BLICE 7122k YS(HEA 22 g2 LItt.

L HATZ HADCY — = HAD
= YEALOl CHEE 2|t 22 E2|(SPT) YAZE FMSIH 5o 552
Notod 08 FAME E2/S XYt YEPHAE 18 £= HEANS =

o

HEPHAE DE =
HESHALE M2
7tefLICt.

0= H

7. AAIgE S5 X2 Z2H|E(kbps) 2 XM ELICH HEIPHAE D F/HFALO| Chet EPHAE
EeiEo| O] LA ZLECH W EA =2 2RE 0| ZZotH XM E IE/HFAIZ 20| 37
E 2|(Rendezvous Point[RP]Ol| A X|S&)0llAf SPT HZZ = T 2tE LT,

o O(K B HIO|E 2l AHZ()(ZI1=28)) - =2 etLE 7t IE/HF ALl tHet A i H|o[&f of
e Aot =2 2tRE7L 7 B0l 25/ FA0l tiet SPTZ TatefLtt.
_I

. =2IH 2IRE Y PEPHAE 28w YT A CSt SPT HIEE FBtE| =
0| A U 7|7t SO HWEPHAE IR A CHof ' 4 U= XY URH|E 48

Q|2BHLIC}, B9l = 0~4,294,967,2952] L|C},
O

2. =2|X2RHE HEP| 2l EY 22(S6)0IM 5 e EPHAE OF0| oot mzls
Eag == il

CH
T F20i| thel d-get AMA S=5 HEHSIALE M2 A RLITH A
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B2 AAT} HEFPAE AAS XD {0 HEPHAE 1SS XIFSH= T AN~ 2
29 4 ABLICEL 7|2 HSAHA B2 ) LIC,
Logical Router - LR-1 @
SEuer D enable multicast protocol
Static Static | PIM | IGMP
OsSPF
General | Group Permissions | Interfaces | Rendezvous Point
OSPFv3
Source Group List | Nene w
RIPv2
BGP
Multicast
Cancel
ar 5 HMA S22 ML HEsH PIM O & HotS +=8Y o A &
o2 7|& S50 et E[FHAE RIB H|O|E(mRIB) EE‘: HE|PHAE FIBE|O|
E(mFIB)OIM HEIFHAE HE2E £ F8H0{ XX AELICH mRIB =& mFIBS|
71E S S0l thet & =52 HASH T ZHE HLEALE mroute PSS K| 9{OF L
Cf.
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STEPG| olEmoj Ao Ciet PIM E4S T fLch
1 PIM > QIE{HO|AS MEHSI T O|E QR QIHI|O|A =IHE MEHFLICE

|Pv4 Multicast - PIM Interface

Mame |

Description

Dir Priority | 1

& send BSM
Timer Profile | None v
MNeighbor Filter | None b
Cancel
2. QIE{m|o|A0| CHol R 80t MAHS AHTILIC
3. QIE{H|0|AS| DR 241 &2|(XFE 2t2H 24 +2))E XIFsI o™ 2t2E{7t PIM Join HA|
Xl, PIM Register HIA|X| 2! Prune H|A|X|Z Rendezvous Point(RP) =2 M & X| H|o{gfL|Ct He
£ 10i1A 4,294,967,295% L|Ct. 7[=4t2 19 LICH LANSC| PIM C[HIO[A S SO0{A, DR 4
=27t LEEH, 7 =2 M9 442 A= CHI0| AT DRE MEHRIL|C
4. BSMS &0 EEAER HAX| MIHE SHERLICHT|2H o2 g4otE).
Vg 2R T2 BRAYS & 4= SIX[2F BIM HAIX|ZE Euin Sojg &=
OIAL_lL—_l-
5. QIE{H|o| A0 CHE EfO|H T2MAL2 |Pv4 PIM QIE{TH| 0| A EfO|H T2l g MEfso] HE
O|SHX| gh= of L PIM MM0| M ASELICE 7| 242 ASULICH
6. Mot oA 528 AHESH0] Neighbor Filter S X|HStALE M HMA S=2S MYst0 =2
M 2t RE{2] PIM 0| 20| &= 20| HEE|HLE HRE|= CIHIO| AL HEALS X[FHRLICH
7. golg 3Lt
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STEP 7| (ASM 712) ASM(Any-Source Multicast) 2

2t A 0| Ci$t PIM RP(Rendezvous Point)S A3 8fL|Ct,

S HRPe HM RPE 1Y &= AUSLICH 152 &= HIEIXO[X] b5 L Lt
1 PIM>2OR ZES MeEdgfL(Ct
2% RP Q% el ®x RP L= S RPYILICE 722k glg LIt
3. % RPE Heistel EPHAE DE0 CHst RP| & Ofping0] AHELICH PIM Eofelel ot
E PIM 2tRE{0|M S0t RPE BAH Q2 FLolOF gfLIC T2 2 FE LI
« RP7IHE[FHAE MiZIE S4415t= RPQIETO|AS MEHSIL|CE R =20 QIEHO|A RY
2 Layer3 2/E{H[O[A(O|L!, VLAN, S &8 S¢ef O|E{HU(AE), B2 %! 9| QIE{HO[A I
e LICE
. QIEHO| 20| FAZ MEHBHLIC MEHEt QIE{H 0| A IP R4V BES HEBLICH
« Ol HX RP/} 8 =52 250 Cish MEiEI RPCHAI RPEY S St S 5ot 1501 o
ol & RPAHYQIE MERILIC
o ANA S=Z MESHHLE M HMA 252 PHE0 X RPFRP HE S Sh= HEIFHAE
J50 05 =52 XAEYLICL 7| 242 SlS(WMA =5 gi3)-iLch
Logical Router - LR-1 @
General
Static PIM IGMP
Static —
RIP General Group Permissions Interfaces Rendezvous Point
OSPF RP Type | Static Rp e | .:.\ Oitems ) 5 3¢
OSPFv3 ”l!'fd'»L'| ~ | IPV4 ADDRESS GROUP LIST OVERRIDE
ALIL‘I'L-'_-'_-l w |
BGP D Override learned RP for the same group
Multicast Group List | None e
() Add
Cancel
4. 2 RPES MHstE
- FHERPEEIFNAE WIS &54100= QB HO[AS MESILIC R= 0 AEHO[A R
A2 Layer3 AE{H[O[A(O|CLI, VLAN, 2 X8 Zof O|HHI(AE), H'E 2 5h¢f QIEH O] A
TN LT
« QUHHO[AQ FAS MEATILICY,
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« ZHRPO M £2|E X|H2fLICt Hel= 00{| A 255 AFO|LICH 7[23f2 192]L|CH 2
M =9l g2 =2 8 =22 LIEF-LICH

« HRPJILIE EIREO| F10E Elf= Pl(X)Q H10 7HA8 XE L CH Hel= 1~
26,214 LICE 7|24t 2 60 LICH

« PHRP} 6= 52 MO{SH{H AT IPv4 AN A S=00 I8 555 MESHALE
M HAIA S22 WEBILICE 7|22 SS(UNA B2 §US)YLICH UM A B20| HEH
X o™ =2|H 2t 7t ZE OF0|| tiet RPE XHilE 2|7] Al&FgiLCt.
Logical Router - LR-1 @
General

Static PIM IGMP

Static

RIP General Group Permissions Interfaces Rendezvous Point
OSPE RP Type | Candidate Rg ~ | Q Oitems )3 X
OSPRV3 “l=”=1'~t'| ~ | IPV4 ADDRESS GROUP LIST OVERRIDE
Address | e |
BGP -
Priority | 192
Multicast Advertisement | 60
Interval
Group List | None N
(P Add
Cancel
5. 2AZH(QIF)RPY| IPv4 F=AE FHELICH
6. 1F 222 Mef5j0] 212 RP/} RP YIS e UEPIAE IS KFSALE M A2 22
2 USLCL 7|22 i3 (UM A =5 glz2) Lt
7. 18 229 120 s SHOZ Si&(Me)El= RPOIA HHO 2 748 212 RPS RPE A}
E5IH MEH S MEfgfL|Ct
8. sols 23MLCt
STEPS| =olg 22/st6 PIM 88 S MEELIC.
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STEP 9| HE|FHAE $AI7|Q} OFZSH= QIE{TH 0| AN M IGMPE FAIEILICE,
1. IGMPZ MEHSID IGMPE &AM 5ttLCt.

Logical Router - LR-1 @
General .

Static PIM IGMP
Static

Py cnable IGMP

RIP i g

Dynamic | Static
OsPF

Ditems

OSPFv3 Q tems )= X

O | INTERFACE |VERSION MAX SOURCES | MAX GROUPS | GROUP FILTER | SOURCE FILTER |QUER\" PROFILE|
BGP
Multicast

() Add

“ CaI\L.L\I

2. & IGMPOIEH 0|2 Tufste|o SHG ML

o

1. S=0|M StLHE MBS QIEIHO|AS Z=TfeiL|Ct,

=
IPv4 Multicast - IGMP Dynamic @
Interface | N |
Version ()2 @3

Robustness | 2 i

Group Filter | None i

Max Groups | unlimited R

Max Sources | unlimited v

Query Profile | None w

D drop IGMP packets without Router Alert option

Cancel

2. |IGMP H™ MEH: 2 =3,
3. 10X 7 AtO|9] ADA Zhe MEdstL|CE T[22t 2QIL T},
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40

(Robustness * Querylnterval) + MaxQueryResponseTime2 +=2| X 2t 2E{0f| A
Join HIA|X|7F RSt 7|2t ZHELC =2l X 2tRE 7 I8 L7H7| HIAIX]
£ £ A5H= A2 Robustness * LastMember Querylnterval 2 =2|& 2t E{ 7}
O8 L S52 ARG | Tl th7|She AlZHJLICE O] =2[X 2tE{ 7t
A= MEUIoM IhZI0] 2MET] £/ 22 ALY gtS SZILICHL T oA
X|2| Z<2 Robustness gt 10| R AIE/LICE O& LI7H7| BIAIX|S] 22 =2[& 2}
SE{= Robustness ¢t 2 OHX|2F HH 2| S22 AFSELCH

S UHCS B2 AHHO|ATHIGMP =012 afer AA Gl

= = -1
S5 MESIALL A HM A 2E22 HPRLTh 7242 8ls
(]

1o |
Hn
mjo
>
<
Ot
N
o
St
12
>
[ >

==2 4

GroupsAll IGMPZt QIE{TH O] A0 CHSH S A0 M2 a

Q= 1~65,535LICH 7[23f2 HRA0NM 7t =2 32 =

6. Max SourcesOfl IGMPZt QIE{TH|O| A 0| CHSH S A0 M2[E 4= U= At 24 =5 LT L

Cf. Hel= 1~65,5358 LICE 7| 222 HelolM 7Y =2 2= 2 =

7. Fe| T20pelol AR MMTHIGMP QI HO|A F2| T2}

Magd M Iznds MMeLCt 7|22 els|Lct
M

o
n<

ax
b

L HAT- HA DO H
8. L4l IGMPV2 = IGMPV3 THZIOf| [P 2} RE 21 2
210 GOl IGMP IHZ! AfX| S8 2 MEHSL|CEH O~ X| g
el O UELICE)
ol 221510 S& IGMP QIE{H|O| AS K &FSrL|CY,

L=
IGMP 2/E{H[0| A S 185t H FX = UHELIC.
]

N

C 2113)0| RU0{OF St H 2t H
™ AHELLCH (V1 2a2 HEd

L HA—

w
= ood ©
2 o o

O

af

2 X UM 0|AS et

|Pv4 Multicast - IGMP Static @

nterface | None v

Mame

Group Address

Source Address

Cancel

2. QIETHO|AE HH IGMP QIE{H[O| A2 MEHBILICE

3. X IGMP O HEIFHAE OF FAE HYLCH,

e

If

=]
HEPHAE TE(SG)QE BEIHAE EHTS HosHs AR 44 ZAZ Q2AFLICE
0l(SG) Z2Hof Thet E2=S B IGMP lE ct

STEP 10| gtolg 22/sl0] HEFHAE LM S MESIL|CE

[en=|
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STEP 11| {gigtct.
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MSDP A

12 2128 ZE= PIM-SM(ALIA DE) 0| HEFHAE AA HM T2 E Z(MSDP)S K|S |},
CORISl MSDP X[ &otH 2 CHE =09l = AHE A|ARIS| MDSP X[ C|HHO| AL I|o{ & gfL|Cf, I
Ol= MOl HEE Wets il XN E0|Ql 22| HEFHAE AAS HMBIL|CH MSDP= &4 AAS =X
Sl A E IOt %%E LICH. MSDP= ZHQIO| A EHQI 2 AA ERE AFRE 4 QIEZ 510 0
PIM-SM 0ol M= HEst= STEs S0 ELICL
M= MSDPEEEXIOHH HE[FHAE A A Sl 2[A|HE HEO| ORI JAELICH 2 HEFHAE T ¢l
XEE HEPHAE JF0] thet EHY RP7F JESLICH RP_12 MSDPE AHESH0{ RP_10| 2O & I
OE'%O Ste g8 AAS RP 20| 2HELICH RP_ 2= TOQ BAE 7t2 22| HEFHAE ER|E gt

E
= = [
%4 AS LI,

AS 65060 AS 65061

RP_1 with MSDP RP_2 with MSDP

eBGP, MSDP peering

Source

=

Last Hop Router

MSDP= & 224Z TCP L E 6392 IO AFESILICH IP T A7 &2 T = I E 6390 A =41 CH
718t IPF27t %é% I{= XE 6390 ot & HZAS A L2fLICH MSDPE #+438H| M0 RFC
36182 =X gL|C} CS XA M= IPv4 ZE[IFHAETL 0|0] A E|0f QICD 7P BfL|CY,

K& == MSDP HIAIX] 72 Ch3 2 Z& L.

. iﬁ O—H.EIE(SA) -0 B LA YR ZAE(RP) 3L StLt 0|2 (S, G) Yol IPFAS EYLCL
5

S 2y MEjE RX[6H| Soh HSELICE th7] AlZH SO keepalive T SA
GIAIX|7} 24151 7] 9001 MSDP Al410] IS BELIC

o - 2RI R

e
r_>d

E
r
o

RP2t2E Zt MSDP TCP HZ0|= 7
O] 2te| RPR(HE e A= ME) 2tolof ZrodsHof fDE EEHIO| 7HHI 2O Q= MYES RXELICE
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STEP1| =2 2t9E 74,
STEPZ| WES3 >2tR8 > =2| 2tRE S MEistD =2| 2tREH S MEfpiL|Ct.
STEP3| HE|FHAEEZS MENSI D HE|FHAE TZREZS SAMBISHLICH
STEP 4[] MSDP > it 5] MSDP 24 %tS MERL|CY,
STEPS| ZZ2YEl0|H T2LS MEHSIHLE 7|2 T2 L (7|2 )2 MEHSIALE Af Efo|H Z2T S gt
L|C} 7[22tS MEfstH HZ QX| QIE{H0| 6022 MM E| 1, HIA|X| A2t X047 752 MHE|H,
HE AT QIEEHO| 3022 HEEL|CE glgs MEsHH 7| 220 HE&E LT
STEPG6| ZRY o5 D2 LS MEfSIHLE Af 2L S MMELICH 7|23 ¢S LIt
STEP 7| gAML IDe B =2|X 2t2E{7t SA(Source-Active) HIA| X0l A RP QIE{TH|O| A 2 AF26H= QIE
HO|AE MEHSILICE
STEP 8| =2|X 2tRE{7t SA HAIX|S| RP FAZ AHESHE IP FA T FAL Z0| XS MEfst Lt &gt
LICEH AKX IP AT 2HEX| b2 B2 =2[& 2f2E = PIM RP =4 E A0 SA HIAXIE
HeotefLlct
Logical Router - default @
General enable multicast protacol
Static Static PIM IGMP MSDP
OSPF
General Peers
OSPFv3
M Enable
Ll Global Timer | default -
BGP Global | None v
Authentication
Multicast
Originator ID
nterface w
P -
“ Cancel
STEPO| #folg 22BiLCh,
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STEP 10| m|oj& (Eistn mof O| S(X|C 63XH)S F7HRfLICE 0§ 2 ExAL Bt 2E(), SHOIE(-) £
H()2= AIABlOF 5t F==At ZXf, & E= ot0[E0[L He| xehs Zeted = ASLICH SH2

S18&|X| gds LT

Logical Router - MSDP - Peer Detail @
Peer || |
Source Interface
nterface | s |
IP | Mone v
Peer Address
Type | IP w e
Remote AS
Authentication | inherit ~
Max SA [0
Peer Inbound SA Filter
Inbound SA Filter | Mone i
Peer Outbound SA Filter
Outbound SA Filter | None R

Cancel
STEP 11| TCPE S¢lf cie MSDP I 012t MSDP (S MHcte= | AF8E[= AA QIET0|AS =Bt
Ct.
STEP 12| A4 QIE{H0|AS] P FAE MESIL|CE 7[23/2 SIS YULICE
STEP 13| m|0| =AQ| Q&S MEHEL|C},

o IP-(Z12gh)s UESt T4 OHHIE HEISIALEIP FAS YHYLIC

« FQDN - IJ{o| Hztel £HQI 0|5 S MEfSIHLE LETYLICH EELR SE0= T4 M2
T % 2= FQDN O|20| HA|ELILCE

STEP 14| MSDP T 0{7} Qli= ¥ ASC| BGP AHE AlAE He S i glLCt,
STEPIS| oIz f8h T2 & otLtE s

010 gL eI& T2 ES MEPL|CH 23 e HO| X0 M MSDPO| HE%t =228 215

- SR US ERLUS YH(E22E USUM dH)(CI=ah) Lt
. 0] mofoi Chet Q15 S Bl getolddH glgs MEYLICH J2{H 228 Q15 T2 H0| FAEL

STEP 16 | Max SAOI| SA 7HA|7F O] MSDP I 0{0f| M & 2% %|C SA(Source-Active) &5 45 2istL|C} H
?l= 0~1,0240|0 7| =2gf2 O(FAIet) LICE, O] Z[CHZLo| =2SHA Of I0{2] Af SA TIIAIX| 7t AFK|
ELCt.
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STEP 17| peer Inbound SA Filter2] 2 HMA 2

S5S MEGIALE M M A S 5= A E5H0] Of |00 A
SHRE SA HAXIE EHZLITHRE A gf= 2 =

- o
F A, 71242 fla L
HMA S22 TEHTY (S, G)Y HE FALHEHEH (S, )42 thd(2E) 45 XNEHAL 2
CHXEE =+ AU

STEP 18| m|0f of

SHI2C SA TEQ Z2 A A BES MESILE A x|~ 222 AAsi0f 0| Toj2 M
THE|S 2Al SA BIAIXIS ZEIZ(RIA o 8 XEHBLICE 7|23t gLt
ANA B2 HEIYT (S

STEP 21| {gigtL|Ct,
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STEP 22| MSDP¥EES

stolsfL|Ct,
(@) o (@] o s Ie) (@] S
1 HEHZ > > =25 2t2ES MEist 1 2ot =2|% 2t2E oM 2ErY 84| F
IHE MEfRILICE
[e] = = = o
2. HEIPHAE >MSDP > Q0 MEfstE LhAIXL P 4, EHO|H, 015 8l o] 0|53t 22 it
A
MSDP S = £ USLIC.
Logical Router - default (O]=]
Routing RIP OSPF OSPFv3 BGP Multicast BFD Summary Information
FIB IGMP PIM MSDP
Summary Peers SA Cache
Q titem ) > X
ORIGINATOR ID KEEPALIVE TIMEOUT RETRY INTERVAL AUTHENTICATION PEERS
60 75 30 false peerd’
3 Refresh
Close
. = = .
3. MSDP I|0f0]| L3t HEE HefH Mo S MElgL|Ct,
Logical Router - default (O]
Routing RIP OSPF OSPFv3 BGP Multicast BFD Summary Information
FIB IGMP PIM MSsDP
Summary | Peers | SACache
I:l\ titem ) = X
RPF
LOCAL LOOKUP
NAME RESET ORIGINATOR ID- | AS PEER ADDRESS | ADDRESS STATUS UPTIME SA SENT SA RECEIVE | SACOUNT | FAILURE
peer83 192.168.382 192.168.383 192.168.382 @ vur 17:04:12 a 2052 a a
3 Refresh
Close
. o o o o
4 FHAOIIM A M Bt=S 228 SA THAIS MEfRILIC
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Logical Router - default

@8

Routing RIP QSsPF OSPFv3 BGP Multicast BFD Summary Information

FIB IGMP PIM MSDP

Summary Peers SA Cache
Q. Litem | — X
SOURCE GROUP RP LOCAL SPT UPTIME
192.168.3.201 233001 192.168.3.83 no no 02:01:51

¥} Refresh
Close

2l E7|E MZ DXL BELICEH
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HEFHAE 2t T2 Ad

Ug 2tRE AT IPva ZEPFHAE 180 MY L3 2teE 2o s pHSLIC

« HEFHAE IPv4PIM QIE{H[O|A EFO|H 2T - pPIM Y EHE (QIE{T[0| A EHEFO|H) B PIM ¢!
E{mH[O A 40| A QIE{m[O| A At ELOIHE THF 2L

o HEIFHAE IPVAIGMPQIEHO|A 2| TZ2MY - 5H IGMP QE{H 0| A 2| B IGMP F0| A At
SofL|C

jv)

C+HS MSDP(Multicast Source Discovery Protocol) T2 S MAH35H0 MSDP
« MSDPQIZ EZL.-IZZLS MAXMOZ MFot2{™ MSDP Y EH B0 M At8st Y 015 T2
S MHEoSt2H MSDP I|0f B0l A AtEBfLICH MSDPO A= MD5 21 &S
« MSDPEO|H 2T - MSDP Ut B0 A AFS LT
STEP 1| HEIPHAE IPv4 PIM QIE{HO|A EfO|H TZ2IAUS MMEHL|CE
1 HE3 >R > 2t T2MY > HEPHAES MEfBILICE,
o

=
2. 0|202 HE|FHAE |Pv4PIM QE{H0|A EFO|H T2 S 2=It5HL|Ct (X]CH 63X1). 0|22
Xt 22X HE() E= SH0[E(-) 22 A|&6{0F 5tH F==X} 2At, 2 E L= 50| E9| &2
LSS A Ql&LCt, Jé-ll() e e )\fﬁa 2~ ol& L)

0= T O 71— O = T HAHY
3. oM oEY XY - =2| 2tRE 7t PIM HEAIS MEfgt 1l CFE AM A HES TS| CHE PIM
EFREOf ELi= PIM 012 E TALX] AO[2] A[ZHE)RILICH Hel= 1~ 65,5341 LICE 7282
177 LTt

4. HeloZt4 XM - =2|X 2tRE{7t QIET0|A TF | 2t QIEHO|ANA PIM Q1T QIE{H O] A
Z HUi= PIM Hello HIAIX| AFO]Q] A|ZF (X) ILICE #H?|= 1~1800|HH 7|2 gH2 30 LICt.

2| 7t XY - =2| 2tRE 7 HEFHAE AA S S| YAERZORE Hiff= PIM X0 0
AR ZHE PIM F2| TIA[X] Z2F) A|ZHE) Y LICE H 9= 60~6000|0H 7| 24f2 60% LIt

Multicast IPv4 PIM Interface Timer Profile @

MName || |

Assert Interval | 177
Hello Interval | 30

Join Prune Interval | 60

Cancel

S 2ysrLC

PAN-OS® 4| E|Z 22| X} 710|E Version 11.1 & later 625 ©2025 Palo Alto Networks, Inc.



Advanced 22

E|
(@]

STEP 2| HE|IFHAE IPv4IGMP QIE{H[0|A 2| 2Ot s MMstL|C}

1

2.

HESID >2t2E > 212 E TR0t > UE|HAES MeipfLICt,
IT

0|20 Z HE|FHAE |Pv4IGMP QIE{H| 0| A 2 H

SxXt 22X HE() = SI0|E(-) Q2 A|ZBHOF 5HH G=At 2At, R E = 60| &9 g2
moret 4 QUELICH () EE JUS AISE 4 gL,

ZCH el S AZEXE - X IGMP B A SEE 4= U= Z[CH AIZH(E) 2 K- L
Ct. =2|H 2tRE7F £ AX7F 250 ciet HE[FHA v
Cto Tksty| ™of| 2] KA K|S BEAIRLICH He
el 7t XH - =2|& 27t 417]0 ELH= IGMP BlH A 2| HA|

£AM717F 2E0 CHot HEPPHAE THIIS 0S| E |st=X HEE ZHELCHL Hel= 1~
1,800R/L|Ct, 7| 242 125%1L|Ct,

Otx|er Ml He| 2HE X|H - 24X 35 2HE| HAXE Bl = =2|& 2t E 7 Ele
J5E F2|of £AMXF SHStE Ol 585 = AlZHE)RILICH 8E9l= 1~ 265R1IL|CH 72442
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LEZE2I HIAIXIE EAs O SA OF ZE S AFEote s d8ots 4% ZEPHAE 250 +
SEO[ BILIEE QI =2f 2tRE 7t ol 2F0 thet IGMP Leave HIAIX|E =412 Tl O] 28 &
AESHH =2| 2tREIF BEIFHAEM oiiE OF 8 4 QIEH0|A S M gfL(ChOFX 2 &
H 2| 10| Zrz & mi7bx] Z|Cr2|X] 951 MRib(EHPE FE Ho]2) 8l ZE[FHAE HE F
2 H0[A(MRB)E SAI AFEE 4= AGLICH 0| 2F S AIE0HH HER A 2|AAT7F HetgL
Ct (7122 AFE et efLItt)

L HAL—

Multicast IPv4 IGMP Interface Query Profile @

Name | |

Max Query | 10
Response Time

Query Interval | 125

Last Member Query | 1

Interval

D leave group immediately when a leave message is received

Cancel

STEP3| MsDPoIE 2L HEL|CH.

1
2.

HEYT >212Y > 2t2E T2nte > HEPHAES MeipiLct
0|Z02 UEIHAE MSDP 91Z T2HS A7IBILICI(AICY 63K, 0122 At 2, &
S(), SHOIE() E= ()22 AIZHOF oITY H2A R X, UE, 510/ Z £ Ho| T¢2 E
o 4 UBLICH BUL SI8E|T) kLt

UYSE YHBILICHYLA B 1, @, # % L V7t 5125

o2 srolsfLct

stolg S2fer|ct
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STEP4| MSDPEO|H Z2Tg grEL|Ct,
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=
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S d&ot= O E{E0| MEE = 82

STEP1| 2| 29H 24,

STEP2| YE9T >2t2Y > k2| 2RES MEfstD =2 2 PES MeipiLict,

STEP 3| HEPHAEES Mest HEPHAE T2ESS Aot
STEP 4] mrouteZ MAgtL|Ct
1 BXNg Mefst 0|2 E mrouteS F=7HRILICE 0|2 FxAt, UE() £ SI0IE(-) 2 A
A5l{OF 5t F=eAt, 2 E = St0|Z2 071 Of4f Zefoliof efL|Ch F() = 32 A8 =
G LTt
IPv4 Multicast - Static Route @
\JJ||'L-| |
Diestination | w |
nterface | None e
Mext Hop | None %

Preference
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STEPS5| =tolg ZalshL|c},

STEP6| ©1Z Abgte 2algtct,

PAN-OS® H|E/|Z 22|Xt 710| = Version 11.1 & later 629 ©2025 Palo Alto Networks, Inc.



Advanced 22 E!

PAN-OS® H|E|Z! Zt2|X} 7}0| = Version 11.1 & later 630 ©2025 Palo Alto Networks, Inc.



% paloalte’

TECHDOCS

PoE

X2 E = HotH ol QBT 0| A0 M PoE(Power over Ethernet)E & 5H0] 2o 0f| A
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