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STEP 7| %3% IoT Security [/,
BT FIL P A PR BN 15 25 R BE DL 11 1) 10T Security #5482,
BERT B ARG T, B HEIE SRR S WRRS R LN A MY 22 3 B IR B2,
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Resource Center

Search devices, vulnerabiliti... Ql

Congratulations on activating loT Security!

We have started monitoring your netwark and will discover new devices soan. This usually takes couple of hours depending on your network and loT devices.

Here are the firewall logs status. View details

o L o

EAL Logs DHCP Logs Traffic Logs
We are receiving logs from 5 of We are receiving logs for DHCP We are receiving logs from 4 of
your 705 firewalls. Please wait 30 traffic. your 705 firewalls. Please wait 30
minutes and check again. If we still minutes and check again. If we still
aren't receiving logs from one or aren't receiving logs from one or
mare firewalls, check that they're mare firewalls, check that they're
properly canfigured to forward logs properly configured to forward logs
to the logging service. to the logging service

Setup Checklist

Set up your iirewalls to get the full benefits of loT Security:

1 Generate an OTP or PSK to onboard firewalls with 16T Security. Start

2 Deploy iirewalls with visibility into DHCP and network traffic. Start

a3  Confgure the firewalls to work with loT Security. Start

Recommended Resources Useful Links

Here are some selected tutorials and articles to help you start protecting the devices in your network! Knowledge Base
Customer Support
Hub

loT Security Overview

Provide an overview of the challenges with securing the loT devices, how the loT
Security solution addresses these challenges, key values it provides.

/_\//\_/
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STEP 8| By H 4ty Web JLif, (5 A1/l S .

AN R B AT T A B P, IR LT P BUE R T 18, 0 S B T 0OM T i
i}, 1oT Security ¥4 Rk —4 1. Enterprise loT Security Plus, &4 Industrial OT %
=5 Medical loT Security, ARG AERE @, ERINS{EH Enterprise loT Security Plus
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A, 10T Security R KGRI AL R EL P R A 8, [E B Mg, & ARG
AP i ik %
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4/ 10TSECURITY

BY PALO ALTO NETWORKS

Welcome to loT Security,

Please select the option below that best matches your organizatien's IoT security needs so that
we can provide an application experience tailored your business’ unique needs.

Unsure? That's okay! You can always change your mind later, or we'll just ask later and you can
check out Enterprise Plus for right now. Regardless of your choice, we're sure you'll love it!

@ Enterprise Plus Default

Enterprise IoT Security Plus is the solution
for commercial enterprises and gavermment
organizations. It lets you see and secure
every loT device in your enterprise
organization to meet FedRAMP and NIST
guidelines. It also helps prevent your loT
devices from becoming the target of
cyberattacks

Main Features
~ Device discovery and inventory

+ Firewall Security policy rule
recommendations

+ Risk and vulnerability assessment
+ Device behavior anomaly detection

~ NIST compliance

O Medical

Medical IT Security is the solution for
healthcare providers. It lets you see and
secure every device on your network,
including specialized medical devices, so
you can deliver high-quality patient care
and achieve HIPAA compliance.

Main Features

€ Everything in Enterprise Plus

v Medical device anomaly detection

+ Medical device risk assessment
leveraging FDA recalls, PHI
identification, and MDS2

v HIPAA compliance

+  Medical device utilization tracking

O Industrial

Industrial IoT Security is the solution for
industrial corporations. It lets you see and
secure every device, including specialized
O devices, so you can keep your

operations up at all times and achieve NIST
and ISA/IEC compliance.

Main Features
< Everything in Enterprise Plus
+  OT device anomaly detection

+ Purdue device modeling and
visualization

+ Customized rules for process integrity
to achieve ISA/IEC compliance

Try default and ask later
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WERIEIEBAT T AT R, I BT B AR T E F 8, AT, B ES
Enterprise loT Security Plus =@, ], AR E@ A H loT Security T SEH) 7= St 89T 4
FHOLRE ©EE, AEEBIN UL S %

T RS FI T b ] e A R U, B5 KBS G X 280 R B0 1 7GR L R 3 e sk
M55, HAEIE M55 P HAL 42 1oT Security <. Pl s, B T 0% 30 7 dhat & L
£ 10T Security '] L, BRAIEPIZERY K/ NAIP 2 LRI shiE, I 8dE v se T 42 ) LRI 5]
FHEE K.

i Administration (qygp) > Sites and Firewalls (3 5 Ry )t >

Firewalls (55 ) s 10T Security [7Jpa, 1) #575 1 e IR 55 1T fevm A ) loT
Security g7 it A ARAS . AT {3 A, iEsp 0T Security 1B 0K 35
e s

FIARY

£ 10T Security 1 A E] (T JLHLES 2= S PSR 8T 1oT &M T (1-2 X)) Zia, %

FEETG 10T Security UL T{E R

o W ILVE — TR ZE 1Y 1oT W&

o R T WLVE — 7T A BE s A4 (5 FH 1T B H R T AT

o WA — TR 10T W& H AR TS e i 1X e, 5 e e R i R ik &, ARo
FRER T HoAh 1% 2%

o LA — AR R B B T R, AR R B SR DA R H AR 15 A% B 4% B T
S A A e N2 B S I

o L TRIE N Y — MR PE LRI 45 1T, 10T Security B2 a] DAAS BCHE 571 2 4= TR FR
M}, AR s ] LUK 55— ks BRI )2

MBS KB Eiz 171 PAN-OS WA, #8204 B OTP ¢ PSK FF-AERS KBS 2235 UE 45, LA

AT LA 2 5 1 G0 IR 55 DA M loT Security #E17i&ERE, I8 755 P K EEACE FBEE T loT

Security 9 H 05 F H % & . % T Enterprise loT Security Plus. Industrial OT Security #l1

Medical loT Security, &ELAECE loT Security A1 PAN-OS, LA H Device-ID k7%

ZTRRE R . EAKSE, 1SN 10T Security e IRl Kk,
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/& VM-Series I {# &4 NGFW F27) 4 loT Security

Palo Alto Networks \VM-Series J= Palo Alto Networks 37— G5 KBS ERI LIS, S T &L
b =38, SR o0t NGFW FH 20k Ry i B 8 2 R 3G R #IL CPU (VCPU) 1) VM-Series )
sk, AT LIAERS K EEEE FE R 10T Security 4946 46 50 B Bl kb,

fassdw] LGt ok NGFW g5kl A loT Security 1y CN-Series (3, 1 s
7 Panorama s 1 341 .45 loT Security ¢y CN-Series fin 7 i), %2 g CN-
Series [ loT Security 2}'\&30

LA R An AR A6 T 45 1oT Security 1 VM-Series 7 [ . R AL 1 #4: NGFW 17>
H O e el #&nT LA B E NGFW #2751 S VM-Series.,
STEP 1| J VM-Series G — ol AR E AL E SOk,
S A A 52 () S AP 2RI Y VM-Series BRG] 0 S8 il i ST 1

1 83 % 28 1) (CSP), anisH AR 7, 1E RS AT k- o
2. %% Products (77/i)) > Software NGFW Credits (% NGFW F173) LIE B/ NGFW
GG =PaN /8
3. EfR R EEENE T L) NGFW #175-ith 3+ Create Deployment Profile (1 0 5 Aid (& <L
7).
Create Deployment Profile X
* Select firewall type
® VM-Series
CN-Series
* Select a vCPU configuration type

Fixed vCPU models (Valid for all currently supported PAN-OS releases)
Flexible vCPUs (PAN-0S 10.0.4 and above)

Canrol m

4. i%F: VM Series fll Fixed vCPU models (Valid for all currently supported PAN-OS releases)
[l47E vCPU #8Y (h H -Pr A 2411 52 F¢ 17 PAN-OS [l A) ] 24 Flexible vCPUs (PAN-OS
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10.0.4 and above)[ Z 5§ vCPU (PAN-OS 10.0.4 X L. FJiliA) 1, AJhf#di Next (F—
&)

5. R fEiE £ Fixed v€PU models (Valid for all currently supported PAN-OS releases) [[i]
7€ VCPU B G H T Ir 45 240 S2 B89 PAN-OS Bl A) ], 1EMCIE DL F A%, X5 Create
Deployment Profile (173505 Aid i S0 4F)

Profile Name (it (& SCAEAAFR) @ i A B L& SR 44K

Number of Firewalls (B JK3s%is) © A o) 5 000 Bl i SO QBRI B K B foe K
Fixed vCPU model (&7 vCPU Ei%Y) : ML rhikE—1 VM-Series %1,

Security Use Case (‘Z4=HIffl) : #%$ Custom ([H7ESL) o

Customize Subscriptions (17 X AT ) - iEBRATA BULD H HE#E 10T,

IOT Subscription (IOT iT[%) : 7t VM-Series i EEIEM 10T Security 11 257, 1~
[M) 28U ILT- /7 Strata Logging Service W47 ol AT it it H LRIy i 1 R,

Use Credits to Enable VM Panorama ({ii %7 j5 FH VM Panorama) : (&35iEH%)
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VM-Series

Create Deployment Profile

Profile Name loT Deployment Profile

er of Firewalls 10

VM-300 (4 vCPUs)

Custom *

Advanced URL Filtering

DNS

Global Protect

DLP Decryption Port Mirrar
SD-WAN SaaS Inline
o 10T

Advanced Threat
Prevention

[] Advanced Wildfire

Web P&:ﬁxy (Promotional
Offer)

Network Packet Broker

Enterprise loT Security
Enterprise loT Security Plus
Industrial OT Security

Medical loT Security

Industrial OT Security Requires CDL
Medical loT Security Requires CDL

@

’rotect more, save more

Calculate Estimated Cost

Cancel Create Deployment Profile

Enterprise loT Security Plus Requires CDL

GRS BA I s, TP Assets (%77) > Software NGFW Credits (#{4
NGFW F175) T 17 24 017 350 5 il i Sk £,

6. (ni%) i Create Deployment Profile (1% & fid i 40/,

Calculate Estimated Cost (iFHffiiFA) , DEGEMNE

KT A (Al o AN FORE e bR b A il S5 T 1) 5 L,

EO

n] LR el i i B
(R %) Flex AR73 P
Ron] LU BRSO 15 40

7. QRAE SR M SR IR B Y, 3 g R AR I I — AN G S
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STEP 2| HHE 2 JLHR 25 vyl 5 B i SCAR U 10T Security 1115
1. (i1 Palo Alto Networks %7 37 £ 7B 1iF & 5% Hub,

Hub M CSP SRR = 1 W] T AL SO
2. i%# Common Services (i 1flz%5) > Subscriptions & Add-ons (i[RI hngi )

TS B A 08 IR L ST S s A DL TS 19 R A G " 2
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Common Services

Manage your existing subscriptions and add-ons, add tenants, and set up identities and roles.

— READY FOR ACTIVATION

VM-Series

Quantity: 104 Deployment Profiles

READY FOR ACTIVATION
Approved Subscriptions
Name Product Status

> Prisma Access Business. Prisma Access Edition Claimed

Subscriptions &Add-ons  Tenant Management  Identity & Access / Access Management v

Activate Subscriptions based on Deployment Profile(s)

Quantity Contract

Device Associations

Name:
TSG ID:

Claimed By Tenant Associated Tenant StartDate || EndDate Actions
>} june 22 2 06/22/2023  08/22/2023
) une 22

e R —

loT Security 453 51 {54 February 2024

38

©2024 Palo Alto Networks, Inc.



loT Security Al

3. Hii; Activate Now 7RIS
I R 7 A I 1 R 1 S RO LT ) DL

4. FilE LN Z loT Security 1T B G %
Customer Support Account (%7 FFilk 1) B HATHE AL & SCE) CSP k.
Recipient (Jiefh ) - W HELA L sl B2 — AN Hr AL «

ZRVEHALS, WECRRR e <SR Ty All Tenants (g
AR L gm e A e Add R BbR (F), s AL IR 4
(TSG) it — 4 FR i — A T 55

Select Region CIEFEX LK) @ MBS AT 24T 1% Strata Logging Service 11 loT Security FF,
R HEIERIR S PRI 48 i i H B X I, VM-Series 201X a3 i H G R R E] loT
Security >R T U7 I H5HT,

G i S22 2 Strata Logging Service 11 1oT Security V1 [, &0 46 R — R IR 55
20 (TSG) "4 CB4I5 Y Strata Logging Service S2(l, #&J5, 1oT Security #5 BN (5 1% 52
#l, TSG nfBEC AT ¥ —ANT4TT Strata Logging Service (11 PA+CDL =% AlIOps+CDL)
FEAL, B0, (EWGE loT Security VB2, & AT HE OB G4l Strata Logging Service
ST R TSG, LIRWEFr R L, XA 2L 4E TSG w47 w1 X Ik [ sh3H 7,

WP EBCIE SO - BB 2 A B 0 L S

B AL E A AN 2 - Available (R] ) A1 Unavailable (ANAT ) o i Sl b 5511
HE, SBACE SR A R S . AN, an R SR AL E SR loT Security 1T
% 55 % Strata Logging ServicefH.f /7 iR 55 2H (TSG) ¥ AT 1AL IE SOk, MBS Al i LA 07
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TERE AT Sy, ARIXFE LN, ARG 10T Security 2 B, TS EE005 1) Strata
Logging Service,

UG AR SO, BT R AT AN 10T Security g, [
A TOT L prefa i AT IR, 45— AL S Sty loT Security iy g i 5
TR AT B,

FliE 3T B URL © A& 10T Security B LT 4 AME 19 13 4 DUokh 4=
<subdomain>.iot.paloaltonetworks.com URL, X4 &/ % 3% 10T Security |1/ URL,

Activate Subscriptions based on Deployment Profile(s)

Select Customer Support Account

This account is used for the registration and support of the products and add-ons that are bundled with this subscription. Learn more g

Customer Support Account: Edit

Set Up Profile(s)

Recipient: Edit

Select Region

Select Region

Region
United States - Americas v
Select Deployment Profile(s): m
The deployment profile(s) shown are based on your customer support account selection.
AVAILABLE

@ SC3, SIL. leT, Al Ops, ITO: AIOPS Premium . loT , Prisma Saas
Auth Code:

[ SC3, SIL, laT, Al Ops, ITO, HSF: AIOPS Premium , laT , Prisma SaaS
Auth Code:

Configure Subscription URL(s):

IsT iot.paloaltonetworks.com

Agree to the Terms and Conditions

2023 Palo Alto Networks, Inc. All rights reserved.

5. Agree to the Terms and Conditions (|75 25 MI&¢F) , )5 Activate (%)

Hub SRR BRI, 8 a] DA b B 2 1oT Security TSG I RIIGILARAS . WIlGbim T 5
FEL P BETE L,
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STEP 3| mid & i LK1 S5 1oT Security TSG Rl A SCHK

1. R VM-Series® NGFW #1177 i AR WiFh ) 2 — 1 VM-Series, X5
Submit ($£22) L.

PEA LI CSP g VM-Series g, gt A UUID. CPUID ) 1y
ity VEPU S5 LR A e 45 55 KRG I A7 e LA SR T g Web st i
Dashboard (ji575t0) Uiy s B B0 . AT LA EHIE, KL
FEGE TR K s s s, S e Device (44 ) > Licenses (ypufiF)
> Activate Feature using Auth Code (i ARSI OE L hE) > Download
Authorization File (R #pzhi o) | 4R T DO IS BB ks Web g

B SOARSCrh, SRR £E CSP iy e & 5T im 1, Upload a File for UUID &
CPUID ( |- UUID 7j CPUID g5t .

PEAcBh KBRS, CSP £n@id i & Alie LR Bl KBS 5 TSG B K . 1M1 SCEE
SRR L eSS, SEUn, 180T LIAE Hub %) Common Services (i JHR%) >
Device Associations (% #%J<H) LI FAHIP) k.
FEB KBS FE U], B E 3 IR0 2ot v 40 5 o jE 0L Bl K85 A 2% BT 5 10 84 NGFW #7275
W,

2. S A ] A S 1 SR T 2 B KBS SRR R TSG, 23, A e A e R ) A 5 Sk A
Y SE I A e AT TR EE Y A R B S Bk

D) HEIEEIEK . SATHCR I O drfgk ek NGFW g iy VM-Series |-y
loT Security ygwyiE, ptof, Enterprise pvewrhpiy (ELA) fy loT Security <+ 5
FedRAMP Moderate /vy 3if

STEP 4| [ili& VM-Series W] FlI /] 10T Security £ {Ht /X 28 it & H L,
Blfr, 1O 1oT Security I A& VM-Series, &1 24 1oT Security #E& L7811 Jch vh
EOEALY Y N NN iy S R TRe 1o G - SR W o 3 el = .= 2 = B TReo 4 | i/ [l = I TR 1| g e AL
2837 o R AL A 1oT Security K17 7047,
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T B et LS I sg 26 7T WL

Palo Alto Networks loT Security N (i I HL 28 5 ST B 2% i i QX EEAENTRIE SEEN HbR) Rk
% loT WA T 02K, NSEHl HbR, ‘©H#<#5 Palo Alto Networks 51— 1[5 k55 A 9 e i 75U W

iy H & (EAL),

DHCP i &%+ loT Security gk J7 4 45 2, DHCP L4t 7 —Fh A d /028 51y 1P fbbk 2% &

%%(wmﬁﬁﬁwmcwm%%)%h&om%,%k%ﬁﬁﬁﬁ%ﬂ%ﬁDM}ﬁﬁﬁ?@
ARG EAL 25 H 5 BN, HAFEE T Internet PR3OB A EE (IPAM) BB KBS B — /N A % 78
2 DHCP R4k CEERS . R e — DN BIZe8), B 7B KBS N SR DHCP 3t 4 B EAL s WL

YR‘O
Firewall with DHCP relay and an external DHCP server
l
=i =
P | % - | =
=3
Next-generation firewall
loT devices with a DHCP relay agent DHCP server
DHCP clients

HAERN 1 2D KRR AL (VWire) B2 11 G BIRUR I, 55 KIS0 1 DHCP /42 1
EAL 2 H, 0 FRIR,

& Firewall with a Virtual Wire and an external DHCP server
IS
‘— =
a2 =5 | =
=1 [
— Next-generation firewall
16T devices with a Virtual Wire DHCP server
DHCP clients

e i RIS DHCP 2l

RSN R FIT FE DHCP Uit iR B Jchi s 1 AL AR B 0 3 s R R TR - H (EAL)

L DHCP 1t

B K B 2 11350 28 5K '/ DHCP EAL
HE AR I
54 i
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B kRl Bz 1 B Ak 'k DHCP EAL
%2R y
53 I

" %% DHCP ifiik

B R B2 1 B L'/ DHCP EAL
HE AR e
22 i
% 3 &

b5 ki 9 DHCP k4525 (i VLAN $Z2 101 yi
L3. L2)

B ik 1Y) DHCP rh 48R (77 VLAN #2111
1 L3, L2)

FI

* ) kBB DHCP ARZS 28, =1 EAL 119 J5 30k T PAN-OS JiliA :

o M7EgE ACE DHCP ARZ:%5. )3 /i DHCP Broadcast Session (DHCP | #5<>i%) . fA{E
DHCP it i 2iA Mk 528 1 5 H EAL #% & 1) 22 2= kg K, 3247 PAN-OS 10.0 5 57 &5 il Ay
B KIS EANLAER EAL, BRELEE, ESHEN 0T Security HES A1) KEEFELE H
R R

« JZ{7 PAN-OS 8.1 - 9.1 A b Kk hi% %= 95 configuration-only gk 51k,  LAE AR b —ANh k
Bz 0 LA E DHCP 45 28t 4 1% DHCP EAL, A VE4H(E R, ST DHCP 255 25 il i
PAN-OS 10.0 Z 1Bl ki,

loT Security HJB5 K555 5% 1% Tl
(EVFA 10T BT JLPERY S BRI, A5 ASEA V2 2050

o BhkEELZE AT E, LAUE 10T MRSy (461 R 28 i i s 2t 1 0 R0 Fr, FHAER) KA &
AT RGN B DHCP ¥t dt, 3B WG MR F I

o BT MIBBRAY BT BLOY,  BE KR ATE R RS DHCP It BEA- B, (£ loT Security
REAE BT TE 17 1P Mk 2115 2 4

LR RIS 1 4475 L

o REAMZRES ¢ HBH KRR T 2R K ERI REINR L T, BN B DHCP il AR i
s N Ay H A& (EAL),
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o AEBSKhE BACE T DHCP RS5 25

+ PAN-0S8.1-9.1: 4 h—/g20 119 DHCP ARG ze b2l 2 #% DHCP it e ivf, B k3
72 configuration-only f# ¥k 51 ¥ 624 1 EAL,

o PAN-OS 10.0 & ¥ @k A Y b — AN 101 1% DHCP IR 2882065 % DHCP i &1,
Bl KB AT g g 5 s AT A2 B EAL, UGS JE HIAE Device (¥ 4%) > Setup (X&) >
Session (£x1%) 12 /i DHCP Broadcast Session (DHCP | #5<=1%)

€ PA-5280 DASHBOARD POLICIES OBJECTS NETWORK DEVICE
s Set - i h ) N .
L s Operati f nterfaces Tel Content-1D WildFire Session HSM
High Awvailability
Eg Canfig Audit Session Settings Session Timeouts
S password Profiles
2 Administrators Rematch Sessions
£ Admin Roles ICMPv6 Token Bucket Size 100

ICMPwé Error Packet Rate (per sec) 100

|Pvés Firewalling
Enable Jumbo Frame

DHCP Broadcast Session

Global MTU 15

ATE4 1Pué Mir

2 ke dis Bl 2 DHCP | R8BS A (58 A M o R 7 RS By 1 A T 1 SR s 1
NI, E2xidsk DHCP it & Ho i 2 1 B0 R 55 . 1oT Security 163X Ha] DL ) 225
1T MR B
o (EB KBS BACE T DHCP gk e
o (EHh PN LACE © DHCP g4k BRI, Bk BE 4 9] 7% DHCP ¥t # 4= 1i EAL,

ST

DRI — WA Tap #2 NoRE B K Id G A2 DHCP i, 155 S 4i0l:

o 4 Tap WA CUAELE DHCP B9 AE ] #& li S “AEEn” . X S di BRIV Uit B A BRI, A
JURE, [ A Tap £ 0BG KB SRR 8 G 3 e 2 Lz T — ) #kidoh, 15 7E
Device (#%#%) > Setup (%) > Session (£1%) )5/l DHCP Broadcast Session (DHCP
"R ]

o WK B RS EE DR INBIIAT B K8k, B AT S b 2 B R KR LT A, AR RS
AR, (HAT 5 B g b 1 E7R B U & )2V FES h R MR 0 22 I [X S b FE i 5%
Ui, HRGEMYERER MOV, ES R Tap #2115 DHCP w7 WL

Tap #1119 H 51

o PR

o TEP kI “RELTI R LACIE T DHCP By M 4%

o MEFEANS T IRGEBERY KR I 2%

PR 0

TE I — ST RE W5 SEAE 1) Sk T T RE AL (VWire) 42 11 R 1 R 15 i i 75 S 21 DHCP
i, LAXA T Tap #2 0, 35ZELL N 0.

o PR RIS LS T FRES i
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o PRI, T DHCP Jii a2, e o] Do) #&dia,  on] DOg Bpkin &,
o TALRAFAE VY DHCP M4 4 sk ), - FL C0 16 119 B i%ﬁﬁﬂ%ﬁ#ﬁfﬁ?f Ul

o BERES U R A AL BN S T A e, ARG REIC AR T, TS (1 R A
1523 DHCP #] DL,

REANZR B H2 119 T — 24 DHCP R 5% 25 MBS S b2 1Az TR — W BES B ks BB R ET #%
DHCP it i, #f DHCP 5% ai i T REMZR R 2 10 i, (85 K BERERS ) #R it i @ EAL,

42 BRI 3 R

TR — 25 2 )2 (L2) F28 3 )2 (L3) ¥ & A 22 5 jk DHCP it & kBB EAL, /1 L2 #B5& i H]
VLAN $z i, R h iS5 628 3 )2 e niil & Ml -

o SERERL KBS RS DHCP s 1237 1 EAL,
« L3 5 VLAN #2 ML E A DHCP 4k (CRERT, Bl k2B EAL,

« 4 L3 VLAN £ MLiE Dy DHCP 45 esis, B kdEn sEe /BBl EAL, A5TRANSE, B2
e 400 S LA S L 4 T L i) DHCP UM (et J)

Tﬁﬂj DHCP iz %5 vsfic & PAN-OS 10.0 .2 By Bh K 1%
%&E éMkt%Dumﬂﬁﬁ PAN-OS 10.0 2 [ i A A5 222k s8R T R

= (EAL) TE 5 WU RIS b A5 o 2485 kb )2 DHCP IR 45 2, 55 BBl k Bk
n*%i*ﬁﬁmﬁ LU A DHCP it & 2E 5 EAL, %807 LU 75 HLACE b5 | AL DHCP 4GB Sl s
.

it A A5 96 DHCP Gy sy 3L 432, b ko iiz 17 PAN-OS 9.1 o o it g A

Pre-PAN-OS 10.0 firewall Data center Internet

with a DHCP Server
DHCP
‘ server
=) 101.0.1/24

SO

— @ O O
ethl/1  ethl/2 eth1/3 eth1/4
VRI
|oT devices ) .
DHCP clients % Next-generation firewall

figtth 5% o AE Py 0 L ACIE DHCP rh 48 fCEL /L VLAN #2171 L5 DHCP R %55

(B K3 B DHCP R 48 fQHE,  DAE RS DHCP ISR & WA, IF BB KB HA L
EAL 2% H o 7EB) JchE LI — VLAN 2 1R DHCP 4528, FRES K0 Y ELEE 1 G iE
DHCP 4 U,
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Firewall with a DHCP relay agent

on a physical interface in VR1 and a Data center Internet
DHCP server on a VLAN interface
inVR2 @
% L DHCP DHCP
I'o Q ‘ relay server
H _ 10.1.01/24 111.1/32
7 N
(T |:| Next VR
a " ’ " routing
h1/1  ethl/2 ethl/3 vilan.
E et
! VRI “ VR2
loT devices . .
DHCP clients % Next-generation firewall

xli

2 LR i) 7% DHCPDISCOVER i LR,

1t ethernet1/1 LfdiE ) DHCP rhgk (B £2

WOX B R, X gR QBRI TACEE, K DHCPDISCOVER iff )2 575 2 #£45 DHCP Il 4525119 vlan.1

e 1P bk, LU LA

o vian.1 #E 0 DUEATH AT 32 (L4 FERGI) 1P sk,  DUE AR Mg g 5 24 2 — M Bl 1

LAV R A T ik 2 A

o vlan.1 £z O A7 BRI BB LS i3S

A= EAL 2% H .

« DHCP IR BEHLE 15 ethernetl/1 ACE 1 —£01 IP ith,

X2l Rk DHCP i &L

s AR, AT A B K

o il Next-vr P I 1E ethernetl/1 Fl vlan.1 2 [a] i th 588 DHCP 5 S,

1 T iZ g 7 %% DHCP A 85 s (0 MR 1, PO S ol e i B vp B, 1 B 75 X I 25 117
PBLEOHTACIE . e, BIGERT AT B L fRAE i, ey DISEI.

LS
STEP 1| fRAF 4 ATACIE AP
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STEP 2| it f& Hrivy jE FU s rh 28,

Virtual Router ®
Router Settings Name DHCP_VR
Static Routes General | ECMP
T e
RIP Static |10
0SPF Static IPV6 | 10
OSPF Int 30
0SPFv3
OSPF Ext 110
BGP OSPFv3 Int |30
Multicast OSPFV3 Ext 110

IBGP 200
EBGP 20
RIP

STEP 3| fidiE VLAN $211, 76 VLAN FRigILd, i New CHril) DAEIETSHT VLAN,

VLAN Interface

I

Interface Name vian .1
Comment
Netfiow Profile  None o

Config  IPvd  IPvB  Advanced

Assign Interface To
VLAN | None 4

Virtual Router | None
Security Zone

!
0

STEP 4| %y AHr VLAN 4K, RinHd OK (fiiE) .

VLAN Interface

Interface Name

=
=
=
=
@

Name | DHCP_VLAN |

Comment
VLAN Interface None v

Static MAC Configuration

e

Netflow Profile

Assign Interfac
VLA
Virtual Rou

Security Zo|

Bl B Dl O
o]

HEL VLAN £2 s &,
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STEPS| {E“BCE” wRIUF LW BCEe n3)™ iy, S Remy QI H i R th 25 AL AT DHCP R 55 25 il
T A ) 4 2 X 4k

T AR e 3 A DX SR o B AT DX Ok, A U i T Y P A DX S 2 T {8 ] DHCP 1192 2 S KL
(BRI LA R T v ) B i [X Sk B SR )

STEP 6| R HEH K.

S AR LR K BE AR e i) N TR Sy HOGAGR B HEIE SRR 55 2805, 10T Security iz
SBT3 HT

STEP 7 | W RAE AR IR 22 A= X Ik, 35 10 A1 9 Xk A SR R 5 ) 1 AR TE oM 1A
ARVEASE, TES BN 1L A TR ) i DIk py SR ™

VLAN Interface

I

Interface Name
Comment,

Netflow Profile  None

Config  IPvd  IPvB  Advanced

Assign Interface To
VLAN  DHCP_VLAN
Virtual Router DHCP_VR
Security Zone | Office

ok | e |
STEP 8| £ IPv4 &I -F b, Al FHLIP skl (BpHA 32 (MM yhl) | K5 Hd OK (1
E)
Interface Name

Netflow Profile  None
Config  IPvd  IPv6  Advanced

Type (® Static DHCP Client

B 1111432

Dl B

[+)
[+

COE

9T WA BB H i, e Fovr VAN g5z oz PIng py e s e
Seik, g VEAN g2 e 0 TR, iz GO g
F A X K S

o=
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STEP 9| FITFULA M s, IRACIE S 7 Bgs ni i Al iE ) VLAN £2 100 1P ik 1 HLE

Virtual Router - d

Virtual Router - Static Route - IPv4

Router Settings

Static Routes

Redistribution Prj

RIP

0SPF

0SPFv3

BGP

Multicast

Name DHCP_Route
Destination | 1.1.1.1/32
Interface  None
Next Hop Next VR

DHCP_VR
Admin Distance 10
Metric | 10
Route Table  Unicast

" Path Monitoring

Failure Condition (®) Any

Enable

B Add @ el

All

Source IP

Preemptive Hold Time (min) 2

Ping
Destnation P (8 ey | P9

Count

unicast

245 44~ DHCP i s sk, ay L I 26 i P AR5 LB iy, DLRILACE. 45 5%
HE R, e b KRS T DHCP BRI B

STEP 10 | ¥4z n&iE R B 9 None (L) , JFi&#% Next VR (F—4VR) fEN F—Bk, 7E° F—BE"F

I MR, RFE AN BT RIS 2.

STEP 11| 7E “HpaSiih” XHEHEh i OK () |, ARJGAE “REAER th &7 X iEAErh iy OK (fify

TE)
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STEP 12 | ¥TTFHT M th s, JFACIEE] DHCP AR 5% 8 R 55 119 I 2% 11 #%
ZRCE S MR RAVEEL, b R —BERE S B> VR NI HEDLES Hh 28 44 AR -

Virtual Router - D

Virtual Router - Static Route - IPv4

Router Settings

Static Routes

Redistribution P

RIP

0SPF

0SPFv3

BGP

Multicast

Name | DHCP_Return

Destination  10.1.0.0/24
Interface  None
MNext Hop | Next VR
default
‘Admin Distance 10 - 240
Metric | 10
Route Table Unicast
~ Path Monitoring

Failure Condition (®' Any

Enable

All

Source IP

Presmptive Hold Time (min) 2

Destination 1P | Fi"9

Dadd O e

Intenval(sec) |

LAIERIERIE

unicast

ing Count

) e DHCP sk (R g ittt (i A4 L eh) w7 (s DHCP iR 4 s ey

DhREIEHIBI T,

STEP 13 | 220X S HT L,

STEP 14 | X ACiE .,

IR IE 1 o Ping 21 VLAN 2 1982 1A PEACE SCF, 3t sk CLIL I N B4z 1
Ping £ VLAN 4 F RIS i

ping source <phy_interf_ip-addr> host <vlan_interf_ip-addr>
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STEP 15| /¢ VLAN #4117 I-fi' & DHCP k%525,
FHEIE 241 IP R TH (FIAn S F DNS AR4:28) |, Ko fads OK (T

Interface vian. 1
Mode auto -
Lease  Options

(] Ping IP when allocating new IP

Lease (@ Unlimited ! Timeout

M| 1P Pools Reserved Address MAC Address

10.1.0.30-10.1.0.40

192.168.1.20 xcxocociooocxx (Optional MAC Address)

Add @ Delete Ad @

STEP 16 | fEiE e AN 25y PR 2 11 ERCE DHCP rpgf R, AR5 sy OK (i)

Interface | etherneti/1

@ 1pva

DHCP Server IP Address
1111

Dl B

IPvE

[} -

STEP 17 | $2 52 fliE

STEP 18 | i s 7 7 b 34 422 21 A 1 W 2% B R ik DHCP A A T Z) e

A HL DHCP R4 28 fciE PAN-OS 10.0 Z iy Kk kb

B KSR RS DHCP sty CEiR 2 (Fh DHCP IR 55 afid e h 4k (L) 1, Aaia ke
A B MOX SE R A, AT EEAL T AE PAN-OS 8.1. PAN-OS 9.0 Al PAN-OS 9.1 £ DHCP
YLt T LAY

NI, ARHER B AT —A> DHCP [R5 a5, b5k EEE2M DHCP % 7 i/ #7611
DHCPDISCOVER i &, fH KMALIE Jy DHCP ARk55 5.

10T Security 45 P i1 {51 February 2024 51 ©2024 Palo Alto Networks, Inc.



loT Security Al]
External DHCP server and pre-PAN-OS 10.0 firewall

DHCP
server

Data center Internet

=F 5)

llﬂli

O 0000
ethl/1 ethl2 ethl/3 ethl/4 ethl/5
1=} VRI

loT devices . .
DHCP clients % Next-generation firewall

k745 1 1 ¥ DHCP iR 45 28 7% = Jo A [X 4k
PG KBS BRI X, R R R b B K 0 R

IR 485 Kot DHCP JIR45 958
ﬁ DHCP rh kR, Xé?ﬁ%”%&%ﬁé DHCP it i, AR5 Bl KB mT DA 6 SR A 1l e i 78U 7 R

H & (EAL),
Relay agent on afirewall interface Data center  Internet DHCP
in one zone and the external cerver
DHCP server in another zone
| e |

ol DHCP
Eé, ] relay
[ [ [ ]

J

ethl/1  ethl2 ethl/3 eth1/4 ethl/s
=] VRI )
|oT devices . .
DHCP clients % Next-generation firewall

Ry )74 2« ¥ DHCP R4S 28 & T 4 ik n
o 1 i

¥ DHCP 55 e i - LRk 52 1), (15 K BERES s e i I A s (4= 1 EAL, 285
IBCIE ML 2% T, MIZS BRI A
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DHCP exchanges between clients Data center Internet
- ; DHCP
and server cross a Virtual Wire on
. server
the firewall
%
I.o’ 0

_( )
N ZV-Z{IDD

: ethl/l ethl2 ethl/3 |ethl/a ethl/s
= Switch VR Virtual Wire

| 16T devices % i o
DHCP clients Next-generation firewall

&

{1 Tap £2 11523, DHCP W] WLk
N £ 565 1 DHCP ik, R Atk 105 Tap $i21 ., AR B0 PAN-OS LI, 147
Tap AL, A7CHLIE Tap 42 1AGVEAIIG K., 1208 PAN-OS [W4 41 B 1,
TERE I
37 Kkl (1) Tap 42 1 RSRBUSMIIL 2 SEAUMY 218 U MBI B 5N A A
* A\ DHCP M55 B0 I bl s SUAL 3 £ 5308 B I FL BRI (Tl i b 2 B 2 7

/ko

o X Tap £ N EMCELEHE AP BRI, FX LR R fla, R E AL
PLEITCo

DL i 50 70 0 45 e MU PE RE S R 146 00

28 284

NI Az R 5 SRS SEBR AR T REIN DHCP IR 55 @R A7 B M RSPAN - GZL s 52 #i i
Hrbras) SERORM A A R IH.,

Port on switch mirroring DHCP traffic to Tap interface on firewall
DHCP
server
.-, | Connect the mirror
- port on the switch to
1

Switch

\ ethl/3 on the firewall

ethl/1 ethl2 ethl/3
loT devices VRI Tap

DHCP clients ) )
% Next-generation firewall

SHEACIE Y H A B SR SR IR G 1L =24 57 C R0 45 £ 15 75 L6 2R DHCP It i i w] WPk,
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i i

STEP 1| P& Tap #2 1T FIX Ik,

Ethernet Loopback.

-

Interface Interface Type L Virtual Router Tag LSRR | e Comment

State Wire

(=) ethernet1/1 Layer3 10.1.0.1/24 default Untagged none Users Local_MNet

(=) ethernet1/2 Layer3 172.16.1.2/30 default Untagged none IT_Infra Corp_Connection

(@ ethernet1/3 Tap none none none DHCP_Tap DHCP_Tap
AR Negli =N faran

STEP 2| iE Tap it i sk g AL
Name Type Zone Address Zone Address Application ~ Service Action Profile Options

1 Allow_DHCP_Tap universal B8 DHCP_Tap any any any dhop # application-d... & Allow none @IF%
2 Drop_Tap universal i) DHCP_Tap any any any any # application-d... @ Drop nonge =

o BB ANIRIE I PE RS DHCP it e (815 RN 2 HL A% 30 70 AR IR0 A R e i S

o BTN ETT AT BT, TR g A Bl Kt LA e 1l . H SRR
ESCER R

o XPIFEFRMIGAS AL A B E S

STEP 3| ¥4 Tap #2 11 5acH bl Enysi B GuE sz,

(i FH R 0L 2 i 9% 1 s2 8L DHCP v L
NT 584 1 i DHCP Jii ke, i DHCP R4S 28 Al & lE 2k 4 (VWire), AR i B8 4 0%
PAN-OS &, HBAGEMARAE ., A RHEEIIZ R E NiEds S, 1520 PAN-OS 2577
R,
X 2% 4L )
LA %255 1T DHCP Ik 8528 585 kB2 1060 T — MBI R 4%, an N R,

External DHCP server and pre-PAN-OS 10.0 firewall

DHCP
server

Data center Internet

8 5)

llﬂ'i

f 00 O
ethl/1 ethl/2 ethl/3 ethl/4 ethl/5
=] VRI

loT devices . .
DHCP clients % Next-generation firewall
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YA ST A DHCP S, 15K DHCP k55 a8 i T R Ak 42 1 m il  IXFRMECRT LAERS
S D A et i) I A B B A G B RN AR R H S (EAL), 23 T (/) O i A 2 2% B gl

2% T R T

External DHCP server and firewall with a Virtual Wire on the network segment
DHCP [ —
server ——

 —

"l o o

ethl/1 ethl/2 ethl/3 |ethl/4 ethl/5
|oT devices VRI1 Virtual Wire

DHCP clients - ]
% Next-generation firewall

LA
STEP 1| PUEMEMAERFE N, I X IRE,
AL X G B I A AU 45 2 R )7 i

Virtual Wire

!

Mame DHCP_Server_vWire
Interfacel None -
Interface2 None -

Tag Allowed
Enter either integers {e.g. 10) or ranges {100-200) separated by
commas. Integer values can be between 0 and 4094,

[v Multicast Firewalling

@ Link State Pass Through

]

STEP 2| i if SRS MU DA FC VP AS BEAINER B 122 11 X 2 TRV ) ek

P L SRS R D) A Ao AR 5% 48 24 TR A BT A3 B0 A 9 o (0 5 R0 2 Sl o A DR AR
bSO e S e o P 22y N G il oY = o WU P SPE T =R Tl

Name Type Zone Address Zone Address Application ~ Service Action Prafile Options
1 DHCP_Host_Allow universal iy DHCP_Network_Side any fB) DHCP_Network_Side  any any 3 application-d... & Allow none E1=Y
8 DHCP_Server_Side [ DHCP_Server_Side
©
55 ©2024 Palo Alto Networks, Inc.
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STEP 3| R4+l DHCP AR 55 2 iEH 2 MR ZRER 1) — ], ke IR 2% se e L e 21 55—l

N fg K PR A e SRR g B2, J T DAAE L 8 T B 2519 VLAN, - A~ 244 DHCP Jlk
o LALEEE 515 ke,

Rk
BTN BRI % DHCP A2z, ) I e QB g A5k B KBS PERERISZ Wi . L,
N REANZ % DX I A SR R 4

Name Type Zone Address Zone Address Application  Service Action Profile Options
1 DHCP Traffic ~  wniver rsal i) DHCP_Network_Side any [ DHCP_Network_Side any dhep 3 application-d... & Allow none =[S
[#i) DHCP_Server_Side [#i) DHCP_Server_Side
2 DHCPPing | univer rsal ) DHCP_Server_Side any [ DHCP_Network_Side any ping & application-d... & Allow none
3 DHCP_Host_Allow  univer rsal [pB) DHCP_Network_Side any [fBf] DHCP_Network_Side any any 3% application-d... & allow none
[Ef] DHCP_Server_Side [Ef] DHCP_Server_Side

«  “DHCP_Traffic” skl N /0 ¥F DHCP 5 DHCP ARk irimfs., RN M T EAL 1Y
P S R RO ST

“DHCP Ping” 5 B AV AN DHCP 25528 Ping £ - L A4x i/, X {413 DHCP %5 25
AERE o 1P Mok 73 BCEe HTIE R (F N L) 2 i B i 1P Mo hibe A A, RN A 1,

“DHCP_Host_Allow” SH& KE U A1 BT A5 A py 5k DHCP IRZ528, FF H NS K Pu
Bery H A&,

N T e KPR Ml B B DR IEE READLZ B BC 18 1T 5 SO B b 2 1 X VERER SEm, AR 42 il i
SR ICEE B RIS AL . AR DHCP RSS2t Ty By, 15 “DHCP_Host_Allow” #1
VU o SR A ) SRR U 42, AR s i SEE R SR VR IR o 4 m T DA 2 S s R D 4 v )
Ll iE S

(i JT] SNMP /25 & Az #1157 £

NARBIBE R« VA KU W — 1B kG L Device-1D $h 14 SN, 10T Security 7
B 28 G EIR T T, BT AR KRR AR N R T H G TSR A 2 2 R U e 4 B2 B e %
XEETEEUE, MINE BT 1 HAER R, BhkEE e 0GR ZE H GRS, RIak cBdim
RALH 2] 10T Security,

HoE, MRS KA AR E, EAT T LA E B MR, IS B & KA R]
A\ AT A RFER Device-1D FUMIAT THURCREEIR, N 1t — 0P M2 n] WL, 1oT Security =7 §F
EZ e

o (EMZEs AL BB, R0 B R as e 11 70 M s (ERSPAN) it ik GRE [z 455 (4
Db R BB KRS . B KBRS B . ORI, AR H A H BRIk L 10T
Security ¥ 1] .

o it DHCP RS2 LUK LLMR 4528 1 G E 24 S R 2B kB . 2RI, B kst H &
R NRE B8 AE AN TN dhep-syslog 1y s v T L H & (EAL) # &3 10T Security,

o K loT Security 53 6E 78 7247 BRI 2547 FEAE AR S5 1028 — 7P M8, 1oT Security 5fid
Cortex XSOAR EFZEIX LRG0, FEM AR A& EE, DU s MR — 5 KRS DL T ik
i M 28 2 4 LRI DHCP AR 55 25 2 = S i) T i

e ] DHCP Y 4% 70 Bl N 48 Wi (R BR5E b, 1P M kb2 70 A7 PR ISHE] N SHASHLT . e 1T R

DR %« VA5 S A1 T Device-1D 2 4= SR B (19— AN 5 250 0 e W N e & sh A 0 Bic iy

IP s hbEE £ 20 e — . ANARRY MAC HhERIBE )T, 48— B KBS B2 & IP Fil MAC Hitikfvy
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TR, BT DR —, 24Bh kBRI AT MBSk T A B A I R, e BRI 1 e (E
6 1P Motk (RTREE RN B B T 2 2 2RI HLd 4% MAC Mtk 0 SO R % %) MAC b
HE) wE, e ATk ] A SNMP 25 1) 524N X 25 vh g s LR I8 1P kit 2] MAC Hi b9 40 iE
28 1 SNMP 25161 /X 2% 58 e LR A 3% R B 28 B, B KB e i i ok — 5 38 el (A 11 sz
L) MOBERSZ RILPHY (LLDP) AR & FUEEH KB (CDP) 485 KT K ML b, IR 5 AT W 4%
HRSBEAN ) AR AS MU TS B L S A SR . A SRS A IR 26 s Do 26 A B [X 4k P 1) < B DL AR A e 1
BANEIT, B KR T RSB WA ARP L LUK H At (5 5., ARP 4 il it e pLIEHE 5|
W& A BE &Y 1P kb2 MAC HihEZRiE (5 8., Bh KBS 2w py AR % & VAN S B it @ A i B &2
PPl L B EE 0 8o 1. AT VLAN R LK DHCP A1 DNS k4525 IP #ihik, Bl Kk B5E)
XS R, S SR 0 IRS K L R 2E) 10T Security,

LA Rt SNMP 712 UDP i 11 161 E #8147 5¢ LLDP 46 /5 fil CDP 40J&E. 4 IP #i k%] MAC Hbhhgs
2 LA 1 B0 1AS SR GBI SR IRET (OID)

+ OID : 1.0.8802.1.1.2.1.4 lIdpRemoteSystemsData (LLDP 4 /)

e« OID : 1.3.6.1.4.1.9.9.23 ciscoCdpMIB (CDP 4} f%)

+ OID: 1.3.6.1.2.1.4.22.1.2 ipNetToMediaPhysAddress (3 ARP ¥J IP £l] MAC b4 &)
 OID : 1.3.6.1.2.1.4.22.1.1 ipNetToMedialfiIndex (% I 23 1145 )50

loT Security £t SNMP 2% % HIL/E N 1oT Security &5 — 1 8B N nJIEf 3582,  LAZRMESE
M PAN-OS 11.1 H4fi, SNMP W28 & BRI 1F R 60 5 I 2 0k e Bl i — QB K as, AN Sk iy
ATE. B IR InEE TR A 2 F RS 1oT Security FH X 75 [7) 9 28 F1 X 28 B PR T2 40 1R
Mk, (B G BB I AR A R A S R R AN B R Ko — AN X 285 B X 28 B A T — 2L/ F ko

SNMP o 46 et e sk i A 4 CDP ok LLDP gy g,

STEP 1| & 3%pf kHsel Panorama 1) Web FLifi 3225 SNMP /28 A& BRI n2E 14,
B DL AR B KBS ) X 2% 1A LA 28 R R SNMP 28, 2R AL BRI i 3
B — 1B
%% Device (&%) > Plugins (ififf:) , %% network discovery, fE“#(F" 5
Download (F#) , X/l E Install (Z2%) 4k,
Panorama

1. #%#¢ Panorama > Plugins ({#ff}:) , %% network discovery, 7c“#(F"%d s
Download ( F#) , X)o7t Panorama I- Install (“Z¢%%) #fiff,

2. %% Panorama > Device Deployment (% 0% ) > Plugins (4fiff) , E“HR(E" b s
Install (“Z23%) | JRPEEAAEME AL LBl ks, K5 st OK (iE) .
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STEP 2| filiE SNMP M4 KIS HL,

DA R 356 W38 058 F AN T — 1R85 KBS 1Y) PAN-OS Web FLifiHEf T SNMP X 2% & BLECE , 2

ff Panorama L[ [E SNMP 2 A T, 15 AR 55 S0 HT BRI HE R DA A a4 pL, 30

JEFEIRNEZ TR 1P ik A HE AR AR 5

1. #%$¢ Device (% %) > loT Security > Network Discovery (W85 |, KigHdi
Edit (Zef) (NEERR .

BEATIL I “SNMP W28 R BL W B XEAE, o “ThRiisE 7 EI-F A TGRS

2. fEMZE RILVENLER 70, 2 PR K BRIS A TR R, DL T R 2 ol 28 72 SOIE s q T
LLDP 1 CDP YT A5 s # HLAT Al f 2 5 i e o BRUME N TR — &, il sbL 1,

3. FEMEEIR IR 7, P KBRS TRk, DAl se B pLRUL A 58 v £ DA3k
A M FE S22 eI W A5 2. & & DHCP FLZI R SR, R 8 Flk e f
ZIRF a1 — P27, X0 DHCP & ;i bi il SR LY 21T I 0] LAEZICAS R ) 1P sk vy s
foe, {reAs DHCP [W3RELh, Z R/ E T — RN E i BTk, X BARE,

4. #.i; Discovery Scope Settings CRILVEEIWE) ®W -, Rk AL FAN%

Entry Point switch (A 1 55c#bL) - B ATFiA SNMP RIS FE A 1 S sg #e by 1P 1o
ik,

C) AR B A R E BRI AL O e bL, OB T LA 12 v )
AR 1 5 F 0 A JE R AR A4 hL
Device IP Address Scope (% IP Hitib{iH)  #i A IP CIDR £V FTERE X 5 21158

LA R AT . B0, NS A None (8) K& GHEl, 40 SNMP $li4
HEAN X 254 11 R 48 4

Service Route (Ilz55#6 )« QA& IR K K% (0 1) B 22 1 i A2 A PR EZ 11 SR T SNMP
WX 2% F B, 7 A I FE A % 2 10 RIS ) 17 X 4% B3 1 R 55 1% i

Devife (B 5 > Setup (i) > Services (fijz4:) > Service Route
Configuration (ji %5 i i ALi) 1AL 55 6 e AiE . SNMP g s 31

(5T R AR C I R 55 6 1
5. Hidi SNMP Settings (SNMP i) eIl F I isci SNMP b A i 55 6 Jke A< 136 75
P (8L

SNMP Version (SNMP JiiA) o b # R e bL 2 F5 9 SNMP JlCAR, V2 (SNMPv2c) &
V3, fEi%EE V2, iEELE Community String (il X777 8) . Bk V3, iEEE
Username (J1IJ74:) . Security Level (‘Z%22%J) . Authentication Protocol (& 1736ilE
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W) Al Password (%%f%) |, LA J% Privacy Protocol ([&fA1pi¥) Fl Password (%4%) ¥
[

Community String Gik X7 ) (HT SNMP V2) : # AAEAz Bl B ACIE ) SNMP il [X
AR DL B 1]

Username (J1/74)  G&EM T SNMPV3) - Hp A AT FUSE U7 AU SNMP PR 1 i
P40, XS KB A 2e 3L FIE 1719 SNMP IR 5% 28 IS5 Tk 2 o

Security Level (‘2225 (51X SNMP V3) o e 3597 ] sc 3 HL L9 SNMP R85 2810 2 4
Gl o

» noAuthNoPriv : &£ LI X85 ki FH) SNMP QBRI sz gl EH SNMP fIlk%5 25
B PEAS BEAT S A0 BeE AN In &

« authNoPriv : T R 5L T MD5 & SHA W5 75119 S 0 56 F,  (H A Bl s A
AL BB LS,
S BOAERL PR« SR I TN T B Ay B E AT N

Authentication Protocol (H 336 Etil) (&% SNMP V3)  © 365 KBS FI Az i bL.2 [A] i)
MAEIGIUESL - MD5 (GRS 5) o SHA-1 (L5l 1) 1) SHA

Authentication Password (3 EFESES)  C&FXF SNMP V3) @ % A Ly 4 B ik 3 F5 v 4 1)
(1) %R

Privacy Protocol ([2FABRN) (X% SNMP V3)  : 3ERER KBS RISz H bl 2 [ 1930 15 i G
1 DES (EUEInEtait) o AES (Sgihnftnit)

Privacy Password ([, %6%)  (4F%F SNMP V3) i A i i vb i FH Y #5644

6. i Enable SNMP Network Discovery Settings (J5 /] SNMP W8 & BlikiE) |, ARG Hdr
OK (ffi7E) .

JE ML BT, BE R ARSI gL e, I gL R B A R MEZ I SNMP it i ) 5% 11
IP iz bl H 22 HE LA T (55

{ii ] CDP #l LLDP OID &= M 2% K i) SNMP £

] VLAN. TR, 2o eblps ool m s . 348 IP 21 MAC Hu k958 DA K AN 3 4% 2% )
Ho AR SR YERY A0 OID AR M 48 E0 4 il 9T SNMP £ .

SNMP {ENVIgfT 5, Ay SNMP Bl A7 fig 48 SO rh IR e o3 gt TN F R I 1 b, 2R
Ja Bl kB8 G RGRR H R IRS . A, HSIE RSB EUEE S loT Security, Jo
ST LR B IR AE 10T Security 17 AR 7s SNMP i L 25 411 F B8

{1 Ji] ERSPAN ifiid GRE F%3E K% 8% i

BB UL S 7 K AT L, A 7 KBS AN RER S & A 45 10T Security 19 H dirh, 55 %
WS AN I B KB B B I, 18 P S L AR L i, I (0 B Rz 1 S e 1
7y W (ERSPAN) sl il JH 6 111 548 (GRE) B R JLAGR BN Kk o B KBS B St i Je, 200 3
BEATIRALT TAP i 1 LB mivie & . 2R)5, B0 K a2 QU o B T ALy H & (EAL) A1

Vi, . WildFire. URL. ##l8. GTP (J3JH GTP ) . SCTP (JEHI SCTP i) | P&, &

PRI UEAN R H R, ER BT KB H AL AkSS, 10T Security ] DAEIL R U7 IR A7 4T loT 504
Hdie,
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T DI L HHE 15 B 25 5 1 B s LIk e (T fuf 5 &, loT Security pim .

AL,

The network switch mirrors (copies) 10T device traffic on one or
more source ports or VLANs, uses ERSPAN to encapsulate it in
a GRE tunnel, and sends it to a destination port on the firewall.

Network

oﬁ-- . <
BIB —>10T device </ iF——)»
2 P traffic -2

oz GRE tunnel
loT ‘:’J Network Firewall
devices switch
Source ports Destination
or VLANs port

The firewall terminates the tunnel and
decapsulates the mirrored traffic. It logs the
traffic and then forwards the logs to the
logging service, which streams the loT
device data to 10T Security for analysis.

— Losgs —»@)—Sﬂeaming—» $
data

Logging loT Security
service cloud

e h g g ERSPAN gL (5i#y Catalyst 6500 7600 Nexus 7 ASR 1000

Vi TAN
ITo

STEP 1| MciE 5255 ERSPAN e Hebl, Hifg el A0 16 VLAN Ligiftie, JFimid GRE BziE

R HA R S — A g L0 F b 1

HRALE VW, 25 e #ebLir Cisco s,
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STEP 2| 11 k% [ J2 F§ ERSPAN =% £,
BRANOL N, ERSPAN 7 £ 25 111y,
1. 55 kEEIFkFE Device (%) > Session (£1f) .

2. i SR RE Y Edit (9fE) KR, 1%EF¢ Enable ERSPAN Support (5 /] ERSPAN =
), Ria i OK (fiE),

Session Settings @

Rematch all sessions on config policy change
ICMPvé Token Bucket Size | 100
ICMPwé Error Packet Rate (per sec) | 100
Enable IPvé Firewalling
Enable ERSPAN

Enable Jumbo Frame

support

Enable DHCP Broadcast Session
NATA4 IPvé Minimum Metwork MTU | 1280

MNAT O

n Rate | Platform Default

CMP Unreachable Packet Rate (pe
Accelerated Aging

Accelerated Aging Threshold | 80

Accelerated Aging Scaling Factor | 2

Packet Buffer Protection

Monitor Onily

Activate (%) | B

Block Countdown Threshol

Block Hold Time (sec)

Block Duration (sec) | 3600

[ Multicast Route Setup Buffering

“ el

SR BEE 4 ) ERSPAN 37 FE5 ERETL ik b

POLICIES OBJECTS DEVICE

Management Operations Services Interfaces elemetn

etry | Content-ID | WildFire | Session | HSM | ACE | DLP
Session Settings

Rematch Sessions

ICMPvé Token Bucket

n Profile

ICMPwé Error Packet Rate (per sec
n Sequence

IPvé Firewalling

ERSPAN Support
&% Data Redistribution

Enable Jumbo Frame
E3 Device Quarantine

VM Inform

¥ Troublesho

DHCP Broadcast Session

Global MTU 1500

# Cortificate Management MNATS4 IPvG Minimum Network MTU - 1280

MNAT Oversubscription Ratg,

STEP 3| Commit (32%5) #Hok,
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STEP 4 |
loT ¥ &It i,

B —ANEE 3 B Xk, BTN T2 11 GRE B&iE I M 45 s 3 bL L st 1 B2 Cge (410

1. #%&#¢ Network (4%) > Zones (IXi%) , AJ5 Add (Zshn) —ANX i,
2. A LL N IR BB R N B
Name (%#%) @ NIXIkdm A —AHE L AFR, #iin ERSPAN-IoT-data,

Log Setting (H Li%iE) : i%+% loT Security Default Profile (loT Security XA fC i <
) B0 — AN H SR R BCE SCE, B L2 TG R R A 1oT Security 1Y H G1d 30k 5% -

LA D ZRAE Bl i b i 1SR IRE

Type (3711) : Layer3

Zone

MName | ERSPAN-IoT-data

vpe | Layer3

[ | nTERFACES

(1) Add

Zone Protection

Zone Protection Profile | None

Log Setting | lol Security Default P

User Identification ACL
[] Enable User Identifcation

[ | iNCLuDE LIST ~

(1) Add

O | excLupe LsT ~

Device-1D ACL

[] Enable Device Identification

[ | iNCLUDE LIST ~

() Add

[ | excLupe LisT ~

Enabl s @ Add
Buifes
3. i OK (FiE) .
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STEP S| BIHEEE 3 JZ4 1 IFR LR S NI B X Ik,

1. i%$¢ Network (N%%) > Interfaces (#:11) > Ethernet (LIAR) | KJ5Hdi B AC bl

21k GRE BREM LLARMEE 11, nf IR 1-F2 1,

2. B A LLN A IR Ll B PR A 9 ER A
Comment (i) A R NIHEUN&T, DL 2%,
Interface Type (}21128710) : Layer3

Virtual Router CRELESH1%R) © REREE AL 282 i e thes . BB &0+

ERSPAN i & 11 B R FUL 2 HH 2
Security Zone (“Zax[X1k) : EBELERIF G HRY XK,

Ethernet Interface

to terminate GRE tunnel for ERSPAN with |oT data

Netflow Profile | None

Config IPv4 IPvé | SD-WAN Advanced

Assign Interface To

Router | default

ity Zone | ERSPAN-loT-data

3. ik IPv4, 1%#% Static (B (F bk nY,

FENEE Add (shn) 1P HBAk,

Ethernet Interface

t | Use to terminate GRE tunnel for ERSPAN with laT data

Metflow Profila | None

Config IPv4 IPvé | SD-WAN | Advanced

() Add

@

SEARHLAE L GRE BB LI rh (8 1 ik (7 Dy SO0 55 769 1P ik

4. Hiid; Advanced (52%) , RJG ¥ New Management Profile G BEfc e ) elikd%

LA AL IE SCAF,  TCVR UKL 11 B2 S AN R T A BRI
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Interface Management Profile

Mame | GRE tunnel mgt for baT traffic

Administrative Management Services
[ HTTR
HTTFS
[] Telnet
S5H

Network Services
Ping

[[] HTTR OCSP

[] sump

[[] Respanse Pages

[] user-iD

[[] User-ID Syslog Listener-55L

[[] user-1D Syslog Listener-UDP

PERMITTED IP ADDRESSES

(@) Add

“ Feneel

5. #ih OK (ff%E) PRAFHTHIHE DA BEACIE SCF,  ARJE Ry OK (i) PRAF LUK 42 1

M i o
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STEP 6| @It —ABER N, JLIP Mhl 5 g bl EAH N ERE B2 2§ [ — 1, JRR R B[ 6
FEI X 3K

1. % $¢ Network (4%) > Interfaces (#11) > Tunnel (F23) , RJg M sc#tl Add (7
i) GRE B&ERZAERREE 1,
2. A LL N N IR A AR B N E AR

Interface Name (B2 488 @ AMIRFE & FEER, W& ARG, LM 5B b
AN LN 4R B, HiA 8 LIGIE 4 FK tunnel. 8,

Virtual Router CREFMESHEY) @ EHF5HE 3 B DM b2,
Security Zone (‘Z4=[XlIk) iP5 3 EHENYPEn Xk,

Tunnel Interface @

Interface Name . |8

Netflow Profile | None
Config 1Pva IPvé Advanced
Assign Interface To
Virtual Router | default
curity Zone | ERSPAN-IoT-data

3. i IPv4 3t Add () Sac#bl 8RR E R 00 1P Hubb Az 1A —F by 1P sk,

Tunnel Interface @

Netflow Profile | None

Config IPvd IPva Advanced

w]®

B "013ss

n Fereel

4. i Advanced (52%) 70 New Management Profile CHT45BRACE ) , skt
HE SCIIMCE SO, DARVFREE #2 N 22 A M SR A BRI 45

Tunnel Interface @

t | IF for ERSPAN tunnel with switch for IoT data

Config 1Pvd IPvé | Advanced

Other Info
Management Profile | GRE tunnel mgt for loT traffic

MTU

5. Hifi OK (7€) .
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STEP 7| 4 ERSPAN [P E#LES 25 (VR) B 5K,

1. %+ Network (/%) > Virtual Routers (JEL&H2s) | K)o Hidy ERSPAN MY RE 400
8o

2. i Static Routes (Frasisrh) |, A5ty + Add ()
3. H A LA N IR s i O e A ER A
R ARSI I A FR .
Destination (H#4x) :0.0.0.0/0
AR AR FE A HHL IS -, 35 AR T R s S s b, &0, A
ERSPAN s jiy e gy VR 3358 f A 2K 1l
Interface (#11) : ethernetl/3 ({2 BilidE 42 11)

Next Hop (N—/MEksi) @ k&
4. 15 OK (i) .

loT Security /7 ;1§54 February 2024 66 ©2024 Palo Alto Networks, Inc.



loT Security Al

STEP 8| A& )3 /] 1 ERSPAN [ GRE fz3i,
1. %+ Network (%) > GRE Tunnels (GRE [&3&) , Ao + Add () .

2. B A LLT YA I At 1 5 R S R
HFR - i A GRE B2 45 (141, GRE-ESPAN-for-IoT-data
D N GRE BB & AL E A 3 2H N,
D IEFE IP LUK GRE BZE IR 3 ZH iy IP ik,
D ¥ A S 3 GRE BRIEM A AL DVEZ ) 1P Mz,
D &P GRE BRI A E @ BRI 1,

Interface ($£11)
Local Address (AHbhihl)
Peer Address (X %5 ¥ 7% M i)
Tunnel Interface (F2iE#z11)

ERSPAN :

(IE#E)
GRE Tunnel @
Mame | GRE-ERSPAN-for-IoT-data
terface | ether
Local Address | IP
Peer Address | 10.1.20.2
Tun rface | tunnel
TIL | 64
[ ERSPAN
Copy ToS Header
[ Keep Alive
“ Cancel

3. By OK (FH7E)
LUK FIER E B2 Y 1P bk b Ao, JF H5 MAry HAx oMo, i PR,
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Q! Network

=2
‘;‘:‘ > loT device— A of—— — Logs —»@) — Streaming —» -
L o traffic o . data
r GRE tunnel
loT Network Firewall Logging 10T Security
devices © switch service cloud
Source ports Destination
or VLANs/ port
Access switch Firewall Generated
traffic
loT GRE tunnel logs to
device —— logging
traffic service
and loT
Security
Tunnel interface Egress Ethernet1/3 tunnel.8 (The Ethernet and
in the same subnet interface Layer 3 interface tunnel interfaces
as10.1.25.8 10.1.20.2 10.1.1.33 10.1.25.8  areinthe same

zone and VR.)

STEP 9| Commit (f£%5) Wk,

{5 1] DHCP ARz 25 s i i £ 15 85 ] Lk

loT Security (K46 T~ 1P #uli- 2] MAC i (9485, ML BN 2817 AN T 10T W& It JLidk 17
ME—RIES, 10T Security il {91 DHCP itk 1% IP Hidik 2 MAC Hulik 948 7E FE IR EE 1P Husik1ry
1L, (E' B, AEHT— B KREANE DHCP Bl sz iy se vt b, 8] A e 75 ik B i DHCP
M 4528 H L3 e DHCP it nf WL,

FEXE LI DHCP 3t 4% i 21 i il b ki g X 2 X Jrb, il i DHCP IR 4528 Lok R 4528 H &

A syslog 1R KRB kK. R, BhkEsmt B SRS K RE RN T-28504 dhep- SYS|0gEl’J
sEam R TR R 05 (EAL) % %0 1oT Security, |oT Security #4377 f# 471 LA 1 % IP Mo k%) MAC Hiz ik
MgRaE, SRITEEET 1 IR I nE g Bab, 10T Security i AR S 28 H G 1 R A% Y HLA,

{1 Cisco DHCP Mz %% 519 H &Rk AT,

=== Syslog EALs EALs T E
=] > > (% » | 10T
DHCP server Next-generation firewall Logging service 10T Security
A DHCP server sends The firewall forwards the The logging service loT Security parses
syslog messages with syslog messages in Enhanced streams the EALs to the EALs, analyzes the
IP address-to-MAC Application Logs (EALSs) to loT Security to parse metadata, and adds
address bindings to a the logging service. and ingest. newly learned devices

next-generation firewall. to its inventory.

VRS Sk
+ JA7 syslog LUEM) DHCP Al 5% ai AL it npREE R R BT — 1B K LIB 171 syslog flz55 as

loT Security /7 ;1§54 February 2024 68 ©2024 Palo Alto Networks, Inc.



loT Security Al

» JZ17 PAN-OS 11.0 4 # Ei i A JF HAT i 3 10T Security 1T B 7 — U JcHi
DHCP jjg 5528 1 G s i 1 ON-0 M=o W2 57— 1R ki

BLIEHT—CBS K
VRSO R05 Jch, DUA— %A DHCP 45 #8520 syslog 1L, By At £ 11 3l Sk
$11) syslog 11 EL(F Jy EAL Bk 5 GRS, B RS9 3045 10T Security 3517 BRI/
b
STEP 1 | W%ﬁ*ﬁ%kﬁ%{[\\m DHCP ﬂlﬁ%%ﬁo
GLEIOHT (U KK, %3% Device (#4) >I1oT >+Add (b | BCELLFHE, AR5
B OK (i)
FFR 1 i A DHCP IR 28 4. Huie % m DA & 32 5, (uhhzels,
Description (i5#]) : # A4k DHCP IR &1 1E, DK RZE, HRL UG 256
AT, ERZERE,
Enabled (LU JT) @ #uFLUA B A 007K 11 DHCP [ %5 B8R03ERE, I HeRURIN AT
Wb,

IP Address (IP fitilh) %y A DHCP 55 23K & B2 20 55 K5y 1P #hlk, Mok n] D& IPv4 5
IPv6 #3, A FQDN,

Protocol (Pri) : ¥ TCP. UDP o SSL, eIk, 5% Xt T DHCP AR5 28 FIBh k
2 [A) P EE LR UM L Py A U 3, TCP HAAAE T ek, HRN B 4G22V, UDP (Y4BT
RS, SRRSO (Hoa] FEME RN AN S, SSL EEOE N FEME RN vk, (H2 PR A A AN .

85 kg fe s 1 10514 i gy TCP 1 UDP gyinyy DHCP s s sy 3445310
16514 - (i iy SSL gy i bz,

DHCP Server @

STEP 2| HE E—F LY % DHCP k452,
WL, RS2 DHCP k% as, DAz Mgt DHCP iyl Wk, I —1RBh K
W, BB KRS e % 57 100 A~ DHCP IRk 4538,

i Syslog ¥ & DHCP Iz %528

fil &5 DHCP R4 28, LUK HLAR S 28 1 AL syslog 18 B R R S8 — 1B kRS L B2 1, 1
¥ DHCP AR 55 28l i N 1 B kR% FoN S E A R Bpis: TCP. UDP B SSL, ik, sy LA
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{4 /] DHCP ARR%%28, i Windows. Linux. Cisco & Infoblox, 45L& W, %2 DHCP il
USSR

fr & DHCP /Il 5% 253 E kA
S AT LA DHCP 2525, 144 Device (##) > IloT.

“F Server Log Ingestion
DHCP 5 Log Ingesti
DHCP Servers
O | naME ~ ADDRESS ENABLED TYPE PORT STATUS
[[] | osos 192.168.1.22 SEL 16514
[] cisco-upr1 10.6.72.26 UDF
O cr 192.79.1.21 UDP 10514
[J | Ms-TCP-10.6.72.180 10.6.72.180 TCP 10514
]| Tcr TCP 10514
[] | TcP-10.5.120.5 10.5.120.5 TCP
] 92.13.1.12 C 514
] 192.13.1.12 TP 105
[[] | Ubuntu TCP 10.5.12.55 TCP 10514
10.5.12.55
] uce 192.179.1.32 UDP 10514

DHCP AR %% g& A RR 55101 43 (0 7] 18 25755 HoAE Panorama 1 ¥ LARCE,  3F H AE A H5 — 1S b5 KI5 1
Web #z 1 & BN IR .

2 TCP o SSL 1) DHCP Il 45 28 M A 285 KBS,  “OIRE” F & BR O, mifesd
LA INES N ESZ 1 UDP (%) DHCP k45 2s, W) “OIRE” B & BoR" CuEse”, R4 Sl
8], ARZASFINZE, LoRIRES o8 A E R R B KBS .

LAF CLI fiy 55 thw] T4 & DHCP k55 e i, IERRIRZES N B B54S 10T Security %,

show iot dhcp-server status { all | #H A all &8RNk, Hob s kRE -
| server <server-name> } Wi RIS I T4 DHCP R4 25, 335 11
F R IR EEIRE .

A server<server-name> <> i~ A R ETE
DHCP Iz 55 28 M H BT ih s vE S 5L

show iot eal dhcp-syslog-eal A T3 BoR S5 85 DHCP IR45 28 syslog 15 &
(1) EAL F1551915 &,
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205 kBSR4 T DHCP BRI
AT 4B K BEEE (i DHCP &5 B anful 7 g vk J5 %<, a0l Jf DHCP filz 5 25l PAN-OS 10.0
Z TG K 8 AR BTl
¥ VLAN 152 N80 58 5z 1o 5%

N T IRFE 2, R VLAN 782105 5 eIk S 0 oxf55. fiin, #0 vianl Jyik
#21) ethernetl/1 (M4 Sk DHCP IRk 55 . X & vy DU DR LR e AT Aok iBe, I8 DA T

FA b g e T R

Interface Interface Type :;ﬁ"?gm SL;'; IP Address

= ethernet1/1 Layer3 Inside_Manage... 10.1.0.1/24

= ethernet1/2 Layer3 Inside_Manage... 10.2.0.1/24

) ethernet1/3 Layer3 Inside_Manage... 10.3.0.1/24
Interface :r:ﬁ"Tgem IP Address Virtual Router
vian none none
vian.1 Inside_Manage... 1.1.1.1/32 DHCP_VR
vlan.2 Inside_Manage... 1.1.1.2f32 DHCP_VR
vian.3 Inside_Manage... = 1.1.1.3/32 DHCP_VR

PR VLAN 182 1019 IP Hihk

257 P HulibZ2 (6] T VLAN B2 108, e 15t B 32 (72 NS FERSTY 1P bl =75 3 Ho ki 2
8o ] LIXF T A VLAN $2 O Bk st (140 1.1.1.0/24) , Tz iU TN
A H N 284t DHCP, N2 il s VLAN $2 s i AN 35 A b L 4B o w6 i, AER(E L
PE, RGN BT AT B KBRS VLAN 2 1R T LL(E P AR (e ) 199 28 2 8] i i ik

ALIE ST AT VLAN $2 1R P 45 8%

NEA R ECE LR R G5, HhBE 2 A2, RN (R B hies I, TR
ALIE ] VLAN £2 Mg is th, s BV G, MBS, B VLAN $2 0 &84 T 6
1.1.1.0/24 E iR my bk,
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Virtual Router - Static Route - IPv4

Next Hop

Admin Distance
Metric
Route Table

DHCP_Route
1.1.1.0/24
None

Next VR
DHCP_VR
10

10

Unicast

Path Monitoring

Failure Condition (®) Any

All

Preemptive Hold Time (min) 2

7. DHCP s s 1=, 24 VLAN £ A4t DHCP (RN W28 IR In 2 i th,  FRR R0 (4R
REARS th s BB Bk, 9 DHCP rh gk (R ERIN R 28 5 i 17 A~ 2 HLES th m] L2 DHCP iz 55 2

P St

ERER I RE IE BT,

Virtual Router - DHCP_VR

Router Settings
IPvd | IPvE
Static Routes
L]
Redistribution Profile
RIP
—
0SPF ] DHCP_Retumn_eth1
p 7] DHCP_Return_eth2
PW— [C] DHCP_Return_eth3
BGP

10.1.0.0/24
10.2.0.0/24
10.3.0.0/24

default
default
default

Admin Distance
default
default
default

3 ilems -l x]
10 unicast
10 unicast
10 unicast
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N 10T Security #E£5 IV Bh kb

LU DB - g n l £ AR5 et g ) HOSAESiR g%, R FLALIE DR IDORIIC 38 W 2% 4t 1 JC 4K
e, R, BRI R R ST R BT R HRIE RS, 1oT Security (113X 28]k
RN N 26 L& F loT B4 .

DA TS5 R E 1 L8 52 10T Security I AMTRS, 05 35547 L F A -

LER] K 2 A& VE TR S0 IR 25 VE T IE

FEBG RGBS (R AR KAL)

AL I K 43k DAMSC AR R 2% it i e e

LB Kk, DAERE H SR py oo Bl e A 21 H e kIR 55

A1 H AT S 22 2 SR U A R BR3P ) B & 19 [X K J5 T Device-ID,

(rl k) B AR S5 1% Rl Ze 2 SRR, DA YRR kB m i Boim sz 0 5 H ek 4. loT
Security DL K BUHT IR 45 28 3k T30 A5,

Hipy loT Security i gy )< iy At WA (5 2, 120 Devicer D,

STEP 1| %24 10T Security ZVREFT S HIYF 1T3E .

I 10T Security Ji, EHATEL ME(EZ—, DLZERT KR (I loT Security AT ¥ nl ik :

BB kG  BFEEAN kB, %% Device (%) > Licenses (YFHJiE) |, ARJG1E
License Management (¥ nJiE4EE) §4i% ¢ Retrieve license keys from license server ( \¥F
FIUERR S es R SR VF ATIE 8D

B

> Licenses (VFiJilE) , 2K Refresh (il#r) . &FE(lH loT Security Ji A% £
Refresh (Jil#71) .

IR ARG K L2246 1oT Security A1 H G 1d R MR S VF AT IE

gy loT Security yewupiEmt, (el Kbl E (LR RIIHE,  LUEIEKVF i
11 F
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STEP 2| Ay in e, AEp— RVERS (OTP) FIfiidt =48] (PSK) DASRHGBL & Al H LD MR SFUE TS -
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B ke A B | B B E & CH A 1K | A Panorama 48 B ES

EF? T RS E T 2 KT ?

Bk Bl 0B R R
IJ Hid 1B%HE%LB'Z
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N/A 5 =i OTP, 1
Panorama |43 1
02 5% B o 2H 2 B
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E/J@E[a }ﬁz RENEA
SRR SE
%kfﬁﬁi Bl ko=
AT oKk A

Panorama.

i

N/A 3 e 1217 PAN-OS
8.1—9.0.2 (1Bl K I

% Panorama &
I%:Hx H &l ik
ARt MREAT
Panorama, N Lk
7 ¥ 1oT Security,
XfJ-1217 PAN-OS
9.0.3-9.1 IM&H
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KA, BHIPE
TR IR RS G 3
PAN-QOS [ K 5,
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I 1R il A 5 10T Security sgs {1t LA IEVE B35 01015 2, 12
igloT Security 5 SNPSE S

1. DLHAG A BB 2 545 & 5% 1oT Security 177 . ZEREMS /-1 OTP 1 PSK, MAZii{rE %
LHEITPT (CSP) vh G B, A A R 18] v A SR IR 6540 (TSG) vy Bid #B 4% T
F g, Hub g g i 7 A AE 1oT Security HHE BT A7 B AU,

2. & Administration (‘5Ff) > Firewalls (5 /k#%) > Certificate Generation (/= JGilE
B,
3. AR Panorama A ELEL kK%, 1HIER Yes () FHEAHFAIS . X&BE

i) Panorama & PEAR &5 2e BE P21 TSG by N Ry, #&0] LIAE Assets (%72) >
Devices (#%%) [ Customer Service Portal (& )75 1)) Bk d$kF] Panorama J7 71
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Fo 1EFE Yes (GF) J# AL Panorama J¥ 715, 1oT Security ¥ 5 /s sk BGIE 1 B 55179 44
BB KRR S EE R RER AP 5 10T Security Fil H &8 s IR 552,

Firewalls  Certificate Generation

Generate Certificates for Firewalls

Check if your firewalls need certificates to connect to the logging service and IoT Security. If so, follow these instructions to generate and install them.

Da you use Panarama to manage your firewalls?

Yes ~

Aninstalled Panorama management server and its serial number are required To install 2 new Panorama managesr

For current account (CSP Account Name)

anorama Serial Number. DMPANOAPR1S ]

Device Certificate @ Logging Service Certificate - One-Time Password (O Logging Service Certificate - Pre-shared Key (PSK) (O

tificate from the Customer Support Portal. To learn more, click here. Aone-time password (OTP) is provided below. To learn more, click here. Apre

if your firewalls run PAN-OS 10,0 or later and do ot already have a device

e P — o
3aff0121400c449704 | [p =) PAN-0S 9.0.3-10.0 and do not already have a logging

sjedTBLARBGZZSQUUWTOBGBWYW | TR

52:37 P

SRR, EREE T LRI BEEL, SSRBIEAIIRT, AR IR i Ul W £
Fo A H sk RS IE T, ﬁ’E%’JOTPDJcPSK,,NF?EE({T@EI’UEHHJ#_M (S

MRIEALH Panorama, 1HIER No (%) . KON HEIER RS UE T OTP AUE H T
Panorama, FArANRNER,
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Check if your firewalls need certificates to connect to the logging service and laT Security. If so, follow these instructions to generate and install them

Logging Service Certificate - Pre-shared Key (PSK) (O

Apre-sh

Copy the key onto the firewall interface when prompted to generate and install a
click here.

AN-0S 9.0.3-100 and do not already have a logging service certificate

asjedTBLAh8GZZ5QUUWTOBGBWjy4Tgztutu

AEARIE T SR LEIE ) DA S A A= BGIE P, 3 Z L LA

Device Certificate (i%£iFf5) : M PAN-OS 10.0 F4h, By kEsE 5% & uE B GE T loT
Security #1747 563E, M PAN-OS 10.1 JFi6, Bﬁ BE R S0l 1D SRS T S 4 56
WFo BEAERS kEE G HEuGH T Panorama 2k i 20 8 2 E S, I HIT L R ERLE ¢

o AEREANBG KRS B TR AR
o {lJ{] Panorama f£— AN KBS AR B R R AR T

©) RV RLAD S, LG AL HGIg R s A loT Security s
17 S YRIER , 105K Bl E0k R LR B O 36 1 e
. B, BRI T UE TS99 A8 000 R U

GRS — — AVE%TS © Panorama 55 2208 M H S0 s R4S SERIGAE B &, FFRNIBTT
PAN 0OS 8.1-10.0 [y Panorama & 21 b5 KB 3RE H EiE R IR SET . H Ed IR SUEm
H G d M 5 Bk R K 85

1 A, HOHER OTP JEEHIE.

2. DIUE BT P 54y 5 5% Panorama W T1 AL,  #RJ5i%$ Panorama > Setup (i%(%) >
Management (‘%'#{!) > Device Certificate (¥ #%iE5) F Get certificate (FRIUIE
.,
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3. Ktk OTP, AJn#dd OK (i)

Logging Service Certificate — Pre-Shared Key ([ Gid FEIRSSUEP — Fidt =840 £
#iz17 PAN-OS 9.0.3-10.0.x [ Panorama & FR AN F, SHHAERS kRS A B il %R
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1 A mdE, HOHE R PSK R HIE .

ATEFAR S I UL RS Kt EAERCH

AL EIRSAES, Eh

Connect GE#:) .

4. 50 PSK Jf Connect (i

2. A PAN-OS 9.0.3-10.0.x [ kB, X5+ Device (5 4) > Setup (¥iE) >
Management (/&)
Cortex Data Lake
Enable Cortex Data Lake
Enable Duplicate Logging (Clowd and Cn-Premise)
Enzble Enhanced Application Logging
Region
Connection count to Cortex Data Lake for PA-7000s and PA-5200s
Onboard without Panorama  Connect
Cortex Data Lake Status  Show Status
3. 1t Strata Logging Service {i7r+h, iy “fE¥#A Panorama 1 HL N AA 221y
XK FTHF “LE¥AT Panorama L RN STIEAE,
Onboard without Panorama 3]
Key
LTI
B KA SRR R SRR T, $E2e PSK, ARJE FEH B Id R IRFSIE . ARG, B

UEFEE T S AR 4 e T 3 1 ,NE%HE%

5. i Strata Logging Service [ Edit (%) Elbr (5%
Strata Logging Service (j5 1] H&id%/k%5) H Enable Enhanced Application

Logging ()i HHg s MW R v H

GIE

/‘_J\‘[/EA%)

1% $¢ Enable

Cortex Data Lake

Enable Cortex Data Lake

Enable Duplicate L

Premise

Region | United States - Americas

Connection count to Cortex Data | 5

Lake for PA-7000s and PA-5200s

oud and On

Enable Enhanced Application Logging

@

WIS AT 1oT Security — ANTE SR W VF vTiE, 15i%£%¢ Enable Duplicate Logging

(Cloud and On-Premises) [J& 1 5 H ik

Application Logging (i s MM R 7 H E1d5%)

Al (BAAHEES%) 1 A1 Enable Enhanced
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Cortex Data Lake @

[ ] Enable Cortex Data Lake

Enable Duplicate
Premise

Enable Enhanced Application Logging

Region | United States - Americas

6. 1EFE H EACR ARG BT Il HE X K,

X7 PA-7000 Fl1 PA-5200 5, &% A MBS Kk H Gl s Ik 85 &R H G EEE. 0
N 1-20, ERMEN 5.

7. 5EUn, i Ha OK (7E)

" Strata Logging Service” {5t jiis] 224, [l 1k RE 1 Sid sl
5, IR OLL S AR T T I B 3 iy 1) Strata Logging
Service i loT Secur:ty’ ORI I AR A A6 Strata Logging
Service, {1 ¥ {1y 4R 2 A LR

STEP 3| #1815 K BE % i e 5 ms BN T T DHCP &/ v 5 H. DHCP Ik s > A% DHCP i &,
Fid s Hom

A IR P s AR AN 3% DHCP St (PR U W], 520 105 1) s ASIEII ¥ 2l DL

MGG K3 IE 471 PAN-OS 10.0 3¢5 bl A, AN B s DHCP R4 28, & 1F
Device (% %%) > Setup (¥i&) > Session (£1f) |-J3 H DHCP Broadcast Session (DHCP
" F&2x1E) . 1817 PAN-OS 10.1.10 20 & hfAR. PAN-OS 10.2.4 = % & fliA Ll K PAN-OS
11.0.1 & SRR ARG KR R bikiE ., CORHEAIEE, B2 BIoT Security 11 )b
5 1 T

B 1R E AT S i P siabiki g g, loT Security szay LR LIRS AA
P sk . 57 fig 10T Security i —fh £ I B V(¥ % b 7 1 LA S I fof 412 (1 58
By, i§§|ﬂ/ﬁ<h‘%§*§ IP i&l‘ll;ﬂ‘?i&?ﬁo

STEP 4| ¥ N KREIN EiC#RS, iEHd Objects (Xf%) > LogForwarding (1 5#%k) | &
o Add (Fshn)

FER JCHG B H S HE ARG IE SO, oy RS Y HOSAR  H SRRk S, PAE loT
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STEP 5| fF HiE# RECE S, B A —/ N8R, U1 Log-Forwarding, H.ifi Strata Logging Service [1)
Enable enhanced application logging (a3 i sm AU I RE ¢ H dsk (R4S &A1 URL H
&), AT OK (%)

PAN-OS 8.15 | Ay ity SRR JF H g %

Log Forwarding Profile @
Mame | Log-Forwarding
[] Shared
Enable enhanced application logging to Cortex Data Lake (including traffic and wrl logs)
Description
10items | =5
BUILT-IN
D HAME LOG TYPE FILTER FORWARD METHOD ACTIONS
[[] | traffic-enhanced-app-logging traffic All Logs = Panorama
[[] threat-enhanced-app-logging threat All Logs = Fanorama
[[] | wildfire-enhanced-app-logging wildfire All Logs = Panorama
[[] urd-enhanced-app-logging url All Logs = Fanorama
[[] | dsta-enhanced-app-logging data All Logs = Panorama
[[] etp-enhanced-app-logging gtp All Logs = Fanorama
[] | sctp-enhanced-app-logging sctp All Logs = Panorama
[[] tunnel-enhanced-app-logsing tunnel All Logs = Fanorama
[[] | auth-enhanced-app-logging auth All Logs = Panorama
[[] decryption-enhanced-app-logging decryption All Logs = Fanorama
@ Adc
“ Cancel

s N Ry H RS2 BB A, R MR T BB K S H Sl sk S . &
ic% Strata Logging Service [¥) Enable enhanced application logging (& 3 5m 71 v H £ 7 1 &
) (AW EM URL HiE) |, ar iR KGRP3R4 [W) H AR &g ol (st H
&) AN, SRR A R RS (EAL), 24 H S R BCIE SCHRR 21 2 2= SR #) AAE o6
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&, WASRE LGRS SR TR eSS, EATEROAR BrA B AR T g
i%

NN H SR, B 1oT Security JE &, DLLEH]

o Ui — Viim HOEAE AN ST 5 A DL T I 4 UG R IAI 2% H . loT Security {37 H]
Ui HGESRIR A A A BRI KUESPEL . W& T AT R RBRS TG DL R
2 24y,

o threat — B H &G P& B S0 20— 1R BG KBS0 22 2B il S0k 2 — VU C S R 2% H 22
A OREE R . 10T Security {5 B H GRS AT . & 28 2 A B TR
L

« wildfire — WildFire® H &0 57 ¢ WildFire 22 2 B i SO (a] BspBeE i3 22 2 Sms S ) DL &
SCOETER M 246 H ., 1oT Security 48 WildFire HGRMERE T 1oT Wy T SO 2
i, R, AR RIS R 13
url — B4 48 5 20 2 SR FNBF In ey URL 38 A i Sk VUil i, &B4x5 A URL [

&, loT Security 2443l I URL i€ H &,

 data — $dig 0 W DAZR B SR AL, ] LR AR BBh K BREH 117 SO AL d 2
Ro loT Security 24 fi A~ FH £ s H L

o gtp Ur/ll GTPIH}) — FF4BL KESALFER 1 3G, 4G Fl 5G W & & &M &, #a5
A GTP H &, 10T Security 2 {# I 8B JC B SRR G 5 % & LT . ik
R AN [, B kS Re 4 GTP Hik, %07 LU 20 10T Security [/
Administration (5#) > Firewalls (k&%) R Frb BRI B

o sctp (il SCTP 1)) — FE4Bh KBS AL B R SAE R b B, #l25 A SCTP H
. 1oT Security 4 ui A~ H SCTP H i,

o tunnel — 772455 K% Ab BEE T % b B (GRE) 272 hn%% IPsec Vi i, #F2>5 ARRE H &,
BTG A X SR AR A P S R e R s, 1oT Security 241~ HBRE H &,

« auth — B IGHE H 65 A7 B0 KBS B 20 S0 IR R 5 2. 24P U5 W52 S A 3G AIE
SR R P2 R 48 B N, 2 R BLIX RS . 1oT Security 24 i AN H S 433630 H &
decryption — JL45 1oT Security {#i I i %1 SSL B R S E B &R« XU IF £ R EC A,
T, (L EANE AR 1L, X0 i o g % ) R A5 5 1),

DA H G R SCrE 4y «default™ (3 v5) o g it (722 2 5ms T
o — pig A 10T Security 5 Ay — 1y mg ORI T2 2 g A . 10T
Security S i 4z 4 HEms AN G, TR T LA G I T ADRE T, b TS A B
WO & H G R IE SCrE, R A e S AU IS T 3l S 7 i — A~ 1
EEERRCE M, P, SEADEECE SR A BRI, WL . GF
VRS, VRO 2 A SR U BN 7 FS R RSOk, (RSB
HTBATH.

STEP 6| X2 s s I H S

A T B SO R s i 2 R RN L, B 0 HS R RO I RS G 1R R
LB ST, DR ey g o BRI Ry 1R ) HOEAE RS . ARG, SR [
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STEP 7| )5 M2l [l Device-1D [T 47 X1k 1Y) Device-1D, LRGN &, SN 4 4= SR FE ) .
R E WY, EZ0 (PAN-OS & HE 5 1E) FivfiliE Device-1D,

STEP 8| (i[ik) BlEIRSS %,

FOANT LT, BE R (A L s B 1SR R B B IR R SS, M 1oT Security 3RHEHE
FEF TR AL U A2 R 1P Mo bk )38 g e g, R T IR 55 28 R8st a 7S i, 2480 kRS 1 ] 3L
SR T T A IR BRI, AN R S5 1 p R 42 A SR )

0%, b5 kdgm s Fodls 42 0 s ) SRR IRSS . loT Security MR S5 g iy, T2 0
PRRIREEEZ L P 1 IP Mk IR S5 2R R IR S5 B et 0%, A ZBTAR D X Ak ] 2 2 SRS A

loT Security 2 71 {514 February 2024 85 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/device-id/configure-device-id.html

loT Security Al

W, ek H 127.168.0.0/16 EURE IR S EINE] H 1030255 10T Security F1 58T Ak 55 s
PR H AR X

1505 R A B SR 11 R, el 127.168.0.0/16 ey IP
HIHECE R LS, ARG S R e 1 1P sk, oh 122 4 SR 00 2 T
NAT & iy st P sonk, PR IP ok i 127.168.0.0/16 A< i iz 1
i 1P stk
1 A E, Eh0EEdEz1, B 1oT Security 31 BT 058 11,
2. k¥ Device (&%) >Setup (i%7) > Services (k%) > Service Route
Configuration (IR%E5HALIE) , AR iEHE Customize (7€) .

3. 1 IPv4 &Ik v, %% Data Services (Hdfillliss) | ARJmk £ S HIFIR B Nz,

e 1P otk 2 F B3R A PR 7 B2, IR S5 6 i T SR S s RS TR Py HAS (EAL) #2803 1S
RS .

Device-ID y loT Security <+, i IPv6_

4. $i; OK (7))

5. s loT, 5 ¥ M EEE N, Ko st OK (i) .
BEHR 45 #% th T AN 10T Security Hh i 1P b ik 280 18 26 11 W S5 M1 SRS S 3L

6. /i Palo Alto Networks Services (Palo Alto Networks I:%5) , EFAM M EIER N, &
Jo i OK (ffE)
B 5 8% e TR bR EAL 2 0H ol AR R 50 A SR kIR SS, DR T ATl 45w b i
BT I

7. B OK (ffi7E) fRA-ERITIICIE Sk,
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Service Route Configuration @
face forall @) Customize

IPvd | IPvé | Destination

O | service SOURCE INTERFACE SOURCE ADDRESS

[ Use default Use default

[ Use default Use default

] Use default Use default

[ Use default Use default

[ Far Use default Use default

[ DS Use default Use default

[ xtermnal Dyn Use default Use default

[ Email Use default Use default

[ Use default Use default

[ HTTF Use default Use default

[ g Use default Use default

[ Use default Use default

[ Use default Use default

[ D Use default Use default

[ Mu utheer Use default Use default

[ Metf Use default Use default

[ NTP Use default Use default

B Palo Alto Networks Services  Use default Use default

[ Panoram: Use default Use default

[ oxy Use default Use default

[ ADIU Use default Use default

I Use default Use default A
5 wites

u Cancel

STEP 9| (i) s b Db QR 1 HRSSIE th, 1 Vs DN 28 2 SR B U A A VFBl kK50 10T
Security AT 55
1. i%&+% Policies (3l%) > Security (Z%) >+ Add () .

2. 7¢ General (FH) IR, # A2 2SN 24 FR, ARG %EFE interzone (X1 [A]) {F
b B S

3. ft Source (J5) LI kb, k£ Any (EM]) (ERTRIXEL, A5 Add 127.168.0.0/16 (7
hn127.168.0.0/16) {F Al

4. £ Hbr” &WiFd, Add (Fshn) A loT Security 19 HARIX IR, S8 558 T e X sk vy i
2012 % FQDN Add - (Fshn) iy H kR,

5. 4 Application (B HFER) #EHi-Frh, Add paloalto-iot-security (7)1 paloalto-iot-
security) .

Bl K B9 H e 2 FE 7 A 10T Security FRER I IP Hi ik 21 152 24 (1 B S R0 SR i 18 o

6. {f Actions (FfF) #&Ii-Frh, & Allow (RVF) , Ai5sdi OK (i) .

7. MBI A OV H GRS A B RSS2 T E X AT A Intranet 1Y Intranet SRES AL ,
T AT LA FAZ RN Ao R B K 8 HOE R R 2 H B NR 55 I M STl 25 28 vh S i i se
AN, IEAIHE—A Intranet SRIEFLN, AVFBS KBS0 I R — X o rh B k8582 1117 1P Hirdik
X AN AL R RS H D s AR S R AR 45 28
paloalto-shared-services — ¥ EAL Fll<xi% H L5 &5 H it F %
paloalto-logging-service — ¥ EAL .2 29 Mol 1 S8 K3 H GRS

paloalto-updates — M %57 Il 55 2 Hh B e ise 24 - S S
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STEP 10 | Commit ($£48) M %k,

MLIE A2, B KA AR AR B H S IR e R B H ASAd ik g% o 28T LACE T Hub i) Explore
IR - 276 B KA A H SIS IR 55 2 TR HAS R Ak 1
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B H R FE A RS

Ja I H G K, DMIRG kB8 s o RN R e H & (EAL) & 3= %) Palo Alto Networks 5611 H &
kM. X, 1oT Security 22 iR 55 3RO HE R 217 70 #7,

LI X J TR S

IR VLAN 2 1B AE 5 BT I LU B2 0 AN L3 22 A X ek, DA 20 P 5 2 4 SR s )
FREMIR R T AIETE TIF, PEER 7 OAE 2 VLAN B2 RS ER 2 DU 1 7= R
IR

Name Type Zone Address User HIP Profile Zone Address Application Service Action

5§ 10.1.0.1 any any fi% DHCP Zone 5N 1.1.1.0/24 [ dhep J% application-d... & Allow

8§ 102.0.1
§§ 103.0.1
2 llow_DH robe | unives rsal ‘one 8§ 1.1.1.0/24 any any [ Office 5§ 10.1.0.0/24 [E3 ping ¥ application-d... & Alow
%y 10.2.0.0/24
5§ 10.3.0.0/24
3 Allow_Interface_Testing ~ unive rsal {4, Office §§ 10.1.0.1 any any i DHCP Zone g 1.1.1.0/24 B ping 4 application-d... & Allow
R Prod_Line §§ 10.2.0.1
fif Wireless §§ 103.0.1
4 @  intrazone y any (intrazone) any any any & Alow
5 2 interzone any any any any any any any any ® Deny

TS HLN] 1 0 pESEMGELIN A MBS 2 11 ethernetl/1 - ethernet1/3 1Y [X 5k 4% #.8% DHCP 18y
JAE DHCP X%, o, 8 H G AR BE 2 it dn S8 A BCE ek, DO IR
EAL &35 H il sk IR %

0 oy B R LR )y BRI CRREINED L T A (R T 2 A
S AR o PN 10T Security 5 A ge 2o seme I, 1 B S0 T 3002 2 506 1

o PRAT AR R e ) [OT Security i & % vz 2 Sfem ) 35 4 i 1A RS 0, i T
SO BN B AR R SO, s A B A 5 T 3 1) A F
N —A H s RS SR, (2, SRR E ST 4R “BRIN7 AT LA S A
B, GEVERE, TR A Sams UM RS, BN 7 H e R SO, (RS

SE WS TR E . O

TS HLN 2 ¢ L A M DHCP [X 3k VLAN #2 F1% 45 ethernet1/1 - ethernet1/3 i & (1
W& 1T Ping (ICMP [0l &% k)

SRIEELI 3 LR SV M ALY, ethernet1/1 - ethernet1/3 (19 P Jizhik % DHCP [X I v fic i 1)
VLAN 2 F 31T Ping 1T,

Mic 1 Xk A S

TR A2 S BN DX gk P SR RN H g B oM B OGRR RREE, ARG KB HE R k) H Rl
M55

IARFEE DHCP MRS58 H 4 1 5 %0 P S T AE 452 17 ) — DRk, JUPER DA DX Bk PRy SRR A DU 447 2 1
T, BOANOL N, %R VXN T AR, HAR R T H SR SR K. A,
A 0500 T AE RN DSk A S R i3 Y e AR i LR

st DHCP g 55 35 5 DHCP e prosir oI X ssketr, Jf 1t DHCP w11
SSRIEL SR, AT S SIS £ RN DX Sk SRS NN L D e A, AR X S
IR Sl e
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STEP 1| Hif Policies (%M%) > Security (“Z4x) , 1% intrazone-default, A7 5.7 Override (7

i) o
BRI S 7 22 A SR RN P

STEP 2| #5F Actions (31F) , i%£#¢ Log at Session End ({E£xiF4E Hits®) , M “HEH#K” T
AN Zeik BN B Y OB R, K5 OK (i)
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FEH N A& VI &=

OB I A ML, LIARFEANTIE 21T, LAME 1oT Security 5517 ] LLE 7o b & 2517
RFRARBEAT. (BT, B KRG A 255 (4 2 RGN, 3% B AN A Vv £ ML 4k JL Zh BB Fr
TN ILS . NI, XSS AT AE 2 e b B I TR R T b, R, MR 1oT Security
2 H By .

KT R R, R ET DABC E AN e M T Device-1D 190 A SIGFUIN], - DA I 0 0] 87 T
IR AE 285 1 AST I B (H 0 A A GE B W g o B B KBS s RI BRI TR, AZTORS 15 28 A 2R i A%
%o loT Security {5 w] 7 HlI sk TR By PR IS 15 820 A SR, iZ s TE] B2 M 1oT Security
KAEM s ERGI B AT TG, WS “ImA®E” , 13 1oT Security [ 1511
T 90 MBS FE 0 BOR A EAT, B0k E B TR BE 45 ok, 2 SR B U3 FH 1 DA iR i i L AR g
%, IEILABBCE N RV &3 T Iy N5 U7 A, LA 10T Security 357 1A EAT. —H loT
Security WA EAT, BB EM TSNS SIS KRiT, B kST DU 5 S 403 57 H 56
RIS RN . 25 10T Security L FAS iR B — N 2 & FLINFTRHUIBR 2000], e 2k L u)
P EIN NGRS, H T ENIES 5 EUE T 90, Wi loT Security AN A BT ] 48 4
T o

STEP 1| RO 24 sms H, ok E 2551 Device-ID &1y “INMABEE” AT B &1 HE LER U
Uit

1. &%) PAN-OS = Panorama Web ['1 /7, JFFBCIE 4 2 5KIE RN, 1200 0 V7 5E4E VLAN 2
AN 1P Btk I ) 18 4 FRUE A O S AR e 288 BN, A & FTRIBLIYY VLAN R R4
FVFREE T TN SOR &, & BT F R 4510 VLAN BN AN A VR4 F R e i i
T,

2. ¥ Device-ID A A MEFRNh, 35 C Onboarding Device (JIA#4%) {FNBE& L0
VR 2R, Bk se N . (S .2, Add (b)) < T Policies (GRES) >
Security (Z42) (M4 KIEREN . 5 Source (J5) &I-F, #d “PEHEA” Hom
Add GFIn) 5y, ARIGHT Device (%) o (EFIH “B&XT R MHEMED, 78 “K
W17 %)%kt Onboarding Device (Jn A% .

3. e i 22 A SRmEF,  $57E Onboarding Device (A 4:) 1 NFUMIELE 1) Device-ID
i 2.
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STEP 2| ¥ IoT Security )5 H1 35T Device-ID HI#1# £ n A T fE,

1. DUHAG Frss BRI P A € 3% 1oT Security 1177

2. %% Policy Sets (5RI%4E) > Settings (i%i%) Ff:41FFFF>< Control newly onboarded low-
confidence devices through firewall policy rules G [ ) 335 S 5 12 T i A i (S
JEERED

3. (W% MREH M EREE SIS T 90, F ok loT Security Fi% 45 VA28 NI A LA 11 1E] B
ELAINASHBR A 7 K, VB AT e KR N, SR T DL I A B Ay s ] 30T B ) 48 1) I B £ st (1]
K1,
Ja F S BE I R AR e i TR TS, SR B4 0 in AR B2 10, 1oT
Security 2 WA H RG &, BRI LRER, FHEEE Assets (Fr72) >
Devices (%) TUmIMEEEE (N HITPERS) |, DUMEAUT R IX 524419 T,

4. ERFEMPLAZRE T IMARS” 25, THIER Assets (%7*) > Devices (i%+%) , FEEN
FRHEIR “34” £ 1% Onboarding Device (A% 4%) 71,

g, o First Seen (i) 5, SRR KILHHY, g loT
Security i (S R I I SR 4 B iR

loT Security 45 H! i {5 ¥4 February 2024 92 ©2024 Palo Alto Networks, Inc.



loT Security Al

7 PR S X

By &5 X B S B I E8 10— 30857, "8 Ao VR AE WA B rh 1 18 4% 5 1 ] L Al A s X 3% 8 2% HE R 2% v ) 1
2NN AR FRIIE R, RN 10T Security Je3E T AN RR ¥, (N 2% it i H SR EEAEIR
%y FTLLTREAT — Rl EASSE M b 25 9 B 22 MR ol R B G2 30 10T Security 19 54, ML, &
AJ LUK — QB SRR G B 2 AT 06 (fE PAN-OS Web S AR Ay opp) LUK R H A
Br 5 PR 38 s it S B 15 P B8 % 2 £ Palo Alto Networks H i sk %S, Hord 1oT Security w] LA7 1%
IR%. Mok, ST hnA loT Security F137 5 Device-1D FT 2 IEHE RISk, 22 2 3B 0 WX ik W] L)%
R EI B BB K BRI SR ¢ YETIE. GEF5 . P b S5 A e ShE L 2 A SRS R 8RN SR
FE.

HEHE B AR DO 22 2 MR O B, AT — A7 s AR AT R A 289 6 HAL, I E sk
SEPRAP A SERR S, o 2lid 2 BRI SR B AR B AR L

HERE, MEMBTBE S s 2R A AT, 7 eEN M A ERRS (T8
TTXF 52 PRAP LG 0 LUK — A7 K et 2 B (An SRmes SIE it RZC DA S5 B T AT 52 o RIE L3l
LB T, T SRR B B AT KRR I AR BB 1T

TE AT LA B AN 2 2 0 ) O B8 ey 7R S B8 26 AN 22 A 1B I X G AR B ) i g A T RSN A 0y )2 ol ax
X, Palo Alto Networks o] LU HATFE E OT &1 iR 10T Security IR55, Flan{e )
25 RS A A AR WL o 3K SE R 2550 AN BEZH B ¢ IT SR OT &% . A B AT 18T
—AXBH KRG BT & BTG K K%, AT DARCE AN KBS (T R A i o, o —AM T OT R IT
W& 2R, 55— AT 1T FIA LM Z [a)Ia A, OT M b Bl ks & im & H G R R E
OT “Z4=REMM I, 1l P S G I T 2 il 5%, 15 1t X DR F% 25 Palo Alto Networks H &id
MRS o ARIXFEI 2 4238 U X S 8 T — F B K s & 5 & B WX B il SR 1, RN IT &4
TEI X 2B -] OT 28238 M WX i A ks $2

LU — (B I S i 2 BRI W SR D E

o YREP; KHE: PA-1400 5241, PA-3400 %741, PA-5400 %%l (PA-5450 F4t)
+ VM-300. VM-500. VM-700

B kK Ba A2 1T PAN-OS 11.0.1-h2 50 SR,

NG EE ) OT WBERY RS E G KBS, 15 M T SFEI(T 282 W 2e) ) OT M4 i R AR IR K
VEE 22 IR M S (T 2N E, Rt OT LM e, kot OT Bk ts. it it
g eAl, BB AN B SR E T AN E ARG R, WH, BEAE AP KBS
28, F—ABh KRS ERIIA A IR, %5 kB e AN kBB E e IR e EIA .

FEEIR 1 AR W S o ABE KRR IR, DL S B E W YRR IR 1P
Hosi R, X AT R, OT Bhi kB @t OT AT 22 28 o Rk ) H 108 k%5 loT
Security Rl TR &5 2S00 T A R,
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Purdue
levels

— 5

I Logging loT Security
: service cloud
|

Streaming
: @) — metadata %ﬁ
|
|

Send network

Get IP address-to-device

.
el

Download device
dictionary files

traffic logs mappings and policy rule
recommendations
IT Isecuri'ry Ij.' _
telemetry o ' onee | =
gateway R e ]
(IT proxy) | | ‘
IT network
192.168.10.0/24
B .
OT security —————» p ——
telemetry e R e
gateway
(OT proxy) ‘ | ‘
OT network
192.168.100.0/24
OT firewall

next hop proxy server - -

ethernet1/2 1.1.1.1/24

loopback 10.1.2.3

ethernet1/1 (proxy IP) 192.168.10.1/24

next hop proxy server 192.168.10.1
ethernet1/2 192.168.10.2/24

loopback 10.1.2.3

ethernet1/1 (proxy IP) 192.168.100.1/24

default gateway: 192.168.100.1

management 192.168.100.2/24

S te OT gz a3 i 1T 22 232 M ST -4 46 OT w28 4 R BHL 1 215
S AR, (AN TS NIRRT, AR e OT RRI4% 331 1 FH BAN 2 4238 I

S, EBE AR 2 b OT g it i Palo Alto Networks g 46 -2 1a) g (], i /2
it T 22 2 80 W) 2 Bk ke

B 1T 2 3 ] ) 5

IT 22 4= 3B WA ST — ARG KBS, BRI & H BRI OT 2 238 il o S e 280 /935 R 3 R 30 H Gl 3¢
4% 1oT Security R F RS ES. B0 0 12 M 2% 51 .
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STEP 1| i — 17 KA 1T 22 23 R 5k

1.

LIERZR P a5 4648 10 53 B 4 U7 1) CLL AR I A LA i 05 (9080 K B A8 JH 7 22 3 I O (1K
) -

set system setting paloalto-networks-service-proxy on

N VElupe:-

firpy Panorama q i o gt , ¢ Panorama CLU iy & 13 5, 4805 LT

Ja 74 Panorama_
Lliﬁgifﬁ)ﬂﬁjéi&%%ﬁﬁ%ﬁ:‘%‘iiﬂ[ﬁ}jk% Web Ftifi, FFECIEIANEE 3 ZHE0 — A
LT Mg 1, 59— AL L, Bln, S5 IT MZEACE 1P iy 192.168.10.1/24 1)
ethernet1/1, /ML ACE 1P Mkt Ay 1.1.1.1/24 17 ethernet1/2,

o (A A S X ZEAS A1 Xy 1P kB RERR Rl E2 1, B, R AT -1 e

192.168.10.0/24, [fi4FEMILSH+ MIE 1.1.1.0/24, WIRFERRT8E D HIASTE X AN o
7 IP Mk, #1110.1.2.3,

AP AR DR AU thEs, R AR I (B0, vrd) o GRS RS 244

FUEEAS 1P Huhl, DV I0—25 BRI S b 20 2450 2% 1 ) EPE’JIT?%VWJT*%
AT, external (JF0) F1 Loop (FRE%) “54pANF2 A1) & X Ik,

j%4 Network (1%5) > DNS Proxy (DNS fCH) | kB sk 1 DNS G,
#ian, BIE—4 N dns-proxy MUCE, 1t 8.8.8.8 1Y DNS IlR4528 M ethernet1/2 317
DNS

1$¢ Objects (X4}%:) > URL Category (URL 2% FEEJELL N URL 4H:
YRR N URL ZIZE @44 B0, iot_cloud_traffic,

URL List (URL #115%) ¥ LLF URL CRIIP Husib) ¥shn®] URL #1156 rb, iX B8 A2 AR (R
PR 7 ] P ME— H A5 o

*.paloaltonetworks.com/
* panservicetest.com/

« ocsp.godaddy.com/
certificates.godaddy.com/
*.gpcloudservice.com/

* lencr.org/
+ 34.122.191.141

© o Panorama gy gesging, ks URL Jeiianmesy « 3,

. 1%&F% Policies (Ukl%) > Security (Z4%) , FFGIE—AN@ RSN, Y

iot_cloud_traffic URL 2551717 H ¥R M IT lXi@Zi*MPBEﬁZE/JEHFLFH&V FE¥s L T oA
g S 1L P

104%% Policies () > NAT, XS5 QUHEIRIE, CRE IT FIRRRES DX B s 2 M2 110 s ik e 4t

MBI B 2 Ly P ki, AEFATIRRGID, AR 1,111, BIDUAR 1/2 /9 1P
ik,
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11.% 4 Network (%%) > Proxy (fGCEE) |, BaHCELE T sE Ebs, i%E# Palo Alto
Networks Service Proxy (Palo Alto Networks [z 5-1CHE) | k588 OK  (ff1%E),

1257 Palo Alto Networks Il 25 RER AL A9 300 AR, AR Ia 4 A LL R Py
Connect Timeout CEFZER) 5 (ELA)
Listening ({fiffr) 4@ A IT B8 48R 711, ethernetl/1.
Upstream interface ( Ril##%11) : loopback.1
Proxy IP ({CELIP) @ By A IT IXIrbd 1y IP Mz 5 $140 192.168.10.1,
DNS-Proxy (DNS fUHE) i A DRI 1) DNS REL A FR; 1 dns-proxy.
Allowed URL Category (¥ URL K4 @ H A Z miiE LW A vF URL A 48K, Bl
jot_cloud_traffic,
Next Hop Proxy Server (N —BEfCEEIRSS2S) @ RIZE,
Next Hop Proxy Port ( [ —BEfCHSGR 1) @ B4 28,

STEP 2| i) B4 1T Ml H loT Security HEA 7% AR ST (S FIdW A I, 5K 7524 T 4
BRI BG KBS VT I 2 1oT Security,

I AT SAE A IT 22 2@ W Sy st T g oo iy loT Security 5., i
WeAr gAY ) loT Security gy ki 1E A5 3.
11T Z4EMM IS BRI A loT Security,
2. {6 IT 2R3 12048 11 G0 IR 21 1oT Security FOVETTE, K 4 15 F8RE) IT
SEAREMIM S, DUBTE LS H &0 0R %5 1oT Security (17E P,
3. BLE T Zai@ MM e LL 7 £ Device-1D F:(1 1] 1oT Security.

MCE OT 4 i il o 5¢

IT 23BN R Dl (5 st 25 I, 8] DABE FORACHE OT ‘2 3B MM e, OT 22 il 5% 5 — 15
K, B M OT Bh KRGS & H G R BNTZR 2 BN e, 1T %2438 0 W 56 il Ho %1 H
GACTEIRSS . BIESK K OT B kRS0 1P bk 50 15 A5 Wi S SR . SR 0 0] 2 3R = S R
F| 1oT Security FIHH RS 28, EilH SEE OT M2l %.
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STEP 1| iy — QB Ky OT & = RE IR 5% .

1.

LU P B &4 B R S An U 1) CLIL, ARJE R A LL Man s, (EBS KBRS I (F 2 3 il i)
* (£ PAN-OS HFR M ¢ )

set system setting paloalto-networks-service-proxy on

HE B KK

Wy Panorama fgesg )y st i i Panorama CLLiaii A Lifn 5, AR LR
Jg zh Fanorama_

CBLEPAEE 3 BN — —AME OT W% I, 50— AME T WM& L, B, Jy OT MZhciE

IP sl g 192.168.100.1 LUK 1/1, SNITMZELIE IP Ml Jy 192.168.10.2 119 LA
1/2,

(5 SLARPIAS I ZE AR B 5 by 1P b G 3R 42 1, il e TN i, B
] AT 5 IT 2 3@ il W 5 B3R ml 4 roA 1R 1P Hshk—174n 10.2.3.4,

- P AN DR AN DL R g5 R LA B L (B, vrd) | RTINS ER

EEh, K LUK 1/2 (A EE D, 4 1T 22 @ I SeHz 11 LUK 171 19 1P szhik
192.168.10.1 {49 F —ik,

N DA AN X, 2 OT. IT A1 Loop GAE)
IR B IR N AR 45 28 LA, 15 FE Network (X%%) > DNS Proxy (DNS

fQEL) JFO9 1T X Brbiy OT 2 3@ il 5%y 2 1 dies DNS (CEE, fildn, @ —A408 dns-
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proxy WAL E, (& OT ZiZ MM u] LAIM ethernetl/2 iEHZE¥ A DNS 4528 g7
DNS %k,

©) R TP AR RS e 1P sk, E gL DNS £, Llpkit it
A IR

8. i£#% Objects (Xf%) > URL Category (URL %)) FHEI&LL F URL 4.
R 1 N URL #IZ 4 5 B, iot_cloud_traffic,

URL List (URL #13%) : #4LLF URL (FIIP #bih) #n®) URL #l3rh, X 2Lt hai et
PR 7 R P ME— H A5 o

« *.paloaltonetworks.com/

« *.panservicetest.com/

« ocsp.godaddy.com/

» certificates.godaddy.com/
« *.gpcloudservice.com/

« *lencr.org/

« 34.122.191.141

(7 Panorama i Jcsging i URL sy s,

9. i#&¥% Policies (5kl%) > Security (ZZ4) , FHEIE—AN@H RIS, I
iot_cloud_traffic URL &5y HAR M OT Xika) IT lZlﬂjZE/JEHF”ﬁH&V FERs L E T A
MEFL 2 1,

B ok OT foqsia iy i A7 31t st e ) OT w47 Ay <
™ S s v ot cloudraffic URL 1 oy e s
HL T 7,

10.% % Network (M%) > Proxy (fCHE) |, FHE HiEE EIAR, 1EH Palo Alto
Networks Service Proxy (Palo Alto Networks IR\ | ARJn#idy OK (1f572).

11537 Palo Alto Networks Il 45 R A i 9 B0 AR, ARG H A DL T %
Connect Timeout GE# ) 5 (ELAD
Listening (fii"r) : fi A OT MZ&H2 4 #%; (540, ethernetl/1.
Upstream interface ( 1Jf##%Z11) : loopback.1
Proxy IP ({CELIP) A OT Xikrprdz iy IP ik, 41411 192.168.100.1,
DNS-Proxy (DNS fUEE) & A LLRTZE L DNS B4 FK; #1401 dns-proxy.

Allowed URL Category (/L¥F*) URL 285D : Hi A ZHiE X ¥ URL i 48K, Bl
jot_cloud_traffic,

Next Hop Proxy Server (N —BEfCERIRSSES)  © 7E T i@ M8z B A
ethernet1/1 119 IP #ulik ; fEHA I R BIH N 192.168.10.1,

Next Hop Proxy Port ( F—#kftEEGGE 1) @ 8080
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STEP 2|

) BN OT 4@ MM O LA K OT B kit ik OT SIS i H i, 154K OT &4
T SEIT B2 1oT Security.,

D) RAE AR R OT % @ MM Sy dcs ¢ OT g chfii i [oT Security fip 4.
W35 A7 4 4T ) loT Security gy LR it 45 3% .
1. OT L& &M Ly A loT Security

2. /¢ OT LB 2248 1150 55 HR 45 F1 10T Security [V nTiF,  FFREG A 401 FEEIT
LRTBENMM R, LAGIEHS H S0k H loT Security [1i&EH,

3. Bl OT ‘L&MW 3 LA 7 £ Device-ID F#:(4 /i 1oT Security,

AiE OT B ki
BCE AT A1 OT 4= Wk f, & nT LAV OT Bh k8 DA 2 2= i I W SR 75 1) =2 FF loT
Security I 119 Palo Alto Networks N[ e

HEiex RS — OT Pk sk EAL Fiym i 0 B &S H e xRS, B AR Koo
KAEHE] 10T Security #1770 4T, U\LE%U&% PPAity RS RS I % £ el

loT Security — OT [ k5% M loT Security #:2% IP i@lw?ﬂu%ﬂﬁlﬂ%% LIt 1T Device-ID 22 4%
MR . OT Bl K $iit 23 M\ 10T Security A5 28 St AL I i

FUHTIR %5 28 — OT Bl ka7 W F e 46 7 s, ELP@éTtJiJﬂE%ﬁE’Jﬁ%E'I#?Ui%, iERGE
Device-I1D % 4= SRBg L i 2 0F,

License server (Y iJiER5533) — OT Bh K MV TIENR 4528 B #OE T 1 &% IR %A 1oT
Security ¥FrJiE,

Certificate Server GIEHilR95#5) — b5k H5 M certificate.paloaltonetworks.com R ICHT ) B %
WE, FRE AL AR GEIE I E%0 M certificatetrusted.paloaltonetworks.com
IRECEEAT HUES

Customer Service Portal (% ARZT1/) K1 Hub — B kKBS ZEREFINZ 7 IRSS T 7 DL IE G BE (7
AP, ARJGERER] Hub LRI /A ()il
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STEP 1| Al —fBh K E& (N OT Bl k.

1. &+ Device (¥##%) > Setup (¥%i&) > Interfaces (#:11) > Management (5Ff) | 7t
OT Mg LA H] IP Mbsibfl i MGT #2111, FEAE OT X Iskfar A OT 2 23k Il o 52 11119 IP Ho ik
TERNILERAM G il e

IP Type (IP257Y) : Static (F#&)

IP Address (IP iuli:) @ 192.168.100.2
Netmask (M#f(ifd) : 255.255.255.0
Default Gateway CELIAMIC) @ 192.168.100.1

OT BJj kB (i FAF BE AL i A 1oT Security FF3RIGIE R ATiE, B4R 0 S &S H
SACRRSS, M loT Security 53K 1P b 214 £ (O W S R0 SRS N EEL, LA KM T 3T AR 2% 28
T ET I,

13 1T Lo OT (517 R 12 g et 2 4 80 R 6 e 5 e 28 B2 {68 ) G LA IR
PEO 22— WURE,  TULDAZ 5 R 5 6 H A /R 597 R o8 2 1 17T 2 A B
e, IR Bt iE b, igg Palo Alto Networks jp % gy iR % #n loT
2. PR T SERCIE P 1 2 IXORT £ A SRS O], DA 8 X 4 47 e e i SR Bt 1o T Security 7
Hro PAN-OS 206 7 %Pk I, 1550 S 11 4 SR I 48 H0 A (L (] 53 5 90

REFALE R IR OT i i — B> KA 2R DI — N R A BRI ZR K 4% 1 %?Tﬂﬂ%
X, DRI V] — Xk A S8 2 [R]85 1) X P sl TSR AN, A0 13 H
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] DAHCEITE AT SQL AT R LE L,

loT Security &2 J1 5 F4 February 2024 115 ©2024 Palo Alto Networks, Inc.



loT Security Mk

loT Security 581 —fCEh KERHE K
loT Security fif R} 43 1 4 15— AN B Z AR 414 SR Kb 23 R 4 5000
« Palo Alto Networks 57— 55 k85 i 9 15 2 0 ok k= 21 H G e sk M 45 .

o HEICFMS ML T 2 BB R R 5GBS KBS E m) B H bR, BI40 1oT Security Al
Strata Logging ServicefR i 10T Security 1T RIZRMY,  H GRS 24 o m A& i a8 ny
loT Security MK /" #11 Strata Logging Service Sz, sif{UA&HIEIER 10T Security 1K .

* loT Security j& —~ME T R A BB R, Hrbblessa> . A TR RER B i
TRI 2EMGBA AL LAY 0T Bk o 1ZBH 5 A& PSS BRI kg 1, Rt
L A SR B RS P s bk B e g (R B, DA 2 e SR A U b BT, A7 B 63wy DA
if 10T Security "1/ U889 70 loT il By A BB daild . 2 B ORI ) S

%,

loT Security N F2f7ifid Device-1D 53— AP k3821, Device-1D J&— i H & 31N
N RIS S5 o SRR =L,

o AT — X OE—AN XML CF, i 1oT Security 2= 5% 37 7T 8t Panorama FlIBL kRS A, -l
SN Panorama R KBS BE LB OE TR EIESNZE, DUEAEM loT Security w5 AHEZETY 2
Z DR K0T RN A1) R DU ) B 3R 1 7 e R . XS JE M R A IE S, ). fRNE. BYE L RIER
G RGFIERE RGN, WEH T 10T AL S T %% BALE P& T I, g n] D&
HRATUHH, bR gs TR kB OS5 AR ST N 2R, NI, TE S5k PAN-OS Web 7]
F, 1&#% Device (%) > Dynamic Updates (B2 %0T) |, Ao i EE 1R s 7 g g
{F17%) Release Notes (&K1TH#1H]) .

o SREEFLIN A — AF 10T Security 45 GG 0] — A& Bl iE SCEER T loT & i i A it — 21
LEARTMEHIN,  BH KBS G T D e S AN, DU e SLORIS S

o AP HuhE BB AW — IX LER S YRS KRS A FEE 1P MR A A R fE v, k%
IP Mok (i s BIA B KR, B LA B S A 5 s VU, AR VSR, Bk R R
R, W R AR R E S 0B (90-100%) , I HE AT IHEIT 25—/ INF P R R sl 2 e
T, 1oT Security 22 IP Ml 2045 & vk I A = 21 10T AT W& 1IB5 K.

Device-ID 1y H¥r &A1 1oT Security M5 K AE 1oT ¥ £ B Skl K iE TR,

%+ ID

PAN-OS 10.0 5| A 1 #riy 5k 52 ik & Device-ID, Device-1D &t —F R 5 ¢ 4% Ja ME sl 0 7 5k
W KR J5 1k, 10T Security NBH KEESE 0t — M & ok, b G &RBIESIER, FlnklE
b 2. BRI RIS . ST SO SR E Y, I T A H, B, i sk
JE@ M AN H W E & Advidia Camera. BK Medical UltraSound Machine #i1 Carefusion Infusion
Pump Base Station,

H 5, multi-vsys )7 ) ki 1< 5 Device-ID |

I 22 4= SR RN B, B R A B 04 ] DL B N 2 T b e B a8 SR/ VE . A A T 4%

Profile (Aci& SCeF) , MInf LAk BE I —ANECE 025 H @ i, Polycom IP Phone (Polycom

IPHLIE) o 2R, SREGHUUE R T 5 A E SO VERCR AT A W o (RS, Bl KBS A o] HI3E 1B 4%

PIBCIE ST ATANE 2 &M 1P bS5 44 B g b 7 BB ST, 1oT Security th 2 11 Bl k3 B2 ik
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RO ST, IXSEM S bR RN BRI . 22K H A 81 SR LU o 5 2 () B8 SR PR 1P ik
(Lt BT B I, SR AN U A HoRs 80 5 e RN A9 PU LT, IR B s A TR AR (T 2 0

Update server

-

Device dictionary file
Firewall A—_
o — IP address-to- IoT Security

device mapping

< e o

The firewall uses the
Device-ID profile attribute
“Polycom IP Phone” to

enforce policy. <attribute name="profile”> IP address: 10.1.2.3
MAC address: 64:16:7F:35:9D:68

<entry id="1727"

Profile: Polycom IP Phone
name="Polycom IP Phone”>
Category: IP Phone
<attribute name="category”>
Vendor: Polycom Inc
Polycom <entry id=7193" Model: Trio 8800
IP Phone name="IP Phone”>
10.1.2.3

Bl K B ST AR 4% 28 B 3R & 7 ISk, ISR E A RO SOk 2. BERIRE Y AT 4T Device-
ID @ MEFIEf A H, RIG, XEEEMES B T HE RSN A TC 38, Bh KRS BE B Rl
BCiE S JEYE“Polycom IP HE UG BCiE b K SR HU . Polycom Trio 8800 15245 I A M 4% )7,
XI5 10T Security 2XiHAI'E, 10T Security JBH KBk IP Huhl 213 & 00w, LR BT B
HI PN SR G e JLR A ACEE S (Polycom IP HEAGACE SO, DIEE (e i BoR) it IP skt

(10.1.2.3, DA HE/R) o 2k H 10.1.2.3 [ty Polycom Trio 8800 ¥ 51193t EliA B K 1%
N, B 21T Device-1D SRIGHINI AT+, A IUEL 1P bk b 5 4% A fic 12 SOk 5 SR 300 vh 45 2 1 fic
B SCEVERE, AR5 BTz

AL il TOT Security Wiy ide iz, 155 K Kk R L 1P s b SR A HOWESE, D48

T AT T Device-ID sme i), 2y o R
T (R K5 L AT I ) % 1000 /MifE— Device-ID %,
Device-1D % 411 e K& 1000 A, 35X -5 1P M hk 505 48 Wb (1 5 KBOR AN, 1P Ak 215 4%
WESHHA B KB S KRB %, 5 < P2t LI b Rl IR 1+ R B4 o
S User-1D fz KAE A ],
1i% Device-ID JHEMVEAIG R, #5H (PAN-OS 31 REG1H) .
B 3
YL 7 LBl A 2 2 M U e (T XML SCfF, B L N AR R4 H 2 RO S,
J PERIRE, S BRIERGR IR (RGN, K82 FR FITAT loT Security AP
o FREITE RN, FRIEAHT SO RATEI TR 28 b AR I FAT ARG, (e ST
M55 - RATEAT I SO, LA Panorama Bl s 1 F ko ST 5 28 120 F %4
SEpk, BRI ST IR (.
IP i 51 545 e
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https://www.paloaltonetworks.com/products/product-selection
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/device-id/device-id-overview
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{£ 1oT Security IRBIBEEIH, EXMABAREN AR IREE
o IP Hisik

« MAC bk

« THLA

o WA

o ARG

o WA SR
o PENERE

o A

+ OS #&4l

« OS Witk

o REEPES

b5 K45 5E 0 10T Security X 26 1P kBB,  DOH Mg, b5 KGR ARl — 208y
SNBSS, JfH oT Security 2o [nl'e AR AT s E S (GEAS L 80y 90-100%)
Omess, X R A TR PRSI B . 0T BD KB RS 1P i hE 25
W, KBS AR L NS B ACE SO (HIP) VU G A N6 H

R 10T Security KILE R IP Mol 23 & mome gt (A, A 1P Mol g) 21 [/ —15 2519 MAC
Hitb) |, e RN N A BTN TR B MAC ik,

B K St Ol 1P Mk 38 35 2 RS O I PR 5 AT IR PRI B T AT A3, B 2T MIBREAN,
M T TR I

SR AU S

T LU (] — B A B SO loT WA W IR T S22 47 20 12 4 SR RN, FF T
B L AL KA ABE 752 )i, PAN-OS 8.1 K 5T imhbe A S £ 3 A |oT Security Sl AL 21,

T Eﬁ%@? ,Strata Logging Service ib; loT Sec.urity YT By Panorama g4 ) 1t —
fe | T B RN Strata Logging Service gy Panorama e . A sz i i it
W

5 loT Security <19 F5 K31 Panorama i {5

K H¥%47 Panorama A5 B4 K581 10T Security SB15

o [hikRELE TCP ¥ 1 443 - M updates.paloaltonetworks.com 5T AR 55 28 I 4k 8% 7 i Sz

o BH KRR SRR TCP b 11 443 O BN TR Fr HAR) M 3978 U FFr A5 SLABBs K
w HR) B HRIE RS .

AR — W) K 1 A sk IR S5 M0 A5 P 35 HY i 11 A FQDN pyiamiz 10, 20
Strata Logging Service A [
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https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-cortex-data-lake/panorama-and-cortex-data-lake.html
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-cortex-data-lake/ports-and-fqdns
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« Bhk3EAE TCP v 1 443 L\ 10T Security Hif 8 1P 3 il 21 5 25 1o i S5 AT RIS it 10 ARLHE FLPT
FEXHR,  fATIEE I DL MiagIkSs URL .2 — ¢

« ZE[H: iot.services-edge.paloaltonetworks.com

s %K : ca.iot.services-edge.paloaltonetworks.com
« BXW : eu.iot.services-edge.paloaltonetworks.com

e Tl : ch.iot.services-edge.paloaltonetworks.com

« . uk.iot.services-edge.paloaltonetworks.com

* APAC : apac.iot.services-edge.paloaltonetworks.com

e HA ! jp.iot.services-edge.paloaltonetworks.com

o MAFII: au.iot.services-edge.paloaltonetworks.com

NG TR R BRI X 8/ FE AU X 35 5 10T Security W X8 2 8] 1) 5% % -

5 T X Tk / i H X Sk loT Security ¥ J [X 1
E= JIEPN e, EE
EH FH
FedRAMP FedRAMP
g fEES| (R3S
iy (|
pswN (R3S
= [rayEs
W= (R3Es
78 S R
By 1 B to. pEE*
Pk YelE, pEE
A HE X (LN WA 7 hn b
FI B myk
ENEFETIRIA BT
HA H A
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5 1) DXk / 4 X loT Security J% J] [X 1

TNk bk

*CoB s A E s A 2023 4 7 1 31 HY loT Security B TR X%, (e 025, ¥
loT Security JiALEE 2 0 @2 AT BS KBS E R, Bh kB 2k 44 ] Germany (£2[F) {F
N 1oT Security MR IX ik, %7 2023 4F 7 J1 31 H.2J5, ¥ loT Security I AAEHi 1o 5
[ 7T B, B kBRI N RN B R/ B X (T Ak [oT Security N R X 3%,

BN RS2, 1% E R 4k 28206 1 United States — Americas (GE[H - £9H) ﬁfj] 2023
1 H 25 H ZRIAFAEISS & 1oT Security B FL 3 X dk, X1 H W2 e ro s, W)
i/ Canada (I N) . [FAIFE, MOCFEE 2022 4F 10 J] 25 DZ%@E%%K%W@?H
Singapore CHrhny%z) 19 loT Security N FE, AL H .2 f5 il 5% 44 4] Australia (P2
KANE)

FEBS KB FI 1oT Security = i I IA 2k 55 28 2 [ BEA TUE T sc e fim], EAT &I UE MY L IAE

o Bl kBBt A A LR vl S SR IR B W B UE T3 -

« o.encr.org

« c.lencr.org

5Kyl )l 58 TCP in 1 80 LI HTTP 17,

>k 1 Panorama 7 loT Security ;{5 :

Panorama A& P llz 55 o5 i E i a0 H g Bl K 86 (55 I AH 7] URL M 1oT Security H -5 A SR
Wo (CHIFINZEIRS 2e FEALMAE TR, Panorama <2 [ i 411 B ok B5 A 2 19 A 7] il i

Panorama 4 s (1 by < 855 0 1 F11 1P st 190 5% 46 (v 5 19 1 Bk 20 45 17 45 URL gt 7
loT Security g1 TR 2598 P& T, FF HLOPE 0GR R 2 H it R
%

Panorama ‘EH Ak &5 a5 H S B & 22 TCP ¥ 1 444 Fiy H GRS -
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loT Security [/

A loT Security Ji, 15 EF) k3% 345 10T Security ¥ iTiE, FEEZ AT, LAEEAT6EW ¥ 5L
PRERORSS H B0 IRS, XRE, kT LAYT ) 10T Security [/ I A S 7, {61 Palo Alto
Networks & F S5 11 ik FHARIE S 5% .

lllllll

loT Security {ii JH 8 i & 5% (SSO) SR IE 1) & 35 o

2 loT Security 7 p15z= 4~ 4 Google Chrome 3t /- < 1 Microsoft E(.Jlge’ X RS %
CIP BT, (TR RN ikt B fL(hx Microsoft Internet
Explorer - Apple Safari o (T fuf 3¢t R 30 50 28 19 1E 252

1P F 0 LA 7

Navigation menu Page title bar Data filters and query builder | Search

e . e Sy Chrsd e —— [ES—
10T SECURITY
B - . oo -

The pages in this section are 57
organized around visibility.

7%

These pages are
about security.

—/ This is for configuring and viewing E

third-party integrations.
Announcements

This is for logs, reports, firewalls, data
quality, and administrative settings.

Administrative tools |

S — SR BRI H R AN, i B Se e R T A FRt B
MMALE . b0 5. B, I FRIg g, 28— R AL E AL AR loT Security 5757
=PRI SR BEIE © BRI, JE, AEimE— iy, BTG HRL RS B RS B
e, PRI E B T - BRI BB A B,

(S 2 ) S e e LR |oT Security 1771/ 4 Ui TR A Ba i g v iy, (0 e AT R P 42346
S BRI 8] B 2o A8 T ) Hds.

SRR AR LA
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o IR — 1) loT Security FF & A SR AL 4 o
o WO — KPR
« HP% HPBERERAFNA TR — e nr, B Em Dl N igm:
o HIET — BUIEMIBGRIE . B IX . BN TR S (ANEESIE 10T Security
LT 2 A R e A R S ) LA RIS R T BB (3 AT 1
o WAL — BEA KB KRS HGAPIRASE A, ol HERE ) VR A I BEE T 10T

Security
o DR/ — G (ORI (5 UL R
o TEEH — IR B2
o NFEF U — il Hub BeEE 75K R i Palo Alto Networks B HIFE )7,

PR — T TIIAR A A — MR B, T DU b A SSBE ORI R I . R, il
AU H s, AT HHE

Bty s — 2 WA bR A R SR 2 T e — i8Ry, H e AN v E4ES 1oT Security
FIP R, I8 ARG by SERS RO T 1 FE S I JE e e, I AE R UL I 2 6] FALE, 42
It S W iE S IR FE AR, I LA T I AR B T 2 B At 2. a0, IR T AT b9 A B[]
Ees, WAL LRI EAR e es, ik R T BB AR A RS, iR A
BAME, AT LA E Lo ESREINE sERs 76 Ul b BN S A g Ma ), IR fEs n] DU R
M e GO IESS X ook ST AR A B A JE RS, ks B AR T I TR oAt
GlidyEes b, BN, “EAERR” TUIRBOAN H TEVER” IiER, NIRRT e
7 VTR, AR SRS b S 1 A 2 Rk RS T, AN, G TR E T R
PRI PERS . AW MR BN DA, 4y Y S A UL 1 E RS U & SRR AR AR A B AR
o

AW — By e e AR R A AR AW, T ERE SRR
P BARMIEIN RO GE S, BN T LSS & B M B R R R AR, N, ST DA R E
(NP R VR BRI AT o e, sl AR C L E A R R C IR T A 1oT . 1
n, E#E R APC (Schneider Electric) &'HE B I i g L i Sy e g0 7 S £ SNMPv1

entity = device, Time Range = “month”, Device Type = “All IoT’,

[device] Profile = “APC(Schneider Electric) Smart PowerSupply”
[vulnerability] Vulnerability = “SNMPv1 Usage”

EWEIRE AT 20 4> 1oT #5248 SNMPv,  LLKCEATT ) HilEmkLe,
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DEVICES  IPENDPOINTS evices, ty alerts, vulnera... Q

Filter Query = Entity = "device" Time Range = "1 Month* Device Type = “All IaT" x  [device] Profile = "APC(Schneider Electric) Smart PowerSupply” x 1] Q search HENEEES)

[wulnerability] Vulnerability = "SMMP v1 Usage" %

Device Types

All devices > loT

Type 4 Devices Categories Profiles Devices at Risk
@ Facility 20 1 1 20
Device Distribution by Type
Inventory (20)
Qa = m
Status Risk A Device Name Profile Vendor Model os IP Address MAC Address VLANID VLAN D
- 7oz 28:29:86:01:59:3b APC(Sch... Schneid APC AOS 10.197.128.25 28:29:86:01:5%:3b undefined

00:

APC(Sc

Schneid 00:c0:b7da:

efined
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ZER LAMHEET = ) o 1= ORET) M IN (WE) |, IRERE 2 m 2
BHEAFCAND”, @i, DUNEH TR dE, b Time Range = “week” AND Device
Type = “All IoT” AND [vulnerability] Severity IN (“High”, “Critical”) :

entity = device, Time Range = “week”, Device Type = “All IoT’,
[vulnerability] Severity IN (“High”, “Critical”)

Filter Query  Entity = “device’ Time Range = "1 Week” Device Type = “All [aT* x [alert] Severity IN (“High*, "Critical’) x X m n

TS LURAF &), IXFEgE AN L R B (A& . SR A, R B MR T
BEX PR, RIgAHas, B, R CIE A & — A 3R ER LA v A R
SR L M IE 1T Windows £ 1F RGN loT B4 E s, 15O LA 1) 50 g 0“5 30
Windows loT # %7 Z RINFFRIRATE :

entity = device, Time Range = “week”, Device Type = “All IoT’,
[device] Endpoint Protection IN (“Not protected”, “Outdated”),
[device] 0S = “Windows”

Filter Query  Entity = device Time Range = "1 Week" [device] Endpoint Protection IN ("Not protected”, "Outdated”) x  [device] OS = "Windows" x xm ]
S A I, LT B ASEIRR, SRS Sah e iR AE A A R DR 2 A2 D 4

MRe ik n] Ligm iRt S22 rhiy 26 B IFMIER e

("Mot protected”, "Outdated”) = [device] OS Windows" x X m D

Time Range 1 Week

[device] Endpoint Protection Mot protected
b + MNoncompliant Windows loT devices S X

. Profile: Yamaha Audio Conference System
[device] ©5 Windows

Status: no_traffic_detected

J Devices Catego
us destination
654 New 21,084 Profile: Polycom Video Conferencing Device
Category: Network Security Eguipment
& New 3,054

/_\_//\_/

R RAAAE PRSI W), BN TG 22,

mW THAGWHESH, ET L ENRER B EM G, G, ALl i TR AL
&R TE REE{- Sl el

Entity = device, Time Range = “1 Year”, Device Type = “All IoT”,
[scanReport] Scan Report = “yes”
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Filter Query  Enfity = device Time Range = 1 Year' Device Type = "All I5T" x [scanReport] Scan Report = “yes' x xm a o9

W EAE RGPS BRI E” TWiH S Vulnerability Report Ready (s {li 15
), ] LUK RS DL PDF #X F a1 240, DU AE JLrb A7 R

74:fe:48:29:e6:7¢ [T  Vulnerability Report Ready (emcmie e &) ®
Risk Score 10 A Internal Risk Score 20 A IDENTITY

Wendor Advantech MAC Address 74:fe:d8:29:06:7c
O Windows 10196712
O Windows 10 WLAN 12 @
D5 ware Version 10 Subnet 10.000/8

ZS snmpl2 > 123,

custom > BLE

Site testl
Category Personal Computer
PC-Windows
High
96 ()

06:45 January 24, 2022
iac()3:31 December 23, 2021

N1 TE A G AR BES, 10T Security S0 WA RGBSR, BF7EIX L TAC IE 1Y
AWLL R E WA KR DIRE,  FERECEIEAT, s e DI FR s A RIS R s AL,

VA B TR E N R BB, RS T IAR A N Query (), AR5 Hi5 Query
Bookmarks (&#]+%) Eir.

R4 10T Security 77 LisahR HEE 18, A E RIS AT FT AR, B> T2 1 AT AR
Mo FHEREA FRRY B

Enterprise loT Security Plus
o AR DRG] RIS AL 2 SR Bk

s if]: Entity="alert”, Time Range="1 Week”, Alert Status="Active Alerts”, Alert Type IN
(“insecure login”, “unsecure login”, “Unsecure login”)
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o HHE XA oT Security #FxFid 2k — N B AL MR TG B E R

Alerts > Security Alerts Seal I Q
Filter Query  Entity = “alert” Time Range = "1 Week" Alert Type IN [insecure login’, "unsecure login’, "Unsecure login’) x  Alert Status = “Active Alerts” x A
Save
Alert Summary Status | Severity Alert Distribution N
Status Alerts Percentage Do Gatesory [Example] Risky Internet Connected loT Devi... O
Detected 2 100% [Example] Risky Conference Room Devices O
Investigating 0 0%
2 [Example] US & UK Government Prohibited ... O
Remediating 0 0% Time Range 1 Week
Active Alerts Low = [Example] Critical and High Severity Confirm... O
Resolved 0 0% Alert Type Insecure login  Unsecure login
_
Unsecure login ' [Bample] This Weelds Active Insecure-lo.. #* X
Alert Status  Active Alerts palo_alto .
scopel Q
Alerts (2]
@ test query kz Q
APC Smart Power Supply - SNMPv1 Q
Tester Q
Severity N Alert Title Status. Impacted Device Device Category s M
SSH User Authentication Brute... Detected v Jcecef:b:aBde IT Server Default Site Mar 10, 2023, 10:57 AM
SSH User Authentication Brute. Detected v 3cecef:61:28:30 Default Site Mar 10, 2023, 2:10 PM
ltems perpage 25 ¥ 1-20f 2rows 1 v of1page

Industrial loT Security
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o HFR: DRG] OB RS R Tk 152 2%

« &if): Entity="device", Time Range="1 Year", Device Type="Industrial", [device] Risk =
"Critical", [device] Internet Access="yes"

o IEE L IXSEH 10T Security DR Rt 24 P BT A S XU 55 2 HL T DA in) A R

Industrial loT ##
Medical loT Security
o HFR: DRBI] AR oT B4

« #if]: Entity="device", Time Range="1 Year", Device Type="All loT", [device] Risk IN ("High",
"Critical"), [device] Internet Access="yes"

o FHUE D XS loT Security DLR Rt 25— N T A HoAT i sl o s XU 2l L nl LAY 1) 47
BERAIY loT 4% -

ST Lt 4y 1 A W AR ST SRR A4 B, eV T DAGE BT 44 B R A7 (& SR ) B AJE DA
S, st T ORI R IR,

N — ST RIS N P A A S E i, b S A SR s T e A AT M A 2 A
s

/&ho

IR R — HIEMT P E A SN R R HE),  BilaiMedical loT Security,  #& 0] DAl bl —AN &
BRI, WS RT DAAE TSR AR T b gy i), MR e RRU Ry . MRS loT Security [T/ 1 F 18
AR R EEM, 1oT Security 1E#8 Dlised & F O SR 5 28 E M hr, AT i 8CK A 7=
.

1. SR E SRR R EoR, 151%E#¢ Dashboards (J5715#7) > Manage Dashboards (% H {7/~
) .
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2. {t Manage Dashboards (&2 fi7/<f) MHz sz, g rp LR ORI 20f o DA(E 5T
Pes il B R B IR HE . TS BRI N R ik T R SR sy Ak AE

EE 1 BoRA IR IR ARSI NSy 51 R S B b T g F b g A 1
E2 I (175 2/ € VAR S R R VS G = BVi-DIE (=PI e T 2a Ny €28 a8

SECURITY DASHBEOARD  BIOMED DASHBOARD  UTILIZATION = MANAGE E?ASHBOARDS

N Security
Filter Query All Sites w All Devices ~ 1 Day

[] Executive Summary [Classic)

| INVENTORY

View Alerts Overview

View Vulnerabilities Overview
Operational
D Inventory Dashboard (Classic)
Utilization

Biomed Dashboard

3. HEYE A AL S A S E) Dashboards (F5/5580) I 14 0 R BN R b, 3 B
Manage Dashboards (R H) TRz 2 B b 4R R i 44 B2 i AT IR

s VL g A e O R R B T R, R R B AT R
Bt AT 4R A
4. SIS R A E AR I BT Y e e T 2w 1, 3 Hihi View Alerts Overview (A5
M%) A View Vulnerabilities Overview (& Fe{iHEL) .
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FEE TP
loT Security [ 13847 1k, DAFAFHOAAN R TR P 3 85I S5 . 457E 1oT Security £ iy
H P ESI T L EIRR TR AN RS
o TSI IERETY 10T Security 77
* loT Security flL/ A &R 1) 1t

YRR
loT Security Jyfilb, b AN BTy o AU A (R P A AR 2 R ]
« Enterprise loT Security Plus
» Enterprise loT Security

o Industrial loT Security

* Medical loT Security

Enterprise Jiit

loT Security Ak loT $EHEPF= 5 © Enterprise loT Security Plus #1 Enterprise loT Security,
Enterprise loT Security Plus 526 ] 5 e b Al R 22 g e )54, e (46 v LUES 75 RO AR 4 4
WAL R RS 0T W, LAFFE NIST /. iAW) TBH IR 1oT #4515 W 48 Aot ity H
Fr. L Enterprise loT Security Plus, #%&u] LI ITLL F #RA0F -

« HIIXTHAA 50 AR E IR T 0

« B/A. HE. MANER > RRE

o IRINAAHEE IP kB &

o EEEN P HihkgE R R & o A

o BEEEBH KCEETNE A P b

o WA PNERAT AL A R A AR

o 5N TIPEAER

o EAEBAMLEHIN IR

o CRESRME RN AR K B

o RICR I ZE G BN 4 2 Bk

o PPl XURS A 2%

o (i) PRI E HAA

S PRI PTG A A S AATE . BRI S R, a1 N PR, B HBAE Enterprise
loT Security Plus 177 LA & Industrial oT Security 1 Medical loT Security [/,
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SECURITY DASHBOARD v ALERTLIST @ VULNERABILITY LIST &
Filer Query Al Sites v | AlDevics v  1Month -
| mvenToRY
T New Device: ot T Deces New ol Devices Tota Subnets Total Ses
91K 195 Endpoins Monitored 493 s 39K 301 @ " 82 31
Device Distribution by Risk
5 4 Rskiee St No.of
<1%
4 2% o
© 3% 0% 0% 0%
H Ceneretet T Devices Ot Network Devices. Facliy Medical
| Risk ©
sk score Active Akt To Date .
21 tow is caused by 12 and 226 s
Alert Distribution Severity Vulnerability Distribution
12Newinstionth 553 Resoied inin st manth 15 New st menth 177 Confirmed Vulnerabiities
ty Rlerts: Vulnerabilties
Catic 1 103
BHe o 0% 19
Medium 2 7% i
@ ow o ox ) Low 2

0%

0%

Consumer o

Severity ~

Improve Coverage

Subnets by Mixed Device Types and Risk ©

0 Mixed / 2 loT
Suboet Devee Devies T Do
105572028 27 s 200%
1055960723 A ox 1004
Reduce Risks v
0@ 77K o
Devices with an Risky Devices with
Unsupportea 05 Internet Connections

19 High

Devices with

Unsecure Protocols
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St T 2022 45 12 51 15 | 23y i 10T Security oz pa - 4T L) i A5 SR I ]
PR 24k 85 LA T T SR 3 e B AR, (AT K S 1 S e e

Enterprise loT Security 1775 /b k2% rh i) B2 - G i 3h A e 4 i5 5. 'E V46 Enterprise

loT Security Plus. Industrial OT Security 1 Medical loT Security Hvi] HI14: 2= ThRERIZE — )74
%, Enterprise loT Security 0¥ TLL FHEE(E ¢

o AT HAT 12 MRE B R ST R

o BA. . FIARIER RS

o URINEAERS IP bk R &

o EEEN P Hihk G5 FIBE % o A

o BEHEDS KSR A N

o R AR

WAL FAT/R, J& 5% Enterprise loT Security 17 59BN S s i m, 5 Hfih DL e E Ny - 5
W=l TP AN, B ST,

loT Security /7 ;1§54 February 2024 131 ©2024 Palo Alto Networks, Inc.



loT Security M3l

DEVICES  IPENDPOINTS  USER-DEFINED STATIC IP DEVICES
Filter Query AllSites ~ | MIDevices v | 1Month v v o o
Overview Device Types
Al devices
Device Type 4 Deviees Profiles
9,076 82 o et T 505 »
Total Devices Subets
@ Network Devices 3,094 29
’ @ Office 550 2
16T Deviees Profiles
® Facility 102 8
Device Distribution by Type
@ Medical 55 8
>
Inventory (9,076)
Q 3z m
Satus  Device Name Profile Vendor Model os IP Address MAC Address VLAN D VLAN Description Last Activity
181164100 Zebra Label Printer Zebra Technelogies zr410 Web0s 1055.7851 00:07:40:61:37:86 122 Stores/XDTs/Test Ster..  Jan 6, 2023, 11:17
10672222 Palo Alto Networks D. Palo Alto Networks, Inc PAN-DS 10672222 2000 Jan9, 2023, 10:13
- 2207 PC-Linux Palo Alto Networks, Inc Linux 10672207 2000 Jan 19,2023, 02:07
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HRELE A, 1S Enterprise loT Security & 7 714514,

Tl

Industrial 10T Security J& LMk bk /%, e BB MRS R &, O EE
FiA (OT) e, INILAE n] DABE R (R P52 78 15 I8 17 3FAE NIST A1 ISA/IEC & HIME, & n] LA
Industrial loT Security #4174 FEE(E :

+ 3k{% Enterprise loT Security Plus 4T 45 Zh e

o KW OT Bt4s 70

« {1 Purdue S5 Z 1T A BRI TR (S5 25 1T AE)

o ORURARSER MG B E SCIRIN (23 B 61 2 Ao )

5 Enterprise loT Security Plus [ ]]*' —#£, Industrial loT Security [] )7 i 5522 24 1A
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SECURITY DASHBOARD v ALERTLISTE  VULNERABILITY LIST & Q
Fiker Query | AlSites v AlDevies v iMonth v oo
| mvenToRY

T New Device: ot T Deces New ol Devices Tota Subnets Total Ses
Improve Coverage
91K 155 nchois Moskeees 493 39K 301 e " 82 31 " "
Device Distribution by Risk Subnets by Mixed Device Types and Risk ©
g4 wiew St No.of ces with intemet 1 Mixed / 1 Industrial
z Ogerational Other Devices.
Technolagy Devices
Suboet jee Devies % g 10
1000078 53 oz ooas
<1% 0%
4% 2% 9
0% : 3% 0% 0% 0%
Consumer ol
3 Generc T
H Industia 1T Devices oifice Network Devices Reusi Faclty Vedical
| Risk ©
s caused by and Reduce Risks v
21 Low Y12 326
Alert Distribution Severity Vulnerability Distribution Severity
12Newinstionth 553 Resoied inin st manth 15 Newinlastmonth 177 Confumed Vunerablices 0o 7.7K o
Devices with an Risky Devices with
iy Rlerts: Vulnerabilties Unsupportea 05 Internet Connections
Citica i 103 19 High
| Hgn [ [ 49 25
Medum 2 7% i 25
@ ow o ox © Low 2 Devices with
Unsecure Protocals
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AV G — AN AN 0 BE NI A W o 3K BB RR 48 [X IR AN AV A SR I 25 70 B vh i)
% ST H AR FAAT R BB A M Z8 b ) 15 2 2 B AT A B 1 P2, S I (o A i Ay 2 2 s ] [+
T AR kRS, ] DUN ISR g B 45 B2t 1oT Security Az %5 .

Medical

Medical loT Security 7& BT fREL SR AL iR 5, B ] LA BRI L% 0B %

%y WM, NI T DI 08 2 B e 5B 5 P B A ) HIPAA G FME, (] Medical
loT Security $417 L M (F -

« 3i{4 Enterprise loT Security Plus H ¥ 45 Zh g

o RN 1B A

« FIJH FDA Zlul. PHIRAIFT MDS2 Pl BT 15 £ XUE

o SEEREST AL

Medical loT Security [/ &R MY 5Medical loT #2195 E,  H HAV TS Medical

loT Security @ L. — N RGNS EEELR (FDA) A0l 5 —ANH TERIT 384 % 2l

SERE YR A W] (MDS2) 4%, {8 1] Medical loT Security R, %1 B SR AN FE R~ i, b
WE A REST 10T W &MNEHE © FIFRIE S RIZE B 2E 45 w5, a0 F AR,
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sandexte.. QU

Manage Dashboards vices, vulnerabilites, ip endpoi

& Executive Summary (Classic) Security Dashboard Biomed Dashboard  |REE]

Filter Query | AllSites ~ | 1Month - oo

| MEDICAL ASSETS

Total | Devices New Medical Devices Total Vendors ith MDS2 Total Devi

12.2K w7 205 50 5.6K s R g rr— 358 18 s s

Medical Subnets Total Sites

Top Medical Device Categories Medical Device Utilization View by % v
Risk Seore Category Devices |, 9% of Total Medical Deviees Profiles
PET Scanner |
A 20 Infusion System 4548 37% 1
MRiMachine |
A 20 Vital Signs Monitor 1311 1% 1
€T scanner |G
A 20 HealthCare 997 8% 6
x-Ray Machine. | <
A 20 Point of Care Analyzer 923 8% 4
Nudlear-Medicine Imager | : 1<
A 20 Patient Menitoring 760 &% 7
Uraseund Machine IR 15
A 20 Medication Dispensing 508 5% 2
® Used Online, not used Offline
View All Wiew All
| coMPLIANCE Risk
Top End-Of-Life Operating Systems '
56 . 5528 Devices with PHI
o5 Profiles Devicss & 0% Devices with outdated endpoint protection 5% 5,505 Devices with internet connections
View All View All
Windows XP 23 109 1%
Windows 7 24 76 <1%
Windows 8 3 3 <1%
Windows 10 2 2 <1%
1 2123 Devices withaut endpaint protection FDA Recall Instances
g
View All Wiew All Wiew All
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HIIRVEME R, S Medical loT,
U] P 1

R — & AR 10T Security L BEiE — AN Edl; (U, P ra B DLW 2. JH g K8
AP, R HLATIAM 10T Security 22 208 SCE @I, BOAOL P& A snEaz 8. A, 0
RIEW KT A HAT AR £ 10T Security 770 (BCEEIEAE 2022 4 12 J] 15 H . Z g SER)
loT Security 7=/%) , W 10T Security S ERTA & 15 K G B PR MmATIER: — A /8. AT
&R ERE, W 1oT Security &7~ Enterprise loT Security Plus 1/, Jf4kSE4tRATA S5 R
RGP LR — A, ERILrh— N A RS kS Ss,  W—RL P ey A Sl P AE T
A 1717 Bt 2 A [0 17 -

YT E R, DA T SRR P S S5k, 1EH Administration (5 PE) >
About (5¢F) > License (VFnfilF) , RASIIRYHTIEAE A /. (b nf DLAE A

G VT BB K S B DA PR R A A2 B 0, ) BT 2 m0 A T Y SRR AR S
Switch (UJ#) |

License EULA Privacy Policy Tenant Details
Production
loT Security Third-party Integration Basic
Theme
Enterprise Plus Switch Status Quantity
In-Use 1
Status Cuantity
In-Use ] Start Date Expiration Date
March 26, 2023 March 26, 2024
Start Date Expiration Date
March 26, 2023 March 26, 2024

AN, KI5 Confirm (L)
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Manage loT Products

Switch between the Enterprise laT Security and 1aT security with themes. All firewalls will be switched to new dashboard.

(®) Enterprise Plus

() Industrial

Enterprise 16T Security Plus is the solution Medical loT Security is the solution for Industrial loT Security is the solution for
for commercial enterprises and government healthcare providers. It lets you see and industrial corporations. It lets you see and
organizations. It lets you see and secure secure every device on your network, secure every device, including specialized
every laT device in your enterprise including specialized medical devices, so OT devices, so you can keep your
organization to meet FedRAMP and NIST you can deliver high-guality patient care operations up at all times and achieve NIST
guidelines. It alse helps prevent your loT and achieve HIPAA compliance. and ISA/IEC compliance.

devices from becoming the target of
cyberattacks.

Main Features Main Features Main Features
+ Device discovery and inventory & Everything in Enlerprise Plus € Everything in Enterprise Plus
~ Firewall Security policy rule ~ Medical device anomaly detection ~ OT device anomaly detection
recommendations
+ Medical device risk assessment + Purdue device modeling and
¥ Risk and vulnerability assessment leveraging FDA recalls, PHI visualization

identification, and MDS2

~ Device behavior anamaly detection ~ Customized rules for process integrity

+ HIPAA compliance to achieve ISA/IEC compliance
~ NIST compliance

+ Medical device utilization tracking

Cancel Confirm

PEFTA #, 0T LU S5 2% Jc RLP )k
61X H Enterprise loT Security fH 7

A& 4145 Enterprise loT Security Plus. Industrial loT Security Medical loT Security #J4: F=¥F 1]
iE, JRA 1 fi# Enterprise loT Security, JU AT DAGIHE—AN—AVERHALE, FER L % AN

K RMARANN 30 K, AEBLIOIE], AR =R R T AL Al 0 1 2 Be e BT R 9B KRS R
w2E H SRR S B ESE, 2 0045 o L R 6% B BRI, 447~ 10T Security £
Ak L (0 1 >k 1B KO B EE,

1. ZRaA G, 15 B A SRR H P ik P 5 5% 10T Security 1177,
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2. %+ Administration (45#T)

> About (3%T)

> License (VFrfiE) , &

Enterprise loT Security 2511 Request (i&:R) .

RTE “WRT it

Production

loT Security
Therme
Status

In-Use

Start Diate

Trial

Discover and

March 26, 2023

Enterprise loT Security

Enterprise Plus Switch

Quantity
&

Expiration Date
March 26, 2024

identify devices in your network

and create a dynamic device inventory.

Third-party Integration Basic

Status Cuantity

In-Use 1

Start Date Expiration Date
March 26, 2023 March 26, 2024

3. AU AL TR, JchE,

X Save (PRAF) .

PAN20001 X

PAN20002 X

PAN22002 X

PAN20002

PAN22002

PAN20003

PAN20001

¥ PAN22001
=

PAN20003 X

Please choose up to 5 firewalls for the trial.

PANZ22001 X

Cancel

W4
B, R Rl %
TR e, S —
(ZERRP VTR WAL DESY

— 418, VW IE A& Enterprise loT Security B9 H RS, Bk b ksl 5 2 56
SN AR

FAE, R Cald, Pkl kKige 5.2 08k, i Eie

WA AL BN RIS kRS 2Bl thid s (E Logs & Reports (H LA ) > Audit Log (Hi#% H
/LJ\) FT—I
loT Security 45 H! i {5 ¥4 February 2024 139
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4. /¢ Administration (45H)

> About (%)

> License (w[ilF) I, Enterprise loT Security

B AR 7 25 AT N Request (i Sk) A8 Enter, 225 )i AL 1P, 1 ¥ Enter,

Trial

The tenant is activated but not currently shown.

Enterprise ol Security

To enter the tenant, click the Enter button.

1A B
AREtRET]

TEHTI
5. ([ E 347 loT Security fi /7

H b2 Bt Y SR,

IS (82 A ) S0 25 %

Enterprise loT Security [T R FT S A G, nl AL (. F 30 K3l H
I, loT Security fll /7 fllEnterprise loT Security i £ #5815 H 20 fic 4538 H L A9 B kB b
W H &, g a] DUS SR AN FLP FE LR AN L I DB

6. FHE MR IR AR, 35 S H0%E Administration (7 E)

License (¥Fnill) , RIGfE“E

> About (%)
P27 3 ik loT Security251211 Enter,

>

Production

loT Security

Enter button.

Trial

The production tenant is activated but not

currently shown. To enter the tenant, click the

EULA

Start Date
March 26, 2023

Enterprise loT Security

Expiration Date
April 25, 2023

BT RRORL P 0 B8 s v 1V ORFRFT IR, AR P R A28 B 2 o 11 b T

WS, AR B 3,

[l i A= 7 AL 4R SR (T oK B B kB B
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A Ay loT Security (gt Ji Vi T iiE, Jf H A%k iy Enterprise loT Security jes - i
(o FH LA 5 A7 3 UL i po i 5 [oT Security 1y g Administration (7 pp)
>About (e >License (ypupiE) | 4 il; Manage Trial (s i) . ik
1% Enterprise (Enterprise ;) Y SE Confirm (7)) 1wy hag, izl loT Security
PR, R YR TE U, 7K sty Manage Trial (s ) | gy Enterprise
Plus, e s Confirm (i) )
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e ER Y|
$\2022 4 3 F i, 10T Security JyBL AT P66 1 PR B BER IS 50 175

o JLTIP HiHEuE S BC — loT Security MR & IP iR 5 £ 70 Bl 25 vl i, X FR 7451 2022
3 HHEH, AT 1oT Security fiL7 nf U ax Fh )53k, W eBfl ) (% 2022 4= 3 /1) W
LA F A v — 3 20 .

o SETRE KBRS Bd — loT Security R 58 R R = H GBS KRG A7 B % 8 70 ME 25 vl i
1F 2022 4 3 H . Zhi, X/ loT Security $eftant — 7,

ST —M T, 25N Network (fX4%) > Subnets (/) R AN Gl S8 L—AN i %A
ARk ] (CIDR) BRali -9 6 126 —Fh 51k, 1820704 Administration (G521) > Sites and
Firewalls (5 fiA1B5 k85D > Firewalls (195 kB5) A AFREANBE KBS Bl — AN, 35T 15 KBS b
RS TRV N B G B, N AU AN SRR A TR AS I, nTRE S B )
B IR AUET, AN GG S B K A AW AR R B B T 21, FFAE H B Lk
445 10T Security, Jo & LEPIBI R & &ISEPRAZIE . 10T Security R 5 1P Hidik Jguh 2 70 fil i 2%
AN B ) B, 3O 19 T s,

LT 1P Hu kb vy vl S0l

XA B2 £ WS Bk S 7 T IP Mk, N 2022 47 3 H IFhA, XJEIRHTY 10T Security fil/~
SEGEIIIE — Sl RS Tk

IR ATIXREM, 5/ Networks (/%%) > Networks and Sites (8 FluG5) >
Networks (%%%) [y CIDR Frid Hhéan A s AR MGG IP sk 21 CSV . (CIDR Z0R
Zorfil © 10.55.0.0/16 #i110.197.0.0/16. ) AJafdi Add (741 > Add a Subnet (511
K1), #RJ5 DL CIDR £ 5 F13d e A &g ol ol % ¥y Add (50n) > Upload Subnets (1%
TR, ARG B R AR AT
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Networks Network Segments Configuration Sites Se dpo Q
Fiter Query | 1Day v | | = AddFiners - o
Overview stribution by Device Type (501)

[ 1750 3500 5250 7000
Overal Current Level
1,845 1,759 25 84 120002
’ f
Netuiorks Subnets Networks Subnets 101010018
10.54.184.0:2;
W Traditional T [l Consumer laT ITDevices [ Facilty [0 Genesic T @ Office [l Medical M Retail [l Industrial
Transportation [ Network Devices Automotive
1-50f 501 rows 1 v of 101 page >
Networks (95)
Q & WM Add Reset

Type 1P Prefic Network Name. VLAN Description Monitored Devices Firewall Profiles Static site Firewsll siteMap.  AddaSubnet
Subne 84.207.230. default AMS-LAB - untrus Yes - Default Site Yes Upload Subnets
Subne  B2144.99. default 13 thv-ga-d - internet Yes 3 3 - Default Site Yes H
Subne  BA7.640/24 default SICHQLAB-umt  Yes 6 4 - Default Site Yes :
Subne  76.19687.. default SICHQ-CON-ur  Yes - Default Site Yes H
Subne 7176132 default 10 diw-depot-new-1 Yes 1 1 - Default Site Yes :
Subne 69 default twf-a0s - untrust Yes - Default Site Ves H
Subne  6471080.. default 20 SIC-HQ-LAB - Wi Yes - Default Site Yes H
Subne  64.208.99.. default 404 AMS - ams-lumen.  Yes - Default Site Ves H
Subne 64 default 404 Yes Default Site Ves H
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Add Subnet or Block Upload Subnets
Type B Upload subnets to loT Security. Supply subnet attributes using the CSV template here.
Py -

Prefioc Choose or drop your CSV file

Mame Mote: Once you have uploaded the subnets, it can take several minutes for this change to take
effect.
VLAN
Cancel
Descrip

[ Mark this subnet as static

Uil S WS AR T R T AN ST . ek 7 (P kgl
TPl AL, Bln, S ATREAT AN 7, 4 10.55.10.0/24 - 10.5.28.0/24 7
10.55.121.0/24 gy (i §- 10-55.0.0/16 g sa A IP i gy it T, (0]
10.55.0.0/716 33t 17yt ity 10T Security o i g st gt 1P 4L rpitydses ) 1 23 e
[, R TR R B4 O 4 5 T A A 3

wnel A TS, B A4 Networks (%% ) > Networks and Sites and Firewalls (%45 .

Ul FIBG K gD > Sites (i) LRuia, Hd A LA Create Site (AN (+)
b, B 2 A B S TR T iR A I A SR S bR, 2R iy Edit Site (ZWERUERD
Sites (30) +
Q m
Name Location N Devices IoT Devic... Risk Subnets Group
Tel Aviv Tel Aviv-Yafo, Tel Av.. 1895 720 10.194.0.0/16 Default
Sydney Sydney, New South . 60 3 10.69.0.0/16 Defal gt Site
Singapore apor 414 155 10130.0.0/15 Defal  Dejete Site
SHA - Shanghai Shanghai, China 130 60 18 10.136.0.0/16 Default
SICHQ Santa Clara, Californ... 174 409 31 10.54.0.0/15 an... Default
estor Res| 151 31 10.70.0.0/16 Default
tland 1970 15 10.60.0.0/22 Default

IR IEAE Networks (f1%%) > Networks and Sites and Firewalls (’%%. ik »iFIEG ki) >
Networks (/4%) Lol AL 7/

INREB AN T M, 10T Security L6 Wi s- B e 2uh 5, KA XM, &
2 T RS A BRI S BT A A4 IP JEET (10.0.0.0/8. 172.16.0.0/12 FiI
192.168.0.0/16) #i/rfic e BNk s, DAESERAT 0] A 20 Bl 1Y o

LT KBS ik i oo il

XFT#E 2022 4 3 ] Z i A loT Security flL/7, 1oT Security {87 H 3 T 55 K66 5 0l Bh
KEEMATG, EaBR B4 Ak S Networks (4%) > Networks and Sites ([ 28 fil3if;
&) > Networks (%%) Tipal b, S SCEFT Bl 2 55 —Aub o, i B S A A 7 Ay = A 1
G AR, R)5Hdr Change Site (T dihib)
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Site Mapping
Yes

Charge Site

Change to IP Shared Block
Yes

Yes

(eSS i — Al nd, AR5 Hid Change (D)

Change Site

015500000002441

Chicago

loT Security Rt i e Edls tHBLAE H G s LB KRS 21 st o5

MRS SIS, BRI

ASRANI il i 7 BLB kB, 10T Security H AL ZR R HILAE H G R 508 AIFE B I 52 210l
Mo BRI DL, 8 2RI LB % o B ga BRI

R il 7 BE BT K e BTN P ik

Ut AT FBUR i i e i A Tl 0 80 G T OB T TP b

i,
Wb T4 25 e 5 2 SE T By kBB sk A7 1oT Security FLF', loT Security £20t 1 UjH 2561 1P okt
BRI IETR . X A ME T, UIHREIE T P MRS BT, EASBE U [0 35 T K RE
ﬁ\zio
1%+ Networks (M%) > Networks and Sites (2% Filsik i) > Sites (uhif) |, #AJ5 b S
B AR ERR (@),

M Firewall-based assignment (3 J-F/ k55170 fid) )45 IP CIDR-based assignment (J& ]~ IP
CIDR#y70H) , ) Save (fRAF) .

—
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Device-to-Site Assignment

There are two ways to assign devices to a site. You can assign
them to a site based on the location of the firewall that sends
loT Security logs of their traffic. You can also assign devices to a
site based on their IP address.

Choose how you want to assign devices to a site:
(‘:n Firewall-based assignment
.i’:- |P CIDR-based assignment

Mote: If you change the site assignment method, it can take up
to two days for loT Security to transition all the devices to new
sites. During the transition, the site for some devices might be
incorrect.

Cance' a

AR HE g B W, 10T Security J AE 75 5P K Ta) 4 AERE I A Be & i PE BTl L, eI
HLBE UL Al 70 L n] BE AN IE

B MBI A S, IR S S B S G REERGA LTS, HE&Lf s, WEHid Yes (2) DIgk

o

Confirm IP Address-based Device-to-Site
Assignment

Changing to the device-to-site assignment method based on IP
address will remove all current assignments and cannot be
undone. You won't be able to switch back to the current
method of assigning devices to sites based on firewall location.

Do you want to continue?

Cancel

L0 Rk S g 5 1 58 IP CIDR H)i, B35 1 1P sk (v sk 5 20 e 7 s A J LN Ta] N7 5 4% ) vk
SIS, AT LIRS Networks (2%) > Networks and Sites (2% Fl13k £1) > Networks ([
2%) DABGUEACHE, FEAE 00 B 347 (L n] i 2

S REOGER ) ST S U S, 2 BB S, LU S 2 H O Yes OF) |, FOR T
ﬂE%ZJJ%%ﬁUAE, To T RBERERNE A, (LA SRS SR 25 H O Noo (7)1, %/Tﬁ?
P e B 2130 SRR IP M By — 70, JF HH - Rk R 7 ol sl e 4

65 25 1 WS B o S g IP sk, 10T Security gy All connected
sites (fi 453% ek i) i All disconnected sites (i 45 Wi Ffuik i) o3 ESE . X vtk
BEALT S S KRR EIRAS, T, 10T Security S ppyis b i e 52 E .
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vili RN A 2,
FUR LA AT BRI P U RIPIA5, Hesb e SURA, JHRES A
SR LB SR P

DLHAT BT AT BRI T P Sy 655, SX)T1%63% Networks (4%) > Networks and Sites (% 4% Fll
vhii) > Sites (Vi) o B LIEAN RN, BE. dEAIMIER B 432 1oT Security f47 1935 5,

Sites (53) +
o m
Mame Location 4 Devices loT Devices Risk
San Jose San Jose, California. United States 5128 770 25
SF-RDD San Francisco, California, United States 545 133 22
testrevert13 New Johnsonville, Tennessee, United States 754 280 24
Test Site 1 Los Angeles, California, United States 313 45 13
’N0) 7 25

“BhE” U AT A

o TUEEAREIRS, LA CRISST L U4 BRI A IR ORRE. AR
RS, O L I O R L ) 0 L 51K 5,

© YL ARG A R .

C RIS, SOl E KA R R

BRI L 10T Security 1500 REB JHIHL T7, OIS LB AT A7 23 L8 I P 2 S 3 5.

SR, TR LI £, R IE AR B T, AR B,

¢ 1P HLHLA 0 D RO S 0, A SR, T A R A A R, IR A 1P

Hest JeE I IERH) IP 1140, AU Save (IRF) o SEITBY ACHIRHSL i D ROLAART, A

SAHR, (TR RS AIAL, R (IR A D SR, R

Save ((&17) .

Create Site Create Site
Site Name Site name
e How to configure a Site s
PA-55C
Site Address
Siiz Address
12 University Ave., Palo Alto, CA
1P Prefi
Super Block for SIC Site Group
Note: only non-shared IP blocks can be assigned to a sit - .
Natwork Segneat Narth California » Palo Alto
Firewall-based device-to-
site assignment
Description (Optional) 10.21.10.0/24 10.21.11.0/24
IP address-based device-
to-site assignment Cancel E
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St 4 M A X s, 38 BTl A T A A AN R EL, AR B B e AN R AERRER)
JERRE B 7 MG Sl U, A PN DT, A8 nT Uyl s 0 e — A e AN KBS, T LU

AP G 73 Bt

Edit Site

( IP address-based device- )

to-site assignment

Edit Site

Assign Firewalls

Delete Site

Unassign

Firewall-based device-to-
site assignment

FEMMBARS A2 BT, AR B S L ¥ BT A5 157 i BSeRs I T 7 B8 R IR PR 3l

W A3k 7y 2

] LAk FAE 0 R G R rhof il il AR, RIS (S M N R [ GO0 B e, BAGE S BT )
AEMBEIE, G, A5 EPRER G b, T DUz 7 P U5 i AN o) ks, MR

2 DX A BT A Sl R s Y U5 TR BRI

loT Security /7 ;1§54 February 2024

148

©2024 Palo Alto Networks, Inc.



loT Security Mk

Organization

’:1 Acme

'\‘v:'— T\ Central

' >1— 52 Northeentral
(2}— & Southcentral

";’1— i East

|

'::_ )J— 22 Northeast

i

(32— 5% Southeast

(}— sfa West

L

(vl 'T Northwest

]

[ d&d&
]

—— &3a

]
LT-T-]

]
—— d4dd

—— £ Oregon

(O)— & southwest

'}”— 572 Northern California

L & oKand®

e,
Palo Alto™

®

Sacramento
i o)
San Francisco™

0}

San Jose

— ,'—'\ Washington

ARG L2, S2Br B, BOATEM N, Networks (4%) > Networks and Sites (% 2% Fl1vk
M) > Sites (W) TUm L) “HLY” EHALTRRGECIRS . W RLEE S w] DALE AN E F kS 2

it MR R P YT RAR, o, WREMEER ‘A

217 THOF L e, 5 Sl

Show Organization C/RZHZ1) |, XJ5 i Organize Sites (ZHZH305 %)

BESEENIEHR RIS Eeu iy ESE 4t

FURHE I A AR T 2 BRI 2 4 R oA 0 2 L % [ R 2 i o

—ANHEREER T A A G BT SR BTRAE (HAErR~plby “Acme”) |, ERIASOL B
SEHT A ST R A . BOANTOL T, B K T A RR, B IbR, BT DR, BRES MY

P AT HABAEAL 58 2 s B A 235 2 3

SR AL IR, RO R AT L, 85 Add group GARINBEZD Bbr, ARafA
BrapR. SRR, ERd “IIAEA” B o5ian =4~ (L), 285 i Rename  (GE

) .

. o
5 Acme _'—:
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2 g S T IS Rs BV RN, U (R T 1A T 4 e 1
ity AllSites (Rl s) | ARG IL I R HU AT (] Py 2, W ZEL 4 IR MK 4k 447 B
AT A 4 it 28 v e R0 — Ak % A ik

W BRI BEAR T4, DRI E G5 . IR S, m s b i, A8 “ Sl s T
Hk AN E AN S IR NE,  #ds Assign to Group (ZBCEIREZHD) | RS IEEEEEA TR
IFELH. .

BT LUBREAE 7 BCAR TR R RS AT A SR 2 - Be P i AR AL A R SR A
H.

Organization Hide Sites (11) +
@ Acme
I Assign to Group Download 2selected  Cancel
(31— 5% Central 1sites
P Q searchg X )
(D— 2 East [ Devic... 16T D... Risk Subn... Group
(D % West  7sites Default O
l Central
(M— & Northwest  7sites DAK-ILS N
J East »
(O s Northem California 7 sites Assign to West N
West »
) o Assign to Northwest
&2 Oakland 4 sites @ 4 Northwest b N
_ Northern California » | ASsign to Narther California
& PaoAlto 3sites © | Southwest ¥ N
= — Oregon Oakland
£hy Sacramento™! As N
PAUvS Washington Palo Alto
o2 San Francisco® AUV N
Sacramento
, o PA-EGV N.
553 San Jose™
San Francisco
| SF-FND
— 52, Oregon 2
San Jose
SF-RMD
L 4% Washington
) ) PA-UVY N
(B)— s% Ssouthwest
»
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B 7B B A v S BN R A, SRIE ] Ls R b s ot . BTG S [Networks (4%) >
Networks and Sites (Z5 1k ) > Sites (Uh5) > +]0,  “uh S 4l” SOk vk 5 o il 2s
IATZH, MR b 2B R ZH 2o B & R A — AN ) B fe

Create Site

Site name
PA-UVA

Site Address

North California » San Francisco
North California » San Jose
y North California > Qakland

North California > Palo Alto

Acme > Central

-

ST 5 S R A4

AR A S 3l N — AN FT 0l e s — AN, W AR R R I R LR B i b, HEE SR

ks AN

B R ElGs AT TAHMAR, - ARIEOY T e B L A AL B
Ji, RS THR TR S0 B, BT A East Coast WURFAL A AN 1A CorErt N Al
AR |, ML EEA A Sites 1919, T 0 BLZ8 AR iR LRI AN 3l A

L
[v)—gﬁ\ East Coast 8 sites

sE1 Mew Jersey 4 sites
si, Virginia 2 sites

® Sites @ 2sites

IR IR IEATELL, 10T Security 2 JLUT A S G Al BB -l 2e HAQ ] . B, BEMRS
W2 INRFA G KA 4 Ji TS 2R ik B 8 T 2R R, LT BURZ AP AR I 2R 1

R L R
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L A
'L_\_/,'J—,T\_ East Coast 11 sites \»}— o, EastCoast 11sites

M Magigand 3 sites —— 5% Annapolis 2 sites
i: £ Annapolis 2 sites —— 5%, NewJersey 4sites
® Sites @ 1 site »

—— & Virginia 2 sites

—— 5%, NewJersey 4 sites o Sies @ 3sites

—— 583 Virginia 2 sites

® Sites © 2 sites

JNiEESE 10T Security (EMH PRl s FFALINS B Zh 08T 70 iz, 2o PO SO b R I, 1R
ARl TR RZA T i AR AN RIELS,  ARJE R Edit Site (HAENG ) DUREILHCET o Blgs
g5 AREAL, o Unassign (PG 70 Ad)  DOREIE A AR iR B2 B ORI AR 5

(50 A 2R A I AN TRl ket gl g 7 [ AP

G S H ARG R IRl i BCge AR, ] DU AR SR I 242 0l i 7 Bl L BoRiy s, o
dr W R R AR, BT A O b ™ B b Bk g TR Rl SR sl A T
JETizZd, HaRTHTHaz -, (EWGEuERs, E8d ol n" AR T ARA M X, )

AN AT UL BE4H Sk 1L 7 Networks (4% ) > Networks and Sites (2% fllvli5) > Sites (3
M) A R R ks, B W LLAE Devices (V84S T IAT AL R T YE,
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Devices &) Typetofiter ~ AllloT v 1Day v
All Sites (14)
&) Reset to All Sites (14)
Device Types

Quick Selection

All connected sites (4)

Al devices > IloT All disconnected sites (10)
Type Organization Profiles Devices at Risk
Acme (14)
® Office 30 1
East (3)

@ Network Devices 1MNew 20 0
Facility 2
® Facility s (1) 8 2
Generic leT 1 New Sites in Acime 4 1
Select All (14)
IT Devices 4 0
OAK-TVG
Device Distribution by Type
SAC-CPS 1-50f7 >
SF-RDD
SF-MD
SF-S5D

Inventory (2,107)

/vmj\/

fEsl R i JEEs ) MRS, Rl FA AR (B ), AR5 Select All (i) LA A BT
e b T A sl R B, SRR AR I AN A R 12l S B

7f Reports (#x75) > Files and Settings (LRI E) > + vhoi XHRASER, JF 5.4 Generate
areport now (ZEIERARAS) 5 Schedule a report for later CZZHES o A ARk 4S)
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Generate a report now

Risk Report

Report Name

Risk Rep .-

Sites

sites

All Site

Device ty]

Al X

Subscribe

admin@

Selectati

1 Day -

) Reset to All Sites (14)

Quick Selection

All connected sites (4)

All disconnected sites (10)

Drganization

Acme (14)

Sites in Acme

Select All (14)

QAK-TVG

SAC-CPS

SF-RDD

SF-MD

5F-55D

5J-245

-~
Cancel ) Generate
./

LUHAG B B AL ) FH 2 S A 6 36 iy, 88 nT LU F AR 2 SR 7l Ao vF LA H P Il g it e, sl Fpehs
Administration (i¥2!) > User Accounts (J)7iK/") > username (jjjpi4,) , EHHIH K

JUBLIE R R R LR 70 b R A T IR

loT Security /7 ;1§54 February 2024

154

©2024 Palo Alto Networks, Inc.



loT Security M3l

Administration = User Accounts > User Detail

Edit Account Details

~ 40 Reset to All Sites (14)

I_Ogin Organization
Username (Email Address) Acme (14)
East (3)
—_— West (9 B
Require Two-Factor Authentication Alsing Central (1) " F. D
| Sites (1)

Sites in Acme

User Role & Access Select All {14)

Administrator ¥ i
SAC-CPS

All SF-RDD

SF-MD
SF-55D

Allow device vulnerability scans 5)-245 Disabled for All
OAK-ILS

/_\_////\/

BAATEIL T, AP T A A RIS, (H, A AT A AL 1] P
0 SUA P 5V ) — AN SRR O 2 I3, (AT SR T3 A B,
SFAZI SRR IR, 338 1] PR bR S0 AT AR BA DR, L, il
(TP LT BT TR 5 bt TS AT LA Py A AR, 53— 7T,
SUATITAT AP 1P 3 2 T LI i JCK P oot AT LRI 3,
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] 2%

loT Security @it 20 )& 7R ErgF-ak )5, &nT LLFshisin -5~ W RE SR a2 t (CIDR)
P, HEFC MGt a LAEE IP bk %, loT Security v DLl Wi %s DHCP & 5 i Al
MR 4528 2 1a) ) e 3l R B T~ o Sla (i F SNIMP iR 7 25 2 31, 10T Security n] DLH T 55 WX 4% <z #
WL EE = 7Bk 1 7. BT LUBId 5 BlueCat Al Infoblox [ IP Hisik 45 BE (IPAM) #5k 1
fige - Fl1 CIDR 3k o

2 1oT Security WM A5 D, B ZEXREEHHALUX LS E, FF1E Networks (M 4%) T[]
[Networks (M%&) > Networks and Sites (Z& 1k li) > Networks (/%%) | L& R T-RFI
P Hot P k2= a)gi8 4 70 X, FIERATER MR T, B “A27 Hen] DAl &)
1) “F7 PR, g ebis b, S M o R RN, IR LR IP Ml g
T MECFH

W 2% LI THUS AT PR AN AR, B2 B3 PN 488 1) v R A P L B A ) R TRU ) 18 4 7 IR 28 e 1) 70 A i o MR A

AR 7 ARG 70 Ede “M4E” agt, Bsihs LM T A Mg (e, 1R
) RS, DA b1 W B, M B A e 4 i R () X % o0 SR B 8. ISRy
RPN 2 b AN AT 126 B, T2 BT B~ R i Bm -1~ X v S . (lan, R
(R S0 T A SR AT 342 IR (Rl TR 438 7) , b 332 NME TR fE4ET (1)

Hl, 424 N GRFITRD , i 18 AN T-RFI 6 M (24-18) 41K,

Overview
Overa Current Level
342 332 24 18
Networks Subnets MNetworks Subnets

ISR i et I 2% e b R G A g o FRIEFE L — N, RO Fr AR, (R O 1) B B e
KRR, DLE RANESRNT 1M T BRI A 70
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Overview

342 332 3 1

Networks Subnets

w
&
g
i

MNetworks (3)

etworks (26) > 13.0.0.0/8

PHE YL E, BEERIIPEEH, ZEREEE R, &R E TR S
Networks (number) [(N%% (%) 1.

WA 48 T I 050 1) ) — AN & — AN, BoRBEAD T Wb B4 27800 /0 A

B A& IR 1) 1 W o AT TG 5 PP 0T DU 1AL b 7 ek 28 T 1L 1V B R B P I R T 45 11
T M. L loT Security & A S rb W & TG0, 20 1A A i) - XU B0 AT 2 BT A5 1 ) 5
i, |oT Security n] DL ik - F 521 g -1 T S J 4G 0 158 240 210«

* loT Security [T/ +F H P BiE 1)+

o .csv TR P RO AL E A%

o (# ] SNMP #1748 R I EE = i 2

» 5 BlueCat ¥, Infoblox 1) IP Huhit45 #1 (IPAM) fif Rk )7 417 28 — )7 542K

o RGP S (E ARSI 5 X e g 15

o RGN A X 4% T T I (Y B R I ] B P AL T IR SR A T b L & G B

W 10T Security &L T AOREASF- Wb B 4153, AN AR - U BT BEMT R, (oK
EZ Ui st (EEEiN =R NN

Boehs e e irh— M L, BT RS AME R 0, Jrh I 7 g s 2R, f
m,  FREsr 10.54.0.0/23 1 REAL 2 g AL TR ol AN IR A B . XA R W IR
NV TTREAE M 2% L s by,
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Subnet Distribution by Device Type (165) Office: 1

MNetwork Devices: 206

o] 75 150

B Traditional IT [l Office Industrial TDevices [l Facility [l Consumer loT Automotive [l Network Devices
Generic loT [l Medical [l Retail

225 300

tems perpage | 5 0w 41 - 45 of 145 rows 9 ~ of 33 page < >

BRI M 7 W DA S T RGNS S, EOAROL R, BRI, HEE &I
BRI SR, ih L Category (355)) FI Profile (i Scff) i&uif,

Subnet Detail e

10.54.0.0/23

Distribution

Device Mertical | Calegory Profile

@ 1 Office
207 @ 206 Network Devices

Devices

Vertical qQry
Network Devices 206

Offfice 1

TG Prh R8RS MG R (Bl —AB I ARE) , EHRd QTY (Bus) sldsk

7, loT Security ¥4 §7 7T Assets (%) > Devices (##%) Tiifi, Fi 7 DL RITEN ¥
%o RIGEEE R A R DI B I Device Details (&£ VE4H1S S T,

EMZE D2, 10T Security ££RIZ8 TUIH F R CUECHE . R BURE D — 7 4002 31 B BT A Hufl -1
o 24 “A” B b iR EH Ry, H 77 g S U S BoR, EEEXEY, ER
[ IRORE AT A= NI
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Networks (15)

Type
Subnet @
Subnet @

Block (O
Subnet @
Block ©
Subnet @
Block ©

Subnet @

B, g
o

Prefix

13.168.100.0/24

12.168.100.0/24

172.16.0.0/12 (2)

192.0.20/24

10.0.0.0/8 (268)

11.168.100.0/24

192.168.0.0/16 (18)

2.220/24

VLAN

39

32

19

Monitored

Yes

No

Devices

7320

Profiles Static

X}

53

13

Site

Default Site

Default Site

Default Site

Default Site

Wermont

Default Site

Default Site

Default Site

Default Site

Ty b B A by 192.168.0.0/16 B, 10T Security 2 o J i B A1 1 71
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Networks (18)

Networks (15) » 192.168.0.0/1&

Q £ m Add

Type Prefc VLAN Monitored Devices Profiles Static Site

Block @ 192.168.150.0/24 (2) ‘fes - Default Site
Subnet @ 192.168.14.0/24 145 Yes - Default Site
Subnet @ 192.168.130.0/24 123 ‘fes 101 1z - test-katherine-...
Subnet (D 192.168.120.0/24 Yes - Default Site
Block @ 192.168.100.0/23 (2) ‘fes San Jose

Block (0 192.168.1.0/24 Yes - Default Site
Block @ 192.168.0.0/24 (3) Yes 2 1 = Paris
Remainder 192.168.0.0/16 No i Default Site

HEEEUE 18 MA T, JEH e n A5 Ay, ZORel] Mimd A BB sk
AW Sy DU # el o s A 55 5 O i R BRI TSR 4R SR 1) R Bh 8 2 K G5k i UK 2
Ao H0 LA, 15 H T T TR AR AR b S = A

P 2% D16 22— AN SRS, R RN 7RI IR 2R 1 [ IR P LR ) ok X 2 B A X ) g
P
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Metwork Segrment

Mame WLAN Description
Monitored Devices Firewall
Profiles D Categories Static

Site Firewall Security Ru ... D Source

D Low Confidence Devic ... D Devices Discovered v ... D IP Endpoints
D Gateway D DHCP Site Mapping
D Remavable

Type (GBHY) WL IR 45 LL R JLFIZEAY
« Subnet () — FLAT) I SCHY X 253585
« IPBlock (IP ) — IP HuhlZ=[a]y—A7r X, fEiZ%E Fn] DLV & JLAh A1 .

Shared IP Block (3= IP H) — JLZE[E 4k 0 A0 — AT 1P B, wffEAS R ) 52 X 4%
Berh ], X SR — NS 9B IP bk RS, G, W aTBEALE AN LR 1 2 AN IR B
HR R — A TR AL B SR B2y . AEX AP N, e e T S B K% R AR 4% Ei
B, ATRESE e —uhs, WATREAE N AYuE S, B IR, BRI anEs B ok BE 0 B AR Y
WRZ% By, WG RN KRS RGeS E I By . I JE,  BORE R 5 Y 1P Hug SRS
IP . loT Security FIAE 7T LIARIE 209 1P HFn & v 00 & iz ki H G B Jc8s 11 sh il 1P ks
HER 1 I DR B

Non-shared IP Block (G4t IP Ht) — L2z [a) sl ki) 25 R X 2% rhME — o e NE AT Iy 1P B,
JEILEE P Harhyy 1P kA e 14819 O 28 11— AN WA e vh (i 7

« Remainder (F4xi07r) — A G (E T KA SRS AR T HARR IP ol Ry a4y IP Ha
il

« Network Segment (Z5E:) — —ANSEANEE KB I E—AN 1P e85 /020 . 455 KBS R R
i HGRE, 10T Security 5@ 135 4% 1P HBbEFTAERY IP B+ &% H ERBG K RS SRR AW & & T A
WEy, XFE, BRI S AN R B rh 1 5 — B W& M R0 1P Hahk, Gt ErE — ks
RN

Name (##5) . VLAN Al Description (ffiil) : 7 loT Security ['1/7 vhF B IR AN -1~ P EF

AT LI & SRR AT, DA 7 VLAN, 1oT Security & 7] LB — 74 1 fifix L )&

M. BlueCat IPAM ] DN E e M2 L4 FR . SNMP Al Infoblox IPAM £E 1 0] LUK -1~ M §i (4

VLAN, Infoblox IPAM &1 a] LAEE LR,

e G T LAs s VIAN FIEEL, R E A TR .

Monitored (5%) :Yes (&) @i No () iR~ W4T loT Security 175 W%/ B AT Wi 1%

(BIZ SR~

Categories (7)) I Profiles (Bl SCf) @ WAy &80 (B ATHRPLE IP gD 119
B MR E SCE (B4 PC-Windows A1 Poly IP HLi%)

W A7 LR v vT DA Hesl 1M s inE) 1oT Security, A0SR MR, LLUF A& 0T bE
AR
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+ Discovered (C.&#) — loT Security ;s W% W 28 it & B T/ o
« Config (BliE) — H P FahAdE 1 IP Bl 1M,

« Preconfig (Filfiditt) — IP B loT Security Fifid i HoEZMIBE, 140 10.0.0.0/8 A Z5F 45
B,

+ BlueCat IPAM — loT Security iiiid 5 BlueCat IPAM £E1 7% 1 IP ek, -,
* Infoblox IPAM — loT Security ;ifiid 5 Infoblox IPAM 45 1 fi# 1 1P BRol 7.

» Network Discovery SNMP (%25 /& 8l SNMP) — loT Security ifiid (# 1 SNMP M sz # bl & 81
WA, TR T IP HRETR,

IP Endpoints (IP ¥ 250) @ IP Uil J& 1oT Security [ 8730 IP sk, (2058 EA4111 MAC Hb
TR EAh, BT RIE R EFASE, loT Security H 15 HHERT e A 10 bk S5 &S & X

1. 10T Security /=Py IP i e, BB BT MR &2 5 o BRSSP i s
WAL Zip SO,

DHCP # Gateway (%) : 24 loT Security 51Ii H SNMP #1748 R B e bl g2 B, FF 1 i
T DHCP iz 5% 28 AR OGP Hdiki, B2 LR RAEiX 650, BlueCat IPAM S 50IE N1
B BT

Prefix (iiZ%) : CIDR BRol 71 IP Hahkr WL% 0, I S sty JoANER W BT 4% 21 vy 2%
H, loT Security 2@ Hrpiyde. - RFIFEI 4557,

IR T4 H, 10T Security 257 T A M0 T P VELRAS S a2 10 A 45 4 5% 17 Wi
A MVEGNS R, #1701 VLAN ID ; DHCP AR5 28 1P ikt 3 f9 NS4 S8 MIANBCE SO w s
B TROEREN e ML A RRFIVELR(S 5 LUl kOS2 2 VEAR (S )2 (@it Cortex
XSOAR 5 Panorama M 1 fEEN L1~ IR D) o
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Subnet Detail =

192.168.100.0/24
VLAN ID: 10
DHCP Server: 10.6.72.181

Distribution

e aditional [T
® 5N ¥ De
Wertical aTy |
Metwork O
tional 1T
Connected Switch
Switch (S:aLegoruc Profiles Devices Device...
sczbsw3, 650-01.sczb... & 1 148

FEIEREAS - WA PRGBS JE 1A Bl £ & e 1) e B WLy K 22 2 R 7, 15

1, loT Security fy j) &5 Cisco Prime  DNA Center o Meraki gyt — ji ¢ 8 W #1

SNMP 33117 1 2% R BT S B T SR 2 ML
Devices (%) : loT Security CUfE T Wb &AL @IS — 790 17 Rn & &80,
Static (F#) @ W MG S HA RS 1P bk, st 2 B8 Yes (Og) o &0, HibeH
PL—ANEIRELE (<), 257K loT Security 3% A W B R 1 C 1~ e & H A 5 ES IP Hlk,
Bh kB2 2= - (L2 1oT Security 28— 7 52 O 2 4R vl IR 8Gm i DI 5E 5% 2219 Cortex
XSOAR flz 528 3E1 78250 A 1oT Security J&, it Cortex XSOAR 5 Panorama ififs i), & nf

LASRIRS 1 WE D905 8 F AR AR 57 i 22 2 R o S FH - X R0 U A0 i S0 A B K i 2 2 R
g, AR S 55 HI, 0T DUE IR 1~ R PR (S S o b oA B0 AC L

D) BB AR RS I O W, JR 5 % T R S RN MR, BLEE B
RS T E.
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Low-confidence Devices (& {5 ¥ ) : iXJ& loT Security Lk A5 R B AR IR & & B0,
MM YRS T FT T “Ede” i, Hoeh N I pERS, AERZ A MR E S R A g H
THE N IE S L 0 B0 0-69% 11915 4%

WP {5 5 7 S 1T Security i Jige g bifl iy i (5 K 5, B S I 15 15 2
¥, loT Security A5 — A (= Ee g4 5« %(90—1004)‘ i1 (70-89%) F1qi% (O-69A)O

Site Mapping (Ui fiBRE)) o ik A AR HABBR rb ) 5 ORISR 28 R AR 5 b s TR B bk i, B,
MRA T “NYC sl i b 45—~ 10.1.0.0/16 B, JFHE MG — 10.1.1.0/24 TPk, Haiz
TR ARRNYC (F oy Ll fi. Yes (&) B No (1) 2o J- W slie & DL Al 7 304k Kk

LI b
kA

Site (uhifl) @ WTLATBNE R T AT @ 1k . (S a2 b ik gy BB 5 Infoblox
IPAM ERCK 17,

Devices Discovered via Integration Ciid FEEURKIN R E) @ BIE HHE =) RF R [ &
i,

Removable (W& FR) 1 FRJd A ol DUMBR - s, FALE R (#1740 10.0.0.0/8) LK =i ]
S R S T B

BRI Sy 75 B A FTIT RS B, BT Dt h EE A R B E LS.

Mg T e —ikE, SR T 55 bR (RPARNGE 24000 HbR) TSR W& HE, W&

R RN B R /X B 20145 20 0 W& SILEEST TiERE, DUROE S AT H AR E% &,

o KEOFREAE 5% E R/ X EE

o GO FORWRKIELESI A ER/HIX 2% 4 HbR. SROBTE, EREDZ ORPRERL, G52
B EGIHE T, ) BB AN E R/ X, BT A T TR A B AMS S
For i R AE B ) B B 28 P RERINZE K /0 IX H AR s B, iR N E SR, (5 A
B e B, ERE ARG ZERE L. xR, Bt DI g e %
AEFK /X, TR RN E R/ M X A E RS s s 1 b OB LUFT T Assets (%
72) > Devices (¥ 4%) UM, o diE ok e LR R E S 2 E K/ X 13 4%
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o AEOFORBDA - ADRFELIH NG E H AR,

Devices with External Destinations (81,778)

I+l Canada

@ 267 devices connected to destinations in
Canada.

1 50 100 500 1k Sk+

by
, A -,

o Russia

@ 37 devices connected to destinations in
Russia.

1 of these connected to malicious
destinations.

IS CRR R S . (BRSOt B A +/- T H AT BOCESE )
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2% AL

loT Security MaPEJF /0 BTz iise, LU OEUE Fui. sh& S Mg B4 76 e sl ML ih sl
T I M PERIZ)>HT, 10T Security 3l Dl et £ I SC) R 48 nf AL L I oo A LR By B 4% 2
[ S B, Sl R AN A B AL RN WA 28 ) /N TR) 5 D, o] DAAE e g i A5 () T AR e DA K e
HHIBTTI M B Z a5 A, sBiE X THaE Bk (OT) sl S, (6 OT & 5 H g0 i #iy
Purdue 5] 2 [A1 5 Az HBUE S . BRI

loT Security FEfit T 2 L & 1T 0 HLASEBL T AL« Bk @t (B, VLAN. fit
NP, SERIFBCE SCE) DA Purdue 5. EIERERGE 7 A B AT — 20 2 a0 L ik
o b2, Eeglelindicmrt (B & FEr) VLAN) K& A R8I frdlrh, X4 —
M VLAN HA e sc 4], b T AR M2 b s m VLAN 2RI % o At 2 H ALk,
XoE—sk B R, Hog, R RGE, ST Lhnid b EE (B & RCE SO SRR A
VLAN WIIBe4 . R0, it AR FEAAR) VLAN, 0] DUk A IS8 — 2, HHell i SR
B R VLAN N 19847041

Gl it v AR bl P

STEP 1| i%&+#% Networks (M%) > Network Visualizations (& nJ#i1L) .
FEQEEZE — A2 i A b e 2 AT, “PZE T4k ” DU s — 5k A o AT A U XA
T (B AT it o 2 HH B A P P AR AT i, VB AT B 7 1 1 il o 2 B R A T A i A
v e, SHE ks AL E, 151k Networks (4%) > Networks and Sites (X 2% Fllvk
A1) > Sites (), BATE “ArE " sy N/ZA CRIED  [BCRR (T4 = A 1 E 5 B,
KT Bty Edit Site (Zw#Fuh ) 1, A0 “ub Sl i A BT SRR, XD BT Save (fR1F)
TN AE T C e E S, eoR I T -, DRSS T DLl iy View Map (5555
MDD Hial s ek A A 1% K .

STEP 2| G2 ny ML Lt ..

S5 T LB R TR LM AT 1R, (A T L s 900 A
(TR AL SO, SR o s itugt 200 4, ToT Security 2R i [
AN LAZ B RE R
1. %% Networks (%%) > Network Visualizations (%% i[#11t) > + Create Map (+61]%
HWED  EFE AN, ARG Add to Scope (RINEERED
2. FiE e S, i Next (F—2) o
3. Hifi Device Grouping (%7720 |, MR T ZERC i (ot B Bk &t 17 70 4y ik,
& wT LM e S
RPN & o e T I ERT, e, REELL N2 Xt T
7r#: Category () . Profile (fli& ) . Vendor (ftip4) . Subnet (-
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™) . VLAN ID = Purdue Level (Purdue Z%5) . KXfa, WEEEMGHEME, T EE
— RN H R IR R R S — R R JE M SR e AT

BH (i)

F -

(HEeets -

(VAT IR 55 4%

R S B E S
VLAN ID T AL S
Purdue “#4¢* eSS e s

* {ERIEEAE T Purdue ZERI B4 TR ML 2 A, DAL 456 5 W) 4R 8 & FFREY Purdue 2
Bl 1T LI E K Purdue S0 F1BIREH T804 19 1176 SURBPERUNSRSEILIX 4. 3%
LR R

1. 7% ERTA Purdue 0-3 2% OT W& @ik, FlankdiE e, 8%, 7IthE OT
I HALT 4-5 A Hofh 1T Fil loT #4510 1M F1 4,

2. AT BV SN NERS, NI RERS A AR Purdue AT B £ 1) — AL S0k
M. AR JEREMVELNME B, iES 0T Security 1% £ UL,

3. 1 H Purdue Z¢5 0-5 {1 SANTE AE KRG d [ 0E SUEPERIN, DO £ A G f i 96 28
¥ Purdue 200 il g 4 (B BERS F TR IR 250K Purdue 2453 70 Bl i e 4% ) - loT
Security BT S FF A3 EE R Y BE8& 20 e 20 A5 )

Bitn, AR - 4luciE y Subnet (TR, Ke2E A A Dy Category CRAD |, A
Rt N, i S SR R A TR g . RS, inSREE R
AT WAEI B R )R, R B s SR o H I B
4. sl A L ZHORE SOTHE e, dksRdi b BT, A5 ¥y Update (FF

B

loT Security HRH8EE LAYTERE R aT R LRCR . J0 FLA AU 55 B8 A1 R 2% L3R BRI [E)3E
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STEP 3|

T L BRI A BRI — 2 I T o R L L5 U AR B 10
S, IR AT LU M RIS

CERTACECE, WA, KSR A, 1S R A E AR B,
R TR F B A RS, ek Build Map CRIEHBIED | ARJEHALL T R4 ¢

Name (%85 fr A AT AL &0 44 B
Description (ifiM]) : ik A T M LR, Dt IES%,

Scope (JE[D @ EHE LESHWL g, TR T E 500 A, IAEE X
—ANRFFAE YT A TSR o ST DI I 2 T DA A R e g o R R R ) o A T s o
A/ NEE o XA IR TS B A R IR AL

Device Grouping (#7741 A AMENBE /. &7 DAE AR DU ER DR A 1
P 24 70 5 ik

. B Confirm (ff130) .

I TR R 2% T AL T AR

Purdue 25 5| v LIanAg oh 48, BT B 0 0 il ke 4 o

VI LU 28 LR (1 B4 0 8 Purdue Ze ), I B SR A HE TR, ARG
AIAE AT AL o B % 20 B 280 1E 617 Purdue 203 o ANSRAT (] 845 A - 20, i&id R 3L IP I
MAC itk LIf#; @IS Device-ID #£ loT Security i& g ik, ARIGE “W&VEME R Wim L
T Bk F o0l B 1 A 220

e A bbb A B R
ST AL b M RN A S LB R TS TR ARSI AL Tk B4 JE MR Purdue 25 .
T B

oI JE B g IR, 19 2 (B B 2R NS & EE . T DUE X%, T
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BN BB 2os i 20 B, At e L RIBIA S A B A (0B, IR0 LA
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L,

(ft 10T Security 17 HYSARTR 7>, 8 CARGAGERI; H0E, hF 8O 2R Sl

Lo e e RS O PN 1= = (0 A by 129 P 21| D I N 4 E R 1 1] 5 B N AP S e Y % - NE s e
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7% R
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2h
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o Bk B AN HEOR KT, RSO AL TR E, A B R R AT % Ak
PG S, B B85 RUm A ISRy External Link (OF4E82)  RIbRE T B4 115 4%
VEANE S 0L, &l DA ERIMERE R,

o HEEPIA - RPN R T IR SR H Bk ) rT R A B G LN A DA L R S A
W2z, & AT B S S & 1 I 25 15 2

o HPTENT AL IR DA sh A RN A A E S TECEA . B UE A T R RO,
K e ), SE ST A 4 BoR e ] R h

o fE I RAS A ¢ 3 RS R A I B A, T R R AR S T i B B2 DAR A
K, RIo R ER B h R D ER BRI SR .

o (EHLRIOIZE @ BT TS MRS 0 Sy E, v DU DU loT
Security PR R E X FR 2 A Back Ci[o]) 4. HECaA THETZER, #d Back (X
(0]) 32 3R EE 24 iy P 5 S [l 380 T AR A b 65 S i i

Hh 44 FR AT

BRI R R R AE TR A B A SRR R T,

B, B ANETTREE T, B AN RE R, B AN T RE e ] R & . IR E
R G 500 N, IEF RS/ MEHIER, DA E R R EAT.

G B IO A S, BT RE S BE S ORI R, IR B RN . ik, i R
K 4 x5 Edit Map (a0 E)D E#R. loT Security B i/ 8 M2 nf i bt &7 ik, 14
AL S A AR . TR E T ARGEEL, 285 Confirm (ffAA) Bidk, HHTILE al AL
(b B A R 55— AR e e B AR RS, Bty Map Builder (MB1&IZ: 5% 28)  LLAS 75 Hb & 356 ol 40
b7k (W) RGBTt . S/ o) OF H RS n el B i o 28 i By Update (57397)

1T LU SIS TS e N 2%, SERE, i Update Map (BTG | J0KE & 0] 55T
W2 ] ML G, BB E S WE, RS, 15 Confirm (10D Wdk, AREIE N, i
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K61

AL B AR TE OK (+) R0 (<) IR, DU AME 2 EIbR, FT0TF— B B bR & SO
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IR CERR ZORATAE — A B MR R I EL © thal 2 i, JEREEIA M R 2% L0
ANAE AT AR b P SO Y B N Y B

FEAC A N IR 2R — A N AR A 26 Y TP i, 1P i a5 loT Security CU3K
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fEd B R 70, ] LAPET A i ] L s WR e SR RN e 4 A2, sl ik I RE R EA T ik
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AT AR 5870 [Logs & Reports (H i EAIHR45) > Reports (i) 1 AR F a4 AR

Pa Sa
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Discovery Report for Oct 19th, 2022 DM John's Discovery Report Summary Report for Karen Test Oct 19th, 2022 ...
Discovery Reports Discovery Reports Summary Reports
All Sites, Discovered Paris, Discovered All Sites, Monitored
Scope Scope Scope
1Day 05:00 Oct 19, 2022 1Day 08:00 Oct 18, 2022 Weekly on Friday at 5PM 04:00 Oct 19, 2022
Time/Schedul Created at Time/Schedule t Recurring schedule Created at
05:00 Oct 30, 2022
Next report arrives Next report arrives. Next report arrives
e % ISTSECURITY Discovery Report s s e % 1STSECURITY WEEKLY REPORT (] e - cosesso remsmss % ISTSECURITY
= — (vewreorthson@ )
View report history(1) ) Devce v ( View report history(3) ) View report history(2) )
L y \ Vewreporthiston® ) . | | Tﬂ port istory(2) 1
T T |II||||I|I |""||||I|||||||||I| "l |IIIIII1III IIIIIIIIIIHIII |IIIIII||||IIIIIIIIII|IIIIIIIIIII|I|IIIHI|I||| |
< > < > < >
- N/ N — N \ - N/ \
{ Viewreport1of6 | | Generate now ) View report 1 of 2 /\ { Generate now | [ Viewreport 10of 3 /\ { Schedule for later |
. J \ J . \ J J \ J
John's Filtered Inventory Report & Risk Report for Oct 19th, 2022 DM Sam's New Device Report @
Filtered Inventory Reports Risk Reports New Device Reports
Daily at 3PM 01:00 Oct 25, 2022 All Sites Daily at 2AM 11:00 Oct 24, 2022
Recurring schedule Created at Scope Recurring schedule Created at
03:00 Oct 25, 2022 1Day 05:00 Oct 19, 2022 02:00 Oct 26, 2022
Next report arive Time/Schedul Created at Next report arrive
Next report arives
Coming soon Coming soon
% Risk Report for Dec. 6, 2019
N
™ (" Viewreport history(1) )
< >
< >
< >
————\ p N 7 \ e
( Schedule for later ( Viewreport10f8 ) ( Generatenow ) ( Schedule for later

T RN IV AE BRI AU RIS AR 15 5 T A AR S B A0 e, B AR ol s, 1 s didi
S AR+ Ebr, K513 Generate a report now  G7HIA IR 7)o Bt EGEB I EM
VEANS S, 55 Generate (ZE%) .

« Report type (53R M) @ TR R FIZFR P EEHRERM,
Report Name (x5 4FK) @ Fr ARSI FR
Vi AT LR A . BN T (R S PSS B ) 2k A

+ Alert Severity (4@ VE) fI Risk Level (XUSGZZ5H) @ X TR, 4R EikE
EIXFI0Je 22 2 e, RS et v e i, ] DUESE —. ol =A™ bk RS 2%
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5l 10T Security KR He Gy de B JE A IR 5 AR B . AIRCREX LE A2 R 72, IR ™
SRR XU 0l K 23 I S & AR S T B

« Device type (JAEIEAY) o KSR & o ks IEPEIT A W & R B — el 2 A vy 280 (3R
o Tk BETE) o RIS, WACKRI O TR . BRI MR
loT Security 4138 76 #FI4S b, LB ZE MBS B &, ISP IR AL T i
% 1, I 10T Security IFAEMFEE AT WA GBI LABE TR 20T 1A HTRURR 2,

 Device Category (% &) X TAUHRM D, I RS 1B & 20 7 BB T Hrk R g fil
BG3RRT X HEHL. AN, MRI L. CT H#FFH PET HRT)

* Subscribe (IT[]) @ EFEEN IR RS - HB ik,

 Select a time range GEFER[AIVERED A AT IO 1] Y0 BB rode £ sl ) G R A A e a5 1 1 72
SCHTE] Y

WS KA Lo B N A B T e R S T AR

LHEH IS

THRIFRAS T LA RS A, BRI SRR SR a5 4, BTy 228k, S Pebln

HIOAR S, SRS RS T4 LAanm + 5, RJaik#e Schedule a report for later (“Z2HELLG IR

) L IR EGE R RS R, AR5 R Schedule (XD

b7 AN BB A, PR AE TR TR T B,

« Scope (JEHD @ X TH%HkS, XUUE MR UGN, I AT DU E ks sl i A4 R
R, Tl BRI755) o B AN S 8l o ol % £ 2870,

 Saved Filters/Queries (CURAFMUEgERS /A1) (Wik) o X O iEmiE mlk s, EM M Az
SRR RE LR AT I E R

+ Setarecurring schedule (W& EEHATIHRD T LUZPHR S O L T E0H E X EE
7.
o FHERY M. BHE K
o JRSHRT CEH. AL TR HE XA CREA B R i AT ] RRIETE]D
o HTRAMIEIEE R . AL MK
HRAEBGH RIS, B G 1oT Security 7641 15 i i & & 1O I 8] B Y ISR B, 1
m, mAEAE 10 H 27 HEVEA T 2 WEk &, FENS A8 —KIFA, 1oT Security ¥ T
11 A 1 B4R —mikes, Hrbtusg E 10 A 1 FiE 31 K9k 8ui, o 46 0 &
EWRR S S, R B RIAR 50, 1oT Security 4k 25 # W H5 GE 1 st 7] [a] i 24 Rk 15,
BT s TR i A LA RS DA ISR R

AR IACTHRIAE BRI IN [B) A 5, SRR S 2R, e 5 th T 7 45 s L4 H),

EVEEi &
T DA L el s B b A A RS . AR BEE A TR DU i A A0y + ERR RS R B
Z I,
W oUm L AR B R o AR AR IR, R AN SR AL RS Y R
B2, Bl :
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P TEEIE A “ B AT s,
T

P TE B A BT AT sl
EZR | AT

CUREL” I TRV P 1 R KBk & i 70 185K K Fr

%

" H TR SR BEE N “RE 70 N1 5 a7 B SR 15 4 0 4 A

Reports Vulnerability Scan Reports

Discovery Report for Oct 19th, 2022 DM

Discovery Reports

All Sites, Discovered

Scope
1 Day 05:00 Oct 19, 2022
Time/Schedule Created at

Next report arrives

DiSCOVery RepOTt s cesses s st

Devce verven

e N
( Viewreport history(1) )
" i

- N N\
(' Viewreport1of 6 Generate now
- /N J

Sam's New Device Report (a3

New Device Reports

Daily at 2AM 11:00 Oct 24, 2022
Recurring schedule Created at

02:00 Oct 26, 2022
Next report arrives

John's Discovery Report

Discovery Reports

Paris, Discovered

Scope
1Day 08:00 Oct 18, 2022
Time/Schedule Created at

Next report arrives

+§

cxm o

Search devices, vulnerabilities, and external destinations by

Q

Discovery Report s e crsns
N
O, ( View report history(3) |
- _ ..
<

s N ~
Viewreport1of2 | | Generate now
o NS Y

John's Filtered Inventory Report @
Filtered Inventory Reports

Daily at 3PM 01:00 Oct 25, 2022
Recurring schedule Created at

03:00 Oct 26, 2022
Next report arrives

Summary Report for Karen Test Oct 19th, ... | ...

Summary Reports

All Sites, Monitored
Scope

Weekly on Friday at 5PM 04:00 Oct 19, 2022

Recurring schedule Created at

05:00 Oct 30, 2022
Next report arrives

WEEKLY REPORT [51] ocsbre- e 10 01 e svo

) TR
- [ View report history(12) |
R ———

SRy

< >

~N ~
Viewreport1of3 | | Schedule for later
AN

Risk Report for Oct 19th, 2022 DM

Risk Reports

Al Sites

Scope

1 Day 05:00 Oct 19, 2022
Time/Schedule Created at

R T A SR AR B R Ak e ST DURSE R S ARk AL, US4 k1T

Py S REAE S AL B I B oy
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Reports Vulnerability Scan Reports + searchdevices vulnerabilities, ane nal destinations by .. Q
[ Q search N
m

Report Name Configuration Type Scope Time / Schedule Create Time N2 Next Report On

Sam's Filtered Inve... Filtered Inventory Report No saved filter applied Daily at 2AM 01:00 AM, Oct. 25, 2022 02:00 AM, Oct. 26, 2022

John's Filtered Inv... Filtered Inventory Report No saved filter applied Daily at 3PM 01:00 AM, Oct. 25, 2022 03:00 PM, Oct. 26, 2022

Sam's New Device... New Device Report Daily at 2AM 11:00 PM, Oct. 24, 2022 02:00 AM, Oct. 26, 2022

Risk Report for Oc... Risk Report All Sites 1 Day 05:00 PM, Oct. 19, 2022

Discovery Report f... Discovery Report All Sites, Discovered 1 Day 05:00 PM, Oct. 19, 2022

Discovery Report f... Discovery Report All Sites, Discovered 1 Day 05:00 PM, Oct. 19, 2022

Risk Report for Ka... Risk Report All Sites 12 Months 04:00 PM, Oct. 19, 2022

Summary Report f... Summary Report All Sites, Monitored Weekly on Friday at 5PM 04:00 PM, Oct. 19, 2022 05:00 PM, Oct. 30, 2022

John's Discovery R... Discovery Report Paris, Discovered 1 Day 08:00 AM, Oct. 18, 2022

Beryl's Discovery ... Discovery Report Paris, Discovered 1 Day 07:00 AM, Oct. 18, 2022

Summary Report f... Summary Report All Sites, Monitored Weekly on Monday at 12... 01:00 PM, Oct. 17, 2022 12:00 AM, Oct. 31, 2022
Summary Report f... Summary Report All Sites, Monitored Weekly on Friday at 11AM 10:00 AM, Oct. 14, 2022 11:00 AM, Oct. 31, 2022

Risk Report for Ka... Risk Report All Sites Daily at 11AM 10:00 AM, Oct. 14, 2022 11:00 AM, Oct. 26, 2022

Risk Report for Oc... Risk Report All Sites 1 Day 11:00 AM, Oct. 12, 2022

Discovery Report f... Discovery Report All Sites, Discovered 1 Day 11:00 AM, Oct. 12, 2022

New Device Repor... New Device Report Daily at 1AM 12:00 PM, Oct. 06, 2022 01:00 AM, Oct. 26, 2022

AR & AL+ AL o BB 5K R T T Ul AR SR E T R R AR 2
SR LR . AR BIR S 7T LAAT AN oA,

BERMRPIHALR (n) FIEE (m)/(n) £ 4R 5

View report history (& GHRJ1E1E%) (n) 5 &/ (m) / (n) SR, slad DL /R G 4
BIRIAT & HY
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John I Beryl B IS © RIRGEEBE N “ER, SR . BE®EEN 1 K,
PR 5 A0 e —5k K Fr N . B John Hiili Generate now (OZEN480) SRAEBUR 2}, View
report history (AR5 (n) St Z S, flin, MIEEF] John Mk LA AR S
P s (3) i, IXGERAE John AR T = A4k 4. NIE, View report history (& FH 5 il
) BORAYER P A R S AR AR, IR View report 1 of 2 (B A 1 (31 2
) FoREARE (WIS EeiiR ™) JE it John BB, FF HIEA 59— SRS & BLR 5t Atk

JP AR

John's Discovery Report

Discovery Reports

Paris, Discovered
Scope

1 Day 08:00 Oct 18, 2022

Time/Schedule Created at

Next report

Di y Report 4/ 10TSECURITY

eeeeeeeeeeeeee View report history(3)

( View report 1 of 2 ) ( Generate now )

PERL MRS, ERdF AT >, B2 View report 2 of 2 (E A
2, dE24 (WFED o A5 2 i Beryl A2, Beryl 2B 7 VU AIRAS, WAL B S View
report history (- FEHSJiHid%) (4),

FED B s Th B R

Beryl's Discovery Report

Discovery Reports

Paris, Discovere d
Scop
1 Day 07:00 Oct 18, 2022
Time/Schedule Created at
Next report arrives
D Y Rep: A9 BTERCID
View report history(4)
< >

C View report 2 of 2 ) C Generate now )
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PR, R ORI XU TE SRR 24 25 A DA HTML #5202 50y, IR w] DA 3 U 2
P EEAT. EEAEEIRYG, EREHIRE 119 View Report History (5 B4 599035 (n)E;
View Report (m) of (n) (&AM SE m, Hntp) , L& e LUK ILFTHIFE FECN PDF S,

1AM, Ty October 20,2022 & (x

42 o]

vvvvvvv

FER G MR

T A T S I i B 5 DL cesv SCEF IR, DRI VR AE R 805 10 HEL 1 2805 ) 132 28 2l
RS R, S NEIRG, iE RS 1Y View Report History (BB S 7 92iE85%) (n) =X
View Report (m) of (n) (&EH L m, Hnfh) .
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& 2 sam'sFiltered Inventory Report.csv R oven vith Pickanapp | v

hosname pasdos inlemotaccoss  profio typo proflo varical  catagory prtic as aciviy long dowrption  vian sto nam [re— ikleel nuse al numbor o7 waring a
B o 5 50190 105.34.190 2022.1024T08:120 Non T Traditonsl 1T Personal Computer PC-Linux 2022-1024709:11:27.0007 8923 Default Site 20 Low s 0 ° 0 202012267
10612051 10612051 2022.1024708:13:8 Nor_loT Traditonal 1T Personal Computer PCLinux 2022.1024709:13:43.0002 8923 Defaull it 20 Low 3 o 3 0 202101087
BB 0500235 10504235 20221024709:17:4 taT. Network Devicas. Palo Al Networs D 2022-10-24T09:16:59.0002 8923 Default Site 20 Low 3 o o 0 202012297
045168195 1048168195 20221028T095511 laT NetworkDevices. Palo 2 0 76 DefaultSie 20 Low 4 0 3 0 202102057
[l - oy 0amaz0az08  20211223712060 Nor_ioT Traditonal 1T Poraonal Compuler POWindows 2022.10.24709.23:36 0007 8523 Dorault Site 20 Low a o o 0 202101167
10612530 10812930 2022:10.24708:26:3 Non_loT Traditonal T Peronal Computer PC-Linux 2022-1024709:26:34.0007 8923 Default Sie 20 Low s o o 0 202101027
[ o225 o2aziass 2022102470435 NenioT Tradiional 1T Porsonal Computer PCLinux 2022:1024709:43:18.0002 8923 Defaull Site 20 Low 3 o o 0 202101067
El 5610 1057610 2022-1024T08:48:4 Nor_IaT Traditonsi 1T Personal Computer PCWindows 2022-1024709:48:20.0002 8923 Default Site 20 Low 3 o ° 0 202012197
1051341 10513641 2022:1024708:51:5 on_loT Tradiionsi T Peronal Computer PCLinux 2022.1024709:51:55.0002 8923 Default Site 20 Low 3 0 o 0 202012257
057611 1057611 2022-1024T10:16:4 Nor_iaT Traditonal 1T Porsonal Computer POWindows 2022-1024710:18:18.000 8523 Detault Site 20 Low 3 o o 0 20202297
10212731 10242731 2022:10.24T07:50:4 Non_loT Traditonsl T Personal Computer PC-Linux 2022:1024T10:16:45.0007 8923 Default Sie 20 Low 1 0 o 0 202101087
Lap0istTs 1013208141 No Nan_toT Traditonal 1T Poraonal Computor POWindows 2022:102471022:1.0002 8923 Default Site 20 Low 2 o o 0 202208217
103287 103287 2022:1024T1045:0 Nor_laT Traditonsi T Porsonal Computer PC-Linux 2022-1024T10:41:52.0002 8923 Default Site 20 Low s o ° 0 20201220
5 [ 10212780 202210247 10431 Nor_ioT Traditional T Personal Computer PCinux 2022:1024T10:43:15.000 8923 Default Site 20 Low 3 0 o 0 202012287
10213215 10213245 2024022703533 laT Network Devicas. Palo Al Netuors D 2022 8923 Default Site 20 Low . ' o 0 20210226
@l 0252220 02152220 2022404170582 Non loT Tradiional T Peronal Computer 2022.1024T1054:45.0007 8923 Default Sie 20 Low 1 o 3 0 202101067
102132201 102132261 2022002272035 Nan_loT Tradiionsi T Parsonal Computar PC-Linux 2022:102471054:45.000 8923 Default Site 20 Low 1 o o © 2021010871
0213230 10243230 2022:10.22703:54:4 Non_loT Tradtonal T Personal Computer PCAinux 2022.1024T1054:45.0007 8923 DefaultSite 20 Low s o 3 0 2021
W2 2100 o2reim eatozimizsze e ior Tradional T Paronal Computer PCLinue 2022:102471054:46.0002 8923 Default Site 20 Low 2 o o 0 2020
B 0.c5.5.0: 10463503 2022102471034 loT. Network Devices. Palo Alto Networs D 2022-10- 8923 Default Site 20 Low 2 o ° 0 2021022571
0229196 102238195 20211225706:00:1 Nan_loT Tradional I Puronal Computer PCAinue 2022:1024711:04:04.0002 8923 Default Site 20 Low 1 0 o 0 2021010971
BEON (c:eo0 t022msann 2022024708083 Mo toT Traditonal 1T Porsonal Computer PCLinux 2022-1024711:04:04 0007 8923 Detault Site 20 Low 3 o o 0 20202267
cranbery2 10534171 2022102471210 Non_ioT Tradtonal T Personal Computer PCAinux 2022.1024711:21:02.0002 8923 Default Site 20 Low s 0 o 0 202101077
BEON (0520200 03220204 2022092471331 Mo loT Traditonal 1T Porsonal Computor PCWindows 2022.1024711:25:48.000 8923 Default Site 30 Low ' o o 0 202102057
EOON (05220195 103220195 2021037707503 Non loT Traditional T Personal Computer PCAinux 2022-1024711:25:49.0002 8923 Default Site 20 Low 1 o o 0 202012297
GOl 05220250 10320250 2021-0324718052 Non_ioT Tradiional 1T Porsonal Computer PC-Linux 2022.1024711:25:49.000 8923 Default Site 20 Low 1 o 0 20202207
B s.ommorsrsro 104n12504 Mo Nen_toT Traditonsi T Persnal Computer PCWindows 2022-1024711:28:16 0002 8923 Default Site 30 Low . o 0 202207207
Bl 00100 1040.100 202140-12118:49:3 Non_loT Tradiional T Personal Computer PCMndovs. 2022:1024711:29:00.0007 8923 Default Sie 50 Low 1 0 3 0 20210205
Ol 0017 1040475 2022:10-4370401:1 Nor_iaT Traditonal 1T Poranal Computer PCWindows 2022-1024711:20:08.0002 8523 Detault Site 20 Low . o o 0 202208217
A 0555140 105.36.140 2022:10.24711:26:1 Nan_loT Traditonal T Peronal Computer PG-Linux 2022-1024711:29:19.0007 8923 Default Sie 20 Low s o o 0 202101017
SN vporsTis 1013077035 20224007T11:035 Nan_loT Traditonal 1T Poraonal Computer PCWindows 2022:1024711:35:56.000 8923 Default Site 30 Low 4 o o 0 202208221
S 05216 1051216 2021-12-49705:20:3 o Network Devices Pala Alto Netuors D 2022-10-24T11:53:49.0002 8923 Default Site 10 Low . o o 0 202102057
10517228 10517228 20211221T09513 loT. Notwork Devicos. Pala Allo Networks D 2022.10.24T11:54:05.0002 8923 Default Site 20 Low 10516020 2 0 o 0 2021020574
OOl 0025519 103255096 2022402471154 Nan_loT Traditonal 1T Porsonal Computer PCWindows 2022-1024711:54:06.0002 8523 Detault Site 30 Low 1031920118 3 o o 0 202102057
06120125 106120125 2022102471205 Nan_loT Traditonal [T Peonal Camputer PC-Linux 2022:1024T12:04:55.0007 8923 Default Sie 20 Low 106128020 4 0 3 0 202101057
U o210 105042110 2022024712117 Nor_loT Traditonal 1T Porsonal Computer_ PCLinux 2022-1024712:11:42.000 8523 otault site 20 Low 105128020 3 o o 0 202101087

Dt SRR AR S
St OB SRERR () i, SRR
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Discovery Report for Oct 19th, 20... | ...
Discovery Reports
Edit
All Sites, Discovered
Scope Copy
1 Day 05:00 Oct 19, 2022 Disable
Time/Schedule Created at
Next report arrives
DiSCOVery RepOrt agee csees s s 4 10TSECURITY
rrrrrrrrrrrrrr s\
{ View report history(1) \
AN /
< >
e ] \\ !
( Viewreport 1of 6 | Generate now
/ N g

Gt LA T

AR AR T DO s BN, T sE R SO N SO T R A AR, o AN S BT T R
R ¢,

Tk vy DR P 5 S A ot Rl S, A E etk RIS el . S8 s Edit (Jw%E) > Generate

Now (VZRIA:ERE) LDLAmit-RIFR AR, 1oT Security MR HEACE @ o a1 By (7 0. 5
) AEARTY, MEHT Generate Now (W7 RIZEEG) B [RIfl— K. —FHE—AH, HAERHZ
IFZIR D, BUan, SRR e e 3:00 ARy kg WA, miEAEE = R

10:00 i Generate Now (7ZHIZERK) | BEAEIRAEM JE = 177 10:00 2% . Generate
Now ZENAR) BS—XA IRy RS —JE (7 K) mRiE,

Edit scheduled report
Created by super@zingbox.com on Oct. 25, 2022

Repor -
Report Name
John's Filtered Inventory Report

Saved Filters/Queries (optional)

Subscribe

super@zingbox.com X

Set a recurring schedule

Weekly v

N /O FN TN SN N SN
s (M) (T)(W)(T)(F)(s)at -
L\ AW AW AW A 3PM

SRS
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SR DR R A e, (AR REIEAE LRV DS — R S5 IFEE T —L2e s B, ] e &
TESVE P BT B AR - RER — R & 0 - B AR 2, BT — R & T Bk

SRR

SRR DL SLRUE I AR, T RESEAE TR 8 e 4P 01 IR] . NI, ARSI DI RE e 18 0 2 ] LA
BEEMARE . HEME R EKE T IZIR G, THUHEEIE.
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loT Security 555 KT S BCIRZAS

“Bii kg7 i [Administration (FE) > Firewalls (35 /k3%) > Firewalls (55 k3% | Mk 1B
KESERERTEE) . B KRR H R AT SR A SR 1P ik 21 2 e )38 2Rk, LA
KA K BEIFEE B
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Firewalls Certificate Generation On-demand PCAP ch devices, vulnerabilities, ip endp n e Q
Filter Query | 1Day v || = AddFiners ~ o
Overview

30 41K 5la 41K & 6.5K
Sites Firewalls Receiving logs Not receiving logs System Alerts

@ Firewall Request Status ©

Firewall Log Type Status

Type Status Latest Log Log Events Log Bytes Ave. Latency Max Latency
Total @ Live Dala Feb 7. 2024, 18:55 |t 318 451TB laks 1 min 26 min
EAL ® Live Data Feb 7. 2024, 18:55 labs 17240 290.39GB Ity 1 min 26 min
DHCP ® Live Data Feb 7.2024, 18:55 laly 7428 1.38GB liks 1 min 4min
DHCPACK ® Live Data Feb 7, 2024, 18:55 lal, 96.6k 206.29MB ks 2 min 7 min
Teaffic @ Live Data Feb 7.2024, 18:55 |l 298 415TB las 1 min 12 min
Threat @ Live Data Feb 7, 2024, 18:55 ks 22.2m 4411GB las 1 min 1 min
ARP ® Live Dala Feb 7. 2024, 1855 31.39G8 ks 1 min 3min
GTPlogs @ @ NoLive Data - (i} ik 0 0
Firewalls (4,131)
+ m
Status b Serial N... Hostname IoT Devices EAL DHCP Traffic ARP Software ... Applicati... First Con.. LatestAc... License E... Instance Type
& 01630100 sfo-cfw01 31 27M - 34M 389.6K 1102 8805-8548 15:47, Nove 18:54, Febr 08:47, Nove NGFW
& thv-cfw02 768 10.7M 509K 86.3M 13M 1102 8806-8548 23:18, Move 18:54, Febr 16:17. Nove NGFW
& 01640100 syd-cfw1 3490 29M 201K 37M 197.9K 1102 8806-8548 13:51, Nove 18:54, Febr NGFW

18:49, Febr

1

GUAITT AR Y 7R T loT Security B HE A LD ANul i, 1TH T 204 k£ loT Security,
45 % DA KBS AL TG RAS, 10T Security 155N DANG KBS P2I H &, 10T Security
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BN DA KR &, URAEE VARG SR, BE AR E w5 E&EEMN T
Administration (F5E) > System Events (GRGiFf) rhi& 415k,

INARB ks Ed 25 30 0B A EISR HERI HUE, U 10T Security I BS KAl $ 15 30IRES, A0k
FEREIE) AR B8, WRADYB KA TG IIRAS, Bk BB BUER . “Bi ks TUmd B osph
KEAEE R 7 K 24 /N e/ iE (BCoR FEBLE I TR JERR) AR E) 10T Security (19 H /L
8 W e — 2% HOSRIISTEL, - LUK KR RS .

loT Security yjyif A 7] — il 15,1 57 A5 9 B e it e . FF I B I 0 T 24 S
B K dis— R 1k g 10T Security - 3¢ | L H 4 Mt A 91 0T Security s 47 s e
(A 10T 5 46 4l 1 I 46 U R 47

B hr B 5 r Firewall Request Status (5 kK E&IE SRR Ebs LIREF 10T Security & 15 [EE 4%
ke 7 Kk 8 0 A5 2 SR EESCRN 1P Rk 2] 488 46 W B 1937 R

Firewall Request Status

Status Request Type Latest Request # of Request
@ PFulling/not Pulling Policy Recommendations Nov 10, 2023, 09:21 0
Live: IP address-to-device Mappings Feb 7, 2024, 20:38 260.6K

2 1oT Security fEid 2 30 70-8h AN S — MR, AREEbROSR G, RN A,

ST AEE 2 30 0 N B H SRR R E loT Security 19 - 5h/4:8h HA Xl kb, 5EshE5
KIGPPIRZS BN Receiving logs (IEFESZM H &) o B 7 EHH R 30519 30-60 7008, #73hB5 K
IR B 27N Not receiving logs CRICEI H L) o fEibiliE], JOIRZESW BN Receiving
logs (IEAE#M H L) , RIS K Not receiving logs CRIGE H &) RZS. HHFHAWEEE O
WL BB J RS R A A C 1 B % 2% 5 e sl (LACP) 8 3h Tl B pa i 28 & 32 1 g iz sh b kkil, 6
e, AR Kk H A RCE T LACP #sh it s B G820, e & B~ 8 Receiving
logs (IEAEFEIHE) | IKVEAWR2E2I1Y ARP 2% H & %% loT Security

DAk 5 S N PAN-0S 9x 7450y 10.0 st egfi e, 9 1R B HA sop e 2 i loT
Security tp gy “YEZN” BB KBTI R “ARIESD” , IBREEA LS
AARaEn, DOeiteamEm r LACP i wibhi,

B kB H SRR 2 E A EIERIRS, ZIRSH H & i AL 3] 10T Security (T4 #7,

FEH, RIREN 10T Security 1T 2R, ek =% Strata Logging Service kit 177 fifi. &

[5, loT Security 2x4bFEFI5 BT M H 50 TR & e i 5 0A TG B0, 4% 25 W7 A O B f s LR

I Rl

o BB TN B G — A
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o DUMEEAAE A
« WHEIRR
o CRARER RS T
«  (Medical loT) ##&FlH*

D) LIRS 1 7 foT Security | ot loT Security gy i saiy 01 4 (5 5, 55
loT Security G4 22 ;5 Strata Logging Service B s E A, 155 Strata
Logging Service [&fh 2
“Blj il 1 ESETRAS” #20 BoR 1oT Security J& 7633 25 30 204 M 1 2510 R IR 55 i 2
EAL. DHCP. DHCP ACK. ARP. it fIEr H &0 H S, WAy, WPRZA N Live Data (5E
BFEE) o dAEs, WIMRZES N No Live Data (CESERT#i#is) .

Firewall Log Type Status

Type Status Latest Log Log Events Log Bytes Ave. Latency Max Latency
Total Live Data Feb 7, 2024, 20:50 lily 1658 2287TB lis 1 min 43 min

EAL Live Data Feb 7.2024.20:50 laks 118 18978 ks 1 min 26min
DHCP Live Data Feb 7.2024.20:50 lak 25m 8.26GE Ik 1 i

DHCP ACK Live Data Feb 7, 2024, 20:50 [l 54326 113GB laly 1 min

Traffic Live Data Feb 7. 2024, 20:50 ks 158 215078 ks 1 min 43min
Threat Live Data Feb 7. 2024, 20:50 laks 1402m 280.15GB ks 1 min 2min

ARP Live Data Feb 7. 2024, 20:50 ik 1460 193.76GB ks 1 min

GTPlogs @ ® Nolive Data - iy 0 0B ks 0 0

2RAE N Live Data RIS Edln) I, XIFASERA I A 16 8B K Al /e 25 30 708y 1i) H&id
SRS K% ¢ H AT, RAATRIE TaER, HE AR e HE T T = A B —ANE s B s A Tt
BelE, IFH 0 A IR S5  E TR S LR B AR ] H SR XA 5 2 1oT SecurityHog, 250K
A4 No Live Data CLsEif#udls) |, MWW LUBEIRBAF IS5, (eid 2k 30 700N, HEidsIkS
ARMCENR FAEATBG KA H ST

IR 7 119 B) K iR Ay Active (55gh) s Inactive (Jkigizgy) | R s o
P, e 30 kb a— &, DUINRIZR /N BT, S5, B s H SRR
AP . AR TR, 5 ks F SRS Ha B RIX Pu R 0 G 3T
MERRA . I, FIASIRASHE R 282 18] A7 B2 H BT IS 11 A DU

Behrg e SR "SI B B L, RS A, b s A SRR R
15 S
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https://www.paloaltonetworks.com/resources/datasheets/cortex-data-lake-privacy

loT Security Mk

Log Events of Total Logs

AN EER, RN 10T Security MCRIY H AT, =4 10K UL T A B ) L 3 2

Wiy 1 Week (1 8) I, HELL7 A 24 /NNOyEFEE R, Bk 7 K, B0 g %

BN 1Day (1°X) I, HIELl 6 4> 4 /NEoybE R s, Mk 24 /hi . SR HBE N 1

Hour (1/1Nif) i, #dll 6 4> 10 7 Bholalfaor, #iaaid 25 60 7odh. F kR Bt AE 4 A Hd
Ak, TR A A REE S A S TR,

Behr B A AR ” F by B Ebs b, nESI A, Job & A7 %B KBEK Bk
AR R RS 1 R 5 10T Security F2UCEATTI IS Ta) 2 )19 SEIR A5 2.

Average Latency of Total Logs

SR T TV I TR g 2 BiE ) 1 Week (1) I, MR R 25 7 Kfg RIAGIEE. 41
Wi pgsi &)y 1 Day (1K) I, PFHIEELL 6 4> 4 /N oylEkERoR, a2k 24 /. 41
¥ HwEy 1 Hour (17D i, UL 2% 60 708 NI G GEIR PA 6 4> 10 73 BhiylalbE 2o, #6
PR AE A AN B L, RS AT M S A (S R TR,

“Bi kR ST A E AN K, G IT I 10T Security ARSI RTAT B kB . 48 mT DAGE
FZIES T H (RRERE B A A IR OSBRSSk TG b R EdE, Rk
WIVIRAS EWLA. 7205 IP HullE (BRSSO Bl D DU AESL BIg 171y PAN-OS fili A4t
%0 B R HAR LN BORE . A4S 10T S dfiliAs. App-I1D R TR - P 28 RCASFITBE S B85 T HIE
KA [Prod (4:7%) . Eval (¥Ffh) =% Lab] %1, 1 &Ki%E#Z 1oT Security I, #4838 0] DLE B RN
KBS CERTERIEE T AN AN AT L) AR RIZRAY H G S pno s, DUCE E AL ISR
(B[] &
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Firewalls (4,131)

status ‘Serial Number

BOANE AL &, “loT Fdhb AT S b ] Mo AR AR B RAEZesh, T iyl n] WrEEbr (5T
I6£8) , rikFF loT Dictionary Ver (loT i JitiicA) o BESE RAEANE Ik by S Sc Ryl

Fo BIMAREPIE KA — R, IO SAESAROR ZIZEE I, ¢, BoACE 1-218, RJG1E
PR G (AR W EBRACZ 5D A lloA: 2-221,

BT A B KSR A AT R 1oT -y il 5 BUEHTbcAS . AR SRBl Jcs (i i I iy 3 (R T2
B EETI IR Es) |, MIE B Device-I1D 57 2 e i A T4 4= g AR o AR HHE Tt 1
S G TR e sz, LUE N A K SR A 0T T 5 MRS &8 LagkcA (R
a2 I, BRI EDERATE FEE.

iz PAN-OS 1k 10.0 o o b Ay ) okt o+ =% f Device-ID gy loT i - i1
T Ay PAN-OS s gt 51 b o — ANl 26

N RE - BRI WRaE 1 B K% & 2231 1oT Security 19 H S B Edis 870, (KA i A&/
1% 10T Security 7521 loT X H &,

I AT FN LT R B I8l N — N Sk iR B 81 S — AN vl s 1R T

R BB KBS 7105, e B —AN A, b a A e Bl ks 0B E R, el
B loT Security 2 AiJe @& IE 2 ICSERT 2008 . nclr H SRR AR, Bl 8. PR DK

N Wik TURRERI RS JE S [1 Week (1) .« 1Day (1K) =1 Hour (1/)) ] NHY
I KAEIR -
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Type

Total

EAL

DHCP
DHCP ACK
Traffic
Threat
ARP

Tunnel

Log Status for 012501000789

Status

[ ]

Live Data

Live Data

Live Data

Live Data

Live Data

Live Data

Live Data

Mo Live Data

Latest Log

Feb 7, 2024,
Feb 7, 2024,
Feb 7, 2024,
Feb 7, 2024,
Feb 7, 2024,
Feb 7, 2024,

Feb 7, 2024,

21:10

21:10

21:10

21:10

21:10

21:10

21:10

Log Events
ks 7301
ks 120
laly 5.6
ks 755
iy 718m
laly 104K
ks 53.4x
Ik o

Ave. Latency Max Latency
Ll.l.l 1 min 3 min

ks 1 min 1 min

L[I,. 1 min 1 min

Ll.l.n 1 min 1 min

Ll.l.n 1 min 3 min

laly 1 min 1 min

Ll.l.l 1 min 1 min

bk o 0
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HA5 Prisma Access 1Y loT Security 5EHOIRAS

£ 10T Security [ 1/, Sk SRR K DU EE 65 T HATIES) 10T Security 1T B8 — 105 k. &
TR RS s BG K BB RN KSR RS . EA R E H Sl kRS B B S S5
DA e A2 HG2RT, SR01, 24 Prisma Access iliid loT Security Fff inZH2E3T 14 1oT Security
B, XL EBORI S S5 H— B KT RS BN,

DAY

24 Prisma Access 14 ] 1oT Security Fff inZHeEEf, & 4E Networks (fX%%) > Networks and

Sites (MZ&ANuL ) > Sites (Uhil) T EM9uh 44 FRE Prisma Access, L1884 Prisma
Access LR — ANl — AL EE N, 1oT Security i NEHEE EATE . M loT Security £
AERE, WA loT WE&MERE K H B4 Prisma Access SZ(K, 53 FE sl w5 & L% .

LAF B 48 LT 7~ Prisma Access PR LN AT I E08T— ARG K BRI vl i G0, DAk LEEs,

Sites (30) +
o m
Name Location Devices 16T Dev... Risk Subnets
Tel A Tel Aviv-Y. 791 16 10.196.0
A CW ydney, N... &0 4 3 10.

Singapore Singapore 315 124 30 101300....

Vil BT A4 4 Prisma Access DL R RIS L

R 40 5 40% 1oT Security CLEH2F] Prisma Access HIF/EE Hik, AT — 2k ZRIMAT (0 5k
75 loT Security A% M Prisma Access #% & %1 Strata Logging Service 19 [ i,

ZHFR : Prisma Access

Location (f\{%) : WIS HiE X T AZE, B kel b o,

B4 IXJE loT Security 7F Prisma Access P47 I 11 T A7 378 £ il it i U ) 11 188 45 s B

loT % 4% : iX /& Prisma Access 7ET A e vl i FiRAI loT W& B e, X2 “R&” JhE R
R MBI 1E,

KU« IXE X Prisma Access PRTHIFTAT loT 154 1 550 HH A s AR XU 1 70

TW X EEEES T A Prisma Access S FE v S T . KA 1oT Security £ 1 f# Prisma Access
IEAERI D ANl L, IR TEESR AT AN T AN b L AT N IR BN G L Bk i
HABAME— TR 2N m . LA T AN, B8 IR e m W

FEAH IR TR AR 2 R A H R TN

J5 0 I 1oT Security 5 BlueCat IPAM 5 Infoblox IPAM 4528 = HE, 3 MiZab 1 i ik 25 4
R, MRS AR B R AL . 2428 = Ji B N2 10T Security [ @RI R G, X B2 BoR—A
FOMEZE o
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B K K

AT [Administration (&) > Firewalls (Fj k%) > Firewalls (85 k%) 1458 H T Prisma
Access, IR0 1oT Security %1715 Prisma Access &L, D0 0T 16 T 57 4 55 7= P 4 il
A, — N T Prisma Access— N T 2GR, IV 1oT Security 5z € 73 Ic P8BS K835 1 3k
TEERFIEIE RS 70 A8 1 54 0, HAKI T 1oT Security #2019 7653 2= 30 234 N M Prisma
Access & =%l Strata Logging Service J{F{] H &,

loT Security 2755 Prisma Access HHGI1 A EHRE &, 1X SEE 0T g JECRT IP ik 513 &1
Wesy, B2 K F Prisma Access Y3k, 40 :

IoT Security fridZ: 30 7% Py ASUCEI T An] S i 13037 2R
IoT Security IEAEMAEN IP Mol 25 20 g ik R,

BT KBS T T ) SR s ik ki, #TJT Administration (49F!) > System Events (GR%ids
), LMEEFREN. Prisma Access A E Pk iin 2 e ALL firewalls,

B 85 TN HL 45350 0 I A (L] 5 Prisma Access AH <%,

T RAE 158 % 145 Prisma Access DA AT — (B KRS &, WA T M) & Prisma Access (1)
SR, DA IR KBS K RO B AR T (5
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L ot w12

B ok B b 3 2 21 H e S Mz 45 1) X 48 B0 1 o 2 1 252 ) 1o T Security 7] DABA 119 25 111 5
i, {t Administration (74'#) > Data Quality CHiE i) T b, &w] LA E loT Security 4
BRI B i, PSS DN 322 P i ORI I (5 4%

IP Ui e B ME— AR IR B %, IERE AT IS TR (A HE RS e BB S . 04 10T Security LA
B BIME — R SPRRET, MPE LA 1P Ui 25, 24 1oT Security 5@ DHCP 2 ARP [ fi# % %%
B IP ok, HRH5E H MAC Huhbisy, DLK 24 loT Security [ &0 IP Mokl (&0 E S
AR RE, LU ILAZONERE IP W&R, B S RAEXFME L. E28 s, MAC ik
J& DHCP & Pt omE— b il i, R0 RIS T, AR IP W& WIALIE L R faie, &KW1 IP
HHE A AEARY DHCP &7 b 2 [56 8%, W% 1P sl &4 1P B8 1 ME—FRiner,

(5 1215 2 Y 45 J 48 10T Security W LGS T 70% 191545 1 3E 1 R B %% . 1oT Security $2 457
T 28 B A5 FE N IO A I SR SRR 85 2 —, {E#A R, BB A MINE, I
SRR AN EAS S5 Z 0B 0 & 100 2], M 100 RS, i Bk
PREL KA 1oT Security (XA & S IE (S S5 0805 (90-100%),  Ff H AR 25—/ Nk iy &k
RO TR, F 2Bl kRS A P R hE B A g

1815 5 73 M 3 % 10T Security i SLig g B il (S K S, U TE ST 19 451 2

¥, loT Security 45 =A@ gl & (90-100%)  r}: (70-89%) (s (0-69%)
245 1) 1A A 55 e b 19 Bl 1175, ATE 1o Security JE4T /0BT, B4 (1 LUk L
WA 7, PG kR A B R R ) HGIC RS ES, 1oT Security 7] LR %, IF
LA T 0 AT, KRR LY B S I (5 K

BETT AR s P28 D 1P S sl A (S B B B0, DU TR 2R B8 o 2% L i i By
Horke, M ey, a] DIKERT L 10T Security [EAE 2B HURAI BT, X7 tid &
30 KW MHT A B & FRIT)

TEAN B 5 A A MR e, S8 1oT Security (B K fif 2 19 2% E 1P v s MIHIC 18£S 22 B 45 1Y
Wz . B, InRER HAREAIL RBIRIRA oT B, T ge R RE LTI A — 2Py
AT SR 0T Security, (EIRXFGOL T, w7232 1P Sy sl BIMECIE (5 1 3046 1 1 0 ORI 2 3 Y
2 LJE loT W&o, fis.2, ZBR— MERHFRE A, FFTIZ A9 R EE i
HAREAT 20 o ARAEI R 25 L 1P i s MIHEC (S B B O B0l TIUY], 3 5 8 I L3 kit
BOFEAG AT T LU A X SE e 1

(EMBBIGHT AL A, SlF 1R R 2 AR R 2 I, LAt [T Security i 73k
BB TR ORI, B, WBMEE SR TR, (R 25, I
HEATIEE, R4 R ARG AT I
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R 52 PCAP

BB K BRI B A (PCAP) LI Ao B2 8L 1oT Security #F 52 [ BB T s (3K,
I B SRR BUE 10 E EAE S 10T Security SKHEFTE 2k 70T, 1oT Security #7452 [F] BAY 7E 24 22
IFHEFTBUR AHEER, B, A RIL% b B 08 A% R e R R e L it i 5 SR R
i LT TS ST o 2R A SRV R 2 BB, PRI e AT IAS 2 2 ) 1 1 Bh K B

PCAP {44 A7 4if, A loT Security #FE BIBAK R A BEVT Mo (£ M5, 88 n] LLF-Bhil
iz se 5ok, ] DASES 30 KJmik'e H shibe

N T Ak 10T Security 42 BB\ G T PCAP MBS KB Y FIL T I C RO, 8 6230 04 2L 2 B K
VFHI SRR I BLR

LR I 1 POAP, e gk 4esg 17
* PAN-OS 11.0.4 g w5y 11.0 pg 4
* PAN-OS 11.1.0 g & 251 A

STEP 1| %3 PAN-OS F:% % openconfig Fff iz 4,
1. #%#¢ Device (¥ #%) > Plugins (i ngifl:) JF#%% openconfig.
2. MERAR 2.1.0 S ERROR,  ARTEET Install (ZdE)
STEP 2| i L HAG A B A ST A & LR I ik /1 555 1oT Security [1)7.
STEP 3| 1A 2B ki - FZ AL PCAP,
1. #%$# Administration (i52) > Firewalls (k%) > On-demand PCAP (4%7; PCAP) ,
R Add () (+) Elbx.
2. 5Bt A BT A LA FRIG HR BB SR i 5 A hG o
3. WIE AP ki EAZ A PCAP (i Al B, wTLAE 1AM 34 H, ] DL R,
YAV BN, PCAP $4J< E£AERG K5 FIRTFIIFAL. AARTE 4L, W] LA SLH T B2 AL
PCAP, R, f&n] LIAEE R kI 712 B PCAP AU,
4. Confirm (ffiih) FZHL.
5. ZAr HABES kEE PR PCAP, 15 FEE XL

STEP 4| {2 AN ki EHOf AL PCAP,
SRS KRS EIGHXT PCAP 1 FZ L
1 FRL K BRI AN AN K
2. Unauthorize (FUf#ZHD FTikp) k.

0 RS ANl J i Ty POAP bz, st o Loty
Reauthorize (EFH2RD EFF.
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loT Security 528 = 7 /=iy Sk

75 loT Security HHIEM L E1Y 10T W& FERIEATE BT L2 in, a5 R
KEGLL K Prisma Access it 8, DARIP BN & & FINZE . 1hst, ik T LK loT Security 52
iR, DR R E I aen EVERL, ¥ loT A A Sk, filln, a2& 51l PEd (NAC)
fig )i %2 5 10T Security R, &0 LAARVFSHE 48 L 5 43 A L3R AT 10T B4 1) 2515

i) . 10T Security J 3B AT LUK 3% NAC 528 2R itk o9 422 1 28 A 15 SR Bea 55 A7 A0 1l 2 A7 42 42
W loT . AWHERGE —A 1Bk Ty, B loT Security 526 = Hr=i b= R &G R, A
AR BE S — AN T AT, BT 1oT Security MEE =75 7= iz 2w g e 5. SRR 5 T loT
Security DyfE, GIAN5EE = I RRL T 19 R,

AT AT LUK 1oT Security 528 — )7 R R, 2 =Pk e mid L APLK; Cortex XSOAR 5
loT Security 4 :

o HAAILWFEAE. iR Cortex XSOAR SE4I1 1oT Security 23 (55426 3K 1oT Security
B TR g, B 2B R S 1 B2 ) SE R RS XSOAR S5, ERASMS 2

loT Security g5 — )5 $f bt gL /- o S S5 ey Cortex XSOAR ez, s J i
g pkfG, 10T Security 2y 2 A: e — A Shfe 47 i 24645 XSOAR sz ( 5523ty
Cortex XSOAR =i o<ja) - LAy 10T Security sggj (4 Frp 5k
o (HHIAHL. LHBESE 2 Cortex XSOAR AR5 #3528 loT Security
o JHEFF 2R Cortex XSOAR 5244, wlijjin] 1oT Security API

479% 10T Security £V =BG, TES W loT Security G245 1,
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loT Security fl FedRAMP

PG HS JR IS A1 2 B BRI (FedRAMP) St 6 B BURF I — T TH R, 5 A e i3 IS BORT (8 1 42 4= 1) = i
%o MLHE FIPS Ry 199 %4055, VAN rh S5 22 22 5 M 2 1) b E 5358 G0 % P2 BUATfidg LA BE
JFF%HE, Palo Alto Networks loT Security z £.35 4 FedRAMP Moderate #741.

loT Security FedRAMP Moderate fif ik /5 4 5 AE LT R AR UEAL R VEGL . FERURIRR 82

M7= SRR 45 10 2 B BUM MUK E T, B30 B e85 S5 E B Ak 55 AR pak ek i, loT
Security FedRAMP Moderate fi# ¥t J5 % /F N — ML Riz s .

loT Security PV gk 15 25 F1 10T Security FedRAMP Moderate fif# th )7 247 AE LA F 25
& AZBE ST S SKU ¥ B3RS 10T Security FedRAMP Moderate fif ik )7 %
* loT Security FedRAMP Moderate i /7 X VT FedRAMP FZ ALY A 53 15 19 Bk

* 117} Palo Alto Networks X FedRAMP FH F it il P04 77 15 1 A% A2 42 SRR, I A 250N 7
W #4069 10T Security 177 A% BT 7 24t Palo Alto Networks & )7 112 55 LUK —AS 1P J k#1136,
LA R A FE RS kB IS RS VPN S 1 NAT BE4 R, TE e ft
NAT $H PG 1P b4 0 1P Mokl (IS Eese td G e il <7 Fr SR TG, & RS
BB S AL R R B N SR, Z SR VR P MO e bk S Rl T

o UM, W eI A Cortex XSOAR fili45 %5, FedRAMP L I {1 ¥ g
HEAE FIPS floA (R5 45 FIPS 140-2 #riff) RYAMBA IS TR U7 R A 1

AT S 10T Security w1 g gl v ety 10T Security gy =5 41y
J] A< sy Cortex XSOAR jyp 4.5

XFT- Prisma Access il FIPS f0 0 R —B5 KB, 1oT Security =7 522 4= SR HI U] 15ORN 56 T
Device-ID ) F s bZA5 5L, (111] CLI fidi& PAN-OS Edge it 45 LG22 Device-ID #1EFil loT
Security % E# 1 o

fw> configure fw# set deviceconfig setting iot edge address \
iot.services-edge.pubsec-cloud.paloaltonetworks.com fw# commit
fw# quit fw> debug software restart process icd

4% Palo Alto Networks loT Security FedRAMP AU 215 8, & Vi) LA F Wk
* FedRAMP 9B J5 Mk

+ FedRAMP Marketplace _E[1J Palo Alto Networks fi# 7 %
* FedRAMP 174Nz %% Palo Alto Networks 3k
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https://support.paloaltonetworks.com/Support/Index
https://www.paloaltonetworks.com/cortex/cortex-xsoar
https://docs.paloaltonetworks.com/cortex/cortex-xsoar/6-6/cortex-xsoar-admin/cortex-xsoar-overview/fips-version-of-cortex-xsoar
https://docs.paloaltonetworks.com/iot/iot-security-integration/get-started-with-iot-security-integrations/third-party-integrations-using-on-premises-xsoar.html
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/certifications/enable-fips-and-common-criteria-support
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-cli-quick-start/use-the-cli
https://www.fedramp.gov/
https://marketplace.fedramp.gov/#!/products?sort=productName&productNameSearch=Palo%20Alto%20Networks
https://www.paloaltonetworks.com/security-for/government/fedramp
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loT & #% K I

5l e 2 MR T 5776, loT e e & I TR G, RLEBE F A AR E 5T
—UEAL55, JFH 10T Security fif iR 5 4 SR IE 5 A ] B2 281 99 2R AT L.

TS 1oT WA TEM % FAR RIS MURF IO e . R AR & I A 281, — e 21 Palo Alto
Networks 5 KBSt LM i i, R HEREE H Gl kRS . XL H S 1E H &
(BEH R cEdE) R R & (G R AR A8 3mEdE) o loT
Security M B EIER MRS V5 i B, IR Lt pLEs 2 S SR = 2 0 M R Gk 0 BT I 4517
NI EREILL . Rn, ERZIEE S b O & T A T IR (HREAE R, 1S
% 10T Security Milt, X8, ©H0FT LAAE & HMAERE, FHOSAIE —ANACIE SO, TR &k
TR, BENE. S, BERGESE, loT Security H 3 & & 1T NECIE SCF, WAL
AT AL DL S AR 2411950 A5 B,

loT Security F#4E5% ) HAEF WA AT NMITRBNILL o WY ) IR IE 1 SCE T T g s Ta) ke - LA AL
F

o WAAAEMZS TR ERFREE 4] 2 1oT Security X P2 42 A I e W25 19 20 AT Loz AR A B i e i 18
W INEH L EUE ST,

o W EA LD NHIRI RIS ARS8 %, b LOER I shikt, Noe ] BLR
B 28 5 N 2o & 22 B 1

o FANEEMIT N S E LT BN, 10T Security 2 > B M TE G 28111 A Heaf ST EEBE TR PLES ALY
S %,

loT Security /%% -7 BLFIR B % £ 2/~ AF 1oT Security [ 177 F) “i&4” Wi b,
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loT Security ¥ 4% 71 [

fELETTIAT [Assets (%E77) > Devices (W 4) 1+, ﬂuﬁﬁﬁﬁfjﬂiftf”k?ﬂﬁ’]ﬁﬁﬁﬁ%ﬂ’ﬁﬁ
B LK N AT WA BCE S, T AN - T L BRI BRI e s . 2%
VAV e R DL R B A& A
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Devices  IPEndpoints  User-Defined Static IP Devices a
Filter CQuery Al Sites ~ | AllDevices ~ | 1Menth v || = AddFilters ~ a9
Distribution
Al devices
‘ Device Type | Devices Categorles Profiles Devices at Risk
® Teaditional IT 2,041 New 18794 2 & 7
® Network Devices 159 New 1616 5 33 97
® Office 4New 1142 14 a7 165
T Devices 27 New 574 2 5 79
® Facity 281 5 15 29
Device Distribution by Type
o 1-509 >
m I6T Security reassessed 81 items identified as separate devices as interfaces on 40 multi-interface devices. View All Recommendations
Inventory (24,219)
a & m
Status. Risk Device Name Profile IP Address. Last Activity Category Confidence Level Asset Criticality
- 7 a2 500-WHS Raspberry Pi Device 101965634 07:42, January 26, 2024 Personal Comput High Medium
- Ao thv1nvr02pw.paloaltonetwork Dell Computer 10.19653.178 07:42, January 26, 2024 Personal Computer High Medium
- Ao 1086911 PC-Windows 108.69.11 07:42, Jamary 26, 2024 Personal Computer Medium Medium
- A2 10.46.168.10 Palo Alto Networks Device 10.46.188.10 07:42, January 26, 2024 Network Security Equipment Low Medium
- A 20 M-KFIDFACLT7 Macintash 10196102122 07:42, Jamary 26, 2024 Personal Comput High Medium
- A 10 00:50:56:b8:71; Palo Alto Networks Manage. .. 100.30.174 07:42, January 26, 2024 Network Security Equipment High Medium
- A 2 M-DGKVMHQTIIGR Macintosh 10.19674.188 07:42, January 26, 2024 Personal Computer High Medium
- A 10 00:50:56:58:9¢:9b Palo Alto Networks Deviee 10.0.6022 07:42, January 26, 2024 Network Security Equipment High Medium
- M-HFS2NKL2KG 10.196.100.188 07:42, January 24, High
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TMWEA ST ss, M FPedib i, WERES GRS &R WS « WIS A
B BoRiBE . 41 A i S B . T A T AR AR TG . M MRS AT o, 1
— AN BEE AT ] A2 R JE RS A IR R P ok, XS PR S P BoR AR R a4 . B
Download (F#%) KE#r (#)> Download (F#k) . X TSy RN, loT Security ® 5T
HiE R HEEE, LR el P e G el I,

Download
Create report E

Download change log

NECEEIE AT S AL . B Create report (BIEHR ) KR4I — N Hri il b g 5 1 ok
TR, AT DAL A DL NSRRI T RIS 2 i KU BT R e .
Download change log (F# i H &) FHIEFEMAS B IR AR —A> CSV A&y sk, T IERE
EBEIPIAS B I &G AR L, 1oT Security Sk 2 FF R 800 Aol SO, Al SCFmeE,
TERGH . WS IP HhkFn 1 45 s 7 Br i AR (L,

BT D I ol B 2 TP P AT AR 2R R ) R H e

TR AR T MER TH, bR AR BT DU R i o Vel A REBR A
Fhr 205, BIELhE. Al SO R ERR BT AT e, ] LU IR e 70 41 b BT AT e 1)
HRREE A TR

WA TRV B E SGEIE RS TR, wTDAET 10T Security /B3 L8t BRI A, SEE1HIF
LT DE 2 sN 2 BT RN YIS yg s, 1K Falt Filter GiERR) bR (=),

FEHN BRI JE RS XIENE b, P2 i IR R A JE RS, 2% #iii Create a new filter (1] & T
TPERS) TBE, RIS TR & B AR,

Filters O Reset filter

Select a saved filter (40) b

Profile

Close

Vendor

Model

OS5 Family

T I PR IR AE

=
>
e
18

AN
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7
Filters O Reset filter
soved filter (40) w
Details
. F!.i;;k hd ; ~
+ Add Critical
[ Include global filter data High
Medium
Low

%E%EﬁTEEXLW%¢bE%%Lﬁ” L4535 Include global filter data (1245 % it ﬁ
PR W, AT DUAE N BT E S 1 8 ST B Rk A e A& SRR ()1 A hy i E RS
mﬁtxfﬁﬁTu@%éw%E TyERS, i%W%WE&E¢W%bM,WTuﬁmW&F%%
it e RS m%wiﬁ%hMmmngNEMﬂaOWAﬁh TUEEE) | W E O S e R R
@mwfﬁbﬁﬁﬂﬁﬁﬂ%% TyERs

= All Sites Monitored De... v All Devices v
Filters O Reset filter >
Details: -
All Sites v
All Devices v
m
1 Day e
-
+ Add
Include global filter data
/"_"\_
Close | )
M

B P RS T AR AT JE s AR R BT, iy Apply ORI RITaT {1 e R G 5 22 )
o
gon] Ll g 5 e H-Htazh S bR U AS[R] (1) 7 i K BT Pk 211 s 23S B e i 1,

R LTS R R4, i Columns (F1) Elbr (CfiEE L) , IEFEEANIINS

M,%F@Vﬁ%ﬁmﬂ B RN S EoR, G RERNER SN 2 B0, (58 2% T H Pk
AN F bR
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GE

E

[ Basic [ custom Attribute
Status [ Asset Criticality

] Purdue Level
Profile

IP Address

MAC Address

[ Category

[] Confidence Level
[0 Cenfidence Score
[] Description

[ site

[J Common Name
[ Distinguished Name
[ 54M Account Name

[ e

[ 1dentity

O Tvee

Vendor

[ oulvendor
Model

os

[] ©s support
[ Infrastructure Device
[ osVersion
[ Serial Number
[] Department
[] Asset Tag

[ Lecation

[ aer

[ mebile

[ mabile Equipment Identity
[ Mebile Subscriber Identity
[J Mobile Subscriber ISDN
[ wobile apn

[ Radic Access Technology

[ mobile

[ m

[ Mebile Network Code
[ Mebile Country Code
[ Mobile TAC

[ Network Slice
[ Mobile Device

[ Network

VLAN I

VLAN Description
[ wianacy

[ interfaces

[ subnet

[] AD Groups

[ wired - Wireless
[ oHee

[ Network Location
[ Switch Name

[ switch Port

[ swich P

[ Network Segments
[ Ssource

[ emms source
[ cmms Category
[ cmms state

[] AD Domain

[ AD username

[ NAC Source

[] NAC Profile

[ NAC Authentication
[] External lnventary Sync

[] External Inventory Sync Time
[[] External inventory Sync Field

[] Has Children

[ ParentiD

[ Access Point Name
[] Access Peint IP

[ ssip

[ wi-FiAuth Status

[ wi-FiAuth Timestamp
[] EaPMethod

[[] AD Join Status

[ Blueteoth Type

[ Biuetooth Device Type
[ Firmware Version

[ Hardware Type

[ MAT Device

[] wireless Tethering Device
[] SD-WaN Site Name
[] SD-waN Device Name
[[] SD-WAN Interface Name
[[] EDRIsolated Status
[[] EDR Operational Status
[ EDR Group Name

[ security

Risk

[ Baseline

[] Endpoint Protection

[ Endpoint Protection Vendor

[ Endpoint Protection Last Activity
[ P

[ SMB version

[ Eneryption Cipher

[J Authentication Method

[ rssl

[ shR

[ mos2

[ PHiI Transmission Support

[ PHiI Types
[] Remote Service Support
[ Remote Patch Support
[ urique Password

[0 Antivirus Instaliability
[] Antivirus Patchability
[ Encrypted PH

[ Data Encryption at Rest

[ TraFFIC

Last Activity
[] Applications
[ software

[ software Components
[J Intemet Access
[J Countries

[ Restricted Traffic
[ Last Login

[ Firewall

[[] First Seen

[ Onboarding Device

[[] Encryption of Private Data Prior to Transmission

[ wrilization
[ images

[[] Total Scan Time{min}
[] Case Studies

SHRELARFILE, 3
ke rh— A%

BRI R IEAE,

i Reset to default (& NEGAE) .
M2 HEL “ 47 A “Ymtd” $25.

Inventory (2,580)

-.- A 10

AP_8 04

Device Name

$E? Edit (4i%H) I, REATIF—DXFIEAE, By DI g loT MRS IT ZIE ik 8407

HABBL AL - R
B AL AR,

3| N Y N

HERipE, M5, EIERG RS,

BRAEARGEA, (7

i—'l”‘%zﬂﬁiﬂiﬁ%#ﬁﬂﬁ LAE(TRIERS, S8 TSR e e & Tk, JF A

ML,

T B w1 A I N0,

WO IEAE B S5 10 G

AR
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Edit Device

00:50:c2:BcB%-6a

Pumatronix imoge Copturing Device

TN T T~

RUE T & n, (EdEl S e AZIPLEs 272, R loT Security ffiEi A G55, ©%
{95 F s sl s oy B BTN 2R LR, IR 8 RAR RS T B2 . X5, loT Security 22 (&
UG R R, H T BT % B8 b [A) — 2RI Lk 4%

INRIEAE A T BeP AN Z, (AR BUE SRR, W B “T5 B EA17 k0.

Edit Device

00:50:c2:BcBdba

(T EIE TS K 10T Security 91z s QI — N80 . ARG RAGEIRAE, PR INIZSEn] —
ABGE T EEIHTE RN, ST A4 loT Security %77 .

loT Security /7 ;1§54 February 2024

202

©2024 Palo Alto Networks, Inc.



KL 0T e I B i A

Request New Cotegory

supen@zinghac.com X

S 0530 MR A TN, A 0 2 A e 7 it 3o SR 11 24
. AR B T IR, LU TR

Profile

12 devices selected o~
Device name Wpe Category
oT F Phone
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loT Security & £ A0S L UL A

HEAA RGNS S, TE P&y, An, loT Security 7/ 2 S s& FEA (S B
i, WAL LA

FRiR

Active Directory J& It (J5 H Cloud Identity Engine 5 &%)

W ()
E

S

i

. W

. BRI

o HRIEULPE

o LR

MDS2 OfI FEES7 1T #4)
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Device Details

*  00:50:56:bf:7ci6c [0

Risk Score 100 /2  Alerts 15 @

Network Management
PRTG Network Monitor

High

98 O

13:06 April 27, 2021

Last Activity: 06:01 March 23, 2021

Software

Applications Internal

Connections

Payloads Internet

Current Behaviors ()

IDENTITY

Site

International

Countries
SECURITY

Risks (15)

o 1 Day

o a0y
( n LI
\ New device page @ gz

2GIG Technologies 00:50:56:bf 7c:bf
Windows 101231
10.136 20
10.136 10.0.20/23
Follow Up » Q2 20210 wired
sw-name (§)
switch-ip
ap Q@
apip )
1117
No
ADDITIONAL NETWORK DATA
100 ™
[ 20
No

19:54 August 10, 2020
13:06 April 27, 2021

Alerts

loT Security &2 J1 5 F4 February 2024

205

©2024 Palo Alto Networks, Inc.




KL 10T 8463 0L

© U TGEES I & 43 5 7042 BEIRUR B, Gl ag (SRARACIE S, LRI R A S LR E RS
LUK A T 1 - I 28 O TR S R

loT Security |77 Py G AT 7By, 44 0T Security wyf= f i, S nriE &AL
I A R 1 B 40 D ) TR S L

Active Directory )&Vt (J3 H Cloud Identity Engine 55 i %)

s O A Active Directory (AD) 5 Cloud Identity Engine (CIE) [m)25, 3§ H. CIE fiLf* 514

1 loT Security FLP A7 TR —FHLP IR SS4H (TSG) v, & a] LUK 1oT Security 5 CIE 525, @ H A4
B, ] LR A 10T Security RIL ¥4 — EE&M) AD 19—587), Mk —2 AD @1 LU R
(A TEA S DT [, BV A Active Directory Wik s, ] LIRS &1 AD In AR K
TR RIE b i R

S04 1oT Security 45 CIE 458, & LH A I BRI H P S 47 & 3% 1oT Security 177, EFF
Integrations (%) > Cloud Identity Engine Integration (=555 %E) | RIGHITFH,
U B T T 4 b,

Cloud Identity Engine »

Retrieve device attributes from your Active Directory via Cloud Identity Engine

Tenant Name:

Region: Americas

stz s () seprartsm CIE gLpr .

N 1oT Security M\ Hub 1 fi# CIE FL & e 3 TSG 19—y, ©¥ RvrE s HER, 1 loT
Security fll CIE #JE [ —> TSG gL, RAE, WYIHE L R(E, SOkl Los A%

B, 1oT Security (XS — Kok EXIAA L 24 /s ¥ 237 kg% Active Directory &1, A5
24 /B REAT R HAE SR, CIREEE B KA T 24 /e, ISP 3+ T d T AR A~ 2
bR FTEA, ) 4EE T )AL, 10T Security 224517 CIE, FEFFAHLHE CIE/AD iR
FEVERC W g, DA MR SE 15 2 AE 18 17 AD v, PERCIEE RS AD whisi H # F5%F 1oT Security Hi7y
WA FRHEAT IR . W T AD %4, 1oT Security 34528 DL N J@ M LR R (0 R 44 VELRS S T Al
o

M, Active Directory w4y v % J@ M
AD &, (ON)

WA FR (10T Security 7£5 loT Security PRERGEIA
(14 FRVCELTY Active Directory rraF £ 544
ZPRVEECHI T A FR . 44 PUACT N, loT
Security [ 5 M Active Directory £ 2% %% 8
P,

S GRS 0S k%5t
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LK P S (SAM) K R s

AD 4 ExEF GXIEWRA o — X AD #1750
RIS a]. B2k E AD lastLogon J& M, )

Ja l CIE )5, XEEE MK B R Assets (%77) > Devices (¥ 4%) TLMHI A DL W 44
Y015 LT IAIY) Active Directory J& 15520+, 10T Security ¥ CIE #5% (7A@t CIE (19 Ay
AD) &5 M Active Directory i 1 i J& K5,

+ Qcc4d:7a:b3:2c:2c @ ( Newdevicepsge & ) X i
Risk Score 100 /2 Alerts4 @ IDENTITY

3D Systems Corporation (6} Ocicd:7ah3:2c2c

Super Micro Computer, Inc 10.0.28.27

null 1 24 @

1 10.00.0/8[A

CustonTag » 11
Cisco ISE > In Scope.

y Aruba ClearPass » In Scope

Site Default Site
Categor 3D Printer

us
3D Systems Device[
High
100 O ACTIVE DIRECTORY ATTRIBUTES
11:19 October 03, 2023

Yes @

Last Activity: 21:17 October 02, 2023
Computer12 (O

CN=Computer12,CN=Users,DC=cloud_identity_engine,DC=com ()

COMPUTER12S

["CN=Machine_WinRMOverSSL_Enabled,OU=Privileged System Groups OU=Global Groups,0U=Security
Groups,DC=acmecorp,DC=be’ CN=Terminal Server License Servers CN=Builtin, DC=acmecorp, DCxbe ' CN=Cert
Publishers,CN=Users,DC=acmecorp, DC=be"

ce dat. No

20 Items

Source: On-prem AD via CIE
Last Login Sep 16,2023, 1:10:40 AM(133393266944637441) D Lpee Update: 23:01 September 21, 2023

XFREHE R, 10T Security (EHIEHT WAV ECHME, LI E el 4% i i b el S
KL B, BRI R EIRE A A B AT, BIEE 10T Security Ji ki 4 1¢ ©
fE 2 1 AN R :
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e 0 8 B ) 1 25 T AR e sl B IR R AL

Ay il -
A Fr o5

OS T4l A EHUEL
OS A vlan

1R 1oT Security [ 2L —ANEIERI IR, B et % Rl kit i 7 EInE, Rn
TRl R (RS CIE 2B 1 FSIFE. JEAZE T

o AL R 5 SO AT T AR I A B () S 1 I AE .
o CHERESREC 1A HTAER I G AT R R SR IR JE T A, AR G 4% 3
i Al SR T SR 1 RO AE

gt (E) P WhE RS RV AR, AR B RS 20 DL R B 5 58 B
et b, AT TN RS TR AR T ORI PRG, R GEd) BRI GRLeiiE
Hia%) .

MY VRS B A R ST A, 1oT Security 45 —AS MDS2 2 0F, BB R SO 1 i
A DN EIRSWE S, Bl

o mFRARSS AN TS EE

o AN ATERR(S B (PHI) 2R RL 46 -l 45

o Bl AT R AT e R

o AR N

o JEA AT RS R R S R 1

o KU N AR AR TS

o ZFRSRTH P S ISR

loT Security i ] MDS2 SCF &I J@ME K A 4 % & 1 SR8 G 2 ]« 35T MDS2 J& M AU
PRISEA T AR 45 I D 0 ) — 5 2

JRURSE - DR 515 70 D 0 TS 4 L T B TR PRl P e e A AR ety I RS P4 TR 2R I
R, LSRR, b S S R TR (S L
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1Month Risk Score Trend | Alert Histary
052 05113 05014 0515 03/16 0517 0s/19 05/20 0521 0522 05/23 05/24 0523 05/26 0527 05/28 052
3 Risks Associated
[V] Uncontrolled New Internet Destinations
Status New Assignee Assign Risk Events
@ sk Detecred
An abnormally high number of new Internet destinations can cause anomalous network behaviors. Making uncontrolled connections to a large number of new .
Internet destinations poses a security risk for — Mare -
-
209
13
: o Mare
Directio Outbound
Zone External
[¥] New Internet Application Usage
Status New Assignee Assign Risk Events
. Risk Detected
Starting multiple new or unautherized Internet applications on this loT device is net normal. It deviates from the baseline and poses a security risk.
fortnite  google-base  icmp  netflix-base

2 1oT Security X RS KU AT NI, B R 2 WAE, B DU I Z 7, I BEE AT 5 R X
T A 4% 19 52 W8 LUK 0 ] i R B ) B 245 )

loT Security 45 H! i {5 ¥4 February 2024 209 ©2024 Palo Alto Networks, Inc.



KL 0T e I B i A

Alerts (3)

= Active (3) /1 month alerts

[H NetBSD nftp Url Fetching Command Execution Vulnerability (CVE-2014-8517)
NetBSD tnftp is prone to a command execution vulnerability while parsing certain crafted HTTP reaponses. The vulnerability is due to the lack of proper checks HTTP

responses, leading to an . More

Vulnerability
Tridium Controller
31488

37835
code-execution

wvulnerabiliy

CVE-2014-8517
reference
Firewall

2z

542-bisma-p5250-m
Terminated the session and sent a TCP reset to both sides of the connection

ethernet

ethernet

More Insights
Recommendation

Instzll software updates in 2 timely manner to prevent the sxploit of known vulnershilities.
Check network traffic coming 1o and fram the device an the device details page and enabls trustad
behavior by applying an ACL (access control list) to allow only essential traffic to and from resources
=t specific IP addresses

Take the device 00:01:f0:90:2d.78 offline.

Alert Events

. Alert Detected

Hide =

XF UL TR B S A5 () HoAT MDS2 KU ERST loT Beek, IXHLIAHE 1 I 8 UG DL 5T 2 PEAH
5L, 10T Security &I 2] Hofl il .2 Je B e
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Alerts Security

1Wesk = Risk Score Trend | Ale

w
=1

02/10 02/11 02/12 02/13 02/14 02/15 Today

17 Risks Associated

MDS2 No External Authentication

Status New Assignee Assign Risk Events

. Risk Detected

An attached MDS2 document indicates this device is not configurable to authenticate users through an external authentication service

MDS2 No Encrypted Audit Logs ( Action - >|

Status New Assignee Assign Risk Events

. Risk Detected
An attached MD352 document indicates audit logs are not encrypted in transit. Unencrypted data transfer may potentially expose confidential

information, and poses a security risk.

Impac

MD52 No Unigue Passwords

Status New Assignee Assign Risk Events
. Risk Detected

An attached MDS2 document indicates this device does not support user-specific usernames and passwords. This poses a security risk.

Impact on Risk Score

MDS2 Enabled Unnecessary Ports

ssign isk Events
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et - I A 7 B AR SR I [ B N R B R B floe MR — 1), JF H. 1oT Security
ARSI 2] 5 R PERCHY 7 0 AT 9 RS S ke A= e A e ST DA R I R) 2 b 2 4l A A S
)L e AT R AR VR 5 JE T AR I B e R 4l

LA ARG AN, SRR A R WX 2% LA AR A LUK L A G T TR LG S R
o
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C R AR, b BB CUDHGE BT O R A i
B3 L AR ERAT T 5 S0 — VLAN. i — RIS Internet et 15 Aot © %
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All -
o
Network Traffic (_ Explore Topology (43 )
Reset Filters
'L' 10.47.105.115
Include =
® ven
nir ert O Critical
ution Aler O Warni
O Cautio
ALL (302) VLAN (11) Intranet (189) Internet {102) +
Location Total Destinations
Internet 102
Intranet 189
VLAN 1
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ISR ST NG AL, 2T AR e s v 1, b SR ER s e g g A A A B B2
SR BT E R L, EEARNNT ARG E, JFRd R S LR IEE
TR EFR NI,
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4/ 10T SECURITY

5 0

P 10.5.33.16

MAC N/A

Category Personal Computer
Profile PC-Linux
Protocols O

[e]

Internal Connections (100)

Network Management

Personal Computer
10.130.10.1

10.193.204.16
Personal Computer

10.196.101.18
Personal Computer

10.208.209.15
10.208.209.3
10.208.209.4
10.208.
10.47.100.11

10.47.100.19
Personal Computer

10.47.100.20
10.47.100.22

10.47.100.23
Personal Computer

10.47.10.24

10.47.10.27
Personal Computer

10471813
10.47.18.219
10.47.18.48
1047.137.3

10.47.137.22
Personal Computer

10.47.137.4
Personal Computer

10.47.137.55

10.47.137.93
Personal Computer

1047.137.9
Personal Computer

H Automotive | @ Consumer IoT’ ‘ ® Facility | Generic IoT | @ IP Endpoints

IT Devices

Industrial

@ Medical | @ Network Devices | @ Office | @ Traditional IT

1Day v ‘ SMB

1P

Country
City
Organization

Url Category computer-and-internet-info

+7 Starta New Path

loT Security /7 ;1§54 February 2024

216

©2024 Palo Alto Networks, Inc.



RIL NoT L& I+ B HLH 5

FEAT A7 S" (15 OB 55 25

ST MRS, VOB AR — TR, 1 W A, R R
B BT IERFI SMB AL IER . 5 2 W0 ARSI, AT SN DU AN T A
B AR LIE = K

RLHFE R o B0 0 B R (LR R e . X Z) (1-5 SE 4, B Bgn 5 2m X

Bribliims)  DARCAT 2 A A e g AR A BC 18 SO CE AT IR LR Fy . Bty “iRa& BT 21 ) 4
T g U, ARSI N AR e A TR . R EAR AR AL SR S 2%

S €0 SOAC LR R (O 2 B Ry (R B AT S S 5125

Applications
Name Risk Level Used by Devices = Profiles
ping 2 7960 Access Control Device and 96 more
dns 3 4848 Access Control Device and 78 more
36 Idap 2 6106 Android and 29 mor
i Applications
web-browsing 4 5014 Airtame Wireless Presentation Device and 65 more
ntp 2 4712 Airtame Wireless Presentation Device and 68 more
dhcp 2 3633 Airtame Wireless Presentation Device and 52 more
ipsec-esp-udp 2 1804 Android and 28 more
unknown-udp 1 1783 Android and 31 more

BARAE © KRB AR = R Rl F, B, B, —EWISCrR. mikes. )
AT SRS o A B 5 F A5 A S ) 5 LA 2 R R 2 S I B 2 152 1)
FEAR W ROAESD , XECH AR VELRLS SR 2 B 0 AR A RHE B b, B ARHG B
(SBOM) J& —Fh A fifyic s, TEANE W ARGE sl i s AR AT B o MO 2096 R, BRI Foe
AR AT ORI R BTG B, BRI R AR, Ol IR AR ] (R RIROA S B
PURI B CE e, H AR R T aE4E S i LI Ti B WA RSB, DUERAT i 40
19852 Bedi

BB L T IR 1B L B 2 DA XT Spring4Shell. Urgent/11. Ripple20 I Log4j 2

FEWAE AP IR, TR BT LE R LR W AR R A XURS: 20 A AR BT
E. ¥, Log4j 2 Iili i Apache Log4j 2 Java H GFEMIRR A, % e — LT Java 11
TR HGENEZR, W5 A& 0y Java B FRRE P (0 H . ot 3 n] DAFI T bk 1) 60 40 446 iz 4% 2k 5
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https://docs.paloaltonetworks.com/resources/videos/iot-security-topology-explorer-part1
https://docs.paloaltonetworks.com/resources/videos/iot-security-topology-explorer-part2
https://ntia.gov/page/software-bill-materials

RIL IoT 4 I UL B

BRICH AR B I R PETIR B LU 8 — e i R LE B % (1 Log4j 2 Java HIEJ%E,
IAIE, WA TE B e A e 2 2 Betipu oA, FEfif 1oT Security, #5856 L B 1)L T LAAE
T B PR SR O IR T BERRROR I e e, Bl ok 532 — ANl /MR CVE Beliisesg, A=y
LR L w82 ] o

loT Security =ZMtRiEE (FIA1 HTTP Arkrh g P ARELT By) o 1 i SBOM {5, IR/
BUPNFREE BRI (A0 FTP #fE A HTTP URL 5 2) v g, Rio, BESTE “w&” T
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(K “ERAELLOE" S i et SBOM b iRty AL RIOA S 10T Security bR AE “ I iF
S5 TR AR BN AR O S RIERTISCH) CVE,

R O DU N 3B AR . Rk S 65 10T Security #6219 Fr A Be& o B 4L
PRRANRA S F1 2

R vy ACE Bt i <46 (SPDX) 4% 5 MRS B R VRS L, IX U243k SBOM
H¥lan dog i WA AR E 2 —, 2 Mk SPDX Ui, Sy 4L 70 G Y Download
SBOM (& SBOM) . XJm, W] LU R TR SO G 428 41T 132 I SPDX S,
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Applications Software Components
Name Version CVE List
http 3 CVE-1234, CVE-4567
2 8 sip_secured 2 CVE-1234, CVE-4567
it Software Libraries upnp 2 CVE-1234, CVE-4567
ftp 2 CVE-1234, CVE-4567
sip 1 CVE-1234, CVE-4567
uUbP i CVE-1234, CVE-4567
netbios-ns 1 CVE-1234, CVE-4567
TCP ik CVE-1234, CVE-4567
1to 8 of 28 < >
i Download SBOM

loT Security "y fig b HAX L T e 4% i 1 4 % ity SBOM (5 G LU R P 7
TR 5 L
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o PRI - A R T AN RIERE, IR R RN IER:, ALK R EW RS
FEE VSR, B AN %%, A5 H LAY Create Policy (B EE5RIE) 3100 LG &
AN, RS R RS T2 O BE AL R 7B ¢ (“Group #17 = source, and “Group #2 =
destination).

Network Usage
ESTABLISHED CONNECTIONS Chart Type o® categoryview A Detail View
¥
X*Ray DR6000 Geo-location IP/Users Applications
multicast netbios-ns I
netbios-dgm I
. e I 1CcP
... I
— e R
I modbus I
- I
dicom
= \

MDS2 (Il 597 loT %)

7 VA% U7 R 4 R A% 2 A B i i 75 ) (MDS2) Py g H BL7= i 22 Ao A e, 3
SR, PRGN A ORI EEST B4 R ATIX S MDS2 So, b e A IMEM SR, (i
WA AT PHI (M AMEHERE ) 5 2 1E6 PHI IR, e DU & R w2 7
B
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Manufacturer Disclosure Statement for Medical Device Security — MDS*
DEVICE DESCRIPTION

'IZ-Je'uioe Category rMmufactL.rer '[-Jo-wment E lﬁo-wment E.elease [-Jate
Patient Mon itor Philips Medizin Systeme I =Ma_v-201 7
Device Model Software Revision |Software Release Date
M550, MXS00, MX450, MX430, MO [May-2017
VX400, XGS0, MX100, MMS X3 || |

| |

| |

1 |

| |

| |

| - |

[Company Name [Manufacturer Contact Information

Manufactureror  [Philips Medizin Systeme Boeblingen GmbH  [Philips Medizin Systeme Boeblingen GmbH,

Representative [ == == e m mm o s o e s = Jott-Packard-Str. 2, 71034 Boeblingen
ontact ImOmmnIRepresentatwe MName/Position I g

Ipn}duclsccurily@philipﬂ.mm 1
ntended use of device in network-connected environment:

T'he monitors are indicated for use by health care professionals whenever there is a need for monitoring the physiological parameters of
tients. The monitors are intended to be used for monitoring and recording of, and to generate alarms for, multiple physiological
. d neonates. The monitors are inten rofessionals in a hospital

tescription use only.

MANAGEMENT OF PRIVATE DATA
Yes, No, 3
Refer to Section 2.3.2 of this standard for the proper interpretation of inffoermation requested in this form. NiA, ar %
See Note <
B Can this device display, transmit, or maintain private data (including electronic Protected Health Information
[ePHIN)?
B Types of private data elements that can be maintained by the device:
B.1 Demographic (e.g.. name, address, location. unique identification number)? -
B.2 Medical record (e.g., medical record #, account #, test or treatment date, device identification number)?
B.3  Diagnosticitherapeutic (e.g., photofradiograph, test results, or physiologic data with identifying
characteristics)?
B.4  Open, unstructured text entered by device useroperator? 1
B.5 Biometric data? o
B.6  Personal financial information? -
C - Can the device:
ily jn volati

Bt N AU HERS, BT PR GE RO nT DU BT P BT s T4 MDS2 S0 3 T (4 11
I5f, MDS2 SCRG ] DAIR KM s S5 10 22 S B A AF M L (IR, AR, AT LSS e R AT 4 L
BB LIS ITHVBAF R E ORI VRS BT — IR E A ESS . NIk, MDS2 S22 iR

o
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loT Security (L&A A1) MDS2 SR EEAGE] . An R AR B #5119 MDS2 Uk FAL S loT
Security, RJ5, B (RPN B KUK R Lo s 5 LS N R — gy A SLrh, g, i
MDS2 S FrhERIE I BEE BT ROAAFAE R, 1oT Security w] LA ST AEff ks SR B8 — AN
i, i AAE — AR, 10T Security %2 #F 2004, 2008. 2013 F1 2019 #% X1 MDS2
PEL

B EARIRA) A BT R 1) MDS2 SCfF, T B e VRS St il L) MDS2 #etll, fh s T A
(1 LA, ARG SHEIER MDS2 Scit (Ui Us ity PDF) Jf A% .

Risks (5 ° Security MDS2 (1

MDS2 (0)

MDS2 (Manufacturer Disclosure Statement for Medical Device Safety) is 8 means for medical manufacturers to list the security-relsted features of their products. Upload and
share your MDS2 files with Palo Alto Metworks and we will consider them together with envirenmental factors when assessing device risk.

|

BEEN2 BB R, % MDS2 U TR A7 S =M1 R Y5 o (e pg RN i Sy e e . 20
MDS2 St HBIFT A A MBI &, EHd Yes (Gg) o S8 AN T IR ek, 1E
i No (%) .

MDS?2 File Application

Do you want to apply the MDS2 file to all devices of the same model, vendor, and profile?

YES NO

5 [ MDS2 i3 11 gl SO T FAT PUBLR S (R RN S PRSP T
i’iﬁbsi;%@ﬁﬁ Administration (4 gn) >MDS2 [y |-k, 474 PEMER, 155
1 .

AR MDS2 S 4 H 2 B “ & VRIS 27 TUME MY MDS2 i 7y, b 2t R
SR, A ARAMAEET S (RA) o b, RS RS MDS2 SCE N £
FAHITS o (R FIRCIE SO oM B A i i 4% Yes () |, FF HAF/EXFER B4, T loT
Security £ LA%) MDS2 LR T T EAT.
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Risks (51 " Security MDS2 (1

MDS2 (1)

MDS2 (Manufacturer Disclosure Statement for Medical Device Safety) is @ means for medical manufacturers to list the security-related features of their praducts. Uplead and share your
MDS2 files with Palo Alo Networks and we will consider them together with environmental factors when assessing device risk.

I

O File Mame Upload Date Source Status Manuf. rer oftware Revision

Philips Medizin
Directly Systeme
Uploaded - Boeblingen
GmbH

~  [§2017_MDS2_Manitors_Rev_M_B Nov 14, 2020 M.0

AR 1R RSO O£ 4 1oT Security,
S IRD AR 1 P 3R TR Wi b R e AR X (8 1T .

AR MDS2 S K TR 1G24 % Directly Uploaded (IE 42 AL1Y) |, XiEkAs H 7 Fahls ot -
1£3] 10T Security,

O B SRS TR L RS 2 —

« Matched (VEfEL) — bARMY MGG IE A% BEY PDF

+ Cannot Extract Data CLiERHUENE) — 1% 0fF& PDF, B A IE A
« Unsupported File Type (N2 EFYSCHEIEAY)  — AR SCHEAE PDF

IARSHHIRE NG MRS 2 —, TR Ehr B AE 5 MDS2 SUIFRY A% (T L, AR e diie s
M R R B b (@),

D File Name Upload Date Source Status banufacturer Software Revision
ST S D . - Directly . -
e WLCL_596_MDS2_for v 17, 202 tched 3 thoare 6.9,
O LCL 606 MDS2 form HN_120.. @  Nevi7.2020 TV Mz GE Healthear a8 []

LEE A RN MDS2 ST LV E4A1E S, BRI ZAT,
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Rizks (5) * Security MDS2 (1)

MDS2 (1)

MD52 (Manufacturer Disclosure Statement for Medical Device Safety) is @ means for medical manufacturers to list the security-related features of their products. Upload and share your
MDS2 files with Palo Alto Metwaorks and we will consider them together with envirenmental factors when assessing device risk.

=

D File Hame Upload Date Source Status Manufacturer Software Revision

Philips Medizin

T T 5 - Directly Systeme
A~ 7 MDS2_Monitors_Rev_ N w14, 2 ooz ) T
8 2017_MDS2_Monitors_Rev_W_8 Nov 14, 2020 Uploaded Matched Boeblingen M.0
GmbH
Patient Maonitor B3-P35431-PSRA-MDS-IPM-D April 30, 2017
Davice Model Soft elease Date
MX550, MX500, MX450, April 30, 2017
MX430, MX200, XG50,
MX100, MMS X3
EouwEny B ane Philips Medizin Systeme
Philips Medizin Systeme Boeblingen GmbH, Hewlett-
Boeblingen GmbH Packard-Str. 2, 71034

Boeblingen

Tk R ] BB A FHTHY MDS2, N 1 AER& IS Sl S rbigoin B 2 TG 8 L) e R
AR, B AN, aoe, TEMIERS 4> MDS2 S, AR JE AR,

LB A MDS2 SUAFIITUE, TR Sehr Sl AE LR T b, BERI MBI AR (@), iz B bs
SR e bR AR E L R AT AR U 1 b B R O
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MDS2 form HN 1-2013

[Ty e re— - ————y
DescawTon

{50 B R TR B ) 5 ST IF KNG/
LEA AT, I§HRd S f. loT Security 2 M # PDF S0ff, DM ] LIEA S T IR &G .

loT Security i Ff MDS2 ZZ s ebty J LA 7 BEdt 47 RS AS I -

o ZBCE T DUR R, AR e gES A AR ?
o BE T AGE RS A Bidl T R 2
o ] DU R 2 A b AR AR 2

3% 2 ] R 1 s e v MDS2 g A< i A v A3 ARSI

XEES E AT AT 1oT Security PEA KU . #1410, Q1 MDS2 SRR A5 B A SRR 2 i
%5, JF H loT Security #ll £k [ /MWW A IERE, B2k HARC R T 1 IFE L 2% k.
FH, AR MDS2 SCIFF s LTI AL AL, AR (] SR 1 S A Al S A

e AN 7 Al R E R
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B2 52 11 i g

HEER B A LA MEE L 1, XL ] DUE AT 2N W 46 i 111 L3 S pILAI S5 488 X 2% 1 2
Ve, T DUE AT DAR) I 3 B2 2 A7 25 W 2% FIOE R M 28 ) Py B 2 bim i 2% (g TRIBL)

T2 8 4% BN BB A ) MAC kiR IP Hudilk, 10T Security e 9 582 DRLA
BRI AR A . XTRESEEAE A B SRS SN, 24 loT Security K6l £ A A
JEFJEME (ENA TS A AN, B e e o — %8 0 %%
MANREZ 1T, BT BRRE 2 o), b v DB e 20 L, 1A ke g . &I R iG
R 7 BN RN, HRB IR S O, BT IEER(ERY, 10T Security 244 1
PR & PRV T AN b i, I BB AN B2 1T I 28 R gk

A B i W7 BN B2 T a2 2 I RIHERFA AR & s L2 S 9 65

RIa B HEITE &N WA B EE BB X 28 2] Jag
eS| P Huhik

WA AR MAC ik

i s A (HERIR) OUI g (NIC i)

R LT

OS T RE (ML EEE)

BEARGA G GRIERGH + BIERG A | M

RS B R (IR Medical 1oT) JEi

e 1 S Frid

XU R b A

RS VF- 75 vlan

hgdlkss bR 7 CMMS GiHFEMLEZED 4 PR
45) . EDR (i SR U AN ) 1445037 2
ST AT WX 4% i

el BRLLF & AR BT AT 005 B« 8.
PERNSZ PR 9

HER R -
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LA 2 BIFBO BB Lz Y, XSRS RS 23 0. AIFE, e DUE
loT Security MZSE (1M £% 1 T4k 0k, loT Security 2> & . 2244, K& TES LA
I BB IR S, RONENIERCA — B % & s n,

Kotg ot 2 i nis

& AT LARE 10T Security MY E, K — Dl MR E G H AN L NS, SO CmEszn
W (CEFRABD o loT Security B AT HAUE, '© 41t Assets (%7*) > Devices (%) TLif -
) “VERR” R EJTER 00,

m 0T Security reassessed 44 items identified as separate devices as interfaces on 22 multi-interface devices. View All Recommendations

Inventory (28,283)

STEP 1| &7 loT Security @i & I N8 BRI AS B2 AS BBz #5119 4
1. EEFEYE, ERdERE 1Y View All Recommendations (25 T4 @)

WA TUAIA PG F T — AN, 2R 10T Security FE UG 06— B T 47 B2 £ LTS EEYL
AN,

2. B A MR S Sk DA B A R SN .
loT Security E /R HB G FRA AN 52 1B I REAS BRLPE 11135 1 4 FRFIAC 1 S0,

Multi-interface Device Recommendations (22) X
Al .rlf‘_?:.t DE\'IICLE 2] . ; , Create Dismiss
CSE Sharne Tne same vwenaor and SCrial numoer.
Device Name Profile Name
c4:63:b05:0d:23 Meat Device
c4:63:fb:06:39:30 Meat Device
> .rlf‘_?:.t DE\'IICLE 2] . ; , Create Dismiss
CSE Sharne Tne same vwenaor and SCrial numoer.
i’ 'rl:IE_:tD?‘Icle__lrl_ wvendor and serial number. Create Dismiss
> .Tl:‘_i.E:-t DE‘.-IC[E @ . . : Create Dismiss
ESE Share The same venaor and Serial numioer.
by _rr\_?:-t De',-lcle (2) . N Create Dismiss
ESE Share The same venaor and Serial numioer.

7 Create (f)) wlEzhaIfidfe, Hd Dismiss (F#F5) Kfk ARl . (HE, ik
BEIZ RN B R A T CBR A& s 1 U AA 3 sl A I R) 10T Security Kf B H (E1T
W
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STEP 2| KA stas G IF A2 % .
1o RGN 2 E N 3%, i Create (81 .

KRR AR, B Rk A IR . [oT Security Sed1) B s 2" 4
B H LR AR Y L B

Select devices Select primary device Review
Select Devices Caneel m
Select the devices that will be merged into a single multi-interface device
Selected Devices (2)

a m
status Risk v Devicehame profie Vendsr Oulvendor Mazel os P Adress MAC Address VLANID VLAN Description
A 10 Neat Device Neat Neatframe AS Neat Board 105416595 46305023
A 10 Neat Device Neat Neatframe AS Neat Board 10.54.167.50 ©4:63:06:39:30

L] »
ltemsperpage 25 v 1-20f2rows 1 v | oiipage
All Devices (313)
QM| ViewRecommendations
Status Risk v Profle Vendor OUI Vendor Model os 1P Address MAC Address VIANID VLAN Descripts
- 7 & Neat Device Neat Neatframe AS Neat Board 10.196.77.158 c4:63Tb0a5ce6
7 2 Neat Device Neat Neatframe AS Neat Bar 105410063 63007728
7 49 Neal Device Neat Neatirame AS Neat Bar 105410077 c4:631b:07:27:59
7 5 Neat Device Neat Neatframe AS Neat Pad 105410077 C4:637006:69:Ta
A 3 NC42204000467 Neat Device Neat Neatframe AS Neat Board Android 10 105416613 463070695 220 Stores/XDTs/T
NB121i 8 rarme AS Ne: 10.54.165.162 463 Tb01:1284 5/XDTs/ T

15 =
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2. R EER 10T Security HEAF 1B WAG 2 52 113k, T RFRIETORES, TEPREM PR
B, AERVONIE N EIX SE e, TN I s " b I o % i %%

A T s ” I FE B & tha Bon e Dk B & H.

SRR AT £ IR0 %0 1 R A VRN 53— %2 1 B«
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o

3. AP )n, #il Next (M)
4 EHLE NIRRT EN,

Select devices Select primary device Review
Select Devices Cancel -
Select the devices that will be merged into a single multi-interface device.
Selected Devices (3)
aQa m
Status Risk 4 prote Vendor Ul Vender Model os P Address MAC Address VLANID VLAN Description Last Activity
A 31 Neat Device Neat Neatframe AS Neat Board Android 10 10.54.166.13 4:63:b:07:0e:95 330 Stores/XDTs/Tes... Aug 18, 2023, 102 I
A 10 Neat Device Neat Neatframe AS Neat Board 105416595 c4:63:1:05:00:23 Jul 30,2023, 14:05
A 10 Neat Device Neat Neatframe AS Neat Board 1054.167.50 c4:63:1:06:39:30 Aug 18,2023, 0655
ltemsperpage | 25 v 3of 3 rows 1 v of1page
All Devices (313)
Q  m | ViewRecommendations
B s Risk T et Vendor OUtVender Model os 1Padiress MAC Address VLN D VLAN Description Last Activity
- 7 e Neat Device Neat Neatframe AS Neat Board 1019677.158 c4:63b0a:5ee6 Aug 18,2023, 15!
7 a9 Neat Device Neat Neatframe AS Neat Bar 1054100.63 4:631b07.27:28 Jul 31,2023, 00:2¢
7 a9 Neat Device Neat Neatframe AS Neat Bar 1054100.77 4:63b07:27:59 Mar 30, 2023, 15:!
7 a9 Neat Device Neat Neatframe AS Neat Pxd 1054100.77 4:6306:69:7a Aug 16, 2023,05:
I A 3 Neat Device Neat Neatframe AS Neat Board Android 10 1054166.13 c4:631:07:0e95 330 Stores/XDTs/Te. Aug 18,2023, 10: I
A3 Neat Device Neat Neatframe AS Neat Bar Android 1054165162 c4:63b:01:1a84 330 Stores/XDTs/Te. Aug 17. 2023, 114
Neatframe AS subnet de Mgy

loT Security 45 B
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/] 2] o

Select devices Select primary device Review

Select Primary Interface
Set the primary interface for this device.

Cancel | Back

stes might later change based on observed behaviors of all interfaces

Selected Devices (2)

aQ m
Primary Interf... Status Risk ¥ Profile Vendor OUlVe... Model os 1P Address MAC Address VLANID VLAN Desc...
[« ] A 10 Neat Neat Board 1054.167.50 €4:63:1-06:39:30
A 10 Neat Neat Board 1054.165.95 4:63:05:00:23
3
ltems perpage 25 v | 1-2of 2rows 1 ~ | oflpage

BRI A 2 1R AR B RS TG B b (P sk, MAC Mohk. TR VLAN) |, H&
FEOOBE A O 52 B R SR k. ST DS RIS A R iR 0, DN loT
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Security S A5 T BEIIAT R B LR iR 28, IR AR RI AU 20 M e e Afy . 2 SR AE
(IR A B EE 1 FT VLAN, U S5 — AN TUE e £1% 1 FOAT VLAN iz b

5. EFBRAR LR )G, Hali Next (F—4) |, RS EIFAFEIT S ES G I JENE,
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(] /] ]

Select devices Select primary device Review

Review Cancel | Back

Confirm merged attributes for the multi-interface device.

Multi-interface Device Review

Q Search Expand All | Show Empty Fields
Basic
Profile Neat Device &
1P Address 1054.167.50
MAC Address c4:83:7:06:39:30
Category Video Audio Conference @)
Confidencs %0 ©
Site Default Site
Tags
Confidence Level High
05 Group unknown
Vendor Neat
~  Identity
~  Network
v~ Security
~  Software Components and Vulnerabilities

<

Traffic
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T LLgd; Expand All (EBIETF) DU A FG A )@, R0 #id Collapse All (4=
TS DBt kM. fsn] Lmid #ds Hide Empty Fields (B 22 72 BE) SREES i I
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KU 10T WA H 1 EE 5

o e, BERIA TR,
Fields (FLi i/ RZ27 L)

page (& im) 1JEYES o B EIE A,
W IR SR A IR RE R, E H s Create (B4

=B
%E%* > B U BRGNS JE s
BB % 52 1 BoR AT B R,

6.
7.

S AT B B R R B

, i click Show Empty

QI % 411 B4, (3% 7 L g Device Details (ig ¢ ¢4 1) > New device

SLALE R P2 1R .
& AInw A 28 NS Ebs (m),

Filter Query Al Sites, ~ | Al Devices » | 1Month v | Multi-Interface Deviee: Yes 3 | = AddFilters - © o0 o
Distribution
All devices
Device Type 4 Devices Categories Frofiles Devices at Risk
@ Traditional IT 3 1 o
@ Office 2 1 1 o
@ Retail 1 1 1 [i]
Device Distribution by Type
B o secuity 42items identified as te devices as interfaces on 21 multi- ices. ‘View All Recommendations
Inventory (7)
Q & m
Status Risk + Device Name Profile Vendor OUI Ven.. Model os IP Address MAC Address VLAN ID VLAN Desc... Last Acti...
A 13 f6:5¢9c:d0:a1:63 [M Apple Device: Apple Inc. Local Darwin(io... 19216858119 16:56:9¢:40:a1:63 Aug 1,2023,
A 13 5: HP Device HP Ine. HP Inc. 10.55.12385 48:9e:bd-e5:d3:ca Aug 18,2027
I A1 Neat Device Neat Neatframe... Neat Board 10.54.167.50 46370:06:39:30 Aug 18,2020 I
A1 Unknown Local 192.168.59.48 ce:20:3e0e:22:4d Aug 18,2021
A 10 5:63: Nedap Reta. Nedap NV. Local Darwin(iQ... 19216848241 Fa:9d:50:63:30:20 Jul 28, 2023,
A 1w 380 Neal Device Neat Neatframe ... Neat Bar Pro 10.54.164.124 c4:63:b-04:26:81 Jul 20, 2023,
Ao Bbie7:15:28:2¢ [ Apple Device  AppleInc. Local DarwiniO... 192.166:53.127 aeBbieT15:28:2e il 25,2023,
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8. i LN &R (m) DIAEFILE D (ETRTAR R |, JfFU5i Edit (gefE) A
Unmerge (B4 &I,

Interfaces (2) Edit Unmerge x

Interfaces.), Device Name MAC Address IP Address

Primary c4:63:7:06:39:30 c4:63::06:39:30 10.54.167.50
€4:63:b:05:0d:23 c4:63:b:05:0d:23 10.54.165.95

STEP 3|  (nIik) w245 ik,

QU R & o, T UG SO 1L R TS B (E v G R R BB — A

A N BSHEA G I N

R O RO, ERATDU T ERE

1. #%FF Assets (5177) > Devices (i) , Hidr 28z 1 EIbs (M) DU 2SO 82 0 sk
gz nifidk, )5 Edit (4D .

2. iy Next (F—4) , BEABESELE AL ER,

3. PRGN D, RS Next (F—2)

4. A BE, WP EE DR EE N, R)5 B Create (BIED)

LB 25 BRI — A0, WERITEL TR

1. &# Assets (31™) > Devices (BI#) , HaliZ £ LEIRR (M) DUFTIF 208K Al FLgz
P 5 IO DB g EE IE R, A8 n Edit (gD .

2. (R P AT e AR PR SN BN IIONT B R O 2 B sk BRI DT A A B
SRJEHd Next (F—4)

3. PREAJCHILEFEN L1, SCEMRIR T RO/ Y MR Oy BN, ARGl Next (F
&) .

4. Create (f&) ,

%ﬂg% AN BE D (H AN 230), 3 EA T E N B B N &R Dl L, B PR 2 B2 0

Wrr:

1. % Assets (¥i77) > Devices (¥ #%) , HiZ 52 01 EbR (M) DIPTSR L3 i &0y
Pk, SR Edit (R

2. FEBRENS B A P IR B IR RS, ARG Next (F—20)

3. ﬁ;&?ﬁ’ﬁﬁﬁiﬁi‘%ﬁl@%%lﬂ, WCE MR TR Y AN N o R D, ARG R Next (F—
7 o

4. Create (fl) .

WA IIARE O, HRITELFERE

1. &+ Assets (%) > Devices (i) , Hi 252 1ERR (M) U200 & 0 N
FEE O, ARa Edit (D

2. Confirm (ffith) HOf &5 FEERAE R R A B2 1R RIS A FLBE 1R 4%
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RAT S P M b1 4

RS B N 15 £ @it DHCP BhaSE20 (P Huhik,  (HE s 2 B 88 500 70 I 28 s ki 2= Ta] DL (E % th
25y FTEIML. FTP R4S 28 A1 DHCP %% 28 S A4 I ERAS IP ik, PR 73X Fpe WLk o, o4 — 4t
PRI it Bl A 1P Mokt 5 i, k. AN, GRS B, ITHRE TR
DA ACERRBL R AL, i T K25 A S bR N RS 3 G B e JORE S P (1P ik, (A2
ML LRI T rp ORI LES A& DA PR 28 00 B AT 52 IP Mk, 35 2 Ik L AT 31 51 1l FH 5 24 5
HE AL
loT Security #] LA 5% (¢ DHCP h& N8 /0 i IP Hohit, 484 BE G (8 T # 4 IP Hb bk T3hid i 1%
LA E RS G2 h, 10T Security {3 HI 26 B b AR SRAS DU RN W 12 X 28 36 s o6 L 5 A 50 4%
FAORIE . SHIL A AR KRSy DHCP ik H &, BB shA 0B IP Mkl 54 MAC Hobik Gk
foske, FRR XL R RINEE b, RIS AE ARP H L, 1oT Security i 0] LA 1 fi% 1P skl 5] MAC
Honbrome s, R A ERS IP Mk A & AN RN b, AN e % T RE Lk E T DHCP &
Blo %, T ARPJIEIART, XOGE M T 5T KA 71— 2 B BN & . *t
T 1P RS 2 E1A A #4%, 1oT Security (i FMLES 5 > SR &I I IH S5 4 T BEATAERY
WZETG B, I v LR BB I A 1P W F-F- WAL T34 1oT Security $e (52 IP Hubik 2
Ac.,
D) Ly loT Security gz IP o bk i A i LUK 5 4% W I3 e, [OT Security i

SRR IIE AT LB i s TP b B I R b, RIS, B 1 4% VR I35 26

SR

S HILL N J7¢k 22— loT Security & B INERAS IP B8 H1- M«

o ARERE IP B85

o USINERZS IP B ELE

o FAEIUHERS P Hub) 512

o IRINAAERES 1P AR 1M

&5, loT Security i JliX L6451 IP #uhik (A2 MAC Huhib) SieiR SRR e 4] .

LA P A
WURIE A WA WIERES IP Mok 202, 157 CSV G5 b E) SCF i AdX Stk 36 L FAEF
loT Security,

g LAty ©V ity 10.000 4t IP e denomeil, Mok Efleid 10,000
A i A GV o,

STEP 1| Sis)“ P a LIS IP 4”7 T, 142N Assets (%) > Devices (%) > User-
Defined Static IP Devices (J /7 XIWERAS IP Hutlk) | X580 Add () > Upload
Static IP Devices ( FALEEHA IP %4 .

STEP 2| Haaligfse MR CSV Bifi,

loT Security /7 ;1§54 February 2024 238 ©2024 Palo Alto Networks, Inc.



KL 10T 46 I QUM 1

STEP 3| (lHEES IP e (5 SRS RN, ol LL5 BR[04 BT SO I 4

A FARW AR SEAS IP ikt (07 EEC R R AL MAC Hihk, £
pEAI . 1oT Security #2572 L M) MAC Bl %

aa:bb:cc:00:11:22 AA:BB:CC:00:11:22
aa.bb.cc.00.11.22 AA.BB.CC.00.11.22
aa-bb-cc-00-11-22 AA-BB-CC-00-11-22
aa bb cc 00 11 22 AA BB CC 00 11 22
aabbcc001122 AABBCC001122

loT Security {4 1] IP #hE A EMACHHE SR AR ELER S IPE & (B2 % P e XY
FRAS IP ¥4 T B4k HEE, B bR A P e @ v B O TS S, B, FUHE B4R 1P
bR (A2 HE) MAC Motk ¥ S HBLAE “&%&” M R &SR T |k,

STEP 4| SR[nlE)“HH P LA IP %47 Jim, i Add (Usin) > Upload Static IP Devices ( I
B IP ), ooy CSV Sk # st R 1E HE-h iy 22 4k, #X )5 Upload (1=
f£)

% 10T Security e i M _EALY IP Hhl 2 — KGNS N85S, AR VERL, DT TS0 5 4 VL
BeTTBes b, “VUle” B nAEt IP Mk g L 50vh, 2K, loT Security K54S IP &7k
InE|HE AR JRIE R A R TVEANGE R T FE/RE . 10T Security 5528 L2 Py
B RAS 2 5 AT BRI A VERC, AR A Nl ST BRI ER A IP W 71 ¢,

I 1oT Security i AKGME KA FAZ 1P bR IES), TRAY “ARELH", fEIXFh G

N, RIS THEEs i, “ERPI P B RIETZ . S 1oT Security f5oR AT IP
M558, TN “RIREB R VUL, BEE IP & EMEIHERrh A
1E %7 M “RETEE R T EEIR,

A P Sty MAC s 15 loT Security g 2 - 211y MAC sisik <[, A4l
1ty MAC s 1l 78 2% 11 P Sy MAC s

RINFRAS 1P A&l
Lk LA A 1P I CSV SCiE (BH LA P R4 714 | 40T LU BRI,

STEP 1| SifIH e X Eas IP W& 7im, #1454 Assets (% 77) > Devices (#%%%) > User-
Defined Static IP Devices (JT /77 LA IP %4 , AJo#ds Add (Fhn) > Manually
Add a Static IP Device (FahiiEmifds IP &) .
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RILNoT B IF IS

STEP 2| 2 a5 IP s, AJnfdy Add (&0 .

IP i« %y A BRI ST B 21052 IP sk, IP bk /2 1oT Security H T FR B 1 7 X
MIFRAS IP &bk,

MAC itk (AT3) = AnEEE4E,  w] DU oSt S g ik &1 MAC ik, 1oT Security
257 LN MAC Hithl#4 K

aa:bb:cc:00:11:22 AA:BB:CC:00:11:22
aa.bb.cc.00.11.22 AA.BB.CC.00.11.22
aa-bb-cc-00-11-22 AA-BB-CC-00-11-22
aa bb cc 00 11 22 AA BB CC 00 11 22
aabbcc001122 AABBCC001122

a R i Sy MAC s g 15 loT Security iz 1tz MAC sk i),
g MAC s hik- e 75 26 1 o Sty MAC ik g 1oT Security S g3 51) MAC
sodik, DR P g MAC s bk 2 HERAE “ V& FIE & VLIS 87 Tif -,
HERIRE (ATE) « % AIZB &I PERRE,
R (A - AR,
G5 82 1P ¥ T L4 AN, (i pe Fii 2 @ e vy DUR peaisb s |, |
& CEAIARSITE R AR A RGNS B T L,

STEP 3| i Add (Fshn) |, MBLEsinE) 1oT Security Ao By OK (Ffi7)  LASCH LI A6

=S|
Static IP Device If&“\l
192.168.2.11 has been added. A

AINEES IP ¥, 1oT Security e P4 AL “RIE", BB L8 “HIC XN IP
B EH PRSI, JRR ORI THEER I —. BB XIERES IP
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RI NoT W4 F 0 i iE
IR T —A % H, RIS 2 — BT VERL & H, IX KW 1oT Security il
FIE IP M hERY R 2815 5 o8 BoRn— MR, FOR AR BRI .
Qverview
1 1
User-defined Static IP Devices (1)
Q ¥ m Add
Static IP User-defined MAC Address User-defined Vendo ! N\ Result +

loT Security 27 WP M FoE LWERE IP & & 51 2hiv s B 51
sk CISBEHY MAC Huhib) (g o S8 s 28 bt 25 H R T bedse, IR,

L b 2% B LR ) 1P
12 GUTAT ] LAAE R AR S TR

FeIL .
IR BECEVERCT, )7 B VERC T Ees“ n—, 1 REBN AT . I, Uil
T AT 22 R s R AR,
loT Security 45 H! i {5 ¥4 February 2024 241 ©2024 Palo Alto Networks, Inc.



RIL IoT 4 I UL B

Overview

1 1 0

Total User-Defined Static IP Devices Device Matches Devices Not Found

User-defined Static IP Devices (1)

Static P User-defined MAC Address User-defined Vendo User-defined Model Resuft v
192.168.1.193 1827365 9ca8 Raspberry Pi Foundation matched
ftems perpage 25 ~ 1-1lofLrows 1~ of 1 page

% 1oT Security WA B VLA, Bik& A R rh E/R — AR .

s W B S T R P s TP V4% TR K R B S T R,

AR P UAAERAS 1P Mkl 1 21 26

MG T R hh s 1P Mo b4, TSI -T- W 94 H2 SO R ATERES 1P Mokt FEE AR I 2 A s
IP B i, A LN AR (P Ry 1R, T A— X P A1 AR 2] —A4> CSV 3L
(GESER

4\%54%:/&@ CSV o4 10,000 Ay pabl, s -4t 10,000 4 4% |- f&
A4~ CSV i,

£ 1oT Security $& 657 MACE 15 C L H AR IP Hilk, #)5 loT Security #0002 5% H Z 1 Wb
HAEZIRRET, S ZEEIONERS IP &%, (M IP Hilk{F 4 Device-ID (ifii157& MAC b
), BRI INEIE R, loT Security O ASE I H A PLE] (41 ARP H &) RILAI#
B LLXFh T RS IP RIS g b,
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RILNoT BE& I I HLH

i B 10T Security sy v s 1P 15 46 v b S 2 IR A B s 1P el

STEP 1|

STEP 2|

STEP 3 |

loT Security 2 jg i o4 (F I 1 34 He IS B fo A

SR e T, #5458 Networks (%% ) > Networks and Sites (4% Fllh i) >
Networks (M%%) | Rj5 58 Add (sn) > Upload Subnets ( -4&7R)

FATESE 3 CSV Bl

(S 1 W5 SR S R,
N AR REAS T PR AL 2

prefix : DL FabBIZordm A TR0 1P sihl, DL CIDR 2Rk A LM Hirg (1
a1, 10.1.1.0/24) , XKGHBAE T TR, XTI gg, TR R SRR
TNE BT I CWRTEAS B TR,

vian: (Wi%) fA VLANID, A, EW 8 e /7 5O L, X5ty mrrg
Foo EREoNE “BRT MR TEG R Tl b,

description : (W) %A 7 M/VLAN R, VTR IHE R &80, il 7 B
RV L PR AT - ~ 1 #S% A& +={J[]]\ <> 2L U E R ES £ T
J:o

static : #iA yes KL AW GEAS IP Hhkny ™. 24 loT Security M 565 K BE A1) L2
b P ECIE DRSS 1P TR R B & IR LR 2 SIS Sorp ey, B4 T B PRSI
7~ User-Configured & . (WUERAH L FREEESN, BHE2) .

monitored : A REF Y loT Security FEHE I Wt BE& B 7M. 1770 W R0 XU 1
e, WA yes, WER AL 1oT Security £l W i) % & FEA T T BI85 S 43 70 #,
I ze, T T By, 7E Networks (/%%) > Networks and Sites (X2 FlvhL) >
Networks (%%) [-ff) “W2%” Fh, loT Security [ ]/ <x{F Monitored (5#%) %l &EoR
Yes & No, FHEeBipHM o nyiz & M. 2o prFfedr.

Add a subnet (s jii 115) JEIAERBOR 15T R LR B g, foT
Security 2 (g RN 1 5K IR, (2, 50T DAETR N5 5 S o 5
%, PR R T I R 4 5 sy Stop Monitoring (g5 1 i) | fgiE e
DUHERT % T B LABE L I WSR2 T80, FUR, 60T LI BRI R 11, AR5
#iti 5 |51y Start Monitoring (F 44 )

Networks (61)
Delete Stop Monitoring = Download
: Type IP Prefix Metwor... WLAN Static e Monitored
Subnet (i) 17.17.17.0/24 default 17 Yes Yes
Subnet @ 124.1.2.0/24 default 5 Yes Mo
Subnet G} 5.3.9.0/24 default 32 Yes Yes
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STEP 4| A& CSV 3.

1E “W2g” T b, #di Add (Zshn) > Upload Subnets ( FA% 1) | i3 ulidm i 5 B v
CSV SCHRINEHE ) 22 (g &b, 2RS¥ Upload (E4%)

W% 10T Security LT —AN FALHY T- W iy 1P b ik A0 2 X 28 5550, B AE 20 Ao E s
IP a3k, FF O3S IP W ATRINE] “w&” jim LG s, MR, 4R loT Security )5
R 2 St 11 Horb—AS TR b g 1P Mo b3 &, e 4 F B /e I 4% B s 203 B,

ok H T BE T S Lo ph o gERAE “vess” i

ISINUEFRAS IP Huhik vy -
WL AR GEAS IP FMNFIRE CSV Utk (S AL VU 1P Huhiby 20 4e) AT LI
MRINERES 1P £

STEP 1| Sz “Mek” mm, #14 N Networks (M4%) > Networks and Sites (/2% Filulifi) >
Networks (%%) | X8 Add (shn) > Add a Subnet (70n-7-#)

STEP 2| X 1M, #)5 Save (f#47) .
Type (GE) @ %&%% Subnet (1) .

Prefix (HI%%) : # AN 1 W1 1P Hdk /P28 MRS . LISk B 2R g% A 1Y 1P Hb
HE, LL CIDR Zenykf A L& 3 hs (5140, 10.1.1.0/24) .

Name (#7) (nJik) : #A FIYAIR
VLANID (Wi&) : %A M VLAN ID,

Description (#iill)  (\J3%) = % A VLAN/T-RIRURGIL,  GIANeE Brgt i e s 88, fil B
ATV L MR R T 0 ~ 1 # 3% A& +={}[]]\<>?

Mark this subnet as static CEj 1WA IC NERS) ik FE:

=

ok H TR Z LB 18] RE R RAE “ W2 DU L, 4 n] BE TG ST N T i
FEE B T AE.

loT Security /7 ;1§54 February 2024 244 ©2024 Palo Alto Networks, Inc.



RILNoT B IF IS

IP

i 1,

2 |oT Security #2280 s oC BRIy, & 0N R BERPLES 7 ST AR 72 A I 119 1
Fro ARIM, AR EREEIE EAE LIE — IR Bt . BN, 1oT Security n] BERIE A L T4
IP bRy i, B, iz Sidsg M I oo BRI Bh KOz TSR EE 3 R ik, Ak
B [ MAC ik, B FTRERZ T EE s NAT B sl L2 M 28 3L 52 i 4 J i,
BEBS K U RESRIBCH 1P Mk, 402 DHCP R 48 g e 028 0, AN]R8 #% T BE & A2 W)
I 1B (AT 1P Mk, DAL, BEAS SR SR B AC T (L AT IP Musik, 55 IP Motk SR8 1 T
NEEAWT AL, 24 10T Security HIE G R HFRAY IP Huhk, (HASEDEIL MAC Hiht, JF H M
RATNAERERT, TR HERT H B e aS 0BCY P 2k, 10T Security 22K LAY IP i

loT Security 1 fif2 1P St s 1) 55— )7 S0&mid 28 = )5 50, 10T Security nf LLH ik 5 W 24 745 B ol %
PR BRI SNMP 1) X 45 58 3 L2 1) 55 0% 211 1 28 R B2 i 48 25 0

W 10T Security MZE30 5 1P S s M SRR E it Aok, o B E 2R & @ vE e B K N A (T
AL, Eek BRI & T, loT Security 2 WAL A & B YERIARL © WAL E

e 2. BERIE. AVS . BERG. EALA. FHIS RIS ID, AT ] —AN & I 1 SR 1 24
JHZ 1P #hE 3% e S, N BT E-E RN AR FE AR, B4 ] DG BB R 13 4% S 1y

B P G s I B & TR, 1oT Security 4k 2y AGBEILEME, R 25w & T JEME K
238, 1oT Security 237 R H R sh £ CARBIAY 1P Ui 28, FRAe AP B4k s iR X se Jg@ e, 8 v] DA
FAEM G LRI SRR ZE — 52 fir 7 AR B FT AT IP i i s 80, DA KAE Assets (77)

> Devices (%) > IP Endpoints (IP uii5) EATA A IP s S0 B B0 7146,
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IP Endpoints Overview ©
943,372 402 swonew
Total IP Endpoints &) Identified IP Endpoints &
Identified IP Endpoints (402)
a ¥ = m
IP Address Last Activity  ~- Profile os Hostname Model Vendor
10.47.145.105 +1 Sep 29,2021, 114 Windows Tablet PC Windows 10.47.1456.105
1047222 60 +1 Sep 29,2021, 11:4 PC-Windows Windows 10.47.222 60 Apple Inc
10.47.110.253 +1 Sep 29,2021, 114 Windows Tablet PC Windows 10.47.110.253 Apple Inc.
10.47.108.116 +1 Sep 29. 2021, 10:5 Windows Tablet PC Windows 10.47.108.116
10.47.142.245 +1 Sep 29,2021, 10:5 Windows Tablet PC Windows 10.47.142.245 MacBookPro15,2
10471242 +1 Sep 29,2021, 10:5 Windows Tablet PC Windows 10.47.124.2 MacBookPro16,2

TG R vh A, BRI B (1 K0 18R 1A ) mBUEiERs, bt i ss e Hl fA
Sk RS A BT AT Sl TP S R AR 1P i s R R e . A R ES T
s BT DAL ST, I loT M & 5 RN B R EdE B, IS 98 RS 2R 1oT
Security fEid 25— K. — BB —AN T WRILEC 1 8250,

T B AU E T A 4 KT R Be 2 2 (P i s s 8. BB, 1oT Security 3B £ EiR 51 IP
di T AR B A . SR, RISk, B RS H N M S — pi, 2
DIX 75 1T e A1 loT B Xt N4 it €25 A All Devices (i %) 1 AllloT (T4
loT) i}, EHESH RN IP J kB %
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P A ARG P s S G il s, IE R IP skl @, NI R 1oT Security 5 904
L 1P ¥ iR 519 Windows PC, ARl Ho s 350 Windows i H . 1oT Security #4841t 2= 30
KW 10 26 F vy il 35 o

IP Endpoints Overview ®@
943,510 402 wrnen
Total IP Endpoints @ Identified |P Endpoints hd

Identified IP Endpoints (2)
IP Address  10.47.146.105 X O Q, + = m

IP Address Last Activity Profile os Hostname Model Vendor

10.47.1446.105 Sep 29,2021, 11:4 Windows Tablet PC Windows 10.47.146.105

10.47.146.105 Sep 24,2021, 14:1 PC-Windows Windows 10.47.146.105

AR CAR B 1P i S T AR AT RRGE PR, JF HIL F R /i 8 L Rk At — 21k, loT
Security 2R IS ol 5025 BT, S8 n] DAAE B A FELR S S I 1 B dolt | R Ty I A 3
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Device Details

<+ 1047122132

Risk Score 20 A Internal Risk Score A\

Personal Computer
Windows Tablet PC

16:05 September 30, 2021

IP History (2)

® September 23, 2021 Hostname
10:22

Last Activity: 18:16 September 29, 2021

10.47.122.132

Profile Windows
Confidence level 81

10.47.122.132
Profile PC-Windows
Confidence level 7%

ablet PC LAN

O 1 Month ~

|4«

1047122132
Windows Tablet PC View More (1)
850

10.0.0.0/8

P i A BT B e e AR LRI IP i i 22 Z R R AR AN T B,

IP endpoints
(internal database)

D)
\
‘o

1
'
'
'
'

'
\

Devices table
(loT Security portal)

—

’
[y

' '
' .
. '
\ \

e —-—

’

loT Security maintains
an internal database of
IP endpoints. When an
IP endpoint has a stable
identity for seven days,
it’s published to the
Devices table.

—

The identity of an IP endpoint
published to the Devices table
should be stable. However, if any
of its main attributes (device
profile, vendor, model...) changes,
loT Security immediately moves it
to the Identified IP Endpoints table.

Identified IP endpoints
(loT Security portal)

10T Security continues to
track the identity of the IP
endpoint on a daily basis.
If its identity is stable for
seven days, it's moved
back to the Devices table.
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KRINFE sh 45 @
loT Security #J DL [ @2l (Kee) & @i, RBix&mmEyE g, Himid IMEl SiE%) 5L
AT S, RIE, MEalLITE Assets (%77) > Devices (¥%X%%) Fl Device Details (¥4 1E4H15
D) T EEEENIN AR & EME, I8 ] DR [ @ SCE R R sk & w1
&, mTE IR LS T i, N, 10T Security 452 AR 515 & He H SRS R0 0] a8 ol & 72 B
KBS P HHE B A P i

¥ 10T Security W& N &K= PAN-OS ¥ 3% 2% J&

i loT Security o A gppph s, gAg N IOVERTIERTUESS - 3¢ 1 oo i
%o
STEP 1| 7B k5% L8 H GTP Security.
1. %3 PAN-OS, i%#% Device (¥%4%) > Setup (i%%) > Management (F5H) | RJ5Hdy
TRLGE R Edit (GeiED) GRRERR .
2. %# GTP Security, )58 OK (ffi%E) .
3. Commit (#252) Py ¥k, AR5k Device (#%4%) > Operations (##1F) > Reboot
Device (FEH71FH&) .

STEP 2| A& E GTP H gty H AR K EdE ok,

1. eItk £% Objects (X3f%) > Log Forwarding (H . L#%) >Add () .

2. A H S RECOE SCE 4R, i Mobile Device Logging, i%#% Enable enhanced
application logging to Strata Logging Service (J3 il Strata H Gic M 851 o T8 H &

W), ARJaHd OK (i) o
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STEP 3| AMI%% LR 3hisl s T GRS B I 45 PR 47 L i SCF

R W E, H TR AR 814511 User-ID il Device-1D 5 i J1 4% IP #hk (UEIP)
MRE . HRENMENTEARE S, 15S 65 PAN-OS rhi R s 25 (4 il & S35 1),

« 7¥f RADIUS 1 5G B3 %

1.

2.

1£#% Objects (X}4:) > Security Profiles (224l {& S {f) > Mobile Device
Protection (#2z)ik& ¥ , KioHdi Add () .

B OECE SO 4R, 41 RADIUS Correlation, iy Correlation (JCEE) | SKJ5%
ALLFHE

UEIP Correlation (UEIP ><B6) : (&)

Mode (#:3X) : Bk

User Plane with GTP-U encapsulation (%311 GTP-U E& 1 i) © GER)
Source (i) : RADIUS

Log At Ueip Start (7 Ueip JFARFid) @ GEF

Log At Ueip End (/£ Ueip 4 e ) @ GEFR

. .7 GTP Inspection (GTP #:71) > GTP-U, RJo%i ALL T WZASKX GTP brskhiyis &

TeH% (IE) PAT A RVERL A, FEAE R I ] 3 I A R 4
Alert (Z4R) @ (&

Reserved IE (f&84IE) @ Ci&#)

Order of IE (IE /) © GE$R

Lengthof IE (IEWKJE)  GEF)

Spare Flag in Header (Fr3krhf5 & Mbsd) © GEF)
Unsupported message type (N7 FFIIEEZRM) © GEH)
GTP-in-GTP : &4

o HoAEdE i R E I Hl (PFCP) 119 5G B2 3 &

1.

2.

1E#¢ Objects (X14:) > Security Profiles (‘2 %4>fili& {F) > Mobile Device
Protection (F2zh1x#4 4 , Aot Add (&)

B AN L4 FR, 1 PFCP-5G Correlation, i Correlation (JCEE) | KI5
ALLFAZ

UEIP Correlation (UEIP <HK) : (i&#)

Mode (#:30) : Bk

User Plane with GTP-U encapsulation (42 GTP-U £y P ifif) @ GERR)
Source (Jii) : PFCP

Log At Ueip Start (7 Ueip JFIARFica) @ GEF

Log At Ueip End (/£ Ueip % liHER) @ GEFR
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3. #i5f; GTP Inspection (GTP ##) > GTP-U, /5% A LL N A ZkA GTP A5k IE
PATHRNMERGE, R KRBT A E oL, B s 4R

Alert (Zfl) © (GEFE)
Reserved IE (£&87 IE) @ C(i&#F)
Order of IE (IE 19Jiii}7) @ GE#F
Length of IE (IEK %) GER
Spare Flag in Header (#r3kh A% MFrd) @ GEPF
Unsupported message type (N2 FR19IH R+ GEFD
GTP-in-GTP : &3z
 ZFF GTP-C %) 3G 1 4G B3k %

1. i%#% Objects (X4}%) > Security Profiles (“Z%:fili&  £F) > Mobile Device
Protection (BBzi& &My , Kgds Add (FHIn)

2. W ABCE SCUEI AR, 0 GTP-C-3G4G Correlation, /G fE GTP-C EIf-F g A
LUF A DME PR RS, 0 GTP bRk by |E $hA T4 RO, I 70 RIS I
i :

GTPv1-C

Stateful Inspection (/7IRERE) © GEE

Alert (4R @ GEF

Reserved IE (f/#71E) @ Ci&H)

Order of IE (IE f9MT/F) © G

Lengthof IE (IEWKE)  GEF)

Spare Flag in Header (frkih A4 i) © GEF

Unsupported message type (N HFIIEESEAY) © (&P

GTPv2-C:

Stateful Inspection (fiR&RA) © GEED

Alert (Z40 @ G&EFD

Reserved IE (f/84IE) @ C(i&#)

Length of IE (IEMK %)  GER

Spare Flag in Header (#r3k+h A& HFRE) @ GEPF

Unsupported message type (N7 FFIEEZRM) © GEFH)
3. iy GTP-U, A ALLFAA

Alert (ZfR) @ GEFD

Reserved IE (f&#71E) @ Ci&H)

Order of IE (IE /7)) © Gk
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Lengthof IE (IEWKJE) © GEF)

Spare Flag in Header (Fr3khf5 & Hbnd) © GEF)
Unsupported message type (S £F193EEAY)  © (&P
GTP-in-GTP : &3z

Log at GTP-U session start (/& GTP-U &ififFiaific) © GEF)
Log at GTP-U session end (£ GTP-U & iE45 iiids%) © GEED
GTP-U Content Inspection (GTP-U PJ&4a0) @ GEF

STEP 4| B AR N DA A8 e & it e, 45 H GRS H DRk 55

Ot 2 2 SR RN LA S R sh il i i, I 1S A3 1 EIE IR S5 LI 1oT Security 7
Bro EEVER IR T R4 RSB R, DAR 2% 52 1] RADIUS i&¢ PFCP,

S+ RADIUS 1) 5G # 3l %

1.
2.

4,

1%+ Policys (URI%) > Security (%) |, KJaHids Add (Fshn) .

{5 1 LT 8 0 ) et 58 ) ¢ 2 SRS A )«

AVEF Radius {7 A AT AT J BT 0] HFRIT N TR,

ECEAE” IR, iEFE Profiles (AL SCfF) (FMECE OO, B8 LATT N
RADIUS JCHCE 1) R 3l I 28 (R 3 C 1E SCPF,  1E % Log at Session Start (/£ &1 I E
5%) Fl Log at Session End (/£ & iE4h diificsk) |, Rk BE LLai G vy H &R KR e
A,

#idi OK (17E)

B Add (RN, ZRJe T DA R BB HEE T 2 2 g B -

A" -, i+ None (B) FAMCLIE UM, 1%EF% Log at Session

Start ({E2xiEFFLARCS:) Ml Log at Session End ({5 4xi& 45 ki) |, RIa kL.
RBIE B GHE R RLE S,

TV MATAPFEENT ] HARIO AT L AE P

#id OK (f17E)

AT AL, AR ot 28— 2RI ) (7 8 R R B2 — 46 2 1

« ZRJH PFCP 1) 5G B &% %%

1.
2.

1E#% Policies (M%) > Security (Z%) |, KJF8dr Add (Fn) .
{5 FH DA W 1 1) Gl S P 72 2 SR 0 «
TV pfep 1E N MAT T JEEITA] H BRI FH LR

{E“BE” kIR, 1EFE Profiles (BUiti SCfF) (FABLE SO, S iE LIni A PFCP
5G KERBIERE S M4 R4 Bl iE SCPF, 1+ Log at Session Start (78 &5 A Eid

loT Security &1
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%) Fl Log at Session End  (7E2 1645 i 1e %) |, SRJFIRBEE DAAT a1 Em H G R A
S,
iy OK (f7E) .

3. i Add (Fshn) RIS (A DA B ) 5 22 4 SRS A «
TFF gtp-u MATATIEENT ] H ARA N H L P,
E“PRAE” JET-Frh, &% Profiles (Bl SCF) (FNECIE SCH2RAY, B IE LLHTA PFCP
5G RGBS R AL IE SO F, %4 Log at Session Start ({1 IR E
%) Fi Log at Session End (fE 2 if45 AT ic3) |, ARGk BEE LAl Hny B G il E
A,
iy OK (ff15E)

4. By Add (), SRIG I DL i A1) i 2 A SR ) -
TV AT AT PEEIAT A0 H BREATAn] SR
EERAE” TR, 1EH None (L) fFNMCIE SCIFEAY, 1% Log at Session
Start (/e <-iEITHARTICS) Ml Log at Session End  ({5431& 45 N0 %) | ARG IEFELL
R EE Y H G #E ke 8 S,
iy OK (f7E) .

5. AL, EHSINAE, L2 — 2R EE — 2Bk B0 £ g 25 = 4802 |,

« L¥F GTP-C 1 3G il 4G B 5k %

1. &+ Policies (5kl%) > Security (Z2%2) , ARG Add (Fshn)

2. (S DAT e A e i H 2 4 R B <
V¥ gtpvl-c Fil gtpv2-c (F ML AR EI{TA] H AR HFRFF
E“PRAE” ET-Frh, &% Profiles (Bl SCfb) (FRECIE SCH2RAY, iR BIE LITTA GTP-
C 3G 1 4G RELBI MR BN 25 LA il i S, 1%+ Log at Session Start (£ & %4
Fids%) Fl Log at Session End (7E£xif 4 diids%) |, RIS BB LT G ALY H G &
AdiE Sk,
¥y OK (ff5E) .

3. i Add (shn) , ARJE (A DAR BEE G a4 4 SR B -
TVFE gtp-u MATATIRENTA] H ARA N AR FE .

FE“HAE Y AT, ULFE Profiles (ML SCF) (FMCIE SCIRIRMY, s ATy GTP-
C 3G Al 4G KEXQUEEN B B4 R ELIE SCIF, 3% Log at Session Start (/£ 1T if
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RILNoT B IF IS

Hic3%) Fl Log at Session End (7E£xiE4s diifid) |, ARGk BEE i) gm0 LA
IMESELN

iy OK (f7E) .
4. i Add (FRn) , ARJE (8 DL W G 5 P A e SR ) «
FEVF MATAT P BT AT H BRIOAT AT SRR 7,
TE“HAE” EIi-Frh, %+ None (L) FNBLE SCHEZRMY, 4%+ Log at Session
Start ({E<xiEFFLANCS%) Ml Log at Session End  ({£43i% 45 ki) | RIaidkE Ll
BUAN ALY B G FE R BCE S,
B OK (7E) .
5. AT, TERARNAE, RS2 RIEE AR BEE RN 4 v 25 = 2R RN 2 1

STEP 5| Commit (£%2) fidi&

1t 1oT Security T & E s & &M

TEB KEE T AL R S & G, B2 GTP 1 G i o BuR i &k 2 1 S0 R IR%, il
H e s ik 55 o A& 2 1oT Security, 2 A GTP H GMIRE, 1583 loT Security 177,
IXIGEFE Administration (G5EE) > Firewalls (B k%) . X B uJLIEE] loT Security 7& 15 -7 #2
Yo GTP B, il 0B, AR ek T 24 GTP H &R 4.

PE Devices (45) T ERR & R h BB E& B, 151EFE Assets (%775) >
Devices (¥ %) . Bahd& oIS ANGAL N ERRmY, B UG s A A B0 EAR LTI 71
WeFEmifG, RIEERFEITE EEENY, BB BT S 0 e S 03k

© BEIREARR — 2BGBABIREN 15 2 17 (A0, T THE AR R E E R SR A AR IR
(IMEI)

o BIH PS4 — A SRR (SIM) kR ATRIME -FRIRTF. £ 2G. 3G fil 4G [Zgrr, It
WRIRFFRR N E bR A2 3 P AR IR (IMSI), A2 5G Mg, IIFR YT B A AFRREF (SUPI),

o BB ISDN — Z3 05 Mb 55 K7 R 48 5 A2 i 63 FLiE S RS 2 RS 3 P g e

« B3 APN (EA AR — M TR R shikssmid 2G. 3G o 4G 1 5 &R /4 70 AL
Jam & (PDN) U RIE . f£ 5G M, BEefii iM% 715K (DNN),

o EZHBEAEAR — BaSN FEL ELom S AEaIER: ik 5 g, 52 Wi-
Fi. UMTS. LTE ={ 5G NR

o Bah RS — WE ARG R R AR IR S
« BAIXS — AP PHEMIER XS

o BEiMZAUS (MNC) — RBI 31 A JLEB R s R4 (PLMN) RUPIGE (RRONBRIE)  sli—= (7
(eEbrue) S5

« BEER/ XA (MCC) — BB B B R/ HX ) — 4y
« B3 TAC CRIV RO — IRAIR shis & Bl vy /A By

o WU — EAIUERNAUE FIB 1T I 12 B 0T

o BIkE — ELMY LIS TR A PR
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b 1 AETE b BoR RATIX SR PR S04, Ead T DAAE L T i TR0 e 8 2 A i e (8 e AT
EALR SR BB W B VEAN (5 ST b, TR 0 SO AR U A B
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RILNoT BE& I I HLH

==\ N

H & X E
loT Security ARILA 7 R & & He e @b, b S fhNe. BIER
45, VLAN ID. KGRI RN, HoR5c8 5L, 1SR “Ba” TN LiER LN, (Ea AT
PR BRI, ST DI IR B A TR M R TR R Y, DT S A A s A e R R M MR 11 1R
HoE, MRIXEE B NGE T A SRk, 0T DAG R T A i T 0 4 B B B, loT
Security Y NREANFLF A1 50 AN H & UM,

B4 H 2 s It H 3N H
BT B Y26 PV A 12 SURRE, LU 2 4 PERE, L 10T Security 1 Z1REITI i

EIF UG 200, B HRIE CAE Devices (524%) TLIfl [Assets (%7=) > Devices (%) 1 Al
FHRAT — AN EIE L e RS, B AE RN IF/THEN B4 “IF” Ay rh I Rs, F57K loT
Security 4 “THEN” T4y rh (W E N T % %o

A I TR B IF/THEN 3549 1 3 ol 1 XO@VE, IR R P e 0t 1 —Fi a2 ik,
s AR ST A B, B SUBYE T LR /SNSRI AN 25 . ik, &
JeBl AN BRI e S, BT VA B T WA B SO A e, RS, S AN
BELHI BT A B A& B E SRR S — AR e RS . AR IR TS AR SR E, 1GNP A W &AL BIE S
EFILEATN ST T 28R o, ARG BB — N FE BN, KB JOR IR & &
ViRl <filter-1>, NIXF B H] <name of department-1> ; 415 % — AN £ VUl <filter-2>, TN
<name of department-2> 5, 520G, REWLAE “W4” DU B4 BE A IS0 T I0E B
WEBITHY .
STEP 1| (i) QUE2Efe @Mt i JEes.
GG A EEAE T 72 g MR I e es, 15 S 5% 1oT Security [/, Rk
Devices (%) . & XLAURLLERS, RIGIRAE,
STEP 2| flgE—ANH & B, 10T Security K4 [ 306 H v H £ %
1. % F% Settings (i%i%) > Custom Attributes (F & @Y >+ (A& H T UdM)
2. B “O0d b E UMY B mif b AL RN
Attribute Name (EVEXFR) - A E SUBMEM TR ZAMRABEE GF TR, FFHA
AEEEt 50 M,
Default Value (Optional) [ELIME (713E) 1 fr A —A loT Security ZRAR 215 b T
WAIME. IR & BANE, 1oT Security £ (e @ VR 7B b A N/A,

Value Automation (Optional) [{/ME 1311 (v]i) 1 Add (b)) —A IF/THEN 54418
A, H T e TISEEAE R ) T % 4% )8 . 9 IF a device matches this filter (415 i% 4% 55
JERSVUAL) FRER R i L jERe, #8)5 /£ THEN apply this value to the attribute ()]
WILE N T IEYE) 7R A —ME. ol LR E % IF/THEN 54 (% 51 « &
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2R AL 7, 1 LA R, AD4 1oT Security M L2 MG #5451+,
FRs ML IR 26— A PEEC I E »

Create Custom Attribute

Default Value (Optional)

Value Automation (Optional)

IF a device matches this filter @ THEN apply this value to the attribute @

= Risky Cisco Switch Check switch E

Cance' a

STEP 3| Save (f&fr) M7 BRI,

loT Security 7 “{& A Zh{L" i3 8 5K s b VERCSR AT (B LA WTRESR AT .2 —) WOMEMT 8%,
RGN FUEHIE . LR THET 2 Ly B A HESC . AR5, 1oT Security RHAZAE I T 26 1F
55 JE P AL rh i SRR DU AL A ] 5

T3 B ) g MAE N T 1 2%
B 1 B 9 UBYEZ 4, loT Security £ B4R R T & HEBE A Bh N T84, 7T LLEIEE 78 X
JEYEFF AT AR TN HME

STEP 1| GIE—NHEEM, mETaEHENH T &%

1. S 3% 1oT Security 1), Rk #¥ Settings (%) > Custom Attributes (F 7 XJEM) >
+ (A O g

2. eI “ QI B SR PE” st A DL A

Attribute Name C&VEFFR) S A FUE UBTEN A FR. IZARRIER SR AT, JFHAS
REEE 50 M4,

Default Value (Optional) [ZAE (7% ] : Hr A —4> loT Security BN H 2)E B Fr
WAMME . MRS BB, 10T Security 2> (6 i@ MEr 7B i A N/A.,

Value Automation (Optional) [{/ME F 81k (W3) 1 1E 7B IE L 70,
STEP 2| Save (f&ff) H7EXJ&MRALIE,
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STEP 3 |

W SR T34
1. i%&#¢ Assets (%77) > Devices (i%4%) , RIS “MZE” |

T b SN TR P ) SR P B
2. Pl AAR, ORI “ TR R i,
3.l “ B BN Edit (ER) .
4. RGN TR 0O (R IR, R S R o In 8 RS A A T4

CRPET A AR THER

CUSTOM ATTRIBUTES Edit

N/A ©®
NA ®

15 Fa
critical ()

_L Edit Custom Attribute

{

FDA Classification

N/A| X

5. Save (f&fr) MEMIBCIE H K,

¥ H I B MR W
4 E SUBPERLN T WA 5, ST LUE “ e TURT B % E 0 SURPERY, BesIlElgG (), 5
R — A2 A B T b I 115 XUR

Laptop

N/A X
RiskyDevice

critical X

CJHEEI a

|

[ Basic
Status

Profile

IP Address

[[] MAC Address

[ Category

[ confidence Level
[ Confidence Seore
[] Description

[ site

[ common Name
D Distinguished Name
] sAM Account Name

[ e

[ custom Attribute
Risky Device
[ Asset Criticality
D Purdue Level

D Identity

D Type

Vendor

[ oul Vendor
[ Madel
[Jos

[ ©s Support
[ Infrastructure Device
[ 05 Version
[ Serial Number
[] Department
[ Asset Tag
[ Location

B AET

Ik 5 PR s AE “ Bk B “IR 7w

O mcbile

D Mobile Equipment Identity
[ Mobile Subscriber Identity
[ Msobile Subscriber ISDN
] mabile AP

[ Radic Access Technology
[ Mobile Base Station Code
[ Mobile Area Code

[ Msobile Network Code

[J Mobile Country Code

[[] Mobile TAC

D MNetwork Slice

[ mobile Device

D Network
O vianip
[ vLAN Description
[ vianacL

D Interfaces

[ subnet

D AD Groups

D Wired - Wireless
[ opHee

[ Network Location
[[] Switch Name

[ switch Port

D Switch IP

] Netwerk Segments
D Source

[ cmms Source
[ cmms Category
[ cmms state
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p E‘F"

_&4,

Devices  IP Endpaints

User-Defined Static IP Devices

SRS,

X BE1Z%

SRR, JFEREAEE 2R A SRR AT,

Filter | Query Aisites v | AiDevices ~ v | | = Adariners v a
Distribution
Al devices

1 Device Type 4 Devices Categories Profiles Devices at Risk

® Traditional IT 2026 New 18756 7 63 7

@ Network Devices 159 New 1617 5 k<] 97

® Office £New 1142 14 a7 165

IT Devices 27 New 574 2 H 79

® Faility 281 s 15 29

Device Distribution by Type . N
[ 167 Security reassessed 81 items identified as separate devices as interfaces on 40 muli-interface devices.
Inventory (24,182)
Q
swus & Risk Device Name Profie Vendor 1P Adress Last Activity isky Device

- A 0 Macintosh Apple Inc 101961037 22:37. lanuary 25. 2024
- 10 Super Micro Computer Super Micro Computer. Inc. 1009.12 22:37, January 25, 2024
- Ao PC-Windows Intel Corporation 1061505 22:37, January 25, 2024
- 7 a2 Raspberry Pi Device Raspberry P Foundation 22:37, January 25, 2024
- A 10 Paio Allto Networks Management Appliance: Falo Alo Networks, Inc. 10030199 22:37 January 25, 2024
- A 10 Palo Alto Networks Management Appliance Palo Alto Networks, Inc. 1003135 22:37, January 25, 2024
- > Falo Alto Networks Device Falo Alto Networks, Inc. 19216856232 22:37, January 25, 2024
- 7 a2 Raspberry Pi Device Raspberry Pi Foundation 101965660 22:37. January 25. 2024
- Palo Alto Networks Palo Alto Networks, I 22:37. January 25, 2024
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e 11 S M R L T5E & AR I B
AR R H0C @ YE, 15 PR Settings (¥[%) > Custom Attributes (197 XJ@M:) |, #
 “BC UM i A M) = AR, A5 Delete (MIFR) 2k Edit (ZmfE) .

Custom Attributes (3) +
m
Attribute Name Default Value Value Rule Modified By Modified Time
RiskyDevice N/A - jun_owner@abe cor Jun 23, 2022, 06:24
FDA Classification N/A - ju Jun 23, 2022, 06:24 Delete
Laptop N/A - ju Jun 23, 2022, 06:25 et
ltems perpage 25 1-30f3rows 1 - of 1 page
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PR B

Settings (% &) > Tag Management (FRicd4FER) T & v BT T Borh & 2 1 T A bric i 1)
#, T EAEEAET R - BATE RG ARG System Tags GREibric) FIHA T HIE X
FRiCI Custom Tags (& X ARID) .

s DLEI 1 U 1 XhR2s,  FEE A TR & & Vs i A S LkR2E . 1oT Security 2 iR PR 3R 55
K‘U‘]J?UEI/JLV\% TUEIEE R GE LIhegs. Bll, AR B HLE 3%, e 2~ Purdue 205 1 31 5

A A GARIL
HEARGUIRIG o
System Tags Custom Tags
+
Tag Type Tog Value Tag Rule Togged Devices Create Date b
Owner Defaultl testsave 7 7 11:11, March 08, 2023
Aruba ClearP: In Scop 100
Cisco ISE In Scop Risk: Critical 7
Cisco ISE with pxGrid In Scope Risk: High 1 and 1 more 177
Forescout In Scop
It 2 v 1 f 1 - of 1 pa

HEE LT B R A b

o QU1 SURRILIF 1 BIRL

¢ FRBARICELN T i
© THHRICEN T A

o AT
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RIL IoT 4 I UL B

A B 7E b idIF B 3N H
STEP 1| 5 UAFIE.
QIR L E SURRID, WLl 8 SUPRIDIRIL kA LA + B
B 1 PRI 1HTTF, b @ G e AR IR B A5 B, R e, L.

Create custom tag

Step 1 of 2: Define a tag for grouping devices
Select or create a tag type. Then define a tag value
v

Enter tag type Enter tag value ~

and enter a tag value to continue.

Cancel

(nrife) PR LKA, C XhRiefE, )5 Hd Next:Tag Rule (2 @ Frid D

STEP 2| wrifesth i SCARC AL LA B 8 FRIC o

FRIC R & SCT AR 24, 215 & VERC AR ic B0 vh iy — AN 2N i e 2SI, 1oT Security
2N R EIIFRIC. 10T Security MY AE B i ) 78 SUBMC IR IS X BE A, 10 HoAE DUS R BT
M VERE B g i 2 B bR Id . M, AR AN & AR Ll Id 3RS, 1oT Security 2 H 2 I rh
HHERFRIC .

AN R LA A& VU R DR 2SI BT AR D, 16 SIS B LT IR AP RO JE s . Sk vT AT I —>
WA PSS AR IC R T2 . A 2 i iEds, W loT Security 2R bR ic ST 5
B, WARE LA PR —A

Create custom tag

Step 2 of 2: Define tag rules (optional)

Devices that match the filter will automatically be tagged.

== Add a filter to include more devices

QAR SAE “WEag” T L T el AR “ B RS 2 T AR IE BT T AN AN
Feo MASERE ARSI BB, 5N SR EE s A (T g 2

SR G, Save (A7) FFRid.
i ] AR 1000 Aie—Frig, 3ETah#s 38T T i % 100,000 Ay saAgs
Wiy Lhwi i 100 A g
T Fric N T— el 2N 4%
AR RRC R T 41 )i

o FEPKFRICNH T Devices (i54%) TUm B A% /M ist#%, 2 Device Details (134 E40(5
S A F AN
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« HITAE Settings (i%&) > Tag Management (FricEER) UL b (i FIRR A bm 280 00 i 5 st
75 1 Bl N HIFR 2

PRIC A& I ine i )2 it Devices (B ) DL RV BE&IE B T-hbRic.
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STEP 1| JdyEZFRicmI.
FT7F Assets (¥i7=) > Devices (&) vipmm, (I3 CHALIIZR T

SUIEAI B e, iy Tag (Bid) BlbR (O) brididdgmy e, skt b, A Mbnidixgld
e, M HAMCIERR AT, AR 1oT Security 7R AN E] 5 L JE s VERLT B &, e
SRR EAT

Devices IP Endpoints User-Defined Static IP Devices Search devices, vulnerabilities, ip endpoint: Q
Filter Query All Sites, ~ | Al Devices ~ | 1Month ~ @ 0o
Vendor: Include AMETEK inc./Rauland-Borg Corporation X Category: Include Digital Video X Subnet: Include 10.55.72.0/23 X = Add Filters M Apply tag to filter
Distribution
All devices
Device Type J Devices Categories Profiles Devices at Risk
® Office 5 1 1 o

Device Distribution by Type

m 16T Security reassessed 81 items identificd as separate deviees as interfaces on 40 multi-interface devices. View All Recommendations.

Inventory (5)

Status Risk S Profile Vendor Model os 1P Address MAC Address VLAN ID VLAN Desc... LastAc..
A 10 Biamp Dig AMETEK i Tesira/19.... 10557225 00:90:5e:1b:c1:90 09:40, Feb.

A 10 Biamp Dig... AMETEK i... Tesira SVC... 10.55.73.98 00:90:5e:1b:c1:92 11:42, Feb...
A 10 Biamp Dig AMETEK | Tesira SVC_.. 10.5572.201 00:90:5e:1b:c1:eb 04:06, Feb.
AMPOO9OSE1BBFA1 Biamp Dig AMETEK | Tesira SVC_.. O:5¢:1b:bf:41 08:51, Feb.
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STEP 2| NHAFRCHIINLIESE.

A g g e e R e s, WRBAT, B AEARIC L% 2 AT Cancel (HGfy) JREdod
JERR.

AR AT TUITA AL & il ORI & I 2 Jrydd ik s, 1B iEFEInclude global filters for site
and device type in this filter (7& i 3RS b4 5 b i ﬁﬂ&%%’é’*”lﬂ’]%ﬁ TUERS) o HEPREEE
NE DAl fd A i 2 281909 42 o ad g s

SERCE, 15 # Next:Select tag (N4 : i Fbrid) .

Apply tag to this filter

Step 1 of 2: Define a tag rule
Devices that match the filter will automatically be tagged.

Enter new filter name

Vendor: AMETEK inc./Rauland-Borg Corporation; Cate | Details s

[] Include global filters for site and device types in this filter

Cancel MNext: Select tag
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STEP 3| i ol bl IR e
Kb ST T JE s v 0 4TI, Joh i S AR iC RIS B, RAVE R, fE S

%E/\JO

Apply tag to this filter

Step 2 of 2: Select tags

All selected tags will be applied to devices matching this filter
Owner e Olivia
X

+ Add Tag

Cancel Back: Tag rule Save and Apply

IR AEARMC R, FRIE R OB AR
YN TN bRid, EH + Add Tag (HE 08D
e, Save and Apply (f:(£3ERIH])

loT Security Fric it B2, WG A 2 58 p it e 2s VLAl Bk &, EthaHsibride
file [AIRE, ANRATM EARCH WS A TFVLAC S, 10T Security # H 3 LR BRARIC o

gﬁabﬁaﬁ Al A LB RESE R, AL pRIpk T loT Seeurity wggiggin & i
TR IC N TR
BT B BT ERRICIA AL, R T DU “ R ARG R ST A B A
STEP 1| FIFFMAB A& AR 1.
12 “Bes” D, AR PRI I < B AN R T
A AR (3), )5 Fil Manage Tags (FEARZE)
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STEP 2| H—A el MR M & .
AR A AR R R I B B bR
PN LA ARIE, TS + Add Tag (+IRINFRIE) o AN B2 0] B 100 MR%s .
SERCT Save (FRAF)

Apply tags to b4:47:5e:b1:db:03
Division v 123123 v X
Enter tag type Enter tag value *
Purdue v LevelO v X
Enter tag type Enter tag value *
division v West v X
Enter tag type Enter tag value *
Follow Up v Q22021 v X
+ Add Tag
Cancel Save

MBS R BR AR i

T LAMEAANBERH loT Security 524 Hh R R bR

SN AV IR T3 S B9FRIC, EATEL FER(E -

- LB AR VRN (S S I,

2. PR R R ERR (1), )5 il Manage Tags (7 EEFRZE)

3. Babbric sk H 274 XK HMER, 25 Save (PAr)

s DURE BB e 45 IR T3S, PR TOT Security ox i 7y i iR AT i ML
géiﬂé}ﬁdﬁ/ﬂfﬂﬂﬁﬂﬂﬂ%%ﬁo SR B B 7 Bk, B0k H RS o 2

HNEEA 10T Security ARG MERIRIS, THPATLL MRIE

1. #%F% Settings (X&) > Tag Management (Fric/EE) |

2. Bdie SRR ES R B AR (3), )0 Hidy Delete Tag (IERFRIC) .

f “RgAFE” GO L MIGEREN . 10T Security 20K JM AT B iR, AR 1 L i
Hitt, R RC
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loT W25 N H & B,

I LR IEREN loT Wk (EHIMRLE N I FE e 2 A2 W& e ? 7 IgIXees BORF A, L
SEAE BT E B o B0, WA RGE — AT SRR R Fr B AR, T DK AR L
BER AT, FFIRIE ST R e 0 S S M AL M R A SR E XL S5 RS L TR, T A
NG Kk B s S DA IR AZ B AR Sy . AR E R b T, I HATHTROAR, W] LU E 7 Bl
FUTTREHENIIT A . AEREZBHEN, I HIBRAHCR, 5 R ER P A B &3t 4
7y, FERHATIR DT RSB TR, (PR AT A T B IR RS Fy A BB IR B TR A S RS 54 e
Yrlao sl RS LRRTRE R, T DR SRR i i R AR IR T B R4 B2 7

7F Networks (#%) > Applications (S HFE[F) Tif b, loT Security 22 /=M% EI1 10T 54%
IEAE BT A SRR
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Networks / Applications g Search devic ulnerabilitie: tsand.. Q
Filter  Query All Sites ~ | AllDevices ~ | 1Month v 0o
N
Applications (551)
aQ &

Application App Risk () Number of Devices N Category Subcategory Technology Profiles Evasive
dns-base 3 2,049 networking infrastructure network-pratocol Advantech Industrial PC a.. No
ssl 4 1754 networking encrypted-tunnel browser-based Advantech Industrial PC a.. No
ntp-base 2 1707 networking infrastructure network-pratocel Advantech Industrial PC a.. Ne
ping 2 1644 generakinternet internet-utility network-protocal Advantech Industrial PC a.. No
ssh 4 1370 networking encrypted-tunnel client-server APC Smart PowerSupply a... No
snmp-base 2 1343 networking infrastructure client-server AIC Device and 30 mare No
traceroute 2 generakinternet internet-utility network-pratocol Advantech Industrial PC a.. No
Iod 3 1221 business-systems management client-server Arista Network Switch and... No
unknow 1 unknown AIC Device and 23 more No
web-brow 4 generakinternet internet-utility wser-based Advantech Industrial PC a.. No
paloalto-updates 2 729 business-systems software-update client-server Aruba UXI Sensor and & m... No
snmpv3 1 networking infrastructure < APC Smart PowerSupply a... No
pan-db-cloud 1 563 business-systems generak-business client-server Aruba UXI Sensar and & m. No
gnutella 5 generakinternet file-sharing peer-to-peer Arista Networks Device an... Yes
paloalto-dns-securi... 1 business-systems generak-business client-server DTEN Display Board PC M. No
snmpv2 2 a74 networking infrastructure client-server APC Smart PowerSupply a... No
dhep 2 424 networking infrastructure network-pratocol APC Smart PawerSupply . No

rial PC a No

LAY UL I < - O TS A 1) st s R TR S

2 PEACIY 10T BEA&AS I 2119 HE — N A

loT Security 7 P12z I T I 1170 1 4 KRRl 8 22 IRk SR Bty 10T v
FARLRE, 0 U T 50 0 W € B AR T /%
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g

FloT ¥ M

loT Security — FURBUF IR BATMZS, st BoRef], HeEalclk— KA SR S BT A
Fr %, RIEgE A AIER ARG, BRfE MR T EERZAE, ERIg R L
KRN~ —A R HRIFEFF 205, AR 1oT Security B, #nsee kI, EJefE “ &AM
287 Ul R, RIEAE CRONRERE” TUM BRI RN A, X TREEINDY loT Security i A/ K
BRI, XA, B n R A 4k X A,

TR B Tl S e S ey 1 Day (1K) . 1Week (1 4) =@ 1Month (14~)1) , M| “R
EERF” T2 SR SR E g S %, 80, DN 1oT Security $4 RS 21y B T AR 3 41
ZUE T A 51D, ik, 1 Hour (1/hE) id3ERS S 1 Day (1K) i yiEas W n)—ZHE— R TR
Jr, X JERE T EAE RN i NN AR F 122, 4%, 10T Security /N2 W AR 3 PEAI S JE (R 51
—H. Wik, 1Year (1) BMEREEIEIEZRS 1 Month (1 1) 8RS SR I —2HME— ]
FEJF, XA LIRS i K SR 7136

ARSI ERFY, 1oT Security 242k 1 Applipedia 9%, =4 H IUHT v N RE 71
& ] DU e sk i B e R G EUl, IR ERE A B M T ok KB . Flhn, X T
DNS, Fifi<:&r loT Security M Applipedia #2819 8 IR FE Rl BRI 2 205 1L

dns

The Domain Mame System (DNS) stores and associates many types of information
with domain names, it translates domain names (computer hostnames) to IP
addresses, as the ""phone book™ for the Internet. It translates human-readable
computer hostnames, e.g. www.paloaltonetworks.com, into the IP addresses that
networking equipment needs for delivering information. It also stores other

dns

The Domain Mame System (DNS) stores and associates many types of information
with domain names, it translates domain names (computer hostnames) to IP
addresses, as the ""phone book™ for the Internet. It translates human-readable
computer hostnames, e.g. www.paloaltonetworks.com, into the IP addresses that
networking equipment needs for delivering information. It also stores other

information such as the list of mail exchange servers that accept e-mail for a given information such as the list of mail exchange servers that accept e-mail for a given

domain domain.
S acteristics Security Information
Category networking Evasive Mo Used by Malware Yes
Subcategory infrastructure Excessive Bandwidth Mo Has Known Vulnerabilities Yes
Risk Level 3 Prone to Misuse Mo Widely Used Yes
Standard Ports tcp/53,udp/53,5353 Capable of File Transfer Mo Saas Mo
Technology network-protocol Tunnels Other Applications Mo

i Applipedia 2594 5¢ DNS BAHIRS 2 ¢
M

Description

The Domain Mame System {DMS) stores and associates many {ypes of information with domain names, it
translates domain names (computer hostnames) fo IF addressas, as the "phone book™ for the Intemet I
translates human-readable computer h 2.9, www.pak m, inta the IP addresses
that networking equipment needs for delivering information. It also stores other information such as the list
of mail exchange servers that accept e-mail for a given domain.

Reference
Wikipedia Google Yahoo!

Characteristics
Category networking
Subcategory infrastructure
Risk 1]
Standard Ports tcp/'53, udpi53,5353
Technology netwark-protocol

Evasive no

Excessive Bandwidth no
Prone to Misuse no

Capable of File Transfer no
Tunnels Other Applications no
Used by Malware yes

Has Known Vulnerabilities yes
Widely Used yes

Saasno

LSS SRR EYSUDR N E RO IIESSE
o

Forf 1oT Security M Applipedia #6383 &= R B HI R
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N JH % AL

F BN TR BT R4 LT Ay 2R T

125 B BN SL IR 7 () S 2RI R Ay 2R 2T

IR 55 IR P [ A T R 20, il B e 1 iy
AL, RESEHM 155

it 11 o2 R P (S ORI A Al 553 1 5

HoR BRI ZIRE © WIZg M. % - 5%

Elll\ ﬁx_jﬁ'ﬂcﬁj {XJIIPnlv

IR 7 4 2245 )2

s = N R v 12RO T Hie ) 3500 H

[F] 3k
(P LSRR S0 H 1, H 9 I hE 7 K 8 TR s S
Jiti

SN JE = R P AE I R E e ke 1
Mbps,

2R JE = N R TR H I, BRI A
Yo BT N 2 % R FH P U P 7%

REME AL Lk & = NIRRT RENS it W 40K LR N — AR Gt
fE3E T — RS

JUAh Bz E N S 7 ST = TR AT DA LS PR LA R T

s

EERSYER /S LR LD

Je = DRG0 N RE e 2 TR iR B
s G, BB N TRy 5%
[V 8

A B e = MR B A A RIFR R,
(BT Web BB HFEFF IR WIE Y “=27
NN HTTP G A7 AR

AL = N IR Fr el A B 1,000,000 4N .

SaaS e = MR A, Rl s AR %%

(SaaS) feffk, v = SN JIFE R FEA A AL,
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JLopr 2 R 11 AL 3 o AT N RR Y TR TR AR R 7 A ) AR
I sty s A 5 Applipedia g i (= i L T v 5 R B 4 (5 L

BHE BRI LA Applipedia A SR IRE O BdE, 1 By OB e AR E AR N R
Fraar b, DIEFR A b, b & ia s A Applipedia SRR S TR 45 S

Applications (551)
Q 2 m
kerberos
Applicati Subcategory Technology Profiles Evasive
paloalto- ims management Palo Alto Netwarks Devic... No
ocsp Advantech Industrial PC a.. No
farbercd Characteristics Security Information B 30 Syste a1 No
portmap  Category business-systems network-protocol Arista Network Switch and. No
Subcategory auth-service
hilp-prol  Risk Level 2 proxy browser-based Arista Network Switch and. Ves
Cp/BB.464.749,750.754.Udp/B...
iemp standard Ports 1€p/BB,364.749.750,754.udp/8. ip-protocol network-protocol Advantech Industrial PC a... No
Technology client-server
ms-ds-sn ims storage-backup client-server Aruba Networks Device a... No
paloallo-shared-ser... 1 197 business-sysiems management client-server Aruba UXI Sensor and 7 m... No
paloalto-wildfire-cl... 2 195 business-systems general-business browser-based DTEN Display Board PC M... No

atwork Switch and.

business-systems

HeAt, NSRS E “ NIRRTy R ok B Applipedia 915 5
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[ 10T e M

Networks / Applications [JIE] vices. vulnerabilities, ip endpoints
Filter Query All Sites
App Risk
Applications (551) Nurber of Devices Category
Subcategory Technology
Profiles Evasive
[[] Excessive Bandwidth [] Prene o Misuse
Application App Risk (D) Number of Devices ¥ Category Subcategory Technology
[] sa=s [ Capable of File Tran ..
paloalto-logging-se. 1 266 business-systems managenmy client-server [[] Tunnels Other Appiic .. [ Used by Malware
[ Has Known Vulnerabil .. [ Widely Used
ocsp 2 240 networking infrastructure client-server
kerberos 2 223 business-systems auth-service client-server
portmapper 3 220 networking infrastructure network-protocol Arista Network Switch and. No
http-proxy 5 216 networking proxy browser-based Arista Network Switch and. Yes
iemp 4 211 networking ip-protocol network-protocol Advantech Industrial PC a No
ms-ds-smbv3 3 business-systems storage-backup client-server Aruba Networks Device a.. No
paloalto-shared-ser... 1 197 business-systems management client-server Aruba UXI Sensor and 7 m.. No
paloal fire-cl, 2 195 business-systems general-business browser-based DTEN Display Board PC M. No

busin and. No

S

Bl WA BUET SR DA TIT R S sy “ Ve 0L, DR RO A RN R S ¥
Fro

BT EAR SO EAR B AR AL SR S b 2% HAOEE (0 SOR B, R s G HZ R R Py O BT A5 A S
(ERIOF] B
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lications [QILEY

Networks / Apj

Fiiter Query || AllSites v | AllDevices ~ | 1Month ~ 0o

Profiles: ssl (52)
Applications (551)

Advantech Industrial PC

Q 1
Amazon Device
Application A Risk (D Number of Devices + Category Subcategory Technology Arista Network Switch Evasive
dns-base 3 2049 networking Infrastructure network-protog  Arista Networks Device a.. No
Aruba Instant AccessPoint
ssl 4 1754 networking encrypted-tunnel browser-based 2. No
Aruba Networks Device
ntp-base 2 1707 networking infrastructure network-protoc 2. No

Aruba UXI Sensar

ping 2 1644 general-internet internet-utility NELWOrk-protoe  Ais Communications Video No

Surveillance
ssh 4 1370 networking encrypted-tunnel client-server a.. No
Cisco Meraki Device

snmp-base 2 1343 networking client-server Cisco Systems Device No
traceroute 2 1265 general-internet internet-utility network-protoc  View all B No
Iod 3 1221 business-systems management client-server Arista Network Switch and. No
1 unknown AIC Device and 23 mo No

4 1,050 general-intemet browser-based Advantech Industrial PC a... No

2 business-systems client-server Aruba UXI Sensor and & m. No

networking RowerSupply a No
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IR e 45 N 1 T A W B BTl (v R [ A B8, S e AT & 0y, wl DARL R G R, 55—
Jit, AR 7B RE A NE RIS, EFBEREE. BE. (TARL 2RISR R, IX R
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Vulnerability Overview All Vulnerabilities

Domain: Vulnerability Overview v

l All Sites v‘ All Devices

v | 1Month

BlECT—

Vulnerabilities to Date

551  1s013instances 77

New Vulnershilities in 1 Month

2,669 Instances.

Vulnerabilities of Interest (63) @
Time Range = "1 Month" and Vulnerability Priority IN ("Top”. “Medium") and Severity IN ("Critical”, ..

) Medium Priority
SNMP v1 Usage

SNMP (Simple Network Management
Pratocal)is 2 standard protocol used for the...

© Medium Priority
CVE-2022-32221

‘When doing HTTP(S) transfers, libcurl might
erroncously use the read callback...

< | ovss cvss
@vienon

M. of Vulnerable Profiles
a

Na. of Vulnerable Profiles
3

Na.of Instances No.of Instances
12 a1

Vulnerability Instances Distribution

Instances to Date

tances (16,013)

Vulnerability Instances Trend @

Vuineraility Instances

Resolved Instances

Top Priarity Vulnerabilities in 1 Month

28 | 943 instances | 194 Criical Assets

@ Top Priority
CVE-2019-5953

Buffer averflow in GNU West 1.20.1 and

carlier allows remote attackers to cause a...

Cvss
@ienss

Ma. of Vulnerable Profiles
3

Na.of Instances
11

Severity v | @

@ Top Priority
CVE-2016-3236

The Web Proxy Auto

Aged Vulnerabilities

510 Over 60 Days #* 3

Search devices, vulnerabilities, ip endpoints and exte... Q

a9

Instances | resolved in 1 Month

@ Top Priority
CVE-2016-7182

The Graphi t in Microsoft

protocel implementation in Microsoft...

cvss

@rienos

M. of Vulnerable Profiles
2

Ho.of Instances
£

Windows Vista SPZ; Windows Server 2008...

cvss >
@rin o8
No. of Vulnerable Profiles
2
No.of Instances.
35
View All 63 Vulnerabilities =
3

Prafile

/2 Medium

E® Lo

@ Resohved

DTEN Display Board PC ... (5.400)

Cisco Systems Device (1,027)
Poly IP Phone (94¢)
Polycom IP Phane (304)
Super Micro Computer (662}

Others (7,074)

s I +

10T Security 45 P i1 {51 February 2024

280

©2024 Palo Alto Networks, Inc.



Wil loT ¥ £ il

LI THUR e ik A, 2% S R[] 70 BBl (19 3 908 2 o SCS B0 1) S B e I e T A5 S P i 22
 Vulnerabilities to Date (H iftysill) — X /& H & LA 10T Security AL LLSRAS I £ ) s
(PSS
F X 10T Security 75 HEE Ze b (R BE 20 4 2l —4F, (H IR AN IR 9 15 i (e s () BRI, A SR AR 0
1 10T Security #id—4, e 4k R R —4F 2 Bk 20 09 s

+ <time range> NI New Vulnerabilities Ciiili) — 3 & T 1 T B HE o Y8 ws A5 e 11 i 18]
PR ST ) 1) 9 410 A

+ <time range>WN Y Top Priority Vulnerabilities in (=40 i 1lH) — IXJ& loT Security %)
N “Top” Myl e g, (A" RIS RIS . D AT I LEiks i v ST E5 Je FL 5 1) S B B¢
FER. IR AL EERE 2 —, 10T Security K4 TN H T € R2E1Y All Vulnerabilities (T4
i) T, 158 Vulnerabilities Dashboard  CGlaili 45 /5#i) ¥ vl b, £ 2R RN R
V0 B P P o e AR S R e A

 Aged Vulnerabilities G i) — X5 @GR (30, 60. 90 2 180 KX) {74 fif
R BT A IR I 179 A

+ <time range> 11 Instances | resolved (M SEF]) — IXIE 75 Bl gh 24 mi S %9 A G FFAE 0T
A TS0 5 0 3 908 28 i o 11 B Y ) A 7082 e 9 9080 SE2 497 i

Vulnerabilities of Interest (&% B IEIT) — & XA e 2 ks bnie, 2RJ5, loT Security
F 2o R B 1) CVSS 15 70 = i /N, DA ) 1 6 B s 1) 15 24 B I SO i 2 19 i
I, @GN, SR T i r — A PRI B e 7 (8 8 g sORCIE SRR, 15 i i e AR
(L), ARJofCE i DR R RS BRI e . 10T Security ¥ B R 5 I &R VEECT TS i f
SR 9514wl £/ P 8

HONESL T, 10T Security {58 H FUE CHT ARSI 7 25 1 R4 28 CL A I 2 T S A &k 1
(PoC) Iyl . 185 ] DAGw % I 20 0f) DU )OSR J@ M, ARG s TS B ((0) B S0 PR
DB (A,

loT Security 45 H! i {5 ¥4 February 2024 281 ©2024 Palo Alto Networks, Inc.



Wil loT ¥ £ il

Vulnerabilities of Interest X

Define top Vulnerabilities
Severity = "Critical" x  Confirmed = "Confirmed” x * Apply

Public PoCs identified = "Available” x

All Saved Queries (11)

Q, Search Query Name

Risky Vulnerabiliies Recommended

Severity = "Critical” and Confirmed = "Confirmed” and Public PoCs
identified = “Available

Wulnerable Medical Devices

| ,
Severity IN ("Critical”, "High") and Confirmed
Device Type = "Medica

Confirmed DoS, Code Exec, Overflow Wulnerabilities
|

Severity IN ("Critical”, "High") and Confirmed Confirmed" and
Wulnerability Types IN ["Denial Of ...

Confirmed" and

Vulnerability Instances Distribution (J{li 527175 4f) — Sk B 2 V8 2 75 I ) L5 40 A n) 5
FHEAW AT, WAERIGTEEEIZE, NI, A5 5T T 20 5 b ik & 28 )it 8 28
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) . Status CIRZS) . Device Type (% £2%71) | Device Category (1%+#25%)) . Profile (fic
&30 fF) . Vendor (HtNip%) . Exploit Status CJuild FIIHIRAS) . Attack Vector (¥idiid

2> (CVE Ao WA FH sl BT S5 i o5 [ 28 78) - A1 Vulnerability Priority Gl fiistg) (5.
oK) o Ui SEFIE B F P E e CHE R E AR R CHIERRRIIIL )
SSRGS GF AT A L SRY) iE o An, TCEE . I e B S i 2 i AL TR R Y
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MBI Profile (B i) XFSEBIE T o2, SRR Jobr s 42 Fr i B il SOk 1~ By
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Vulnerability Instances Distribution

Profile v Vulnerability Type v

.3 Create Policy (GIE%I%) &, loT Security ¥4 Assets (%7=) > Devices (¥ %%) >
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Rk w] LA B TR RO T80 (AN 5 31 200) FFA1% T2 1) it
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CVSS 7> ¥l 7 M2
90—100  xa
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40—6.9 rh
<4.0 i

B 1oT Security A8y ™ Sk 205 s e 158 IS0 PE 7 5245 (CVSS) 708, H & 2 (8] A A
AR . BN, B DRl gD &1 CVSS 20 8T e 10.0, {H. IoT Security /™ i 2%
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e R A . AR SEE E K bR UE 5 ERBIZERE (NIST) s i 2 CVSS 7%, 2 1oT
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Vulnerabilities (77)

2,669 instances were identified for the following vulnerabilities.

Vulnerability Metrics

Severity [ Vulnerability Mame
@ 9.8 2016-32356
7. 2 884
4.4 -2023-349
— - 47
L_J K & L12
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Risk [] Threat & Compensating Metrics

Priarity EPSS Percentile

Covered by Threat Prevention
Patch Identified

(] <[] <. ]< ] < N

o o <. <

Awailability Impact

PRSE — UG SR 7 SRV (E G ) — P PEY . B MR R ILRE R, XERRLE S
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Vulnerabilities (77)

2,640 instances were identified for the following vulnerabilities.

o Top Priority

1y is the vulnerability Top Priority?
sbility Metrics
@ Exploited in th Id

Priority cvss
o T:,g o Critical Severity {CVSS) ™
0
Me o Critical Assets Impacted o
O Top o High Mumber of Assets Impacted 98

@ T @ Confirmed Vulnerability

0 T

b 5 7 Processing... (i fegb ) wf, e loT Security fry i f i g 1 o 2
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i VA AR e 2
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View Custom Attribute
Asset Criticality
Medium
Walue Automation (Optional)
IF a device matches this filter &

Default Asset Criticality [Industrial]

IF a deviee matches this filter @

Drefault Asset Criticality [Medical]

IF a device matches this filter ©

Patient Monitors

THEN apply this value to the attribute

High

THEN apply this value to the attribute

High

THEN apply this value to the attribute

Critical

®

B
6]

B
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e s |
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Vulnerabilities (77)
2 669 instances were identified for the CVE-2017-13089 Z CVSS (V3L B8
Description

The hittp.c:skip_short_body() function is called in some
circumstances, such as when processing redirects.

Priori e WVl billity M Exploit Statu
ority ek When the response is sent chunked in wget before o :
© Top CVE-2017,13089 1.19.2, the chunk parser uses strtol() to read each POC
;1 View more
@ Top CVE-2023-5217 Exploited in the Wild
L
o T CVE-2016-4971 | PoC POC
An attacker can exploit this vulnerability to overflow the
Q@ Top CVE-2019-5953 memory buffer of the device. This could compromise the Unknown
Medium CVE-2017-13090 confidentiality. availability and integrity of the device. BoC
Medium CVE-2023-3497 Unknown
Medium CVE-2023-0131 6.5 51% Unknowrn

BRI 2% H AR TIT “IeI e B B,
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B Z BT, KT IRZ IR “ i FELRS 2 TUA [Vulnerabilities (Jwili) > Vulnerability
Overview (i) > Vulnerabilitiy Details (il VE4H(E ) 1, AEIX L, 40T DSk
ik, BEFERMEMGEE, 77 RE St & & Bl iE ok, 188 ) LA 76 il 52 o n] §E 52
M AR L2 15 45

e VEAR (S DA T A LA T2 i

« CVE ID #5425 £ [ B R brt 5 E AW 2T (NIST) s e b A ozl i vl i, Flan, sy
CVE-2022-4436 2T+ https://nvd.nist.gov/vuln/detail/CVE-2022-4436,

CVE-2022-4436F

« CVSS GHMWIES ARG %Ll 0-10 M EFF It T P4, Hob O Rl ™, 10 %
AN a0

o JLT CVSS 1 loT Security P22 Ge ¥ il 702070 R LA e E o .2 —, AP~ CVSS ik
A, #e=RR

Severity CVSS (v2) CVSS (v3)
Critical — 90- 100

Medium 40-6.9 40-69

MNone — 0.0

e N ARTERL I SEAT 2 ARSI I DL KR IR I SRR T o B R IR A AT e
JRHISEME,  LAKAE T DUR IR LE 15 SR (B R il . e, A — KRR 7R E S0 4
SEROMA VA 1 B L LUK R A )N
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CVE-2022-26485 2

Vulnerability Priority. | gy Top @ CVS5 Severity
Summary

Description Removing an XSLT parameter during processing could have lead to an exploitable use-after-free. Whal can you do Lo reduce the risk?
Woe have had reports of attacks in the wild abusing this flaw. This vulnerability affects Firefox < ) .
97.0.2, Firefox ESR < 91.6.1, Firefox for Android < $7.3.0, Thunderbird < 91.6.2, and Focus < = Palo Alto Networks loT Security team recommends contacting the
97.3.0. device vendor for available patches and assistance mitigating the

mpact An attacker can exploit this vulnerability to upload arbitrary files. This could compromise the ulnerablity. Consider taking thelhllowmgl actions as well.
confidentiality, availability and integrity of the device. * Aoply good network design practices that inchide network

segmentation o you can restrict network access only to a
Detection R 1 View Details

- subnet/VLAN (virtual local area network) reserved for device
Wulners Code Execution administrators.
Vulnerability Source 16T Security Device Software Library R
products for jous activity. Block ious or ur

Detected Reasons (1) X
Reason 1 yum version 3.2.29 was detected and is vulnerable to this CVE
Applicable fi
HE s Profiles Instances.],
CBORD Server 1
Related Instances 1

DS
« Description (ffiult) 58745 1 i,
o Impact GZma) 5075 fERe T Hoeh 3 0] R e K A e 12O o

 Detection Reasons Rl JFi[R) MR 1 A n G0 1) A A ) s ) SE2 451, %ﬁi%VMN
Details (A FEAE)R) B, TmAMEHI AN, BRI A b ) B4 il
T SCE DA RS A ) P 1 SR DN 0 P s 0 S e, RSB A IS A2 I 1 B AL, )

* Vulnerability Type CuiliZs) Frilisimy2a], FlanfCrsgr. 520, & A ga ik
%o
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* Asset Criticality (Bt fEii) — 78 “BO B sibe” I fob,  BIZORIBEET ) A%
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* Confirmed (CUifiih) — fE“ Uil ” I Frb,  BIERZAS SR 1 AN 5 S Bl 587 1 8
LUK T BE AT AT (L 3 A A B 7 B 8. BREEUE, BATIE IR T AN GRS e 55
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* Profiles (BCIESCfF) — fE“BCE S ITfrb, BIARIR 7 HACE SO 70 Y S5 24 1)
BB BAFHII IR K, AR S Bt A B R P A 0 B, S Bl N
PRURIZACIE SO S i e & e, IR I M K H B O S PR, XA

Impact View

Asset Crticality Confirmed “

Profiles

DTEN Video Conference Device
DTEN Display Board PC Module
Neat Device

Samsung Galaxy Watch

RN o om oz
&

N

5]

Logitech Video Conferencing Device

1-50l6 >

e VRS R TR AT AN LT F - iSSEGI A S kS, NI AR — AN FA R
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tive Instances(302 Addressed Instances(3
Q 2 m
Instance Status Confirmed + IP Address MAC Address Site
Polycom_64167f0a4. Detected v 10.50.147.90 64:16:7f0a:46:65 test-1117
Polycom_s64167f61% Investigating w 10.50.146.55 64:16:7f:61:90:40 test-1117
Polycom_64167f03d.. Detected v 10.50.147.33 64:16:71:03:dé6:fb test-1117
0:14 test-1117

Wl SEBUARAS O Resolved (Ef#H) Ji, 10T Security 2344 A “IE5hsE]” w0k 7
O RS]” IETE

tive es(302 esse e
Q 3 m
Instance Status Confirmed & IP Address MAC Address Site Detected Time Vulnerability R.
Polycom_64167f9f73 Resalved v 10.50.147 110 64:16:7-9F:73:24 test-1117 Dec 5, 2019, 15:5¢ Resolved
Polycom_64167f9f71 Resolved v 10.50.147.171 64:16:7F9%:71:c4 test-1117 Dec5,2019,15:55  Resolved
Polycom_64167f619... Resolved v 10.55.20.251 64:16:7F.61:9a:e7 testl Jan 24, 2020, 15:5 Resolved

TSRS I K U AT SE B 5T 0N Detected (U | BCRE H 22 [ 1hshse i) 7 LT
REGHRRAENILLEE, HRE LS A%, BN s & 0 2Gemek T
B R TEAS R T,

IR SEGIPPIRZA A A7 ARSI A, B8] DU S PR BRI SRR, o n] DU BB iE Dy HAARAS LU
W LA 5 B fe TP A7 i
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o IEAE(ELE - AEREUE (&R SBA M A SC N, 7T LA R S 1 NI Motk &

o UURR SR AGEARINE, A MG S AL R, S ko 15 R R R

LTSI SEBIRPIRES, Rt ORE” FIrhiv sk HIFIE B AR .

Status

Detected A

Investigating
Remediating

Resolved

Detected v

A MR P 2P, 1oT Security 23 H /R G B AR Yo i ks I i 22 i,

Change Status
The vulnerability instance status will change to Resolved

Select the reason for resclving this vulnerability instance:

. Vulnerability Mitigated

‘ulnerability lgnored

BRI S 20 B A O NHEAT AR EE, iR T ZSE I Bk RE, RS #d More (%) >
Assign (7hd) . B A PR P A S I b, AKX )5 R Assign (4C)

8 1) FL 4 B 0 Se i A B i 45 [oT Security iy P 21, SscRe B 1f HH S BT 1B
(M 5 R
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Assign

Assign the vulnerability instance to

Cancel Assign

SJE, NP — B W, IR O Al g ot JF S fRm i B EE DL A .

ST INAT IR SEG R AR T TAR AT, IR BIny ZIgAE, AR5 #idi More (%)
> Add notes (7In#&it) . fi A&, AEHd Add GRin .

S {1 Wi 2 510 S AR 6 1

Vulnerability Responses

Added Notes

BB B TE AL Z B AT DIRES L, TEPROEAR e IR & Lo A IR I & B 82 g
LALF R R

Wulnerable Device Status Workflow
'_ ) Added Notes
'_ ) Stotus update to Investigating

O Vulnerability Detected

instruction: Check its wireless settings first.
Timestamp: 18:24 PM, November 18, 2020

Timestamp: 18:24 PM, November 18, 2020

Timestamp: 23:59 PM. December 05, 2019
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Inventory (4,417)
Status Risk sl Device Name Profile Vendor
- /A 100 3D Systems Device Avalue
-8 100 EMCORE-W10MB 3D Systems Device Advantech
- A 100 Super Micro Computer Super Micr...
=0 > &9 Palo Alto Metworks Device Palo Alto ...
- > B89 Falo Alto MNetworks Device Palo Alto
- = B9 PRTG Network Manitor Paessle

7152 % Device Details (%257 40(5 ) TUm [Assets (¥77) > Devices (% 4%) > device-
name > Device Details (X &TEAIEE) 1, ik RS PED 20 7R — FETIRT 2L 2 4 2250
Ore RS o WEE—ANEE, ZEREE R T IREER R BN KSR L - — K. — . —AH.
—FEGE S N IR T AR A By, iz B 2R 0T LUE B XS VT 2o B ] AR (L A . B bR B 4
2 EbRid b, BRI B F L) S SR SR, B bRid BRI & A R T TSR A1,

loT Security /7 ;1§54 February 2024 298 ©2024 Palo Alto Networks, Inc.



I 10T ¥ 2% i

i

Risk Score 100 /2 Alerts 2 B

IT Server

Super Micro Computer

High

90

20:17 May 23, 2023

Last Activity: 21:16 May 22, 2023
a No

Filtered IT de

Software

Applications Internal

y N Connections

Payloads

IDENTITY

Super Micro Computer, Inc.

Super Micro Computer, Inc.

126
10000/86

Default Site
us

CUSTOM ATTRIBUTES  Edit

0]
o]
0]
SECURITY
Risk Score 100 M
Baseline M 95
PHI Last Seen Ne
First Seen 19:54 August 10, 2020

19:59 May 23, 2023
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loT Security {EACE SCLET I [ (Assets) > Profiles (Fc i S2fF) 19 RS 71 B R B 45 B i
SCAE RSV 75

Profiles (93)

Risk J Profile Mame Category Devices High

> 89 Cisco Metwor... unknown 2 2
= 89 Cisco Router unknown 3 1
> 89 Raspberry Pi ... Embedded Sy... 88 88
= Network Equi...

Axis Commun...

IoT Security i i [7] —BC & S AR e (RDRESTEZD 8 40 80 &) 190 ek
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BRI X E VI, 370 3905 30, AERXMAHL I, 1oT Security T+ 5 H G AT AL IE ST X
BvF o 64, (EANH/ NG, KU B AL S 0 B L A R s S
ECARINEALE NG E
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175 2 5 vk S 0T 160 [Networks (f4%) > Networks and Sites (F{Z& Filih i) > Sites (Glidi) ] EX
K 51 b i RO BF- 2341
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NETWORKS  SITES Search devices, vulnerabilities, and external des. Ql

Filter Query | All Sites v 1Day v oo
Organization Hide Sites (26) +
@) Acme Q m
Name ™ Devices loT Devices Risk Subnets Group Source

S\ P
(V) sk Central

Defa... 16361 4342 23 169.254.0.0/1... Acme

% Northcentral San L. 23910 2407 26 11000/8 Acme

3 Midcentral SF-R 19108 7824 10 1110/8 and1 Northern Californ
SanR 20788 1623 20 192.168.0.0/1 Northern Californ

£ Souththeentral

55.10/24 Northern Californ

1035 102

loT Security I~ v Sl i KU PP 2019 23 S e 2 B i SCAF AR PP 0 IR Y9, R AN i 52
(AR P R ST P 1504 e AN SO RS 0 TR 7

ZH 23 AU
1t Dashboards ($5/5:#¢) > Security Dashboard (“ZZ45/~#) 25 E U 1 B i RS B 20

| RISK @

To Date Active Vulnerabilities To Date

Risk Score Active Alerts

29 Low Feusedby 29 qK ax  ad 480

Reduce Risks w
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7.0 2 8.9 ZIAIHY i .
90-100 KA ATREAFAE MR 091y R E RS (B

g D% CVSS P23 iy 10 1.,

R et MURSE VP 20

] DL B B XU 5o 158 4 B AR UG PR 70 O TR AR S . 4 Vulnerabilities (J7) > Vulnerability
Overview (JwiliMEut) > All Vulnerabilities (Fr47is{d) TTifi -, S Ll SEB) ol i 46 5251 4]
BT T ARSI VEN S S, B ASZ NI S o n] GE S MR 5 4% . ARG R S Ay
WA AR A TR & VRIS S T I,

loT Security i #& CVE XS, X HFH TR 225, 24 10T Security 58 i oy 50 s i VUil 2
# (J5 = loT Security V&) SClsili A4 BB e, HB 02Nk, 2Bh Kb
N BB 3 % e 545 10T Security  CZokIE = B k35D BF, 1oT Security #9389

o “CUREE” T BUAEISI A ERE” 28 5 BB i, A H IR R 98 VA A2 R XU
[ Bl E” S,

EI 7y, IR B o 5, X0 Hidy Adjust GIFEE)

6 Risks Associated

(‘_.') CVE-2008-4250 [/ Action - .\]
\. v,
Status Mew Assignee Assign Risk Events
Assign
. ‘ Risk Detected
The Server service in Microsoft Windows 2000 5P4, XP 5P2 and SP3, Server 2003 5P1 and 5P2, Vista Gold o
and SP1, Server 2008, and 7 Pre-Beta allows remote attackers to execute arbitrary code via a ... More ’ Resolve
-—— Add Note
10
CVE-2008-4250 Adjust
MNIST

More Insights  ~

2 REE L KR 7 L I H AR, R A VO E R B AR XU PR 0 O DT R S, B 4%
HothE X, ik,
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Adjust Risk Contribution to Risk Score

CVE-2008-4250
Adjust how much this risk contributes to the overall risk score, based on its severity and impact:

Default

Current device risk score: 66 Cance “

Adjust Risk Contribution to Risk Score

CVE-2008-4250
Adjust how much this risk contributes to the overall risk score, based on its severity and impact:

The risk score will be lowered from 46 to 63 (D Cance “

Adjust Risk Contribution to Risk Score

CVE-2008-4250
Adjust how much this risk contributes to the overall risk score, based on its severity and impact:

The risk score will be lowered from 66 to 5% @ Cance “
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Herbr—A> AR DTk s 7T DL 35 38 704

P 48 (L 54T
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o WEEATA (Blhn 3t %) DNS MO

o WIESUNI A (B s AR EternalBlue SMB sl 1T 2230

AR ER oy [Alerts (54R) > Security Alerts (425K 1 = AN T ¢

O Alert Overview (ZRMEIL) — X2 MR, BT DAE I &G SRRk, 0t
loT BL& ML LIRS, FEM AR E R k&

O All Alerts (Fr A &) — BEUUMEZNAY BBk, b s ] FE X o i SIS .
T Ll sy “xlugds” Blbs (=),

O Suppression Rules (W1 HUID — BETTIAL T E B, RN i R A Rkl
SRMIOIERY, HRER, SR & SRR ),
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ALERTOVERVIEW  ALLALERTS SUPPRESSION RULES Search devices, vulnerabilities, and external des Q]
Filter Query | Al Sites v | AlDevices v | 1Month v o9
Active Alerts to Date New Alerts in 1 Month Alerts resolved in 1 Month Active Alerts Assigned to Me in 1 Month

119,860 31,977 18 Q
Alerts of Interest (33) I pssisnediome {3

Time Range = "1 Week” and Severity IN ("Critical, "High") and Alert Status = "Detected" and Device

[ e [ R [ R [ e B VeRaLITY
5SH User Authentication Brute SSH User Authentication Brute .. H User Authentication Brute aorozco_new_device H User Authentication Br
Impacted Device Profile Impacted Device Profile Impacted Device Profile Impacted Device Profile Impacted Device Profile N
Super Micr Computer Super Micro Computer Super Micra Computer HP Enterprise Equipment Super Micra Computer
1P Address 1P Address 1P Address 1P Address 1P Address
1008158 1001750 1001750 192.168.64.119 10017.50
Detected Time Detected Time Detected Time Detected Time Detected Time
04:26PM. May 04, 2023 03:17PM, May 03, 2023 12:30PM. May 04, 2023 01:27PM, May 03, 2023 12:22PM, May 03,2023
View All 33 Alerts <>
Alert Distribution 3
N erts i Mot Severity v Device Category v
. -————————ctvark . (789
Medium (8}
Il rknown (1638)
irtusl M. (616)
High (23673)
rson... (220161
Merts (31984)
(e 5750 generic (5102)
Tl others nez3)
Alerts Trend () :

Active Alerts
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UL T e — AN ER G 2, S & SOk ni e SRR 18] 70 e 1) o 3 i VG AL 1) i 1)

A5
+ Active Alerts to Date (H BifIGSNER) — STV ZERMBE ] DAL T DL F PRk

Lot CARIEL EARE. EABIERNCRR. TR MRS L I EMER AL RS

g ISR BN TIF 8 sl, IR it Hod,

loT Security fi: i i vp (R e A e ik ¢, g (i ] loT Security g i
L 7= R AU S ey o NV E R B 13 WS DR R Gl 138
« New Alertsin CHZ3)  <time range>— XS & T 171 T A0 B Ak 38 28 v F o i s 18] 71 L Y A
MR T A F T EAR R S,

+ Alerts resolved in (4R LRk ) <time range> — X /& 76 T I T7 70 i B 48 L 96 2 b i 72 O IS )
Y05 Bl PRI e i) T A R ) S

+ Active Alerts Assigned to Me in (7 L4 TG &) <time range> — X J& 76 T 11 TSR 11944
PE ik R RS T R E P B TR VE A 70 Bl 2 24 B S e A i A Ty e 40

Alerts of Interest (E4BRMZEHR) — & OO e o BV 4R (1 25 4. 10T Security B i1 o=

Mo N AU BT AVEH,  FF e S0 R B AT S . g, R TR b A E
(5 T (R 97 BB 1 SO I, 1 B e U R PR (88) IR ACIE 1A DUR R IR %4 10T

Security [fi i 2~ S5 ARIE VLB 10 A5 H7 FlR ™ H V) 24

DL, 10T Security {37 H FHUE LIS T 28264 7 E0R RA8 s5 ik 25— JA ARSI 2 T A loT
) S AR R P MR . ST AR A v DU SOl R R B, AR B A R bR
() AT 0Ar, DABEEE M,

Alerts of Interest X
Define top Alerts

Time Range = "1 Week" Severity IN ("Critical”, "High") x X

Alert Status Detected” = Device Type = "All loT"™ =

All Saved Queries (11)

Q, Search Query Name

Major Alerts Recommended

Time Range = "1 Week" and Severity IN ("Critical”, "High"} and Alert
Status Detected” and Device ...

- Critical and High Industrial
Time Range = "1 Week" and Severity IN ("Critical”, "High"} and Alert
Status = "Detected"” and Device ...

- My Critical Industrial Alerts

|
Time Range = “1 Week" and Severity IN ("Critical”) and Device Type
ndustrial® and Alert Status ...

" Unassigned Critical Industrial
Select
cal

lime Range = "1 Week" and Severity IN ["Critica
ndustrial” and Alert Status ...

) and Device Type

st T L) Assigned to me (774530 |, MLk 10T Security 1557 2 Bl 48 141 17 10 ANk, 0
WA 10 A4S, 158 View All (G 25)  <number> Alerts (535D LI G 15 G 18 44411y
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Category (&#255)) . Vendor (fifNipH) . Status CIRZ) . Device Type (% £2R7H) Fi
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AL B R, ISP S BoRiai Ay, R I T 4 A S 20“ oA b, KR g
{£4r Others (MAth) ELIEAH FRY 10 Mo sk, KigHd Viewall (BE2T) AR
BB SR R M BRI,

BN, EEFANFERLRED e, . b R EEER K, Ak, EiRRR
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7] T £ 3 ) ) W 8 A2 AN P2 VR S A R P 4 B . AN D BE S A A AR AS, R R I (O
D AR CHMD =BG s SRS SRR B, AT — H T RHE S
TRV TR AR R B, B AR R A A T3 b T SRR AR Y B (R 4 L

PG RSN ER P EVER I & 3 2060 T 508, B0 T, mE T b, Bl
TR, xSRI O, AREYIN K AU TIX 0B S 5 A B

FNFILE L P Bk S 0B, E R MR (8) RS L, 1oT Security #5 4
AR Xsx SUIE, A THEER R B RIEE, B A TIER LRSI E MR e 5514,

Alert Trend (EiRi@%) — Eolass K2 B fi I A] B A 15 3 BAR 9 AT BOR U o B4Ry
T HIERRRTH X R B R s, DAAEE) SOC g B A1 A 20 75 if sl B 1) BU 2 5 bl A
I B (P HERS T3 DB D . B R AR e e B, 3wy DA ) A A i A1 D 7 5 i Aot o 7 1
WREE, Rehrafe e EEL Ly ARG L, wEEARE H IR & by (UM CAF R E R &

Ho

PENFRAS BE S S A R R B, VE R T (%) fEERIEA A, loT Security
B AR xlsx SCE,  FLrb G5 4 N I 05 Bl 2 BRI F 7 s 18] B Y R e 2 4R 5

Py B4R

ST AR TR s TR B, S e H AL BT R0 g s i 3X0€ 10T Security HAT
SEREIVEIRSNR N e — Ko AT s SO e, DA Ry B AExrubal, Wik
A W EEEME SRS GRS ER. Ok, OB RO SRR (o iEes. &
LEREPEAYIIAE SUR/£
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ALERT OVERVIEW ALLALERTS  SUPPRESSION RULES

Filter Query All Sites

Alerts (31,986)

Severity Alert Title

All Devices

Detected v

Detected v

Detected v

Detected v

Detected v

Impacted Device

h Inerabil d I o Q]
. n o

: m

ice Category Site: Detected Time +
rsonal Computer Default Site May 06, 2023, 10:04 PM
ersonal Computer Default Site May 06, 2023, 10:03 PM
rsonal Computer Default Site May 06, 2023, 10:02 PM
ersonal Computer Default Site May 06, 2023, 10:01 PM

May 06, 2023, 10:00 PM

May 06, 2023, 9:58 PM

TARAPREN “ ER R RETFG, T DOR LRI L, th o] DORE LB A SR RS, B

SR EAEAE IR A T A7

o ORI R JEHTR I B ) EAR LIRS . WERARRIUTEME R A @ IEaUi v, W
HARFF RS B X1,

o IEAEEE IEEEBATT A S TR0 CAEIER BE TIRAE . BRI AT S, R RSk

BIBEIE N IR -

o AEAEEIE B E SR TR SEOIBE YRGS, RN ARG Rt T (2 1E, BRI,
o LR s ARSI T LLE I 2 i i) R ok 2 4 S I R A R

L ACEARSEBIPIRES, B Hdr IR FIPhissH,

Security $ie 7~ 88 e g e iZ 1l @ 5 A,

TR S il 2 AL BEAY A B, BT ZSE B R HE, RS More (H %) >
Assign (77B0) o A P A Bk ARk, SR B Assign (D) . RIE, 4
Wl — B s, R o e o B TR, FFAE 10T Security [ FrEe O T H TR & 19 4R

B,

RIF PR B RERrt, 1oT
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1 HL 53 B SR S I A AU A7 10T Security ji pie - L2y LA 5 24 P -1
PEHIEE AR B

loT Security £ {1k F T~ & 2R SEOUVEAR SRR G it T8 72 4 B R G ) AR VT B ik i, e rbsk
W EIENE, A58 More (H%) > Copy Alert Information (HHIREE) . wHBEEME
e AR Brh BRI 7y, A2 15 R T B rh o AR 3 P 9% (5 8, AR5 #ily Copy (B

) AR X L 2y TR g SO,

Create work order manually

Step 1
Select to copy the information from below, ond add instruction

Expand Al
[ Alert Summary t name, description and detection time v
[ alert impact C ption of Impact w
|:| Device Information } 1ddre P addre 1 + I t .

Step 2
Paste information to create a work order in your other system, ond add the number back here

Cancel

B I PN EORG G 20 B8 7 A B PR B 1 7 B b, AR T IR . RS, BTl
M P H A EH TIET ms, JHLE loT Security Hol GG RT3 60 £ TEVT B iEAE b
M LIEIT By, KI5 Save & Close (-7 3E6H]) .

PRI AT AR S a0 o 709 AR & 1E, ik % se g Sk HE, SR it More (1 %)
> Add notes (VsIn45iE) o BASTE, ARG Hd Add (B

AT TG DA IR 257 LUK DA BT B S s A DR AS ek, i B BB s Bl A2 R
TE”FIrbRg 2% H By A IS N P s i e SR e i g eh

R n] LB Ay SAE I T BB BT80N 5 2 200) |, FREAESAS T2 i,

L ERVEAS R U
B 2 e EAR SEGI A MR TOT “BeR TS B T,

CERTEAS B TUAI D N A By, TR A RS HIE R, B ihh 2 s A e,
M55 BoRAE A, PEAE Z B4 A RA R ATk - ASREATEC i, WoAsEek, nRIUe
FRIERE, MONEZ. 18 (WEERD) I — D MRS L 7. RHERR
B TR —DREN, IZAER B i hY LA VE A ARk e b, Sl X A5, e IR A )
R E RO AR
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© win32.Conficker.C p2p

Action  «
Severity Critical Status New Assignee Assign
Alert Events
137.83.194101 (3 ﬁ AVXBIDRO3 (5 @ et Detected
Client Interet  Attacker %  server | viciim| -
Port: 16464
Country:Us EE IP:10.55.110.157
Pr-omcoﬁdupnknc-wn- Category: IP Phone
Site: testing-soho-fw

W32 Conficker.C is a Worm that is capable of infecting other machine in numerous ways. In addition, this
Worm blocks security related websites, disables system security services, and downloads malicious files
using random generated URLS and through P2P networks

A deviation from the normal baseline was detected.

Avaya IP Phone
10623

12544
net-worm
spyware
ethernetl/1

ethernet1/1

1

reference

More Insights  ~

[ impact =T
The device might connect to malicious websites that attempt to Take the device b4:47-:5e:b1:db:03 offline.
install malware onto visitors’ devices. Malware can disrupt Perform an on-device scan to find and disable any
device operations, gather confidential information, and even unauthorized or malicious software.

take control of the machine, using it to launch other attacks on s n iy ot o
the network. There is also the risk that sensitive information can ;ggg;r:;n\:jti.llnr;r.an SYSCanZ0CN Hhe Cevice naiacton

T3 sh_ared 1hrot_.|gh thesg I_nlernet ELE I DU T 7 Monitor anomalous behaviors from the devices that had
security and privacy policies. . . - .
network connections with this device.

FEAMIP) & i 5 AR 45 28 F (b Avaya IP BB ZEC UDP 342, 1P HLE & &K H R IV 154 o
WA HFRA A C B bs (FRAHEAMPFTL) I — AN ek o, L BRai& b a
Fey, WA TSRS (00T Security B4 VEAING LA, fEMEAL T LIRS E 5% 0 Al
WG UMM 4A . XAEREZIRPMBARIET A, RoRNE ] IERS 5 et i fE &%
L IE LA K nTRE N 52 55 35 ROV i — 25 Bods H AR A % £

%2 B P4 2% Conficker iE 29 Palo Alto Networks &1iH 22 S &,
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NETWORKS

#%spaloalto’  CustomerSupport Q © &

HOW TO DEAL WITH CONFICKER USING
DNS SINKHOLE

Created On 09/25/18 17:15 PM - Last Updated 04/20/20 23:38 PM © 9975

THREAT INTELLIGENCE THREAT PREVENTION

Resolution
PAN-OS6.0,6.1

Overview

Conficker was first detected in November 2008, and is one of the most widespread worms that
infects machines running Windows OS. Palo Alto Networks has created signatures that can
detect and block the Conficker worm. Among them are Anti-Virus/Anti-Spyware signatures that
detect the DNS domains used by Conficker variants. These domains are updated as soon as
Conficker variants are discovered. If a WildFire license is used, the newly discovered domains
are pushed to the Palo Alto Networks firewall every hour through the WildFire signatures. If a
license is not used, the signatures are pushed every 24 hours and downloaded by dynamic
updates to for all Palo Alto Networks devices. Updates will also be implemented in the new AV

i in_the next update interval. This protect] en a user in the network is

CROMT B UL IR AN TR T e AR e, OFIEITAT R A R #
Tre ) CHECT FBOr AU R R IE R R A TR

CEARVES R TR A R S R A S R B R R A L IR

loT Security 45 H! i {5 ¥4 February 2024 313 ©2024 Palo Alto Networks, Inc.



0|3 loT Security %)

Impacted Device

AVXB1DBO3 &0

Risk Score 100 /2

IF Phone
Avaya IP Phone

High

13,2020
Last Activity: 08:42 June 03, 2020

SECURITY

IDENTITY

100 A

CE

17:54 April 07, 2020

12:13 June 13, 2020

JON

AL 1 sz e s i S i AgEss . U REGLE (k) KOLEMS BRVIZARALE ., £ “ 1T
N7 B, R EhRE A A AL N BRI S S AR BT A B, DA T AEE, "R
R PN 8 R S EPS EYCH

CEARTEANE B TUAL AR =AU ) AR IR IR T R RS2 M T A5 1 I 2R R I, 28

AT A ) 1P S ik KO AS rh R N R . IR EEZR IR AR 23 e, 20 (0 F0R ™

MBS K
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AVXB1DB03 P - —

NGB A LA ER WA A SRER A% B 2 MRS R A B ™ SR RE T €
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olFei S-S W

loT Security {4/ Al FIPLES 5= ) BE R R W2 78 A s E UL 2Bk, Frrk &S Ok
A AR ZE - (A0 nvd.nist.gov Al www.cisa.gov 795 B Fe ) w1 J& 14 P e s A6 I s T
DA i Je2e 4t 5 BIBA R A 1oT Security #Hs I, A 7 IXEEPRE TR G b iy B S HL
i, 10T Security ¥ W PRI INES, M R4 2O, 110 T JASIC 1R e 000 o % 1 B T
PATHSRME, B, AR IR P i ph (st a4 AR B (6 1 45 N T RE P e dE 4%
WU AT LAAE S e 2 R SRR X L6 5 1 I fd R 2 A BRI T4 A . ik, f& ] DAGIEE 1 o SO,
FERE H AR D02 LS vy P SR 4 b

loT Security i AR E RN AT DS T AN i fh (AR BT &) filik .. ehnl LR &

AU R R i K, A G 1 S R e i 4 ol — B N A P P 3 e SRR o B A W] DA el R S8 1 2 4 fid

Ko FRMEERAUN A B R — K ER(E, DO =4 2y E . A B W EE 31 444 5 300

VERCHI KB, 158 A Alerts (“£3) > Custom Alert Rules ([1%E SCEHERND BT -1 “ PEfd

B H.

LU 712 BR8] §B 7 U J LRSI 44 0F -

s HERESH -HR&EE

o WRAHBIERER VLAN BUMIBE I, ZERZRIFFE ) Bk e A S o sc L, ol& ML EFEE
(T — AR kG X g

o WAL IP B hE KA T

o XSS Internet ili{5

o WA RS A AR A

o WAL LI

o VAT TR TR Py s (o A e T R e DA A S A 25

o WA TE AR N R R i o 5 R i e R

ISAGI A, XL fih & 1oT Security BT — Tl 2 AL E MO 1F, B4 B . 38 %]

Fro PR R A,

R AT I, SRR G OV U, (LR 1T AR %A
BB A R SRR B GBI SCF) B AR (B bR
i, Purdue g5 sisi k5056 30

N5 562 T Alerts (%4) > Custom Alert Rules (& SCERAND A& AN @ JEARLS
SSSb AWl N2 R EHS R RIb S i

N T IETF R G 5 1%, 10T Security S 1 AL R GIB SR &, BF7EIX LETRAC IE F)
I LAAGERN G 1 2haE,  HRe B AN GEIEAT, s e U rER i B O SR o L,
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Custom Alert Rules (26)

Status Name Hit Counts Last Modified By Last Modified Actions

ROATOL T, 0 SR AL ZEAPIRES, N EAT R 2 il T 200 E i

PG PN A s BN, L RE Alerts (%4 ) > Custom Alert Rules (%@ SCZEARFN)

HRYE 10T Security 77 LIS BIHY HEE 18, FRACE FI B AT AR, RS T2 1A 1 AR A A ol —
ATRBIRENIRE R, 1 T R A R R )

Enterprise loT Security Plus
o HUMAAFR: [REI] wTEEFTHINLGE S

o B ST EUPLEE AN SR VS ISR R BT 5 A ] AR mOm A5 I, AP A R
o

o FNJ: WHEN category = “Printer”, application =!Dhcp, dns, dns-base, |dap, netbios-ns, ntp-
base, smtp-base, snmp-base, snmpv1, ssl, ws-discovery ; DO Publish “Critical” alert

o R RIS SR

Industrial l1oT Security

o« HMAFR: [RGB Tk g AL

o Y] P RS O AR A O (RTU) A5 LAFEI TR N BRI, 2 H v P s v

e FNJ. WHEN category IN (“Industrial Controller”, “Industrial RTU”), Offline Device; DO
Publish “High” alert

o PR(E D gUR eI EAR

Medical loT Security

o BWAARR: [RBl] KBS SR GBS

o UH  AEMAEMGE EASINEIETNY IP BB, 2k H SeH ™ v ),

o F. WHEN: category = “Camera”, New Device Discovery; DO Publish Alert

o BRIE ORISR EMEE R

IR AR A, ST S [ g, JEROIRAS A Disabled (Z5)1)) UJ%

Active (753 , BIT)E HiZMN . 75 Alerts (“%4%) > Custom Alert Rules (1 i€ SR I
WD T b, ] DU B S b i T m e s b A B R A

STEP 1| 7 5y X 2% 1) i LA S 4655 92 1o T Security B P JF M Ay S5 08,
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STEP 2| M—LEARAE BIFaA, B — AN R i e 18517 1] R

FECFTEAAZ IS b, 0 AU ) 44 BRIl DA S8 A S8 ] B i Sl PR A T2 )
Rule Name RN FR) % AR ME — £ FK .
Description (i) ©  (AJ3g) H ARIMHSL, pladteikml, RS %,

+ Apply rule during O H B TRIIBR ) @ #8AH2E 10T Security S lHu TR0 v B 02L&
— RWPATHIREL. BTSN, B Z&AL T o PATIRES s b E i, MR RPAT,

« Status CIRZA) : WHEE AL 10T Security W #E N 22F, 5% HARS UK Active (T5
1) o MFEAMAL 10T Security FHIFUN, 1754 HARZS U4/ Disabled (Z5H1)

Basic Information

Rule Name

Apply rule during

Every day v 12:00 AM ~

Status

STEP 3| % LRI 24T
2 “HUMITELS 577, 72 Uik 10T Security KA TH9HEE T 19 26 0.

* AI(AND) [2=F1 (F11) J=ZANY(OR) [fEf] (&0) 1 ¢ A iREa S L prfr 26k, DACELL loT
Security P17 SCHYEREIRS, 3L +% AII(AND) [4=5 (F) T AR S A 0] — 2% fi
RERS, 1EiEsE ANY(OR) [T () 1,

« Add Condition (hn%&F) : i%&4% Traffic Pattern (VitsfisX) | DURIEMZE IR NE X
%A, % Change Event (HIdfift) |, DURIR R &M B H0oE L&F, BN & SddL 1P
HiHESBAL, B BT A HE ALK

SR Ui, loT Security 2o HARB &IPS T-BE LRt AN A P (5 vy
DLIVEO N S AT 16T

« Add Target Devices (/sin HARBEAS) - fEB—A HARW & T Bh,  fc 2L 8 HHRr —
NN B LRI 2 10 NEVERI T, X EEw] DS &1y IP i
WA FR S EATTE 7RI VLAN.  BLRTE SCIFRE R E E SUEME . 88 2 R e e
PF. B v A 28 ) se B pLAN L2k B2 A DL R i HbR (I1SO 3166-1 Friferbiue S E 2K
R X T FFAAS) o AT LR E HARE &2 6 (=) 808 (=) EANE B, 808
MAEAE—dHEME PSS (IN) 2% 4 (NOT IN) (L] —ANE ik, At H AR & 2511
TAE TR A AR RS,

+ Target Devices (optional) [ H bt 25 (i) | o A5 EE0E S AN G W 2% o 8 2% 28700 22 i)
A, E M ZE A B AR & T BORPRUUE R 5 — ., IS A A LA ¥ A AT Av]
W, e AR HAR”  GXa] POE T s & s st
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Show Extra Criteria (R R%5M550F) &0 Lg% #¢ Traffic Volume (it &) #1 App
Usage (M HEHHL) LR RESECRIEDI &M (TLUERE—DNSAEE)

AL IE X SO T SR AL R b, O N R e i b s e

IR FE Traffic Volume  (Uiiie) |, AXJE M At AN i A A RO ) B, 1y fil & F Y
e, BTREA SO R ORI S ) 08, LR AT H AR U i

A kS App Usage (W H(IT IS |, #RJ5iE+# Application:is (B H @ 7%) , &

Joa, ERTLLOEFRRAS OT & loT/IT NHFE,  FHdm A M 25 i & rh A ZRAE AT AT (] i 75
SHECRME F e R e lF, ik $E Application:not (M) @ #7) | ] DLkH—4>
AT AL LT RE J3 e fib R 5 F . IR N T AN RS S ) 2 1, TR IEHE
Application:in (] : £) @ Application:notin (N @ ~7E)

sy, SECRENY S b PRS- B (o Application:is (gipif ) g
i

R &% F Change Event (7 dtsfift) | loT Security /55 57 Traffic Pattern (i 4
X)) ARSI HAr 4" 7B, Wl —/ Event (Ffh) Nz, ] ik
LT g5 ofefinh A #50F

IP %k

BT E K I

BT A B (4 LA A SE RIS AR SE 451

LW

Purdue g5 it (FEIE 405 F: PurdueZd ). D
RS20 T e (S FE Any  (TA0]) ol o 1 JRUS: 27 31
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« TR

Add Condition Set (FxhnZkf-42) il imnsc i, T LU A Ciy AII(AND) =L
ANY(OR) iz SR QUL ST T o BT e LSRR PREEE 25610

@i, DL R EAN%1:, #8% K5 Condition A AND Condition B AND { Condition C OR
Condition D}, BN FHEE(E, A4 2E A F1 B LLJ C 5§ D,

CRITERIA
AllfAND) v Add Condition v Add Condition Set ¥
Purdue Level IN ("Level 0", "Level 1", "Level 2", "Level 3") x Condition A X X
Communicates with
Subnet = "10.0.0.0/8" x  Purdue Level NOT IN ("Level 0", "Level 1", "Level 27 "Level 3") x x
Show Extra Criteria [] Traffic Volume [] App Usage
("Honeywell Control System”, "Magic Contral Technology USB Connectivity Device". "Microchip Technology Device", X X
Profile IN "NetApp Device", "Xen Virtual Machine', "Seongji Industry Company”, "Rauland Device"”, "Micro-Star International *
Device", "Lanner Electronics Equipment”, "InfiniWing, Inc”, "INEX ALPR System", "GE Device")
Condition B
Purdue Level Change ~ Equal to Level O A
Any(OR) ~ x Add Condition v v
Purdue Level IN {"Level 0", "Level 1", "Level 2", "Level 3") x Condition C x X
Mew Device Discovery ~
: T ; o i X *
Category = "Industrial Automation” x Condition D
Offline Device ~
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STEP 4| BEiE el /L LI 5 I 10T Security $hATIH(E,

N G PR A 1 A0, 1o T Security X REAN 54 B RAN il R — KR EEIE, 18T LK loT
Security A& A i 2 34T DL N EAF Ry =

Generate alert (=% 4R) + HARFE(F [Send to third-party systems (RIEFIZE =) %4 Fi
Assign to Users (7CZ5 I ) 1— 23 BN 26 E, 10T Security 4250 %4k, ¥ LT
IRAE R > e R i B, 546, 1oT Security W LLE S SR IE R EIE = R %, M
fib R 26— R AR EEE,  BI)E 3 NAC B 2 sifil k. TOET 8. B8 ] LK 2R 7o Bl gh— A
AN, DU A B i,

Notify users GHZIH ) — Wi& loT Security DL ik B -1~ BB 450 %026 A H P elgm i 545 5m &0
o [EECRAS m o, A A T WL S IR AE User-Name (i 1 4,) > Preferences (i
IO hE RSB, ]

Restrict network access (PRl 2515 AL P ) —X T4 7 -5 fi R B 08 BT o5 26 HE A RF I i 2%, 3l
%1 Palo Alto Networks 57— 185 KR I ] 4 265 17 ] £ PEL

ACTIONS
Action Limit

A rule triggers one action per device per day.

Generale alert v High hd X

Extra Action Send to third-party systems Assign to Users

Send to third-party systems | Nuvolo, Quarantine via ... w e e o«

Motify users A4 Ermail W R X

Restrict network access s X
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STEP 5| e ML i vh iy i i

A I SQL B T RS SRS o T “ 507 M B B0 1) = bR,

AR

PRI b E IS R, DAE RIS 73 o (1) L iR 4 719 A (v S S IR ST R 39 5

Rule Preview

WHEN

((

DEVICE GROUP {}

COMMUNICATE WITH

DEVICE GROUP { device.remoteMetwork == "10.0.0.0/8"

AND ((
DEVICE GROUP ( device localProfile in [ Texas Instruments Device', 'Super

Micro Computer] }

AND { evt_purdue_level_change == 'Level 0 )

AND (({
DEVICE GROUP ()

AND event.type == 'device_discovered' )
OR ((
DEVICE GROUP { device localCategory == 'Industrial Automation' )

AND ()

Do
Publish Alert "High® alerts and retrieve metaData:

byteCount, pktCount. reBytes, txBytes appMame
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TR A AR

AIUR T T DL 2 2B 1oT Security nJ LA H sli i ke 5 A - dS AR A, LRk &
FEMR e T R I 5k BV R IV E o, 2 ST P o9 s 70 il S A i Sy, 4]
AEAC A,

MR e BB Wy, BEASEETE W DU g Aik b, DIk
LRI Tm, BIEWLAE loT Security |7 Hh i 23,

—F 1% 10T Security 17 F &R0 )i SOE BB L 45w 1o R 7 3oy, ] DA bk
(&, rhe @ )8 RS (CRE. EAREE. EEEE. O L m&Skh (B
A, 1T M55 28, B9E ARG U (B« LR NL P P %) RN
TR ER . O EMEARR, R F R Ry, B b AN FTIT Alerts (%
) > Security Alerts (¢4 %4%) > All Alerts (FT A4 Timi, Zm BTN 1idggss, 12
BoR SR IH PEA R .

Alert Distribution Severity v
2,145 New in last week 0 Resolved inin last week
Severity Alerts Percentage
@ Critical 51 %
High 1013 47%
Medium 42 %
@ Low 1019 48%

MR B ETE “R&” T BB AR BB, 1oT Security 777 22 @R —/Milimifk, 3L
PSR RRENEE, ERERIE AA) o Bdir - ANERAARR T BRI (S
SSYIT

Inventory (27,426)
Status Risk b Device Name Profile Vendor Ul Ve... Model os 1P Address
- > 89 PRTG Netwe Paessler AG Super Mic... 100.6.173
> 89 DTEN Video DTEN Inc. ntel Corp... Windows ... 10.196.72.47
- > 8% 105 ... 10.70.10.13
00:92:a1:9b:22:9¢ Create Alert Rule
s = a9 10.0.8.155
- > a8y 89 (2 High Alerts (1) v 1008145
> 89 00:92:31-9h-22-9¢ Cutdated Chrome version used by loT device
> 8y 05 Windows IPAddress  10.101.18.43
Device Profile  PRTG Netwark Monitor MAC  00:94:a1:9b:52:9¢
- > ay 10.0.17.53
Last activity Sep 30, 2023 » 03:02 Type laT
> a9 DWS ... 10.194.74.59
> 89 Cisco Netwe Cisco Syst... Cisco Syst... Catalyst 4... Cisco 105 ... 10.72.1013

A EAR A AR AR B s o 1 e F T T B R EGRAS B T,
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5 5 SR G S

b3 1 4E 1oT Security 17 SGH 1T B2 AR IS 7] DA B 22224k 4%, 1oT Security i 2 1F g5 (5 fi % I

H B R B ISR RISCASE N, B P A 2B 2R A T b PR

o RAEMR — XM 5 |oT Security 1EAE ARSI, FF R R AE BT A Oifi
Ko NIfiJe % B/l mm) R~ el

Palo Alto Networks %t%t Super Micro Computer &%y IoT KMk, (%
#5) SSH H P S BE 2 Tk iR, i ph il % K8 SSH R4 ws 1 21 5 ) o

o RGUER — X S A kA . B, PR N R NS S ik R G E R
AT,

EHA A ERPR T P O R g =i 4 (BOAE ) |, 307 Administration (F575) >

Notification Management Gl EL) ¥ N0 712L DUEBGEAS, 10T Security 23K R 1X

LESGipSIR

Fir Ay & ] DB R R0 N R 2 2 b e BB AT A B DT PRI X SE ] P, S PR T
MR LE R/ BCCAR B GE A, HARGR T AT A R LF, Fir s &8 nT Dl AL B F-BR R ik 5 G
i ANBIT A 2 S w5 FH P BN B R s ik e 0 R B FE, (10T Security 46T (o] HoAy
AT & sk bk, X EE ] FUm G H IR R R G A, ST A & 25 Send to all the
owners (RIRZATHTAHR) , WG HE FHIREEZIE Ay 2 o 2080 A,
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[AI37 10T Security &k

MR 2 B AR AR I T3]

TR BRSO VRS RO NI IR AL Tl E R S, Tk e AL
SIS H AR INERE, TR S SR, fE SR e R, AR
Jor TR MRS R %f DA K B el o R RS T RE L 1T 2 8Ty IR TR0 TT L 28 = )i M 2% 42 22 Ik 55
feftes, thoraEe e N p slhl e, ST T I e E R S AT R,

I 2 R i SR B T B0

AR 2 7 1 ] DA B 2 A 4R o S R 15 Mt k12 W T g R R

o MR ARG P BE SRR, LR PR R, Ak S S, BT
WRTBITENE, B SMERIHAT obmETIT . BT AE TS S E Sl KRR 4 2 0ms, Ak
FIBIT L TEWIT R, FEAE T M v )7 gt BH 1 At B 45 Y 4%

o ZIRYL TR RETE AN T, A AEIE T AR A G R RE S 5ETAN T, IR A2 gk S
B WA, AN T 0] H 2 s R B T AR 1 2545 (TR

o QNOREEROT 2 A R AR Y, T LR 5 ok A i SRS L, (AN VR IR R TN
PRI

o NI IUNEBET oM, 10T Security FEOEZHR H Gk (R .esv Al log #50) , Hidv i Gl
RERNI B ACEOR N AT RE, B8 T DL N8 1oT Security USRS B L X 5= 1 9
gy BUE, JELH TR (XIs) EAE R,

0 B R B 2 B AR

FECERAEREANE B Dl v, B DB 2 BBl s — AN e N i rii . /6
Alerts (“44) > Security Alerts (‘ZZ2"%4%) > All Alerts (T34 kPR, 4R &K
T 2 W — R,

PO R o Be s i AHEI T AT, 15T More (FE%) > Assign (Z0fid) o B A F- B LRk R4
, ARG Assign (0id)

AR A P (AN 45 Palo Alto Networks py i po [ f i g 5t loT Security )
(I 0, A& i e gn s s PDF St ¢e v 7 i o b,

i Action (F(E) > Assign (70fi0) , AT LI “ERVELN(S B T 20 fid i iy 2
. SRR Alerts (£3) > Security Alerts (224 %4Kk) > All Alerts (T H%44%) >
alert_title,

TEAL T DA B TN A&, IR e ISR AR B e S e o A e i) — B 75, AE 24k T
mirh, EEEANER, ARG More (%) > Add notes (VsIn#itr) . £ ZREMGEE” W
Mk, iy Action (#:(F) > Add Notes (Fshnfit) . &RiEE/RfE“BHIFAN G E” Tmm 4k
"%k,
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Alert Events

O It appears
O Assigned to
O Evaluating Alert

. Alert Detected

ORI ERCHT UG 2 B AR

BRI AR, ARSI TN, A DR AR R, T DORE 20 Bl g P 46 A P B
TRAEMES.

Resolve 1~ H n] -8 A8 8 oA 45 b O e i o,

IEAE NN — A AR I v] DAz 0y, 0™ s 20 ) B R A 24, ] DA peix ey . %
DAL B P REAN AR e E, BT DR IR SRR A AR R IR ANE, ARG R R B L TITRY
Resolve (fi#HL)

i Resolve (fiEd) Jri, KBl “ARVERR” XHGHE, EBMULEIN, Hin&E, KRG Hd
Resolve (fi#¥L)

I PG o SR Yo TS 2 BibRC N “OMY” B AN AN, ] DU AR 52 i
JEZE 5N Resolved (T fiFuk) |, B, X580 Unresolve CRfEY) SKSEEL. 76 T R
A7 MIENET, ALY, AR5 Hd Change (T

2 A B R

W 10T Security X0 PN R & H 22 224, T a] DA HE IR 264, SXRE kB T5 70 I B4y
AERR A B, A AT LA i R S R v 15 A%, R DU S SR ) R A B SR, R e A%
KAV A B 4%, AT SR RGN o 48 v] DAJE PR IR0 24, b w] AR 24l — B A PR
IFIE] o B3 1 I S A I A, 3B 0] LUK i i hnic oy “ ek .

FEINEEHR, 1 DAH AT P RS A S BRI 7 S € 5% 1oT Security, SRJ5iEF: Alerts (%
) > Security Alerts (“Z24>%3) > All Alerts (T2 , G HEIHINZR, RinHdi
More (7%) > Suppress Alerts (JFIHIE4R)

WM CEARAFRAIR) W n] DUERE A BRG], MR BE A R SRS, “Hl
il LU AT

b T R AR — B B B A, B R RGN B T A 4], US4, % Resolve this
alert (fFuRitbZ) |, )5 Save (fAA7) .
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ST ARAE SR B DL SOZ A B LA I AR, 15 T Suppression Rule  (FITHIREIND
fE“BRZE7 « “FB7 L CERESCHET OR g SRT B g B AN AN R, BUE BRI
WG, AnseiE, ARG Save (PRAy) o WERAEMIIECHJEMEVEAL, Cortex XSOAR R/ 47
TE I Ta] B A PRI A R e g b B AR

BEEHIHEIELN S, 1oT Security 2975 30 758 4 ks JLR I BN s B AT A % % E. loT
Security i85 75 mE Alerts (%3K) > Security Alerts (22 4>“%4) > Suppression Rules (]!
IR Zerh,

BRI ARG FTTE MR WO b, 8 T D R B B MR AN A, IRAE IR B R
WA FUNTE GV S GG WG 30 B AL T “4abBirh” RES. ZJ5, RETSH “HK
)7, 45 loT Security T %0 BT B b BT A H bR % o

QIR G, 0T DABEIR SO, (LR T2 e, J7e e o A 2 et . SEFR
L, R EIEI B LR TR, 10T Security fi P2 n A TIEIR(F, JF H O A SRR
RAGENHIRLN,  HEAE T RS .. Eein— M BER, BERhRE e eIt L,
IASE IS PSL R E I

Suppress Alert

Suppresses all the future alert detections and resolve the current alert.

FTP usage by loT device

28:29:86:0b:94:fd

There is an existh ion rule for this alert. To

v Suppression Rule (9 ‘add alert suppression for similar devices, modify the
Tule as necessary.

Resolve this alert

—
| Cancel |
h. oy

A AT BB N, ] DA PRV hn 4515 3% Resolve this alert (7 4R 247 |
KT Save (FRAF) o ZOBEIHIION N I T & R 250k &, 1E 2 HF View targeted
devices (& F Abr& &) , ESEARIN, ( HALRGE T e s & PSR A& Iy B i SCef. 2851
AR ARG Bk Save (fRAFF)

G RN, 5 DAHAT A B B A AR P 43 65 5% |oT Security, A ST iE#E
Alerts (“44%) > Security Alerts (‘% 2"44R) > Suppression Rules (HIHIFND . fEEdiksE—
1Tei %17, X5 ¥t Release Suppression CBEHIED)

PTG RS T AR B U e 2 Al R K R, IR A v BB A B EI B A T R R . AR
184 1oT Security 25 — Ji 4B 2l AR nJUF s 2 E5F 41 Cortex XSOAR Az 4528, NIWHECLZE
it Cortex XSOAR A loT Security #£5¢ T Qualys. Rapid7 5 Tenable #silid3 i, WH&ixX
¥, 10T Security 2 13 S HG it b 3 AT A $ 065 1 B209 2R R0 1P ik, DU A3 3t 2 R s i
PGB AR, FHR L nE) Settings (&) > Scanners (F4RE)y) IRy 7154,
KIFSm BR B RR, AW AMERF S H 35 AR - Qualys. Rapid7 2 Tenable, 711
A A E B S AHMEF 7L, E/ELL T Cortex XSOAR EMk. 2 — 125 J] Automatically
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Synchronize Scanners with loT Security (1 s[5 5iFL 7 5 loT Security) |,  H AR T80
HEL - PANW loT $HL Qualys 36 FE - FIACE S0, PANW loT 3R Rapid7 F4H #2 K Al
il ok, 2% PANW loT #£1X Tenable $8FE AL & S0 f, 2EH L WE A4 B sk 2o ni §
AR I 1oT Security [T 19512 rh R Bk, AT 30k HoIBR, it fr 712 b s M
MR, #. Remove from Scanner List (AR 71K h R By) |, S/ n BRI R sy
Continue (4k4:) .

ISR R e R 2% L R 4R 10T Security (O 36l Jy- fid A o 264, iR B FE ALY 1P M

HEFIZ2 I8 3 AL 2] 1oT Security, #.il7 Settings (i%%) > Scanners (F#iifify) , #ii Add
Scanners (e /y) , ARIa FE CSV Bibk,

Upload Scanners

Upload a list of vulnerability scanners for which you want loT Security to
suppress alerts. For better scanner recognition, supply scanner attributes
using the CSV template here. Please note that you can upload a file with a
maximum of 10,000 scanner devices.

Choose or drop your C5V file

MNote: After you upload the list, it can take an hour to classify devices as
scanners and start alert suppression..

' ™
| Cancel |
AN A

YRR, ARNSC NP Sk, 38 w] DUk N MAC iR 41T,

A E C D E
1 |ip mac comments
2 |10.1.20.18 18:62:90:df:ad:el HQ
3 |10.1.61.22 18:65:90:00:b6:d2 HQ
4 |10.5.156.25 LA campus
5 |10.12.220.16
6
7
8

B LS 1oT Security, 19 CSV S 1P Hiuhh 554475 #orh iy IP Huhk PSR, 1oT
Security 2% LR MBFRRE P 71k, FHFFBIHE T eI SR (RS TR E 4
NI F BEFF A SR . ) R LR ORISR R User (/) SRR
JETFB BRI, gL 1P #ulilE Xt 10T Security SKRULEHTY, WS LR INBIF Ry 71260, IfheE
Ko S Mt fn, B E AR Ao 2E b, A EEMISH, loT Security 1
AR R e L . ST, AR AR 1P ORI Mac Mz kb e ik i B R A 1 il e
AHAEFE, N 1oT Security 1~2 4%,
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iz 77 7N\ A ATA N

e - = e
VR I E S 2 b B T, BT RIS I e T e 2 S e HBA A BB T
(RTR TR 5010 47 57K

Unsecure application usage by camera

Severity Medium Status Resolved

R E S FE R BB N D20 i 8, RIS s JU R RIS i e A5 ml i, A0 b —5
Tt

RO FET A ST ORI ZR . (8 TS BRI R SRS, LB R IER FI B
BT ERT A -

b1 3 O B E o i N g,  ad nT DIAE o R A 2 il EaiE R ki, #F Dashboards ({5
) > Security Dashboard (‘2 2 457558) I+, BH “ K& mHbrg“ H i is BRkeiE” 4%
H,

Vulnerabilities
Profile Wulnerable Devices to Date
®  Cisco Meraki Device 391
3 3 ®  Axis Communications N... 160
Wulnerabilities to Date
®  Avaya IP Phone 58
1 4 5 7 ®  Hikvision Camera 56
7 ® MTACPC 39
Vulnerable Devices
®  Ruckus-Wireless-Acces.. 38
>

.5 Active Vulnerabilities to Date (H #iilyi5Ek{1) LLFTIF Vulnerabilities (i) > All
Vulnerabilities (T4 w{ld) TL,

TN R, 10T Security [P M E M IS THER, 26 8o i M E ke, 2408 5 s i
YRR, S FTIF IR VRS T, ] DA LA B B R 15 2% b e Mok, IR A& ] AR HGHS it
FE D 9 ek 2wk JLA R
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Vulnerable Devices (36} Potentially Vulnerable Devices (1) = m
[ Device Name ~ Status IP Address MAC Address Profile Vendor 05 Site Last Activity

[m} New Hikvision Camers Hikvision Embedded Default

O New Hikvision Camera Hikvision Embeddsd Jun13,2020,2

O New Hikvision Camerz Hikwision Embeddzd Jun 13,2020, 2021
O New Hikvision Camerz Hikwision Embeddzd Default

[m] New Hikvision Camera Hikvision Embeddsd Jun 13,2020, 18:46
O New Hikvision Camera Hikvision Embedded Jun13,2020,2014
[m] New Hikvision Camerz Hikwision Embeddzd

O New Hikvision Camerz Hikwision Embeddzd Jun 13,2020, 16
[m] New Hikvision Camera Hikvision Embeddsd Default Jun 13,2020, 16:58
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iR 0 e

GRS WIEE

loT Security i HHLES 2 ST IE ] — 15 & AL SO rb loT WA IET . nT 252 M 2517 F 842 1
L RME RN A . RIS, e AT KBRS loT W& It fe h i se iy,

loT Security MEE loT Be& ALY i HOZE BRI 81 T O IG HEE,  IX 88 1oT Wk (v 524
loT Security FL7 Y[R —BCiE S, BRI T 9 b B AR 7 70 9 — 4.

o RAEARHOMZERNW T HI SRS F — 24 oT Security SLF LS (RUAEEE CHY) iy #& il
T SO s I R RE T

o ARHDMZEE T TR — 24 |oT Security HLP S (AR H CHY)  rhig e il i Sk
PR I N R

o MEROHRR Y — B BLE SO e N IR S, DRI TR B A B A
LB N TR B

H i, MUlti-vsys )5 s 7 i S U ER . 80420 T Bh 1) 2.,

M PAN-OS 1.1 Jpty - st (037 JRb e 17 ¢ 2 AN R i S5 e b gy 1 PO
o, L F st 0ok 1 Tz 17 PAN-OS 112 2 sy PAN-OS gyl 3.

X5, loT Security 2xHll7C — E5RIG RN Lo X LERN FoVF I B A C i SO i s & 4k S T %
AR IR o DL A8 TN DL SIS R AT 28 A TN BB X L1 T & T I B A i SRy

WEBITHT LT, G LU AR EE i, th ] DASE T S S AN, DL e 48 1 2 2 2
Ko XS FME SRR, RIS IRBEE . — HEES, B KRt e] LI TE Panorama 21
B, R TmER b,

Panorama ([ K558 B G2 M loT Security 5 A —2H % 2RISR, S AEIES H 3E B
TP AR ISR H AR B E SR B 0T 5, HAE LA 1 4 4= RIS AR v (o P IX 5 5, A
T LRBG K BRI N LR AU S TR LG [oT 4%, ‘BT H loT Security ifiid Device-ID $2 &1y
IP Huhk 2B A Ao, Bt MBS AR I 1o T W&y BE A B i S, N T DA VG FC ) 184 %o 42
RV ELI o

loT Security i fij (g ek 518 1145 (451 14 759 90-100 %) g 10T 8545 i 1 s
M, EAH RS E S T ggmymirhy (0-69% F1 70-89% 11175y | ik
st, loT Security g IT 5 gk Spems U S0 3R R I DA 246 47219 7
W1, T BRI AT S TR B4, AN AR, B BE T HLR A .
T 1T 54, loT Security i iy (5 42 (16 ¥ 4 bR

il 10T Security 47 /WP [A] FEBCIE SR ToT W& I il T A 2 )a, atHEg i 1oy Al
SRS R o

BIFhG, 15 S35 10T Security |17, Sfii%l Assets (¥%7=) > Profiles (Fli& CF) , Rim Bl
I SRR
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e e s

Assets / Profiles / Zoom Video Conferencing System / Overview

Overview  Behaviors  Policy

Search devices, vulnerabiltic

ip endpoints and... @

Filter Query || 1Montn - Assets / Profiles / Zoom Video Conferencing System / Behaviors / Outbound
Overview  Behaviors  Policy

Zoom Video Conferencing System a7 Video Au
Filter Query 1 Month ~ = Add Filters v

107 1

Devices i Outbound Behaviors  Inbound Behaviors

Profile Behavior (23) View Sankey Chart
Profile Behavior

Detail

Seareh de ulnerabilities ip endpoints and. Q

ACL Rule Sets (0)

You don't have an ACL Rule Set yet. Create an ACL Rule Set based on the Netwark Behavior of this Profile.

Create

Outbound | Inbound Overview
Applications
. Some commaon applications used by devices in this device Unique Application [l 1
() Commen applic profile in other tenant environments were used by devices in
your environment.
@ Common applic
‘ Assets / Profiles / Zoom Video Conferencing System / Policies
Search devices, vulnerabiltcs. ip endpoinis and... Q,
Overview Behaviors Policy
Some common applications used by di —
Filter Query || 1Month - 0o
2023
m
Policy Sets (0)
o
You don't have a policy set yet. Create a set of policy rules based on the network behaviors of this profile. o
o
Create
)
o
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loT Security 273 —/MECIE SCAFFEA(S ST

« Overview (i) — EHRILACE P EE S loT was M fEd K — K. —JAE— N HIMH
RNBS R RIS, VS B & Il R,

« Behaviors ({7 ) — BB AHMEEIALEL R LAt 10T Security FLF PR i & T I AC & SO
EAS I 10T WAMIIT N [RB AR PR X L LB 1T R N T — B KR B e 2 2 TR U 52, i
SR WA ICIE S TN

« Policy (kMg — BF LLAT R —1RBG KBS A0 11 % 4= SR FUU 4R R 5 Cisco ISE 5y ACL
MU, 10T Security 2R His /5 At 0 28 PR 5 thiZ il il SO s g 5 1 1oT & A LAl 1oT
Security FILV IS A ZE B P N 2517 R A2 X ARSI RN R . 15 2 [ v 25 i 2 1 DR
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i e

\}—l_ - L,I_IA \\ ~,

A% I T S MR it
YT I A BLE ORI “MER” TR, TE LS Assets (577) > Profiles (BdiE Cff) >
profile_name > Overview (H#fil) .
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Assets / Profiles / Axis Communications Video Surveillance / Overview

ulnerabilities, ip endpoi
Overview  Behaviors  Policy

Filter Query 1 Month ~

Axis Communications Video Surveillance 16T Physical Security

15 15 89 0] 0 5

Devices High Confidence Device Risk Score Alerts WVulnerabilities Policy Set

Profile Behavior Top Vulnerabilities for Axis Communications Video Surveillance

Outbound | Inbound
Severity Vulnerabilities Your Vulnerability Instances
CVE-2015-8255 22
Application
[V] Hizh CVE-2015-8258 22
() Common applications not locally abserved @ 10
[V] Hign CVE-2015-8257 0
@ Common applications locally observed @ 1 T JRy— -
g -2018-
@ Unique applications @ o] @) critica CVE-2018-1 22
Some common applications used by devices in this device profile in other tenant environments were used by
devices in your environment. For more details, go to the Profile Behaviors page
Most Common Alerts for Axis Communications Video Surveillance
Risk Score
Severity Alerts Your Alerts
0 v Risky application usage by 0T device 168
8 9 0 Low Internal DNS Query Traffic Detection v2 [}
Risk Score
1
Av%%age Q v FTP usage by laT device
9 89 @ critical Red Lion Wrong Subnet [}
Min Max
O Low notify intranet_v2 0

10T Security 45 P i1 {51 February 2024 336 ©2024 Palo Alto Networks, Inc.




it 2 s

Mt BT 11 S s A5 R R I SR R R & B s . B A EAS B 70 25k 90-100% 119 loT w44 i
I 5 A 10T Security iR A A S E (S AR IR S (S iR UK T 50%, 1E 4 R H £
i 2 Wi i [Administration (49F) > Data Quality CEUE R &) | 3Rty g sk il &
PR A iS4 I

I A) i 2s — I A e s il i b 2 1 K (BB N IR 2 24 ) L i 1
ot 25 4N NAEN S AL TG BIPRS00 @ 1845 B BUE ok et “MEve” i - BoRi B,
.7 Reset filter (FEETJEEM) EF (2), FKiLikE N 1Day (1 X) .

1 Day

PSS 1) 3 908 25 5552 W A s o % v 5 1S P B U B, REE A T AT A ) SR

S A — ML T 16 TS0V A5 S R B B B (0 0 A SR LI S P iR s O T A L ¢ e
= 15 PE WA B . A2 AL SR UG PR (A SR AR PR PELR S S, TS BloT MU TF
()« e EAS BB A AR AR B, DAL MG I S I ) SRS SR B

o] LUON IR — AL E SO AL E 2SR 4, (L — RO BB Herb — AN SR 4R,

Polycom Video Conferencing Device 1sT  Video Audio Conference

13 13 76 16 12 24

Devices High Confidence Device Risk Score Vulnerabilities Palicy Set

2L N 7 e AT R A O I SO B 7 1 MR 5 UG I SR T LA 707, 10T Security e i AL ZS 2
SIRAESHN 73 AT BCIE SO BT AT = ) A5 e I 28 1530, ANIMAE BOXEEE R, XA, ER A REm
IS 5 A 10T Security FHL W48 R n] 52 L8 ST rhg 5 S2EA T LB, A48 1 A 45
(R 8 1 7 A XU A A ] B CAR AL X 28 R DL AC

BB STy — KRR S R AR R s MEAS {7y #ify Outbound  (HH
i) FlInbound (AuE) | AEX PN TIy.2 6] Gk,

loT Security Rf HERAC I S A1) i {5 1 1 28 A1 D T 515 2 5 140 I 1) 9 Bl P £8P g 2 e e S ) —
W SR B AR LA 10T Security ALP A RO R RR Fr #EA T LB ISR 8RS 9 1R, 1 )4
&AM ARIE, EAERAESEA P IS (B, A AMZEI) L SRR A
B (. AHIZEEIR) DUSAAE S AAET O RN RR 7)Ao 48 B N2 A 3 0
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profile_name 17 i i W EAR — IXFIHIZ B BCE S b LR ET XS 24> 10T Security £H )7 J ™ HPE
PO R 27K TEA 57 WL 2 2B i S B R Ry B IR R A R0 “ B S "1
Fl,

profile_name ) - sl — X F1H iR % 7oA 52 % 13 8 B i b 264> 1oT Security FILP Y 34511
I R ] o BRI X 2 PR B A g e I SR R R AEAR S A AR R I SE T 8]
h,

PR 70 B — SR BRI SO M T R AR L XU 20 B A e 5 A M R SRR T A Lo T
Security FH 7119 B AH G RS 70 H . 3X n] DAFS WD I8 2 75 e 44 A T 0Lt 1oT Security f1 7 4
IR XS 2 5

FELL N BB, JEEDY 10 21 89, XX A& HLIE STIENT A 10T Security FHL rhie (A
RS 7B, AR TE D 13, AH G PF >y 74 I, R8n] LU RE RS - 22 DARE (X
W, IR 70 B e B 2 R 1 v

Risk Score

You

74 |

Risk Score 13
Average

10 89
Min Max
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\}—L I Q,I_IA SN

WAABCE S TN
P 0] B4 B SRR T I, 511 Assets (%77) > Profiles (fiti& S {f) > profile_name >
Behaviors ({TAH) .
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Assets / Profiles / Zoom Video Conferencing System / Behaviors / Outhound

OVERVIEW BEHAVIORS  POLICY

Filter Query 1 Week hd E Add Filters ~

Outbound Behaviors  Inbound Behaviors

Profile Behavior (90) view Sankey Chart

Overview Detail
Applications
All common applications are observed locall
. e ¥ Common Application - &
All common applications used by devices in this device . . _
profile in other loT Security tenant environments are Unigue Application a4
used by devices in your environment. Your devices also
used some unique applications.
(") Comman applications not locally observed (0 (@) Commen applications locally observed @& (@ Unique applications () 84
m
Sourc... Applic... App Risk (D Locall... App ... App Risk O Alerts ...l Desti... Locati... New Behavior  LastS...
Zoom Vi ssl 4 Yes Comm... 4 5@ ssl gstatic.c both es -
Zoom Vi ntp 2 Yes Comm._. 2 10 ntp.polycor both Yes —
Zoom Vi Idap 2 Yes Unigue 2 kX : ] PRTG Netw internal Yes Mar 7. 202
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PN L R BEALIES SCAF i T 1T B 01Ty 2 loT Security CLRBIATIIE W5, Jf
H ST (%5 90-1009% i) 10T ¥4 10t AR 1Ltz 10T Security AL gl ¢
19 10T 6 145010 AL PO 5 R LA U 5 974

1P 1 85 43 M g 10T Security i 5Lig e b Bl 8 (S BEK o U T G119 451 2
¥, loT Security A5 — A (= Ee g4 5« %(90—1004)‘ i1 (70-89%) F1qi% (O-69A)O

ORI ATVINIO N ES
B R 6 B R0 17 et TR THEBASL IS B0 3 SR MO s A S TR0, LA

FE BB ST TR # v “ NRR " s WS AR . ME— N R sipi & GRRAD 19k
T o
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Assets / Profiles / Zoom Video Conferencing System / Behaviors / Outhound ] t r Q
OVERVIEW BEHAVIORS  POLICY
Filter Query 1 Week hd 2= AddFilters v 44— These control the content displayed on the page. (Y]

Outbound Behaviors  Inbound Behaviors

Profile Behavior (90) view Sankey Chart

Overview Detail
Applications
All common applications are observed locall
. e ¥ Common Application - &
All common applications used by devices in this device . . _
profile in other loT Security tenant environments are Unigue Application a4
used by devices in your environment. Your devices also
used some unique applications.
(") Comman applications not locally observed (0 (@) Commen applications locally observed @& (@ Unique applications () 84
m
Sourc... Applic... App Risk O Locall... App ... AppRisk & Alerts ... Desti... Locati... New Behavior  LastS...
Zoom Vi ssl 4 Yes Comm... 4 5@ ssl gstatic.c both es -
Zoom Vi ntp 2 Yes Comm._. 2 10 ntp.polycor both Yes —
Zoom Vi Idap 2 Yes Unigue 2 kX : ] PRTG Netw internal Yes Mar 7. 202

10T Security 45 P i1 {51 February 2024 342 ©2024 Palo Alto Networks, Inc.



it 2 s

IS 1) 3 908 i A R S s R 2 P Al A S T T

7

SR AT A B R U4 + i B, AT R BB B AR T S ity
loT g s i, loT Security ka5t A w17y (AP 1OT 4 1 Ay HARIONS L) A B S
I A

TR 28 — T S BT 2 1 K (e H IR0t 25 24 /M) L 2k 1 st 1 A
CER 2 2SR RN TR 177 TUA LSRRI, Pl Reset filter (i) [
FR () SIS Jy 1 K, HMMBA448 1T 2 8 1 90 1ol LAt 3o e 2,

1 Day

1 Week

« 1 Month

Add Filters (ZRINIEIERS) — WL IERS LR RERERTIAT N IEFELL N —TIE & T

« Applications (W HFER) — SEHFEEETA FE R — AN SN N HERF, FIH N R &
LIS 1) i 28 Ve i I TR B P, A6 2% R8I s i 5 1S 1oT 4T N — 320

+ Local Observed (RHiW%%) — k& ik Yes () LUB /R h AR LRI TN, B
HPENo (15) LABS A M ZL BT T A .

« App Usage (B HIEHINGH)  — HRBEWEZESBI1T N9 A7 18 1L B A e HLE R A
« Common only ({X# W) JEAE LAl loT Security FL/BREE g2 El,  (H AL BRI R ET o
ZZEINIIT N
« Common and local (7 WAIACHE) 1T A& A AR AL 35 RS 3R EE B 25 801917 N
« Localonly ({YPRAME) J& RIS RS RNIMIAT N,  IASIE AR AT ] HAtAL (1 PR 5L ol
ZZHNIIT N
« Unexpected behavior (M7 ) — ECIHIEF: Yes () LUERAETE SR S I ff 1~ 70
Vi, (HFEIG IS BTN, %8 No () LAB&R = AT M.
o TN —IRTEIIESE Yes (&) LUR R LRGSR IS (e g LRINVIIT . ik
No (75) LABRHHTITA.

D) i TN [ 98 % 5 T e A A T R B T (o S S (L SR TR
AU G EAEAT TG SR 4. SR1T, — HAETFAA g, loT Security 2~ 5%
AT PSR, U A S ) S e
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Filter Query 1 Week ~ Add Filters ~

i

Application
Locally Observed
Qutbound Behaviors  Inbound Behaviors

App Usage

Unexpected Beha..

Profile Behavior (90) view sankey
New Behavior

BRSPS gE sy, “ECE S TN SRS S i B HNA L, 1§ S B AL DABE
PRI S A ey S I i s A AU R i I AT

Filter Query 1 Week ~ Application: zoom-meeting +9 X Locally Observed: Yes App Usage: Common and local +1 % E Add Filters h

Outbound Behaviors  Inbound Behaviors

Profile Behavior (10) view sankey Chart

Outbound Behaviors (!11%i17°5) # Inbound Behaviors (A VL{T8) — BN OL N & HukiT
No IXREELT AR, 1ZB AL E S ST B R IR,

fE N AN L R, A7 66 AN T

°10Aﬁﬁﬁﬁ FEAE SR LAl R (PR LG B0 LRI R e o X SE AR R BRI 6 B o
LLgR IR AR,

© 56 WA GBI ME N IR . XEELUK AR,
FE NI BRI D, A 11 A AT, IR AT S B IC I SRR I 25 5 Bl H AR AT A

o 9N AUNAT A AE AR AL RIS PO B B AR FA S R A BN T N RE R, X LS
Tfﬁﬁumll%uzkﬂ>E§qHLi‘%Eﬁﬁﬁﬂﬁi%ZFO

N D EIEES G p I B0 WA E0EZ s ot A VIR ~S2 DA NS SR S5 i e g e Stk MY 121 .o
o 1 BRI WS BINRARE N R . IXDUK B 2R,
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Qutbound Behaviors Inbound Behaviors

Profile Behavior (66) view Sankey Chart

Overview Detail

Applications

used by devices in your environment. Your devices also
used some unigue applications

() Common applications not locally observed (© © @ Common applications locally observed (10

All common applications are observed locall

. ne v Commeon Application - 10
All common applications used by devices in this device . P _ -
profile in other loT Security tenant environments are Unique Applicatian o6

@ Unigue applications @ 56

Outbound Behaviors Inbound Behaviors

Profile Behavior (11) view Sankey Chart

device profile in other tenant environments were used
by devices in your environment.

() Comman applications not locally observed (0 ¢ () Commen applications locally observed (B 1

Overview Detail
Applications
Some common applications observed locally Common Application - | 10
Some common applications used by devices in this Unigue Application - 1

@ Unigue applications @ 1

it
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B ) (b e AGE) PREI“IT N TSI F 2 5 B b BRI N 2%, SR FIE &5
s~ & Create Policy (61 5i0%) #4H, 1XAF Outbound Behaviors (1317 9) AT iEERA
SRR AZ A A . B 2R TS B A MNP B 73 ] A2 ) 7 T i AR 2356 P v S o DL e e 1

LR, 2B s T BT OO N L JE 28, V76 UL 000 2500 ks 7 T ) i 98 28 2717 Reset
filter (FEiEidyERS) i (2).

1)t R A
{5511 10T Security HUR 17— 4 FUFL SO oL SRR 10T 46 046 £ 9 0 QU s L) 51
B QU BT, TE BB (¢ 10T Security 6L s £,

W PAN-OS 1. 5, i (Il St 17 2 e OIS 5 4 ey TIUI0RL
oo UF Crrern ki Tz 1T PAN-OS 111 2 ity PAN-OS jiiok iyl g s

B FIEE

FOCEE MR FoRiEEE K, il View Sankey Chart (#1755 JEED DT A MmN, &
IR FE IR CHESah 7 A BB OB S fE) B HARLLK HAROZE (AEEEMT)  HOIRER.,
IRLEL A LB gt JF Ll 4

o RS TR ACHL N T AR
o BOSLOBIFOR AL S EN 1 H LR
o SEOAEDBRIZIR RAEA TGN IR
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Assets / Profiles / Yamaha Audio Conference System / Behaviors / Outbound

Yamaha Audio Conference System Behaviors

OVERVIEW BEHAVIORS  POLICY

Filter Query 1 Week ~

Overview

Source Pr...

Yamaha Aud...

Applicati...

SIP_Override

=% Add Filters h
=

Qutbound Behaviors  Inbound Behaviors

Profile Behavior (4) view sankey Chart

All common applications are observed locally

All common applications used by devices in this dev
profile in other 6T Security tenant environments ar:
used by devices in your environment. Your devices :
used some unique applications

) icati
Q) Common applications not locally observed (&0

App Risk @ Locally . App Usagt

Yes Unique

Applications

4

local (7) dhep (3)

[commeon (177 —————
[ ———ntp (07 |

ntp (17}

SIP_Over... (2) I

internal (11)
dns @) I are ) 1 \
TG Ne... (2) I

Destinations

19
= {Z)I

sip server (1) ]

PC-Wind... (3) I

ol | ™

2datzdez ()
I,us,ﬁ'u&.\_:(:lj 1 e

U H AR A LS SO R A, D H AR BRI . HFR G098 305 HFRICE
S GEFRE E AR B4 S A8 B AR s WP btk i % it
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i TS AR R G N RN S ARG M AR 7, DA vy DAL 3o s SR b 2 2%y Bese . il
IS s A L IR S 2 R P ) g s R B A LR B 24 9V 21 11, [T INZR 9 .
WS M E K,

Assets / Profiles / Yamaha Audio Conference System / Behaviors / Outbound ) )
Yamaha Audio Conference System Behaviors

OVERVIEW BEHAVIORS POLICY
Applications Destinations

4 6

Filter Query 1'Week hd Locally Observed: Yes X E Add Filters N
= (2
SIP_Over... (2) =
Outbound Behaviors  Inbound Behaviors SIP Sediet (1) I
local (7) dhep (3)
PC-Wind... (3)
R internal (11)
Profile Behavior (4) view sankey Chart dns @ . ‘
Palo Alto..._(2)
Overview I \
) VMw: 1 I
All commaon applications are observed locally common (4} ntp (4) R=(l
All common applications used by devices in this dey
profile in other loT Security tenant environments an PRTGNe... ()

used by devices in your environment. Your devices ;
used some unique applications

Bk T LIN N TR it i . BN, A0SR — DRy RO, AT MR R 5
RHFEFP AT o B8l DA AR FE P 2T . DL R B B R 7 AR NTP (1) g 7
N
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Assets / Profiles / Yamaha Audio Conference System / Behaviors / Outbound B i
Yamaha Audio Conference System Behaviors

OVERVIEW BEHAVIORS  POLICY
Applications Destinations

1 17

PRTG Ne... (1) I

Filter Query 1 Week - Application: ntp X E Add Filters ~

Palo Altoss (1) I

By |

pc-windz2 1) ]

Qutbound Behaviors  Inbound Behaviors local (2)

internal (4)

Profile Behavior (1) view Sankey Chart

Overview

I

ntp (17)
All common applications are observed locally —
commen (15)
All common applications used by devices in this dey
profile in other loT Security tenant environments an

used by devices in your environment. Your devices ;
used some unigue applications

() Common applications not locally observed (® 0

I

~2 4 _’I -
1.us.p50... [_Ij)_—[_

BB RN D A E T DOROEAR B AE L SR M 2% 1 DVE RS SR tH i 1o AE Ly B e i
Brh, SehrEle e HARkE L, Horb—Ma WIS A2 X, Son— i n, ARl e 1
Fro 0T AT B P )58 8 HARBCE S A MR A

BHITNE
“AFR” FURMMCTAR 2o, UM T MCRL I Pk C R R B8 PR A (T 0. T B

THUSIS P ek )5k i s B i g e MRk sl A T g U3, DR PRSI R 7 T 10 500 ] e — 82
79y o KPR HN R e 70 A TOIE R
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Source Pro...

Zoom Video ..

Zoom Video

Zoom Video

Zoom Video ...

Zoom Video ...

Zoom Video ...

Zoom Video ...

Zoom Video

Zoom Video

Zoom Video ...

Zoom Video ...

Zoom Video ...

Zoom Video ...

Zoom Video ...

Application

zoom-meeting

zoom-base

google-hango..

quora-base

unknown-udp

google-analy...

workday-do

workday-base

vimeo-base

facebook-base

yelp-base

youtube-base

disqus

App Risk @

Locally Obs... App Usage
Yes Unique
Yes Common
Yes Unique
Yes Unique
Yes Unigue
Yes Unigue
Yes Unique
Yes Unique
Yes Unique
Yes Unique
Yes Unique
Yes Unique
Yes Unique
Yes Unique
Yes Unigque

Alert Raised

12§

10

10

Destination

zoomsxullZmr

roomsxac30zc

roomnxo30zc.n

www.recaptcha

WWW.QUOra.con

www.google-ar

www-google-ar

wd5.myworkda

wd5.myworkda

vimeo-video.m:

star.c10r.facebc

s3-media0.fl.ye

s.youtube.com

referrer.disqus.c

Location

both

both

both

external

both

both

external

external

external

both

both

external

both

both

New Behavior (3) Last Seen

Yes Jan 24,2022, 1
Yes -

Yes Jan 24,2022 1
‘Yes Jan 23,2022, 1
‘Yes Jan 24,2022, 1
Yes Jan 12,2022, 1
Yes Jan 24,2022, 1
Yes Jan 24,2022 1
Yes Jan 24,2022 1
‘Yes Jan 13,2022, 1
Yes Jan 24,2022, 1
Yes Jan 24,2022, 1
Yes Jan 24,2022, 1
Yes Jan 11,2022, 1
‘Yes Jan 12, 202,

R Ry R 2 & Applipedia moiE SCRYE N T RE I RBS 20 KU S5 2009 1 2 5 24,
B 5, Wb oK, RehR & e RO A 8K X R — s i, Serh s
Applipedia K214 N R 0SB A RIS BROMERE, ES 10T B BT AL,
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ssl

Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer (35L),
are cryptographic protocols which provide secure communications on the
Internet for such things as web browsing, e-mail, Internet faxing, instant
messaging and other data transfers

Category networking
Subcategory encrypted-tunnel
Risk Level 4

Standard Ports tcp/443
Technology browser-based

L EAR SR B T GO RS AE S IR AR Frb, XTI, T e R T
B SRy PR I S B R R B S B

Source Profile

PRTG Network Monitor

PRTG Network Monitor

PRTG Network Monitor

PRTG Network Monitor

PRTG Network Monitor

PRTG Network Monitar

PRTG Metwork Monitor

PRTG Network Monitor

PRTG Metwork Monitor

X AU T,

Applic...

ping

ntp

kerberos

Idap

msrpc-base

snmp-base

snmpv3

App Risk @

Locally Obs... App Usage
Yes Common
Yes Common
Yes Common
Yes Unigue

Yes Common
Yes Common
Yes Common
Yes Unique

Yes Unigue

Yes Common

Alert Raised

15 @

’Q

-0

LY

‘0

-0

‘0

-0

‘0

Destination

clestackoverflow.co

O.pool.ntp.org,0.cloy

resolverl.opendns.c

-,Palo Alto Network

PRTG Network Mar

PRTG Network Mor

PRTG Network Mar

HPE Networking Sw

HPE Networking Sw

both

both

both

internal

internal

internal

internal

internal

internal

New Behavior  Last Seen

Yes -

Yes -

Yes Jan 24,2022, 16:00
Yes Jan 24,2022, 16:00
fes Jan 24,2022, 16:00
Yes Jan 24,2022, 16:00
Yes Jan 24,2022, 16:00
Yes Jan 24,2022, 16:00
Yes Jan 24,2022, 16:00
fes Jan 24,2022, 16:00

“HIRAEAR” RSN R HARELE SO DA s BOR AR R E TR SR B
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Source Locati... Application App Risk @ Locally Obs... App Usage Alert Raised Destination Profile New Behavior  Last Seen
Palo Alto Netw internal paloalto-updates 2 Yes Unigue 2 o PRTG Network Monitor Yes Jan 24, 2022, 16:00
Macintosh Win internal paloalto-device... 1 Yes Unigue 1 o PRTG Metwork Monitor Yes Jan 24, 2022, 16:00
Windows Table internal dns 3 Yes Common 0 PRTG Network Monitor Yes Jan 23, 2022, 16:00
Arista Network internal icmp 4 Yes Unigue 0 PRTG Metwork Monitor Yes Jan 23, 2022, 16:00
PC-Windows, internal Ipd 3 Yes Unigue 0 PRTG Network Monitor Yes Jan 24, 2022, 16:00
Windows Table internal ms-ds-smbv3 3 Yes Commaon 0 PRTG Network Monitor es Jan 24, 2022, 16:00
Windows Table internal msrpc-base 2 Yes Common 0 PRTG Network Monitor Yes Jan 24, 2022, 16:00
Macintosh,PC-Y internal nethios-ns 2 Yes Common 0 PRTG Network Monitor Yes Jan 24, 2022, 16:00
internal paloalto-gp-mf 1 Yes Unigue Q PRTG Network Monitor ‘fes Jan 24, 2022, 16:00
Jan 24, 2022, 16:00

“OURAVEAR” By SR SEO BB I g oA %8, S, BRI, DUR ERR 2R IX
NG

Severity

o Critical

B High
Medium

o Lowr

PRBE AL IE SO RN AL A TN T BEA 24 Hb e 80T DUl A ARSIRIN9E e, X598 6E
RUFZIFA N EFTIHE & G SR, & d BB b e B i,
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Source Pro...

Zoom Video .

Zoom Video ...

Zoom Video ..

Zoom Video .

Zoom Video ..

Zoom Video ..

Zoom Video ..

Application

zoom-meeting

zoom-base

google-hango.

quora-base

unknown-udp

google-analy...

App Risk O Locally Obs...
2 Yes
1 Yes
2 Yes
3 Yes
1 Yes
1 Yes
2 Yes
Yes

App Usage

Unigque

Common

Unique

Unigue

Unigque

Unigue

Unigue

Unigue

Alert Raised

120

10

10

Destination

zoomsxu1ll2mmrsx.zoom.us,147.124.97 .57 zoomsjcgm15 2mmr.sjc.zoom.us,zool

200msxacdfipc sx zoom.us zoomsxah30zc sx.700m.us zoomsxt31ze sx zoom.us 20|

zoomnxo30zc.nx.zoom.us,zoomsjccl213zc sjc.zoom.us,zoomsxp 3 1zc.5x.200M.Us,2

www.recaptcha.netwww gstatic.com

www.quora.com,quora.map.fastly.net.-

www.google-analytics.com www.google.com,client3.google.comwww.googleapis

www-google-analytics.l.google.com,sslgoogle-analytics.com,ssl-google-analytics.

application_name 1] “&7FH Hbr” MMbett 7 OO, LR QGRS & AL E S rh iy & 1)
SURGR PR E N R P I RSB H AR . AR B AE B bw 1P Zrh %y |, BIe] BRI 5 1P Hhl
FIRI G T,

Destinations (81)

Destination A

ZpNs.ZO0Mm.US

zpns-byoip-va.zoom.us

zoomsxz30zc.sx.zo0m

zoomsxy30zc.sx.zoom....

zoomsxullZmmrsx.zo..

zoomsxt31zc.sx.zoom....

zoomsxt30zc sx.zoom....

zoomsxtl4émmrsxzo..

Z00Msxr2452C.5%.200..

zoomsxq245zc sxzoo..

Locally Ot

Yes

Yes

Yes

Yes

View destination for zoom-base

Destination IP (12)

170.114.14.62
1701141463
170.114.14.64
170.114.14 .66
170.114.14.67
170.114.14.68
170.114.14.69
170.114.14.71
170.114.14.73
1701141474
View all

Unigue

Unigue

Unigue

Unigue

Unigue

Unigue

X
m

Destination IP Location A
-~

12 external

&

3 external

1 external

1 external

1 external

1 external

1 external

1 external

1 external

1 external

/’\//\/
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ISR SR AL SRR CI) b 1P Mk, IF Bk 1A DA T s IP” S o 1 OB iR o,
R CHAR IP7SIrb AT, AR5 2 I — A A SR IR T X T AE

Destination IP (63)

q, Search Destination IP

R
BOROB OB B OB BB

-

FEAT D, ArESN 2R AT 90 BARER R, AERPTAT B AR e AR R 2 b, 2O I g o
WARBT A BAR B E A M2 2 0%, W H AR e AR —EE AR WY, —SLE b, )
FAE RS ARG, ERXFE T, AT LG s “ATR” Rt HAR” FIEE “BF
application_name 1Y) H k5 THH 119 “ G F1R 276 4 HASTIALIE.,
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View destination for google-base
Source Pro... Application MNew Behavior (3) Last Seen
Destinations (73)
Zoom Video .. stun Yes Jan 25, 202:
Zoom Video ... zoom-meeting m Yes Jan 25, 202:
Zoom Video ... ping Destination Locally Observed App Usage Destination... Location es -
Zoom Video ... google-play - Yes Jan 25, 202:
- Yes Unique 9 internal
Zoom Video ... reddit-base Yes Jan 25, 202:
www.google.com Yes Unique 13 external
Zoom Video ... gmail-base . Yes Jan 25, 202:
gedn.2mdn.net Yes Unigue 1 external
Zoom Video google-hangouts-b | Yes Jan 24, 202:
Yes externa
e
Zoom Video ... google-meet Yes Unique 2 (4] www.googleapi external Yes Jan 25, 202:
Zoom Video unknown-udp Yes Unique 1 4] www.googleapi external Yes Jan 25, 202:
Zoom Video ... google-base % Yes Unigque 4 1 2 o www.google.co both Yes Jan 25, 202:
Zoom Video ... websocket Yes Unique 3 0 wd5.myworkda both Yes Jan 25, 202:
Zoom Video workday-download.. Yes Unique 2 0 wd5.myworkda external Yes Jan 25, 202:
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VAR 1 S SR

M PAN-OS 1.1 gpps - ey M)ﬁkfﬁ}&fﬂ b S R A gy T
e, DR TR sl i Fig 7 PAN-OS 111 iy PAN-OS ikt o 8

SET ) A% B E SO SRIE T, 5%k Profiles (BCi& 2 {F) > profile_name > Policy (Gkm%)

Profiles = Server Technology Device > Policies Q,

OVERVIEW BEHAVIORS POLICY

Filter Query 1 Week W D O

Policy Sets (0)

You don't have a policy set yet. Create a set of policy rules based on the network behaviors of this profile.

Create

ACL Rule Sets (0)
You don't have an ACL Rule Set yet. Create an ACL Rule Set based on the Metwork Behavior of this Profile.

Create

e U F1 H Dise # FC iE SCAFQUEE R B A SR A, BT RSO A, e A R, PLRAIR B
i, JEAEMIINIERRY . ek BB SR AT TS SR I, S L 1f Dy 2

INARAE N B AL SO QUSRI SR IF R A, (FASKRE LB, U2 LA I 1) SR D1, A2 XM i 2
N, ERWENTRSY R A R
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i A AA A
7 g

Assets / Profiles / Server Technology Device / Pelicies

OVERVIEW BEHAVIORS POLICY

Filter Query  1Week v

Policy Sets (1)

Policy Set Sync with Last Update
Server Technology Device 1643682054530 Palo Alto Metworks NGFW Jan 31, 2022, 18:21
ACL Rule Sets (0)

You don’t have an ACL Rule Set yet. Create an ACL Rule Set based on the Network Behavior of this Profile.

Create

Create

Last Set as Active

WAL RIS RS, 2 HbRd o “UEsh” Fr%%, 3 HL loT Security 76“ B E NIESEN” 5 b s st

[) k.o

{Ea}
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Assets / Profiles / Server Technology Device / Policies Q

OVERVIEW BEHAVIORS POLICY

Filter Query 1 Week v D O
Policy Sets (1) Create
Palicy Set Sync with Last Update Last Set as Active
Server Technology Device 1643681307880

- Palo Alto Networks NGFW Jan 31, 2022, 18:08 Jan 31, 2022, 18:09
Active
ACL Rule Sets (0)

You don't have an ACL Rule Set yet. Create an ACL Rule Set based on the Network Behavior of this Profile.

Create

IARAEHI S b R 4, W MIBR 5 3) 7 dr%se HOh RS L RBLENIES)” F1 b i (a] %,
fRR e b IR SRS DL I A T 3RS
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Assets / Profiles / Server Technology Device / Policies Q

OVERVIEW BEHAVIORS POLICY

Filter Query 1 Week v D O
Policy Sets (1) Create
Policy Set Sync with Last Update Last Set as Active
Server Technology Device 1643681307880 Palo Alto Networks NGFW Jan 31, 2022, 18:08 Jan 31,2022, 18:09
ACL Rule Sets (0)

You don’t have an ACL Rule Set yet. Create an ACL Rule Set based on the Network Behavior of this Profile.

Create

BT RIEACIE B SR SRS, o0 R T H G AEMS R IIT N M T S AL SR SRS, o
F B R HI RS, B REIENS EROTT R, 1KMW FT— 1B KRS sz it ) sl 4

T A IX BT TR (RIS SR 1T RPG G, Rt — B TE], 1oT Security &2 2% EA9HT 1T R
WEAMT AN, BB EYAE Assets (%77 > Profiles (fili& ) > profile_name > Policy (3k
W) DU, FEOARS AR SOE B RS DA R IR S A TN LS o
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Assets / Profiles / Zoom Video Conferencing System / Policies

OVERVIEW BEHAVIORS POLICY

necessarily in yours.) Review the new behaviors to make sure all critical behaviors are allowed

and no critical behaviors are blocked.

Policy Sets (2)

Policy Set Sync with Last Update
Zoom Video Conferencing System 164358495,
Acti Palo Alto Netwaorks NGFW Jan 30, 2022, 16:16
ctive
444 Palo Alto Netwaorks NGFW Nov 16, 2021, 17:07
ACL Rule Sets (0)

You don't have an ACL Rule Set yet. Create an ACL Rule Set based on the Network Behavior of this Profile.

Create

Source Profile
Source Profile Application App Usage Destination

Zoom Video Con.
Zoom Video Con. dns Commen 1 Zoom Video Con.
Zoom Video Con... dhcp Common 1 Zoom Video Con
Zoom Video Con._. traps-manageme Unique 1 Zoom Videa Con.
Zoom Video Con... apple-push-notifi_. Unigue 1 Zoom Video Con.
Zoom Video Con... netflix-base Unique L Zoom Video Con
Zoom Video Con... ms-office365-base Unique 1 Zoom Video Con.
Zoom Video Con... okta Unique 1 Zoom Video Con...
Zoom Video Con... icloud-mail Unigue 1 Zoom Video Con...
Zoom Video Con._.. directy Unigue 1 Zoom Videa Con...
Zoom Video Con... apple-update Unique 1

Filter Query 1 Week o D O
New Behavior @ Maodify Active Palicy Unexpected Behavior @ Madify Active Palicy
We found 24 new behaviors since the active policy set was created. (Note that new common We found 42 behaviors blocked in your policy is still actively hitting the traffic. Review your
behaviors might have been observed in other loT Security tenants’ environments but not policy and also firewall implementation to make sure only necessary behaviors are allowed.

Application

google-base

zoom-base

facebook-base

youtube-base

apple-maps

gmail-base

itunes-base

App Usage Destination
Unigue 139
Unigue 70
Common 29
Unigue 4
Unigue 62
Unigue 8
Unigue 17
Unique 8
Unigue 15
Unigue 10
Create
Last Set as Active

Jan 31, 2022, 14:44

Nov 16, 2021, 17:07
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# 1oT Security 5 Cisco ISE SEcHT, #nf LA loT 45 &% ISE H 3457 ACL FINEE, %N
ISE $2ft loT W& VT £ hIZIZER15 &, &S Ml Cisco ISE N H s e 7142,
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7t 10T Security 161 it i £

loT Security $24% F1 20 A= BT S B 2 CRAER 10T B it i, 3% LRSI TIOR8 2455
() — B A B B SR T AT e 1845 B2 1oT Bk iy 2 1708, AR AR 10T Security LA 388G v i) — fid
ISR B AT

P e e i 10T Security 3 oy e i A1 (5.0, IFHHSINIR S 1S5
90-100% ()45, WUELHSLINE (S 704, ToT Security = A S el 5
(90-100%) 11 (70-89%) F (. (0-69%)

loT Security 7EACIE A FPIKEE loT W& AT MR B S g nO R R e, 48] DU LGt — 21 TRemss
T 8L

W PAN-OS 1.1 Jpps iyt — {5 U HE 07 72 42 S AN AR i g e Aty T IR
B, DR TR ks i iz 17 PAN-OS 111 sy PAN-OS vy o 8.

STEP 1| %3 loT Security |1/ 3i& % Assets (%7=) > Profiles (fici& 1f) > profile_name >
Behaviors (17 4) .

STEP 2| &F“ITRN”7 Wik Fry%dE, &% Outbound Behaviors (H1Vh1TR) , )i B Create
Policy ()& 5mE)
A WIS T A LI N ARSI, 1 ST R N,
Ak ny DU B SR TR, RO R RS AR B SRR L, R B
(1S Sk 1 ¢ 11 vy Create Policy Set (g szms #2) st st s 4.,

STEP 3| [ 5% loT Security 7 LAHEF 25 01— (B5 KBS A1) G 2 2 SR U 4E R A2, ARG s
Next (F—2) .

Create Policy Set

Application
. (: :] Common applications not locally observed (0 4]
.Common applications locally cbserved (O <]
Unigue applicaticns &) 131

Recommended policy rules are based on commeon applications used by devices in the same device
profile in multiple loT Security tenant environments and on unigue applications used only by devices
in your environment. The objective is to ensure continuous operation of your devices.

In the following steps, fine tune policies based on your knowledge and due diligence. Refer to the
application risk. alert status and your device configuration to decide if an application should be
excluded.
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i e

STEP 4 | fedfe B0 & (e S A b (PO HE A7 SR N

loT Security [ 34 B SRME FN I 152, X EEIL T %4 10T Security fLJ7 38E ) — & & Al i
SO A A& SRR, AR TAUIE IR BE A i 28 BN (50 FH s 1 e 7
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o GER I TSRS SATA M 1A AR%5) o AU B TR P H 2L, BT 4
TR o AR 2 AR SR R S A K TR RO A5 5, TR IR AR (T AR T N 25

Source Pr..
Zoom...
Zoom...
Zoom...
Zoom...
Zoom...
Zoom...
Zoom...
Zoom...

(4]

Filter Query 2=

Add Filters ~

€ seiect policies @ Firwal co

Select Policies (146)

Application

youtube-base

google-base

ssl

zoom-base

ntp

cortex-xdr

itunes-base

ping

App Risk (@

figuratior

Locally Ob...

Assets / Profiles / Zoom Video Conferencing System / Create New Po\icvSet

App Usage

Unique

Unique

Common

Common

Common

Unique

Unique

Common

Common

App Risk ©

Alerts Rai...

3070
30 1@
1@

&Y )

20
‘9

Destination -

m
Location New Behavior () Last Seen
both Yes Mar 10, 2022
both Yes Mar 12, 2022
both Yes =
both Yes -
both Yes Mar 12, 2022
external Yes Mar 10, 2022
both Yes Mar 12, 2022
both Yes -
both Yes =

)

Cancel

O

loT Security 45 H! i {5 ¥4 February 2024

364

©2024 Palo Alto Networks, Inc.



B 1 10T Security 2 J5 002 30 (1 [A) —BC i SO & 1 8 17 R AR B F Sl el A 4F,  fasn

LLF 2yl HAR B R B S 5 v, A SR R0 TAE b, #ii Add Rule (Fshnginl | &

o E NIRRT R H bR BOANAL R, Any ((Tf]) @ tHELAE “ R HREF R H ARSI 7 B
W, ST RE T, EMER Any (R FEFF e A SOy BTN BT RE ., 6 E 3l
AN DREFE L N T R RIE R T . BRI H bR, W GIESE H AR 0 HbRldE S U T
T HFR) « FQDN. 1P s % fifid, SRIG MFI L rRESE — A s A HARBLIE SO, S5 A—
A %4~ FQDN. IPv4. IPvé6 Hutiboi W& Hifd ., 5eic), Create (fi) AU,

Manually Adding Rule

Application

ntp hd

Destination Type

Any hd

Destination Profile
FQDN .

P
Netmask

IR v RSz 214 5 Applipedia mhog SCIIFE R AR 3 (10 AR 2l . KBS 270 9 1 2 5 4,
Brelden 5, Wb oK, Rehr &0 R AR A BoR— s i, b s A
Applipedia #r5K 1A RZ N IR FIOE R A RILE ERfERe, ESEloT B b AL,

ssl

Transport Layer Security (TL5) and its predecessor, Secure Sockets Layer (S5L),
are cryptographic protocols which provide secure communications on the
Internet for such things as web browsing, e-mail, Internet faxing, instant
messaging and other data transfers.

Category networking

Subcategory encrypted-tunnel
Risk Level 4

Standard Ports tcp/443
Technology browser-based

O IRER” BIEEE 7 IRECE S R g LR AR R MRS R R B RS B AE PR
SETRHER T T A — 4L RN, S SR . B, AR E R O S KR
BRI, M T EE R AT AN e VR T oA N, i B A R ™ e, e AT
SEATEEEEAR, BTSN ENDE T LM, s — i, R AR &)™ di iR ok
R, RS LR e, NE kS,

BANEOL P, 1oT Security AR PFIEALIE LA 10T e (0T AEWLZS 211 X 28 0 5 e ) 1)
T HARTI BRI HARSI IR (Any) 25, ARSI e VRICEE PR, 15y
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Any ({L:f]) , %[ Allow any destination (VFTA] HAR) , MFIEFERZLE HbR, K5
KH “CIEPE B AR TR,

Select Destination for ssl

oOnI',r the traffic to selected destination will be allowed.

Destinations (159* B Allow any destination

m
= Destination e Locally Observed App Usage Destination IP
r3---sn-o097znlk.c.. ez Unigue 1

prebid.a-mo.net e Unique 1
plus.lgoogle.com Yes Unique 1
player.xmradio.co... Yes Unigue 1
pixel-origin.mathta ez Unique 1
pips.taboola.com es Unique 1
pi.ispot.tv Yes Unique 2
PC-Windows Yes Unique 1
Palo Alto Metwork... es Unigue 11

Yes 1
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STEP S5 |

(ST 0 A 1) SR R U A 1 AR i 75 22 A T
5 FH BRI SRS S 40 B i A I USRI SR 4 BRI BRI I AR SR 25

Assets / Profiles / Zoom Video Conferencing System / Create New Policy Set Q

@ 0 o

€ seiectpolicies @ rirewall Configuration © =eview Back Cancel m

Policy Details

Palicy Set Name *

Zoom Video Canferencing System 1647286602355 Description (optional)

Policy configurations (146) W Automatically condense policy rules by grouping applications

( Security Profile ) C Source Zones ) ( Destination Zones ) C Services ) 1 selects
Source Profile Application Destination + Tags Security Profile Source Zones Destination Zon... Services
Zoom Video Confer. youtube-base Any application-default
Zoom Video Confer. google-base Any application-default
Zoom Video Confer.. ssl Any application-default
Zoom Video Confer.. zoom-base Any application-default

application-defaj

loT Security /5 f1 45 1 February 2024 367 ©2024 Palo Alto Networks, Inc.
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WA AT 10T Security A= B S HUN £ &, 1% 5 /1 Automatically condense policy
rules by grouping applications Gl 741N AL F B8RRI o 242 2N A8
R, AIHALAT AN AR M B e H PR, DORAnR TR E, & A MR
e ARE SR PR H AR XIS B, 1oT Security 206 H 252 — 400 o,
Fobs 2 B CE AT e — X 20 o0 RO T A N AR oA —AS SRR s Zrh, flan, anifd s
AR LECRSD , HHA AR N AR A T WA HFR(2 &, loT Security 261
EE R . (R, A RAE R IR T, T 1oT Security A 4G — 240G AN N R 1O

U
Policy configurations (146) Automatically condense policy rules by grouping applications
POliCy Conﬁgurat‘ioﬂs (1) . Automatically condense policy rules by grouping applications

0T Security £ 54 H BRI 55—t LA HE 37 10 SRS U B B e, 5 7 2
YUETURI, B AN

ALERER AR . RO SO PR IR H AR X DA IR 45, BA(E 24 Panorama 554 K
BR B RS, EATTRT LA SR A (19— 070, IR (4 B 53 LG e 5 A RN R AT
FIG I BRI AT JL R B ], AR B DU Y Tags (FRid) . Security
Profile (“Z%:fili& ) . Source Zones (“Z4:[X}) . Destination Zones (H#FRIXIk) 5k
Services ([R%5) , DMEABEIESE. QIEBUER:.Z piE LWED, Ko Apply (&
M) & Create (i) . AT LUK ANl AMFRZE S IRIXIER.  HARXECRRSS N H-T[/ A B
R,

BN AR, N R H bR v 0 AR IR 25 81 Bk application-default, Zm%E R 55
B, “YuiR s FEAESEOR 10T Security W4EEN BT RE T (8 H AT IEARfEdG 11, DA
service-http I service-https X ANIEIT. SR A2 RS, 2805 #idi Create ()
),

Edit Services

Services(s) will be applied to 615 firewall rule(s).
| ‘

application-default

1 Ports

service-http

service-https

top/ 24804

loT Security /7 ;1§54 February 2024 368 ©2024 Palo Alto Networks, Inc.



A7 22 2 RS

STEP 6| framtadrfillee, WURWEIHHE, N Create (ML) HEFA 1) SRIS AL 4,
© review Back Cancel

o Select Policies e Firewall Configuration

Policy Details

Palicy Set Name

Zoom Videa Conferencing System 1647282519142 Description (aptional)

Sync with: Palo Alto Networks NGFW | Policy Rules: 146 | Applications: 146

Detail B Automatically condense palicy rules by grouping applications
Source Profile Application Destination & Tags Security Profile Source Zones Desti
Zoom Video Conferencin... youtube-base Any
Zoom Video Conferencin... google-base Any
Zoom Video Conferencin ssl Any
Zoom Video Conferencin... zoom-base Any

Any

(ERT AL RIS B2, BTE A |oT Security 23 BoR VE 2 VRIS TR Fe 9 B0 IR 553 11, X L8 Sl

IS

B HRE S KA H WAERI S8 IR S5 v 10, AnSRitid — A A B WS Ry, B
(R 55 s R AS P HEBLAE S 2
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loT Security ik W42 W28 R 1 g N AR P 1l 5 0 11, 1 PR AT B O IR ) SR e S BT T 1) 2
TEEE, 1510, 1oT Security AN {8 A B2 RE Fe o 2 01 26 B[] .
i “BIE IS, loT Security 2 QI E FELRAFIRIGHE, ST DUAE s UL 1] F &G N B A& I i S 1
BN FT A TRIE 4, 1oT Security it & ¥/~ BB G H:, A 1 il Panorama F145/NM5 k455 nf LA
SA, XIEnEr,
STEP 7 | HJMn Shems 42 LAGE JL v it Panorama FI&/NBG kiS5 A, & Hiidi Activate Policy Set (335 5K
W)

Assets / Profiles / Zoom Video Conferencing System / Zoom Video Conferencing System 1647282519142 Q
(o s JERES
Sync with: Palo Alto Networks NGFW | Policy Rules: 1 | Applications: 23 wee
Detail
Source Profile Application Destination Tags Security Profile Source Zon... Destination.. Services
MBI SO — A REAT — BRI
AR AR AR SR 2 A S A Ty A 7Y, TF L More Actions (P2 #5:(F) b
(), MJ5Hdi Edit (4i¥H) . 10T Security xR [l — 0l GEFEAME) |, DUEEGRETT 5
Edit
Download
Delete
AR 52 (SR Brh, sy DUKE SRS 3OS L T2k, TR SR,
SORAT MG SRR LT, 18 S 1oT Security 177,
370 ©2024 Palo Alto Networks, Inc.
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PG 5 5 A Panorama
L, MURVSYS 5 Bl SRR AL A T Bl

STEP 1| %53 Panorama # R 4528 54l %2 Panorama > Policy Recommendation (Gkh& L) >
loT,

IXFE, Panorama it ] LA 1oT Security 2 FR3RURHTIIE B @ . AR IEAETEE 10T Security
R SR RN LT SRS L TUTAL,  BCE B S B OIS S TR A, JULDAZ0 R T O 16
FHEFE I K, Panorama BB K 55 E AN 2 G AT AT An] SR L .

STEP 2| i Import (5 A) FFKF SRIE I E i80S A AT U e 2l fe BRI 22, AR T a3 2 ik A 5 AR
TP P R
HIRLI S ¢ Panorama v e s U £ b5 i A b 72 SRR 2 BT, I #0055
1 Panorama v s st U 1 5 R 5 SURU S RN
MRIEASERFEFIN, Panorama 2245 A SRIE BEUCE T FU FE T
N R XoT 5 e R U R 17 18 & 1) A (] LAt 22 2 SR R U AN 2308 P4 AT, 0
A D) F AT R 2 v LAl R0 2 i
STEP 3| i OK (i) .

TR B B QU A U DT B0 SR 5 (e 5. MIRSF 5. Musibxg 50) AN Je Gl
EUSIIR

R LLT 3R HOS S ARG SCPF R T RS SR RN, ol A AR B A g — AN H
SFORBE SO, PR e Aoy “BRINT BLEBIN ., 12BN 10T Security #E 5 L E1IE K
SRR A S T A 2k H SR R B IE S 23

STEP 4| fgscfili k.

A1 Ko o5 5 A %) Panorama (g g A k), i zepglicl Device-ID,
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it 2 s

131 4] 2% 7 T A B

B IR ORI R SE Bt loT B IS5 178, (ANAEBRE ST N R AEAER A5, (AE, MR loT
Security & & ERO RS TEE, WTEESE tig i T b i R E R Gy L R A 5 ik, JE IR A
S R FH ST 2 B AR ECHTRS 15 e, )55 A8 FHARTA) T3 T4 7 1 sk JE U i o5

loT Security #2011 55— AR, Al LA P % A7 A2 AH [ 1) @V R 8 loT BE45 2 loT & 2H I 9 2%
Vi, BIANE 552 B sl % 2 B i I i3 4

AL, ERRE AN RIS, R YR A RIRAN 2RI A, B R R
A CHRAE” o IR E RN A e b A AR R AR 2 b I, BRGSO JE i B
HC AR AR T BE SR JOE S . TR, (A OR SRR R = T g T RESEE RSO RN, B2 0
A 1 Device-ID #FM .

RIGAE 10T Security 17 b8 R Z8 i s BRI ZDHE,  (H27I A2 A e S e B o5 1l 1H TR, B
KIEAL N TR, RONVEAT A 1P B2 A kgt HoAT 5«52 5 DU v 2 ) @ i

10T Security Firewall

IP address-to-device mapping
PN Category = Security camera
"a" Profile = Acme Camera

Device-based Security Policy Rules
If Category = Restricted, Deny
v If Profile = Acme Camera, Permit

»
d The category attribute in the IP address-to-
Security camera Firewall Cloud storage server | device mapping doesn’t match a policy rule
= on the firewall but the profile attribute does,
—_— —_
Q] so that’s what the firewall applies and permits
</ Permit traffic from the security camera to pass.

P AN E AR N EL T BT, 10T Security 2337 RIREH ) Ja M M523 46200 o 0t
N OREIRT, IR KRBT IP MR EI B B, it MR S IR SR e B F
KBRS, BB EN A 2 N, LRI YT A 2%

10T Security Firewall

IP address-to-device mapping
- Category = Restricted
"a" Profile = Acme Camera

Device-based Security Policy Rules
v If Category = Restricted, Deny
If Profile = Acme Camera, Permit

- Both the category and profile attributes in the

Security camera Firewall Cloud storage server | |P address-to-device mapping match policy
= les on the firewall, so the firewall applies
Q] — -— (=] ru '
<_\/:./ the first one in its policy rules list and blocks
X Deny traffic from the security camera.

A 1% 1 7 A (o il A £« category=Restricted g, i 4% f S ALIE T
Bl 22 A RN, (B U A 36 T . BIE RS s 36 Tt IP stk RS
FA ST ] JL At PR SR 5 R SR 4L A Vr v 1], s th ] AR g 10T 4 48 (g I 2% 17 111

Ma, A gy, IR B B, X2 By 1P ik 8 B g e S S (] 2 3L A
B NI, EATIRIRA R A AT G52 IR BN, s8R i e v i HL At DU I i S 1 )
%,

TR
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«  Z575F Device-ID I IP M hik BB me s, B kG 40021T PAN-OS 10.0 2 50 Sk, 557
Frift e BRI LD RE, B KA H A Wk 7 S 16-253 s = hboA, PAN-OS B AR
%%E’i#ﬁﬁ%ﬁbﬂfﬁ'& PAN-OS Web F i fif /s ey f LS B 0

o PR IRHIAGE H T S5 LA 08 90 BB Bk 4.

W15 1 7Kg g 10T Security i Joge g ARift i (5 KPS, UL ST I i £
L%y, loT Security 5 = A (S e g ). & (20 lOO/) rf1 (70-89%) Fy1ic. (0- 69/)

o BEZHBE T IRBIMIE DT, HRBESE bd E i s . MRIEMIZR LT, SRR U5 AR T LAy i) Hn] L
BB RLE T 7y, 1T 2B K

o FURINAT AT EAUBE 10T Security /2 ¥ B J3 FHAIZS ] 1% D RE
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STEP 1| RO &R N, JRLER AL i, & 1I2R5] Device-ID J& VN “IR7,

D) XU AR 1 (a2 PAN-OS Web Ul i i 7z 2wl . 443wy Lt
Panorama st & .

P ks B Web UL, H.iiPolicies (5%l%) > Security (‘Z%2) , Ao Add (%
) LA 2 A R R AR LR TR B, S A 48K, 10 Restrict IoT
network access.

Security Policy Rule @
General Source Destination Application Service/URL Category Actions
Mame | Restrict loT network access
Rule Type | universal (default)
Description
Tags
Group Rules By Tag | None
Audit Comment
Audit Comment Archive
Cancel

FEPRIETF b, Bl i oy Add (i), AR5 Bl Device (%) o (EHILHT “iX
FBXR” IIENET, FATR, AL FE Restricted (BRI |, )55 OK (fi7E)

Device Object )]

Mame | Restricted loT
Description
Category | Restricted v Profile | None Model | None

0S | None v Osfamily | None . Vendor | None

[ Browse “ Cancel

RS R QR B XS RAF IR B, IO DRI B FE Any (R .
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Security Policy Rule

Service/URL Category Actions Usage

General Source Destination Application
Any Any any select
[ source ADDRESS ~ [ | source user ~ [ | source pEvice ~
Restricted IoT

[ | source zoNe ~

(+) Add (#)Add (=) Delete

(+) Add

(®) Add
[] Negate
“ coneel

ECHER” JRIR L, A HEARXE. HhERI% &iEE Any (T3

Security Policy Rule

General Source Destination Application Service/URL Category Actions Usage

any Any any

DESTINATION ZONE ~ DESTINATION ADDRESS DESTINATION DEVICE ~
L?-Ar

(+) Add

(®) Add
[] Negate
“ conee

E“PAE” ke Ii-F I, &+ Deny (GE4L) (FoAER(T. WURES KK H &% & F| Strata Logging
IR G R RO SO, B TR

Service. Panorama =LA 445 H Gid sk R 45 2,
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e

28

|

i

2 RS

SRR, H SRR Bz PR S BE N A ] WVE, MU IR A . B
OK' (fifyi)  LAPRAF 22 22 s L AL i

Security Policy Rule ©)]

General Source Destination Application Service/URL Category Actions Usage

Action Setting Log Setting
Action | Deny |j Log at Session Start
[[] Send ICMP Unreachable Log at Session End
Log Forwarding | External-Logging

Other Settings

Profile Setting
Schedule | None

Profile Type | N
rome Type | Nane QoS Marking [ None

[] Disable Server Response Inspection

“ e

H FE A% 2L b s N 2

Source Destination

NAME TAGS TYPE USER DEVICE ZONE ADDRESS DEVICE APPLICATION SERVICE ACTION

1 Restrict lof network access  none universal  any any any B Restricted loT  any any any any 2 appiication-... [§]Deny

any @ Allow
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STEP 2| £ IoT Security [ 5 i 4 BR 1.

{8 FH T A B AL & 5% 1oT Security 11/, H#.d7 Policy Sets (GRki%4E) > Settings (¥i&) , Ko
UJ#: Restrict device traffic via firewall policy Ghiist [ & 5% SR B ¥ g5 i )

Ll CoT Security A7 3k« WP AS IR B, BUATEE G SEOREEL R
A,

Policy Sets > Settings

Settings

‘ Restrict device traffic via firewall policy

B 2 I — AN b, BB e RIS TR BCEE, 2RJ5 il Next (F—4)

Enable Traffic Restriction

Step 1/3: Understand How it works

When you restrict device traffic, the value of its Device-ID
attribute for Category changes to "Restricted". A PAN-OS

device-based policy rule (created in the next step) then
restricts traffic from this device based on its new attribute

value.
CCIHCE| m

1% | have created the policy (FLilGEkNE) |, ARfFHd Next (F—4) .

Enable Traffic Restriction
Step 2/3: Create a PAN-OS policy rule to restrict traffic

Follow the instructions to create a PAN-OS device-based
policy rule on your firewall that restricts traffic on devices
whose Device-ID attribute for Category is "Restricted".

| have created the policy.

CCI nce' m

B2 10T Security 17 R BIVEEAVAZE, #X)5 iy Enable (B
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Enable Traffic Restriction

Step 3/3: Start Restricting Traffic

Follow instructions to restrict traffic for one or more devices

that have a vulnerability (Risks> Vulnerabilities>

vulnerability-name). or for a device with a security alert
(Alerts> Security Alerts> alert-name), or for a single device

on its Device Detuails page.

Cancel

Enable

loT Security 453 51 {54 February 2024
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STEP 3| PRI loT ¥ .
B I e BRI TR 0 B8 3/3 vhITL,  7E 1oT Security |15 Ay AN i ] LAl 9 £
WM TRAR S ST A e E RS R DU B RN (5 S T e SEG, REA T R
LA,

BT PTA 2 0] LUR T AIES T BRI I 28 5 e L AE,  (H AT A 3 e A BE s T LA fi

PSR4 B BB PR A IR, AT iy T2 A5, it 2
loT Security JH F )

P S B A B Tl

PR UM VRS B T EBR NS loT W4, iE B Risks (XUS:) >
Vulnerabilities (fsill) , X5 Bl 4485 .

IR EAS K FI e e, 1 B g0 bR () Rk kb, R ERE G AN 90 Bl EiY
NN RIS, ARG HEMore (1%) > Restrict Traffic (B )

Vulnerability Instances (303) \
( Resolve ) ( Status: Multiple v )( More )( Download ) /
Assign
: Instance Stat IP Address MAC Address
Polycom_64167f0a46865 Dets 10.50.147.90 64:16:7f:00:46:65
Add notes
Polycom_64167f9f71cd Dety 10.50.147.171 64:16:7F:9F-71:c4
Polycom_64167f9f7324 Detected v 10.50.147.110 64:16:7f:9f:73:24
Pelycom_64167f03c014 Detected v 10.50.147 .64 64:16:7f.03:c0:14
Polycom_64167f619c40 Detected v 10.50.146.55 64:16:7f61:9c.40
Detected v 64:16:71.03.d6:fb

BE L 2 B BRIV b 52 By B AE by 2 B i &m0 712, ik s & 1 DAL Sk 2%
R HTh Confirm (ffiih)

Restrict Traffic

Traffic restriction is only applicable for devices with a high
identity confidence score of 90 or above.

The traffic of the following device(s) will be restricted.

Devices (5)

Polycom_64167f0a4665
Polycom_64167f9f71c4
Polycom_64167f9f7324
Polycom_64167f03c014
Polycom_64167f619c40

Point of Restriction
CVE-2018-18566

Notes:

Check these phones in F1 conference rooms
“

Cancel Confirm
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BRI FE 2 i & 1046 M No Ol Yes, s it i (E ez 2B, A SR 168 V5% A5 6 21/ B 1)
WA, st 2 E kR (i) Ik Restricted Traffic (PRI &) o IRl m B 710 B s — A
B H, BIChRBrfesk H Bl B F T T EREM T i 5% .

Instance Status IP Address AC Address Site Vulnerability Responses
Polycom_64167f619 Detected v Vulnerable Device Status Workflow Device was Restricted
Polycom_64167f03c.. Detected v ( ) Device was Restricted Timestamp: 22:53 PM, January 19, 2021 Device was Restricted
Palycom_64167f03d... Lzizgize) o ( ) Vulnerability Detected Timestamp: 23:59 PM, January 24, 2020 Device was Restricted
Polycom_64167f619 Detected v Device was Restricted
Polycom_64167f372.. Detacted v Detected
Polycom_64167f0c6... Detacted v Detected
Polycom_64167f031 Detacted v 4 Detected

PR BB “BER TS S W& AE B % A ARG URIN Restricted Traffic (pavg )
. @«Hi‘éﬁ%fﬂ”ﬁﬁﬁi W2 B AN 1, P e B 5 BRI B ] e DA 5 1 9
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i 22 ER A VRN (S S Ui BE L . IR DL I, R R 1 e I PR 5 5 ) B
Be, R E IS ARSI A 2T

Device Details

O 1 Day ~
+  Polycom_64167f031959 [  RestrictedDavice 3
R Restricted Traffic
Risk Score 10 A Start Time 16:06 January 20, 2021
Point of Restriction CVE-2018-18568
MNotes

Check these phones in F1 conference rooms
64:16:71:03:19:59

Mode VVX601 P Address 10.193.2.53
Subnet 10.193.2.0/23
DHCP Yes

e test-1117
al Access No
Catego IP Phone
Polycom IP Phone
High
8 QO

06 January 20, 2021

TEBR R 2 2 AR

S HIRRE ) 2 2 BRI 10T W4, B H.dr Alerts () > Security Alerts (2 2540 |
RJa B E R AR A TARVEM S S L, $idi Action (F£(FF) > Restrict Traffic (FR7fii
) .

loT Security /7 ;1§54 February 2024 381 ©2024 Palo Alto Networks, Inc.



HE A7 22 4 TR s

Action -

Assign

Resolve

Add Notes

Download

Restrict Traffic

ServiceNow

SIEM

Quarantine via Cisco ISE

Release via Cisco ISE

TSRS 52 B 2 B IEAS G 70 (T 90, & o DA MR, 1B AS BE 0 B A Bk R4 1S
SSTTIIONG S A1) 8- 17

Restrict Traffic

Traffic will not be restricted.

Traffic restriction is only applicable for devices with a high
identity confidence score of 90 or above.

Dismiss

ISR EAS A 700 90 el A b, Ml o “BRAGTE " X5 4E,

Restrict Traffic

Traffic restriction is only applicable for devices with a high
identity confidence score of 90 or above.

The traffic of the following device(s) will be restricted.
Devices (1)

14:91:38:bf:20:88

Point of Restriction
Outdated Chrome version used by loT device

Notes:

Update the software

Cancel Confirm

A SR RS2 BRI Beeg,  nrk s in g =R S %, AR5 5k Confirm (510

EIRVEANE RO T BB N RR2S, i Traffic Restricted Yes, “Zzf{}:51
rh 2 I — /N4 H

loT Security & 71 F5 ¥4 February 2024 382 ©2024 Palo Alto Networks, Inc.



ity 2 2

Alert Events

™ Device was Restricted: Ocicd:7a:6f1d:d4

16:48, January 20, 202
‘ Alert Detected
20:35, January 04, 202

PR R R VRS B BT AR B & AR IL YN Restricted Traffic (gayy ) 5
5o WA BAEACARES EE, BB A O, R SR I G PR R A A dE 16 R
TSR, AEARGIp SR M) L BRI S D oL DB ST 21

loT ¥ 2% A5 S/ 9 PR A

PR CWAATVELNE B T EPREIERAS 1oT %, 15 Devices (%) , ARIgHdiERE
RN AR (R TEANS R T m e v H4n 3 7, i Action (F:/F) Ebr (ST
A i) > Restrict Traffic ([EHIiiE) .

|

Edit Device

Restrict Traffic

AR PR B LA e () B e IR A, n[IEHARIN S LU kS, X5 Hidi Confirm (4
W

Restrict Traffic

Traffic restriction is only applicable for devices with a high
identity confidence score of 90 or above.

The traffic of the following device(s) will be restricted.
Devices (1)

Polycom_64167f884284

Point of Restriction
Invalid user agent string used by loT device

Notes:

Check the traffic coming from this device

Cancel Confirm

loT Security [7/7 & fE B & VEA (S S UL R 2% 4 AR 9530 I —> Restricted Device (= yir
) PR HEROUARBASTEARSE B, R AR 0, R RS T IR BRI
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HIEAF £ 2 s

IFIa) s R BRBIGBERE, AEAGIh, X BEREf 1 O e {7 — & VRS S 0T 5 L

BB 2T
fE “Beg” o b, i e R

I

[y 2% H A No 0 Yes, R H i # R/

FIBRB ACREBA ARG S, 15 R b (M), 25 e B /) % Restricted

Traffic (FRHIIRE)

Inventory (21)

Status  Risk Y Confidence Score Device Name
- 7 49 Q9 Polycom_6416775adea
7 45 Qo Oc.cd 7a6f1d:d4

raspberrypi

Q 2 T m
Profile P Address MAC Address Restricted Traffic
Polycom Video Conferencing Device 10.193.2.143 64:16:7f:75:a4:ea Yes
PRTG Netwaork Monitor 10.0.2.43 Oc:c4:7a6f 1d.d4 No
8:6c:70 No
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STEP 4| EFFTHZREE.
FECTRIEAR” AT b, Fh MBI TR SRR S PR A U

Overview @ Restrict device traffic via firewall policy

93 9 14

Total Policy Sets Active Policy Sets Traffic-restricted Devices

B TUMSTIT, N s, DR RIS B RS2 Ry B &

Inventory (14)

Restricted Traffic  Yes X 40) Q & = m

Status Device Name Profile Vendor Model IP Address MAC Address Confidence Score Restricted Traffic

- Polycom_64167f884379 Polycom IP Phone Polycom VVX201 101303271 64:16:7f.88:43:79 O 99 Yes
- Polycom_64167f855f82 Polycom IP Phene Polycom WVX201 192.168.192.36 64:16:77.85:61.82 O 98 Yes
- Polycom_64167f8842f7 Polycom IP Phone Polycom WVX201 101303258 64:16:71:88:4217 O 97 Yes

(som Video Conferen.. Polycom Inc. Trio8800 10,193 Yes
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STEP 5| (el & FE L i PRI T, AR R St s BR
LHGHBR TR e, 5 R SIREEEAA R, (1 Derestrict Traffic (PR

i) o
T m] LA R oxed 2R ) SE BRI BRI, AR i PR S S0 bk — AN el 2 AN sE i, 2R )5

i More (%) > Derestrict Traffic ([RHIE) .

o T AR PR s &, 1N 7RSI I B es ) “i g T E ARG . A RN R
AR, TIPSR & VRIS B m, A5 Action (FfF) Ebr (ZANEAE
) > Derestrict Traffic (JR i &

gHos M IR I RE, i iy Policy Sets (Gfzms4) | zpp Restrict device traffic via
firewall policy (55t )y s s Bl e e e i), kg Confirm (i) fe, it
irp, 10T Security 2y iy A7 B AT (49 15 4 70 e BB 25 T4 33 2 48 46 1) U ) W 7 47
(WA > g > vulnerability_name) i it (p 7] (B4R > B4R A4 H
W)y Device was derestricted,
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TECHDOCS

Medical loT

loT Security $2ffk 1 —Ff ok M 4% H x%JllﬁlgfloTbk LRI ARG R AL, DA
PER e G A0 TSGR BET & . B e B MDS2 Ui, FH?%Z’J‘(E(H??ZVZ&@TIOT
ﬁ%ﬂ’]ﬁ%’%‘?ﬁ

10T Security [1/7 F#UNEEST 10T Security B, &< BoRFI SR A Y R 5 F5 /R~ 2L K MDS2 17T
[l EANAEIIE B b & 8 F [m TR s 44 [l DL T

o EPBR IR R

o FUHRFERM

o FIHERIERMOLPERS

o (G R EK

- MDS2

 MDS2 jit[X

o flE
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Medical loT

=W = SR 7R

loT Security W47 RIEAEMPEMERST 10T WAMSTHE S, PRI, HAAEAMEIT R R~ -
BORKIAE R, T DAFT X Lo ok i R PR T R A ITE S AR 3, DAl M ER 9T 10T %
A& A -

BTG EYEE SRR, 1% Medical loT Security /& 171/ b DG 09 18 3, ke
Dashboard (35/~#%) , #%J5 M Manage Dashboards (B IEi5/~#x) Fhigl&Hi%$E Biomed (/=
M)
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sandexte.. QU

Manage Dashboards vices, vulnerabilites, ip endpoi

& Executive Summary (Classic) Security Dashboard Biomed Dashboard  |REE]

Filter Query | AllSites ~ | 1Month - oo

| MEDICAL ASSETS

Total | Devices New Medical Devices Total Vendors ith MDS2 Total Devi

12.2K w7 205 50 5.6K s R g rr— 358 18 s s

Medical Subnets Total Sites

Top Medical Device Categories Medical Device Utilization View by % v
Risk Seore Category Devices |, 9% of Total Medical Deviees Profiles
PET Scanner |
A 20 Infusion System 4548 37% 1
MRiMachine |
A 20 Vital Signs Monitor 1311 1% 1
€T scanner |G
A 20 HealthCare 997 8% 6
x-Ray Machine. | <
A 20 Point of Care Analyzer 923 8% 4
Nudlear-Medicine Imager | : 1<
A 20 Patient Menitoring 760 &% 7
Uraseund Machine IR 15
A 20 Medication Dispensing 508 5% 2
® Used Online, not used Offline
View All Wiew All
| coMPLIANCE Risk
Top End-Of-Life Operating Systems '
56 . 5528 Devices with PHI
o5 Profiles Devicss & 0% Devices with outdated endpoint protection 5% 5,505 Devices with internet connections
View All View All
Windows XP 23 109 1%
Windows 7 24 76 <1%
Windows 8 3 3 <1%
Windows 10 2 2 <1%
1 2123 Devices withaut endpaint protection FDA Recall Instances
g
View All Wiew All Wiew All
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SRy A B Ry, T e — b M R e . B BT R W, i
73 HAT BRI B (5 ) 5 A SR AN b, s TR B 7 048 2R MBI 7 B AT R, SR S
P RS 7y, SErhAr JLAS TR R W] B A (e XU BT B2 2R Y,

PRI Bt

F “BEITEPE” ST S A =T loT 5. FriEST loT % HA M gLl & H A MDS2

FHMWEST loT WA REIZE, N 1 RAREEE 71 S, @8t SN hRT A& T MA

ATERE PSS g8

PR, S S D PR &GS

+ Total Medical Devices (ZEJ7 XA SHD)  XIEAE VB 4R R~ BB s R O N, (2R
2% vk RIS ) 90 ] NS I 2 S E ST loT WA B . By S8k F 1T Assets (%77) >
Devices (i%4%) T, LA RAEE X sk R A a] Y0 R 0 2 oy A6 281 1 BT A5 [ 7 i3 4% 119 5%
H,

* New Medical Devices CrlEy7 ik #%) © IXJE loT Security fEfRE SR I, FHAES
TER RGN (MASE 200 RIS & s, B SHCE FTIT Assets (5577) >
Devices (&) TUIfI, AN A8 Ak R A LA 25 B 1)V el aok 8 4 (R 1) R 7 B 4 19 2%
Ho

* Total Vendors (ftRipa %0 @ iX2 “BRJr & 8807 g DI BRST B O R o

+ Devices with MDS2 (H 45 MDS2 i) : iXJ& loT Security H 45 MDS2 2 F W BT % &1
o,

+ Total Devices (& &) @ XB/RMLE F&EE, BAEWERZER R ERE TG SRR
E) Y0 BRI 28 LA AE 55— AN T (i “#%” ) LRIE MR A& 2R 2 R pERs e, R
BT IF Assets (¥577) > Devices (W £%) T, LUE/REUES, BEA&SIRINE Tt [a]
T FE I s VU ) R4 25 H

» Medical Subnets (E=J7 1MW) @ XJEM & BT WA T-WEE, YGRS W E 1wk
SRR TR] VR A e 28 DA K AE S — AN T (U “ e ” ) RRE I B ST 2 Ry ok i 28 e
B ZE K T IT Networks (4% ) > Networks and Sites (48 fl1v5 ) > Networks (Y
“%) T,

o UVhAUBBL L XML LT Ul SUR B, LR AW R SR s A b I Y 2 ik RS ] 7
IEEEs Al DAAE 55— AN DU R i W & 2R e i e RS anfel . PR EU TR T T
Networks (M%) > Networks and Sites (/X2%Filuli &) > Sites (uh4) T,

o e WM E AR LTI A 2 W O, S AR 8 Administration (2 EE)
> Data Quality (B &) . BT LLE R loT Security 1F/E B2 BRI iR &, HRlE, %W
AT EE S OGP S s RIS A5 4 e ANl BB b o o, DA G Ik 4 v P9 2% 78 3 VU L SR ik
D IR Tk,

“CBRITE A A ARt B A SR ERST 1oT By 1 B S A A SLA A L

+ Top Medical Device Categories (F- %ERJTR&IHD @ itk oI T ERIT &SI, FFi%
AR EATHATIA, WE R EIT WAL TS, o Fn AR F T — A0
RIS et 11, b BoRG i ik Assets (7=) > Devices (¥ 4%) T, W E/r5Ht
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KAVEEL 2% H, Bl FAan View All (B 5 20) |, FIIT&d it JEny Assets (¥%77) >
Devices (&%) DI, LAB/RATHBEIT W&,

Top Medical Device Categories

Rick Score Category Devices % of Medical Device Profiles
A 10 Vital Signs Monitor 31 565

A 10 HealthCare 13 24% 3

N 22 Patient Monitoring & 11%

A 10 UltraSound Machine 2 4%

N 10 Infection Control 1 2%

View All

Medical Device Utilization ()7 % &FIHR) bR ST A BT 1oT 2850 LA AN 3850 b
B I o ST BB SR B (EAE (. AELR(B R AR, DA BRSPS 1
WA S 20 ke, B kR B s e R K Bl LRSI — /g 0, b E & MR FR RN T, 5
HERITWAAIRAN, FEHTINI T RS AR B 1 A FT T Assets (5577) > Devices (14%) UL,
B TR T e, LR ORISR TR R

Medical Device Utilization View by % v

MNuclear-Medicine Imager m
wRt Machin: [T
x-ray Machine (T
e scanner [T
UltraSound Machine m
Infusion System m

® Used Online, not used Offline View All

B RIS
PRI L 70 2 s AT 2 e XU 28 25 P R IT 10T 4411915 2.,
+ Top End-of-Life Operating Systems (/i i 2% 1) EHEFRIE RS0  © BEN NN IX BE 4%

BT RGBSR T 00, N 2 82 iy %R BN T H %D W& il i SOk A
A IR LR ERE RS, DA SZ S MR BT B AR T T A 7 S0 i o ke, By “%
%7 HIh TR TR A ENY Assets (%77) > Devices (%) Uil AN W Ria T
{ERGE R AR BE

Top End-Of-Life Operating Systems

o5 Profiles Devices ) % of Total Medical ...
Windows 7 2 3 1%
Windows Windo... 2 2 <1%
Windows 7/04 1 1 <1%
Windows 8 1 1 <1%
Windows XP 1 1 <1%

WView All
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G HAT A UG R SR B8 o AN RS SR AT I XU 1) 18 &6 S B A G T BT AT 297 loT
WA 0, ST Hi—=A, Hdi View All (B 7F 250 BT L 1E2S 1Y) Assets (H577) >
Devices (%) T, DMEAUERIXEEESS. X T HA FDA Fnlks, Hd View All (£
B, #FTHF Vulnerabilities (Jwili) > Recalls (#4[1]) T,

-
85 evices with outdated endpoi ction 298 Devices with PHI
100 Devices with outdated endpoint protectior e 4 Devices with internet connections
View All Wiew All
"._"._1 Devices without endpoint protection 1192 FDA Recall Instances
View All Wiew All

Devices with outdated endpoint protection (A7 i B i AR A BERS ) ¢ IR LEBE 2% HoAT i 14
P BB ARYD , el ASINrE0E, FEL AN 0 R T I0 ., XaHe]

2 B B RS R AT Bl

Devices without endpoint protection (#H Un fifRIFIIRAE) IR EEH & bR ZEE(Tn] i 2 AR
.

Devices with PHI (L5 PHI (15 4%) X EER & G N A EE(S B (PHI),

FDA Recall Instances (FDA 72 [E]52%1) @ X B B R K NF= S A 52228 2 ) B 1 o B s Bl o
¥, SECEEAMNZYEIER (FDA) &A1 3% & M.
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INEER S PNt

HloT Security| |/ FEUNEEST 1oT Security B, & 0] UG SIFI R - #, 10T Security M43 %
HE P BEST 1oT WA FI =R éﬁifiﬂ)ﬁ%ﬂ?‘ﬁﬁ, Fols B RAE s b, 2R, T DU
SR K die AP M) BE A A FLISTR] . B ASS AR A AR (TCO), I i 5 I 1 B AR RISk 5 o
WA BT i KPR el A 45 AILESS TR RGP 2 o8, A8 mT (s e B2 1 5000 SR 1) A {88 I 1) % 7

ORI B A (i ), IR AE 10T B8 A iy 8 45 o 22 42 ] 5 M AR 15 ¥ 4%

T e i i P TET PETIIOA 51 8367-6513 o gy ; gk, e
A (hEvapr e ki) Sk 8367 wiwm bk (8368 8369 8370 %) | I\
8367-6513 Jrafy. i el A kT[T (R (4 LTS, foi JoT Security sy
BEA I HL O R (A T3 TR 5 DK 2 e W A U 2 T 7 e A 2 1 7
¥,

ERFFIHER G~ 5% Dashboards (J57~:4) , X/ ) Manage Dashboards (% 1575
B2 FhiyZE Tk Utilization (FIHK)
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Medical loT

& Executive Summary (Classic)  Security Dashboard ~ Biomed Dashboard ~ Utilization = Manage Dashboards Search devices. vulnerabilities, ip endpoints and exte... Q
Filter Query All Sites v | X-RayMachine ~ | 3Months v L3 oo
X-Ray Machine 1, Deviee Count

All23) GE X-Ray Machine (9) GE C-Arm (5) Siemens Fluoroscopy Machine (2) DICOM-Imager-X-Ray (2)

T Total Devices () Hologic Specimen X-Ray Ma... (2)  Siemens Angiography Machi... (1) Hologic Bone Densitometer (1) Hologic Mammography Mac... (1)
Trend
- Images M Case Studies

10k

251,037

Total Images Scanncd N

5,369 ”

:

Total Case Studies

t
B

0 |III‘|||I||‘||||I|‘|||II|‘IllII|||||II|‘|||II|‘|||II|||||II|‘|||I||‘|||II|‘|||III‘|||I||‘
17 120 27 2/04 2 128 2/25 0 1/08 1158 1/22 128 2/05 2113
UTC Time

/\_//—\/

FRRBC PR 7. T e — 4L X, BRST 1oT W& S A (a3 By il e s, 3 PE 0T
1 E R RN, RS N S, BN A RN T BEST 1oT ek A MR A5 R

1t 10T Security ']/ thlbk &5 etz st far DU HL8E P30 Excel B 12k, B TR
JEZS M) Download (F#) ElbR, Beidid s DI & LR n98dE, )5 % Download (T
B .
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Download

Al Sites

Tim

3 Months (Nov 16 - Today)

e from the options below and download de

X-Ray Machine

ils for your devic

loT Security g1 — MU G IEAELANEDNF_EARENV RGNS S Excel SCOF, HONZSCEnT gt
o

[N Healthcare
L] Healthcare
EEY Healthcare
P Healthcare
BE} Healthcare
BTy Healthcare
pEY Default Site
L Healthcare
p¥] Healthcare
pE:] Healthcare
£ Healthcare
B5 Healthcare
A Healthcare
pr4 Healthcare
PEY Healthcare
P20 Healthcare

A Healthcare
E) Healthcare

48

mac address ip address
90:1b:0e:26:Ff:fa 10.163.23.10
€4:02:90:80:48:96 10.23.176.126
b0:b9:82:6d:06:5b 10.44.178.26
04:92:26:82:77:22 10.44.178.145
04:f0:21:0c:28:f6 10.23.176.105
10.23.182.64
10.163.23.192
10.163.23.11
10.163.23.65
10.23.176.107
10.160.214.200
10.23.176.125
10.163.23.24
10.10.37.224
F 10.163.23.189
00:0e:8e:63:23:9d 10.23.180.62
18:60:24:22:81:22 10.163.23.81
F0:03:8c:99:bd:fc 10.23.178.100
00:0b:ab:c2:76:42 10.163.23.53
30:42:3f:20:20:2 10.163.23.136
Ab:fb:9f 10.163.23.74
ac:1f:6b:1e:47:57 10.163.23.70
10.163.23.102
10.163.23.101
10.10.37.224
90:1b:0e:ea:12:c2 10.163.23.2!

00:13:95:25:9a:fd

10.163.23.107

hostname
XP1028101323459
WISP-

LOGIQe
DESKTOP-7KGV839
SIHSXRM2333
$JS_GEOPTIMA_82
TOMOO1_SIHS
10502200-60404
WISP-
$IS_GEOPTIMA_84
minint-3f2eelg
WISP-
minint-43mgoop
X-Ray DR600D
Admin-PC
SURGERY-2LTAIl
$I5_XR646_81
SIHSUSM2353
SIHSUSM2353
minint-g34btoi
5ISD63074
$JS_VOL_03
CTAWPG6611
minint-g20usvj
X-Ray DR6000
SIHSCT28
188170915754

category

X-Ray Machine
X-Ray Machine
UltraSound Machine
X-Ray Machine
X-Ray Machine
X-Ray Machine
X-Ray Machine
X-Ray Machine
X-Ray Machine
X-Ray Machine

MRI Machine

X-Ray Machine

MRI Machine

X-Ray Machine
X-Ray Machine
X-Ray Machine
X-Ray Machine
UltraSound Machine
UltraSound Machine
X-Ray Machine
Nuclear-Medicine Imager
UltraSound Machine
CT Scanner

MRI Machine

X-Ray Machine

CT Scanner
UltraSound Machine

profile

Siemens Fluoroscopy Machine
GE C-Arm

GE UltraSound Machine
DICOM-Imager-X-Ray

GE X-Ray Machine

GE X-Ray Machine

Hologic Mammography Machine

Siemens Fluoroscopy Machine
GE C-Arm

GE X-Ray Machine

Siemens MRI Machine

GE C-Arm

Siemens MRI Machine

GE X-Ray Machine

Hologic Bone Densitometer
GE C-Arm

GE X-Ray Machine

GE UltraSound Machine

GE UltraSound Machine
Siemens Angiography Machine
GE Nuclear-Medicine Imager
Volcano UltraSound Machine
Siemens CT Scanner

Siemens MRI Machine

GE X-Ray Machine

Siemens CT Scanner

GE UltraSound Machine

last activity
2024-02-14T16:34:18.743Z
2024-02-11T16:33:06.889Z
2024-02-14T16:34:18.743Z
2024-02-11T16:33:06.885Z
2024-02-14T16:34:18.743Z
2024-02-14T16:34:18.743Z
2024-02-14T16;

2024-02-14T16:34:18.7437
2024-02-14T16:34:18.743Z
2024-02-14T16:34:18.7437
2024-02-14T16:34:18.7437
2024-02-14T16:34:18.743Z
2024-02-14T16:34:18.7437
2024-02-14T16:34:18.7437
2024-02-14T16:34:18.743Z
2024-02-14T16:34:18.7437
2024-02-14T16:34:18.7437

2024-02-14T16:34:18.743Z
2024-02-14T16:34:18.7437
2024-02-14T16:34:18.7437

2024-02-14T16:34:18.743Z
2024-02-14T16:34:18.7437

currently in use
ves
yes

ves
yes
ves
ves
yes

yes
yes
yes

yes
yes
yes

yes
yes
yes

yes
ves
ves
yes
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RSN SR &

PRI el nd g es . BRIT loT w28, IRl (1 8. 1203 /M) ML & ELIE
o I YRS TR AE s AR B AN R s A IR
These four filters control

what data appears in the
Utilization dashboard:

e ————_
- Device categor\/

- Time period

- Device profile

sl o sl g RS B R AR All Sites (BT A7 350 AR — D el AN 84N T, 1oT Security 93]
REIERS VIR 2RI, ANt 7R REE I,

RI7 1oT WA ¢ BEFIRI N A A RIS i7E, LT RIT 7, 4
1K) FLEN (0 HI SRR, 7 RN o A 28— (2B Y& R I e, A R AE T ek
A pERs, SRUETT, RIEIRIERI AR, el (R Ak B i i SR IR Ak S T e .
LU & 2R BRTT loT Beas 20, MR EA M 2% bt A A7 (LR %, IR LER 4 T DL R yid g

N

« CT iy
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MDS2 Files

Community Files (5

|4
I»

File Name Mapped Vendor Mapped Profile Mapped Model Matched Device Software Ver. Format Ver.
15b-MacLab_CardioLa... Excluded Cisco Systems Cisco Router ASR1000 9 6.9.6 2013
MDS2_-_IntelliVue_MX _Series_Pati PHILIPS MEDICAL SYST...  Philips Patient Monitori MX500 0 2019
MDS2_ApexPro_Transmitter_2016... Polycom Polycom IP Phone VX201 541 AllV3C latest 2013
Aisys_C52_v11_-_MDS2_-_DOC1. Datex-Ohmeda Inc Div Cerner Connectivity Eng AlsYs 0 115P00 and a 2013
LOGIQ_P7_P9_R2_M... Modified Polycom Inc Polycom Video Confere Trio8800 333 10 2017
ltems perpage 25 ~ 1-50f 5 rows 1~ of 1 page

Tk XS T i 2 SRS B LT 5 AR SO i (S BRI, (S A% H0ER
it
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STEP 2| MRAEAME 10T Security N T BN ILE MDS2 S0, K HLERR,

WA AN, SRR AR, BT REAS A 10T Security 35—l 2 ANk [X S
BB ERIEST 10T W&o (XMl b, T DU eI EER A A Shik el .2 o4

1. i%&# Vulnerabilities (Jw{li]) > MDS2 > MDS2 Files (MDS2 {f) > Community
Files (it[XCfF) |, derb A s FEL R b BERR MDS2 U I AE,

£ i Exclude (BEBR) I Download ( F#E) #%.

MDS2 Files

Uploaded Files (15) Community Files (1,154)

Exclude = Download

2. #iid; Exclude (M%)

WA TR, TR, (19 fy Include (fuge) i1
Exclude (pjgs) . 10T Security 246 wiriEpafy MDS2 ¢ 53 Include  (4y

@) HeH
STEP 3| MR AHHER) MDS2 30, I HERME 10T Security H %R0 ST SCF, W T
i RV 8

%> MDS2 SRS [ —BENigE . OB SIS I, ST BETE 22 10T Security NI B H
BT MDS2 3L 21 L MDS2 S, Biltn, IniRIEMIEEST loT daiaf ity e T
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A, R T DL IR SO O, I Hott MDS2 ST B 5T RCAR I ST A S A fif i 1

A,

1. #505 Vulnerabilities (Jwili)

> MDS2 i /Y MDS2 3L,

GU A T RS B A P S G 7 ST H R ) MDS2 SCfF

Vulnerabilities / MDS2

3

Files Matched

MDS2 Files Matched (3)

20170120-CAREFUSION-A CareFusion

CX-50_4.0_MDS2_form_HN Philips

ltems perpage | 25 v | 1-3of3rows

File Name Mapped Vendor

dv5800_mds2 (1).. Modified General Electric

15

Files Uploaded

Mapped Profile

Carefusion Infusion ..

Philips UltraSound

GE C-Arm

Mapped Model
Alaris B015
cxso

PM Care 31 cm FPD.

1

//W

CX-50_4.0_MDS2_form_HN_1-2013.pdf

1, 154 \ave the same device mapping rule:

Files Available in Comr

Compare

Current.

Data from MDS2 File

& Device Information

vendor
Philips Healthcare

CX-50Rev B
@ Security Information

PHI Transmission Suppo
Yes

PHI Type:
Demographic, Medical Diagnostic, Unstructured. Biometric

8 AR SCER S R 10 2 Bt (gl ST, (HLRE X 4 = S0 oA B 0

.

loT Security /7 ;1§54 February 2024
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2. B TEE SO, RS SO bR 5 £ Compare (JL3) -, loT Security 2K 5
HT R SR T e . B B BRI R BR8] LLE RS — > MDS2 U AR e
e, RONEHABEROR, 8 AN SUEA,

There are 2 versions
rule:

& 15b-MaclLab_Cz
& CX-50_4.0_ MD!

Device Mapping Rt

Wendor

Cisco Systems

Device Profile
Cisco Router

ASR1000

15b-Maclab_CardioLab_MDS2_Statement.pdf

Differences napping

15b- Current

MacLab_Cardiolab_MDS2_Statement.pdf 3
Compare

Software Version

6.9.6
CX-50_4.0_MD52_form_HN_1-2013.pdf
Software Version

3. Sl A ok, RS AR, )5 #ids Use <file-name> instead (A {# ] <file-

name>) .

rule:

CX-50_4.0_MDS2_form_HN_1-2013.pdf

There are 2 versions of this document that have the same device mapping

& 15b-Maclab_CardiocLab_MDS52_Statement.pdf Current
& CX-50_4.0_ MD52_form_HN_1-2013.pdf Compare

Use CX-50_4.0 MDS2_form_HMN_1-2013.pdf instead

TR FE S A RRBLUE M BLE ST 80, FREAS St By Current (si45i) o

loT Security /7 ;1§54 February 2024
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4]

Vulnerabilities (J#{l1)

RENEIib)% & 8

> Recalls (#101) TUfAEER ML 70 H 6 E £

-
u]n]

Zyin B B (FDA)

e By «pyy loT Security» sepymisyzs 14045 Ay 10T grxpmn
jpy, 10T Security (- papos g me mpal” Giif, o 1 T RO g
8367-6513 i A, b REAR IS (& T 297 (1 B R o HU A B A 22 4 S

WU EN

Recalled Devices (U 74[nli%45) FI /R rb O A I g B0, USRS NI, W& Ra 1y

SRR T

Vulnerabilities / Recalls

Recalls (24)

Recall
Z-2671-2017
Z-1606-2016
Z-1380-2016
Z-0817-2015
Z-1632-2015

Z-1579-2015

Z2-1399-2012
Z-1993-2012

Z-0768-2016

Status

Terminated or

Terminated or

n 10/26/18

N 6/29/18

Terminated on 12

Terminated or

Terminated or

Terminated or

Terminated on

Terminated or

Terminated or

Terminated or

Terminated or

nB/15/16

n B/08/16

n2/29/16

5/06/14

n4/29/15

n1/16/14

n1/10/13

19/07/16

Affected

Alaris PC Unit, Model 8015

Alaris PC unit, Model 8015The Alaris PC unit is ...

EPIQ DIAGNOSTIC ULTRASOUND SYSTEM, M.

EPIQ 7 Ultrasound System, EPIQ 7 systems wit...

EPIQ 7 Ultrasound System versions 1.3.2 or low...

EPIQ 7 Ultrasound System with Pediatric Cardio...

GE Optima XR220amx and Optima XR200amx ...

GE Healthcare Automatic Mobile X-Ray (AMX]) ...

GE Healtheare Automatic Mobile X- Ray (AMX) ...
GE Healthcare Optima Mobile X-ray System. Th...

GE Healthcare, Optima XR220amx, Mobile Digit...

SOMAT

Recalled Devices Recalled Profiles

QA m

B AR IR AT R EE R 2 SCE URL, SEE R M2 P B R Wl AT S T A s 8. pldm, H
i LRy ml " Sy Z-1380-2016 KT U,

loT Security /7 ;1§54 February 2024
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Medical loT

Date Initiated by Firm

| See Related
Class 2 Device Recall EPIQ | Informetion
DIAGNOSTIC ULTRASOUND
SYSTEM

March 28, 2018

Create Date Apri 13, 2016
Recall Status! Terminated 2 on December 13, 2017
Recall Number Z-1380-2016
Recall Event ID 73665
S10(K)Number
K132304
Product Cl System, imaging. pulsed doppler, ultrasonic - Praduct Code [YH
Product EPIQ DIAGNOSTIC ULTRASOUND SYETEM, Model EPIQ EC, EPIC 5G, EPIQ 5W, EPIQ 7C, EPIC 7GC, and EFIQ TW.

Code Information

Recalling Firm!
Manufacturer

For Additional Information
Contact

Manufacturer Reason
for Recall

FDA Determinad
Cause?

Action

Quantity in Commerce

Distribution

Total Product Life Cycle

Diapnestic Ultrasound System for ulirascund imaging in sbdominal, cardiae adult, cardiac other (fetal), cardiac pediatric, cersbra
vascular, cephalic {adukt}, cephalic neonatal), setric, gynecological, intracperative {vascular), intraoperative (cardiac),
musculoskeletal (conventional), musculoskelets| (superficial), other: urology, pedistric, peripheral vessel, small organ (breast,
thyroid, testicle), transesophageal [cardiac), trans rectl, transvaginal.

All Serial numbars

Philips Ultrasound, Inc.
22100 Bothell Everstt Hwry
Bothell VWA 03021-8431

Phifps Custemer Service
800-722-9377

The fasteners securing the control panel assembly to the base of the Philips EPIQ Ultrasound Systam may loosen over time, which
could subsequently lead to the detachment of the entire assembly from the ultrasound system

Device Design

The firm, Philips, sent an "Urgent-Medical Device Correction” Philips EPIQ Uktrasound System (MDC 79500321/2), l=tter dated
2018 MAR 23 to consignees on 3/28/18. The letter describes the product, problem and actions to be taken. The customers wers
instructed to review the information with all members of your staffwho need to be aware of the contents of this communication.

If. at any time. the control panel assembly on your ultrascund system wobbles or feels loose, stop using your system immediately
and contact your lacal Philips representative or Philips Customer Service at 1-200-722-9377. Otherwise, you may continue to use

your system.

Phikips will contact all EPIQ customers to arrange for service to replace the fasteners connecting the control panel azsembly to the
system with fasteners less Bkely to loosen with repeated handling. This service will be performed free of charge

If you n=ed any further information ar suppert conceming this issue, please contact your local Philips representativs or Philips
Customer Service at 1-300-722-0377.

11.085 units total (4808 units in the US and 8176 units outside the US)

Distribution: US {nationwi nchuding Washington, 0.C.. and countries of: Algeria, Argentina. Armenia, Australia.
Austria, Bahrain, Bangladesh, Belgium, Barmuda, Bolivia, Brazil, Brunzi Darussalam, Bulgans, Canada, Chile, China, Colombia,
Costa Rica, Croatia, Cuba, Czech Republic, Denmark, Ecuador, Egypt, Estonia, Finland, France, French Guiana, French Polynesia,
Georgia, Germany, Greece, Guadeloupe, Guatemala, Hong Keng, Hungary, India, Indenesia, Iran, Ireland, lsrasl, Haly, Japan,
Jersey, Jordan, Kazakhstan, Kenya, Korea, Republic of, Kuwsit, Latvia, Lebanon, Libys, Lahuznia, Lusembourg, Macedenia,
Malaysia. Malta. Martinique. Mayotte. Mesxico. Monaco. Mongolis, Morocco. Myanmar. Metherlands. Mew Caledonia. New Zealand.
Nizaragua, Nerway, Gman, n, Palestine, State of, Panama, Peru, Philippines, Poland, Portugal, Pusrto Rico, Qatar,
R, iunion, Romania, Russia , Russ«n Federation, Saudi Arabia, Serbia, Singapore, Slovakia, Slovenia, South Africa, Spain, Sri
Lanka. Sweden, Switzerland, Taiwan, Tanzania, Thailand, Turkey, Ukraine, United Arab Emirates, United Kingdom. Uzbekistan. and
Viet Nam

TPLC Device Report

AR IE A AL ot 42 [T I e BRI P B T, S0 m] LTI 4 IEIURLLJ\zthX%EZ [l B S
Fe 415 A5 R RIE L, JF 7B pE R BRE S ARIE, T DU X B S AR E O e
RS S TR,
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TECHDOCS

‘“H loT Security 1 /-

R E T4 (o7 18142455 (RBAC) & #E 1oT Security I F s
o A& loT Security /i 7
» loT Security 19 J* f4 (%

421



WEL loT Security i/

6 d loT Security i/

FH P 5565 5% (SSO) &3¢ loT Security [T R, S5SNIk, 5% 14, SSO &
frEe LR 7 (1dP) slIt 56Uk FH 2 (1 S0 b T S AR IeE . e 08 2 v, HH P B BT 9 17 10
loT Security A (f,

FH P/ Palo Alto Networks SSO %53% loT Security 177}, Bt E T AR ST (CSP) iy i
M P EGAIE JLAE R, ARG AR IR Hub (9 S 4 s 1035 20 /B JL P e, A P A e g 1 i1 DA
PP BB AR 4 SXECH P Ry “ANIATELH P AT, T SR EEE A 0 4
loT Security |1/ /i, BAE o mvy s b A 4.

4%, 10T Security i HEt 1ifit SSO %1%} Active Directory (AD) 473 56 1iF 56 40 56 1F J1) F (19 336 170
XML N, P K 7E Active Directory w1, Active Directory {2 loT Security 36 7%
i, BT LB AR ) T AR BRES E H P f (6, 2R{ELT Palo Alto Networks SSO : (1) th
loT Security 76N 34 #E ey, (2) #1 Active Directory 7E 4588 £,

SR B AT AD PR R IS R (S A Palo Alto Networks SSO VR IF h—RE A Hub rpAg
EEO

o T 0T DAE AN AS [l g 0 R B P g ¢, D2 1 it SSO skt . 1oT Security wlfE<: K31
O A (0 5 R (R, EIR RSO R, B ik e,
(i FH Palo Alto Networks SSO Xt H 7 i34 7 5 /0 560k F-5 2 Hub
Y H A

loT Security ;i N IR AT B G, SEGATHL BT BT, A B GO B A (0 B T A (0 17 1]
FEHI (RBAC), 4 loT Security NS G H 8 =4 0R

o AEE SR A K
* £ Hub th B
o O TRV D SR i) A sl s it s -2
STEP 1| i TR AR G S5 P S5 11, X e VRS RIEHT H Pk

STEP 2| i Members (i 51) > Create New User CHridt/fif) |, M AFTEEE, AT Submit (£

5L) .
R —ANHT K R LB G AR B b R 15 A s SRR T P AR T
HS 5 A1

STEP 3| &% Hub,

STEP 4| i Hub S04 AN TKER KRR, X5 #% 4 Access Management (1jin) /5 2E)
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EEL 1oT Security i

STEP 5| JEFFAMImiH ) 10T Security 37, EBE W 2B 10T Security 5261, bR F i)
BT Pk P R SR AE, AR5 Assign Roles (7 fid f(n)

% HUB | Have an auth code? (_ Activate App )

All Users

Users without Roles Access Management

View and assign roles to users
Account Admin (All Apps)

Cortex Data Lake ~ Assign Roles

CortexXDR v Q ]

Cortex XDR - Analytics ~ ‘ EMAIL NAME ‘ APPLICATIONS t ‘ APP INSTANCES
AllA; ~
Cortex XDR- I&R ~ pps All Instances
; (] AllApps  ~
Directory Sync v ) PP All Instances
(®) loT Security v

Prisma Access

STEP 6| &£/ Mt ) 10T Security, & F 1M /R loT Security (717 Bl i 11,

% HUB | Have anauth code? (_Activate App )

Go Back to Access Management

Assign Roles

P e i
Cortex Data Lake
e loT Security
Cortex XDR
| INSTANCES | ROLE Role Definitions
Cortex XDR - Analytics
All Instances No Role

CortexXDR - I&R

Directory Sync

loT Security

STEP7| Mt MRFIZErhiksELl FAtz—

I VRS 3 54
S B
it 45

T B

S

STEP 8| HoRXELH A Amfs e, 15 % Role Definitions ({7 )

TR AT S N R GRS G A Ca VRS R, XN EUE BT 4T Palo Alto
Networks % HIRE 5 1955 WL (0, 46 10T Security 2 L5 I f & MR ORI, 53 0] )
i, ETRARNAAE. FERMPEME BFE T loT SecurityWIEAIS 2, 1HSHIoT
Security I H F A (4,

10T Security 45 P i1 {51 February 2024 423 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/hub/hub-getting-started/manage-app-roles/available-roles.html
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I 10T Security P

{81 /] Active Directory SSO % ik 7' /& #i Active Directory #1(1J
EPRNERE)

STEP 1| W& HF M IAIE RSt .

A= loT Security 21, i5#E4 Active Directory 5. 25815, 35! 1oT Security 75485 IdP &
B S iRy (1dP) Joids S

1. LI F URL fidi& 1dP, ¥ tenant-id A8 &y H CAIFL ID, X & loT Security [/
URL 928 —¥ 4 -

https://tenant-id.iot.paloaltonetworks.com/login
BRAERCE 1P 1) 55, W LRI 10T Security JTEE URL DU -5 i A 00 S0 H00E, 2036 5k

W AE R

+ Assertion Consumer Service (ACS) — iX /& |dP &% & 3 56 E W = DL B2 7 B 0 36 E i
K HT,
https://tenant-id.iot.paloaltonetworks.com/v0.3/zauth/saml2 sso/
acs

 Entity ID (521K ID) — iX/EME—451H Zingbox SP 7 URL,

https://tenant-id.iot.paloaltonetworks.com/v0.3/zauth/saml2 sso/
metadata

« Palo Alto Networks Metadata (Palo Alto Networks t¥##2) — 1t #Ftudh ACS URL Fil
SEAR ID AR RS %L, 1173 3L Security Assertion Markup Language (SAML) 2.0 Jin % 4
.,

https://tenant-id.iot.paloaltonetworks.com/v0.3/zauth/saml2 sso/
metadata

O zazmemEis Dy URL dndr i r g 12, sssminss i
i (SP) i s 5 7oty U
2. SHIFFRAF loT Security 1T LU SSO %ﬁ%ﬁiﬁfﬁéﬁ%)\ \dP JEHIE ORI, i T
BZ IR ILIAT A XML 83K, SIS 24 303 AloT Security 1177
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B 1oT Security il

STEP 2| #t4% 10T Security DA 245 B Y SSO,

1. DI # S0y 55 loT Security 1177, S#iZ Administration (%2) > User Accounts (/f]
FUiK ;1) 285 Manage SSO (44 # SSO)

Palo Alto Networks J&EkIAHY SSO F 4t R (IdP), JH TE&IF Vi ia] loT Security 1771

PR HA A P

2. BRI P SSO, #Add New SSO (RIHTIY SSO) | AT i 1B 15 3 #
RHEHE P ALL T 7
Name (#Ff) : A SSO M4 HK. (1% 16 7T, BeAFs B (e i |,
1 F T TR .

Logo (Optional) [#ibr (7Tik) 1: A& ANEIRAE G IUIIY SSO AR5 BG L, ani
VAT, G SOEiR K TIA 2 MB, I ALK bmp. jpg 5 .png K,

IdP Metadata (IdP JC#E) A Z il &I FRRAF IdP JCEUE SCHE URL, o5 s
Choose file GEFC1F) | SMENIHIAE RS S I XML CfF, RIgiREZ ik,

3. IF IdP JCEdE URL B EARMY S,
ISAIE 1dP JoEE URL W4 ihE Save (f£17) F1 Test (IR #44H.

4. Pl DL e Db iR 2L Active Directory AU P R9 AD P 4. L 22 loT
Security 2> {EAHXT HLFZ AL

Attribute to get AD Groups (GR{i AD ZHiyJ@E) /& SAML 2.0 i i b A bR iR Active
Directory i) FH F2H P JEME,

AD Group Format (AD #1#%:X) : i&3E VNN Plain Text (450A) o Regular
Expression (IEMZEX) , XLLIE1oT Security ¥ AD JH /2 45121 1oT Security T 77
A,

Plain Text (4li o A) {liJf1{r Attribute to get AD Groups (3kHit AD 41 JEYE) e
Kiffl . @i, ' AD Group Format (AD #H#%2X) & Plain Text (4 &) |, 1fii AD
Group (AD 41) N EPH G, WoT SecuritySOK 44 A BB EE G 1Y) AD 4Ly H - i)
5 7E M 1oT Security (4,

Regular Expression (IFEZiA5%) FriRE 7 Attribute to get AD Groups (3kH AD 41

W Jgr) hfeERERI M - 4H. Blan, 40 AD Group Format (AD ZH#43%) N
Regular Expression (1F-ZiA3%) | 1fiif AD Group (AD 4H) & OUI=Hospital*,

MoT Security# 42 (747 1 £F (OUI) t45 Hospital nyff-(] AD drhiy i~ (4
OUI=Hospital Administrator fil OUI=Hospital NetSec) M:ii%| /Pl % MEi
i1 loT Security (7,

AD Group (AD 1) %1 User Role (H /) : %A Active Directory ZHi %R, ARGk
FEY L 5 200 1oT Security S /40 : Owner (T4 %) . Administrator (45F51) 5
Read Only (M) . Hdi + LAV % AD HE01 /7 (i, %8 2 ] DAG e 50 A

loT Security 45 H! i {5 ¥4 February 2024 425 ©2024 Palo Alto Networks, Inc.
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S, B AD H MU EI %A 1oT Security 77 At (52> AD 2H 7] DIAMLg I [A]— A
loT Security JT J* (%,

fr% foT Security j o+ g ()3, yzpaloT Security DI/,
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GHE 10T Security

Single Sign-on Configuration

Login Page
Mame

‘ Diacs Example

Logo (Optional) @

‘ Upload a file or paste a link here

‘ Chaose File

Preview

Log in with Docs Example

Service Provider [SP) Configuration Detalls

Assertion Consumer Service (ACS)
Entity ID

Palo Alto Metworks Metadata
Identity Provider (ldP) Metadata

https:#
https:#
https:#

.iot.paloaltonetworks.com/v0.3/zauth/saml2_sso/... Copy URL
.iot.paloaltonetworks.com/v0.3/zauth/saml2_sso/... Copy URL
.iot.paloaltonetworks.com/v0.3/zauth/saml2_sso/... Copy URL

uploads/ Validate
Choose File
User Attribute Mapping @
Attribute to get First Name Attribute to get Last Name Artribute to get Phone Number

hitp:/schemasxmlsoap.org/ws/2005/05/ ‘

http:#'schemas.xmilsaap.org/ws/2005/05/i ‘

http:#'schemas.xmilsaap.org/ws/2005/05/i

Active Directory Group User Role Mapping @ (3 Disabled

How to get AD Group

Attribute ta get the AD Group

Map AD Group to loT User Role (1)

Input name here

AD Group Format

(®) Plain Text

O Regular Expression

AD Group User Rale
‘ Input AD Group name ‘ ‘ Select User Rale - b4
+ Add

Delete Save Test m

loT Security 453 51 {54 February 2024
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5. Save (fr&ff) SSO ML,
6. Test (i) SSO AL,
loT Security Zx¥1JF—/~/INd& B, (6] S Ay 56k R 488
7. MRoEp)n, Hidi Confirm (110D
8. Enable (Ji/l) SSO fili&.
9. JEHECE G, Enable (JiH) #%41%% % dCh Disable and Edit (25 figmiE) .

(s FIATAn] SSO X H 3T A 36k, FFA1E loT Security ] i 2
I RNEEREE)

A SSO H A G IE R G b Kk S (Palo Alto Network SSO Fl1%& F 45 B SSO) ¥ i ]
F e, (B AT LU BT AT 5 AR %5 5% 1oT Security 17177, FF A% BE B3R ] P 50 o /g (o,
AR AR B e R P S PR A (A1), loT Security =73 Bl & AR 8% s % . I, £ loT
Security F, FAEAEPIIWE & T AMBAT R EA R P A @0, Aoz AN 2 2l P A
B S EUS ARRIB7,  AERAOE T A &, B, PR

W ARB SSO Fh iy I ik 2 R U] RSB B A ¢, WIIAE AT BT AT A PR Ak 7 Ry i
PR A B A (0 35805 FL TSt 10T Security 2 0, XS] F L5 loT Security,

T

Ko

:

loT Security & 71 F5 ¥4 February 2024 428 ©2024 Palo Alto Networks, Inc.



I 10T Security P

STEP 1| #UFAEs SSO L3471k F (13 A7 A48 B A (i JH P 5 1) loT Security,

AR P A ) 10T Security v o) s B A, B IED B«

1. DA BT A B RURT P 4 5 5% 1oT Security, i%£#f Administration (757 #f) > User
Accounts (iKY | R By Ik 2 22 1 569 Invite New User  GEGE T ) kxR

(+)

2. Wy AH THECRREE, kAN, 0EE Owner (T %) . Administrator (45F5:) o Read
only (i) |, FRCH PP LIRS, )5 Invite GEIE) H

Invite New User

All 5ites (10)

loT Security £ H 3 4= B A 5 S 88 Be ) v I 38 SLRGR A FH .

SRR 48 /1 P AT

RO A BT R R i B R, /b pl s | SR S TUAL, P # Log in
with <sso-name> ({#i/{] h <sso-name> &3%) #Z4HHIAT L SSO &5, M &35, loT

Security 4% /4 (55 11188 518 7 119 A | £ (e g U i) AP
3. MEESHAE T P, SR AN P S RS .

STEP 2| EHRHMFP . HANBE A G, A PEA R 3 R P A B A 6 DL ARATT mT BAUT [ 33k 5,
&) LAAE Hub (V5 RV BT AT =275 P L a7 2%, s DA A5 &R 5 5%, T
LIAE 10T Security 17/ ik 72 71 ifi [Administration (452) > User Accounts (Jf] /71K
FO 1 ERS PRI G FIER,
Externally Managed Role (J}5L4 f (%) #1 Role Provider (f4(aigfitfd/y) : 4L loT
Security N AESR T SSO H Ay il R EE P A, M A ok o “ SRR /A

loT Security /7 ;1§54 February 2024
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@5, SSO AMCKE B AE“ A IR AR 7 b, AR 10T Security HoA7 5 JLARS A 2 4 (4 AH
W) 2l ST i P SR B A (e, TS NS A B A (0, AEIR PRI OL F, IX SN ZE,
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