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Time Until Large-Scale Quantum Computer

Z years
Migration Time Security Shelf Life
X years ¥ years
Risk of Secret Keys Revealed
TIME

Increasing Risk of Harvest Now, Decrypt Later Attack

Source: QED-C, adapted from Mosca, M. (2018, September/October). Cybersecurity
in an Era with Quantum Computers: Will We Be Ready? IEEE Security & Privacy,

16(5), 38-41
Mosca B 7R 1 Wil il T8 1 5 =5 T 5 T I 55 e SRR IR () %, FEF BV T g LATE 2
AZ G IR E T AR IZ A AL TR 2 5 B TS ARSI R G5 (x, "JRez/bh
T N BB EAE G AGE (y, RIS SEILG & 7125 5 45 31 2% 52 200 AS P00 3 2000 g sk 1]
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(x+y) Ml z Z (8] (R 22 57 S 1 J AR S B30 0is A2 i S 8 J  is e s DXRS: I T, B 485 A 1 e
T Wi ARG 22 HiT A 22 A I 1) 22 o IR AAEBIAE 1 A8 7 ZE 2 DI [RITFIR B AT RERE 2 A o 2R (x+y)
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Continue to Monitor Progress

Assign Resources and Build Awareness
Designate a team to manage your organization’s transition to

1 quantum cybersecurity. Build out an internal budget and
engage your vendors (you are doing this today!)

Review, monitor and refine policies.

Develop relationships with vendors and industry
experts to monitor the process and advancements in
quantum-safe solutions and quantum computing.

Evaluate Solutions,

Experiment, and Test

Evaluate how PQC, QKD, and other quantum
technologies will secure your organizations
assets. This can include layering PQC on your
existing RSA architecture. Prepare for your
future implementations.

Define Responsibilities
Quantum'Ready < 2 This is a huge undertaking. Break out the
responsibilities by use cases. Your organization

cannot become quantum safe in one swoop.

3

Develop an Inventory and Priority List

Review every device, system, platform, and vendor in your organization to determine:
How long it needs to remain secure | Lifetime of the asset - will it be around in the next 5 years? | Susceptibility of an attack

Source: A guide to a quantum-safe organization, QED-C December 2021, July 2022

PAR &8 1 A I A A R R D IR, s D 2 Sl RFC 8784 R EIH & TikIL
IKEv2 VPN:

¢ RV
¢ SR

o I AR S5 B R
o VEERITR . SRR
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STEPO| i AR5 IKEV2 3257 & 5, 5K PQPPK (KeylD I PPK #H135) 22 4 ifhik sy
ST FL R, DMELERTEE T EkfT 223 . 2241 PQ PPK B3 FIEAE X TR & i Eds
FBIREE,

J@g IKEV2 5455 1) 3 0% B 1D RIAH SCTISE = L8 i U R A ik 2 S f5 & 7 VPN
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1% F RFC 9242 i1 RFC 9370 JR &%
VPN

E&}

HICE 5 &1 IKEV2

CET AR T LU 2 HER M A

. PAN-0S O PAN-OS11.2 5% 5 SR A

FF RFC 9242 1 RFC 9370 ()5 & 1 IKEV2 VPN [ TAEE IR . LEWIAE A28
(IKE_SA_INIT z24e) A PN Bk 2 AN S A L] (KEM) G IR A %8k TAE. IRA %]
By 1EAZ 450 0 KEM e irfdi il «seilcde, Jafdss”  (FIFR HNDL) H&E T3k, MmiddtE it
P REHTOIZ2RESSFHNTA KEM ¥R 220K, BR824 .

R A2 AR AEATS IRAI RO, I ELARAS (L R 0 L St O B v P B AN R AR B, PRI DR XS O TS
B RLREAT B+ A B R 5 BT VPN BRIE BRI . N KPR TR AR R T RENE . 1§

R DR VPN B A 0 5 1 T e 1) B Dl e o G A AP PQC M2 i . IETE R A XS 1Y IKEv2
BORE, WHIRICE L.

O wEmEE R T g KEV2 XA IPSec BEIE, gy gt g i ity 22 4 o
W A0 VFIS K 2 181 i) TREV2 1 1PSec 3 3 Y H 26 ik«

AT HREIE K Z 2R, AL B KEM, & HA[EN S AL 2% GEid RFC
8784) FNRE %4 (Gl RFC 9242 A RFC 9370) kit — 3 hn B 4.
FALEM IKEV2 VPN BE Pt & T30, 15 R NP IR:

STEP 1| %4 Network (4%) > RIZEECHE S/ (Network Profiles) >IKE 3¢ (IKE Gateways) ,
SR IERE Add CERIID DL INHT N %
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https://docs.paloaltonetworks.com/network-security/ipsec-vpn/administration/get-started-with-ipsec-vpn-site-to-site/site-to-site-vpn-overview

fic B & 1 FKPT IKEV2 VPN

STEPZ| FlE General (M) WHE, ARJFEN Version (A #EF IKEvV2 only mode (f{ 1K Ev2f

) 3¢ IKEv2 preferred mode (IKEv2 Bk

AL IKEV2EE R R, WSR2 5 A e IKEV2, B kEsi kg, 7F IKEv2 ik T,
WA T AT IKEV2, B kB8R S| IKEvL. {2 VPN L2 i IKEv2 A fefd H 5=+
VPN Ihfg, B Bpy kEE R E] IKEvL, NS &7 VPN ThReEArT .

O IKEVL # ) b g5 . WA~ TKE xp 407 #ge Scke IKEVL, i VPN g
Ttk 5 IKEV2 i3 IKEVZ only mode (. IKEV2HE30) DA 2 4= 2 ) 2 0% LA

g {5 PQ VPN,

IKE Gateway

General Advanced Options

Name [I

Version | IKEv2 only mode

Address Type @ IPv4 IPvé

Interface l

Local IP Address | None

Peer IP Address Type @) IP FQDN Dynamic

Peer Address [

Authentication @) Pre-Shared Key Certificate

Pre-shared Key [

Confirm Pre-shared Key [

Local Identification | None

Peer Identification | None

Comment

Cancel

T A 39
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STEP 3| #% Advanced Options (FZGET) JFACE E & FikI. %% IKEV2 JEACE General (F
D WHE.

General CRAEL) W E AT TN IKE N BCE S 5 H IKEv2 Fragmentation (1KEv2 4y
B kI K B Liveness Check GETEKE) 2RI

] PQC KEM I B A “1KEv2 Fragmentation (IKEv2 700 7 &30, A E K/ N EEE 71
BARELE K. P VPN 20t 8 2% # S 1 B AR [F] ) B

IKE Gateway @

General Advanced Options

Common Options

[ Enable Passive Mode

[] Enable NAT Traversal
IKEv2

General PQ PPK PQ KEM

IKE Crypto Profile | default

[] strict Cookie Validation
IKEv2 Fragmentation

MTU | [200 - 1500] defaults: IPv4: 576, IPv6: 1280

Liveness Check

Interval (sec) | 5

Cancel

STEP 4] 35 PQKEM Ji G & T4 #, LIME VPN 5 & THPLIh Al . e TEBRAE ML R E

5

8. # 5 Al Block IKEV2 if vulnerable cipher isused (5 Ad f 5 52 Yoy (925, 0 B 1k
IKEV2) &I, a1 )8 bk I, 2 By kBRI 2] I KE I i & SO R 7 2 2 3 1
KEM B, Bj k32 BHIEFTE B IKEv2 M 4EdEH: . AT A VPN BEIE v] LA4R 44 200

IKE Gateway @

General | Advanced Options

[] Enable Passive Mode

[] Enable NAT Traversal
IKEv2

General PQ PPK PQ KEM

l:\ Enable Post-Quantum Key Exchange

Cancel

STEPS| i OK (HfsE) BAGIEE IKE MK,

STEP 6| i## Network (M%) > Network Profiles (M40 E X 4) >IKE Crypto (IKE fn#) , 4R
JEikFE Add GISIND DAES TG & S0
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STEP 7| RlHE General CHHD WEIEBEININ IKEV2 HHZHM N2 A4 (DH Group. Nz . S
KAE. THIFES) .

{; R LS B AT B B R PR i PiAE /1. DH Group 20 i . AES-256-
GCM, - F S A A A7 JOR P 2 A R AR o B2 DI s W 1) i) I 5 4 B80T A ke
ZEH, 1EE A “IKEV2 Authentication Multiple (IKEVZ S0 ISTEAE 5D 7 CHizik
MPMEREANKRTE)  AREHEFIANGEE, BEIA RS,

IKE Crypto Profile @

General Advanced Options

Name l
[ | oH GrouP [J | ENcryPTION
() Add () Add
[] | AUTHENTICATION Timers
Key Lifetime | Hours

8

Minimum lifetime = 3 mins
‘i’ Add IKEv2 Authentication | O

Multiple

Cancel
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STEP 8| &4 Advanced Options (FZi%T) FHAc B AT 1% 2% Post-Quantum | K Ev2 Additional Key
Exchange (J5& 7 IKEV2 Il INZ 85 #0) K.

RFC 9370 fu i Z-LAe M g1sc e (2 1R85 758) - AT PQC KEM RGN
THitk. WINEZ POQC KEM Fit— Dt THult, (Haigimbhr ra 8 in IKEv2 £kt
RN

RFC 9370 e ¥F BRI AAN 1 S 1A e vk b TRk pse o, mT LUK B i B
None (&) .

B gA Az e U ¥) PQC T BEE 1 i% PQC. LTSI PQC, UnABEIE 7 — i )
VPN 236 SCHF, Mk $%1% PQC.  An SR AE S0 i X7 AR BE SCHF B9 PQC, T FEREANHY
IR BRI, A s A2 PQC FRAE 1R THTAT -

G g P g VPN 2405, &%Fﬁﬁﬁjﬁﬁﬂﬁ’] PQC Filzzaxnm e, LUK R BE vl b .45

IﬁEQ%ID] Ao AT KR BURME B2 4y, TR AR AR S T 3 EE S

IKE Crypto Profile @

General Advanced Options

Post-Quantum IKEv2 Additional Key Exchange

Round 1 Round 2 Round 3 Round 4 Round 5 Round 6 Round 7

Oitems ) = %

AKE 1

() Add

STEPO| sk OK (HisE) LABIEE IKE hnss it & it

STEP 10| i#%#% Network (M%) > Network Profiles (W48HELE 1) >1PSec Crypto (I1PSec %) ,
SRIFIEFE Add GININD DA I RC & S0k
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STEP 11| Bl ® General () & I IPSec ESP MM HIm=s 4044 (In#%. S 5iiFE. DH Group.
D .

@) IR E RS R FARGRE /1. DH Group 20 s iy, AES256-
GCM, SHA3BA s i i, Jf-4ds P 4 H1E A7 01K 4R s SR 0%

IPSec Crypto Profile @

General Advanced Options

Name

IPSec Protocol | ESP DH Group | group2
[CJ | ENcryPTION Lifetime | Hours 1
fetir
D Enable
MB
® Add

D AUTHENTICATION

(#) Add

Cancel

STEP 12| 4% Advanced Options (FEZGETID JH B %2 5L Post-Quantum | PSec Additional Key
Exchange (J5& ¥ IPSec N4 HIFEIK.

REZ RF-CR NS H 5 125 74 , AT QCKEM, E/DFHE—
A~ PQC KEM K& Fhitk. WINE L PQCKEM ml it — it ms FHtE, [Ea8nth s
B IR N 1PSec ZH T HTARE LI RN

FERRAN I SRS A R, |PSec & TE FY) i 4806 2B RC B AH IR ) PQC AT 22 45 BE ] . sk
FAAEALECI, 3 P SRR AR R

@ AT KR BURME B 24, kiR iR T 3 g i PQC,

IPSec Crypto Profile @

General | Advanced Options

Post-Quantum IPSec Additional Key Exchange
Round 1 | none

und 2 | none

und 3 | none

und 4 | none

und 5 | none

und 6 | none

x XX D AP
g & @ g 9o ¢

und 7 | none

Cancel
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STEP 13| s OK (Wfizg) LB IPSec in% it B 1+

STEP 14| Commit ($250) M E.

URIEA R T \KEV2 3 2607 [ 01, 1 TKEV2 g0, TKE s ic 8 SCA Al
IPSec i ic B S5 Bk 4y 0 507 A B 0L, DA AE HOW 45 B0 bl AT 222
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J5 & IKEv 2 RFC 8784 it & 7~ 171

TEA] AL AT DA 2 HER M A

. PAN-0S O PAN-OS11.1 5% 5 Bk A :

RGBT AR IKEV2 JE 2 F VPN FLE M. donBl M4~ RFC 8784 vk & (5
=T VPN, WkPtE FirENAE TN Sed) f— NS E RFC 8784 1k 1.

2 H RFC 8784 17 k1% 5 R BE S B RFC 8784 (15 k5B SN, &M HEE TR E. %5
2 WAl MGERE T AME R I 5 B T HUILE %4 (PQ PPK), HILYE IKE 2T MEA 225 PQ PPK.
By <k H5Ks PQ PPK 4% 8t Diffie-Hellmann (DH) 434 8L (1F IKE B F L) RS RKAIHE
ANFETF BRI, R TEikg Shor FAMR . IX /SR KEE e )2 — A & PP, D
BRAR «ooRAE, Jae Bk, fERXMI, JoE G B TR TE AR o B ok A
fiti, SERUBATAT uﬁﬁﬁbnfwa%g%ﬁﬁm (CRQC) 3EAT fiff 5 () B i - 1R AT i 2%

23R RFC 8784 115 k15 5432 £ RFC 8784 (1[5 K Bl {5 ), RFC 8784 95 k55 Al A[A]IE 31|28 #
DH ZHA . WS R AEXFENL, B KESASIEA PQPPK, 1M /& R Ad ] DH S5 kLR A1 2 %5
e ESUERE, AXMEN T, VPNIRER S ZH) “HRE, HR%E" Wil

XA A AL IR B AL TR A s A = A7 kKBS, X =AMk BsiE T IKEv2 VPN &8s, Hid
PN KSR RFC 8784, —ANBl K AN S RF RFC 8784,

Site B

Classic IKE

Eth1/1:192.168.1.2/24

Eth1/1:192.168.1.1/24

Eth1/2:192.168.2.1/24

Site A

PQ PPK Eth1/1:192.168.2.2/24

FEZAE

o uhi A SCHRE RFC 8784, il A 5ufi i B 1UiE#N Eth 1/1: 192.168.1.1/24 } H 534 &5 C 1%
28 Eth 1/2: 192.168.2.1/24. i A FFEHEA IKEV2 W58, —NIEREN A B, H—ANERuk s
AO
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https://datatracker.ietf.org/doc/html/rfc8784
https://en.wikipedia.org/wiki/Shor%27s_algorithm
https://en.wikipedia.org/wiki/Harvest_now,_decrypt_later

fid & = 1 H#Pr IKEV2 VPN

o b BRI M IKEV2 VPN, ASCHE RFC 8784, ‘& 50k 5 A HiEHA Eth
11: 192.168.1.2/24, ¥k B FFHE —AN IKEV2 WA GEIERERIvh 5 Ao b5 B 1 IKEV2 [ il
B PQPPK, KNGS B A #: RFC 8784,

o b C HHF RFC8784. & Suli i A KRN Eth /1: 192.168.2.2/24, i fi C FHE —/ IKEv2
WA A4 BEFERE R A

515 F RFC 8784 g IKEV2 VPN 5157 4512 3 R 52 4 A O PQ PPK 4
(KeylD fiy PPK L 44 ) . itz iy PQ PPK 7ERi AN 4675 Rl i,
R SCut
KeylD fij T fi5t PPK flas e,

IKEV2 5} 4677 18 |KEV2 T)E?ﬁﬂlﬁﬂﬂ%iﬁ? KeylD, ({8 PPKpL% 45 B2 i ML=, Jf
M2 AR BRI  G H1 Panorama X s ih i o T3 224k . PPK LB 4% 837Kk i
TAT%F%EEEIE_J&%, Hj%%i%EFEE’J'KEVZ BEIE A |KEV25(UL I @*;ﬂ%
KeylD 7 A&tk PPK L% 74585, it DH B gIRPRHR & DA™ A2 5 8 7

ZR

R EIR AN E IKEV2 VPN, 15 53 INetwork (£%) > Network Profiles (W48 E CfF) >
IKE Gateways (IKE %) -

STEP 1| g BARMHAlL IKE P —#E, ks AL B. CHLE IKEV2 VPN M H Mt

7E General CHHL EI-RH, FCEHHE. S50 UE AL IKE WOGfE E. ¥ Version (Ji
A WENIKEv2modeonly (W IKEV2 #5500 PSR et IKEVL B0 A& — /N 551
W, AN FF RFC 8784 J5 T VPN,

f£ General CHHD IR 1AL E 1) Bk S a3 P ERSURE TR I Bl 5 B
PR AZ PO P 5 BETE AR FR B BT

STEP 2| Sy =Auli sl Fic B 30 P ORI 8 W s a0, e el NAT 38 i AL TKE i ic 50
e
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https://docs.paloaltonetworks.com/network-security/quantum-security/administration/configure-quantum-resistant-ikev2-vpns/configure-post-quantum-ikev2-vpns
https://docs.paloaltonetworks.com/network-security/ipsec-vpn/administration/set-up-site-to-site-vpn/set-up-an-ike-gateway#:~:text=can%20be%20used.-,Configure%20advanced%20options%20for%20the%20gateway,-.
https://docs.paloaltonetworks.com/network-security/ipsec-vpn/administration/set-up-site-to-site-vpn/set-up-an-ike-gateway#:~:text=can%20be%20used.-,Configure%20advanced%20options%20for%20the%20gateway,-.

fic B & 1 FKPT IKEV2 VPN

STEP 3| £ Advanced Options (FZi&T) >PQ PPKIEMiF F, Jyuli s A 33k & C ) IKEv2 VPN Al
3 55, C F3k s A Y IKEv2 VPN 4% Enable Post-Quantum Pre-Shared Key (PPK) (i H G &
FRILEEH (PPK))

T3 A B AN HF RFC 8784, [RILIEAN T FAENL A B ) IKE WSl B ok 2 A Bk &5 B )
IKEv2 VPN it & %% Enable Post-Quantum Pre-Shared Key (PPK) (Ji i J& &1 itk %54
(PPK))

IKE Gateway @

General | Advanced Options

Common Options

[ ] Enable Passive Mode

[ ] Enable NAT Traversal
IKEv2

General PQ PPK

Enable Post-Quantum Pre-Shared Key(PPK)

Negotiation Mode @) Preferred Mandatory
POST-QUANTUM PRE-SHARED
D PPK KEYID KEY(PPK) ACTIVATE
() Add

i%#% 7 Enable Post-Quantum Pre-Shared Key (PPK) (J& fJ5 & T Tl 522544

N

(PPK)) Hf, Negotiation Mode (HFRitERD HIBRINIZE N Preferred (EHIL) , XEWE AL
FF RFC 8784 (14 RIIR 2 FH & LN . (7F Mandatory (i) #UF, xS A
Fr PQPPK, B ki,
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STEPA| fEukf A Bk & C DL L A C 23k 5 A ) IKEv2 VPN 1, ¥ Negotiation Mode (i £
R) K E N Mandatory (i)

IKE Gateway @

General | Advanced Options

Common Options

[ ] Enable Passive Mode
[] Enable NAT Traversal

IKEv2

General PQ PPK
Enable Post-Quantum Pre-Shared Key(PPK)
Negotiation Mode Preferred @) Mandatory

POST-QUANTUM PRE-SHARED
D PPK KEYID KEY(PPK) ACTIVATE

() Add

¥ Negotiation Mode (FrifE=) ¥4 Mandatory C(sfl) AR A5 A Fluk A C AP VPN
BEIE IS 05 4V BB TR VPN, AN AE S VPN 0 SR o W45 5 2 75 52 47 RFC 8784, i {#
Fl Mandatory (i) o tRAHE, EMH Preferred (%) MR, XFEEXTE AT H
RFC 8784 [fEHL (1, S5 Teikys il Al AR5 & 34T 0 S 132 ), B k3 m] DALl
B2t IKEV2 VPN,
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STEPS| Shyub i A 25k A C HY IKEV2 RN S C R5h A A B IKEV2 R B IS PQ PPK. 243k &
A sk g C A7 IKEV2 SEEHERT,  IX PN 5 IR EE35 5l PQ PPK HfAT 4, ¥4 ik PQ
PPK 5 DH ZHAMENRE S, DB IR T BRI 7 %8,

HI T s B AN Ry REC 8784, PRtk i A B3k s B (F1@ 5 Bk s B 23l il A 138
B RETIE.

vl A R AL C 1 IKEV2 X457 AR A 58 4 AH R & 31 PQ PPK L & .
« iR Panorama B EL AN IKEV2 X145 77, AT PLE Panorama b 61 2 ic & FF1 A% 2 F6 8 B
Kbk,
* 4 Panorama ok [FI I & B IKEV2 X145 7, FF H X407 & i AR 21 3], 6Pl &7
CHmz5 PR F PQ PPK ALiA S HALE FE 51, Fh e e iA7fiE 24

AT LUOAEEA PQ PPK fREE B AR KeylD. &0 LLFA)ICE 544 PQ PPK 1) KeylD HCxt i
PPK L&, tn] LBy KA A e— A PPK AL o BLR sl R 1 an el s X P A 7 vk

B Fshfc B 1) PPK ML 4103 PQ PPK, EHT BA N #1E:

1 #mPQPPK.

2. {f Add Post-Quantum Pre-shared Key GG & FHAL= ) SHEHES, A PPK
KeylD %K. fEAGIF, #FN PQ-KeyID-1.,

3. {F PPK KeylD il Confirm PPK Secret (ffiik PPK HL#) RN (B FH AR5 & #19
RG> e AH ) ASCIH 745 5 o

4Pt PQPPK (KeylD I3t PPK L) . # Fahfii N PPKLE, #l
BKIEAR ISR R . IR ER PPRyLE, IoEmkE. (a7 LUk PQ
PPK, SRJEHCE— B, D

Ui PPK KeylD #l Confirm PPK Secret (Hfjih PPK #1%) ASULEC, W H IR S
PPK Secret and Confirm PPK Secret Do Not Match ( “PPK HL&%” 5 “H
N PPK HLZ” AULED) o fENERESEE, 1ERE —MKERDN 64 NFERF (32 FI5EL
256 H ) HIBENL PPK L3k AN B2, BONE T, FrEdFiEseikEs. mia
A IKE X585 2 [ W A % 8H, 1 HUH LR Activate GRGE) o WIRAE— X456
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Ji B PQPPK, WA ZRAE 5 — A4 J7 L. FHKIZRGIER T4 64 D4
frsRE ] (T AR KE A2 L SCERD -

Add Post-Quantum Pre-shared Key @

PPK KeyID | PQ-KeyID-1

PPKSeCret 0000000000000000000000000000000000000000000000000000000000000000

Confirm PPK Secret ‘ 0000000000000000000000000000000000000000000000000000000000000009 l

Activate
PPK length | 32 Generate Strong PPK

(characters)

PPK length (characters) (PPK K (#4F) ) =7 BeANod H T ks 1 A4 i
M. &7 Bk T shie & 1) PPK LS 745 8 (KB
4w OK (W) A& T3 E 1) PQ PPK.
S, fn i Panorama & BN X5 Ty, 4] DALE Panorama b6 Bc B I SRS B Bk
o W Panorama oK [F) B B RPN AE T, FF H I —ME B AR H] VPN &7, fEn] LA
¥ PQPPK &AL IAL Z A PG, MiZE % PQ PPK 223 AE w457 L.
BLAH FH B KRS AR R PPK AL 178 PQ PPK, 1B THAT LA N #AE
1 %hn PQPPK.
2. {f Add Post-Quantum Pre-shared Key (#sIlE & THILZEHD SHEHEH, #iA PPK
KeylD 4. EAHIF, %4~ PQ-Key-ID-2,
3. FEAIEEZY, 5% PPK length (characters) (PPK K (£45) ) WENE/D 64 NF
7 (32 58K 256 frfi) -
4. #7 Generate Strong PPK  (ZE /3% PPK)
By KA B — AN BEAL R s /S ] PPK HLE, HAKEEW PPK length (characters) (PPK
KB (CFH) ) PRTE.
S RHEIRIHEH PPK HLE 715

G HIFANEERINLE . gk PPK: 5245, filn, A smpLess s
N
PPK:38bcc71f9bd477885541ba0f12b93eblb8e8ab772ccacla891802a3abfel32b5d
R
38bcc71f9bd477885541ba0f12b93ebl1b8e8ab772ccaclaB891802a3abfel32b5d

i o PPK: R FHUE 24
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Strong PPK Secret

o M2 82ffa0a383adc6b7f79fd18d35982333873ad7c3680ffe9fd5b42d471cda261

Copy and paste the auto generated PPK secret into the PPK secret fields in the previous screen.If
you need to communicate this PPK secret to another entity, please make sure the communication
method used is cryptographically secure.

OK

g HI PPK L2 CEHBG KBS L 24T A o dr OK (HiE) &, B kERgA
LA SO TR PPK ML . G RBUE AN Hil I 22 & HA7 i PPK 4], [EaE%, A
EHIRR I PQ PPK FCE — M.

6. LI PPK HLEEAE BTG AR th Bl AT 2 e 77t b I, P OK (FfsE) o« i
WA EH PPK HLZE, 54 08 PPK HLEE, el d H 2 A .

7. H ) PPK M2 745 5 R 3 Add Post-Quantum Pre-Shared Key (hNJ5 &7 it
ZHH) 1) PPK Secret (PPK L35 ) #1 Confirm PPK Secret (TfitAPPKHLZ) F B
W

Add Post-Quantum Pre-shared Key @

PPK KeylD | PQ-Key-ID-2

PPK Secret | 0000000000000000000000000000000000000000000000000000000000000000

Conﬁrm PPKSecl‘et I 0000000000000000000000000000000000000000000000000000000000000009 I

Activate

PPK length | 64 Generate Strong PPK
(characters)
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=

BHEJ

THLHT IKEV2 VPN

PO, Bl THisEsiREs. R RAEIE IKE X557 Z BRI o =9, 16

UM e #% Activate CEOE) »
TfEH .

WARAE—REETT B PQ PPK,  AAZRAE 7y — N &7

8. Hdi OK (HfisE) LhZzkelis KA sl PQ PPK.

9. 45 Panorama & HE N NS T

, Y] LLAE Panorama b 61 20 & 3114 3

HAHEERFEE DI K

. 15 Panorama A I BEFIAS XS5 T, 36 EL5)—AMEEE R 4] VPN X4y, )

h PQ PPK 224 AL ik 44

IKE Gateway

General Advanced Options

Common Options

[ ] Enable Passive Mode

[ ] Enable NAT Traversal

IKEv2

General PQ PPK

Enable Post-Quantum Pre-Shared Key(PPK)

Negotiation Mode Preferred @) Mandatory

POST-QUANTUM PRE-SHARED

D PPK KEYID KEY(PPK)

*******

[ ] PQ-KeylD-1

FRK AR

[ ] PQ-Key-ID-2

() Add

LB, HZEEL DR PQ PPK ZaEAEX S5 L
XFF-u i A Rk 5 C, 7R SRR BN A PQ PPK 7R 5& Hill A R 21 87E 3l PQ PPK .

o _

ACTIVATE

PPK B DAL R, K A2 LB SCR R . 3 A Al £ C 22 T8I IKEv2 VPN BLLE SKE it
RFC 8784 LIIKPTE T Moo 3 A ki B Z (8] IKEv2 VPN 2R 4L {3 HI 22 i) DH #4152

e, FFHABRK S %23 “SeRE, R KX,

R IR G S B O T N LR RFC 8784, 8T LA I AR [F) i #E Kk 5 A FHER B3k
B, FFKuli s B FF vk S A 7 IKEV2 VPN,

By e

52
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