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(' PA-3260 DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE

2 Troubleshooting Ne} 22items ) > X

CURRENTLY

VERSION FILE NAME FEATURES Tvpe SIZE | sHA256 RELEASE DATE DOWNLOADED | INSTALLED | ACTION DOCUMENTATION
B ocsypy Responder Antivirus Last checked: 2020/09/2109:45:41PDT  Schedule: None
SSL/TLS Service Profile Applications and Threats Last checked: 2020/09/2109:45:38 PDT  Schedule: Every Wednesday at 01:02 (Download only)
B scer 82926181 panupv2-all-apps-8292-6181 Apps Full 47 M8 2020/07/13 11:46:39 PDT v Revert Release Notes
551 Decryption Exclusi REizEy
i 83176296 panupv2-all-apps-8317-6296 Apps Full 48 M8 2020/09/08 17:55:10 PDT v Release Notes
83206303 panupv2-all-contents-8320-6303 Apps, Threats Full 56MB 84becid9ccectd164e0ac... 2020/09/11 12:04:40 PDT Release Notes
83206305 panupv2-all-contents-8320-6305 Apps, Threats Full 56MB  8a562c6084721ebfa0356... 2020/09/11 16:36:04 PDT Release Notes
By sNmpTap 83206307 panupv2-all-contents-8320-6307 Apps, Threats Full 57MB 137eb5f763730f6cd8cle... 2020/09/11 20:10:43 PDT Release Notes
B sysiog 83206308 panupv2-all-contents-8320-6308 Apps, Threats Full 57MB 2cadadelafcé292alcdlb..  2020/09/14 17:27:56 POT Release Notes
@, Emai 83206309 panupv2-all-contents-8320-6309 Apps, Threats Full 56MB 192cfd8c2ff0058C188d0..  2020/09/14 18:13:54 PDT Release Notes
< 00 83206310 panu ntents-8320-6310 Apps, Threats Full 57MB 2436(7981022¢ef37b82... 2020/09/15 10:19:15 PDT Download Release Notes
B Nettow 3216311 panupv2-all-contents-A321 4344 fnns Threats Full 56 MB_dar74a85-nnsanaiaminnn 00 (15.13:44:29 PDT - AeicacaNotes j

AR AB LI L0 3 g Palo Alto Networks 3 i of s ay g 4 i 2 103
PR A5 TR AR S - i, i APP-ID st s K X s Rk BT, DA
SRAT 2 TR S W A e AT ] 52
O AIEZE A MR, HR A VE HESE S BI T 2E App-ID, BN, 8L 55 THRE T (BT & 4 B iE
SRR R R FE T, A0, 2 P A R A 5 A o S 2 7 R PP 1 8 s B, B ok
W kG R AV R, o 0T 22 A S . IRy RR 1 K App-1D AT (] 1 ¢ ] 1]

PAN-OS T2 {54 Version 11.1 & later 18 ©2024 Palo Alto Networks, Inc.


https://support.paloaltonetworks.com
https://support.paloaltonetworks.com/Updates/DynamicUpdates/
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/app-id/manage-new-app-ids-introduced-in-content-releases/allow-new-app-ids

BRI 28

PEsZm, R ISR Ot =1 KW CHrdt App-ID Rifg R Ai—R) A% Za0kng, DIARVFFESS R
U App-ID,

A, BUEE OSSN b App-ID (R R R L S (Objects > Application Filters (Xif
S> MR IRIERS) ), VRN R e 0 28 4 22 4 SRmE R

Application Filter @
NAME | | Apply to New App-IDs only < Clear Filters 57 matching applications
CATEGORY ~ SUBCATEGORY ~ RISK ~ TAGS ~ CHARACTERISTIC ~
52 business-systems 1 email 54 PY Enterprise VoIP 37 Data Breaches
9 collaboration 1 encrypted-tunnel 158 635 Evasive
1 general-internet 1 gaming h N 659 Excessive Bandwidth
1 media 14 general-business [ Palo Alto Networks 46 FEDRAMP
11 networking 15 ics-protocols B ﬂ 1 FINRA
1 infrastructure 27 Rk 108 HIPAA
3 instant-messaging 0 Bandwidth-heavy 83 IP Based Restrictions
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Applications and Threats Update Schedule @

Recurrence = Every 30 Minutes
Minutes Past Half-Hour | 5
Action | download-and-install

D Disable new apps in content update
Threshold (hours) | 24

A content update must be at least this many hours old for the
action to be taken.

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain
new App-IDs. You can use this wait period to assess and adjust your security policy
based on the new App-IDs.

New App-ID Threshold (hours)

Delete Schedule Cancel
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Action | download-and-install

[] Disable new apps in content update
Threshold (hours) | 24

Acontent update must £
action to be taken.

atleast this many hours old for the

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain
new App-IDs. You can use this wait period to assess and adjust your security policy
based on the new App-IDs.

New App-ID Threshold (hours) | 48

Delete Schedule Cancel
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App-ID,

~ Applications and Threats Last checked: 2020/09/21 09:45:33 PDT  Schedule: Every Wednesday at 01:02 (Download only) \
82926181 panupv2-all-apps-8292-6181 Apps Full 47MB 2020/07/13 11:46:39 POT v Revert ;
previously
8317-6296 panupv2-all-apps-8317-6296 Apps Ful 48MB 2020/09/08 17:55:10 PDT v Review Policies
Review Apps
New and Modified Applications since last installed content -_. Vabecdd9ccectd16de0ae...  2020/09/11 12:04:40 POT Download ]
Q 25items ) > X e a562c6d8472febfa0356... 2020/09/1116:36:04 PDT Download
8 Name:  apache-guacariiofe——._
« - 37eb5(763730f6cdBcle... 2020/09/1120:10:13 PDT Download
+ New Apps Standard Ports: _tcp/8080 el
Déatadelafcs292alcdb..  2020/09/14 17:27:56 POT Download !
Content Version: 8320 Depends on: - web-browsing, websocket S \
192cfd8C2ff0058C18840...  2020/09/14 18:13:54 PDT Download
apache-guacamole. Implictly Uses: =
2436179281023eef37b82... 2020709415 10:19:15 POT Download
assa-abloy-r3 Previously Identified As: - web-browsing, websocket \ >
13ac742854c08527869c... 2020/09/15 13:4439 P, __ Download
comodo-itsm Deny Action: drop-reset o
14275€€394b5d942c09%...  2020/09/15 14:26:20 PDT e Download R
conx-meeting Additional Information: - Apache Guacamole Google Yahoo! -
4dc162820pad549555ze...  2020/09/15 15:50:18 PDT v T nstall
creo-model-manager Characteristics . Review Policies
~ Review Apps
ether-s-bus Evasive: no Tunnels Other APPIICA 4 4 pumammmmmeme e O e
google-messages Excessive Bandwidth Use: no Prone to Mi
nihon-kohden-patient-monitoring Used by Malware: o Widely Ul
paloalto-device-telemetry Capable of File Transfer: no New Apy
smip-starttls Has Known Vulnerabilities: yes
stomp
Classification
streamyard
vmware-carbon-black Category: networking
. \
wargaming.net - Subcategory: remote-access
Risk:
Content Version: 83216313 . /
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2 Troubleshooting Ne} 22items ) > X

CURRENTLY

VERSION FILE NAME FEATURES Tvpe SIZE | sHA256 RELEASE DATE DOWNLOADED | INSTALLED | ACTION DOCUMENTATION
B ocsypy Responder Antivirus Last checked: 2020/09/2109:45:41PDT  Schedule: None
SSL/TLS Service Profile Applications and Threats Last checked: 2020/09/2109:45:38 PDT  Schedule: Every Wednesday at 01:02 (Download only)
B scer 82926181 panupv2-all-apps-8292-6181 Apps Full 47 M8 2020/07/13 11:46:39 PDT v Revert Release Notes
551 Decryption Exclusi REizEy
i 83176296 panupv2-all-apps-8317-6296 Apps Full 48 M8 2020/09/08 17:55:10 PDT v Release Notes
83206303 panupv2-all-contents-8320-6303 Apps, Threats Full 56MB 84becid9ccectd164e0ac... 2020/09/11 12:04:40 PDT Release Notes
83206305 panupv2-all-contents-8320-6305 Apps, Threats Full 56MB  8a562c6084721ebfa0356.. 2020/09/11 16:36:04 PDT Release Notes
By sNmpTap 83206307 panupv2-all-contents-8320-6307 Apps, Threats Full 57MB 137eb5f763730f6cd8cle... 2020/09/11 20:10:43 PDT Release Notes
B sysiog 83206308 panupv2-all-contents-8320-6308 Apps, Threats Full 57MB 2cadadelafcé292alcdlb..  2020/09/14 17:27:56 POT Release Notes
@, emai 83206309 panupv2-all-contents-8320-6309 Apps, Threats Full 56MB 192cfd8c2ff0058c188d0..  2020/09/14 18:13:54 PDT Release Notes
< 0 83206310 panuy ntents-8320-6310 Apps, Threats Full 57MB  2436(798{022¢ef37b82... 2020/09/15 10:19:15 PDT Download Release Notes
By Nettiow R321:6311 panupv2-all-contents:-R3214As e Anns Threats Full 56 MB_d33742854-005A=" At a000.00.115.13:44:29 PDT e SalaaceNotes
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BRI A ST

O ZHEWNZA T H, LLH3download-and-install ( F#f7%3) &5, & & Threshold (F{H) |
iy 2 BT K B AE 2 i T W 2 2 BT R A I () i, (R 20— g, 228k 6 £ 12 /Ny
EAEIER

Applications and Threats Update Schedule @

Recurrence = Every 30 Minutes
Minutes Past Half-Hour | 5
Action | download-and-install

\:| Disable new apps in content update
Threshold (hours) | 6

A content update must be at least this many hours old for the
action to be taken

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain
new App-IDs. You can use this wait period to assess and adjust your security policy
based on the new App-IDs.

New App-ID Threshold (hours)

Delete Schedule “ Cancel

LHEICIR, ] ER A 8 E $5 7 I TR) B AN 225 A R P SRS o] LB BB IE W I N 4%, B2 b
WS, %R Device (#%4%) > Dynamic Updates (N4%57387) > Schedule (Z2Hk)

i#5)% fJ; New App-ID Threshold (i App-ID fifi) | jepifisy T (F % % e 41
SUFA 1 B 160 S AR H  1 APP-ID S 7 2 Sems sz i, (R, IR RMELIE 22 TR
ST B B B ST e 1, AN R A5 T2 A s — I 2L T
O %ﬁ?ﬂ@ﬁﬁ’?[?\ﬁ’hﬁh%ﬂﬂkdﬁr_ﬁﬁApp ID, LAY A 0 BT BB o 22 4 S 7= A P 2R . L
R T T DA i App-ID BT SE T A e RIS AR I, A T R St
App-ID,

+ Applications and Threats Last checked: 2020/09/21 09:45:38 PDT  Schedule: Every Wednesday at 01:02 (Download only)
8292-6181 panupv2-all-apps-8292-6181 Apps Full 47 MB 2020/07/13 11:46:39 PDT v previously Rever
8317-6296 panupv2-all-apps-8317-6296 Apps Full 48MB 2020/09/08 17:55:10 PDT v Rev
evi
New and Modified Applications since last installed content . Vabecadoccectd164e0ae..  2020/09/11 12:04:40 PDT Dow R
25items ) > X 12562c6d8472febfa0356... 2020/09/11 16:36:04 PDT Download
Name: a
37eb5f763730f6cd8cle...  2020/09/11 20:10:13 PDT Dow
. New Apps Standard Ports: t
2c¢a4adelafc6292aledlb...  2020/09/14 17:27:56 PDT Dowr
Content Version: 8320 Depends on: - web-browsing, websocket | -
192cfd8c2ff0058c188d0...  2020/09/14 18:13:54 PDT Dow
apache-guacamole Implicitly Uses: ~
2436f79a8f02aeef37b82... 2020709415 10:19:15 PDT Dov
Previously Identified As:  web-browsing, websocket \ »
13ac742854c08527869cf... 2020/09/15 13:44:29 PBT.._ Dow
Deny Action:  drop-reset
j4275ee394b5d942c0%... 2020/09/15 14:26:20 PDT - Dov
Additional Information:  Apache Guacamole Google Yaho -
“4dc1e2820bad549555ae. 2020/09/15 15:50:18 PDT v "~ Inst
Characteristics Revi
T Revi
Evasive: no Tunnels Other APPIICE oy puomemmmmmmeeeeemee |
Excessive Bandwidth Use: no Prone to Mi!
Used by Malware: no Widely Ul
Capable of Fil no New Apy
Has Known Vulnerabilities: yes
Classification
Category: networking
wargaming net - Subcategory: - remote-access 1
Risk:
Content Version: 83216313 vl . /

O Wil 1L, K Palo Alto Networks 8 PN 7552 4 g i g8 18 1] T W 2 R 28 R BT K B 15 B
SRS . AL, AT LARA R AR RN RSB AT S OB N A P am g, DA TR AR T8 . R
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SRR Y T

BN AL T AR ORI H AR5 H B H - (subtype eq dynamic-
updates) X (eventid eq palo-alto-networks-message).

Log Settings - System

FFFFF (subtype g dy pdates) and (eventid eq palo-al

Description

Forward Method
[ Panorama

O \ SNMP A \ D\ EEEEE N
®Add @ Add
D‘svsmc A~ D\mp ~
®Add @ Add

PAN-OS 8.1.2 3y i iy i 2y | 226700y, general iy dynamic-
updates (i f PAN-OS 8.1.0 5y PAN-OS 8.1.1 - jyteigh )y i3 Iyt 4

AL RS2 4 H K H, R, F{%%Tiﬂfmﬁaﬁﬁﬁiﬁﬁﬁ%@
e (subtype eq general) 7y (eventid eq palo-alto-networks-

message)
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Name | Pano29-APT-Download-SCP
Disabled
Download Source ° Update Server T scp
Type | App and Threat v
Recurrence | Every 30 Mins v
Minutes Past Half-Hour | 2
Disable new applications after installation
Action | Download And SCP v
SCP Profile | SCP21 v
SCP Path | ~/APT
Threshold (hours) | 3

Content must be at least this many hours old for any action to be taken
Allow Extra Time to Review New App-IDs
Set the amount of time the firewall waits before installing content updates that contain new App-IDs. You can use this wait
period to assess and adjust your security policy based on the new App-IDs.

New App-ID Threshold (hours) | [1 - 336]

“ Cancel

4. Commit (&%) Wik,
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Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain new App-IDs. You can use this wait
period to assess and adjust your security policy based on the new App-IDs.

New App-ID Threshold (hours)
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admin@FC-M500-1> debug log-collector log-collection-stats show
incoming-logs
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admin@FC-M500-1> request logdb migrate lc serial-number <ser_num>
start

FE H AL RARES DS THE B T A B A 1 ARIE RS 28 T 5 O I 1]

admin@FC-M500-1> request logdb migrate lc serial-number <ser_num>
status Slot: all Migration State:iifrrisei /it : 0.04 FilF 4w
[@: 451 /Ny 47 75

fs ik HRIE R I A
P IR H SRR, T H SRS CLH s ALL Py

admin@FC-M500-1 request logdb migrate lc serial-number <ser_num>
stop
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4. ijjin] fw2 (Dashboard ({XF#k) > High Availability (=] FvE) ) |, IRl AHBS k
mIRA Nactive, XEER& P kK fwl S suspended.
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STEP 7|

STEP 8|

STEP 9 |

F%42% Panorama,

g\ PAN-OS 111 o ) ity shfig i A, o e e g 1 ey PAN-OS 11.0 pg
N =) PAN-OS 11.0 WAL R LR E ik PAN-OS 11.0 B r=nt] PAN-OS
11.0 pikys, ey Agketregs) 0 bx PAN-OS Jiik,

({V P Panorama 155%) @554 Panorama CLI 3J:-MIFRT & esdata H%.
admin> debug elasticsearch erase data
55441 Panorama Web L 3% #¢ Panorama > Software (%#4:) , #XJ5 Check
Now (ZBPRGE) w] FHm (%,

(PAN-OS 11.1.3 JZ Ul hic A BN, BoR e OAFI A R SE Rt Rl A, 2 &
FikheoAR, 5250 (35F:) Base Releases (JLflififiA) HILHE, [FIFEHL, SEANAF I
A, 25 (JEFR) Preferred Releases (pikhiiA) HikHE,

B H br PAN-OS W%, AnmiA Fame(%, 4 Download (F#D .

NESERG, /F Panorama - Install (Z23%) w4,

#7153 Panorama, 41 N/
R RERR S, WERTE, W RS S CMS Login 25 F, # Enter £, i~
AP AT S . 24 Panorama S BT B, d AT R LA B U TE] 15 12 T
JRE IS
R A REF RSN, 15147 Panorama > Setup (% &) > Operations (F:F) , 2%
J& #.ifi Reboot Panorama (Hi§7/5 4 Panorama) (¥ #&#0F)

(OLPLE ZTP i) dofr2e3& ZTP 3t

1.
2.
3.

Tk % Panorama Web # i,
WAL ZTP fiflt,
1%#% Panorama > Zero Touch Provisioning (Z#:fiifid &) Ffigkd (5 H) ZTP,

(Ll DLP) - Zdi - DLP it pg i LI Max File Size (55 A0 A7) W
20MB (5>,
MAMY DLP 4.0.1 8 % & il A Panorama ffifERE, SE BT, 4k DLP 4.0.1 2
= R NS NN R
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STEP 10| ({V[L4=l DLP) ¥4 Panorama ¥4k DLP HdEid JEAC iE 5 DLP =ik%5 M2,

¥ Panorama M PAN-OS 11.0.2 ﬂ]ﬂ;ﬂl DLP i 4.0.1 B2 %) PAN-OS 11.0.1 = 519 11.1
JRALL K Al DLP 4ifh 4.0.0 IF, 552201 T I,

1. %% Panorama fir 5517 A1,
2. ¥k DLP fili& M Panorama #£3%% DLP = IR%5 .

admin> request plugins dlp push-dlp-config
3. HE M DLP fiff,

admin> request plugins dlp reset

4. ¥f Panorama 252 3t 20 F Ak DLP 19525 155 K dik .
1. & 5¢3) Panorama Web #fil,

2. ﬁ% Commit (}£25) > Commit to Panorama (32%2%( Panorama) , AJo
Commit (#2£%7) .

3. ¥ Commit (J£%2) > Push to Devices (Jfi=%i% %) , #&J5 Edit Selections (%
HIER)

4. %%t Device Groups (% #4) , JFiEFE Include Device and Network Templates (2
G NI

5. ¥ OK (#5%E)

6. K&yl iE B Push (JEx) F{8 H Ak DLP 1528 Bl K 8

STEP 11| ©5%] Panorama CLI JFHKEAE PAN-OS 11.1 rh LB H ik
admin>debug logdb migrate-lc start log-type all
BFE H AR
admin>debug logdb migrate-lc status
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BAFPRAEVE T IE g, M CLIE e e SO ¥y e A -

1. % A delete license key <software
license key>,

2. #H A delete license key
Software_Warranty<expiredate>.key.
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9.0 AT JERE G ], 2EEFE 9.1 IleA, i
JeTt R E 9.0,

IR IH R N g Panorama FE AL 4% ) VAT S AT SRR, S B . ST
TR A LTI BN -5 B Es b, DI LA &, o n] DU IR o G4 )
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RN NEBIES, SBT3 S NS 0, Panorama f 2 Eon S EH A,
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 {§iJf Panorama 1%l P 45 T
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Panorama sz f; = i 2 B 1 556 Py 25 A AR
St TR 2R g, Panorama — e pigs Rk AN ST, AR R 4 ] B R
5 RIS — K R,

AR 977 S st 452 % Palo Alto Networks® ggnp s on o DA/l
Panorama iy (Device (i > Dynamic Updates (g7 misr) g7 W0 L e
SRR RS . R B TR A G ACIR e SR DAL M B, P Tk
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STEP 1| i%&#% Panorama > Device Deployment (i%45%) > Dynamic Updates (&1 , i
Schedules Ci1-%1) , &5 Add (&) 1%,
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Y Panorama 5 HL IR 5525 . Wildfire 13245 Rl Wildfire ¥ & #4817 M1 W1 PAN-OS A,
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%] Panorama Web L ifi %45 General Information (—#%f5 ) # & (Dashboard ({3
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STEP 2| fEf&iyi% b LU F TCP s
IR 1 FIXEE TCP W1, S AE AR H i e s 2 I 1 T3 15
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- TCP/9301
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%O
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TRAFH - o e 50 ) 2 AT Tk

(rgPAN-OS
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1. &34 Panorama Web 4L,

2. %% Panorama > Device Deployment (%% %) > Dynamic Updates (Z)Z5H7) |
X7 Check Now (VZRIRGEY) fiedt B, MR AEFHTH, Action (FfF) ZI&ER
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E

STEP 9| ({UPE FIPS-CC #::X)) 7 FIPS-CC i, F 14k Panorama 1524514 % .

MREAE L H G 283817 PAN-OS 11.1 BOARRRE % H B G4 2875 n %) Panorama 4 2T,
MAE FIPS-CC X, FF- 25 Hl H G SR B8 o B i i 28 i PR3

R M H B SRS IE1T PAN-OS 10.0 8 5RO, 48 BT F0T 8 3 s3] Panorama 75 2
W T H SRS,
STEP 10 | S84 B s F 8T 5 AT AT IE S LA SF OpenSSL 4 4= 2 5 2,
LR A4  PAN-OS 10.1 8 FL A TF 28 %) PAN-OS 11.0, W T EHh A7 A 3%, A48 M PAN-
0S 10.2 F+ I H g mHE RS mH T A TERIET, ERkt 05§,
JIT A5 U5 00 2006 A DL f 48k
« RSA 2048 7Ll I, =i ECDSA 256 fi7& L |-
SHA256 = 5 i il A1 fiig 22
f%@ PAN-OS 7% L G145 1 B¢ Panorama 5 B DU 14, 1 G S8 BT AR BB 0T 3 AIE 0y
15 B
STEP 11| (#t47/1l J- Panorama FEAIL15 %) #4 Panorama R4 &1 N 743 hnFl 64GB,

76 H GRS BN G Panorama L1 % 7125 %1 PAN-OS 11.1 /5, Palo Alto Networks
HCE Panorama KL A1 Y AEHE N 64GB LA fE M iy 24 sk, M she o 5 ciE s 2
i) Panorama R 2 AH SR H B, A B EEVEVE AE 0] 51,

Y Panorama K& B BB T2 0 M B 28
A5 AT LA 8 b b e R A 2 T 3, 20 4 o

i PAN-OS 8.1 51457, PAN-OS 9.0 gk s Fii s I 1 B 42250 | A7 001 1 4%
pEke . feThgg ) PAN-OS 10.1 ygpaszch B4y H L ¥R ¢ ) PAN-OS 8.1 g1 431
PAN-OS5 9.0 i 11 g3 5 2157 1 5K,

W, AR RS A b S A A H SRS, Dokt BB £, BB RS A MRY B Bk
Feas HIE TS 1T AR PAN-OS WA, WIS HEE BN, 1eat, (o d H B
PRERIEATHITRY PAN-OS A, ACC = Monitor (i) wkIi-F¥ RaBon Ml FIcERAN N
MRS B ERE, G, R AEMCRRS AN A A BB, BB RTIO A, RS
A H R RS MCE RS AT H SRS,
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STEP 1| {ETHE BN ee 2 b, 1584 Panorama 5 FILIR %5 28 FIZ1TAH MY Panorama™ # {4l
KO

Palo AltoNetworks® i 754y Panorama i1 1 7k i 9321 A 1R A 5 4 TR A,
JfHL Panorama - e SR o8 R T4 2 AT 5 KRS TR A AR A TROR, 2%
PR B A PE T BEAN(E B, 2 Panorama. TS, B AT
WildFire HY AR 254

Panorama 215 H G Zs BT AR (B0 ) WBEERATIOAR,  (HAZIH A FH IR) 23

WARRATHOK

o B RATICAR — 2R Panorama A5 BRI Z5 8 1 A IS 1T 5 TS U H B ICER S A AR )
o S ORI R R, TUFE BT AT An] H MR 28 2 A Z0(E Panorama b 22 25 A [R) 580 3 5
i A1) Panorama fili A (152 5] 22 42 Panorama [V A 28 AT 00T

o WNERITHA — X THNERITIOR, ERAZRITA H G E RS BE 1 THRAT N B KT
A, BCEIBITHINRE D & T B 2R AR 5 Panorama EFEIiafTHIRCA 5 0], {58
1 Panorama 5 HEARSS 28 I N B KA TR Z i e M Panorama Hefss ik 712 21 PAN-OS
11.1, RIEHH H K ERE (ES M % Panorama 1N 258 10 RV T

6 2 3 TN O

« Panorama IR 4528 — 2E5f%E Panorama A EL IR 4528 FIFAC BT ERI N S IRA, i
% Panorama Web #Lifii %% General Information (—i#%{5 ) #& (Dashboard (¥
ﬁ) ) o

o HEMCERS — EE e HOSIE RS B IEEB TR N BRI, E S B A BB
2817 CLI 3Fiz217 show system info @3,
STEP 2| ffi7& 7145 PAN-OS 11.1 1964%.
ST A TR AR T S B M RANAR, BB AT U AT 9%/ 28 i e T i PAN-OS T1-2%
T LR R DL R AN T oA T ek,
@ MRTR LA 0 ENERS, TEETFIA a2 aismid i C §7 5T R T4 Bk
SR THI R AR R T iz R
STEP 3| 7ML E L.~ TCP w11,
WAZRAE 2% T8 X B8 TCP i 11, FRE YR N G & 2 2 fal i T3m s
« TCP/9300
« TCP/9301
« TCP/9302
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STEP 4 | Kot N A RIER A BT I 38 w] LUlad SCP 2 HTTPS &2 ¢4 30 _LA% %) Panorama 119 1
Bl

@ itz < VUL T g Panorama g i i i i A B AR AT,

1. BBV MR £ ML, &3E Palo Alto Networks % /7 7 £ 94k,
2. PRI A A ST
1. & Resources (%) iy Dynamic Updates (25 5057)
2. Download (M0 SOy A FHT, I SCOFIRAF B DL, X 80K S0 b Py 2
TUPAT LA IR
3. FEEIR U
1. J21115) Palo Alto Networks® % /" S F ISty 150, #AJ (e B 75 b 82l Software
Updates (951

2. BFE NI EL LA . M SRR &Y T S 44 Ll “Panorama_m” FF
Sk, REBERAS . B, 259 M R0 & T E] Panorama 11.1.0, 15 M#k
Panorama m-11.1.0 (%,

O by Filter By (s g pr) g g f¢ Panorama M
Images (Panorama M)  Cip 5 M %7184 thikiiz) Panorama
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4. SR RLE STORA A SO AF B 1L
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STEP 5| 23 ity A 2 S0

@  WURET EE P S IR, WIS S BEs, (2 Sy Panorama gy

WA RATRRA Z B, JoAER; It 2 s S0, ARIGAE B e e s ot

%ﬁo

S0 H N R e 8 N R P R BT, SR AR 05— R LA (] Iy 2 22 A (] L ks B
(BHis k. WildFire® 2 URL k)

5.
6.
7.

IO TT B 2 75 [ B0 355 7 R gy py 4, Panorama #EF\%%%D%%&%
BN AXRE A, E5H Panorama. H GcEEgs. Bl k85 HI WildFire 11y
A G 25k

o

& 5% 4l Panorama Web #L i,
%4 Panorama > Device Deployment (1%#%ii‘%) > Dynamic Updates (Z)4555T1)

B Upload (EA%) , EF T Type (K1) | Browse (%) = FHL EMIFHN A
WO SCE, RE T OK (f0E)

Hi Install From File (MCFEZEEE) |, B HH Type (R | SRFIEBEEN] EALM) H
i) File Name (CCfE4)

M H GRS,
ol OK () LATFhA .
RET AT, TR TR,

STEP 6| ¥/ T1403) PAN-OS 11.1 4%, K H G 2871403 PAN-OS K 1THUA,

1.
2.
3.

4.
5.

/£ Panorama A& B8 B i T TH2 H SR 28 3 PAN-OS 9.1,

/£ Panorama A& P28 A B i T THZ H OB HE 28 3 PAN-OS 10.0,

{F Panorama AEFZE| A MR T2 H B E RS ) PAN-OS 10.1,

PAN-OS 10.0 5| A 1 —#Hry H &k, M PAN-OS 10.0 7+2¢ %] PAN-OS 10.1 i, &
n] LR FTE R £ PAN-OS 8.1 sl L il A gl B G &), EECEh T2 %] PAN-OS
10.1 1, R4 HMbrxEeH L, wiEBlin, ACC sk m-F i A" ER H L%
g, e REh, H GBS KB N H GICERS, H 2@ el 5] — et

AERZ
7t Panorama A& R BT L T TH 1S EE 28 %] PAN-OS 10.2,

/£ Panorama A& RZE) BRI i T T2 H B E 28 3 PAN-OS 11.0,
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STEP 7| ¥ H EMHEESTHE] PAN-OS 11.1,
1. ¥ Panorama > Device Deployment (¥%#56%) > Software (#f}) .

2. Hi; Upload (4%) , Browse (M%) % FHL MMM AR S0 ok, Rinsds
OK (i) .

3. RN A TR Action (BRfE) #0d0( Install (Z245)
. Install (Z%%) PAN-OS 11.1 FfE$656 24 H Gl s oe

5. AN EG AN R E D H I B4 A7 PAN-OS 10.0 8¢ B R oAb AR gy ok, 2
R,
R — 22 Install (Z2%5) PAN-OS 11.1.2 89 bl 11.1 Bres SR bl s, 67
GRS ARERZRM, EaZSE, RemilEfEiziT PAN-OS 10.0 ¢ 5 5 AT
Panorama o FCE B H A, I LB ST R e 1 &, X R ) T2
Jii R R B SR H &,

(LR T LIAETE 5 WX B2 52 H k. ZoBAnE R 0 DL M B niRigss 7 &4
HOG s, W i Tasks ((E9%5) FFEFR A MR 8 LR MR RS 5, B
(EEEME T RTETEw .

© SZEZMNY HER,
o T H SR SZ R W I TRV
o RE A H G Zm ) HOERT R A4 debug logdb migrate-lc i,
£ Close (<)) iz aiEHIAT501 debug logdb migrate-1lc <y,
Close (XH) @Al
6. R EEEPELL POl — ¢
+ Upload only to device (do not install) (f¥_F4&%]# 8 (IN44E) )
* Reboot device after install ({£4%5 7 G M H IR
7. B OK (%) JHihede (B bA%)
FEIG BN H G es ) R e 4k 8 — 4,

STEP 8| IRFZHE /e A H B 28 BRI P 23 A
A HEERS CLL R A Far T show system info. HHiRan FAR

SW A :11.1.0 app-version:8750-8261 app-release-date:2023/08/31
03:57:2

STEP 9| (PAN-OS 11.1.2 }Z W @EhiiA 5 AP Panorama i) XSHTEAZMM H SR EESE, SF
S SN Es CLL IR E—25 4 debug logdb migrate-lc a5k & 252y
H &,

XKLLy T LT IE 1T, ASREMEIE T, A REB A Nl 11 Z 6l debug logdb
migrate-lc 3, W Tasks (fF55) HEFRE NGNS AL I EL EA {5
S|

/BN o
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STEP 10| ({¥PE FIPS-CC #3X) & FIPS-CC %X, FJI 4% Panorama Fl152 %5 % %%«

MRAEE L ] H GUE RS2 1T PAN-OS 11.1 iR EE I H G E 28 E In %) Panorama 45 2,
N7E FIPS-CC i, M T2 FH B SR 28 5 i 15 & RPN S

1EE M H B #1217 PAN-OS 10.0 8 AR, 855 E 0 8 s s N Panorama 75 #
Vg T H R R RS,
STEP 11| (PAN-OS 10.2 )2 U5l A s el 03 AT A LARF &5 OpenSSL % 42 5 2,

W RAE N PAN-OS 10.1 & T iie A THZE] PAN-OS 11.0, W55 225304 T 20 3R an i A PAN-
0S 10.2 JH43F H A Horl el For e A L BHIE+, Bk b 3%,

P IE S BP0 00 /2 L M IS 25K
* RSA 2048 7L ., i ECDSA 256 (.2 L I
 SHA256 5 5 5 HA ) 4 2
HZ [ PAN-OS 77 1L 5145 fd 8 Panorama 7 B G345 14, 1 iR SR BB AR B FOHT 3 AE Fry o
%’fgl%l\o
STEP 12| (JE47/1] - Panorama REfL %) HF Panorama HESU B A £7-48 N % 64GB.

76 H GRS BN G Panorama L1 % 712 %1 PAN-OS 11.1 fii, Palo Alto Networks
UK Panorama FERLIEE &1 N AEE N 64GB LA fE 5 iy 240 sk, M she 46 5 e R e
i) Panorama R & AH SR 1 5. A BRI R VR VE AE 0] 51,

oA HEERZE BRI N M Panorama 712 WildFire 4

EREN R WildFire #4572 Panorama & EERS, nfFR47F2%. W1 Panorama 1A 2752 M, 1&
] DR I35 M Panorama 1G58 FECHTIAR,

Panorama iy 1) % 55 17 A v sk 57 7 PAN-OS g - iz Ay WildFire g 2¢ 15k 4 s
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STEP 2| G E =R A 0 HT,

1 45 1B KB AT TR A2 WildFire 145 .
1. SR FIP) kK% Web Fii,
2. #%#$tDevice (##%) >Setup (&) > WildFire, )44 General Settings (7 #l %

)

3. j#% 7 WildFire Private Cloud (WildFire &%) ‘7B,
4. 1 OK (i) Fil Commit (#£52) .

2. AT KR SRS IR AR AT e
1. &% Panorama Web #[fi,

2. %+ Panorama > Managed WildFire Clusters (“Z% E(¥) WildFire f£4f) Jf
View (&FH) A0 H3A5L Utilization (fFH3%)

3. ik Virtual Machine Usage CREFUNLEE ) R AT BELT AR AR 2 H1 .

I A A5 gty WANIFITe g o i IT R SR BRI 43, iy LA 4
WF i, Mg, i e WildFire i w7 HEs i 45 07 BA S0 D RE AR,
STEP 3| 423 ity WildFire % 4 75 7.
3R TR R T ST B S R, DA A TSR

BB ITI 2, AR WA, 20 Ty et i
Panorama s 1i 5 it By e (. 9 45 RARRAS
1. & WildFire 259797 -
1. i%#% Panorama > Device Deployment > Dynamic Updates (Panorama > & #3 % > 3l
AEHD
2. % WildFire WA TH A I 58 Download (M3 .
2. Hids Install (Z03%)
3. EFE T WildFire SR S BT B 45
4. 53 OK (fiffic) LAFhh 4L,
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STEP 4| F# PAN-OS #{fhii A% WildFire %% .
T+ WildFire S48, AT B AT o] =22 foA, Flan, a2 PAN-OS 9.1 T %
PAN-OS 11.0, #&A201 % FEIE244E PAN-OS 10.0. PAN-OS 10.1 il PAN-OS 10.2,
1. F#k WildFire ¢ TH4% .
1. %+ Panorama > Device Deployment > Software (Panorama > %3 > &) .
2. #iif; Check Now (IfERuAr) LIASREUCA BB 411 24,
3. EFEELALN) WildFire A, 25 Downdload (%) .
4. ¥k Close (55H]) 5B Download Software (F#i#iff) K
s Install (Z23%)
RIS EETE WildFire 57,
% £ Reboot device after install (#£%¢%% 2 Jo W A s %) -
By OK () DAFF IR 2%,
(nJi%) {& Panorama Wi PEZc ke,
STEP 5|  (wik) &F WildFire #2815 5 L E SR A
1F. WildFire SR £ESIES -, B17LL R éan sy, ARaAIEZET Install ALRE FIN

oA LN

admin@WF-500(active-controller)> show cluster task pending

STEP 6| & WildFire W4 &M aksl, w4k e AT,
1. I&iF sw-version 7Bt 5 iws 11.0.0 :

admin@WF-500(passive-controller)> show system info | match sw-
version

2. NI AR EAEIB T,
admin@WF-500(passive-controller)> show system software status

3. ik EA s (AutoCom) L{FEE5¢HY ¢

admin@WF-500 (passive-controller)> show jobs all

(e R WERZHI 3L A\ Panorama 714 WildFire 44t
HAFN Y WildFire %4 52 Panorama & B, TTIEATT1. WA Panorama A A2 H2 1M,

1B Palo Alto Networks =2 FE Ml FEERERITI RN 2%, RIGAEAENTIRSG 28 L, Z)a
Faesmit Panorama 2 fic.,

Panorama vy ) fey sz 7 A ) s 07 7 PAN-OS g iy WildFire 4 gt 4 St
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STEP 1| 7} Panorama & 5% 404 WildFire 1 122355179 H bR AR AR [7) g 58T R AR
HRTH Panorama 115 5, 1ES 4 4% Panorama 19 P 2 R 0T,

STEP 2| Ilmif & =t A3 BT,
1o ik Bh KBS H R AT A2 WildFire 4% .
1. GFBS KK Web i,

2. % ¥Device (i%%) >Setup (i%i&) > WildFire, #XJ5%w%EGeneral Settings (7 #11%
).

3. %7 WildFire Private Cloud (WildFire £45 ) ‘7B,
4. 5 OK (ffic) A1 Commit (F£52)

2. ffIABE KRR BRI AR BT e
1. & %% Panorama Web #ifil,

2. #%F% Panorama > Managed WildFire Clusters (3Z%5 (1) WildFire 1) Jf
View (&F) L7 Hr¥5% Utilization ((EH1=)

3. IGIE Virtual Machine Usage CREFUMLEE ) S E AT BE1T AR A 20 H1 .

I A o Wil gy g T 4R Se BERIY 00T, 5T AU H2 4k
R, o, e e WildFire g s arfgiin 5 07 B 110 He b RE AL,
STEP 3| ¥ WildFire /42 FIB 0 97307 FEREAERS Vi 1) HBER L, Panorama DAZAEH i 1 1 ML,
1. (AR ) BRI EHL, E363) Palo Alto Networks %) 7 £ 9k,
2. FEHARTH
1. £“Tools (TH) 7% #idi Dynamic Updates (shZ&HHT1)
2. Download (F#) FiE A AT, ST SO ARSI ML, XK ST 1 Ay 72K
T T I R
3. FEIMETH
1. %[5 Palo Alto Networks & 5 <7 £ vk =10, RJE1E“Tools (LK) "B rhead;
Software Updates (3fFHHT)
2. #7% Download (F#) FILLAGIE B2 M, T0T 0 SCPE 44 B TH R 7005 Rl

A WildFire_<release>,

3. Pyt IR SR AT B BL,
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STEP 4| 4L (1) WildFire 524 A 25 HUHT
XUE OB R ST EOME EL, AE R DI A

(ERBIR PTG 2 i, e o, iz I T st
Panorama s i = i 2 i f (IS A 75 R A AR,
1. F#k WildFire W& 397 ¢
1. %+ Panorama > Device Deployment > Dynamic Updates (Panorama > %% > 3
FHHD

2. Hi Upload (LA%) | E#FFEN% Type (54) |, Browse (i) = WildFire %5 50
SO, ARIE T OK (E)

3. #.i; Install From File (JASCF224E) | P CEE Type (Z54Y) | File Name (CSCf
%), RITIE B E AE T  E R N WildFire %%, o Badi OK (fiE)
2. i OK (ffi5E) DAFIR2Eds,

STEP 5| F# PAN-OS ¥l A= WildFire ¥4

T+ WildFire By, BRI Bd (] F 2ok, Glhn, &% PAN-OS 9.1 T4 =
PAN-OS 11.0, &2 M a4 %% PAN-OS 10.0. PAN-OS 10.1 Al PAN-OS 10.2,

1. F# WildFire 24712 :
1. &+ Panorama > Device Deployment > Software (Panorama > ¥ #5% > 8 (k) .
2. # Check Now (IRL{ERGAL) DAIRHUMCA B0 5155,
3. RN WildFire [ioAR, X5 #iidi Downdload (F#D .
4. i Close (55H]) 5EHH Download Software ( F#i#ff) #
Bl Install (4¢3%)
PR LETEHRY) WildFire $E4F,
1% £ Reboot device after install (7£%¢%: 2 Jo T R %) -
iy OK (i) LAFhaseds,
("Ji%) £ Panorama R Ze a0

STEP 6|  (w[ik) #F WildFire #EMHI #8717 a8 LIy i B SRS
{E WildFire SEREPETIES I, B17LL My, AREEHIELEY Install ALRE FIN

o kN

admin@WF-500(active-controller)> show cluster task pending
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STEP 7| K& WildFire & &G4k sz, nwJ4RakE Ao,
1. ISE sw-version 7B 28 11.0.0 ¢

admin@WF-500(passive-controller)> show system info | match sw-
version

2. FINTERY IEAEBTT.
admin@WF-500(passive-controller)> show system software status

3. fifN 3222 (AutoCom) T-{FLL5CHL ¢

admin@WF-500(passive-controller)> show jobs all

24 Panorama &£z [ 0 BRI TH2 b5 KRG

#E PAN-OS 11.1 Jo i V], 2RJE 8 PA Ay J1 24 811 Panorama A BB, Ktk LR Fr o 1]
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[] DG-VM (5/5 Devices Connected): Shared > DG-VM

[] PA-VM-6 PA-VM Stack-VM Connected pre-defined 8.1.0 8320-6307 3881-4345
[7] PA-VM-73 PA-VM Stack-Test73 Connected pre-defined E;vl 9.1.3 8320-6307 3873-4337
[] PA-VM-95 PA-VM Stack-VM Connec ted pre-defined Eél 10.0.0 8320-6307 3881-4345
] PA-VM-96 PA-VM Stack-VM Connected . Passive pre-defined E":V] 10.0.0 8299-6216 3881-4345
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History (i%#J5id%) .

PAN-OS 724514 Version 11.1 & later 130 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/set-up-panorama/access-and-navigate-panorama-management-interfaces/log-in-to-the-panorama-web-interface.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-release-notes/changes-to-default-behavior/changes-to-default-behavior-in-pan-os-11-1.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-release-notes/changes-to-default-behavior/changes-to-default-behavior-in-pan-os-11-1.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/certificate-management.html
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/set-up-panorama/set-up-authentication-using-custom-certificates.html

4% PAN-OS

4 Panorama A I $2 1 Bk By T2 8 Ok B
AT LR KO BRI N R T A2, B S L I,
M PAN-OS 11.1 EfJ Panorama 4 7+25 5] PAN-OS 10.1 & 57 i fifioA Er B kbsist, kit
BATFWAT 2 Sy BE(E S RS Phid e 2 = ANHOA
T8 Panorama Y B KBS, 2420
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Ko
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Q MR Panorama i ey, x4 SEAE S HE R 0 UG BTS2 B ki
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ZIEHER) TERIRCE T,
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Pan0S 5430-11.1.0 m(%,

¢ irblmigh Filter By (iisgsert) 1451 s gz PAN-OS for the
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4. BT R S A R SCIE R AT 2 AL,

STEP 9 | "NEA A1 LA RS BT A 25 A
ff. PAN OS 11.0 I, #&w] LAfS JH 2% T ak 2hhe R a2 Al hioA,
1. EEEETHP kR (Required Deployments (Jir;i6%) > Deploy (G5%) ) .
2. EF NI # S Download (F#D .

STEP 10 | 4255 Kb -2 B P 25 AT,

Q AELRIRAE T 210, AL RN 2 T

e 4 B N TR e B0 H A P RO ST, R T AR T S — RO AT (] P 4 2 - ] A BT
(Bh9W B8 k. WildFire® = URL §%ik)
1. %% Panorama > Device Deployment > Dynamic Updates (Panorama > %&£ %& > 3l
AHH)
2. iy Upload (FA%) | #%&FETH Type (ZR) | Browse (JIUE) =M1 PN 28 T HT
:, R OK (%)
3. R Install From File (M%) |, & FE 05 Type (R | ARG BEEN] B4
75 W HY File Name (CIfE44)
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PAN-OS T2 {54 Version 11.1 & later 134 ©2024 Palo Alto Networks, Inc.


https://www.paloaltonetworks.com/services/support

4% PAN-OS
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P 34 50T,
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2. FERAMPNIY GlobalProtect fCER /N FHRL - 31 4F 8T,
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{ECE) T 2¢ %) PAN-OS 11.1 Ji, 3 7E D MG AC i 58 i 22 21 i Panorama 45 219 % vsys [
KEEFTAEN, BREMER, S0 Panorama 55 1) % vsys [0 a1 w2 i 6T 5 i BN
TN,
1. #%# Commit ($£%2) > Push to Devices (#fEZ#1¥%)
2. Push (#£%) .
STEP 17 | g4 B F0T S AT A E S LGE S OpenSSL %2 422k ) 2,
T2 E) PAN-OS 11.1 B, ZERATAUE /2 DL N iR K2R -
* RSA 2048 firei ) |-, =i ECDSA 256 iz L -
« SHA256 ol T o i A 4
B2 PAN-OS 45 1 B4 H5 8k Panorama 45 B D145 14, 1 45 5% J 0T A R el F T S AGER I
EAEIS8

STEP 18 | & BB KB E T T
1. %3%#) Panorama #fi,
2. %] Panorama > Managed Devices (“Z/5#% %) > Summary (§§%) JHHd Device

History (i%#Jiidx%) .
TH4% ZTP Bh Kk kb

FESE D)0 ZTP 7 k% %8 Panorama™ 45 BEAR 4528, i&ECE ZTP Bh k3% Ho» PAN-OS fil
A, 24 ZTP Bh kb g K ) i%E %) Panorama J&, Panorama £ #x ZTP [ kil b 2231 PAN-
OS A& K T el % T RTBCIE R H AR PAN-OS fiiA, 40 ZTP Bk B% 122351 PAN-OS i AE
T HAx PAN-OS fliA, ] ZTP B KBSk A —ANTHJE ], 16 282005 H b PAN-OS FliA,

STEP 1| LIEBE G H 4y & %% Panorama Web #tifi,
STEP 2| ¥ ZTP [ k5% in %] Panorama,

STEP 3| i+ Panorama > Device Deployment (i% %1% ) > Updates (%#37) , k)5 Check
Now (7RI frelt PAN-OS BiiA,
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4% PAN-OS

STEP 4| %% Panorama > Managed Devices (%% %) > Summary (fid%) | ARGk %
AN ZTP Bj ki

STEP 5| Reassociate (FUHioxIK) Pk ZTP B k.

STEP 6| k& (B ZB— KIERNR HEHER,

STEP 7| 1f ToSW Version (% SW liAR) Zlds, &+ ZTP Pj k3&ny HFx PAN-OS i A,
STEP 8| iy OK (ff7E) PRAFEAINLIE H AL,

Device Association (O]
B Download Sample CSV
Browse...
litem | = X
COLLECTOR AUTO PUSH ON
D SERIAL DEVICE GROUP TEMPLATE STACK | GROUP LOG COLLECTOR 1ST CONNECT TO SW VERSION
' |
9.1.13-h1
10.04
808
8.0.12
9.18
9.1.3-h1
8.1.14
8.1.13
8.0.0
10.0.6
. - 10.2.0
(+)Add (=) Delete 9010
‘ 8.1.19
i -

STEP 9| &+ Commit (}£25) FI Commit to Panorama (f£%2%l] Panorama) .

STEP 10 | J¥)g ZTP [h ‘k k.
2 ZTP By kG 15 KiEH:E) Panorama B, ‘B4 H 3hTH B8 E PR PAN-OS fiiA,

« 1217 PAN-OS 11.1.0 1) Panorama — AN & 2% PAN-OS = 2 it A e 4 AT sz 8 B
KB, M 223G T A% R rhla) PAN-OS A, X5 228 H b PAN-OS JiliA,

B, s k5 B bR To SW Version (5] SW iiA) i~ PAN-OS 11.1.0, 3t
HAZBh K ESiZ 17 & PAN-OS 10.2, 28— KiER:E] Panorama B, JofEsz 45 Bl khs [ 2idk
PAN-OS 11.0.0, PAN-OS 11.0.0 oy 245 )5, B ki< A 37205 H #r PAN-OS 11.1.0 filk
KO

« Panorama iz17 PAN-OS 11.0.1 & ¥ & ioAKA—n &8 1 AE ¥ PAN-OS 1= ZER A sl ZE 4 i AT
WL e dit, M Je 2T % 4% 4% Bty rhia] PAN-OS - S5l A I R # A PAN-OS - 2k
A, SRIG LA Hr PAN OS 4E97hOA,

B, SR FEAE RS KBS H AR 2 SW A BLifi A PAN-OS 11.0.1, FF HLBH k5 (F 461817
PAN-OS 10.0, 74— &K #%#H%] Panorama I, PAN-OS 10.1.0 1 PAN-OS 10.2.0 “Z:$E 15 4T
TGRS B U KRR E S G, % FE PAN OS 11.0.0, S5 85 k85 1 3l 445 A b
PAN OS 11.0.1 fii A,
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STEP 11 | I&4F ZTP B kS & 5 T2 o
1. E %% Panorama Web 4L,

2. &Pt Panorama > Managed Devices (/51 %) > Summary (f§4) , AR5 SHi=E
ZTP [l k8.

3. IR Software Version CRR{ERA) FIUE A BoR IE A9 Hbx PAN-OS Fii A,

STEP 12 | X} J-Fr 45 Ak PAN-OS JH%, 162 1% M Panorama o[ i 7125 %) PAN-OS 11.1.
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4% PAN-OS

4% PAN-OS b T

FEART Ab 7T LA H 2 e T A?

e NTE O ZFEFVF TR
O PAN-OS 11.1.3 &0 % 51y 11.1 ek
O MG AR 2 A

AA PAN-OS 11.1 JeAriilV], IRJa#IR L A BR20E PAN-OS Bfiab T, LU U2 iAE 1B
ki 1I21TH9 PAN-OS oA iy i i DA 22 3L I M2 % (CVE), 2% PAN-OS B fibh 1 il {22
R CVE, EHLPHINGEY, I e B s 2 2289, A2 5 AR ] U A @ 2
225 PAN-OS O n] BE (HEAER N T . At 5 nT LI 2 i 2 B B b 17, DA
BOLAEHATAN TN R R R A CVE (BB ALY

ALK PAN-OS ##b TR &4 80% 4 H il (Monitor (IE4%) > Logs (H &) >
System (GR41) ) . THEEH Uk GBS F HE Palo Alto Networks % 7 3% #7711 T % PAN-OS
AN T,

Vo e o
o ik

e KE
VAP s o
4G
STEP 1| &%FIB5 kK% Web # i,

STEP 2| %% Device (%) > Software (¥ f4) , #J5 Check Now (ZHI:#) LIM Palo Alto
Networks 871 55 2 4657 S5y PAN-OS 3R E%N 17,

STEP 3| #rh (J5H) Include Patch (tu&#bh 1) |, LUE/RATA 7T A PAN-OS #4b T,
STEP 4| FI2quiadstr F 105 kK% E PAN-OS A% T,
it Version (JiliA) #FRZ70 E/R1Y Patch Fr&sk LoRB-48 T,

STEP5| %7 MorelInfo (FL(5E) , DEFKRAAN TG R, F0%EE =M CVE (EE R
Fr, DRGERHEEER RS PR kB e EERF,
STEP 6| Download ( F#) #fE4b T,

(LB HA) i O D) B2 HA X551 4%, 28T 1E#F Continue Download (4k%E: |
#H) LL N PAN-OS #4:4h T,

L) N EER AN T TE #idi Close (5RH)
STEP 7| Install (Z2%%) fh4h T,
D) 24N The,  #ifi Close (SRHD
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4% PAN-OS

STEP 8| Apply (M) #AEFNT,

ARG RN EOR T 2 PAN-OS B EAh TR T QB i), #dd Apply (B
) .

PR —ANIRESAEE, Eor PAN-OS 8RR T R P 2 aidk s, BB AN T, i
Close (<[]

R, R TS AT R Bl GEXE PAN-OS B f4h TR T N —ARBG k8, By k¥ A sl do e
.
STEP 9| (fVME HA) AR5 Kk HA X458 4% [-4¢%E PAN-OS B fh4h 17,
1. GFE HA X R & 1IBG K5 Web FLi,
2. i%&F* Device (#%) > Software (#ff) LLJz Check Now (7ZAIIE) .
3. Install (‘Z%%) BLERN T,
4. MARTEEE, EHTR BB K.

W
STEP 1| &33P k% Web FLifi,
STEP 2| 4% Device (%% ) > Software (§ff) , IFFHL#1% W E 1Y PAN-OS B4 T,

STEP 3| Revert (IKE) W{FH4MT
Y RGN RN E R B ko 22 PAN-OS 3 E4h T, Hiids Revert (K&
B ER—/NRESE, 2R PAN-OS B RN TR R0 ik s, B4 T)n, i
Close (KD
Iﬁjljﬂﬂ‘, AR TS HE AT R B 6EKE PAN-OS B FEAh TR T N — B k%, Bk B8k B 3 o8
)] o
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4% PAN-OS

fE2lk PAN-OS

e lli St M PAN-OS 11.1 BEZ11) 5 A M T-ae B2 LLRy L RERlcA (PAN-OS FRA I 25
R R A, BN 9.1.2 WHCH 9.0.8 A 9.0.3 K 8.1.14) | IR E )
IRERCA TP A CRATRIOR TPV =7 8 ik, Bl 8.1.2 o 8.1.0) . M —
A DY HERMCARE R B T 1 DI RERDCACI o] LUK BCIE N S S AT % LI ST 2 gE. 20K PAN-OS
11.1 BCEE R BIBCT 1Y PAN-OS JiloA, 1 Ttk 2 SR L sE AR HIBCIE . AE[A) —ZhsERA
MY AL ) 5 — DN YEY ORI, LK R A,

o BB KBRS RN LA 4E P AR
o RGOk B RN LA EDRE A
o %2t Windows fLEE

@ AL S RA DL AL, AN PLAL B R A PG ] fE 2 P B G Sl
BRHILE R G AR, X AUE T T —AN T B R 7 — AT REI R (31
g%?0ﬂ8i%,:xﬁm«ﬁ~@%ﬁﬁw¢W%ﬁﬁﬁﬁmﬁ(mmL&l&ﬁ
. ) .

QA W P S S, U T A T AP B A T O T B,
T T2 2 17 5 L T s i S P p e A L T

R 815 K St B2 21 AR RO 4E 4P oA
M AE AN LA ZBE, IR AE AT LAAE W) — DO RE RO TR B 21 ART I 4E4P oA, 1 C T LA
HIARCIE e RCAE RATROA 38 AN R A ARAERIROAR, BN, A\ 10.1.6 [£24 3 10.1.4 %
MNLES ROARBESL, O RAT I A 2 = A e A [l
EHTLL P P B 1 /) — D RERbAS () TH RS 44 b A

STEP 1| fRAF X ATALIE LA o
SRS KB E B QAL IE A %y, (A O AR R 2 i B 4% R A i
fEAH,

1. Export named configuration snapshot (&l CLar AR EIE)  (Device (%) >
Setup (i%[%) > Operations (#:1F) ) ,

2. EFENETFAZEITIEE (A0 running-configxml) 1) XML 3¢k, If8 OK () S

HBCIE S
3. KBS LR AT BB KSR, AR B L R, 4 n] LU e 24 i Bt
o

STEP 2| “ZZ3EIHRAES AR

A RLASOIT Dk AR BEL 1171 FER, )y LA, Palo Alto Networks
P st v, RIE, s DL Tahgg st Upload (1) sy s

1. Check Now (ZHi#75) (Device (#4) > Software (Hff) ) A JHFme(%,
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(PAN-OS 11.1.3 J2 Uil A ERAAOLT, B R e A RIAR R SRRt R A, S A
FEIRICA, 25 (M) Base Releases (JLflifiliA) kAL,
2. HEVEREHBIW AR, R A P %, 15 Download (F#) .
3. MESERUE, i Install (Z23E) w4,
4. ZEERITERE, WL k2 —FE R B
IR ER R, W Yes ()

MRAFPRE S, 1552 Device Operations (¥ 4##:(F) (Device (%4%) >
Setup (i%i%) > Operations (#(F) ) , AJ7i%L+F Reboot Device (FHJHKE) .

K5 B5 K R R 2 DL BT B RE e A
S LAN TARAL OB I AE TR BN A DI sE AR Z Wi IE AR I T BCiE . F THER DA B 8 AT n] 55 i
LKL, Wik, 1ES L&D HATEE, XFEERT DAV E BIBEI D BE MO I8 X SE B o, 7044
Bh K BERER B LART DI RE A Z i, VEBE TH2/ VT s 4,
GIgIN PAN-OS 11.1 -2 %) o L PAN-OS WA, TRDAR T 4R I e PAN-0S 10.1.3 B
Ed

ity PAN-OS 10.1 pgokc - o 1=y ek sl g 30 B Ax PAN-OS pic i g 2% e 4
5 PAN-OS 10.1.2 ;v 5.y PAN-OS 12.1 4 uj . PAN-OS 11.1 g o33 21y,

(ST LA e R B 28 LA DO RE AR
STEP 1| fRAF 4 HiAC & ST o
SRS KSR F ARG IE S, (B e e fE T R A A e 2
il B A o

1. Export named configuration snapshot (‘Fi! CLapAIALIE TRIK)  (Device (%) >
Setup (&%) > Operations (F3F) ) .
2. EFUEGTEABITEE (A1 running-configxml) 19 XML S0k, I8 OK () &

HBCIE S,
3. KBS PRAF RIS KA AL, AR B I A, 4] LU I A 3 B
L
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STEP 2| 24k b —DhaE o,

THEEHTRCARS, KU A B IR AR,

1. Check Now GZHI##) (Device (¥#4%) > Software () ) wJ JHgme(%,

N

‘%% PAN-OS 10.1,

2 PAN-OS 11.1 BEK BN DAy LI el A, T8 kE2 %) PAN-OS 10.1.3 B % =511
PAN-OS 10.1 i A, 1224 %] PAN-OS 10.1.3 5 &%) PAN-OS 10.1 K AJ, f&77
DIk 2052 1) H kR PAN-OS Jili A,

1. %3 Download (%) PAN-OS 11.1 W%,

2. Install (Z¢#%:) PAN-OS 11.1 W%,

P B FI0 HAx PAN-OS e, QR K Mm%, 15 Download ( M#) .

4. FEOCHKIG, 1 Install (235) mefg,

Select a Config File for Downgrading GEF ] TR MALE SCF) , Bk S/ ds
WA IO INBOZ S, AERBENEHL T, LR MILAE 1IEAE BRI MO TS B B R
AL, G, A8 T PAN-OS 11.1 F 2% 205 PAN-OS 10.2.2, ik
autosave-10.2.2,

GAER e, VEMEH LA 52— R Bl

o MRELRTEHEY), EHd Yes GB) .

R AL RE S, %% Device Operations (% #-#:{F) (Device (%) >
Setup (X&) > Operations (#:1F) ) , #XJi Reboot Device (H 3% .

f2% Windows fGHE
%k PAN-OS 11.1 J& - Windows 1Y User-1D B, 157 L2 P ARBE A Z BT AT LA~ 4

L

STEP 1|

STEP 2|

STEP 3 |

STEP 4 |

STEP 5|

FIIF Windows J1 14 5% B 3F1% ¢ Administrative Tools (5 H T H)

1%#¢ Computer Management (it7iHLE ) > Services and Applications (Jilz 5518 H £

)

> Services (k%5) , RJ X User-ID Agent (User-ID fREE)

1%EFf Log On (553%) , &% This account (i) |, X5 457E User-ID QR 2 i I F

%

i A Password (“%f4) Fi1 Confirm Password (ffii\%565) .
M OK () fRA7 Tk,
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PAN-OS J1 2 [ it i b HE o

2% Panorama Jif 1 TH A T bR bR, 1S T 2EEA n] BB i A DAL A0 ] iR I AL ]

BAFRAEVF nTIE L ], M CLI Al s SO ¥ e -

1. i A delete license key
<software license key>,

2. #H A delete license key
Software_Warranty<expiredate>.key.

i HTHY PAN OS B AF A AN T TR B L2 B S oA 5 — A Zh e R
VR RCA, Bidn,  AnRAE 23 1 9.1 IleA,
A4 10.0 fleAT gERE AT, 2287 11.1 ik
A, i gi#) 10.1,

R sh 2 T A i LA DR 2% T B AR 1T 77 2 TS B AR
SCE L LRI FH S B TR
Ro

ARBENAT K B A AE S o £ PAN-OS 9.1.3 J¢ T ishloArh,  dn g i Al

[1)5& Palo Alto Networks Zi %%, NI 2AZ5 %
PRI T BRI, HHITEL
fF :

1. SRBNE P ZFET

2. %% Generate OTP (L&

OTP) (Assets (¥%7”) > Device
Certificates (K#IE) ) .

3. 1t Device Type (% &RM) h, k£
Generate OTP for Next-Gen Firewalls (&
N—ARBh kBRI OTP)

4, BT PAN OS W& 5115 .

5. Generate OTP (/i OTP) FFEHl— &Mk
i,

6. DI EL G S 4y 6 e B K i o

7. i%3% Device Certificate (¥ 4%iIF
) (Device (i%4%%) > Setup (X&) >
Management (‘5#!) > Device (i%4%%)
> Certificate GiEf5) ) |, AJGiE#E Get
Certificate GGRIGET) .

8. Kl OTP Jf-#iidy OK (i)
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TR (G A B E R, BRSO R N
AR E s

LRI G S22, 15 Hid Check

Now QZEIRGE) . 1XB N EI 8 AR 55 2 iy
IR,

VMware NSX i il A 5 8 8T g 2%

VMware NSX fdifF & e T4 5 8.0 i [ Bl % 4
1o RIS FZAGE, W nT Do L% .

THAEI PAN OS 9.0 5, T 4 LI I 9 22
K.

T2 30 % R e O N 75 R AT IlAS 8221 5%
BEAR . AT Rt (KRR A N B A ) B 245
&, EZ Ml <xref to 11.1 Associated Software
and Content Versions>,

FREEVE nJIEAL TR EIRES, iR sy 52

FFo

ftDevice (¥%#%) > Software (#f}) v, H
i Check Now (ZHIFGHE)

X3 I ST IR 45 2 N T Bk TR K Bk
J:miq:ﬂ{é-/%\o

IARX A Web S~ F i, &M
request system software check.

Bl kS A DHCP file 5% 25 70 fic%s e 1) DHCP
Aokt

B 4 A SR FN], - LA ¥R A ISP DHCP iR 4%
PR A P R ZR 1 I

Bh K S R R sh B 4EP K,

1€ CLI H, Access the Maintenance Recovery
Tool (MRT) (Vj 44 k& T H (MRT), &
MRT # 1th, i%#% Continue (4£%4:) > Disk
Image (ffEme(%) . 1%E+#f Reinstall (Fr4
) <current version> o, Revert to (k&
N) <previous version>, & bl doT A 0 5
ESE S, 1%E#% Reboot (FEHTEZN) .

£ HA Bl b, TR B ks m, Bikssde | % — B0 KRR BRI R AR 2 S EERCARTY
ANEFIRES, R ERT KBS KIH AN S BN AW . FETFRE] T — AN LBk
A ZH0, WA KR AN TR R R
KO
P 0T T B KRR B B Bl K B AT 1 R
A,
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4 paloalter

TECHDOCS

TH VM 25155 K b

T2 VM 541 PAN-OS %t (ffiar)

4% VM %41 PAN-OS # At (HA %)

{1 Jfl Panorama 72 VM % 7%1] PAN-OS #k

T4 PAN-OS B fFileA GE - NSX 11 VM 5/ 741)
T+ VM 25175

THge HA Xy VM 27178

¥ VM 25015 K B RE R Rk
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T+ VM 52471 PAN-OS # - (Jf37)
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T4t VM %41 PAN-OS 4 (HA %)
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i [l Panorama 7+4% VM % %1 PAN-OS #ff
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THR VM RS K 8

T2k PAN-OS 2 fHhicA GEJ T NSX 9 VM & 41)
VLR BB

o LS I T NSX 119 VM 1 — G H LT (e 4 2 1 IR T VM RS J B,
] 245 B -7 SLriify OVF URL,

o LRI RS T T NSX 5 VM 51 — G BEE T, VM SR FBl JCHRT S rh B 0
52 VM 1190 % 5 5 0l %7 S 1) OVF URL,

NEE R T H B F95E 1T VMware NSX [ Panorama £l Panorama ffifl4H &, LA R TH2%
BT R

o N REDN THERNE A2 S H A A

o {F HA X T8 H T NSX 19 Panorama #if4:5 Panorama B, & 76 7T 24 #%5)) Panorama X
&, RIGTHE EB) HA X455,

FETHUN T VMware NSX f& 1) VM RS20, I EE MRl T TG00,
132 fead 5 FE PR S 44 Rl PAN-OS 4111,

PAN-OS 724514 Version 11.1 & later 151 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/vm-series/11-0/vm-series-deployment/about-the-vm-series-firewall/upgrade-the-vm-series-firewall/upgrade-the-pan-os-software-version-vm-series-for-nsx/upgrade-the-vm-series-for-nsx-during-a-maintenance-window.html
https://docs.paloaltonetworks.com/vm-series/11-0/vm-series-deployment/about-the-vm-series-firewall/upgrade-the-vm-series-firewall/upgrade-the-pan-os-software-version-vm-series-for-nsx/upgrade-the-vm-series-for-nsx-without-disrupting-traffic.html

THE M 5251 b5 K 45

Panorama and PAN NSX Plugin Upgrade Paths

s For Panorama upgrades, first upgrade Panorama HA Passive, then Panorama HA Active
e For NSX Plugin upgrades, first upgrade Panorama HA Passive, then Panorama HA Active
¢ Best practice is always upgrade one at a time (either Panorama or NSX Plugin)

VM-Series for NSX-V

Panorama 10.0.x with PAN-0S 10.0.6 last PAN-OS 10.2.x requires
FW 9.1.x or less NSX-V base images NSX Plugin 5.0.x download
Panorama | 9.1.x =® Panorama | 10.0.5 Panorama | 10.0.5 = Panorama | 10.1.x % Panorama | 10.2.x [X | Panorama | +=6==
NSX Plugin | 3.2.4 NSX Plugin | 3.2.4 = NSX Plugin | 4.0.4 NSX Plugin | 4.0.4 = NSX Plugin| 5.0.1 NSX Plugin | N/A

Panorama 10.2.x reboot Not supported
will perform automatic
NSX Plugin 5.0.x install

IMPORTANT! PAN-0S 10.0.6 are the last available base images for VM-Series for NSX-V.

VM-Series for NSX (formerly NSX-T)

PAN-OS 10.2.x requires
NSX Plugin 5.0.x download

Panorama | 9.1.x = Panorama | 10.0.5 Panorama | 10.0.5 = Panorama | 10.1.x ¥ Panorama | 10.2.x 1 Panorama | 11.0.x

NSX Plugin | 3.2.4 NSX Plugin | 3.2.4 =9 NSX Plugin | 4.0.4 NSX Plugin | 4.0.4 t=#{NSX Plugin | 5.0.1 NSX Plugin | 5.0.1

Panorama 10.2.x reboot
will perform automatic
NSX Plugin 5.0.x install

IMPORTANT! VMware NSX-T has been renamed to VMware NSX as of version 4.0.x.
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FEASTR W It O T2 NSX 19 VM AR5
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THR VM R A1 B KK

P —
Tk VM SR 7115
VM 515 KBS YF PTI R 2 UUID A CPU ID A BREAS VM RIS B ME— 7 915 . A
WE, TEARBCYEATIERY, HEVFATE S E] VM RIIBE KRR E SR, 3 LR,
VIE (SN L BRI P RO I
o WP ¥R TR R )/ Y T
o TR DAEARE H R A R, B, A VM-100 THEE] VM-300 5
" THRE R THER AR A i L sk, i HA L DUR R
W5 it 97k HA g Ly, iz /TR HAXTTID VM AT,
© LERAAT AEA S A, R K 3k BYOL gk v e, A K
el VM e e BT VM 5108 509241 45 o g UUID g CPUID,
ik, AELL PR F, S AR Y
STEP 1| WBUMORERE B U Btk VM RS K 5k .

FER BN T2, SRR e & A WS RE LR B2 T VM R FIBS ks LS Fr i s
i, RN RERWLIE R PP b 70 AR 0 B U5 3 R B A AT )

LA VM RSN SR EOR, 20 VM R 7115,
BRI T E R 3 VM RSB Kk, (75 2250 P REFULAIL DA S il 70l
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THR VM 25115 K 8

STEP 2| W& LT R sk VR TiE APL 5 4H
1 BFEEP LRI

fify R AL 2 T TEM R A VR T IER A R

2. (el %Pk Assets (¥577) > APl Key Management (APl %575 8)
3. B API %4,

tion Programming Interface (API) key is a unique identifier that authenticates a user or app calling Palo Alto Networks REST APIs. Each

ific Palo Alto Networks service. For example, Licensing APl key work only with Licensing APls, and Threat Vault APl keys work only witt

Pl key Licensing API v

ng APls to manage firewall licenses (e.g., renew licenses, register auth codes, retrieve licenses attached to auth codes, deactivate licenst

Licensing APl key, click the Enable link below. You can also revoke an APl key or regenerate an API key (which revokes the previous API

a

ate € 12/06/2024

STEP 3| felj ki I, fd i CLI 223 | — rh & HI APl 454
request license api-key set key <key>

STEP 4| (unnfLLusnl Internet) 7E Device (%4%) > Setup (i%i%) > Service (Ik%5) g HBA
kK% L) Verify Update Server identity (3&4iF 5 8T IR 45 28 bniR)

STEP5| Commit ($222) Hdi, Bl kI FHAT AMALE R P o 20 Rt IRV iy PA-VM
S GBI, A Panorama HESRI% P ATREAS AT A,
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THR VM 25115 K 8

STEP 6| JHe4si,
%P Device (i%%%) > Licenses (% r[iF) > Upgrade VM Capacity (72 VM & &) , KRG
S LA 5502 — G VF e BT )
o (Uil Internet) MVFRTIEAR S 2SR R VP WIER S — IR CAEZ ) L4 T BV nT
Wk, VA IR T .

(U7l Internet) {8 FISZAUIAS — (0 F L& TN VR T UE 8 F B2 AURES ) VM SR 5117
W, VIR BIE 2R TP EONIRIE ., RGuEE R, % A Authorization Code (FZAU1X
i), R Hd OK (i) .

(L) Internet) T3l FARVFAIIE RS — SR kRS Ll Internet RS2
FEITPY, BRI, M AT LAV A Internet (T EHLE S CSP,  FERF nfIES 4 ik, %
HAE R 515 KBS T /) — TR, XK I AR BIR kB .

STEP 7 | SRR KB B Y IRAFVF T,
fr. Device (iX#) > Licenses (¥fnJilE) UL I, HlEIe UL HE Y T ik
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TF2l Panorama {4

Panorama fai{4- 2 /B 2% 1 = =R I

NEIU T s TR S T S e
Yo, B IR/ SR T, 4598 PAN-OS 11.1 feARmy 445 &,

OS 11.1 &Ar W,

4 1: Panorama i {4 T+ 2/ B 2 =R I

{ETT 24 %) PAN-OS 11.1 A PAN-OS 11.1 fig AR

B2 PAN-

Panorama fdiff

«  AWS i
«  Azure ffift

» Kubernetes i}
o ER{EBS K BEVE T 1

« SD-WAN #ff:

o IPS B4 e e ik

. ZTP ik
- 4ol DLP #iff

» Openconfig &

« GCP #dft

+ Cisco ACI ffiff
+ Nutanix ffi¢f

« VCenterfdiff

THE 8 T

T % PAN-OS 11.1 .~ 11,

St T2 M AE Panorama BV T A
HhrE, ez FE PAN-OS 11.1
Y H#Y) Panorama R A, X
e T %] PAN-OS 11.1 Fr
EPATHEE, B RIELN S
B, BSR ravERE,

(7= DLP) %% Panorama 712
#l] PAN-OS 10.2 i, #A2ite
1517 PAN-OS 11.1 5 5 F il A
BRI AT 52 Bl KRS 28 7
R N 22 A 8520, 1X &
FIH AT 205 PAN-OS 10.2 19
i)k DLP 8 2K e i 5 i i
LA B KBS R LRI,

(42 DLP) n#k &It 4s
Ml DLP fic i %) Panorama fiil it
Hr MR RIESE T SC I
TR A N R Y HERR I UE

(SD-WAN) PAN-OS 11.0 ~%
Fr SD-WAN 2.2 Fil i SRR AR
Panorama {4,

{2245 SD-WAN 2.2 &l 5

Jili A1) Panorama fa@i{EIE, ¥
Panorama % BRI 45 25 FH 2 £
PAN-OS 11.1 &5 £ SD-WAN
i F F2m /£ Panorama Web %
i e 5 £ SD-WAN i i 4 il
b, fEXXPIFRGOLT, HEELL
ZEETY) SD-WAN 3 {4 b A
1% SD-WAN it

LR 1

2 PAN-OS 11.0 &g, T

Zi T # PAN-OS 10.2 F1 51 il
A FE1Y) Panorama fl{E il A,
FH T35 4E Panorama BT A
Hirk, ARENEL, 1ESH
Panorama i {44 25 H k%
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TI-2% Panorama Fdi{4:

SD-WAN

THR: R T

4 Panorama B2 72 % PAN-
OS 11.1 3% Panorama i}
M SD-WAN 2.0.0 [l AT}2 5
SD-WAN 3.0 ik A S5, L5/
Panorama ¥l A SD-WAN &
") SD-WAN 2% 17,

5% SD-WAN Z2 {7 2> AT
B 1) SD-WAN fit i, {14
%35 T SD-WAN 3.0 ity
Panorama #dif g [ AT % 5
19 1P Hhk. B&3E RISy 44 24
JE o

Xt§ SD-WAN [ %,
TT-2% %] PAN-OS 11.0 J54¢
Panorama F%Z:4: 1 36 H T SD-
WAN 3.0 Ji/¥) Panorama #difd:,
M523 B Panorama L1t SD-
WAN 2% (-,

1. & 5% Panorama iy 5517 9%
I-F'_io

2. %W Panorama -1 SD-
WAN ZZ 4%,

admin> debug
plugins sd_wan
drop-config-cache
all

R4 1 5 = I

LO
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TF2% Panorama #fifF

T+ Panorama #f 4

(EHILL M BRI 4% Panorama 8 BE IR 55 i [ AL R & Bffif (oA, T4 Fim s tsE 2 —
i, A IR R T IR TR B iR HTHY VM-Series i £F,

o Tk DLP ¥k

o T4 Panorama Interconnect i

o T2 VMware NSX 1 Panorama fdi{:E), 152851 | VMware NSX (1) VM-Series 1Y,
STEP 1| &S Ml i, 1454 Panorama Ffi {2 £5 1 (i PAN-OS i A,
STEP 2| #% Panorama {1 i W],  LAffE S8 B FRFE A,
STEP 3| #E&Panorama Jdifd: T+ 4% /B 4% 1 = - 1L,

STEP 4| Mk,
1. %+ Panorama > Plugins (4&ff) .
2. ifffCheck Now (ZHIR#E) LUK T I B 41 5%,
3. fEEfEYIhi% £ Download (F#%) DL Faddift:,

STEP 5| “LUefift,
Wt E—D i FERRUSEIEROR,  Hiai Action (FR(F) SIhiy Install (42d%) RDwp 234ttt %

HOEH S, Panorama <2 1E .

tr Panorama HA s i s SeABIRRS V0 VB0 5 0K 2 B KG e PR S B )
KGR L (R B LRI, AR PRA . 0, AR
(E RS O LAUEARIFIE, Rt SRR T SE (PR

STEP 6| ik f&nr LA I LA CLI fr S BB TR H ik,

tail plugins-log ... tail mp-log plugin install.log
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T+2% Panorama fdif4:

T2 Ak DLP -

{E4E 1Y) Panorama ™ A4 B AR 5% 28 b 2% I 8 ol BoE KB (DLP) i
152 i Palo Alto Networks Panorama ffi (1 e 25 il & F H sk DLP $&¢F A BT 2210 i (K
PAN-OS A<,

STEP 1| %%l Panorama Web #ii,

STEP 2| 7+4% Panorama 1))V DLP $@ A,
114 Panorama A& i) E (HA) fidie, J{E Panorama HA 4% 4% R E XM IR,
1. %% Panorama > Plugin (Jfiff:) Jf Check Now (7RG ED) ity dlp i lhiA,
2. Download (F#) Jf Install (Z%E) etk DLP ik,

3. WEhEEE A OR S5, 2 Panorama Dashboard ([ 55#) I 765 S S/ N R AR rh
iF Plugin DLP (i@ DLP) RAIE & BonIE T vy ik DLP #if: A,

STEP 3| (L7122 4.0.0) il ]k DLP Zdls i 2%, #% Max File Size (e KX SCHE R/ NN - 51
20MB = H/),

MAENY. DLP 3.0.3 5 5 5l A9 Panorama ffi - 7+4% £ 420l DLP 4.0.0 i}, X&), AL
N G N NSV VNI SV N Y i
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TI-2% Panorama i

T+2) Panorama Interconnect fdif4:

i J N ZIFL 4 Panorama 27 28 Al Panorama 5 55 - 714% Panorama™ Interconnect #dift, 714%
Panorama Interconnect fif:i}, AA1JcTHZ Panorama #:il2s, X5 156 Panorama 7 i T+ 2 %)
SPeH s MR MAEE A, £6 Panorama 1050 R E IS0 i F AR 6201 5 185 4E Panorama 4
T2 2B AE A OAR — 2, itk Panorama £ 28 A1 AT Panorama 5 i P38 {4 Wi AR PR )
¥,

IR I — K2, )
STEP 1| %+ Panorama #2128, i

b

%2235 Panorama Interconnect #i ¢,

& %% Panorama Web #ii,

i

STEP 2| 1£ Panorama #2128 -7+2% Panorama Interconnect #if4:,
1. %% Panorama > Plugins (#fif}) , AJ5{#% Interconnect.
2. Download (F#) 3 Install (Z2%%) HrY Interconnect FfifEIl A, 24 G, ¥ HHL

— 2T R,
3. IGF Dashboard (X F#) J& 1 W #4247 Interconnect f&1E A,

General Information = x

Device Name  Yoav-Panorama
MGT IP Address
MGT Netmask
MGT Default Gateway

MGT IPv6 Address  unknown
MGT IPv6 Link Local Address  feB0::250:56ff:feda:e6ee/64

MGT IPv6 Default Gateway
MGT MAC Address

Panorama

d managemeant-only
(GB) 8/16
CPU ID
uuID
VM Mode  VMWare ESXi
Software Version  8.1.2c15
Application Version ~ 7999-0000
Time Fri Sep 7 14:20:28 2018
Uptime 107 days, 0:03:15
Plugin interconnect  inkerconnect-1.0.1
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TF2% Panorama #fifF

STEP 3| 1£ Panorama 7 ii - 7+2% Panorama Interconnect #&if,

1. %#¢ Panorama > Interconnect > Panorama Nodes (Panoramai i) , ik —/ %
A~ Panorama i i1, #XJ5 Upgrade Plugin (Gt Zuddifd) .
2. IRUEPTIENY Panorama 15 i, FRELTE OK (ffiE)  FFIATEIETT .

Do you want to upgrade following selected Panorama(s) plugin?

panorama-nodel

D

3. SEHEMETIE TIESE (s Completed) . #idi Panorama > Interconnect >
Tasks (f1-55) LAAFE LIFdHE,

Admin ID Job ID Type Start Time End Time Status

-
[=]  admin [ 05624D4E-A29E-432D-AE07-328806F50E6B : PLUGIN-UPGRADE 6/19/2018, 10:57:09 AM 6/19/2018, 10:57:20 AM Completed

4. JrER )G, #%F% Panorama > Interconnect > Panorama Nodes (Panoramai i) LLI&
iE Plugin Gifif) ARSI -9k Panorama =15 a5 1 ff il A,

Name IP Address : Plugin Software Apps and Threats

interconnect-1.0.1- 8.1.2-c15 8021-4730

-
panorama-nodel -
-
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TF2l Panorama {4

2/ TF R 4% PAN-OS B AT SD-WAN #ifF

FEAT A ] EA(E T 2 ERREMETA2
« PAN-OS o SD-WAN plugin license
« SD-WAN

DAZSU CR B AT 1) P 48 SRRV e PR PRI ITIRAS , FRAERE TR LD RE LB L iE, SD-WAN T}
25 T ] 5 0 25 B T2 5 SD-WAN 8 4 A G- 2517 Panorama & HE Al 525 A1 Palo Alto
Networks Bl k3% .

(EFFIASEIRI TR M S R 2 B, AR 240 T et R, i R TS, 5 B 24
241 SD-WAN H (I A A AT 3T RIS 2 A «

PRSP AT I Rt 2 2 Wi, 1 PRI 2 DL 4

o B NHRE EITARLE,

o iEZ I Panorama fdi {1 g A VE A, DA G E T SD-WAN (19 Panorama f&iE1 RFAN A 5 |
AHILIHE,

« 1A AT Palo Alto Networks ¥ #1975 B 63 7 [l ALBR

JeRAR M

fE7+2% Panorama HA Xf .2 Bif, 1855 DA BRAFECIE SR, BUEEOR SR R IR R B IR A& I R N AR
AR
£ Bl SR
A AT BCE SO, R 2 BT Panorama MR K SR AL IE -
o TETHR A 2 i Panorama R KBS,
o RAFFHFH Panorama B KBS E LB % & o
o (RATIESHIED JCBERE VKR &
TR T B E (], W] LU A Panorama 8 FEIR 25 B8 A BRIV B s BRI 450y, (T L
e RAR L
e AR SRS
A= B TR H R AR S SRR
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TF2% Panorama #fifF

1. %&F¢ Device (%% ) > Support (37fF) I Generate Tech Support File (4= AR £

) .
ILAHERRAS HA RS AR AR S e DU H Y

0 AR S SO RE T B L BN 18], I HLAE O A P 5 1) FL AR ) 4B 2 A5 A

[l

Support

Contact Click the contact link at right.
ExpiryDate January 21, 5024
Level Premium
Description 24 x 7 phone support; advanced replacement hardware service

Activate support using authorization code

Production Alerts

No Production Alerts

Application and Threat Alerts

No Application and Threat Alerts

2. BEUR BRI R SR, il Yes ()

Generate Tech Support File

9 Proceed to generate tech support file?

- -

3. #.i; Download Tech Support File ( F#F AR  # 0 4)
h,

Support
Contact Click the contact link at right.
ExpiryDate January 21, 5024
Level Premium
Description 24 x 7 phone support; advanced replacement hardware service
Activate support using authorization code
Production Alerts

No Production Alerts

Application and Threat Alerts

No Application and Threat Alerts

Links
Contact Us

Support Home

Tech Support File

Generate Tech Support File

Stats Dump File

Generate Stats Dump File

All devices

Core Files

No Core Files

Debug and Management

No Pcap Files

LUK AR A7 AE B K B 5 Panorama

Links

Contact Us

Support Home
Tech Support File

Generate Tech Support File

Stats Dump File

Generate Stats Dump File

All devices

Core Files

No Core Files

Debug and Management

No Pcap Files
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LEAEGRASI N AT AR
ff PR BREANBE KR Panorama HA XTERIE 1T 5o N 45 k17 (Applications and Threats (5 27
R ) A,

T 45 55 J 43t Fin Panorama p AR B8 322 B h ) B AR 1 Applications and Threats ( 3;
HEET R | FREE T .

uuuuuu

25 8047

ZIFEIIIEIZIEEEZT X
§§8388888¢8¢88¢88E 2% ¢

uram + e F ke

SRR AT, T RSN PAN-OS By A3 I IS N2 kAT (Flin

Applications and Threats (3 IR 7B ) ) R, 1 55 D585 W TR 7 FIEC N A 75 500 fz 1

BT PAN-OS JlAI B KBS A Panorama 2425100 5 5 PAN-OS A G- R M0 i (KN K AT
(Applications and Threats (N JHFERFUEIN) ) WA,

LU T AR AL P F 2235 5 PAN-OS AR N B RKATHOA -

1. % TBh ks, i%$% Device (#%4%) > Dynamic Updates (12 % %1) ; %1 Panorama, i%&#%
Panorama > Dynamic Updates (s 5471) , L& Applications and Threats (27 Al
B IS B

2. %+t Check Now (7RI A) Dlarsi v HIm BRT 415K,

3. $%)5f Download (F#) MINAINERITHOAR, BE FENATH CES, ZNERITHIOR
1 Action (F:fE) #8582 M Download ( F#) H A Install (Z23%)

4. 7t Palo Alto Networks i% %% I Install (“Z23) #7,
Tt2% Panorama (1) #2571 & 100

LA FJEAE Panorama B AR 55 28 1 TF4 SD-WAN 47 {2 Jil A< s () B S0 3 o T3 «

o (VP HAFE) EEIHIEES) Panorama 41 H A AH [ Panorama B ¢FEA1 SD-WAN $di i)k
K,

o (VI HA T E) fETFR 2 e DA R sc slibe se 430 .2 i, o Panorama FlI Palo Alto Networks
AL KBS R AT HARZS,  DAEBR A i T oo = i (K,

o IR HATR Panorama BECA S T PAN-OS JifiAs,

« £35% SD-WAN #fif-ii A1) MongoDB [R5k E, 1§25 MongoDB 1 SD-WAN Z 4 78 1= 75119
RS
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TF2l Panorama {4

@ = CHAE) g TRk s Fi s Panorama HA g,
* 5 SD-WAN sgipgst- g, g assiive Palo Alto Networks gy 15t CLI 6 54047
W (EREBIAT) o WURIIT s i e, Bk ERE
B by 4 SD-WAN iz,

THRSERG, EIE TR A2k,

SD-WAN i {4 i Tt 28 Rl 2 14 4%

{Efuf b my LA T 2 wERM A
« PAN-OS o SD-WAN plugin license
« SD-WAN

FETH 2R Sl 2 SD-WAN it 2 i, S5 ZR0GE 7] DUNES K 4 2 il 21 SD-WAN Sl F kAT
A SSRGS 3 ROAS

AR T SRS BT

@ gty SDWAN Sk, T g BA TR 20 A S A 2 B R AT
U
i, A L 5 A SD-WAN g Ac 3.0.7 71975 SD-WAN 4 - g ¢ 3.2.0,
FBA e SD-WAN 3508 3.0.7 2 s s i 1 SD-WAN g 4 3.2.0,

(FE, T M AT T 430 B AR TH 03 ) — 5 S5 8 K B MR I o — NP IR,
o, 7 LT (] SD-WAN 2.2 51 g 5547 ] S ity SD-WAN 2.2 Jege e g

© sy SD-WAN Sfipt 13 0B S0 BA T AE 18 A W7 24 IR 2 I R A
WA

G, SIS Fe A SD-WAN i o g A 3.2.0 e 2 55) SD-WAN 4 oy 4 3.0.7
Joihi 17 SD-WAN gt 3.2.0 2 5 4 v SD-WAN g4 3.0.7,

I, (RTINS, A% 5% ey SD-WAN B kb A w4550+ %
T 2] B 1%
SD-WAN & {119 TH2 4%
TH g E RS BRI
o TFGE — TR 24T SD-WAN JfERA,
o T3 SD-WAN FifE A — %77 LU 24 §i7¥s SD-WAN i B A T2 2179 SD-WAN 3 £: 52
AHN#,
o TFEI SD-WAN A (HErE)  — FeATEE U M i SD-WAN 4 £ 1 AT+ 5011
SD-WAN #{E i A

Bilh, s rr LA SD-WAN i flilcA 2.2.1 TH %) SD-WAN 4 filoA
222, 223, 224, 225, 22.6 X EH 2.2 A, HIE, {EATAA4T2017 SD-WAN F Il AR
(222, 223, 224, 2.25. 2.2.6 X HEH 22 WAR) b, BATHEG(EHINOR 2.2.6, 511,
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TI-2% Panorama Fdi{4:

IR SD-WAN 2.2.1 71445 3.0.7, WIAREEEETH . AR SD-WAN ffifh M 2.2.1 T+
F2.2.6 (HEtehicA) |, ARG I3 3.0.7,

LLFJE SD-WAN $fEAR R TH kAR . 24183017 SD-WAN THEIS,  HFRE oA A TiE i id

Fi,

M CHATLLERIRA) THR THEE FeVF(E ) SD-WAN #fi | T2 #E 17 (T ) SD-WAN i

TERA TN

SD-WAN i 2.2 hlcA

221 222. 223, 224, 225, 2.082.6
KT 2.2 TieA

2.2.2 223. 224, 225 226 | 2.2.6
S 2.2 R

2.2.3 224, 225, 22,6 KHEEH | 2.2.6
2.2 jR

224 2.2.5. 2.2.6 X E 2.2 ik 2.2.6
A

2.2.5 2.2.6 KW 2.2 AR 2.2.6

2.2.6 « 3.0.7 K& 3.0 Ak 2.2.6

« 3.1.3 I 3.1 ok
o 3.2.1 S 3.2 ok
« 3.3.0 L H s 3.3 oAk

SD-WAN i 3.0 ilcA

3.0.0 3.0.5 —

3.0.1 3.0.5 —

3.0.2 3.0.5 —

3.0.3 3.0.5 —

3.04 3.0.5 —

3.0.5 + 3.06 3.0.7-
° 3'0.7 &%%H/‘J 3.0 HjiA h2\ 3.1.3\ 3.2.1\ 3.3.0
« 3.1.0-hf
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M CARTLZEERIA) T2

THREI e VF 1) SD-WAN $i | T2 HE 5 (4 11 ) SD-WAN i
R A Rl A
« 3.1.1. 3.1.3 ¥ En 3.1

JlA

« 320
« 3.2.1 KSR 3.2 Ik

3.3.0 JHEny 3.3 oA

3.0.6

« 3.0.7 S HE S 3.0 oAk
« 3.1.3 XS 3.1 oAk

3.2.0

o 3.2.1 ¥ 3.2 ok
« 3.3.0 L H S 3.3 oAk

3.0.7-
h2. 3.1.3. 3.2.1. 3.3.0

3.0.7

3.1.3 Ly 3.1 oK

o 3.2.1 M 3.2 ok
« 3.3.0 L H s 3.3 oAk

3.1.3. 3.2.1. 3.3.0

SD-WAN Hiiff 3.1 il

3.1.0

- 311
« 3.1.3 &SI 3.1 iR

3.2.0

o 3.2.1 M 3.2 ok
« 3.3.0 L H S 3.3 ek

3.1.3. 3.2.1. 3.3.0

3.1.1

3.1.3 K ULy 3.1 iR

« 320
© 3.2 ME S 3.2 ek

3.3.0 M &y 3.3 A

3.1.3. 3.2.1. 3.3.0

3.1.2

« 3.1.3 M H S 3. ek
-« 320

3.2.1 M HERY 3.2 foAk
3.3.0 K % Emny 3.3 oAk

3.1.3. 3.2.1. 3.3.0

3.1.3

« 3.2.1 XS 3.2 oA

3.3.0 L iy 3.3 A

3.2.1 #13.3.0

SD-WAN i 3.2 A
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M CARTLZEERIA) T2 THREI e VF 1) SD-WAN $i | T2 HE 5 (4 11 ) SD-WAN i

EREN A
3.2.0 o 3.2.1 S 3.2 ok 3.21#13.3.0
3.3.0 S 51y 3.3 fleAk
3.21 3.3.0 K 11y 3.3 A 3.3.0

SD-WAN i fFy g kA
G B2t 15 LR AT T
o WL — KRN 2 5 SD-WAN #ifk Bk,
o WAZLEI) SD-WAN $i A — 352087 LUK 24 1) SD-WAN #i I A 42451117 SD-WAN #i
PEMIRS 22,
o WAZEIT) SD-WAN HEPEBOR  (HEFF) — B0 BT M 2 i SD-WAN 4 A I 2051 1y
SD-WAN 3l 4,

LL 2 SD-WAN $E fE ARk AE . 29183017 SD-WAN BRI, ikl S hdrit it

R,

M CHBTZLEINA) BER B2l 21 0 VE (6 T SD-WAN i fhibA
222, 223, 224, 22551226 221

223. 224, 225M22.6 222

224, 22571226 223

22581226 224

2.2.6 225

3.0.7. 3.1.3. 321 #133.0 226

3.0.5 3.0.0. 3.0.1. 3.0.2. 3.0.3%13.04
3.0.6. 3.0.7. 3.1.0- 3.0.5

hf. 3.1.1. 3.1.3. 3.2.0. 3.2.1 #13.3.0

3.0.7. 3.1.3. 3.20. 3.2.1 /1 3.3.0 3.0.6

3.1.3. 321 M1 3.3.0 3.0.7

3.1.1. 3.1.3. 3.20. 3.21 #13.3.0 3.1.0

3.1.3. 3.2.0. 3.2.1 f13.3.0 3.1.1
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A (HHTREHIRA) B2k [ 90 V0 1119 SD-WAN 6 1A
3.1.3. 3.20. 3.21 /13.3.0 3.1.2
3.2.1 1 3.3.0 3.1.3#13.2.0

7245 SD-WAN ¢4

R Panorama™ A5 AR 55 2s AIBG KBS (5 SD-WAN) | %234 SD-WAN $i A .

i#5 Z= %] Palo Alto Networks Panorama i ¢E a2 il IFE7E H s SD-WAN Fi 4 i A BT 210 fe
{5, PAN-OS fili A<,

STEP 1| %% Panorama Web 7,

STEP 2| {£ Panorama I-Z:4% SD-WAN #fi{f il A,
I Panorama Ay a] ME (HA) BdiZ, WI7E Panorama HA %55 ik 45 FEEIX N8,

1. %% Panorama > Plugin (ffiff:) 3 Check Now (7RI #E) i) sd_wan 5 1:fi
j'_‘\()
2. Download (N#k) Jf Install (Z%%) iy SD-WAN HfifER A,

STEP 3| zh2edsyridith A )5, 775 Panorama Dashboard ({%3%#¢) 3¢ General
Information (GE¥UAE ) /INEBLEHIGIE SD-WAN FfifF A & SR8 C22E 1 SD-WAN
FEERAS,

FIH SD-WAN #fift 712 Panorama = ] X ((Esh/#%30)

{EArT &b ] DA(E T 2 TERMTA?
« PAN-OS o SD-WAN plugin license
« SD-WAN

MR Panorama & Il 5% &5 IE (LIS 17110 SD-WAN $li T A 16 T kA%

Panorama iz 1711 SD-WAN #f {4k A P IE L IR

1.0.x Panorama HA %J: ¥ SD-WAN #itf 1.0.4 7}
T 2.2.6 WA

2.1.x Panorama HA Xf: # SD-WAN 4} 2.1.x 7t
9H 2.2.6 Ak

2.2.6 Panorama HA X7: # SD-WAN #fif}: 2.2.6 J}
20 3.0.7 WA
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TF2l Panorama {4

Panorama HA %f: ¥ SD-WAN #fif} 1.0.4 712451 2.2.6 A<

MIER) Panorama %245 1 1.0.x F 2.2.x Z[A]1T (] SD-WAN fdi- ARy, %2572 SD-WAN
HECERA, W40 T 28 % SD-WAN FELE A 2.2.6 (A EErhla i A) . N2 SD-WAN
2.2.6 AW EHIAE. HHAREER. MERESG g s I AE,

IR & A Panorama BE AR = T PAN-OS JiliA, #4n, 4k Panorama fili ANy 10.1.9,
2 PAN-OS Jilt A n] LUJE 5 541 PAN-OS 10.1.9 filiA,

AT R Z 0, BT 2% Panorama 11 i1 25 2 45 001,
PR AR £ F DL TAEmREE T HA SD-WAN 2.2.6 64l Ar) Panorama HA %7

STEP 1| 714 Panorama 45 Hi i 55 Be i A

1. )\ Panorama 9.1.x JT4h, & E3hF14%5) Panorama | F# 31424 Panorama 10.0.7-h3,

2. M Panorama 10.0.7-h3 FF1f, 1 X3 H#:5h Panorama [ N#{FE28: 581 Panorama 10.1
JiliA,

3. ¥ Panorama JI¢EI 58T 10.1 AT, A #E F 3 Panorama S G (R fe 8 F3RES, 4430
Panorama J& {5 (R FEABBPIRAS o IR HACIRSE AR L, MITHF ), &0, 555l
sl U4, DAORFETH A0 HA XPIRES

SR TR BN, E HIRA Ay A BT 3 HA X E R LT CLL fr s,

admin > request high-availbility state suspend

admin > request high-availbility state functional

admin@sdwan2-panorama-2 (secondary-active)> request high-availability state suspend

Successfully changed HA state to suspended
admin@sdwan2-panorama-2(secondary-suspended)> request high-availability state functional

Success fully changed HA state to functional
admin@sdwan2-panorama-2(secondary-initial)>
admin@sdwan2-panorama-2(secondary-passive)>
admin@sdwan2-panorama-2(secondary-passive)>
admin@sdwan2-panorama-2(secondary-passive)> I
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STEP 2| WA configd Hi&.

(A P U ) 2% SD-WAN 6T+ %) 2.2.6 20, & A WAL FE A Panorama HA Xif
-9 configd H i,

admin> tail follow yes mp-log configd.log

mFAEHIT tail follow yes mp-log configd.log i AHI DL FARIG R, R
)45 Panorama i) Mongo DB /~[d] 4,

TR P EE ] R
1 (AL ) fEE 8R4 3h Panorama A3 Ed5 & pan_oplog.

admin > debug mongo drop database pan_oplog instance mdb

2. (A EOiEL ) AE XS #E) Panorama TR 5 configd,

admin > debug software restart process configd

admin@san_panoramaNew> debug mongo drop database pan_oplog instance mdb

No collection given, drop the whole database pan_oplog instead

MongoDB shell version v3.6.19

connecting to: mongodb://127.0.0.1:27@17/pan_oplog?gssapiServiceName=mongodb
Implicit session: session { "id" : UUID("a4b4b22a-5629-4a63-b80@-67d5fdb888d8") }
MongoDB server version: 3.6.19

{ "dropped" : "pan_oplog"”, "ok" : 1 }

admin@san_panoramaNew> debug software restart process configd

Process configd was restarted by user admin
/usr/local/bin/panorama-cli: line 2: 26563 Terminated Jusr/local/bin/pan_cli -c

FHTE 30 configd I, WIHTAHN.MY Web A AT @ 517 4 M, 0 G300, BB ANSET I
L F2 & % mongo pan_oplog 4%

@) ST G R b j configd [ i

STEP 3| {£XE3hF1#%5) Panorama |- F#3F 72208 SD-WAN i (il 4 2.2.6,
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STEP 4| (/& i 1) fE X FIsEE) Panorama - SD-WAN £ 4,

admin > debug mongo drop database pl_sd _wan instance mdb

admin@sdwan-hw-panorama(secondary-passive)> debug mongo drop database pl_sd_wan instance mdb
No collection given, drop the whole database pl_sd_wan instead

MongoDB shell version v3.6.19

connecting to: mongodb://127.8.0.1:27017/pl_sd_wan?gssapiServiceName=mongodb

Implicit session: session { "id" : UUID("c6dcb502-4582-4a0f-90d7-19a@becf8773") }

MongoDB server version: 3.6.19

{ "dropped" : "pl_sd_wan", "ok" : 1 }

X &[] 4 SD-WAN Mongo DB & T b S5 Ty 4 3%

STEP S| (frflilisfsesl ) aifl42 52K F 1230 Panorama 1) 2k,
Number of failed attempts since last successful login: @

admin@sdwan2_panorama(primary-active)> configure
Entering configuration mode

[edit]

admin@sdwan2_panorama(primary-active)# commit force

Commit job 5387 is in progress. Use Ctrl+C to return to command prompt
e0e11%.77%.80%. . .. 91%. .00 100%

sd_wan plugin validation: Config valid

Configuration committed successfully

Disk 'A' on log collector @007AQA994 in group lc-groupl has a size of zero bytes

[edit]
admin@sdwan2_panorama (primary-active)# |

eI SD-WAN Ffif-TH g )n, #4401 Palo Alto Networks 4 it CLI fir 5 P4 T i 2 52
(FERCIERG T) o IR T i i m bl 5 22, WA E K1z Lrfirg SD-
WAN [ (&,

STEP 6| #1T Panorama HA TF ¢ /5# 2 DL T 45,
1 G0t o SR TIRPRIEHE R, RJG % 13l Panorama thid) O S g B A Tk B HE R

2. %% Panorama > Managed Devices (JL/E%#%) > Summary (%) | FEAE R &R 2 0L
NIGUFE E B A4 5 Panorama 1% 5 2H R B 45 [7) 2

3. Juiik SD-WAN Al (FlanbziE. BGP. 8 ID Mt ) & 5 77 45 U,

272 Panorama HA zy 5 sesgy ID. - PSK P gz - IPSec g szt 1
ATHE BT, X2 SD-WAN gy,
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STEP 7|

(E77) THOEREIB K it o

Panorama HA X T2 2 iy, Wl LR —THJOE BV ORI ) 52 8 g, e N S2 B KB TF s T
%, RIGTHHOBE KRS (OS2 RO Bh kRS n] DUR AN BG KBS HA %) .

AT AT AN k8% 1 # 75 SD-WAN i Fn s gie,

1.

7.

S E SR I 2 O ERE, STRT A BNCEE TN gk, #%)5 Commit (§252) f2
%2 Push to Devices (MERF &%) . X IUE—DNIRAENGS, 5 AEMAARE B HTHg0E
i

Ethernet Interface ®
Interface Name
Comment | sample
Interface Type Layer3
Netfiow Profile None

Config  IPvd IPv6  SDWAN  Advanced

Virtual Router  vrouter_panorama_branch
Virtual System vsysi

Security Zone  branch_zone_panorama

_______________________@men

. K75 SD-WAN fil i Fizh e,
L BATHR B K, BRI AT 5 KT R
LI T BT 5 S K B

1. TP —xt 7 37 HA 87 4% % M Panorama JiliA 9.1.x 714 %1 10.0.7-h3, X5 T2 5l i
A Panorama 10.1 fli A,

MARAT T 1) 5l Panorama i REE RS KRB $2 1 R RE A T i N

g%, Commit (f£4¢) Ff Push to Devices (Mt:Z%i%4%) . 5EH Commit All (23042

) f7, fEE SD-WAN BLE A EyaE, X PUE—ANRIETES), B e RACE BRI B AER) K
w2 TR

N

- FIRLL M BRI O Bh K JSE RSB KR T, ARG TR T DBy ke, X

SR,
1. R — X bt HA 5000571 % A Panorama fid K 9.1.x 7124 #) 10.0.7-h3, )5 T3 i
Hi) Panorama 10.1 fifi A,

MAIT T2 1Y) 5 Panorama FR R E B KBS $2 O TR R L T i N
g%, Commit ($£%2) Jf Push to Devices (ME=F|%4%) . 52 Commit All (23642
) i, FrEr SD-WAN Bl iE FIhbe,

RKAUE—NIUETRSN, 5 A PR ACE B HAERD KB TR TR

N

. 1%&#¢ Panorama > Managed Devices (L5 % %) > Summary (%) | FFAER & HEYE T

NIGAE EBhFI#5) Panorama 1Y i3 8 4 RIS 15 [] 4
THRsE)a, WS THRIA AL,

Panorama HA %7}: ¥ SD-WAN #fi4: 2.1.x F+ 2 51| 2.2.6 hii A<

4 4(1) Panorama %% | SD-WAN JE A 2.1x I, A9 T12% SD-WAN IR, 040
ST+ 5] SD-WAN $EfEHK 2.2.6 (ML A) . 8% SD-WAN 2.2.6 Bk @4 i)
e, HRRIEERUT. PEASCGE RIS RRIIGE,
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HEUIA 2 A Panorama B 5T PAN-OS JiliA, #ilan, e Panorama i A 10.1.9,
2 PAN-OS fil A m] LU B 541 PAN-OS 10.1.9 il

EFF T IERE 2 0, BRI 2% Panorama (1) 55 27T 5 45 00
P PERT R (3 DA R TRV AL T2 BA5 SD-WAN 2.2.6 it A1) Panorama HA % .
STEP 1| 714 Panorama 45 FRAR 5% 2a A,

1. 7 ¥ R4 5) Panorama | F# I 22 2 i By Panorama 10.1 fliiA<,

2. ¥4 Panorama J &y 10.1 WA TG, K #E FE3) Panorama &G ERFFN EBIRES, #438h
Panorama J& 5 R FENBAIRES . E HACIRE B A L, WITgsy, &), &5 EHar
s IO, LR FETE iy HA SRS

TR T G, AR R R s A a0 3 HA X S5 i $h Ll CL vy,

admin > request high-availbility state suspend

admin > request high-availbility state functional

admin@sdwan2-panorama-2(secondary-active)> request high-availability state suspend

Successfully changed HA state to suspended
admin@sdwan2-panorama-2(secondary-suspended)> request high-availability state functional

Successfully changed HA state to functional
admin@sdwan2-panorama-2(secondary-initial)>
admin@sdwan2-panorama-2(secondary-passive)>
admin@sdwan2-panorama-2(secondary-passive)>
admin@sdwan2-panorama-2(secondary-passive)> ||
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STEP 2| WA configd Hi&.

(e I DB ) fE% SD-WAN T 243) 2.2.6 206, &AM A Panorama HA X
-9 configd H i,

admin> tail follow yes mp-log configd.log

IMRAEHST admin > tail follow yes mp-log configd.log @i AEILL MR
&, WZREF A5 Panorama ) Mongo DB N 47,

TR PR ) A
1 (Ao ) AE X3R4 58) Panorama At 4344005 & pan_oplog.

admin > debug mongo drop database pan_oplog instance mdb

2. (Ao En G ) EX S Al Panorama FHHT A 3l configd.

admin > debug software restart process configd

admin@san_panoramaNew> debug mongo drop database pan_oplog instance mdb

MongoDl ell version v3.6.19

connecting to: mongodb://127.0.0.1:27@17/pan_oplog?gssapiServiceName=mongodb
Implicit session: session { "id" : UUID("a4b4b22a-5629-4a63-b800-67d5fdb888d8") }
MongoDB server version: 3.6.19

{ "dropped" : "pan_oplog", “ok" : 1}

No collégtian given, drop the whole database pan_oplog instead

admin@san_panoramaNew> debug software restart process configd

Process configd was restarted by user admin
/usr/local/bin/panorama-cli: line 2: 26563 Terminated /usr/local/bin/pan_cli -c

A D) configd J,  WHTAI RN Web AL Al day 547 A, EHESNG, BB ARSI A
R b % mongo pan_oplog 5%

TR AT AE RN T et R v W configd | ks

STEP 3| 1£ 3 F#ssh Panorama |- F#EIF 245 SD-WAN 6 (-hii A 2.2.6,
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STEP 4| (/& i 1) fE X FIsEE) Panorama - SD-WAN £ 4,

admin > debug mongo drop database pl_sd _wan instance mdb

admin@sdwan-hw-panorama(secondary-passive)> debug mongo drop database pl_sd_wan instance mdb
No collection given, drop the whole database pl_sd_wan instead

MongoDB shell version v3.6.19

connecting to: mongodb://127.0.0.1:27@17/p1_sd_wan?gssapiServiceName=mongodb

Implicit session: session { "id" : UUID("c6dch502-4582-4a@f-98d7-19a@becf8773") }

MongoDB server version: 3.6.19

{ "dropped" : "pl_sd_wan", "ok" : 1 }

X &[] 4 SD-WAN Mongo DB & T b S5 Ty 4 3%

STEP S| (frflilisfsesl ) aifl42 52K F 1230 Panorama 1) 2k,
Number of failed attempts since last successful login: @

admin@sdwan2_panorama(primary-active)> configure
Entering configuration mode

[edit]

admin@sdwan2_panorama(primary-active)# commit force

Commit job 53087 is in progress. Use Ctrl+C to return to command prompt

002 11%.77%.80%. . ..91%..... 100%

sd_wan plugin validation: Config valid

Configuration committed successfully

Disk 'A' on log collector ©@@7AQA994 in group lc-groupl has a size of zero bytes

[edit]
admin@sdwan2_panorama(primary-active)# l

e SD-WAN Hfith T n, #8221 Palo Alto Networks %t il CLI fir 75 441 7o il 42 52
(ERCE R N) o AR T 2Tl i Ae s flie 2, Aok £ kiZziks LB SD-
WAN [ (&,

STEP 6| #417 Panorama HA TI 4 /5B L I N 2%,
1. XD W AP TIRBRMEHESS, RS0 £ 3 Panorama Ay v 0 i 2 BT TR B ME HE

2. %% Panorama > Managed Devices (fL/F1% %) > Summary (F§%5) |, FFAr 5 &4 2 7L
NIGAE EBhFI#5) Panorama Y % £ 4RI O 15 [A] A

3. Kk SD-WAN FCiE (FlankzaE. BGP. #4H ID Mt i) I 45 75 5 T,

D) syl Panorama HA g s sy ID PSK 1P g pe - IPSec s o 17 1
AKX A SD-WAN e
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STEP 7|

(E77) THOEREIB K it o

Panorama HA X T2 2 iy, Wl LR —THJOE BV ORI ) 52 8 g, e N S2 B KB TF s T
%, RIGTHHOBE KRS (OS2 RO Bh kRS n] DUR AN BG KBS HA %) .

AT AT AN k8% 1 # 75 SD-WAN i Fn s gie,

1.

7.

S E SR I 2 O ERE, STRT A BNCEE TN gk, #%)5 Commit (§252) f2
%2 Push to Devices (MERF &%) . X IUE—DNIRAENGS, 5 AEMAARE B HTHg0E
i

Ethernet Irgarface
Int nmu
Comment  sample

Interface Type Layer3

Netfiow Profile None

ontg  IPv4  IPv6  SDWAN  Advanced

Virtual Router vrouter_panorama_branch
Virtual System  vsys1

Security Zone  branch_zone_panorama

=3

. K75 SD-WAN fil it Fizh e,
L BATHR S B, BRI AT 5 KT R
LI T BT 5 0 KB

1. TP —xt 70 37 HA shs7 4% % M Panorama JiliA 9.1.x 714 %1 10.0.7-h3, X5 T2 5 i
Y Panorama 10.1 Jili A,

2. \PATTI N F B Panorama 9 RFE B K EEEHOM £2 DRt A T i N T
%, Commit (f£4¢) Ff Push to Devices (Mt:Z%i%%%) . 5EH Commit All (23042
) I, frEE SD-WAN BLE A EyaE, X PUE— NIRRT, B RACE BRI B AR K
w2 TR

- FIRLL M BRI O Bh K JSE RSB KR T, ARG TR T b DBy ke, X

P
1. R — X bt HA 5005712 % A Panorama fid K 9.1.x 7124 #) 10.0.7-h3, X5 T3 i
117 Panorama 10.1 i A<,

2. N\PATTHZN B Panorama v E B KBS AR B 6 2 1 00 E R T N T
2, Commit (§242) FFPush to Devices (ERZEH 4D . 55 Commit All (45642
) T, Kt SD-WAN & fZhhe,

RKIUE—NIUETRSN, 5 AR PRACE B HAERD KBTI R TH IR

. 1%&# Panorama > Managed Devices (L5 % %) > Summary (%) | FFAER A& HEYE T

NEGIE VB A9 5 Panorama E I g A AR 15 [A) 4
THEsE)a, ST AL,

Panorama HA %f: % SD-WAN ¥ 2.2.6 J1-2: %1 3.0.7 A

FEUIR 2t Panorama B fiA = T- PAN-OS fidA, #ill, sk Panorama ki Ak 10.1.9, #F
2 PAN-OS fil A n] LUJE 5 541 PAN-OS 10.1.9 filiA,
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TF2l Panorama {4

LEFFRETH R RE 200, 8 Bt T1-4% Panorama (1) 8 27 5 4 001,

STEP 1| N4 SD-WAN #dif}: 3.0.7, FF#iF% Panorama HA Xf |- N7 3.0.x fdfF (SD-WAN FifF
b 3.0.7 ERAE)

STEP 2| ¥4 Panorama i fF b A s i) 10.1 oA T R E i) 10.2 oA, D T3 iy 10.2
AR, ARG A B SD-WAN fiff 3.0.7,

ISR Panorama g5 424 7 SD-WAN #ifd: 3.0.7 JiA, i {E Panorama Dashboard (fX 3%
) G General Information (i HIE )

STEP 3| THgseik)a, faft SD-WAN M E M SEEhRE e A 75 5 T,

STEP 4| 1 Palo Alto Networks %% Eomid CLI iy S ram bl i sc (ERCE R T) o AR T 450
e mA el e se, MABKERZB & EFT1 SD-WAN s,

STEPS | (Jifr) BANTFFERE B, oD I IG, R TR rhOXT.
STEP 6| % &THRIG, 1EK A SD-WAN A& XL I)6E,

STEP7 | Jrgsetn, WiEETH a2,

A SD-WAN #4712 337 Panorama

FEAn] AW LGE ] 2

« PAN-OS o SD-WAN plugin license
« SD-WAN

FEMGETH LR 2 B, 15 TE R R &1,
M4 Panorama 5 BRI 45 5 IEAE IS 179 SD-WAN $i {4 i ASE G T+ #5647

Panorama iz 1 71% SD-WAN i {4 il A P WOL IR E

1.0x Jih7. Panorama : ¥ SD-WAN i 1.0.4 T4
2 2.2.6 A

2.1x 57 Panorama : 3% SD-WAN i 2.1.x 712%
F| 2.2.6 HiA

2.2.6 Jy7 Panorama : ¥ SD-WAN itk 2.2.6 7+2
3 3.0.7 A

57 Panorama : ¥ SD-WAN #fiff 1.0.4 712851 2.2.6 Jili A

G A Panorama LRI ST PAN-OS A, B4, 71%: Panorama ik A< 10.1.9, #
2 PAN-OS JileA T DL 51 PAN-OS 10.1.9 oA,
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TF2% Panorama #fifF

FEFFAETHIOERE Z i1, W R TI 24 Panorama (19 0 22T 75 < T,
STEP 1| F#Jf44: Panorama B fEl A 10.0.7-h3.
STEP 2| M\ Panorama 10.0.7-h3 T #Jf "4 & i #711y Panorama 10.1 Wiz A,
STEP 3| {& Panorama L F#(Jf70 1 SD-WAN fif il 4 2.2.6,

STEPA|  ({rfdist ki L ) sl B 2ok [ 3 Panorama 19 T 2k,

eI SD-WAN it 7125, #4401 Palo Alto Networks % Fofiid CLI 7ol fe sz (fr
FLE RS ) o IR T R e i E st s, Ak E Kz LT 4 SD-WAN
ML i

Number of failed attempts since last successful login: @

admin@sdwan2_panorama(primary-active)> configure
Entering configuration mode

[edit]

admin@sdwan2_panorama(primary-active)# commit force

Commit job 5387 is in progress. Use Ctrl+C to return to command prompt

00 11%.77%.80%. « 2 . 91%. . 000 106%

sd_wan plugin validation: Config valid

Configuration committed successfully

Disk 'A* on log collector 8007AQA994 in group lc-groupl has a size of zero bytes

[edit]
admin@sdwan2_panorama(primary-active)# |

STEP 5| JFZ¢JN7 Panorama 7, iEAEE LA T N %5,

1. M Panorama #t %% 4 .

2. i%+4¥ Panorama > Managed Devices ({LH% %) > Summary (Fi%) | FFAE 54 i 4 Ui
FISE E SR 95l Panorama 198 2% 2 R I A7 7] 2
€ =

3. Bilf SD-WAN Fiift (FAibzin. BGP. %% ID uitht) i 7 4 T,
gy 72 Panorama HA z i size ID. - PSK IP gz - IPSec g g -
GAT T, 3% g SD-WAN gozye,

STEP 6| Panorama JFi ), WERTEE, wTLGEMNTHRPT A ESLRI B, Jo o 306 N7 R4 0T
I, ARJE T OXS ST B . AR AT n i A SD-WAN BLE R L iE,

STEP 7 | FALK5e)a, I ETRGMA1L,
57 Panorama : % SD-WAN #ifF 2.1.x 7242 2.2.6 ki K

A 2 A {4 Panorama B4R = T- PAN-OS filkA, N, i Panorama it AN 10.1.9,
2 PAN-OS il A m] LU 5541 PAN-OS 10.1.9 JiliA,

T THOE R 2 0, & BE T4 Panorama 1 i 207 E 5 o T,
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TF2% Panorama #fifF

STEP 1| "F#IF2 4558117 Panorama 10.1 Wi A,
STEP 2| 1£ Panorama [ #7245 SD-WAN {di (-1l A 2.2.6,

STEP 3| ({efditkisl ) sl B 2ok B 5 Panorama 119 T 2k,

eI SD-WAN it 7125, #4401 Palo Alto Networks % ofiid CLI $afTamifilfe sz (fr
FLE RIS ) o IR T R S i e s e 2L, AR E Kz L4 SD-WAN
M i

Number of failed attempts since last successful login: @

admin@sdwan2_panorama(primary-active)> configure
Entering configuration mode

[edit]

admin@sdwan2_panorama(primary-active)# commit force

Commit job 5387 is in progress. Use Ctrl+C to return to command prompt

00 11%.77%.80%. « 2 . 91%. . 000 106%

sd_wan plugin validation: Config valid

Configuration committed successfully

Disk 'A* on log collector 8007AQA994 in group lc-groupl has a size of zero bytes

[edit]
admin@sdwan2_panorama(primary-active)# |

STEP 4| JI%h7 Panorama Ji, B2l T A4,

1. M Panorama #t %% 4 .

2. i%+4¥ Panorama > Managed Devices (JLH% %) > Summary (Fi%) | FFAE A& 4 i
FEGIE E BRI 95 Panorama E i & AL AT (5 [A) 4
€ =

3. Bilf SD-WAN Fiiff (B, BGP. %% ID i) i 7 4 i,
gy 72 Panorama HA yp i size ID - PSK IP gz - IPSec g gt -
GAPRe g, g SD-WAN gy o,

STEP 5| Panorama FFii i, WERTEE, wTLGENTHRIT A LRI B, Jo o 306 N7 W 0T
I, ARJE T OXs AT B . AR AT n kA SD-WAN BCiE F L iE,

STEP 6| FH5eciin, BT L,

57 Panorama : ¥ SD-WAN i 2.2.6 7125 3.0.7 i A<

A 2 {8 Panorama B4R = T PAN-OS filiA, N, a4 Panorama filiA N 10.1.9, 7
2 PAN-OS il A 1] LU 5541 PAN-OS 10.1.9 il

EFHETFOLFE 200, WG PEE T2, Panorama [1) 8 201 i 4 0,
STEP 1| "F#IF4 45,9117 Panorama 10.1 Fii A,

STEP 2| {£ Panorama [ #7245 SD-WAN {di (-1l A 2.2.6,
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TF2l Panorama {4

STEP 3| (frfilirfesl ) ail42 525k F 123} Panorama 1) 2k,

eI SD-WAN T )0, #4401 Palo Alto Networks % # [ofid CLI $a /7ol Fe s (fF
BLE RGN ) o R T i se AR i e s, A K E Iz B& LPT 4 SD-WAN
MC i,

Number of failed attempts since last successful login: @

admin@sdwan2_panorama(primary-active)> configure
Entering configuration mode

[edit]

admin@sdwan2_panorama(primary-active)# commit force

Commit job 5307 is in progress. Use Ctrl+C to return to command prompt

00 11%.77%.80%. ... 91%. . 000 100%

sd_wan plugin validation: Config valid

Configuration committed successfully

Disk 'A" on log collector @@07AQA994 in group lc-groupl has a size of zero bytes

[edit]
admin@sdwan2_panorama(primary-active)# I

STEP 4| JFZ¢k\7 Panorama 5, EMELL T N %5,

1. M\ Panorama #t %% % .

2. %+ Panorama > Managed Devices (JLH'#% %) > Summary (%) |, FHAC &L mm
NESIE EEFI9% 5 Panorama A A RO A ) 4,
£ 3

3. B4 SD-WAN L (fIfksis. BGP. %4 1D FIji i) i 475 & i,
s T4 Panorama HA x5, gy 1D, PSKIP gz IPSec iz 71
AR, X2 SD-WAN oy,

STEP 5| Panorama JI L), MARTEE, T LGENTHRITATERLIBEE, Jo N0 SO0 /A7 R % TT
I, ORIE TR Ox N . AR AT e KA SD-WAN L I gE.

STEP 6| THR5eHUn, WETEETHI AL,

CEE

THR o 35 B S

FE] &b W] AGE AT 2 LA 4 9
« PAN-OS o SD-WAN plugin license
- SD-WAN
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TI-2% Panorama Fdi{4:

TR, AAICHETLL TR R, SRS BN S it sz Panorama

" il VPN s g f5 4> SD-WAN 3546 j sy Router Name: (135 4
#x) (Panorama > SD-WAN > Devices (;#) _ SD-WAN 3501 3.1.0 1 o 5 b

i i Router Name - (s 152 4. 51> fil i,

* IF VPN HEPE ) A SD-WAN WREEEIT BGP (Panorama > SD-WAN >
Devices (yy%) )  wf a1 I+ gl iE oAt ) BGP syl 551 (IPv4 BGP
IPv6 BGP) - SD-WAN 3¢t 3.1.1 7 s gk o 1PV6, (b, U 244 A SD-
WAN 3.1.1 o 1 s ke AR T, T2 )5 13 o 2t 4 IPV6 g 1.

R T TIiE RO AR ) VPN gy asiE o (Pre Shared Key (gt
w4 oy Certificate (jr43) ) (Panorama > SD-WAN > Devices (y;4.) > VPN
Tunnel (VPN 25y ) | SD-WAN fpp 3.2.0 g w2 i A 7 FRUE TS 2 i B i 26700
P, S 248 M SD-WAN gt 3.2.0 o o s b AT, THRIGIOHREE 4 204
VPN U BAIE K (Pre Shared Key (Wit ashl) o Certificate GEF) ) .

NN T O

(ft Panorama HA X} 8Nz Panorama ) JH4% 5, nlLAGERILL FARL

o XFTFCGINT SD-WAN %4, Panorama > SD-WAN > Devices (#4%) HiR£x 1 5o [X i
IR, R, SAAHEBA XIRFIFUE X IR O XIS 7557 0 AIXIRE] e, A IX S 2
Internet DL M X IREI ) 2 18] 61 22 2 SR )

o TEZEPPIR VPN EREh, A S8 ER o S28 HIF IKE K7, Wniie B NAT, NAT 4 -
N[ B A7 AE AR H 33 NAT,  ASA7AE A NAT B2 %) PLUG-15276,
MongoDB 5 SD-WAN #Jis i 4 G i R ES

{EJT 2L SD-WAN $fifFlfc A, MongoDB ity SD-WAN #dls 4 5 nl e )b, IXg A E
A . N, AAEAT O RCA T 205 SD-WAN $fifh A 2.2.6 I, WHE T EAETH JOd R b T
HABA B

NS T A SD-WAN itk (Daeidilul) i SD-WAN MongoDB 4 5 & 77 [/ 1R
&

BN o

{di [} SD-WAN #fifEfiA [ SD-WAN Gl | Mongo i I Panorama HA I-
(14 7% PAN-OS B AEf A | A Mongo 1) SD-
WAN £ 5
1 10.1.6 2.1.2 31377 AN[AH
2 10.1.x 2.1.2 31377 ENEEZ
3 10.1.x 2.2.6 27017 EES
4 10.2.7-h3 3.0.7 27017 k7
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TECHDOCS
T4 CLI fir 7

o {HH CLI iy AT THRAT 55

187



JH T T4y CLI a3

M CLI fr 5301 T TR AT 55

EH A CLI fis A T TR 55

AR L.

R RS I TN

o R EB CEREE RN AR S BT

show system info

Y7 1) ] I Bh S ST I TH B0 K& P A ok

o M Palo Alto Networks Il 2% 2a i B 2h 2

ST AT RO
HRARTH e &
o A NB RS A a2 ST wT T P Al
Ao
HRABTHRLE R

o CREAERCRESE NI .

HRHNETHH P4 <content
version>

o WRENEROR,

~ IERWAETIYUL Y <content
version>
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JH T T4y CLI a3

IR AR L.

Y7 1) ] YR PERRA I T80 K B

o KAk R T TR EROA,

TR AGEAE B

o KA RO,
(PAN-OS 11.1.3 J % ShlkeAR)
TE R B ARG B

o KA OR,

(PAN-OS 11.1.3 J % & i A)
1 R AEAH R SR AE B

o AT E IR TSR RCA

(PAN-OS 11.1.3 J ¥ @i A)
TR I LA AR G A5

o R PRI,

TR ARG 2R 10,1,

o HHUR BT K

request restart system

V7 1R] B KBS T TR AT AN T
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H T2k CLI 73

AT ZRE H A AU BT Ok, I ZhaE R IR ko a2 0 fr,

AR

o RRE TRt MY T RO

HRARGA T A

o KA AT BB KGR ] AN T,

TR ARG T 15

o MEUERTEAN TRHOR,

HRAGAN T FEkA <vers

ion>

o BEBEFEAN THORI 2 RS
) HR ARG TERMCA <vers
ion>

o KBTI,
] THRARGAN T RZIERCA <vers
ion>

o DHEAEHIAN T

THR ARG TR
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IR AR L.
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TECHDOCS
T 2817 API

o {EH AP AT RAT S
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T T1 2019 AP

(& AP 31T TR AT55

EEAILA T CLI fiy 50T TH AR S5 .

AR L.

HOL A 7 i) 24 i RROAS

LA 57 AR B TN A5 89 2 BT RROAS

https://firewall/api/?
type=op&cmd=<request><system><software><che
check></software></system>

Vi) ] 2 BT I T KRG N A RO

G4 M Palo Alto Networks iz %5 pe ks B a7

FHTH AT A RO

https://firewall/api/?
type=op&cmd=<request><content><upgrade><che
check></upgrade></content></

request>

TEC 12 NI 2 58 G 2 B 285 ST A 25 il

K.

https://firewall/api/?
type=op&cmd=<request><content><upgrade><inf
info></upgrade></content></

request>

BB A A TE B2 T 3B K 8%

https://firewall/api/?
type=op&cmd=<request><content><upgrade><dowi
latest></download></upgrade></
content></request>

RSV EENER 7 RS

https://firewall/api/?
type=op&cmd=<request><content><upgrade><dowi
ek A HAK) S < file></
download></upgrade></content></

request>

LGN A,

https://firewall/api/?
type=op&cmd=<request><content><upgrade><ins:
<content version></version></
install></upgrade></content></

request>

V1) ] FH R A RROA T T 205 K 4w

Ry gt B i ROA

https://firewall/api/?
type=op&cmd=<request><system><software><inf
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IR AR,

info></software></system></

request>

or BB ik b B T oA,

https://firewall/api/?
type=op&cmd=<request><system><software><che
check></software></system></

request>

o PEEAIIRE O,

https://firewall/api/?
type=op&cmd=request><system><software><down’
version></download></software></
system></request>

o REERE FEIFALIIRES.

https://firewall/api/?
type=op&cmd=<show><jobs></jobs></
show>

o PRI,

https://firewall/api/?
type=op&cmd=<request><system><software><ins:
version></install></software></
system></request>

o HCHUR BB KR

https://firewall/api/?
type=op&cmd=<request><restart><system></
system></restart></request>
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