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/Q B LA GlobalProtect A A#8YE B ERE A A FE A EEZEFE ?

MEAOBERFENFRER , B2EER GlobalProtect 7T,
STEP 1| 5T ENEN S EA OB/ HEABE R E — @ Layer 3 /T Ho

£ MRREEA OB RERAIB A , RIEATEEME AR — BN,
o REFEERBADMELRFERERERFE P fizit.

4

B HTTP, HTTPS, Telnet &% SSH WA EEERERE K AAESMARBRERFIMER

NENFERE, BERREEEFIENSENE | REAET SURER KB EE1FE
R, DB BRI,

7’

1
O'_ B FRIE GlobalProtect A AMEREN M E L , M IS FF

1. i#EY Network ( #83% ) > Interfaces ( 71 ) > Ethernet = Network ( #83% ) > Interfaces ( /T ) >
Loopback ( Eli% ) RZIBEEES GlobalProtect FREMNNH. FELLEHIF , K4S ethernetl/1

REAADMBENE.

2. ( ) # Interface Type ( A EEEE ) 3RE A Layer3,

3. £ Config ( 3R E ) B LEMA DR SKFENEFTER Security Zone ( 2@ ) , T
R

BADRUEEADHEERTEEEREAHBRE AN EMFE , §l20 13-untrust,
BAIFAEERAIFES , Hl0 13-trust,
« MRERKRBIIESE , FHIE New Zone ( FTEHE ) . £ [EBF] HESRD , ERFEEHH
Name ( B ) , ABRER—T OK(HE ).
4. ®HEVFEER Virtual Router ( [EHEERHES ) o
5. BRAEER IP it

o ¥R IPv4 it | BEL IPv4 |, AR Add (#3138 ) BEIRIRENEN IP AUt MBKES | Hlan
203.0.11.100/24,
HH IPv6 {uit , ZEL IPv6 , Enable IPv6 on the interface ( £/ E LRUA IPv6 ) |, A% Add ( #
1|]) BEIRRENEMN IP AZut MBKES | i 2001:1890:12f2:11::10.1.8.160/80,
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6. B—T OK (E ) RENHEHMERE.

STEP 2 | 7E 2 & GlobalProtect FERIFH A& LR EBEBEN T , XN HEAE S LE GlobalProtect FEA
EXFRIM VPN BEE,

S EENEREE P fia , BECEEBAEKE. WA WAL P SRS EENTE
() nsmmmtsartRsrans .

ull

» HEEE VPN BEK IR RS TR User-ID,

1. 1#E Network ( #8%% ) > Interfaces ( ST ) > Tunnel (B ) , A% Add ( #i8 ) BENE.
2. 7E Interface Name ( N HER ) WP K WARERE , HlW0 .2,

w

. T Config ( #H%E ) HEH , iBE VPN BB LK Security Zone ( T2 M EE ) , TR :

EEFALCHNETESEABENKILY  FRTHXBFEPRIZKES,
( ) EERSARY —EEFHK L VPN |, 555118 New Zone ( #EH ) . EEFHHFES R
P, EEHEGHN Name ( B ) ( H120 corp-vpn ) , Enable User Identification ( AR &
BEl)  ABE—TOK(HE),

. # Virtual Router ( FE#EE5 2T ) 5XE A None ( &),

. RIEIER P it

« BRIP4 fzst , BEIPv4 , R Add (#7118 ) REIRIGTER IP A MERER , fia0

203.0.11.100/24.,

B IPv6 {uit , 2EL IPv6 , Enable IPv6 on the interface ( £/ E LRUA IPv6 ) |, R Add ( #
1) EISRENEN IP AUt MBEEES | i 2001:1890:12f2:11::10.1.8.160/80,
6. B—T OK (& ) RFE/rmiERE,

STEP3 | IR L ERKREBY ZANERZEEK L VPN ER , FEVRSMEIERER VPN BiFEK
NWEFESZERE.

Flan |, THIBERRAENAI1E corp-vpn EiFEE 13-trust Bz EERRE,

[Sa RN

Name Tags  Zone Address  User  HIPProfile  Zone Address  Application Service Action
1 VPN Access one fE) corp- an any any B 13-trust any

STEP 4 | Commit ( 123 ) #HAE,

GLOBALPROTECT BB &i5r | Mm 15

© 2019 Palo Alto Networks, Inc.



£ GlobalProtect Jtf 2 BEUA SSL

GlobalProtect Tz BB EEIAR R IEIB SSL/TLS ERB AN, At , ERESEG2H , BHLEE
EER/RRELERE  UELATUSEREPNEERE. TIHEHRFAEE GlobalProtect BEMNZIE
BEDEAHZE, RUARSEMEER , TRHELEIBLERBENWET !

+ B3R GlobalProtect BEZE

+ GlobalProtect BE HEMCE

o AR BFEBZZE GlobalProtect JTH#

B35 GlobalProtect BH I 2
FERUT=BEARSE , ALl A& GlobalProtect THE 2 [ IREEEH

.« ) A NS RREAREBNEE—HR GlobalProtect FE AR RASETE GlobalProtect 3%E
ZHERADRELY , it ERRR S BEERETHEEL HTTPS EiR.

s TEBERE_NRECHEECHDLE CA, BULEALLASE CA it H S8 GlobalProtect T4 %
BB ARBEHEAINEHEADBHERMEBENPE ARG L, KN EEREFEL GlobalProtect AR
¥, ERERT  SE4ERRCAHYCETIHELREERBIRNE CABR,

- BERFENERLULUEANRUEEEEREEN CARRE , Y EMATRAFE GlobalProtect TTH 2
BB, T8, MRS REBREMSZMEBRTIRS , AUTREEH. MRSREBRSE , —&
FAEKEEF-NEREADPULEBEIERESR, ZEMLEBESRRE  SULUEBFHARNIE
AREEEHNEDPNIF ( FI0 Active Directory FHER Y H (GPO) ) , B REZBNR CA BRIE
EFEmE,

GlobalProtect B &IEMCE
TR EEEAN DRSS T ES TS SSL/TLS B -

BHERF/RIEEE

CA B ARHBEBRHG MREFFEFERABREBERE , BEEHAEH CA ARk:S
GlobalProtect T4 B =} Palo Alto Networks B K BESE CA BFE , ARHERMH
CA S Z GlobalProtect A O 485 1 B E B,

ADMBUEAARRRE | A& GlobalProtect BARER | » MEBFE SSL/TLS RBREREPMEA. BT LUER

& BYEAOMIEE HTTPS & FEA O EETZIAEMERRBRER | R’ERA
#Ro A48 vk A AR AR R = o
- REMWIBHEE CAERABE. ER&RRENA

=, MARLBREAERIBEHARTIEA OB
BNEEEER , MTAEELRIBB]IR CA BFE,
MREEBREASHHN., 2N CA, BEELARE
EAOPBLARIFTHNE CA BEEREET
GlobalProtect FEF 2N MR Bho BB I BBy LE— A%
FRAEENBAODREEAREIRRES.,
BRENBEAARE (CN) REBFIA (SAN) L , HER
EEGFAOBPLZAER IP L FQDN,

—RmE , SEADRBLHLEEETC BN ERES
BE. B2, NREMHARN N A LTBE—FEREA
O , AIEXEARENMAOMALERAMEBNE
E%O
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BHERF/REFEE

MREEMBNNEREREEAOMY  RAHEE
BEHREEAOMALEEAERN REBRERR
SSL/TLS RIERXERE. MR ECFKREAERNERER
ERSEE SSL/TLS RIEFRER , MEREERATE SSL
REHEAODBLNRELBREE,

A8 fm BR 28 B

A GlobalProtect FEARE T
B EEFIERN HTTPS &R,

WBRFETE SSL/TLS BRI ERPHEE A . B LUER
EREREEPENEEBRERERE , RIERFEER
BRES R

ER AR CA RIARET LEE CA BRRE , XFEHZK CA
BREREEMEBERRE.

BEH CN & SAN #1I , M ARSI ERARKRERE
Z TR FQDN = IP {3t

ADB A LUAR IR REAS RAIEAR CA BRBMHE
GlobalProtect AR ( AORMEBRERELER
PEEENR CABE )., BER , FHER CA BRER
AZEEFAEZICEENERENESRHLHE CAHE
REERRLYTEMLEN,

—MmsS , SERESRSEEECECNAEREE
. B, REHARN M ELFEE-FEEAD
B AEER VPN 7H , Al A EEMETHERE
— R ERE. FAREME  BFEALA CAEE
E"JZ@%O

MRSEMBENNHEREMEEA MY , RMALE
BOHREREAOMALEFEAERN SRR ERR
SSL/TLS FRIEEXERE . MR ECFIREMAERNEER
EREEE SSL/TLS RIEERERE , MERESRATE SSL
REHEAAOBUNRELBEEE,

( ) AP w8

FRE GlobalProtect FEFTE
RERE/ A DR EHER
HTTPS TEP& R YA E
BE. EHRRIAEERE
KA i 7 B 9 s B T AR
BB

MEHAFRBRETEHINE , FBAOMURTE
AEBEBTIEE—RIBEABEAFIREELNE
ZEARE :

BT A WA R A RERY GlobalProtect FEFTE
ARENE-AFRER. EBLERREAOMR
WA EA ORISR BEEEREPGHEZE , 8K
Local ( &<# ) A Fin/B=E.

- FERAMEREIMIGE (SCEP) LUBA
GlobalProtect A O#8YL , RMEPEH—AFIHE
FEZE M GlobalProtect EATEN ., EIBERE SCEP
Eﬁfﬁgﬁﬂlﬂi , RBEMA OB REBEESALEHH
ARERE,

& 185 GlobalProtect %% % : shal, sha256. sha384

=} shab12 EEAFIRBER , FATIHEEERE X

Z—o

BE-—MEAER , BULSEHAEMKSSE—RF

WERERNEESEiRE,

BEEREREAFPREBENER T ARREWERE ,

WEREHMRELERSE , BHEAFHERE,
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BHERF/REFEE

( ) BIEBE  HMERIFREREAHMMEE | - ELA GlobalProtect i % : shal, sha256, sha384

EHERRGLBEH B sha512 EXFAFHBERE  FRATIHREREE
BHAFHER. REKE Z—

HEHBE WML (i - MBREGHAELEBADGE , KEEKRHA
CN=laptop1.example.com ) GlobalProtect FEUZ 8 , £ fEAE B/ PKI ERERE
REmRE , MIFEAE. B BRESKHEBRNBSESMARE, L EHERES
BRRESETNHYTE FEBE,

SEREESRA OB,

MEEZAL , FZEABEEEEAERFE VPN,
BBEEEANEZSEREN
FREEEEKER

EL

GlobalProtect BEEXR

WZE ARE GlobalProtect i3, AOMGERME MEZLBANSRBEIFMEN , BF2H =
# : GlobalProtect FEFARER INZHEE .

#& 1] AR

22 BB LB F GlobalProtect T

LUTRBERT A SSL/TLS BREEFE E GlobalProtect T SEMES R -
RE MW LB CA EAMRESEEE.

#t# GlobalProtect A O#8u4#E A A& th h R CA MARRERE. EEZRER-RERE

Ea ALY HTTPS Bl , MAREREIEATSEEBBNEE.

z£ B CN & SAN #ify ( MRBEA ) , LAFESEEMARE ilﬂﬁiﬁﬂﬁﬁﬁj’rﬁﬂﬁﬁﬁ

FERBEERM L EEEANEN FOON % 1P {1, XEBATTLEILE,

BEABEH  FRABEESRERTRENEERRETN , MALHEEARBELATRNVEM
o

1.

.U".-b.("’!\J

o

7.
8.

iZHY Device ( & ) > Certificate Management ( BEEE ) > Certificates ( 7% ) > Device

Certificates ( HRERFE ) , A% Import ( EA ) FHEE.

f£H Local ( A<# ) BEER (ERE) .

8 A Certificate Name ( B &% ) .

W AEWE CA K Certificate File ( BEER ) HNIKKEEZHE , = Browse ( BIE ) USHRER

# File Format ( £33 ) 327E 5 Encrypted Private Key and Certificate (PKCS12) ( bﬂﬁﬂxkﬁﬁﬁ'
B (PKCS12) ) .

7(1_: Key File ( £#8# R ) M P# A PKCS#12 BRI EEZTE | = Browse ( BIE ) LS HRZE

*o

BWARRINBLZR LB Passphrase ( EHZE ) , YEF@A,
B—T OK (HE ) EARENSR,

BT ARETE GlobalProtect ST 25 B R HEBRFEHN R CA B,

O EAOMUEME CARR , UEAXBEARFMERZELHHAFRBRAREERE.
A

ENBEEREZBNER 28, BXSERIUE CABE , AN A GlobalProtect THEBRF®
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1. #HY Device ( #& ) > Certificate Management ( BFEE 2 ) > Certificates ( FF ) > Device
Certificates ( £EBFE ) , AR Generate ( E4E ) FHEE.

5/ Local ( A<# ) BFEW|E (FARE ) -

& A Certificate Name ( ‘BB ) , #flW0 GlobalProtect_CA, BRBBTHEITEZH.
FE7012HN Signed By ( %8 % ) M ME. |FEN Signed By ( %EBE ) , BEERESE,
A Certificate Authority ( B ZREN ) BE,

BE—TOK(HE ) A EEEE.

onhwNbd

FERAAOMAY EHIR CA , MBI BREZSAREEH.

O FRETENENERERVARIER  YENG IS THRMEEERRNEERTE
g (MRERFEEBRHPRENNE) .

> EREARISSEESD , CN fl SAN MAUAWESLE—H. MRESRE , GlobalProtect {32
I EREEATH CHTEELEE, MRS Host Name ( THAHE ) Bl SRS
By BRSNS SAN 1T,

NE , AL EAMERRIMBERRGE (SCEP) AFERKREELEMN CA AREFEF.

1. iZH Device ( #£& ) > Certificate Management ( REEE ) > Certificates ( BFE ) > Device

Certificates ( RERFE ) , A% Generate ( BELE ) FTNWEE.

M Local ( A<# ) BEER (ERE) .

i A Certificate Name ( BREE®E ) . LEBTHEETEEK,

7£ Common Name ( BAEE ) ML+ , W AESERERIER FQDN ( ) 2 IP {iits

£ Signed By ( &% ) Wz , BEEUEE UM GlobalProtect_CA,

EREEBMESE , Add (#i8 ) YESARME—FBIFENBME, B, WREFHE Host

Name ( T#EHE ) Bt ( LEAEFEMN SAN 1z ) , AIXEHEE S Common Name ( BRER ) &

ZNETLHESE,

7. BARSIEFETINRRE , BFEME Algorithm (JEE% ) . £ KE ( Number of Bits ( LT
%) ). Digest (#E ) SEE LM Expiration (IBH ) (UKXBEN ),

8. B—T OK (H#xE ) BIAIELBE.

S

ERAEERRIMBAWNE (SCEP) UERR BB LN CA RRBFEE.

O SHHEETENENESAA DR EREEREE I SCEP REE, REBFEHSE SCEP 5%
i TEAE LA 31 % GlobalProtect Jti#y [l B2 B &

S EADBEAMERREERS | ON M EAESIE FODN (B3 ) A IP it |
I TNt B A B S | AR SAN M — 5

g ARTHEXEBMIERRERE (FIPS) , MEXERMA SCEP {@R27M GlobalProtect A
A2 MW E SSL BjE. (FIPS-CC REBTRBEABEARRREMRES, )

ERERTHER , AOMMERBEIB SCEP SRERAMRERR CABE., MERI , EHAOMBUH
B KB EfETE CA BT , Y& Device Certificates ( £EERBHE ) FESPE T
1. %% GlobalProtect A O #835=k B E SCEP REMRE

1. A Name ( &7 ) , BB EHE MR BFL SCEP RERBMNTH. MRUBREEBAR
ERZEERARDENM AR , FEN—EEFRHKDR Shared ( HA ) FRRERTAB

Location ( L& ) o
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2. ( ) %€ SCEP Challenge ( SCEP #k& ) , iE2 PKI MZBEFRNA O < EH E FE
B, fFREM SCEP fARESEE Fixed ( BE ) BkEZHES Dynamic ( B1RE ) HiF , A0
- AP RRREREZBNEEIMA OTP & SCEP RS, HMREIRE SCEP $hE , ERILR PKI
EEENRE,
3. BREA OB FARERR PKI 1 SCEP Al fR23#Y Server URL ( falfRE5 URL ) ( i
http://10.200.101.1/certsrv/mscep/ ) o
4. 7£ CA-IDENT Name ( CA-IDENT 8 ) RuP@AFH (REZAA 255 EFx ) , AULER
SCEP falfR 2%,
5. B A SCEP ARESFTEAE 2 BEMEAM Subject (X8 ) B, TEXBITERER cN=<value> ¥
HNEEZHE (CN) 288, HP <value> B AOHFILSHEER FQDN = IP i,
6. IEZHY Subject Alternative Name Type ( EEBRXEBER ), NEEBENETEREEBEREIES
WAETHHETE , BH RFC 822 Name ( RFC 822 % ) , &t LA A DNS Name ( DNS &
B ) LLARFEEER , = Uniform Resource Identifier ( #—&REB11E ) LA BIR A HEIRES
BENER.
7. Eﬁiﬁgﬂﬂ@%ﬁi , BREBEFEEERN LB RE ( Number of Bits ( Z7t% ) ) # Digest ( &
=) EEEZ,
8. SREBEBEAFNAR , ARESR (Use as digital signature ( AEBUEE ) ) HIIF ( Use for
key encipherment ( FI{fE£#@MNZ ) ).
9. ZEMRADOMILERZIERR SCEP @RS , 558 A CA Certificate Fingerprint ( CA BFE 15
#) o & Thumbprint ( #84X ) #{Y SCEP Al fRES N EENE I8
10.B A SCEP Al fR2SEE GlobalProtect A A3k 2 B/ F B SSL B& &%
11.32—T OK ( #E ) A% Commit ( 12X ) F&E.
2. J&HY Device ( £ ) > Certificate Management ( ‘R EIE ) > Certificates ( B ) > Device
Certificates ( HERE ) , REIKZ—T Generate ( E4XE )
& A Certificate Name ( B EH ) . LBBTEITEZEH.
4. i#EY SCEP Profile ( SCEP SR EfE ) AAR BB R M RARFZBINESR , XEFHLECAEEEA
OB EE , AERZE—T OK ( BE ) AELE B, GlobalProtect AO#ILEH SCEP BREREAKN
ERE , BUEZ CSR BEM B PKI,

w

B A A B Y ] IR BF BB FE I E SSL/TLS BRI ERE,

1. ZEH Device ( #5{& ) > Certificate Management ( BFEEHE ) > SSL/TLS Service Profile ( SSL/TLS
BRIGERTERE ) , A% Add ( #7118 ) #THY SSL/TLS BRIEERERE.

2. B Name ( B ) LA BIER E AR FIZEUERE A S 4 B MY A BRES Certificate ( B ) o

3. E&AFFHE GlobalProtect Jt#f 2 BBEAM SSL/TLS IRA&EE ( Min Version ( &{EMZ ) E Max
Version ( &RERA ) ) o

!\\ F X EHMax Version ( REMA ) 2 TLSv1.2,

BERMRBANZ 2 | & Min Version ( &IERZAE ) REA TLSv1.2,
i
4. HE—T OK ( BEE ) LAf#7F SSL/TLS lRIERERE,
5. Commit ( 2% ) &,

HEEHREZBNARBBE.

+ EHAADPEKBAR CAMERNEEBBARBIERE  ABCHNEAZRHE.,
g - FEBLASEREFRBME-NAEKRRER.
c EETAREENEIR  LLEBE CARBBMEADMLAFRELEHNRIER
Fimo

20 GLOBALPROTECT B EIgE | BItA

© 2019 Palo Alto Networks, Inc.



A DML ELBE

1. i#H Device ( #%f# ) > Certificate Management ( BEE®E ) > Certificates ( B ) > Device
Certificates ( BERHE ) -

2. EMEMBHMERE , ARIKZ—T Export Certificate ( BEHEE ) »

3. # File Format ( 243 ) 525 Encrypted Private Key and Certificate (PKCS12) ( IZFAA £ 18
K& (PKCS12) )

4. AR MZRFLAZR SR Passphrase ( i ) |, WiETHERR.

5. #&—T OK ( #E ) TH PKCS12 ERELBEMNNVE.,

FEARE LHER -

1. i#H Device ( #£{& ) > Certificate Management ( BEE®E ) > Certificates ( B ) > Device
Certificates ( RERFE ) , A% Import (EN ) BFE.

2. & A Certificate Name ( BREE® ) -

Browse ( BIE ) SR ILBEEE 2B S BH TEHM Certificate File ( BEER ) .

4. # File Format ( =% ) 5XE A Encrypted Private Key and Certificate (PKCS12) ( I1ZRFAA &8
B3 (PKCS12) )

5. MAZERAOBLELFAASWRIGARMEN Passphrase ( EHEH ) , WHETHER,

BR—T OK (HE ) EABRIENER,

7. Commit ( 2% ) FEHITHEE,

w

o
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=
K

GlobalProtect™ A AL FFEE S B LERE —REHE , T 2EEEH GlobalProtect R, &
MBEEETAOREMEEREZH , SRERBRT, UTLHFANBIENERIRE | 2L
R anfIE%5E :

> B GlobalProtect {# /i & 5%

> BRENIPEFE

> REAFRBERE

> REERRBE

> F%IE strongSwan Ubuntu B2 CentOS if; B B 5%
> ERTE GlobalProtect LAME1TZ R FHEH
> A VSA Z RADIUS falfRESHIIR R

> FRFBHEYRE

23



B3 GlobalProtect £ F & B 3%

GlobalProtect BN BRERAA QML | SETEAERI|AOML, MEERFERID , GlobalProtect
A O #3EE3X GlobalProtect 3R E , HHPSFEEARAERNFEERE  UREEEEZERENHAF R
BE. R THIRIFZRECR , EARASERERETEP—BAEALEHIEENEE, AASETHIRM
HACEBRERNER , AteMtEE—REAEETHRSE,
ADPHEEEMENZEHERERERENERBRBEMAEFTRE. GlobalProtect 2t MERFELRE |
MRGEREERARSETHNRBEREER/RBERERE.

F M GlobalProtect B 5% 5%

AR MTNEERENZEZEM?

F /) GlobalProtect B & 3%

T&R#ER T GlobalProtect RS EZX BN M FEASREMERE S %,

S\ERERFE

RAFimBRRE

FEREN (THUAERAER ) NSRERE
BE-ZA

FRERERIBERTHUEBE AP ABMERBALSE, ILRBRIELFAE RACEESHE
GlobalProtect — i E#EfEIRFE , AU RBBEFENENBEFFER,

SNEDERRE

5\EB LDAP, Kerberos, TACACS+, SAML = RADIUS fR# ( SIEHREREZUERAERRIBEIN T
B flin—RH=E (OTP) B ) STHERERI . BANDRE

BAUARSFRKRER  TEARFEIBRERBNRE,

S2ERARBREBEBIRER,

EANBUuENREREREEAFRERE  LRIEECAELREN KRR OS.
& LL A {8 GlobalProtect THMERATREIMNBMBRER. MERA , F2HE HENERE. ARRIFES
BRIEIRTFER VPN ( BREERERE ) o

N MRS A OB EERASER SAML BB ERAEETRSE  FHE—%H (SLO) & |
#17 GlobalProtect AR 4.1.8 HE R RAHY A E A EELIER Sign Out ( B ) EARE
N M SLO BAAERER , #1T CGlobalProtect EATE 4.1.9 REFMAH FE A E SR
Hy Sign Out ( &H ) ERAER,

MREA OB FEERAEIR Kerberos BRBHFERAELETRE , EEAENEALER
FHEETRFIR | S EEE Sign Out ( & ) GlobalProtect FEAE,

MR B K A FF GlobalProtect FEFAT2 Save User Credentials ( 7 &2

& ) ( Network ( #88% ) > GlobalProtect > Portals ( A O#834 ) > <portal-config>

> Agent ( REFRER ) > <agent-config> > Authentication ( &% ) ) , EERINEA
LDAP, TACACS+ 5 RADIUS /7B , 4§48 %2 R Sign Out ( B ) EAER.
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PP i B 7 R R

HHEENRZEM , BUUREANRPERFEEREHRARNEIEZS , SEHRAFREBEREEME
RESBERREBERE,

LZERVEHAE  BRELZ— , NEEBBMENY , XEBRIEAEERE,
HERITRMY  BENEIEMULARBIRIBEEE K MECRAERT, (EBERAERSE, ADB
WHEEEEAERAZIRI R, )

S MRLSADBERMERASAASHERRBHERAELTRE  SEAEEEARSH
BEANBER | IS ARE Sign Out ( B4 ) GlobalProtect AR,

HREERAFHBENRERNARRERE SERAESRVIAFRER. RUEBENRIBREBRIERS
HEFEREAE - K HERREEXNEET  AEEAENEEE -3

EENBEHRERAENRME-—NAFIRERE  FEM SCEP, EEAELRZAR , AORUFRKED
M PKIBR. ADMBUESEUBRRLSEBER R,
BEMNEMENAFRBREMARUAERBERNERE , SEH AMREH Local ( A# ) BFE.

EATENBEREEUERHMERNBTERFROAFRER. BEREEEEEAESBNERER
HMAEAR ; FH CABE ; B THEMRREN ; LREBRTE CA BRBIBRENSE. RABERNTE
ERPRMNEAEREN B , ELAEERABNDRBEAAOPLL  BEBIREEPEANERR
HEZRE.

BENEEEEHEARERUIESFEAERE, NRBERERIEE [Username Field] F8 [£ 5] , inBhFT
HTRINEREXLECSERABBIASERIER. NRBHRREREIEE [Subject-Alt with an Email] = [ &
78] ¥EB [Username Field] , imBH RV BB L BB SHEMNL , & GlobalProtect EAER B A O L=
EBRER K 2SHEACERAEEBER,

GlobalProtect th X EBRAFHF (CAC) REZFXBE , AFKEREREE. EBELF , BEREREL
AQEHEEEFN CAC PEHBRMNE CABRE.

MRABEERFHBIERE  ITEBEADBUREPREAFHEBR  EAEERAEERE , mHSER
HEBE, NFNAREAFRBERENES  F2HE EiRFE VPN (BEFREE )

SERARRE

FEREREZRE K AODPGLIFEECEAREERTREBEFERE , 01— XMHEBH Active Directory (AD) & AR
T, BB BEREHMEEENEEMNRIBRERZTAOMPUE/RBEERE , REAERERE,

B EREAOMENFRE , UERARBERRENRRESEHTENRE S E. EROM , £RELAERBT
HERNMERGIKIIBRE , TRFIERER,

MRBREEREEIEE Username Field (FHESBEN ) TERFEAEEBNEREIBEN , SN IPERFR
KEBEACHAESBRBEREPNERENDRIRE. Fin, MRBIFREEPH Username Field (
AEEBWMAL ) BES Subject (XE ) , AIRBEABBRMUTNESERAERESRR , ERRMAMKRS
EXNREEAEREH., NRETRRGHEAEEARIFTINERAEERRTE  FRAERIZEEPH
Username Field ( fEFEBTBMNL ) BXEA None ( & ) . AR THIFESHEZEBEARHFEHFE VPN,

ERAERX (TURERSAER ) NS RERFE

( ) BRTREEEEMBRENHR, FARRENRRER (S, MBEEAEX
HREEAKEAER ) |, GlobalProtect ERAEXTUBAY R REAEUTHRESERNZRE , £FIUE

faii
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( ) BIERAAE—& A (SSO) B |, GlobalProtect RN & #FAHEK Windows B AR
FLLE BB R GlobalProtect A QML ERRIE W B Y ELR, B UREEARRNL HEHHEEEE | LR
R Windows £ i & T LA A 15 0 R P AR s IR i B BR BB M0 4R o

> MREMAE—-F A , #17T GlobalProtect BRI 4.1.9 X EFMRANFERAEEMLA SSO K
& SmmE  EEEER Signout (B ) EAEX,

FERENMAAEZRHEAFER A/ ?

KR , SHEARAOPBUEEANRMIE | GlobalProtect EFAEXSEXHEAHBNEARRE. EFEREAO
ELERHARRER M/ AERRERNSHEERT ARSI RESEME.

HAEABRRNALE , Bt LLEET GlobalProtect A OMBUEMEE—AEE, NI, HEFH—FEFEAE
( 0ME— OTP ) . JE GlobalProtect A QMR FEERRE A —# OTP , MA LR RIEMHBRBREEA
FEENFRFE.

ERMERETUERAREARARREITA , UERBEBRER ¢

A O #8uh s B8 LAY Cookie B R
HEAE M HFTE RENRE

A #uh =l & /Y Cookie BaF

Cookie BRE AL —MEAENRIRRE , RAMMSIBEFTERAAOMUERE , S AZE OTP
Ropl#ETAORLERERE, EERK/MLERAELRRARENY  RESEAENER. It
%, Cookie RFFEMEAEZERBIREA R BRRENMA VPN 2HUE,

B A A OB E BRI FER LT Cookie BMERRTE ( fla0 , B ERME LEREBERER cookie 77
BEE , MREBHRBER ) . EFADMUSNEEZBERE cookie Eiﬁ%ﬁﬁ , AOBLMEESKEER
cookie i’ﬁ%ﬁﬁﬁ%‘o EERARENIEM cookie B , ADBURFERIEREM cookie 78 B EFLME cookie 2
BEM. WR cookie ®H , GlobalProtect BEIRREAERFAOMUDFE, ERJFRIE , AORH
HEE R HERER T cookie iR B AR REEHFHHBETE,

BERTHIES , TREGBBREAN A QMBI cookie FERBARER 15 X , EREHREFANRE
cookie FEREAIRER 24 NF, EEAZEEEBAQMBURER , AQMPBERHERRE cookie. MR
EXR% , EREEAEREAOM@U , BF cookie MEAEN. BR , HHEXER , FAEERERFE , F
EASFHE cookie FEKBYMERAECBH (5X>24 M), REEASEDRAEAEEZBRERE
WHERDBFR , WEIBREE cookie, FETE cookie LAWY ELUBRMREFE 15X, YEREL
78 24 M,

MFWMAERRENES  FSEREER=RE,

B ERO B E RIERFE

BRERERE , BULEEAOMEN/RHEEE (AZ. ASREFE ) , BEREAZERNYEENR
F. BAOPUEREZSETRNRERE (TR OTP AL FEMNE AR ) B , LA ETNREERE.
HRGZIRWSAOBELREE , FABRXTSEARF | UELATEM GlobalProtect THEFIZE
o 1&"\EIJ«>{¥9‘)\Dﬂﬁﬁﬁﬂﬁ%ﬁﬁﬁﬁ%ﬁ*ﬁlﬁﬂ’ﬂféﬁ : ﬁﬁ%?;%ﬁﬂi OTP AR ZE S se 7 ER it
HRAXZHBRBE R FIENRE.

WMFMAEREENES  F2EFREER=RE,

FEREXMANEZRHAIERA/ME ?

E#% GlobalProtect % E &£ A A F i B3 LLFE macOS = Windows i B E{TERTE |, GlobalProtect 4 H 7R
ERAFIRBRULEA DML/ REEETEE,
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EERTAFHRBERESEN  EXEFETIER

s BERBEVABREREEN (CA) , ZREENVALEAORAENPMEREFNRIREEFIER,

- BRECAFRRIFEN  EHRBRIBESEHEEMEENER,

o BERMURBEFHE (10 GlobalProtect AR ERRBEPRE ) . KR , GlobalProtect FEFA
EXEASECFAETHESKENNER. IRTEE K EARIXZRASEHMSTHRESEK. RAE
LSEREHAEFTHE , & GlobalProtect EF RN EEAEEHERKREEBE , TS EHUBIERERS
. BHEZE GlobalProtect ERAEXEE—BABREFTHERSKEBE , BFEEEM GlobalProtect A4
R IBRE N R E B ERE Client Certificate Store Lookup ( A FimBREHREER ) #HE,

« BFEETE GlobalProtect A MM AR ERXREFEENHMBNERT, EEEEHMBRN , BXEE5
BENYHE BN (OID) LA EEH GlobalProtect A O#IERIBRE X REHERE Extended Key Usage
OID ( EMMEMFEAIBEROID )., OID 2—8E , HEETEFHASENEARXIRYE , BEERE
REEN (CABHEHEUK , ZEARXIRESEDEEZERE. NEEZIEE MK BET OID HFFHE
B, B2 OID WEFEIER,

ERAE—ERFHBIENANLERE K EAEASEDERAZAFRERNETRRE. AWM, EZEA
FimREAEELTERE , GlobalProtect ERREAERIRM LN AYAF K BRFETENAFRKE

o GlobalProtect AEEMAEE —NERBERMWMAZNAFREE  FAEVTEISNEZZIB—E
BE. AR , RAEBEABREEN (WOID AR ) NBRFRERGE N TAAFREBENBTE. W
FARELBFTEARRN C ELREMRENEMER , 2B B5] GlobalProtect {2,
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https://docs.paloaltonetworks.com/pan-os/7-1/pan-os-new-features/globalprotect-features/certificate-selection-by-oid

"X TE Nl B BE

BT THERAZ R WIERE GlobalProtect ACO#BISERRE , M ERNDRERE. XENRERBIE
LDAP, Kerberos, RADIUS. SAML % TACACS+,

¥ GlobalProtect th X RAHMEME, EREAFMRE BV —EAFREREENE
L ( Device ( &%f# ) > Local User Database ( AEEREERE ) ) , HPTEERERT
GlobalProtect FERHI £ & MBHHE , RRSDRBBREREANERE,

MEESAL , FFSH ZIEM GlobalProtect BFE 5% o
RENFHRBFHREDE

+ E%E LDAP B ¥

« ERE SAML Ba ¥

+ FXRE Kerberos B&

. ER%E RADIUS 5 TACACS+ B

G E LDAP E& 3%

FHEMEER LDAP RERERBENEAEEANPRERTE. At TAREERARAEAENARE
o

STEP 1| B fAMRARRER.

AR EERBIANRE R | WS R AEERENTRE RS RS H AN EHE FRRERR
S WS

IR &EH LDAP E#EZE Active Directory (AD) |, BI%4ZE A %{E AD #3155 37 BRIt LDAP
fRIARAR R ERE o

1. JZH Device ( (& ) > Server Profiles ( AIfRZEFRERE ) > LDAP , A% Add ( 138 ) LDAP fAlfR25%
EE,

2. B A Profile Name ( R EEEM ) , fili0 GP-User-Auth,

3. MRUBEEEANREEZSEERRKRIIENLAAE , BRI —EEERMN Shared ( L ) AR
ERE T A/ Location (L& ) o

4. ¥—TF Server List ( AIARETEE ) EEM Add ( #i8 ) , RAEZWAEGERJARBAAENENR , 2
FEfAARES Name ( &% ) . LDAP Server ( LDAP fAlfR25 ) IP {uit ( 5 FQDN ) & Port ( BiZE ),

5. EH LDAP falfiR2% Type ( EH ),

6. B A Bind DN ( 2% DN ) &2 Password ( 15 ) LU= RIS REER SR BH A B

7. ( ) MR EFH LR SSL | TLS ELX2HEMR B 8k [ RES , FFAUA Require SSL/TLS
secured connection ( FEE SSL/TLS T2 &R ) iB1E ( BRACKA ) . wEEANHER FRREE

EERME
389 (FERR ) —TLS (HBBIREBE LA StartTLS BE , ARFARMEREE TLS WK FE
o )

.+ 636—SSL

. FAHMEEER HEEAREHFEA TS, EEKMARSTIIETLS , AIEESEEMEMA SSL.

8. ( ) BTEBENNEZSE | FBRA Verify Server Certificate for SSL sessions ( #E53 SSL T /EF &
HEARES B ) BE , BiHHENE&MARESA SSL/TLS EEFERNER. ZERARE , Bthit
AR A Require SSL/TLS secured connection ( E3K SSL/TLS Z£E4R ) #B1H, A TIERER , BE
PWERBEATHREZ—
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https://tools.ietf.org/html/rfc2830

NREERFFENR : Device ( i%f# ) > Certificate Management ( BRE®E ) >
Certificates ( /87 ) > Device Certificates ( FZEBE ) . EELE , ¥BREEAZRE,
BRESEENAZEENEREEELEED : Device (#£(& ) > Certificate Management ( B
& ) > Certificates ( 3 ) > Default Trusted Certificate Authorities ( BRI ZEEBETE
Bfy),

9. &B—T OK ( HE ) REFFRRB[HRERE.

STEP 2| ( ) BY BB RRER.

RN EREEANMLIRAEEREBFEAEREANARSREE. EAOBUNEEL |, BALE
E—EASZERIRERET—FARZERAFFREBFRTEE. HAAFRRIBXEEARIBRERNME
Eimak (s A EERENRE |, F2ENE GlobalProtect BB MR E ¥ GlobalProtect A O #3152,

N EEAMCASERNBTEEHBHZRE  SACEENA , FEEFERAEBEEAR
l 17 EL VPN,

MRERENBHBEY , B RERE LDAP ZEF LA AR/ & E A GlobalProtect, 7
AR, ATEEARSERREREA DMLY , B REEE A AFE  RABEIERER
B—ERRZR. SEmpELEAERE | FEADEBERPRERFEIL ( Network ( #3
B% ) > GlobalProtect > Portal ( AO#83% ) ) , LA5E GlobalProtect FE A2\ A Cookie
REAOMAY , FARKZHRERE.

1. JZH Device ( §&fi ) > Authentication Profile ( BREERENE ) , ARIKX—T Add ( #1318 ) RIHEER
EE,

B AGREREN Name ( B8 ) -

# Authentication ( B85 ) Type ( EH! ) 52 E 5 LDAP,

BEURTES R 1 PE M LDAP B Server Profile ( A AREFRRERE ) o

#i A sAMAccountName {E & Login Attribute ( B A% ) .

R IE Password Expiry Warning ( ZiEHES ) , MEREERRBIPN SO XREBHNERE,
REREERBIPItRBEANFERE (BEA 1-255) , HACERAELBAEIHNIEERE , £24
BRHE-BEARNBAGRE  BESKNERETUEBEFTR GlobalProtect, EEFEALLIIAE , &4
BTEEH LDAP [RIBRESFAERE P IEE T 5 LDAP A REFEAE 2 — : active-directory, e-directory =

Sun.

FRIERMATAR A , BRIZIRBHAR6E A HE M &EFE GlobalProtect,

7. &5 User Domain ( £ A& #83E ) F Username Modifier ( FAEBBIERER ) . WHESHF User
Domain ( EF &#315 ) M Username Modifier ( A E B BERER ) ELUSKER & PTE AR
R/ EREEBTHR, RESEABRNFTRRETRE , EEEE User-ID BHEYFERE A User
Domain ( EAEHEE ) . ERFRBEEEZRARINES/FAEERTHE  BETEREREFEA
EERAABIR  SUERAEEARESEEEA, SUURTIEEPIER

EEZEEARSRNEHERA |, 5548 User Domain ( FAEME )R8 H ( ERE ) 14
Username Modifier ( fEA & BBIEHNER ) FREAEE BUSERINPUTYS ( FEFRIE ) -

- EEAEFEAZWMAG@EMNLASE , 8 A User Domain ( EAEME ) I Username
Modifier ( FAEEZBBRRER ) FREA %USERDOMAIN%\%USERINPUT%,
EEEMFEAEWAM MBI , B8 A User Domain ( S &M ) 4§ Username Modifier ( £
EZBIEUER ) [REA %USERINPUT%@%USERDOMAIN%,

oA Wi

% Username Modifier ( FAE&EBZBIERER ) @5 WUSERDOMAIN% % | H| User
L Domain ( f£EAEME ) EEMREMEREWANMEFSH, MR User Domain ( £
BAERE ) Az AIRTEEREBRTEAEAZERANBETFS,
8. 7£ Advanced (P ) EE L , Add ( #138 ) Allow List ( RFFEE ) LUBE AU ERETERE
WERENMERAERE, all (TR ) BEARBSNUERAEULREEETRSE, KKFHER , FEKE
B, 6 EXREEFEHETRE.
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9. B—TOK (H®E ).

STEP 3 | RXAERE,
#—T Commit ( 1Y) o

RXE SAML B &

ZEMBAFRREES SAML) —EL XML HER., FRERENERENTHRERS (552 ERBIREMRE
(IdP) MARIERME ) R MBRBERZME. SAML 2 OASIS & MBBRMEESESNER.

STEP 1| B fAMRARREE.

AR AR A E R RIS\ ERER T AR TS | Y RBH A RERR E NP ER R AR X 9 SR A0 fE A B R BB S BTG
;O v

THIZEREREAMAHE IdP A SAML B RESR | LUERS K iERES B B2 M (A AR B8 ER E AR I AGE
R, A AP BEEA. MR AP RIBEHPEBERER |, 5525 Device ( #E ) > Server Profiles ( fd
FRESEREHE ) > SAML Identity Provider ( SAML #BIIR4tE ) , REFE Add ( #1¥ ) ARBRER,

1. % IdP [EH SAML FPREERE RIS K& Al FHAY IR R o
BRI EHERNERA |, BB IdP X

2. #EH Device ( #& ) > Server Profiles ( fAlRE5ZXEME ) > SAML Identity Provider ( SAML # Bl #2 fi
).

3. Import ( EA ) REERERZIPAE,

4. & AR B FABRESERE MR Profile Name ( SR EREE# ) , W GP-User-Auth,

5. Browse ( BE ) PEERER,

6. ( ) iEHValidate Identity Provider Certificate ( BB BIREETFE ) ( FERE ) , BHAER

& 1dP B .
REELKARSRERERAREBRERIY Commit ( R} ) BFE 2% , TEETRE. BHAES
FHRFRERPHNEERERRFER.

7. & A Maximum Clock Skew ( Bx KBFEEERE ) |, BNTERS AMBEREE AP FA SRS | |dP EERS A B R AR
MAREREBEE (BELAY ). AREROY  EEA 1E900H, ZEEEBIBIE , AIRIFX
8

8. #&—T OK ( #E ) RiFFAREIRERE,

STEP 2| ( ) BIBRFERER,
BRENREREEANMAGLIHEEREBFEAEEEANARSEREE. EAOBUEEEL | BaLlE
E—ERZERIFRERE—BARZEAFHREREE. EHAFPHRIBXEEARBRER WML
BlNEAERFENEZES , F2BEIRE GlobalProtect BEMEZE L GlobalProtect A O#BILEHY 1
B,

SAML B4 %2558 GlobalProtect EFR R 5.0 R EHpRA 1 FE L& AW EiHFE
VPN,

1. iZHEX Device ( £%f% ) > Authentication Profile ( B8R ER ) , RBIE—T Add ( #7118 ) RHFHEER
FEERE,

M AREREREN Name (218 ) .

# Authentication ( B 5 ) Type ( EH! ) SREA SAML,

BEUSIES R 1 hE K SAML IdP Server Profile ( IdP fAlfRESEERE ) »

Eéﬁ?ﬁﬂi?ilﬁuﬁm Bh X MG EE SAML BRI R & 2 BV BEERE . 26 SAML 2.0 527 LARRARFEH
E#flo

RANE I
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/authentication/configure-saml-authentication.html

o BAXERAEEHEBI BN Certificate for Signing Requests ( ARBEBERNBRE ) , AR
AEEIEE IdP,
By KB AS A BRR¥ 1P R MY Certificate Profile ( BRERERE ) -
6. ?biﬁﬁﬁ EEBEEEABGER,

+ 187 Username Attribute ( £/ & B1% ) # User Group Attribute ( EF BB HEBM ) .
AN TRREMABRFEEE , SAML B EREIR A User Domain ( £ &8 ) Bit.

llll:<>

< ) MREITHE R M ERERRBFBERIAL IdP BRI FREHEENEEIRS |, FEE Admin
Role Attribute ( EE A BB )  Access Domain Attribute ( FFERAAZEHE ) o
7. 7£ Advanced ( R ) BEE L |, Add ( #118 ) Allow List ( REFEE ) SUEBEUA UM R ERETRE
MEERERMBHE. all (FIE) BIEANESUEAEUNRERETRE, KA ,BEMIER | B
EERFEAETRE,

FATRETE Allow List ( AFFEE ) FHEMAE R BERER SAML IdP [ERRNERE B BMEE.
8. H—T OK(H#E ),

STEP 3 | Commit ( 232 ) #HRE,

STEP 4] ( ) & Chromebooks B SAML SSO.
B R BB UL T 5 BT Chromebooks £ &iB AT Android B9 GlobalProtect FEFT2 5% E SAML SSO,
1. B AE Google EEF A IiRE Security ( Z£M ) o

= Google Admin Q, Search for users, groups, and settings (e.g. add domain alias)

Security

Security

pantestqa.com

Basic settings

Enforce 25V, manage less secure apps.

Activity Rules

Configure rules to monitor and take action to resolve security issues.

Password management

Configure password policies.

Password monitoring

Monitor the password strength by user.

Login challenges
Manage the information used during login to protect users.

APl reference

Enable APIs to programmatically manage provisioning, reporting, or migration via custom-built or third-
party applications.

n (SS0)

on for web based applications (like Gmail or Calendar).

2. i®HY Set up single sign-on (SSO) ( FXREE—E A (SSO) ) -

3. ) MRERLEEBER Google AW EH IR EERE SSO , F71#EX Setup SSO with third party
identity provider ( EiB 1% 0 RSB IRM FHELE SSO ) , EIEE Sign-in page URL ( EFAETMH
URL ) #1 Sign-out page URL ( & EH URL ) 3t E & B M Verification certificate ( BBERF ) .
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= Google Admin Q_ Search for users, groups, and settings (e.g. add domain alias)

~ Set up single sign-on (SSO)

). Wit 550,
°
Setup S5O with Google iden ity provider
o e e S e
ssou
enty 1D ./ accounts. google.com/osami2dpideCOvgfe e
Certfcate 1 Goagle. 2o §
Exores Sep
+ s
Certificate 2 GENERATE CERTIFICATE

eeeeeee

4. 7£ GlobalProtect FEZE SAML Bl H &,

1. 7£ GlobalProtect $###|&# , i#E Device ( #& ) > Server Profiles ( fAIfREFEXEMRE ) > SAML
Identity Provider ( SAML B3R E )
2. 7£ Google BEE#EH| & F LLE BB 1P I A E.

SAMVL |dentity Provider Server Profile

Profile Mame | Portall_Okta_SAML

[[] Administrater Use Only
Identity Provider Configuration

Identity Provider ID | hitp: fwww.okta.com/exkam|?bmplDipealdxé

ldentity Provider Certificate | crt.Portall_Okta_SAML shared o

e certificate that IDP uses to sign SAML messages

Identity Provider 550 URL | hitps: /200000 okta.com/app/p
Identity Provider SLO URL | https:#gee 757050 Lokta.comfapp/ N
SAML HTTP Binding for 550 Requests to o Post ) Redirect
IDP
SAML HTTP Binding for 5LO Requc-stlsDLg ° Post ) Redirect

|:| WValidate Identity Provider Certificate
[] sign SAML Message to IDP

Maximum Clock Skew (seconds) | 60

n Cal‘ Ltl

EAERRFBEREIT SAML B

R IEA GlobalProtect A OMFILEREAEIR SAML BRBERBBHEAE  RXFEHETERZEEAERNIH
R SAML HEERRER , MBEEEWW AR , B BIEENE—Z A (SSO) B, RREHAETRHME
AERRMBAESRET SAMLEREMSZ R , HAMMEESEERRKBIESS ( Chrome, Firefox B Safari ) £
B B 1265 & 52 A 1E GlobalProtect B E AR

WA EEMAZ BB (WebAuthn) API FBIERS |, BAIFEABRAEZEE (U2F) 2 &R , il
BARZEREF (MFA) B YubiKeys , AR BIREE (IdP) , #5170 Onelogin % Okta,
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S Z2 3t GlobalProtect™ FERREL 5.2 R EH AR AEY Windows, macOS. Linux, Android ] iOS
EEXEILIEE,

STEP 1| £ Windows., macOS. Linux, Android f1iOS if2 P @ BFEAHMBMETE , *MERERRE
B B3 1T SAML B 3%,
AR FIR R EETELSENIRTE , TrERAFERERRREESRE!T SAML B
o GlobalProtect EARER RS EARLEEMEGELEHE —IX,

MRERSAML BB MEAFARRRAERG , RERFEAEN Windows = macOS inH LR BIEEE L
ERBHIE , BIFE A OHEIL4ERES | Use Default Browser for SAML Authentication ( TR R BIE S
1T SAML 5% ) BIEER A Yes (=) , BEEAEEBEARNRE 5.0 R 5.1.x lRARE 5.2.0
Wb EARNSFHARBES K MEBRERRKRES. EFEHEERE GlobalProtect ERAER |, I
£ A O #FUE 4B A% Use Default Browser for SAML Authentication ( i fI 8 5% % #5521 B 253 17 SAML
ERR% ) BIERA Yes (R ) &, TREAE , EARRXEZHE Windows Ml macOS w2 AR R HKB
B

WMERTE P iR MBS A T SR B R E S default browser ( TR BIESS ) ERE Yes (2 ) , EAOMM
#A &% Use Default Browser for SAML Authentication ( £ FATER R BIEETH T SAML B3 ) B8
FAENo(T)  BREAEKEBLIZIREFEAERR. EFAEX2ERA SAML BREFBFERRAE
BR. ARAAFPRMSENADRERENTERBIERETE , EAEXSEITTEER , ¥ETXEA
R AERBIERS.

> Globalprotect A O#8u4#Y Use Default Browser for SAML Authentication ( {8 F 5% KRR 2
BERRET SAML B8 ) EEAAFREBENFALTEXRERAEEHENE , TREMREE
MEAERER.,

£ Windows ix % E | SRR KD OHEEE S (SCCM) T8 %268 GlobalProtect EARER 5.2,
WFRIALLTEEZE , # Windows Installer (Msiexec) # DEFAULTBROWSER B & yes (= )

msiexec.exe /1 GlobalProtect.msi DEFAULTBROWSER=YES

o £ macOSimE L , FRALTEE , £ macOS plist (/Library/Preferences/
com.paloaltonetworks.GlobalProtect.settings.plist) F#& GlobalProtect BRI
default-browser EF% & yes (= ) :

sudo defaults write /Library/Preferences/
com.paloaltonetworks.GlobalProtect.settings.plist '{"Palo Alto Networks"
={GlobalProtect={Settings={default-browser=yes;};};}:}

Z# GlobalProtect EARE 5.2 % , WAL plist 18 , FTEEMBFAR R A BIBEFHEIT SAML B
o
118 plist £88% , LEAEHE macOS iHE , THEME plist EWEW. RREFTRBE , FREBTER
RIEBIBERRHEIT SAML BB,
£ Linux i3 £ |, £ <Settings> FH /opt/paloaltonetworks/globalprotect/
pangps . xml FALEBBIELERTF | #§ default-browser B35 yes ( R ) » #7 default-browser {&
%, WBEHRE Linux iInE , FREFEEEN,
£ Android M iOS iwB £ , FASIEMNTEEEEERFK (MDM) ( B0 Airwatch ) 31 VPN §&E
E.
LEBE 9B AE Airwatcho
EREPEEIAE VPN 52EHE ( Devices ( Z& ) > Profiles & Resources ( 52 EEMER ) >
Profiles ( 2 EE ) ) o
EEL VPN |, LUFi8 VPN BREE.
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https://techp.awmdm.com/AirWatch/Login

£ Android Ui 36 £ , # A Custom Data Key ( HFTE K £#8 ) (use_default_browser_for_saml),
& A Custom Data Value ( BETERME ) (true (E) ).

£ i0S i B L , B A Custom Data Key ( BFJE# €8 ) (saml-use-default-browser), A
Custom Data Value ( BFJE¥HE ) (true (E) ),

iOS def_browser

VPN

[ o0 vession | save o rususn [
#—F Save and Publish ( @XM ) UREFEE,

STEP 2| 3% 7E SAML B FE , BB EAE.,

» REETT SAML RENERRRAERTEASEERTHSARER , RMNRBERER
BHR, MEHMEF , FSH A DELSRIE LI Cookie 57,

STEP 3 | BtA GlobalProtect EARE , BRAMEHAE SR AR GlobalProtect AR , W EAM
MR AL R KB ERTHE T SAML B 3%,

1. iZHL Network ( #8% ) > GlobalProtect > Portals ( A O#83 ) > <portal-config> > Agent ( {KIEFE

3, ) <agent-config> > App ( EFAF23\ ) > Use Default Browser for SAML Authentication ( A 8%
RIFBIBEEREIT SAMLRTF ) »

2. i#EHl Yes ( & ) , BAME GlobalProtect FEFT2 X FIRATEER R BIE ST E 1T SAML 8o

N WREMAE—FA (SSO) , KRR EEAXYEE. £4H SAML BEFEAERER
HBIEESHF | #& Use Single Sign-On (Windows) ( {EFHE ZE A (Windows) ) = Use
Single Sign- On (macOS) ( EAE—&A (macOS) ) &A No (&) , AEHE—%
Ao

STEP 4| ZM T OK ( F#EE ) »
STEP 5| Commit ( 123 ) #H5E,

STEP ¢ | IR R EAER BN ARENRIHIIEREZ 1P,
1. #£ GlobalProtect FEF#23\ £ , i2H Refresh Connection ( EF R IEEHR ) . Connect (E#R ) =
Enable ( BUA ) , ABEELRR.
RN TFARBE RS BB ER , LT SAML BRE.
2. UEEAEEBANEBEA , JUE IdP LB,
ERMKERETE P LRZhERFEE , #2—T Open GlobalProtect ( B GlobalProtect )
4. BIRZE GlobalProtect EARXREMAA SAML WEAREN , BRAEHE AFEHERS

w
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=2 E Kerberos B %

Erberos 2 — B RETBEANME , TUAEAEZRRAFBRHEBFZLHERBEFARNALZ LN H K@ HE
LREES S,

» Windows (7, 8 110 ) B& macOS (10.10 FMEH A ) imBiZ & Kerberos §@&. BAR

macOS ik Bt #Y Kerberos By % EE K K GlobalProtect FE AR A4 4.1.0,

STEP 1| B AR EE.

RIARERAE R RIS\ ARER T RS | M /RBH A RNERR E /NP ER T AR e ¥ SR A0 £ P B R EUBR S BTG
;O WS

1.

2.
3.

4,

5.

STEP 2| (

iZEX Device ( #£& ) > Server Profiles ( fAIfRBFERENE ) > Kerberos , A Add ( %138 ) Kerberos il
BRESERERE
i A Profile Name ( 5XEEE#® ) , Hl0 GP-User-Auth,
MENBREEBAREELEERIADEEMBI A | FEN—EERKHKR Shared ( LA ) AR
ERE T AK Location (L& ) .
£ Servers ( ARES ) BiHE—T Add ( #1i8 ) , REWATIERNERZERF MRS
fRfR2EName ( BH )
& A Kerberos Server ( Kerberos falfiR25 ) #9 IP {4t =} FQDN
EER
B—T OK ( HE ) RAFRRBFFRERE,

) B BRERER,

BRRNEREEANMLIFHEERBFEAERFEANARSZEE. EAOBUSFEEL , BUE
—EARZEAFRREFREEFIEE—(ARZEARIBRERE. EHAF RRBREREANRBREE M
TEMMERERFENED , B2 BE%E GlobalProtect BE MR E ¥ GlobalProtect A O #3uL R 1ZHL,

w

 EZEAMCAZERNETEFHBNEE K BEEEENA , BREEFEREBEE AR
i 1FE VPN,

. 1ZHY Device ( §%ff ) > Authentication Profile ( B8 EREME ) , REBIX—T Add ( ¥1€ ) RIWE

EEO
A GLEREN Name ( BH ) RZIEE Kerberos fEA5RE Type ( BH ),
BEEESR 1 PEUK Kerberos B2 7% Server Profile ( fRIfRSFERERE ) »
87 User Domain ( £ & #8313 ) fl Username Modifier ( fEAEZRBIEHER ) . WHEEHHEL
B, UMBREAEERANBRANBEE/EREERTH, hESERBUNFTRRETRE B8
§1¥% User-1D B#E¥IFEAE A User Domain ( EAEME ) B, ERBEREFEHHRENBEE/EHE
Z2HFE AETEERREAECRAGAREE  SHEREEARESHEEER, B£TURTS
EIFHER :
EEEARBSUNERERA | 5548 User Domain ( FAEMEE ) REEH (ERE) , 14
Username Modifier ( fEA & BRBIEHNER ) FREAEE BUSERINPUTY ( FEFRIE ) -
EEEMEAEWAGEM LS , 78 A User Domain ( FA&ME ) A% Username
Modifier ( EAEEZBBURER ) FREA %USERDOMAIN%\%USERINPUT%,
EEEMFEAEWAM MBI , B8 A User Domain ( A &M ) 4 Username Modifier ( £
EEBBURER ) REH %USERINPUT%@%USERDOMAIN%,

» % Username Modifier ( FAEBBIERER ) @5 WUSERDOMAIN% % | H| User
L Domain ( £ EMBE ) EEMREMEREWANBEFSE, MR User Domain ( £
AERE ) Az AIRTEREBRTEAEAZRWANBEEFS,
MR B LB | FBRRE Kerberos E—& A (SSO).
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#i A Kerberos Realm ( Kerberos #813 ) ( &% 127 ¥ ) MEEFEAEZABBHEHEBI
oo Bl , FEHABERF B user@EXAMPLE.LOCAL E & %815 EXAMPLE.LOCAL.,
Import ( EA ) —1{& Kerberos Keytab ( Kerberos £81E% ) &%, HEERE , 55 Browse ( &
) SREEER  ARR—TOK(HEE). BEHHE , hnYELtESFHSREREY
SSO, ERIIEY , BEAEERNFEIR Allow List ( RFFEE ) &, BIRBEVERY, &
Al K BREEFELOELEHISERE Type (EE )WFH (FHERE/ZH ) BRFE., Type (&
B ) F—EH Kerberos, EEBEI1TH , BEFEAE T LMEMEM Kerberos 385 , 1£ GlobalProtect
ADMBERERERERED |, 52 E Use Default Authentication on Kerberos Authentication
Failure ( E Kerberos B8 XM FEATARRE ) ANo (B ) .
6. 1£ Advanced ( B ) BE& L , Add ( #718 ) Allow List ( RFFEE ) LUBEL A SF AL R EREITERE
WERENERERHE, all (FTE ) BEAFSMNERAEUNLRERETRE., KER , FERE
B A6 EREEFRETRE,
7. Bﬂi—-FOK(ﬁEA:E)o

STEP 3 | R4 RE,
#—"T Commit ( 1% ) o

2% E RADIUS = TACACS+ Ea F&

RADIUS B — B Fin/AREREA B EMER  HERERTFINERBFREDRARREE , UBRBEBAEA
EYRTFHUERRBIRBHNFEUE. TACACS+ B—ETEEVA UNIX RERLANREBEAGE , &
ARERFIRARFEEAEZARBEEIERTMARB[LIURE RS AFHBERRNFE,

STEP 1| BM A RERREE.

AR EERBINRE R | WS R AEERENDEE R RSB ENEREFERERR
O WS

N mMBEMBEMA VSA E RADIUS ARREEMIES | sz — {8 RADIUS fRES%E
i,

1. 1#EX Device ( & ) > Server Profiles ( AIfREFERER ) , AR BEEREEEE ( RADIUS
TACACS+ ) o

2. Add ( ¥ ) 89 RADIUS = TACACS+ fRIfRSS SR E 4.

3. B A Profile Name ( B2 EEEH ) , W GP-User-Auth,

4. MRUBEEBBAREESEERRKIIEN AR , FER—EERRMN Shared ( LA ) AR
ERE T A Location (& ) -

5. BRE T 5 Server Settings ( fAfRESERE ) :

REF (M) —TERREEREREE R AR K B 5 FE [ RSN E EMmRENR B,
BREEAME—FANEREREBARSEBNEAGE. BEZIE CHAP, PAP, PEAP-
MSCHAPv2, PEAP with GTC, or EAP-TTLS with PAP,

»  WREHE PEAP-MSCHAPV2 ( ZREMN TJIERE B FBEAH E- Microsoft BkEEF
L BEEAHERE2 ) REARBEANE , EBHEAEET —REAREESR
Hizk RADIUS/AD EE EEREFE RGN , H7EIB GlobalProtect ERAENEE
RADIUS =} Active Directory (AD) 25,
( Retries ( Ef ) —EF L ERAIBH A B E R SR Z 5 F A RFOAXE,
( Use single connection for all authentication ( BFf BB EHE —ER ) — 5
PR TACACS+ BREBERIEBE — TCP TEMRR ( MAREEERNE R TAERE ) MBERE
H,
6. 1E Servers ( fAlfRET ) EBiHIE—T Add ( #i8 ) , RBRWAT I ERALLERERFEF RS -
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8
RADIUS =% TACACS+ Server ( fAlfR2S ) ( fABREFHY IP fuksk FQDN )
Secret ( i ) ( ERBRBERIBHINBNLAEE )
o EEE
7. &—T OK ( #E ) REFFRARBZHEE.

STEP 2| ( ) BIRFERER,
RN EREEANMLIFAEERBFFEAEREANARSRERE. EAOBUSEEEL | & E
—EARZEAFHEREBEREEFEE—EARZEARBREE. EHAFRBRBRERANBIEREENM
TEMBERAERIENE , B2 BE%E GlobalProtect BE MR E ¥ GlobalProtect A O 435 2 HL,

» EZEEAFCAEEGNBTEEHBYRE  BAEEENA , BZEEAZBEEAE
l ImfFE VPN,

1. 1#EX Device ( §%f# ) > Authentication Profile ( B8 ERER ) , RHBIEX—T Add ( #18 ) RIMIEYER
EE,
B AGREREMN Name ( B8 ) o
iZH! Authentication ( 8% ) Type ( #Z ) ( RADIUS = TACACS+ ) o
BEEHTHRRNRENSER 1 PEILM RADIUS = TACACS+ER ¥ Server Profile ( RIAREIERERE ) o
( ) MRERER L EFATSERIRERET , FBRUA Retrieve user group from
RADIUS ( B RADIUS #EEUEF & BH4E ) -
$87E User Domain ( £ A& #313 ) # Username Modifier ( FAE BB RER ) . HEHTESHHEL
B, MEREREEZRALBRANRS/EHEEBFE, RESEABINFRRETHRE , B8
§T¥f User-1D BHE¥IFESER User Domain ( EAE#HBE ) B, ERFREBZE/RHRENBEE/FRE
ZHEE  HETHEERSEFEASCRAAREE  SUEAEEARBESIEEEA, EUURTH
EIEHEEY
EEEARBSUNERERA | B4 User Domain ( FAEMEE ) REZEH ( ARE ) I
Username Modifier ( fEA & BBIEHER ) FREAEBE KUSERINPUTYS ( FEERIE ) -
EEAFEASWAREMN LML |, 558 A User Domain ( £ &/ ) A/ Username
Modifier ( EA&EBRBIEHER ) BE A YUSERDOMAIN%\%USERINPUT%,
EEEMERERAMMNBE , 8 A User Domain ( £ E#E ) 114§ Username Modifier ( £/
EEBEUER ) REH %USERINPUT%@%USERDOMAIN%,

LANE I

o

% Username Modifier ( FEBBIERER ) @& WUSERDOMAIN% £% , H| User
& Domain ( EREEE ) ERIAES EB AR BRZR, MR User Domain ( &
AEMRE ) Az  IRTEEEBRTEAEAERANRAE TS,
7. 1£ Advanced ( #F ) BEE L , Add ( #7138 ) Allow List ( AFFEE ) SUBEU AR ERETRE
WERENMERAEEE, all (FIE ) BEAFSMERAEULRERE®TRE, KTER , FEHE
B A6 EWREBHEMGEHETERE.
8. #—T OK (#E ).

STEP 3| Commit ( 123 ) #H%E,
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RERAFPImEREE

HRZANAFPRERRE K FAEETHAFPREBIERFERE GlobalProtect AOMPBUMEHFEE, ADOMH
UWEEENFERA L ASE—WAFRER K REFEAEIREREETEAEZNMES.

HEAFRBEN S LR FEEBNZTEMEIRME !

- HERIFNHLAAFRERE
. HERIBNEMEBE
- MERIFNEAEEEAFPRERE

HEREN LA AP IREE

EERTERMEAEZTEBRENAR , EUNSHAERMEERAERAFRER  RELETRBRUER
BHRABEXEELTHE, EALTAREUERERETASHER  LHADEELTRE.

STEP 1| B4 RH LAEPE % {8 GlobalProtect i 2.

1. B3 FAREHE GlobalProtect T8 B H BB REHIR CA BHE.

2. 1#EY Device ( #& ) > Certificate Management ( ‘REEIE ) > Certificates ( BFE ) > Device
Certificates ( RERE ) , A& Generate ( B4 ) FTHERE.

3. # Certificate Type ( BB A ) FEA Local ( &# ) ( ¥R

4. B A Certificate Name ( BE B ) . LEBTEBEEHK,

5. A Common Name ( BAER ) UL BEHADNAEAENSBE (W , GP_Windows_App ) o
EQME%MEFH*Eﬂﬁﬂ&'ﬁaﬁi*ﬁ%i)’ﬁﬁﬁﬁﬁ&'ﬁ B bt T A — AREAIBECAER
i B

6. 1£ Signed By ( #&%# ) i+ , EEUEMR CA,

7. iZHU OCSP Responder ( OCSP EfEFE ) RERF BREHNHIEMEE,

8. H—T OK (#E ) BN EL TR,

STEP2 | BREE R ERTE

£ GlobalProtect A Q@R ERNARANNRIRE , LA A OB LUER S XA Local ( # ) A
FinBREFERAE , EXEARX T KA,

HERFENERBE

EFERIRGEABAENERE  FREECHLARSBERER PK) RIEEK B ER Y EMEEMEE
o (BE) AELEBREEN %H%E%MFEEAEEH:I BBEEALZE , EEMESEF AT GlobalProtect JT
HETFEEER , Y AERY ELE,

EERARMBAENER S4ARERBRER  URIRCEAE (F2REA=HE ).

EFHTEUI‘I’IEMLERE_LFH}E B, WFHHEE R, WEEZEN , 5828 GlobalProtect
ERFE, MEHRES K F2EEHREE VPN ( BEEREE )

STEP 1| i A F ik B¥ % H = GlobalProtect FE AR Rk %,
EAS R GlobalProtect A QAL FIEE , AR IR H BN EHER.

3 FRET ¥ GlobalProtect stF#58 B H BB BENIR CA BHE.

iEZHY Device ( 28& ) > Certificate Management ( BEE®E ) > Certificates ( 7 ) > Device
Certificates ( REBE ) , REBIKL—T Generate ( BE% ) .

& A Certificate Name ( REEHE ) . BEEBTHEIEEK.

4. 1£ Common Name ( BAE® ) MU TWASSERERE LW IP fI1uts FQDN,

N =

w
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5. ft Signed By ( #&# ) TH X /FEHEIUR CA,

iZHL OCSP Responder ( OCSP EIEREX ) RERF BENRBEME,

7. BRFHEIT Cryptographic Settings ( INZFERE ) , BIFEME Algorithm (JEEL ) , €8 E
FE ( Number of Bits ( 2 7T2{ ) ) , Digest ( HE ) EE % ( M shal, sha256, sha384 =
sha512 ) , AR & Expiration (B8 ) (AXBEMN ),
B AMBER FIPS-CC X , HERELEEEEZA RSA , HI RSA £ AR 2,048 = 3072 LT,

8. 7£ Certificate Attributes ( BREEME ) EiE , Add ( #18 ) X EZ BRI KRB ABREWHER,
FARC(E , HNREHTIE Host Name ( THEHE ) Bt ( FEABEMN SAN L ) |, ISR RELEERH
Common Name ( BAEHE ) B2/ 4,

9. B—T OK (HE ) A EEBE.

STEP2 | HimHNEABE TR EPRERE,

MREFEAE—FEAERIREMER , £V ORY/BEER2H , B4 EEEERRLHER
HNEABEERER, %%H&i’@%t% F| Windows E’Mﬂ%%ﬁ%ﬁ%ﬁﬁilﬁb{& macOS R & ids
F, BEAERELZESE macOS £ Windows & Keychain BB BifE & BEERE.

fBlan | EE4E A Microsoft B 1 &1 Windows RIELZHBH

1. HHTERTRP , BA mmc REEE Microsoft BB XA

2. iZH File ( #£% ) > Add/Remove Snap-in ( #Ti8/BBRMRAREEE T ),

3. ¢ Available snap-ins ( TABAXEEE T ) BFEF , i#E Certificates ( BFE ) , ARBBREEA
WREERE  Add (F8 ) LERTHEERAXNERE T2 —
+ Computer account ( BEIRFE ) — IR ZREE ASKEF , FEEULIRE,
« My useraccount ( BHNFERERSE ) —REEEAFHERE , FEIULIEE,

o

@
@ File Action View Favorites Window Help - a
=m0

"| Console Root Mame Actions

Console Root

There are no items to show in this view,
More Actions

You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n vendar A | Console Root Edit Extensions...
- | ActiveX Control Microsoft Cor... Remove
Authorizatinn Manager Microsoft Cor... —
_aﬂ Certificates Microsoft Cor...
. Component Services  Microsoft Cor...
A Computer Managem... Microsoft Cor... Certificates snap-in ks
H'.‘Device Manager Microsoft Cor. .. Add >
155 Disk Management Microsoft and... Thig snap-n will always manage certificates for:
@ Event Viewer Microsoft Cor...
“ Folder Microsoft Cor... ®) Wy user accourt
__f Group Policy Object ... Microsoft Cor... (O Service account
.g IP Security Monitor Microsoft Cor... (C) Computer account
.g IF Security Policy M...  Microsoft Cor...
[=]Link to Web Address  MicrosoftCor...
. ... o - -

Description:

The Certificates snap-in allows you to browse the contents of the certificate]

< Back Cancel
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4. 1 Console Root ( £##&1R ) # , BH Certificates ( B ) , ARIRE Personal (A ).
5. ¥£ Actions ( BifE ) # , i2EX Personal ( f8.A ) > More Actions ( EAhEE ) > All Tasks ( FTETL
#£) >Import ([EA ) , AERKBBEREABERHSERRE AL CA KRR PKCS EX,

View Favorites  Window Help

Censolel - [Console Root\Certificates - Current User\Personal]
& File Action
€= 2E 0|6z HE

- [m] X

- 8 X

w

Console Root
J;)J Certificates - Current User
~ | Personal
| Certificates
| Trusted Root Certification Authorities
“| Enterprise Trust
| Intermediate Certification Authorities
~| Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
~| Third-Party Root Certification Authorities
~| Trusted People
| Client Authentication lssuers
| Other People
| Local NonRemovable Certificates
| MSIEHistorylournal
_| Certificate Enrollment Requests
| Smart Card Trusted Roots
__9)1 Certificates (Local Computer)

Object Type
| Certificates

Actions
Personal

More Ac
Find Certificates...

Request Mew Certificate...
Import...

Advanced Operations >

Add a certificate to a store

Find Certificates...

All Tasks >
View ¥
Mew Window frem Here

Mew Taskpad View...

Refresh
Export List...

Help

6. Browse ( BB ) ZXZMEEAN p12 BEER (IZH Personal Information Exchange ( B AEA
R ) EAZAENERER ) |, XWAZARMNEFAAERE Password ( 2 ) . #§ Certificate
store ( BEEME ) FRE S Personal (
STEP 3 | B BRRCHEEBMARIREHRE,
#£ Console Root ( X2 AR ) BEEE/ABEFHIE ( Certificates ( R ) > Personal (EA ) >

Certificates (

BE)

BA).
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]
@ File Action View Faverites Window Help - & %
e |nmBlc= HE
“| Console Root Issued To Issued By Actions
v & C_E"tF"f'“tESI' Current User ElmyCert.acme.com gp.acme.comons Server Certificates -
v [ Persona
| Certificates More Actions
| Trusted Root Certification Authorities |
| Enterprise Trust |

| Intermediate Certification Authorities
| Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities
| Trusted People
| Client Authentication Issuers
| Other People
| Local MonRemaovable Certificates
| MSIEHistorylournal
| Certificate Enrollment Requests
| Smart Card Trusted Roots
,RH Certificates (Local Computer)

Personal store contains 2 certificates,

STEP 4| S AAREBAFIRBRENR CA BREAZR A,

REBANMNE CABRERFRBER , SIWL6R CAREEPKI, WERFHBME, NMREEAEREEN
B, R CARIEMRA NP/ BEMmERE.

1.
2.

TERAREZAFPHBENE CABE (Baseéd X ) o

REEAFIKBEN CAEAIR CABEEAME

1. i#H Device ( #£i& ) > Certificate Management ( BEE®E ) > Certificates ( B ) > Device
Certificates ( REBE ) , REE—T Import ( EA )

# Certificate Type ( B8R $HE ) 3REH Local ( & ) (F8E ).

WAEARFIR CABREZBIM Certificate Name ( BEEE )

Browse ( BIE ) ZIiEEH CA TEH Certificate File ( BERER ) .

# File Format ( #£ X3 ) 32 A Baseé4 Encoded Certificate (PEM) ( Base64 #w & & &
(PEM)) , REE—T OK (HEE ) -

£ Device Certificates ( £ERF ) HE L , BEEREI EANREURBERER.

7. iZH Trusted Root CA ( EF1R CA) , RABRE—T OK (HEE ),

DA

o

STEPS | B A F iR BRRER.

1.

2.
3.

iZH Device ( 5%f ) > Certificates ( /83 ) > Certificate Management ( REE ¥ ) > Certificate
Profile ( BFEERXERE ) LA Add ( #1 ) BRI ERE.

B ASRERE Name ( BT ) .

IZH Username Field ( EAESBMIL ) B , REEBEFTNHERULETSEAZTNIABNEA.
MREFFEFREAOPUHFE , LEZBTIERICEAE , BLHIEE Username Field ( EAER
MWL ) o EFE GlobalProtect ATLAEIBBEBBERE SR,
MREHERERERIREA MU FE , AIASTERERS None () , REEHMBHME
2 EBE—BACEAEER. IREEECEAEER , ENNATRIRBEZAFREIEFNERE
ERECHAEERERBREAR. ERTRAEAZEREWERNERE,
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[ﬁ EREREZBEUSERRTNEAESR.

4. 7£ CA Certificates (CA B ) Bl , % — T Add ( #i8 ) . ERMEESR 4 P{E CA
Certificates (CA B ) THXFEEANZEINIR CARE K ARE—TOK(®E ).,

STEP ¢ | 12 4ERE,
Commit ( X ) 8%,

HERIBNERAEZEEMFiR/ERE

EERTAEBNERE—ELEKE—NAFRERZ RS GlobalProtect FAE , Y EKA
GlobalProtect 2 BI &5t BER inE ., EEHELEAEBECHAFIRERENEEMIE , BAILURE
GlobalProtect A O #3345 , HE AL PKI & SCEP RSN E S BE T MERHE (SCEP) A Fif%,

SCEP £ b3 PKI REVEE(E  IEEAOMBUFRFELERAEEERR , WEBREEIZEAOML,
ADWEBARRUBER LA BERREEAEN. EEREFRERE , BAEX WML RHAFREREUEA
mEEVEEAPEL e

GlobalProtect AOMUWNFESEABERHIHNERAENBREER , LFHERTAERETN. WREH
ID VAREHNHFEL , THERREEMBERERENIEENTHEBRMERF , GlobalProtect A3 SHFHL
B, MREARERNWER SCEP WAFRBREHERE A , GlobalProtect EAEXNSEHBRBRRERERE
RNWEREMADM@GRE  AHEUERR. MREBARXNEERADREEIUERR | WHSELTER.

STEP 1| B3 SCEP :XEE.
1. JZH Device ( #{& ) > Certificate Management ( B E®E ) > SCEP , A% Add ( #1318 ) #H
SCEP RE#E.
2. WA FREEI SCEP 3 EEK Name ( B8 ) o
3. MRUFBREEEAREASEERERRDENL AME |, HEN—EELHERMRA Shared ( A ) AR
E#E T A Location (L& )

STEP 2] ( ) REER SCEPHBRELEERS , £ PKIEEBRRERNAOMUL 2 BERE SCEP &
= [0 FEHE

HERENREFR , HREEFITR  TLETE-SBA,

ATHEEEATHEBMIEREIEZLE (FIPS) , 55 A Dynamic ( B8 ) SCEP k& , WisE — @
F HTTPS #9 Server URL ( falfk2§ URL ) ( FSEBLR 7).

BRI E A —1{E SCEP Bt 8218 -

None ( £ ) — ( ) SCEP fAlfRESEH R BRI ZH , TEEHAA DML,

Fixed ( EE ) — W Af PKI EREBH SCEP IR PEVSHYEEME # Password ( ZH5 ) o
Dynamic ( B)5& ) —#i A Username ( EAE B ) MEREH Password ( Zi ) ( JEER PKI B
BEMNRE ) URAOBMAFIRIERELFIFM SCEP Server URL ( fAlfRES URL ) . REBEARME
SCEP fAfRESEE A UEHARELEARBABRERNA OB OTP BB, (BRI EREIM
IEEZBEMAUTENREERRL , L OTP SRBESESREEREE ), PKIEESFXNSESEFZEHEE
BEAOMRY  HEEZFEAREBGRARBEER.

STEP 3| $87% SCEP fal AR 23R A D8 vh < MRVEMRERE , SABA A D8 RE R MEWA Fim 8.
B LUEIBTE R Subject (X5 ) BBTIEERN , RISHERHHREAENEMBET,

1£¥} SCEP Al fRESHY CSR Subject ( £ 5 ) @y , AOBUSITSEMEES CN FE# 1D
£ % SerialNumber, E# ID §KinMBEEMBEFTTE : GUID (Windows), T EH MAC fizit
(macOS), Android ID ( Android i%% ) . UDID ( iOS %2 ) =t GlobalProtect #&R# 1 — & 58
(Chrome),
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1.

STEP 4| (

STEP 5] (

STEP 6| (

£ Configuration ( #B88 ) [EiF , & A A O #8YE A FAERR PKI A SCEP falfR25#Y Server URL ( faBRES
URL) (fl# nttp://10.200.101.1/certsrv/mscep/ ) o
i A CA-IDENT Name ( CA-IDENT &% ) ( RE&AA 255 E=Ft ) , ALAEEI SCEP A ARES.
# A SCEP [RIfRESFIEE 2 BEMAM Subject (X5 ) B, TEMXEBR—HERKRXSE
<attribute>=<value> MBI EHE K AXBEITEBEHEHE (CN) B (cN=<variable>), CN X &
THEhREREM
SUSERNAME—E I Lt R RA QMU EEAEERBR. EEFALEY , BHOXEAMA
FHESE, FRAERANGERHERBLEREREFHAHEREPNABER.
SEMATLADDRESS—fE AL R U ERESEE F B4 b BB EE. EECALEE  BdH4
R B4R ¥ FE I 7 A1 AR B8 5% E £ Y Mail Domains ( EpF#31E ) E1EHERE Mail Attributes ( B
B ) . & GlobalProtect BB FEAENE FE bt , FEELM—H ID LUK EBEEA
CN,
SHOSTID—EBEEAREBERER  FREZH D E#H, EFAZFEREAAORUE  HHS
ExEBRER  HPTEEEH D E,
E GlobalProtect A O#8¥5#AS SCEP SR EHEZRARESNE T EZBHW CN BB AEBREEE
MERE (FHAEEHE. TH D RNEFEH4Hu ) (HIW , o=acme,CN=johndoe ) ,
iZHY Subject Alternative Name Type ( T E &R ZBER )

RFC 822 Name ( RFC 822 £ ) — EREN I ESR T SERBIERWAETFHHBER,
DNS Name ( DNS #£718 ) —ia A AR BEN DNS B,

Uniform Resource Identifier ( #—&R#&BIE ) — W ABARARTFINERINERE R,
None ( & ) -V ERBENB M.

) #4783 Cryptographic Settings ( ZiBRE ) o
ZEURH A Number of Bits (U TH ) (£8BRE ).

R AAEER FIPS-CCHER |, RISMESTEE LA RSA, RSA £I84EA 2,048 U THE K,
iZHY Digest for CSR (CSRREE ) , EERHEBREBHE R (CSR WHEBEE L . BERBER
(CSR) : shal, sha256, sha384 = sha512,

) REAFFEANER (BEINE)
EEFEAIEEETES | &I Use as digital signature ( AESVEE ) KEUTH, IIEE A ZiR
ERARIE NIRRT EISHE,
EEMFAILEEETMS | FEiZE Use for key encipherment ( AESBIND ) EUA 1, BB T
ZEARAEARRETNALRSBITMNBZERB HTTPS ER ( £/ SCEP FARSZBHNBHEILER )
R ER

) EEBRAORMEREIERI SCEP [AMkss , 558 A CA Certificate

Fingerprint ( CA BB ) . # SCEP fAAREF /T ERY Thumbprint ( 84X ) MBS ZXIER.

1.

2.

% SCEP AR5 EE S Ul B A URL ( 5120 http://<hostname or IP>/CertSrv/
mscep_admin/ ),

BEHRISMIALFE CA Certificate Fingerprint ( CA BB ) M F@ A,

STEP 7 | Bt SCEP {aliR23E2 GlobalProtect A AL 2 B F &) SSL e, EEE/FSEZFEZEBFE
AEIEEEE (FIPS),

\, ! 4
|u<>
4

~  FIPS-CC RIEBTRIH X BEAREREMRESD,
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2 HY SCEP falfRESHY 4R CA Certificate ( CA BFEIEM ) . #EX Client Certificate ( A Fim/BFE ) FREEUM
#17£ SCEP {a] i85 82 GlobalProtect A O#8vhz BB E SSL 5%

STEP 8 | RETF IR AHAE,
1. #B—T OK ( EE ) UREFERE.
2. Commit ( 123 ) #H%E,
AL ERFER SCEP RERPHRERER CARE , UHEREEREAQBUENHARE. MR
I, CA BRBASHE R Device ( £E ) > Certificate Management ( BEEE ) > Certificates ( &
) Ho

STEP 9| ( ) NRERETF SCEP RREE2E , AODBLEEINERE  SUNUFEEBAOBLEE
BEFEBFR (CSR),
1. i#H Device ( #£{& ) > Certificate Management ( BEE®E ) > Certificates ( BFE ) > Device

Certificates ( RERE ) , A& Generate ( B4 ) FTWEE.

iZHY SCEP 1A Certificate Type ( BEER ),

& A Certificate Name ( B EH ) . LBBTEIEEK.

i2HL SCEP Profile ( SCEP & ) , FALER CSR EX % PKl,

BE—TOK(HE) , URXBERAEELERH.

RANE I SR

STEP 10 | ‘REZREHE.

$5ifk SCEP 5% E4E GlobalProtect A OB EBENARLUBMA A DML ERNIBEBAF R EBRE WL
HEnERRER,
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MRBEERRTBRBHBEE , FEEHEER |, W1 PCl, SOX 5 HIPAA , 52%E GlobalProtect JA £
(FHERERIJFTEN ) BERK, EAEXRBEBTEMERAS . —REABNENAS (20 PIN HFR
B)UR—REAEFEENAE (ERNEEEM/OTP, EEFRERER ) . BHAILUEBI R F RIS
HEe., AFRMEBRRERE  MALEERE.

LA E 812 a04a7E GlobalProtect FEREE R EER NS P

EBBRNRIRECERAECEZRE
£ — R MR (OTP) MAERERF
ERERFRAERRRE

ERREEEAEXRAEEERE

BBBENBEREERAER=RE

T IERERERT N{I5%7E GlobalProtect , LERFEHAER O BRI CEERIREEETRE. FH
EXNERINEAEMES ZRIJAEEFZTAOML/FE, MFUHRENFHAET A F2REHAERER
FHIRBEE VPN,

STEP 1| B BR=E A R2RRER.
R ARSRREESE R ARERE A BT R R HENEREENBRERRN AN,

IR EEA LDAP E#EZE Active Directory (AD) |, BI%4ZE &S AD @27 ERIH LDAP
A AR BRERERE

1. JZH Device ( #£{& ) > Server Profiles ( fAlfRESEXERE ) , AR BERERER
( LDAP. Kerberos, RADIUS =% TACACS+ )
2. Add ( #118 ) MRS ERE.
3. Ei A Profile Name ( EREEEH ) , i gp-user-auth,
4. ( ) iZHY LDAP fAlfR2S Type ( #8& ) ( active-directory, e-directory. sun = other ( &
) ),
5. 1£ Servers ( fAlBREF ) = Servers List ( AREEE ) EBIHIEZ—T Add ( #18 ) ( BIRFARB[ZEERE
) ARBATIEANERERI RS
A ARESHY Name ( B8 )
Server ( fAlAR2§ ) FQDN Ky IP {u it
o EIEER
6. ( ) BETIERE , UAH X HRIBREETRE
RADIUS #l TACACS+ —# 18 Rl BR 23 18 B B8 A = A Secret ( %% ) -
- LDAP—#i A Bind DN ( %#% DN ) B Password ( %% ) »
7. ( ) MREFHLEIHHFEA SSL = TLS ELLMER B #mARST , BUAZEIELL Require SSL/
TLS secured connection ( FE SSL/TLS T2 E4R ) ( ARACHA ) . WmHEAIEERTF Server
list ( fRIARBEE ) PHYEIARET Port (FHEE ) MiE :

389 ( FEF% ) —TLS ( BBl RImB A StartTLS 21E , FARARIBEE TLS MR FE

).
636—SSL,
EMEMEZE  REELSESFER TLS. HEE%MARBIAZE TLS , AlimB A SSL.
8. ( ) BTEBENNRS |, BRUAIEELL Verify Server Certificate for SSL sessions ( 52

SSL THERERMAMRERER )  RnREREKARRA SSL/TLS ERFMERNERE. HERALR
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%, B ZARRAEE LA Require SSL/TLS secured connection ( EE SSL/TLS Z2&E#R ) o BTHK

ThERTE  MEFETIMRRZ— :

- BEMUNREBRBFER : Device ( 5%fF ) > Certificate Management ( REEE ) >
Certificates ( /7% ) > Device Certificates ( FZfEBE ) . WELE , BBEEARIP,
BEESEMNNZEENEEREELFED : Device (EE ) > Certificate Management ( B
&I ) > Certificates ( B ) > Default Trusted Certificate Authorities ( RN ZEEBEFE
BfI),

9. &—T OK ( HE ) RFFRRB[FRERE.

STEP2 | B EAIBBHEAERBFNBRIZRERE. EHZUTLLUEEEA DML NFEE EREERRE
15,
1. JZH Device ( 5%f# ) > Authentication Profile ( BREERERE ) , REBIX—T Add ( #1318 ) RIWER

EE,

B AREREN Name (B8 )

i#H Authentication ( B83% ) Type (8HZ ),

BEFESBR 1 FEEILMY Server Profile ( AARESERERE ) -

( ) 8 A sAMAccountName #E A Login Attribute ( EABX ) .

B—T OK (HE ) RIEATRIFRERE,

STEP3 | M AOMEARLEHELRBEFERAERM < AFREBRNAFIRBERER,

> EREERERT  UEARFHREBEE  ANBRERBEACHAESBEURIER PR
BREFNEAE (NEE ) . ERTHEREANEAEER L EREVERNERE,

oA

1. i#HY Device ( #£& ) > Certificate Management ( B E I ) > Certificate Profile ( BERERE ) |
A& Add (#1318 ) FHBEREE.

2. BAGREREHN Name (B8 ) .

3. ZBEH T3 H A —1{@ Username Field ( FAE R B ) E

MREREAFHBERIERNEAE , BEELEHAENBEWALL,
MREBRAOPEIHERFiRBFE , 55iEE None (&),
- NMREBERTHEHAEBANERF ZHREEANBIRRZERE , HEE None (£ ),
4. Add ( 18 ) BEETIRIZEEM CA Certificates ( CA BRE ) , REETTHIRE :
1. 1#EY CA certificate ( CA R ) , ZETEHR CA BEZHKE SCEP fAREEH CA BFE. MBEX
Z EARE.
2. (%77 ) 8 A Default OCSP URL ( 7A3% OCSP URL )
3. ) iZEL OCSP Verify Certificate ( OCSP HFBHE ) BE-
4. ( ) AR EBRE ZE AN Template Name ( EEXER ) o
( ) BE TSR E LS EMFHEFEREER TERE
1. BEAREBRA,
2. GlobalProtect Jt# &7 Certificate Status Timeout ( BEMRERE ) REND HAEIUEH R
2,
3. AFmBREERTIHNFIHEEM , B GlobalProtect FEFARE R MR BHREH =4 1D THE,
4. BRECIBH,
6. EB—T OK (®EE ),

STEP 4| ( ) & Fim B % H=E GlobalProtect F F i #if 2o

FRUEAFADEAFHEE , SELNA DB BH LR FRBEE AN IRIEHEREA DR
BAER SCEP AR MMEEH —NBEERAENRAFIREE.
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1. EAEZHDZE PKI R CA A FiRRFE R HS S GlobalProtect fEA &
2. HHYEABRANEELE , ERENEABREERNEFRZEERE.

STEP 5 | f#7F GlobalProtect % 7E.
#—"T Commit ( 1% ) o

{5 —)h’li{f?‘ﬁ% (OTP) AR =B =E

FRIERE  EB—XMEE OTP) EALMPUMEELREERNERD, EFAEEREFHE , AOMB
ﬁ:ﬁﬁ-ﬁﬁhmﬁm EWA OTP, BRFRBE OTP AR EIXIFEHER RSA £E,

RELREZRBFAVEREHMORBEEEL, ERERIAYTELRTE !

ARRRER (BEARERZREN RADIUS IR ) KIS RERERER.
RFRBREREEESELE A EARBNRERERE.
HAER , FARAKSRAAREAAODMELEFRENARRE. BN OTP BE , TAKSEHRIN

WMIBEMEXRY , MEAREENEFG , tEERRTERAEEAN , £AEN OTP AJRESEIM, BEMHIE
E— {5 AAERERTBE OTP WANEEAME , MAERBEARNEEERRRNRE,

BHALUEBRERIINR , BORRMEAERM OTP WER, SHEERAADBELMEE  UEEMES
Z2 % cookie , RMEBEREABRBFERAE. AOHLF/HEEE cookie BHIRT , TERHHM OTP
RIRA T ERE S ERE OTP WX E,

STEP 1| FE#BEREH U% RADIUS FRISUAELE OTP R , IR EAEALENEE (NEBRER )
% , EEYE RADIUS {alBR2S ABRPH X R E B

MEREET , FSEAE RADIUS ARSJ[HOXHE, EAZHBERT , BEEETE RADIUS AARES E5%
EHRFREERNEAFIRAE , UERBHAEE RADIUS RS ZENER. StXEHHERRINE
B X ER RADIUS R ARESE TER BN A ZRB T UEE,

STEP2 | EEEMEE/HAOMLN S AEL , B3 — 1B RADIUS AIREEFRERE. ( &/ EBE
— B A REA AR A OB RE, )
1. JZH Device ( 5% ) > Server Profiles ( fAfR23:XERE ) > RADIUS,
2 Add ( #18 ) FERERE.
. B A RADIUS 2 E Y Profile Name ( R EEERE )
4. £ Servers ( fAfRET ) EiFH , Add ( #7318 ) —fE RADIUS BEfl , AERE A -

FAZRE B L RADIUS Rl AR BF RV $#381% Name ( B8 ) .

RADIUS Server ( RADIUS 7 iR25 ) #9 IP {iziits

AR Nz By K i EE RADIUS fRlfR 28 2 B TERSERBV L A Secret ( 1 )

RADIUS fAlfRESHG BB ERMN Port (BIZE ) 5715 ( AR A 1812) .
5. H—T OK ( EE ) REFHRERE.

STEP 3 | B BRBIAER,
1. JZH Device ( 5% ) > Authentication Profile ( BREERER ) , REIR—T Add ( #1318 ) KFH1E%
B
WA EREN Name ( BB ) . LLEBTREEDEEK.
i2HY RADIUS #E A BRF IR Type (R ),
REVR 2 3 A R1EE RADIUS fAlfRE5HY Server Profile ( AIARESERERE ) o
& A\ User Domain ( EA &M ) €88, BhABSEALERLERBOEHERAEEEE , 1
S ERAR User-ID EH{EYFE,

#H Username Modifier ( £ & BIENER ) HKiEk RADIUS RIBRERFIFERRY £ A3 & & 18/ 4%
o

AL

o
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7.

E—T OK (X ) REFRmEREE.

STEP 4 | I8 RERH X EREZ GlobalProtect A O #AvEF/REE.,
B UAANRUENBAERELEAFRRFIERE, SNEAFRREBAR  BULEERERER |
LERARKE OS Kim 3,
WL BRRANAAERBRERETEEAOBULFEEE, WERTELTHNWEMEFRERNR , BF2E
GlobalProtect A O #8584 GlobalProtect &,

1.
2.

3.

5.

STEP 5| (

iZHY Network ( #8%% ) > GlobalProtect > Portals ( A D #8%; ) = Gateways ( Bi& ) .
BERREADM@MLRFEHRRE , 5 Add (#18 ) —E. MREEHEFAAORUIEE , FEEH
2R, NENEKRSH.
£ Authentication ( B85 ) B L , 3#H SSL/TLS service Profile ( SSL/TLS fRIEXEMRE ) =
Add ( #7118 ) —@E#FRERE.
Add ( #7318 ) ## Client Authentication ( I FmERE ) 8 , ARET TIERE -
AFEmERREEN Name ( B ) o
1L 4R REIE A Y ik B OS.
. BEEVHFREEDPEIN Authentication Profile ( BRFERERE ) -
< ) BT Username Label ( EA&ZBER ) .
< ) B 5T Password Label ( ZiGE% ) .
< ) B15T Authentication Message ( BREAL ) o
#&—T OK ( HE ) REFFHEEE,

) REAOWPURFE , BREAEZARRETAACAERBNRR , NEBAR

H. ZBOTPNERNZRFIXEREER  IAEAEBRBRARLARA —EDEER,

WEBERTHEAODREREBERNERPETHBREN S E. NERMFEMAER , BF2EE5]
GlobalProtect FEAER..

1.

2
3.
4

5.

iZH! Network ( #8% ) > GlobalProtect > Portals ( A O#835 ) , REBEEIR A A OB ERE,

. TE GlobalProtect A O3 HAE¥IEE AR L | 1BEY Agent ( REREX ),

ERRAERERNBER Add (#HE ) —E,

. 7£ Authentication ( B3 ) H# L , #% Save User Credentials ( fEZEHEERH ) SREH Save

Username Only ( EfFFEAEEZ®E ) B No (T ) . MEXEE GlobalProtect £ & T 3R B HiEE
Bl , RAEAERADREER,
EWMT OK ( HEE ) RFHERE,

STEP 6 | 32EY GlobalProtect jT#—RiE A O BiE FE R 2 Rig A EpREZ S | 0 OTP,

1.

2,
3.
4,

5.

iZH! Network ( #8% ) > GlobalProtect > Portals ( A A#835 ) , REBEEIRE A OBILERE,

£ GlobalProtect A O#BuhiHRE¥IFE A L | J#EL Agent ( REREX ) o

BERREREENELER Add (#H1E ) —1E.

£ Authentication ( B¢ ) E# L , 3#H Components that Require Dynamic Passwords (Two-Factor
Augintication) (ZEEHRFHENH (ERERFE ) ). EFERE , ADPEN/REENERIR
REg A OTP,

A F AEAER SAML B0 42 EL Components that Require Dynamic Passwords
(Two-Factor Authentication) ( EEBHREZFH T4 (LRERE ) ) BIE,
EMT OK ( HEZE ) RTE/ERE,

STEP7 | MNRBAATE—FA (SSO) , B#HEA, ARREEXAREIETE RADIUS EARERY , Bt
A% & Kerberos SSO,

LSRR T WAER SSO., MEEZFHMER , FBHEE GlobalProtect RIERE N,
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iZH Network ( #83% ) > GlobalProtect > Portals ( AO#8Y ) , RZBEIREB A ORPILERE,
£ GlobalProtect A O#AMLAHAEHIFE TR L | 1ZEY Agent ( RERER )
BERBEAREENBER Add (FH18 ) —1E.

£ App ( FEARER ) EE L |, #% Use Single Sign-on (Windows Only) ( fERE—& A (&
Windows ) ) BREA No (&) o

5 EMT OK (X ) RFERE,

STEP 8] ( ) HEEBR/MUERELARMUFERORE , RERFIUL.

HFERR , ANMLEREEEBHRBRERNEZANEERCERIEAE, EBRFENR , AOBUR
FEERAESEETIREN I cookie BRBFEAE, Cookie MM , FAETRA , EEHRAETRI[H
OTP, MEEZEH , FLEE A OMEMEFEE LK Cookie 5iFE,

HpoobdpE

N AAAEHE cookie FIBE MM FIES ( HIMABNE AR ) | BTGB BFEEIH
() mmos s,

WEELHMET, , BB GlobalProtect A D435 B GlobalProtect B,

1. ZEEY Network ( #82% ) > GlobalProtect > Portals ( A O#8% ) = Gateways ( & ) .

2. BRREAOMBUERNFEEMRRE |, 3 Add ( #iE ) — &,

3. RERBEREAOMUNEE , FENTIEER 2 —

« GlobalProtect A O #8u5#E&—1F GlobalProtect A O#BYEAEREIFEA R L | JBE Agent ( REERE

& ) > <agent-config> > Authentication ( 5% )
GlobalProtect Fi&#H7—7E GlobalProtect FEREHFE AP |, #E Agent ( REER ) >
Client Settings ( FIFi%E%E ) > <client-setting> > Authentication Override ( BREHUR ) o

4. #17TT % Authentication Override ( B8 EUR ) 3RE :

ER S EVLHY Name ( BHE ) o
Generate cookie for authentication override ( A5 FEEUEL cookie ) —RIA A OBILHEE |
DEEMERNRBIEE cookie, FRAEMIIBRITR , ADHEILSFERHEE cookie ZimB,

ER 3% cookie BELUT ML :

« user (EAE ) —FARRBEAENFERAERR.
« domain (#81 ) —FEAENREEE.
« os (¥R ) EBELFANERAEXNER.
hostID ( E# 1D ) —GlobalProtect}s ik A B A HE— 1D,
gen time ( BB ) —BRF cookie ELEHR HHAFEFME,
o ip—FRMRINERE GlobalProtectF¥EH cookie FIZEERY IP {itits
+ Accept cookie for authentication override ( #3258 E{X cookie ) —EA OB FEEEBE N
#9. HNZR cookie B EME, WHIRHE MM Cookie # , AOMUREETHREFEBA QMR
FENZ /Y Cookie , % Cookie , EERBFEAAE.

» GlobalProtect EARERN S HMEERERAENERAERB T e LHNEEREFEH
Eim BB cookie, FEARRENMEL cookie % , S HEXE A QM FEELE
TERERE.

( ) MREEADPUBARERRNREPFEAE—Z ARIGR

ERNRZ (BRFRSSO) ( Network ( #8% ) > GlobalProtect > Portals ( A0 #3

¥ ) > <portal-config> > Agent ( {{¥E#EX ) > <agent-config>, > App ( EATE

3 ) , GlobalProtect FEFARZ X AS A Windows £ f & & BRI EE A &M A EERF
cookie, INREHE Use Single Sign-On ( EAE—& A ) #BERZRA No (&) (SSO
BEEA ) , BIXZAARF GlobalProtect EARR FFEMAENE FMEBEREN
B cookie, #% Save User Credentials ( F R &RHE ) BIEKA Yes (R)
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DREEAEEBNEE , 584 Save Username Only ( ERFHERAEER ) N
EREERAEER,

( ) B macOS InBFXEE—F A , Ht XA AFF GlobalProtect
FEREX Save User Credentials ( fFEAER ) FTREMEERENRE
cookie, #% Save User Credentials ( fF R &R ) 1BIERA Yes (R ) UURFERFE
HEAESBAE , EkA Save Username Only ( EREEAEER ) UERT
EAEER,

« Cookie Lifetime ( Cookie FHE ¥ ) —I5E Cookie MM/ NEFE, XERBH. MENEHEEE
—RA 24 PRE—URBHBEA—AOBUA 15 X, NEEEA 1-72 ; BEEA 1-52 ; X¥
EEA 1-365, EAOMBLREER cookie BIFE (UATA%E ) K ADPUSBEERRERE
BRI %R — EETHY cookie IEEEiw B,

Certificate to Encrypt/Decrypt Cookie ( FiRA IN%/#% % Cookie BV /B ) —I8E RSA B&¥ , LA
RN #EZ Cookie, HMAETEA QLM FE L EHAERNEE,

REMER , FRE RSA BRUEAECHEBEXENRBBEREREE,
ipg

ADOBULFEEE A RSA IR IERETE) PKCS#1 V1.5 BLE 4 Cookie ( BB BRFNLFLE ) W HE
# Cookie ( ZEBRFNALZ S ),
5. W OK ( & ) 1FfERE,

STEP 9 | Commit ( 123 ) #H%E,

STEP 10 | #EER4EAE,
#E#1T GlobalProtect EARXMIKE , EXERELRA OTP RENFERA ML, LEZEED

BUTXHRR :
& Sign In
Error admin password
! |
Cancel
1: OTP fREERR R
GlobalProtect *
Sign In

Error admin password

Cance

2: GlobalProtect REEMER LK OTP &R
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EHESFRAZRERRE

MREREZ-—REAEEAEEFRNERAFIF (CAC) ETRE , CXAKBHEEE CACHEEFH
BENR CABREAZEAOBUENBE, ARETUEBYTEZR CANBIRRERE , UWKEEREEHN
AR/ SRMEBRE , AERAERIFREFTFEAERF,

STEP 1| RELHE B FERRES,
HEFRRECKEZIFREZFRATHBBE —REAE,
MEREET , FEEARTRAEREBNIXHE,

ERZEIBERT , EEFEREEBRESRHY —REAEZHESEARSFINEESE £ EHE
GlobalProtect A Q#3815 EE/ 55 &,

STEP2 | EARHBEE—MREAEEEFPFZAFRERENIR CA BE.
HMEAMREERRTFIEE , RETHATISER -
1. EH Device ( ££{& ) > Certificate Management ( BEE®E ) > Certificates ( /R ) > Device
Certificates ( £ERE ) , A% Import ( EA ) BHE.
2. B A Certificate Name ( BEEHE ) -
3. B At CA FrURZE| Certificate File ( BERER ) WIRKHESZME , NIZ—T Browse ( BIE ) UHRBIZE
£

4. # File Format ( 2R ) TH /& E HiRE Base64 Encoded Certificate (PEM) ( Baseé4 #w i5/& &
(PEM)) , REE—T OK (EZE ) REABE.

STEP3 | EEEMA CACHEEFRENESEAAOPEY/ME LB BERERE.
zﬁ MEHMBERREEMUMNFMES , A CRL 5 OCSP |, F2EIR LRHA,

1. i#H Device ( #i& ) > Certificates Management ( BEEH ) > Certificate Profile ( BERE
B)o

2. ERRARERERN Add ( #E ) — 1@

3. WABREREREN Name (B8 ) o

4. JZH PAN-OS FIZRLL¥f User-ID H IP {u3EKY B BFE Username Field ( EAE B BT ) — &AL
i#EH Subject (X5 ) USEABEABRE. Subject Alt (EXEER) : EFEMH UEAES bt
® FEENX : Principal Name ( £ &% ) UBRBEEERE,

5. 7 CA Certificates ( CA B ) [BHF , Add ( #1i8 ) EESR 2 PEAZBERERNZFEEIR CA
BE. HIRERE , FEE CA Certificate (CABFE ) , REE—T OK (H®ZE ) .

6. B—T OK ( #E ) REFBEFBIERER.

STEP4 | B BRBREEBZAOBPUSFE, HWITRRPIABEREETEZA DML FER
R, MERTELTHNFMENR , 552H GlobalProtect A O #1588 GlobalProtect FiE,
1. iZH Network ( #8%% ) > GlobalProtect > Portals ( A 0 #3% ) = Gateways ( F& )
2. BRRAAOMUEREERRE , 5 Add ( #E ) — &
3. 7£ GlobalProtect FEHAEXFEF R L , IEH Authentication ( B ) .
4. ZEUERIMIZE K Certificate Profile ( BRERERE ) o
5. #&—T OK ( #&E ) RfE1FHEEE,

STEP 5 | Commit ( 123 ) #H&E,

STEP 6 | HERBAERE,
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1T GlobalProtect ERREANIRE , ERERELCRERALTEFREBNAESIAOML., RKER
= ﬁ)\!@ﬂ@%‘%%ﬂﬁﬁ&ﬁ‘ﬁ—ﬂ}{ﬁklﬂﬂ GlobalProtect &3,

EHREENERAEARAER=RE

MRGHEBE RN SHEER (R ) |, Bl RSASecurlD , REELEREZHD  FAEXALBMRE
BEENERERNY®| AL PIN F8EME RN , AR GlobalProtect EATER A Password ( 5 ) W1z
AER. E-RMIBEFESRABRFEMVL,

BTELBRABRFIXNEFHEERR |, GlobalProtect 24t T EREMN EERERFE, FHEE GlobalProtect
Password ( %5 ) #{Z& A RSA PIN , B GlobalProtect ## RSA #EIENZIE Y & B EHFMHEE  FAEEER
BRSNS ERBARL RSA FEARER.

MIhEEZ LT =% RSA #3X : PinPad &= ( PIN EERERRIERS ). Fob &= ( PIN BEERALE ) HE

Pin =X, ¥R PinPad EZ Fob #3 , F A& S Password ( %45 ) ## A PIN , H GlobalProtect &#iE}
#iE. EEPin EXT | Password ( Z# ) MUGURERTAERAEERAHEREER,

[ﬁ tkIhe L & 8 GlobalProtect™ FEATEX 5.1 REHAMAH Windows &,

STEP 1| £ Fik Windows & B F B F 2 H#ISUE R \ENRERRRE.

B WAETE A B Windows 8 E8 % Windows B8 S BB IR EEMNEERERE . GlobalProtect FEATE
_t/\ EE*D#S{KHTHHEEtﬁﬁIEE IAo

1. BB Windows & #%#m¥525 302 Bl HKEY_LOCAL_MACHINE > SOFTWARE ( ¥#8 ) > Palo Alto
Networks > GlobalProtect > Settings ( %7 ) o

2. #% auth-api B2 E A yes.

» HBREEAFHmMEEF auth-api 354 yes , KL EEFEBEN RSA HEBBREEEA
O#uLhEERAE, B GlobalProtect #E ﬁﬁmaﬁ Rt R EH AR ERE,

HRAOMPLEREMSA RSA BE , RAEREERE LRMAER cookie YERE.,
& GlobalProtect & E1S Eﬁﬁﬂﬁfﬁﬁ%ﬂv AADRULERNERTENMNEERAS , B
Hﬂﬁ“&.ﬁ%af{&’ﬁﬁﬁ BB AK, P 1t|: EMBELEADML EEEBRIENR
cookie j]?T:EFﬁiEJ:?%%E cookie,
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& Registry Editor ==

File Edit View Favorites Help

4 {8 Computer | Mame Type Data
& E:ggbiﬁ:fﬂ;: o5 Defaut) REG_SZ (value not set)
. HKE\'-IDCN- M:ICH'INE "ﬁ'_ allow-traffic-blockng-notification-dismiszal REG 52 yES
a EC- - ab captive-portal-detection-msg REG_SZ « dirv style="font-family: Helvetica Meus
: ARDWARE b captive-portal-exception timeout REG_ST a
| SAM al captwoe-portal-login-url REG_5Z
| SECURITY ab captive-portal-notification-delay REG_ST 5
| 4.}, SOFTWARE ab] certificate-store-lookup REG_SZ user-and-machine
§ 7-Zip ab change-password-message REG_ST
| ATl Technologies B connect-timeout REG_DWORD Ds0000005 (5)
| CESTEST ¥ disable-globalpratect REG_DWORD 000000000 (D)
L Classes ab display-captive-portal-detection-mag REG 57 ]
i Clients L b display-traffic- blocking - netification-msg REG_SZ yes
L FileZilla3 | al enforce-globalprotect REG ST no
L Inkel ab enforcer-exception-list REG_SZ
ks Martin Prikryl ab ext-key-usage-oid-for- client-cert REG_SZ
\ Microsaft bt peds-preferred REG_5Z yES
i Mazilla 3 oy austh-fail-Fallback REG_SZ s
i aillaGirg o Lastll REG_SZ 152.168.175.1
i Mol Pluging ab lagaout-remove-ssa REG_SZ yEL
ki ODEC ab’ gyerride- CC-usarmame REG_SZ Ao
L h"}ﬁf":fggm'k"' & portal-timeout REG_DWORD 000005 (5)
-4 °_°Di‘éf:m B receive-timeout REG_DWORD 00000001 (30)
'_ PanGPs b regioncode REG_SZ 192.168.0.0-192 168.255.255
| Paninstaller ab retain-connection-smartcard-removal REG_SZ yES
| PanMSSenvice Ab cave-gateway-password REG_SZ
.}, PanSetup ab traffic-blocking- notification- delay REG_SZ 15
4.}, Settings ab traffic-blocking-notificstion-msg REG_SZ < dirv shyles “font-family: Hehoetics News
| 1921631751 *"'.use-proxy REG_SZ yEs
. remowve-gpa-cp ‘,_E' REG_SZ yes
L. Piriform
| Palices ||« w »

Computer\ HKEY_LOCAL_MACHINE\SOFTWARE'\Palo Alto Networks\GlobalProtect!Settings

STEP 2| E A& RSA WERREFRE A M #8vL EERE,

STEP 3 | 7£ GlobalProtect A O #8uh EBUAE A cookie HIERFE
$8E GlobalProtect BRI B ER 1S /o 3 GlobalProtect LA Z B R G RE,

1. #E Network ( #8%% ) > GlobalProtect > Portals ( A O#8% ) > <portal-config> ; R&iEE
Agent ( REREX ) EE,

2. Add ( #18 ) RERXERENERRGHERE,

3. i#H! Generate cookie for authentication override ( =4 Cookie SAHEREEN ) o

ER ¥ cookie @ELAT ML :

« user (FAE) —FARREBECAENERESR,

« domain (#8i ) —ERAENHEIERE,

- os (¥R ) HRELERANERARIERE,

« hostID( E# 1D ) —GlobalProtectfs iR 3B XM — 1D,
« gen time ( EAEKME ) —5R7F cookie EER A HIFEERE,

o ip—FR A IR GlobalProtectF¥EH cookie FIZEE /Y IP fitit,
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Configs

Authentication Config Selection Criteria Internal External App HIP Data Collection

Mame | gp-client-config-any-user

Client Certificate | None e

Save User Credentials | Yes
Authentication Override

Generate cookie for authentication override
D Accept cookie for authentication override
Certificate to Encrypt/Decrypt Cookie | Root-CA-Client W

Components that Require Dynamic Passwords (Two-Factor Authentication)

|:| Portal D External gateways-manual only

|:| Internal gateways-all D External gateways-auto discovery

n CdI.LLl

STEP 4 | BXF GlobalProtect & LA F B EK cookies
1. JZH Network ( #83% ) > GlobalProtect > Gateways ( Bi& ) > <gateway> , fA%%ZH Agent ( X
BX) 'R,
2. iZH Client Settings ( A FIRERE ) , ARRIZE GlobalProtect fl FinfA & #718 — @&,
3. i#HX Authentication Override ( BRREUL ) ; A% , IEEL Accept cookie for authentication
override ( #3325 EUX cookie ) ,

ER ¥ cookie @ELAT ML :

« user (EAE ) —FARRBEAENFERAERR.

« domain (#8i ) —ERAENHEIERE,

- os (E¥ERK ) HRELERANERARINERE,

+ hostID ( E# 1D ) —GlobalProtect}gifk kB E I HE— 1D,
« gen time ( EAERRE ) —BRE cookie ELER B HAFMFR,

«  ip—FRBRINERE GlobalProtectF¥EH cookie FIZEEHY IP it
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Configs @

Conhfg Selection Criteria Authentication Override IP Pools Split Tunnel MNetwork Services

[[] Generate cookie for authentication override
Accept cookie for authentication override

Cookie Lifetime | Hours w24

Certificate to Encrypt/Decrypt Cookie | CA_1 3 v

STEP 5| }2ER Network ( #8%% ) > GlobalProtect > Portals ( AQ#3%% ) > <portal-config> ; R#&EE
Authentication ( 5% ) E#.

STEP 6 | Add ( 138 ) AF IR B ERIBIIHRERERE ; A% , iEBH Automatically retrieve
passcode from SoftToken application ( # SoftToken FE T2\ B E) EENRES ) o
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Client Authentication @

Marne | Local |
05 |An',r i |
Authentication Profile | Local e |

E Automatically retrieve passcode from SoftToken application

~ GlobalProtect App Login Screen

Username Label | Username |

Password Label | Password |

Authentication Message | Enter login credentials

Authentication message can be up to 2546 characters.

Allow Authentication with User | No (User Credentials AND Client Certificate Requined) £
Credentials OR Client Certificate

To enforce client certihcate authentication, you must also select the certibcate profile
in the Client Authentication conhguration.
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=% 7E strongSwan Ubuntu E&

% E GlobalProtect ZZEUZE{#Z] strongSwan Ubuntu E2 CentOS i 2 ,

‘!!i

B GlobalProtect X B EXRFRARM 7,

ZE#RIE Ubuntu Linux B2 CentOS % strongSwan #y GlobalProtect f/iRAS |

1 CentOS i 2L B =%

FERELRMRERRE .

%ﬁii»

MEEMHRZ GlobalProtect F& , FAEXLERNEE. UTITEREER T WMEA strongSwan U 258 5%

H 7RG, INEEIR strongSwan HTEE |

M Jé)—lh G nXE*;FDiFH %ﬁgﬁ
- BBBEREEMARE
- BRERZERIFARE

B B 7 R E AE U B R

52 R strongSwan wiki,

THIEREERT WMEBREEREERA strongSwan A FiREREMN 1573%,

STEP 1| A& GlobalProtect FBE%E IPsec BiE ,

LAER strongSwan B Fim#ETE .

1. iEEH Network ( #88% ) > GlobalProtect > Gateways ( Fi& ) .

2. BERERER Add ( #iE ) —@&,

3. £ GlobalProtect BB AHREH 55 /5 AV Authentication ( B ) EEY | BEEEAMNETHREN

Certificate Profile ( BERERE ) -

4. #H Agent ( AF % ) > Tunnel Settings ( BE&ERE ) LABUA Tunnel Mode ( BEE )

PIERELARR EEE

WEET

ZEUL B S 52 7] Enable X-Auth Support ( B X-Auth X8 ) .

MR EFRE Group Name ( B #E &% ) M Group Password ( EEZ1S )

B—T OK ( #E ) ARTFRE,

STEP 2 | #&
Pl EHER.,
ipsec.conf BRBETLUE /etc ERKXAIKE

[ﬁ LR P RV RE A AT AR AETT 7RI MRS

, EEBER.

#2 IPsec IBEFRESE (ipsec.conf) conn % FERXERAMWFERLERIRE , B strongSwan A

*+ PAN-OS 6.1 #§ Ubuntu 14.0.4 # strongSwan 5.1.2 §] CentOS 6.5 # strongSwan

5.1.3,

+ PAN-OS 7.0 #§ Ubuntu 14.0.4 #% strongSwan 5.2.1,
MREFEATERAR strongSwan | WEEFHRERERTARSE, NEHTBES , F28

strongSwan wiki,

# ipsec.conf f&% conn $default EBERRAMN TIEEE

ikelifetime=20m
reauth=yes
rekey=yes
keylife=10m
rekeymargin=3m
rekeyfuzz=0%
keyingtries=1
type=tunnel

ERBUTERRE,
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STEP 3 |

STEP 4 |

STEP 5 |

&2 strongSwan FA FiskY IPsec s¥EHE (ipsec. conf) M IPsec ZiEHER (ipsec.secrets)
D RERRE.

ipsec.secrets BRBEALUE /etc ERRAKE,

fEH strongSwan AFmERAEEBEABRENEAZE,

# ipsec.conf BRHPMWLATIE B EHKEBRE,

conn <connection name>

keyexchange=ikevl

authby=rsasig

ike=aes-shal-modpl024,aes256
left=<strongSwan/Linux-client-IP-address>
leftcert=<client certificate with the strongSwan client username used as the
certificate’s common name>

leftsourceip=%config

leftauth2=xauth
right=<GlobalProtect-Gateway-IP-address>
rightid=“CN=<Subject-name-of-gateway-certificate>"
rightsubnet=0.0.0.0/0

auto=add

# ipsec.conf BRPWLATIE B B HKERRE,

:RSA
<private key file> “<passphrase if used>”

B4 strongSwan IPsec BRIE I E 4R B8 E strongSwan i FiRTEER® GlobalProtect & B fE
AR IPsec BHE,

£ config <name> BYRWEBEERE,
* Ubuntu :

ipsec start

ipsec up <name>
+ CentOS :

strongSwan start
strongswan up <name>

MEEREERELER , B VPN E strongSwan A F i GlobalProtect BEHELR S E I,
1. R EERNFMMEENR (BBRIBEEER ) K E strongSwan A F IR T ERNREER -
« Ubuntu :

ipsec statusall [<connection name>]

« CentOS :

strongswan statusall [<connection name>]
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2. i#H Network ( #8%% ) > GlobalProtect > Gateways ( B8 ) . #£ Info ( EF ) Fle | BEREE
A strongSwan F FimiE#R % EH Remote Users ( EiwEAE ) . strongSwan A FixMETE Current
Users ( BEIEAE ) T5IH,

THIEREERT WMEBERFERERERBA strongSwan AFIRBREN T, REREESEEERE
strongSwan F F i By Z 48 F B — [ BR BR s E AR o

STEP 1| & GlobalProtect BEFXE IPsec B8 , LA EL strongSwan A FiwiETEH.
1. iZH Network ( #8% ) > GlobalProtect > Gateways ( F& ) .
2. BEVRERMER Add ( #F1E ) —1@&.
3. 7£ GlobalProtect B E#HAEYI5E 5 HAY Authentication ( B85 ) BEE S |, BEEEMFHN
Authentication Profile ( B8R ERER ) -
4. #EL Agent ( FIF % ) > Tunnel Settings ( BEFXE ) SABUA Tunnel Mode ( BEER ) , WIEET
FIFRELREBE :
IZEUL # EX 5 58 1] Enable X-Auth Support ( BUA X-Auth X# ),
WAREEE , B8 A Group Name ( ##HE % ) M Group Password ( F#EET ) o
« ®R—T OK(HE ) URFBEERE.
STEP 2 | #E§% IPsec BB R EHE (ipsec. conf) conn % FERERAMTEREMRIRE , B strongSwan A
FiRERESZ.
ipsec.conf BERBEALUE /etc ERKXAIKE

f W FPRERES T RAEST TRIEMES
*+ PAN-0OS 6.1 #§ Ubuntu 14.0.4 # strongSwan 5.1.2 §] CentOS 6.5 # strongSwan
5.1.3,
+ PAN-OS 7.0 ¥y Ubuntu 14.0.4 # strongSwan 5.2.1,
MREEATERAK strongSwan | WEEFFNERATARSE, IEFHEE

strongSwan wiki,

"
W
o

&

£ ipsec.conf =X conn %default BERA , SRETIERRE :

ikelifetime=20m
reauth=yes
rekey=yes
keylife=10m
rekeymargin=3m
rekeyfuzz=0%
keyingtries=1
type=tunnel

STEP 3| f&2k strongSwan FA F kY IPsec 5% E#& (ipsec.conf) Ml IPsec ZHHE R (ipsec. secrets)
DA R ERERE.

ipsec.secrets BRBEIUE /etc ERRAKE,
£/ strongSwan AFiREAEEBERBIENERAER.
£ ipsec.conf BERARETIERRE :

conn <connection name>
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keyexchange=ikevl

ikelifetime=1440m

keylife=60m

aggressive=yes
ike=aes-shal-modpl024,aes256

esp=aes-shal

xauth=client
left=<strongSwan/Linux-client-IP-address>
leftid=Q@#<hex of Group Name configured in the GlobalProtect gateway>
leftsourceip=%modeconfig

leftauth=psk

rightauth=psk

leftauth2=xauth
right=<gateway-IP-address>
rightsubnet=0.0.0.0/0

xauth identity=<LDAP username>

auto=add

T ipsec.secrets EBRARETIEREE :

PSK <Group Password configured in the gateway>
<username> : XAUTH “<user password>”

STEP 4 | B2 strongSwan IPsec BRI I E R Z R B E strongSwan A Fix7E527% GlobalProtect F&E £
AH IPsec BE

+ Ubuntu :
ipsec start
ipsec up <name>
+ CentOS:

strongSwan start
strongswan up <name>

STEP 5 | HERRBIERREER , B VPN = strongSwan fl F i # GlobalProtect BE R EHZ D E T,
1. Tlﬁwﬁm BRI AR EER (FBIEEER ) KB strongSwan A F IR FTEERNMREER -
* Ubuntu :

ipsec statusall [<connection name>]

* CentOS :

strongswan statusall [<connection name>]

2. JZHE Network ( #8%% ) > GlobalProtect > Gateways ( Bi& ) . 7E Info ( EF\ ) %l , ZEEE
% strongSwan i F i@ 5% EH Remote Users ( E=imFEAE ) . strongSwan A Fi%ETE Current
Users ( BRIERAE ) T¥IH,

EIE & X 3= B A U B

FERERERFE |, strongSwan AP RS BRI ERARBRERERFREERKINEE , TeERE
GlobalProtect B, T3 I/EREERT M{ERBEREERERA strongSwan Fﬁﬁlﬁgﬁ%mﬁﬁﬁo
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STEP 1| A& GlobalProtect FEERE IPsec BIE , LA AR EE strongSwan A FimETEH.
1. JZH Network ( #85& ) > GlobalProtect > Gateways ( Fi& ) .
2. BEURERMER Add ( #iE) —A.
3. 7£ GlobalProtect FEHAEEIFE S5 HRAY Authentication ( B85 ) EE+ , BEUEEFE AWM Certificate
Profile ( B REFE ) M Authentication Profile ( BRFERER ) -
4. JZH Agent ( A Bi% ) > Tunnel Settings ( B&FLE ) LABA Tunnel Mode ( BEBER ) , IEET
SRR EUREBE
« EEULBZEUS 527 Enable X-Auth Support ( Bt X-Auth X ) ,
« WMREERE Group Name ( ##HE % ) M Group Password ( B ) , BEBR.
« ®R—T OK(HE ) URFBEERE.
STEP 2 | ##5% IPsec BB EXEHE (ipsec.conf) conn % FAFXEER AW FEERELE , A strongSwan A
FJFI'EIEEE)F:E%o
ipsec.conf ERBEAUE /etc BRRAKE

[ﬁ LR F P ERES A TRAEST T RIE MY

* PAN-OS 6.1 #§ Ubuntu 14.0.4 # strongSwan 5.1.2 ] CentOS 6.5 # strongSwan
5.1.3,

+ PAN-OS 7.0 ¥y Ubuntu 14.0.4 # strongSwan 5.2.1,

MREERATE AR strongSwan |, WRRFHHERTARSE, WEFEER

strongSwan wiki,

e

ASH

T ipsec.conf BEBRARETIEREE :

ikelifetime=20m
reauth=yes
rekey=yes
keylife=10m
rekeymargin=3m
rekeyfuzz=0%
keyingtries=1
type=tunnel

STEP 3 | {82k strongSwan F Fimfy IPsec 52 E#E (ipsec. conf) Ml IPsec ZFER (ipsec. secrets)
L/{{EFHE%HXIEO

ipsec.secrets BRBEAUE /etc ERRAIKE,
£/ strongSwan AAFmEAEEBERABENEAER.
£ ipsec.conf ERARE NV EZERRE -

conn <connection name>

keyexchange=ikevl

authby=xauthrsasig

ike=aes-shal-modpl1024

esp=aes-shal

xauth=client
left=<strongSwan/Linux-client-IP-address>
leftcert=<client-certificate-without-password>
leftsourceip=%config
right=<GlobalProtect-gateway-IP-address>
rightid=%anyCN=<Subject-name-of-gateway-cert>"
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rightsubnet=0.0.0.0/0
leftauth2=xauth

xauth identity=<LDAP username>
auto=add

£ ipsec.secrets BEARE FHIERRE :

<username> :XAUTH “<user password>’
: :RSA <private key file> “<passphrase if used>”

STEP 4 | BA%A strongSwan IPsec BR#§ 30 B4R FE BABE strongSwan i FimEERFE GlobalProtect &
B IPsec BE

e Ubuntu :

ipsec start
ipsec up <name>

* CentOS :

strongSwan start
strongswan up <name>

STEP5 | HERRBIEREER , B VPN = strongSwan f F i 1 GlobalProtect BEREHR D E .
1. R ﬁmﬁﬁﬂ?#?ﬁiﬂkﬂaﬁﬂ ( EBIEEER ) HIKH strongSwan A F RN EERAREER
 Ubuntu :

ipsec statusall [<connection name>]

* CentOS :

strongswan statusall [<connection name>]

2. i#H Network ( #8%% ) > GlobalProtect > Gateways ( B8 ) . #£ Info ( B3 ) Flh |, BEEE
A strongSwan Fl FimiE#R % EH Remote Users ( EiwEAE ) o strongSwan A FixfETE Current
Users ( BRIERAE ) T%H,
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#% 7€ GlobalProtect LA{E 1T 2% KN = B 58 8 &l

ATRERREARER  WHEIEHEREEAREIMABETREMRPKPER , BARENRYAHER
MNZRZME (MFA), ELRGEBECAEEFNSEHRBRNBBNEAEN 28 , SEETEEE (
) NSERTHRE
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1. Authentication Policy

» User = Developers Group
* Destination = Data Center
* Action = Authenticate

External GlobalProtect Gateway

Mg

VPN Tunnel

o
' Q

Remote Users

MFA Gateway

2

Internal Users

2. Security Policy
* User = Developers Group
* Destination = Data Center
* App = Perforce
* Action = Allow

V)

Perforce
Application

Data Center

multi-factor authentication,

then Security Policy.
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To access an application that requires

Authentication Policy is applied first,



MAEHE TERRERIRIAR , IERAEXIRBENEARRERERIRBNEAEEREBA

( ) FUBIBERAERNEARER —ZF ERERE Windows 38 macOS i 2
EH3EHTTP EARERH MFA BX ( 130 Perforce ) , FE GlobalProtect BARER, E L/EMRERER
FRBRAGERRE , PYABEEBHRAN URL EZFRFAOMILERE , [ GlobalProtect FEAREN &iA
UDP @41, GlobalProtect FEARRER I UREB A EERAEBTILAR

DRABERAERNEARS —JSIABERRERNERAEXTHEE GlobalProtect $EAERRBAAL.
BB XS TERERIR S Web BIERER (1B App-ID) , AR EBSYHFERAE L ~BERARR
FIEENBRIACDBLER (UTBABRENADREY ), UEFHEET  F2EALEZRAEZHE,

ZEH& GlobalProtect SR EASH T URERAERNWERENE R MFA BH , BERATHIERE -
STEP 1| §2%E GlobalProtect 28I , i EMH B LREZREERE.

» MERAEF GlobalProtect F# R EERFHREBEFMERAOMY , AIEEMEH RADIUS &R
ESERIEMRE, WMRMEH GlobalProtect ZRBAIFEA EEMREFREALLE (UDP AR ) |, Bl
AEREBARSFZREECZENA,

FEEAZSEREARERREGRER , REENFRT R JBEC R P EIN MFA BREE
%@iﬁm MFA BRERBER SR TURKRERT RN TH. NFFEEA  FBRIEZE
RURABHR S A OB R ERFBRERRL  YEHERELHE,
B ARSRRER | RRUER S E R OB I ELR B A E 1R
HERFRERERIESEERTESHNBIRERE.
RERZEMFRARE , ZRAUAFEAEFNEERTNER.

STEP 2| ( ) & E GlobalProtect XEAIPEE LW ZHKRRE , BLEAMAELHEAN
BEMERECEER

i#HY Device ( #& ) > Response Pages ( EIfEEH ) > MFA Login Page (MFAEAEM )

iZHUR% Export ( [EH ) Predefined ( FEEEEMN ) SIAZ LBV E,

ERHBLE, FAHTMLIRESREFT TEHNEEER , XFEAH - EXREBRTFZED.

IR E B X % £ #9 MFA Login Page (MFA B A EH ) H5E 5 , Import ([EA ) BFTE

M , Browse ( 2% ) 35#EX Import File ( EA#EZR ) , i#H Destination ( Bfitr ) ( ERRFRH

ANE ). HB—TOK(HE) , R%EE—T Close ( B ) »

=

Howbn

STEP 3| ( ) BX 8 Response Pages ( EIfEEH ) /EATE Interface Mgmt ( NHER ) :RE
ELEAFERANRE
1. #E Network ( #85% ) > Network Profiles ( #8E%EXERE ) > Interface Mgmt ( NHEE ) , REBE
EERERE.
2. £ Permitted Services ( fAFFHIARTE ) EiZ+ , iZHEX Response Pages ( EIfEEHE ) , REERT
OK (HE ).

STEP 4| ( ) # Interface Mgmt ( NEEE ) SREEMMEBENTE :
1. JZH Network ( #88% ) > Interfaces ( /7T ) > Tunnel ( B& ) , UREEARFEACEEEAEE
T H.
2. i#EY Advanced ( R ) , RAREEEE L —DEREM Interface Mgmt ( NHEE ) RERES
Management Profile ( BERER ) -

STEP 5| ( ) EEEE N TRIBAY EH £ ( Network ( #88% ) > Zones ( &1 ) > <tunnel-
zone ) Enable User Identification ( BUREAEZEA ) -

STEP 6 | BXJE GlobalProtect I Fi% , AXEFTUBBERAERNEAEXZARREEA,
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1. JZH Network ( #83 ) > GlobalProtect > Portals ( A O#81% ) , RZIBEA OBILHRE (R
Add ( ¥718 ) AO#ML) .

2. B Agent (RERERX ) , AREZRREVKRERNERR Add ( #18 ) TIHRERERE,

3. EApp (EARER ) ER LEREUATRIE -

# Enable Inbound Authentication Prompts from MFA Gateways ( # MFA B8Rk A B 3% 12
R)BRAYes (R). BEXESEEERTE (MFA) , GlobalProtect FE A2 X AR T 1 BB B
#) UDP BB IR R HEITHEFE, 1EH Yes ( 2 ) W GlobalProtect BEAEX W EIR R EITHR,
kFEER , LL{EEE A No (& ) , % GlobalProtect &K B FER UDP BE R o

£ Network Port for Inbound Authentication Prompts (UDP) ( ¥ A B8 12 RAVAE R E 1218

(UDP) ) #{y , s EEEIBRTE | LU GlobalProtect EAREX# MFA BB 1E A UDP B 3%
BR, EREEER 4501, EERFEEFIE | BETE 1 3 65535 WEF,

£ Trusted MFA Gateways ( Z{E1E# MFA & ) #{z® , A& GlobalProtect FE AR EETEST
ZHRERRFHEFEM URL 5 BB U MEZIBFE ((EerEEERERE | 0 6082) ., E
GlobalProtect AR UEI UDP BRFER T~ , Hh I SEN BB EMREZENEHE G URL
BF |, GlobalProtect B E#E [ URL SETBFERBRIALS,

5% E Default Message for Inbound Authentication Prompts ( I AR B IR RNERAS ). &
FAEEAFHEEENBRBNEIRE | GlobalProtect 23 —Ea2 S ARFIR <K UDP
HE , YEREAS. ZUDP HEBHLEELEREZHAERFHREENRIAOMLER
URL. GlobalProtect & HE# URL MiMNEIFAS., Hl , EEE R EBEMAEFRNWBER |, BEA
THEAE -

REEEFREESNRENZIREER., FREIIUATHILETRRE
4. REREEXEE (EWT OK(HBE) ) , A% Commit ( #X ) BHRE,
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FRF VSA £ RADIUS fRIARESHY:

LEH =
TE 3

EEA DMK EEBALR |, GlobalProtect InBH{E X TS E IP ik, /EERME (0S). FHEHE. FHE
#A13F GlobalProtect ERRRNMRANEN. BRI LARBABS X , FERFER AL ERES Vendor-Specific
Attributes (VSA) 1% E RADIUS RS ( #kTERR , BA AT &EIA VSA ) . RADIUS EEEREEKENE
L VSA MITEE I {E, a0, RADIUS EEEWREER OS BHERIRAI , R Microsoft Windows A&
M E R EER M Google Android A EH — X R (OTP) B8,

BREFH SRR T AR

« #& Palo Alto Networks RADIUS F B2 [E A &K RADIUS {al AR 25

+ BXJE RADIUS fAIfRZRRER LM EIERERR

RER. MEFEET

o IBRERFERER E GlobalProtect A O#BILSHEEE, MEFMAET ,
YEHYIZENER 5% E GlobalProtect &,

STEP 1| B AR5 A CLI,

STEP2 | AR EEANE VSARATS :

username@hostname>
username@hostname>
username@hostname>
username@hostname>
username@hostname>

set
set
set
set
set

authentication
authentication
authentication
authentication
authentication

radius-vsa-on
radius-vsa-on
radius-vsa-on
radius-vsa-on
radius-vsa-on

O WREHEREF LB NBEESE VSA |, BETHESS
ipg of fBIER#E radius-vsa-on,

SRR EY GlobalProtect A O##

SRR ENTEE,

client-source-ip
client-os
client-hostname
user-domain
client-gp-version

, B radius-vsa-
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A B

HARERAREARAMEEN —REAERMKLIAT , AIERAEGFTERINERE T AEFETS GlobalProtect
B fFEUE | L% GlobalProtect (EMEMN S D REBIER/EH, T8 , MREERRMEFFENSERTE
2 GlobalProtect fHRE8/HZ 2 RA |, B MBS EREH B A RF[ENFEETERYENEEFE. SR
B EYIFE,

EERALLIRE , B AR LDAP AREFRERE , HP S FERE R ABEZERFEE KAREN AN , A
RESHREAEMFAAEREBEEANSN., BHABERE LDAP fRSEc% , SHNMEEYE K T
REENERELZ ST , S5 ME0NEEE, HABXZESE LDAP B &Mk , HF 21 Microsoft
Active Directory (AD), Novell eDirectory 1 Sun ONE B 17 iR 25,

A TSI FEREE LDAP B sk LARUA B A s I FEELE A & AN H AR -

STEP 1| B3 LDAP A iREFEXERE , IEEWAEREM A B EER ARG AHEEARN B 8,

1. JZH Device ( 5&fi ) > Server Profiles ( AfRZEFXEHE ) > LDAP , A&IZ—T Add ( ### ) .

2. WA FARE R [ IRES L ERE K Profile Name ( FREREETRE ) -

3. MRNBEEEANREEZEERRRIIENAME , FRIN—EEBRERMR Shared ( LH ) AR
EHE T F#Y Location ( ZE& )

4. &H¥t4518 LDAP RMR2: ( &ZWME ) , Add ( #78 ) YA Name ( B8 ) ( SAFEBIRREE ) . RR
2% IP {uit ( LDAP Server ( LDAP fRfR2% ) #1 ) , LAR fAIARES Port ( E#E8 ) ( FE@ERA 389 ),

5. T HXBEREM[ARES Type ( E ) : active-directory. e-directory. sun = other ( HAth )

6. MRBFHLEHEB[MF SSL = TLS LISREZ £ #ELRE B #k[IR2T , 752 E Require SSL/TLS secured
connection ( FEE SSL/TLS R£EMR ) KA ( BERACERN ) . REFEANHER FRKRE
Port (E#EE ) ME :

389 (FEER ) —TLS ( BRIREEB LM StartTLS B1E , ARAKIEREE TLS AR FE
R )
636—SSL
EMHMERERE REHAGERMLA TLS. FEEARBIFTZETLS, IEKEEEEFEA SSL.
7. BTEBHENNETS , FRE Verify Server Certificate for SSL sessions ( #52 SSL T {ER ER #Y {7 IR 8%
BE ) BIAHR (FARATERN ) , RREWFT A KAMRIRA SSL/TLS EIRFTH RAVERE. BERA
BEERRE | #&th 47818 EY Require SSL/TLS secured connection ( E3R SSL/TLS Z£ B4R ) #ZEUS H1,
ATIEFRERR  BEXEREATEREZ—
MRAEBBEEFER : Device ( 5%f# ) > Certificate Management ( BEEE ) >
Certificates ( /87 ) > Device Certificates ( iEBE ) . WELE , KEIREALED,
BRESEEMNAZEENERREELFED : Device ( £(& ) > Certificate Management ( B
&1 ) > Certificates ( 3% ) > Default Trusted Certificate Authorities ( FHEXHN ZETBERE
Bi),
8. B¥—T OK(®E ),

STEP 2| # LDAP falfR2REREAZ#TB E User-ID BAH FERRE

1. iZH Device ( #& ) > User Identification ( (&5 ) > Group Mapping Settings ( Ef#H ¥ FEE%
E) , REAAD (F18 ) BB EHERE,

2. iZH Server Profile ( fAIAREIERER ) -

3. By AFHAYFEFEREMY Name ( BFB ) o

4, ZREVERIMIZR A Server Profile ( AARESERERE ) -

5. 8% Update Interval ( AR ) (¥ ) , BT HRERE , BH BB B LDAP B %[ REFHE
R, DAESEHE LA A R B AR E MV BB FTET IR E R ( EER 60 £ 86,400 % )

6. FERABRESERERE S Enabled ( TRUA ) URAAEHBEHE,
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STEP 3| (

) f5F GlobalProtect # B # {7 R 85 BT 35

GlobalProtect g5 BIEAR A IR B ARG | WARIRIR B PR FAERBIFNIT HIP B2 M RA, MR
mEZEE  BURRMNFRBEEESARFTHRMBOEB[IRS. KRR, BFHIGERE SKMAKEE
MBS RENAR , TAFECHEIEL R TR IR TR,

1.
2.

STEP 4| (

1.
2.

3.

STEP 5| (

B A FEARRED | JREY Server Profile ( fAIBRESERERE ) -
FUA Fetch list of managed devices ( NS BEEMNEEEE ) &81E,

) EERRBEBIFEREEERAEFENEM,
EBHAE¥IPEARRER | 12EY User and Group Attributes ( F A& EEEHEBM ) o
EEAEBHESE , 5EANEBER A EM Primary Username ( TEMFHAERZRE ). E-Mail ( E
FE# ) & Alternate Username 1-3 ( SR FEHELTE1-3)
EREBMEE  EEAREEFEHEEHERN Group Name ( B##HE% ) . Group Member ( B4R
E ) RE-Mail (EFEH# ).

) BRI R A B o AT ERAY B4R

RIBTRRR , WRREEHA , AFAEHERTERARAPER,

1.

R ESREPFICEENEA -

1. MEEYFERREF | iZE Group Include List ( BT EEE ),

2. AUARMEBEY  ERCALERIRATETNRE  LE—THE (O BT, WEREABE
BEMNBEBE

MRENFEARUEUTRFAEEFEAEREANERAEBHEAER | B1B18 LDAP 6HEREVBE]

R4 -

1. REBHAYFEARED | IEEY Custom Group ( HETEHE ) -

2. Add ( #718 ) #H BT &,

3. MARE Name (B ) ; LEBERTHABRERRANWF A EERPXERK—N, R
#Z Name ( £7% ) BIH AD FHEMEN YR E % (DN) EEHENE , BAREEXEBOME
SRPEHBTEE (FImERIMAFES ),

4. $57 LDAP Filter ( LDAP E5&85 ) , &R 2,048 UTF-8 =t , REZE—T OK (HE ). BHX
BTRZERE LDAP BFi#85,

o EEHEl LDAP B S X R sEREY LDAP BB ARSIV RETE  BHFEARS
g BUEYEORSHEEUISCRAFRUKTREMENERERFENE. &, &
A LARYR LDAP ERE8R 2 Y BT #HE.

STEP 6 | Commit ( 12X ) BN E,
E—T OK ( #ZE ) B Commit ( 123 ) »
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GlobalProtect &8

GlobalProtect FE#=

E%7E GlobalProtect BEH R T4
EX7E GlobalProtect Ri&

£ GlobalProtect M@ L 2 EEERE

V V V V

71



GlobalProtect FB#E

HRAEIEAS B ATERAY GlobalProtect A O EEBFERMAIERNRERTE K RILBBLARERE , B
REA AR,

GlobalProtect FE R A MEREAREME T EIAE :

. SHHERZEREM GlobalProtect EARNAEHITELLRA, BEoUGEIERN L2 RAIGHEER
EBRA HIP WE, MERMA HIP RENMEER , F2RATHEA,

o RHUHNRAIPL MR ERELAMBE (VPN) £H, VPN ZEAE B & EHRER P B LR B EEEN
H 2 E# IPsec 5 SSL @iER .

BB A LU EEZEB A AWS EiHRY VM-Series By A4 55 E GlobalProtect Bi&, &iB

#§ VM-Series B K fEEBBE AWS Eigd |, B LURIE, BERMWEFAHEDIE
GlobalProtect i@ , |MAREHEREBHEEFTENEAD IT WifR. MFEFHHEEHA ,
Eop EARM 4§ VM-Series B K fE1ER AWS F ) GlobalProtect Fi& |

\, ! 4
lll<>—
4 AY
[]
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GlobalProtect & # %

ELEHRMUNEARBNE S ERERE T/ FEZLRE TIEFE GlobalProtect B/ MIB X,

REER
ZEBEHAETWREEELIERF
GlobalProtect MIB 3% &

FERE

GlobalProtect Bi& % GlobalProtect EBRERNNRERUEBFHTHZESHIIRE, A, WREBHAFEE
AERER (HIP) Thée , BEERBEHRIMERELE HIP Y | BESEIKHEAL AEEARBREIHITER
A,

TE{EA Palo Alto Networks #—XB5 A #& L5 = GlobalProtect Bi&, AT AER— @B A ASE - #1178
Ay b U ERECEPEESEIBABEE,

GlobalProtect X #E TSI EEH :

R E—E B 1E R ZPHEEE EERE S GlobalProtect BEM N , IEAREMRAUERABER,
User-ID E&/5f HIP EREEAE , FAFEARASRERERZEMERNSE , RMRBEAEE/R
HEEREZRBLIEHFE. ANFECEERRER BRI FIENBBRETIIEEER., BULEE
EEARIFEEEER TREANLEE, GlobalProtect EARNEH TR EREA Y ERBVELS
ERZEAIBFEE.

HABEE ( BBRER ) —HSBEAEMNRALRMEEAS , YARKEAEREZSMIEREXN/RERT
AHBE& (VPN) 17HL, #kTE5% , GlobalProtect EARAZ EH BB LI RE/ME, KR EHHNE EERHN
B LB ERE EBest Available ( BAEKE ) A BHE (FS2RZEFERETFHEEELIER ) .
ABEE (F8 ) —FHABFAELRALRMERNAS , YARKEAEREZSHIEREXN/RERT
AL (VPN) FHl, BBRRNABFEAEEFE/NIBFEBMNZER R GlobalProtect EARERNEFEAELR
ERNEERETFINIRE, FEUUAFTFENIEERETARBER, EEREFTHHE , B
BTEEZ GlobalProtect R EREHERKEREREA Manual ( F8 ) .

ZEFERETNREEREIERF

EERENTHIFEERARSEN , BERENVRNMIRE , &7 UK 4 5RF H A Palo Alto Networks #i
— BB KB R E EAE R GlobalProtect Mg, EERELNEARNERNRERE , MEREEAQ
MR EEABRA RS REERBEIEF. FSEES GlobalProtect REREHERE,

R GlobalProtect ANM@UEABRENELTESEAME ARG ERREABEREXBREH TS HA T
ERERA. AR, BRAREXSERELIEFRDERERRERERN B ERE. A GlobalProtect f&
AR 402 REERAR  EESELIEFFAENDRSBARMEREFSCERER , BAEXSE
BRERBRIEFBE,

Blan | B egwl M gw2 ZETSIEERR :

Z8 BrIEF 5] FE B R
gwl 58] 80 ms
gw2 = 25 E®
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EREARERSEXIEFNREREER (BMART ) ARWMERBENFIIEEER (52.5 ms) , fEimER
Egw2, LEHIT , EFARARERBRSNEXIESF , MARERE gwl , AR 80 ms WEERKBER_%

M ME,
RE , EBA gwl. gw2 M DR REHE gw3 K EIFERRE
BEIERF EAS
gwl RE 30 ER
gw2 = 25 E®
gw3 & 50 £

g T, FTEREBEN FEEEREA 35 ms, BARXAATAMERENZRLFEERIBER  ETE
F gwl M gw2 MEBRO D ERRE, EAEAKERETESELIEFNRE, Ef+  BRAESE
#Eegwl , AR ewl EAFMERETRENELIEF , BEEREEER F9E,

BRTREBEIEF 2 , BETUHE - ERSERFRDENBREARE. GlobalProtect & HHH IR E
B, WRAKEAEERIGHRESMRENRE. TENFER K SAZRBEARRRE , ARTRHF
BELIERF,

£ GlobalProtect EATE 4.0.3 EEERAH |, GlobalProtect EFARRE AR RARS. BHEFZHELIE
FeRENEEIEFREERABREREELIEFNBEZR , MAZEE KRB, GlobalProtect BARER
ERFMERAERIREELIEFNEEENZEFETEF, HERREAERAAEREGELRELESE
SIEF Y RE,

GlobalProtect MIB 3 &

Palo Alto Networks i X EIREM DX EREFE (MIB) BETUEIRIRRNERMRE, EAKTER,
HENHMERNER. K2 MIB FERYGEE , ZBES EREEBEARE (SNMP) 2L 48 5R#E R i 21
B, BAEKEL MIB BAZIEH SNMP EEELIERE MIB R ERHNYH (RBAETERTRE ) (|
THMER , B8 PAN-OS 8.1 EEEERHNEM SNMP EEEXUIRE MIB FY# ) -

PAN-COMMON-MIB—EE1 % MIB — 24 & EA—E A panGlobalProtect ¥4 8. TRIHAR THK
panGlobalProtect ¥ #F &£ #E A ¥ 4o

object B

panGPGWUtilizationPct GlobalProtect FEfEAE ( LB LER)

panGPGW UtilizationMaxTunnels AFHERRNBEH

panGPGWUTtilizationActiveTunnels | {8 F B 4R B AR 2L

fEFAIEL SNMP ¥+ LLEE#2 GlobalProtect B EARNMBIBFTERE, flw , MREAPHBEEBESR
80% RERAFNRABERE , BEEEMEBEHMNEE.
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% 7E GlobalProtect & EI’Jf'E RIAE

BARAFRTRT I I | FEEFRERE GlobalProtect &

0O ARTEARBRESHENSABEINE (HESE ). $r8TEBEERNEE , EXERTERN
HEEHEENHE. 5285 GlobalProtect 37 /1A B2 15,

O %7 GlobalProtect FE FATE NP S5 49 FA & Al IR 85 /| RE A SSL/TLS FRIEERERE , LIEERE 2 M I SSLiE
ﬁo 52 R 7E GlobalProtect 7T 2 IR SSL,

0 EFEASHREE GlobalProtect BN R R ERE/ A BRRERE. FSEHT.
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=% i€ GlobalProtect Fi&

EERMSPETEZ% |, 555%7E GlobalProtect FiE ,

STEP 1| ¥riBRE,
1. Add ( #7318 ) #FHIEE ( Network ( #85% ) > GlobalProtect > Gateways ( FE& ) )
2. AFE Name (8 ) o
FEEBTHEISEN  BEHNESEERRAARREE N, DENREMEIREUHBEREREE
HEEENRENNESHMAEAMEATEHF,
3. ) IZEEEFT B A E # R Location (L& )

STEP 2 | B E /LR iR REAR E FIB RV B F .
MRAREAREFE B AREETHEENE,

HERENNHE L , BFAMMAFF HTTP, HTTPS, Telnet 5 SSH (M EEREE ,
RRESRARPEMEEFNEENENFIE, FE8R REEEFIRNSEME
RHERE T AR KR SR FIE |, UB BRI,

1. EEUR B A REREBAL Interface ( /TTH ) -
2. IEEHAREE Web IRIEHY IP Address Type ( IP {11t 285 ) #1 IP Address ( IP {uit ) :

&R L IP Address Type ( IP st 385 ) 32RE A IPv4 Only ( £[R IPv4 ) . IPv6 Only ( £[R
IPv6 ) , = IPv4 and IPv6 ( IPv4 1 IPvé6 ) , MR G T EEMBARE (MR SEBHT
IPv4 F1 IPv6 ) , 558 F IPv4 and IPV6 ( IPv4 1 IPV6 ) o

IP fizsit A ZEER IP (b ¥EEAEA, Hl, 172.16.1.0 (EAR IPv4 ) = 21DA:D3:0: : 2F3b (1#
AR IPv6 ) . BREHBIER WA IPv4 H IPv6 fillt,

STEP 3 | X EfR % HFHEo

A LARE SRR T MR R Th Y TLS/SSL R 12 , BB UM Z A EEE AFKES. HREEEUR

HEEEER,

FREBERT , BARERE TR TLS B, HEMERELHKRINRE , LERHATAERA
FHBEBERENARYE (ETERBZUATBRBRE  EBAZSEHEIUMRBERTEINRE ) .

- MBEZBERZEHTHERE FEEEFEEREENEEABZARTLERMEREREEE,

« MREBERFFHIIN TLS RIEZH , BEHERIM TLS KB , FRAME AFREB AN BEERF
ZZ BB %8 ( Device ( #£i& ) > Setup ( 5% ) > Management ( ¥ ) > Logging and Reporting
Settings ( FC#HMIREFXE ) > Log Storage ( BiFRTF ) ). FAREHE (EE ) REERFFREE
NWBEZ2Z—ARMERR , B2 AR RBRERE, SERREEARES K. BRXIETERE
RE, SEMECHERHETHNMARE BFREM XAEEFEANEZEA.

STEP4 | AREIREHRE —BREAENF N,
IR EERY SSL/TLS RIERER I RTFETE , 55 A GlobalProtect TTHEE MR EE -
MRBBREENBRREREREFE , BEA BERELE RARBREELRER.

# 17 T HI{EIRE Authentication ( 58 % ) 32 ( Network ( #82% ) > GlobalProtect > Gateways ( [
J& ) > <gateway-config> > Authentication ( &3 ) ) :

EERERMIER GlobalProtect AR BEMERARSE , ARBEEE SSL/TLS Service Profile ( SSL/
TLS BRISFRER ) -
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) SSL/TLS Service Profile ( SSL/TLS FR#&ERERE ) A TLS 9 Max Version ( &5
l A< ) & TLSv1.2, TLSv1.3 B #7¥ GlobalProtect EAARRXFER Fis VPN ERF S X
®.

0 ERREMZAANE LM , B8 SSUTLS BRIBREER Min Version ( ZIKRAE ) FRE
g B TLSV12,

EEFARMEREERERNPBRFBIRS ( S0 LDAP, Kerberos, TACACS+, SAML =
RADIUS , @1E OTP ) BaEMEAE , &R T HIERE Add ( #18 ) Client Authentication ( i F iR
) fHRE :

- EBEAREEAFIHRFHEREN Name ( %ﬁ )

- BABILLIBREERM OS (EXERM ) B ,REEERE Any (£ ) EERH

. JEELE#73E — 18 Authentication Profile ( Eﬁf’é"“**; ) R R EFIFERN R

. BWAERANRBEEANEE] Username Label ( FAEZBER ) (Hl0 , EFE4tut
(username@domain ) .

o WAEARFBEEANBE Password Label ( ZBER ) (fln , EREEANRIFNRE ) .

« A Authentication Message ( RFEAE. ) BB —MREAZERSADBEAIMPLRE, AR
ERZA 256 f8F T ( BEXA Enter login credentials)o
BRTIEEz - UERFEAERSUTUCEAREE/SAFHBRRERMEETRE

- FEERFHERREAZREEAFPKBRYFELTRE , 554§ Allow Authentication with

User Credentials OR Client Certificate ( AFFERAFEAERESIAFHBRETRE ) BER
E 5 No (User Credentials AND Client Certificate Required) ( & ( EEFHERTHAFIRE
F)) (&)
EEAMEAECERARIESIAF R BEEFEETRE , 5515 Allow Authentication with User
Credentials OR Client Certificate ( AFEAEAERERS A FRmBRETRE ) BERERE
% Yes (User Credentials OR Client Certificate Required) ( 2 ( EEFRAERHRHAFIHE
#F))o
EXKLBRERAYes () B, HEELSRERIEUNSAFIREE. URFERZEAF
HBEREREARAFR S‘ﬁ%%ﬁ%&mﬁ%%ﬁiﬁ AR B EAE UG ERERERE
EETRE,

EERBAFRBENERF/CACREMEAE , FEMHIEN Certificate Profile ( BEXER )

B AR S RE MBI E (SCEP) EHNEAERERNNNERE A EAEE AR AR,

- MREBRERGEHAECAEHFAEIBEHAFPRBRIRYFEELTRE , AIXAIEE Certificate
Profile ( BERERE ) HBRBHREE
MREBEAFERAECAELEAERRIAFHBREMELETRE L BEACHERRIEET
Authentication Profile ( B8 &% EHE ) , Al Certificate Profile ( ‘RHRERE ) BEMIEH,

- MREBEAFERECAEEAER %jﬁﬁ mB R B FEETRE  BERERERAERIEN
Authentication Profile ( B8 X ERE ) , Al Certificate Profile ( BRERERE ) ALEIEE,
ﬁﬂ%‘“fﬁaﬁiﬁﬂiﬁﬁmfﬁﬁ%%ﬁﬁﬂﬁ Authentication Profile ( B8 &% EME ) , Al Certificate
Profile ( BEREE ) RLEHEE,

A MREAFERAECACRAELIRIAFHBEREREETRE , IFAEEN
Username Field ( fEF& B ML ) 8% None ( £ ) #9 Certificate Profile ( BEERE
B)o
EEFHAERERE , 75 EH Authentication Profile ( B8F% 5% EHE ) E2 Certificate Profile ( B E
B). EAELERNEREMEL ZRE S B S FIUER,

AN ) MREHERBR AL A FiRE LDAP #TERERE |, BT
Q Chrome OS 47 S E#ir4# Chromebook &K EENAFHBRNBZRT. HEK
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EWEB SRR , BRERRMNE Google EREZHIAPREERFRER , ARKEAR

RIZFBEZEFEEH Chromebook,

1. & AZE Google EEZHIA | 53#H Device management ( #£E & ) > Chrome
management ( Chrome & ) > User settings ( fEHERE ) o

2. 7£ Client Certificates ( AFIw/&E ) B+ , @A T %] URL #3 LA Automatically
Select Client Certificate for These Sites ( B & AiELMILEMAFIHERRE ) -

{"pattern": "https://[*.]","filter":{}}

3. #—T Save ( f#7F ) . Google EBRH AL P ERNN TR RAUBEZMAE
=

4. E#{$H GlobalProtect &1t EfEEEZE E & A GlobalProtect f3& , 5528 Block
login for quarantined devices ( ##5CfREtREZA ) .

STEPS | MABE , ARREBESH.,
MRARNMEE K BESHRLTEN , ANRENRZER,

EERE A SSL-VPN BE#E , 5= (7BK ) Enable IPSec ( B{f IPSec ) i®1E, #E:% , REHE
U BRI T IPSec BB MR &# A SSL-VPN,

» R IPSec Bl ELEMERE (X BB ), WRA Enable X-Auth Support ( B X B3
¥ #& ) , GlobalProtect IPSec Crypto s EREETEA,

MEXENBREELFMEN , FH2HE GlobalProtect fE AR INZ AL,

1.

5.

£ GlobalProtect FEAREEIFE S B |, 1BEN Agent ( REEFER ) > Tunnel Settings ( BEERE ) -

2. A Tunnel Mode ( BE#EX ) LA EIBE,
3.
4. ( ) I E AR R E L E TERE. HIP B H GlobalProtect EARXEHMNWEAE AR L

BEAE ABEEIHERNE KEZRH Tunnel Interface (BEENHE ) -

PR (Max User ( AFEHEH ) ). EMUAZHSEREHELRIZEFLAMEMTE,

Enable IPSec ( B A IPSec ) , AARIEH GlobalProtect IPSec Crypto ( GlobalProtect IPSec 1% )
FRERE LURFE GlobalProtect FERE XN EERE 2 MY VPN BIEZ 2, default ( E5% ) REEEFEH
AES-128-CBC % shal B .

!\s IPSec 7% & Windows 10 UWP 8,

BIZ A2 I New GlobalProtect IPSec Crypto ( #7#Y GlobalProtect IPSec 1% ) :%E &
( GlobalProtect IPSec Crypto ( GlobalProtect IPSec 117 ) THRN/EE ) , REETTIERE :

1. IEEARBBIFZEEN Name ( BB ) -
2. Add ( #18 ) Authentication ( B#5% ) # Encryption ( 11%% ) SEE % , 2 VPN in B A RS BA
BEERNERNER

Encryption ( 1% ) —MNREFHEE VPN mHNZEER , EAURRLLBERLET , #
WZEMBEEL , BERIT : aes-256-gcm, aes-128-gcm, aes-128-cbc, WX PR EE
ik, BAuBE,
Authentication ( B % ) —ZWEA R EE L (shal) UEMERTEMNBRIFE, BERER
FERJTEREL , WEREEERARN AES-CBC IN% (aes-128-cbc), MREHE A AES-GCM INZE
JEEE (aes-256-gcm B aes-128-gcm ) |, BREMME A , ARELNE ATRMRE ESP TE
HRE,

3. B—T OK (HEE ) REFEFHEE,

( ) WREfAHBE A BRI DBE VPN ( BIZ01E Linux L84TH VPNC PR ) ERER

18 , 55 Enable X-Auth Support ( UA X BBEXZE ). REHAXRE , BRETEE , Z4ARM

Group ( B¥#H ) BB Group Password ( BHEREE ) . IKTEER , EAXREIL IPSec BEHN £BEIH
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W, EAETEEENRE. ETEENREVMERAE , 5 Skip Auth on IKE Rekey ( BtiB ¥ IKE
ERTBHOERE ) B,

»  EEEY strongSwan i B Enable X-Auth Support ( B X BBXE ) , BEXEE
@ 7 Skip Auth on IKE Rekey ( BB KE BREMMBRE ) , BAELHEE IKE SA
RSHEEEETENRI. I, BENLEHIE closeaction=restart FEE
strongSwan IPSec R RH conn ¢default EE, ( @1 StrongSwan IPSec #y
BB | 558E AUE strongSwan Ubuntu B CentOS iR BA5R7E, )

v~ B IOS Bd Android iR B E B X BEFE , EEATRMUNELHHE LR
',Q' GlobalProtect ThEEANR AR, S5k A{EA GlobalProtect FEATER |, f§{t GlobalProtect
=  7£i0S F Android i3 FIRMHAME RS M IIEERFEL. EAR I0S # GlobalProtect
A1 Apple App Store #% %2, #E B Android By GlobalProtect £ Google Play #%

F,

STEP 6| ( ) BB Finsr EARRERE EIZEVER,

B 2 5 B AN Al SRR E B G WA B IR IX EFTIEARMY GlobalProtect AR, MREHES

B4R  BLARRELRTEHFER, MERERIFSER ( ER Source User ( ZRIRHEMA

). OS (EXRHM ) & Source Address ( Rt ) ) , EFEEFEAEEEHBHERE, Hit , REE

M EMSBNRBE—RMERENTF. FERSR 13 ERARFRRENERBTELTIHR.

£ GlobalProtect B BAREH R A |, iBH Agent ( REEX ) > Client Settings ( AFIHRE ) -

BEHREAFPRREMHREDR Add ( #1318 ) —1E.

£%E T %l Config Selection Criteria ( 5 E;&H%H] ) :
EEHBHARUIEEERAERFEAERE , 55 Add ( #18 ) Source User ( RIRFEAE ) (=
FRAERE ), BSEERABR AR THIHERESREEFARAEINERE , 557 Source
User ( BRFEAE ) TR XBFEHIRE pre-logon ( AR ) ; EEMSIBREIHBEREEH
&, BH&Rany (F7) .

wn e

» ?EH%%E%%B%E%E%%H BAESIKIR RAREYE e REYESR
#H.o
EERBRBNIEERARIPBILERE 55 Add ( #i8 ) OS (EER#H ) ( Hl Android =
Chrome ) » ZEEANIBRIBEMEEERR , FEHN Any (F1T) .

- FERBFERAEMUIEZERL 5 Add ( #13€ ) XRIR Region ( [EiF ) ZAH IP Address ( IP
futit ) (IPv4FIPV6 ) . BEENZREETIBEMEFERENE , 552IEE Region ([EfF ) K IP
Address ( IP i1t ) o

4. EB—T OK (X ) RFABEE%EA,

STEP 7| ( ) RERENAREERMARE , LEEMESZ RS, MER cookie BFEE A
&,
LOREAFERAEEEERBR (flME 24 ME) | ERERE-XEARRE

AR, FEZRARBREEMEANBIEREERBEAE. ERARBIULE , GlobalProtect $REX
BB AR , A fEM cookie RBHEAE , MARTEAERURR. WEESEH , F2REAN
MUEEFIE L#Y Cookie Bi7E. MRBEAFREBHE  WHELARUERNBRUESEFIHER.

A MR cookie RBEMNEBEMES (HIMEBRARKE )  ATLGHEBHTNTH
) smmslym sms 7o,

1. 7£ GlobalProtect FEREHFE LT , FE Agent ( RIEFE X ) > Client Settings ( i P i
2. BERBAFmEREMREDR Add ( #i18 ) —1E.
3. #4175 Authentication Override ( BRFEEUR )

E)o

Ka

L ==

X rE .
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STEP 8| (

Name ( 518 ) —#BIEHE,
Generate cookie for authentication override ( A5 EEUXE L cookie ) —BAAREBUELINE.
Y5 TE U B cookie M B ERTF cookie EifmH,

ER % cookie @ELLTH{L :

user (A% ) —ARBIECEAENEAEER,
« domain (#81H ) —FEAENREERE.
« os (¥R ) RELFANERAENERE,
« hostID ( E# 1D ) —GlobalProtect$s kAR B =AY HE— 1D,
« gen time ( BXEKME ) —BFE cookie EEH B HIFEEME,
« ip—ARKIIERFE GlobalProtectMI¥H cookie FYEEE MY IP i,
Accept cookie for authentication override ( ##3 AR ZE S Cookie ) —Ri A FELLE BB K
#INE Cookie BMFFEAE . EARNEHRBERMN Cookie % , MEARF BB A OHLHFEEM
MY Cookie , fi#% Cookie , BEEBMBFEHE,

» GlobalProtect AR S BMEERERAENERAERB T e LENMEEREFEH
Eim B 5 cookie, FEARRMEE cookie # , SR HEEE A QML FEELE
TERERSE.

( ) MBHEEADPUEARBRR R EPFEAE S ARAER
EARNR (BEFASSO) ( Network ( #8%% ) > GlobalProtect > Portals ( A O #3
¥4 ) > <portal-config> > Agent ( {REf2= ) > <agent-config>, > App ( ERRE
X ) , GlobalProtect fE A2 & A Windows f§ Fi & & B EEEE Al & RV A B 8
cookie, HNRIE#& Use Single Sign-On ( EAE—F A ) BIEHZRA No (&) (SSO
B ) | BAIXZEAFF GlobalProtect BARR FiFEAERE FachmEREN
ER % cookie, % Save User Credentials ( EFEFEFAERE ) BRERA Yes (2)
DRFEAERBMNELR , A Save Username Only ( ZREFFEAEER ) M
EREERAEER.
Cookie Lifetime ( Cookie 7 & s ) —38E Cookie B /NFEL, KRB ( AR A 24 /)
). NEEHEEA 1E72;BEEAR 1% 52; XEEER 1 £ 365, Cookie EIHfR , FRAEL
BEFMABRARE , HERBREYH Cookie MZEUNEEZEAREN. HETEEAA DML
EH Cookie Lifetime ( Cookie ZE B/ ) —HHTE,
Certificate to Encrypt/Decrypt Cookie ( AR INZ/## % Cookie FY/BF ) —ZH RSA BF , A
RiNZEEfEZ Cookie, BABEEA OB FEELFERHERNER.

o REMER , FRE RSA BRUEACHEBRXENRBBEEREL,
A

A O FRE A RSA B ERFHE PKCS#1 V1.5 LAE4 Cookie ( EALABIER S8 ) WMEHR
Cookie ( FALZRBRRELE® ) -

— ) RERFImER IP £E , AR IPv4 5 IPv6 Uit iEEFERERE

ZimE L EREENE .

z

»

BN EEERE B ( Network ( #8388 ) > GlobalProtect > Gateways ( B& ) >
<gateway-config> > GlobalProtect Gateway Configuration ( GlobalProtect F&F&E ) >
Agent ( KE#ER ) > Client Settings ( A FimEkE ) > <client-setting> > Configs ( F&7E )
> P Pools (IP (£[& ) ) &SRBk ( Network ( #33% ) > GlobalProtect > Gateways (
& ) > <gateway-config> > GlobalProtect Gateway Configuration ( GlobalProtect &%

E ) >Agent ({{EFRER ) >ClientIP Pool ( A% IP £E ) ),

AFBEEATHARRERES , FEEIPKEENIIBERE  RABAEXEHEA
EEAERARNEFHRERE.
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¢ PXERERE P UEER , EAMUYH,

7’ N

1. 7£ GlobalProtect FIEAEHFEH R+ |, BE Agent ( KEFRER ) > Client Settings ( A FIRELE ) o

BERE R PR EHER Add ( #18 ) — 1@,

3. BRETHHEMIP Pools (IPEE ) RE :
EELTEFRE P VUMNIREIEERFB AR IP VULERE |, 55EUH Retrieve Framed-IP-Address
attribute from authentication server ( 5 7 {a fR 83 ##EX Framed-IP-Address Bt ) #1H , A&
HFHAME R IP (vt EIE Add ( #7138 ) = Authentication Server IP Pool ( BRFE ARES IP £E )
BUBER K SEEERFEAENEMLEYNE THERF MRS Framed-IP BTN F148
130 1P BE AL

N

> BRSSP VU EESNBERBEUZEFEREER, P utisRIEFEN |, B
FEFRETEER®  tERE XU,
. HEF m%ﬂfflpwjzlpvé s EREHEERIE 2B IP Pool (IP£E ) |, 55 Add (¥
1) IP it FRAM/EE, S8 IPv4 = IPv6 FRBREE , SIMENES

FERRBEMRARREE K S4AFATEREEIFELREG IPEE (NER ) NEREE
ZE LAN 2B IP Uit E5E, RMEZEERFA IP EutERE,
4. HB—T OK ( HEXE ) Kf#17F IP £[EIHRE,

STEP 9 | ( — ) FRZEBENERMERE (BR/IEFHERRE ) 19818 VPN &
TREHERFAIET.

STEP 10| ( ) ( ) IRIBEFEUR HERE D EIBIERE .

STEP 11/ ( — ) 1RIR B M AR E 2 BIBERRE.

STEP 12| ( ) ( ) RIBEARENRE D EIBIERE.

STEP 13| ( — ) AR F iR EREEST DNS BE.

» MREBHERAF iR EMEHEDRE—E DNS @AR355 DNS B# ( Network ( #85% ) >
GlobalProtect > Gateways ( B ) > <gateway-config> > Agent ( {LZEFE ) > Client
Settings ( R E ) > <client-settings-config> > Network Services ( #88 R ) ) ,
FEE# DNS k2562 DNS BB EXZiRE. EARELE (MERER ) DNS fi
fR25Ed DNS ik , A 1B,

ZID%!@\*E}%F%EQE%E%EF‘“*EH DNS fafiR&R=k DNS B , BFEgEi 2 DNS

fAIBRESEE DNS RIEEAE IR ( £/ E ) ( Network ( #88& ) > GlobalProtect >
Gateways ( i ) > <gateway-config> > Agent ( {RIEFE ) > Network Services ( {85

Bz ) ) o

1. 7£ GlobalProtect FEAREYFE TR F |, iBE Agent ( {REEFER ) > Client Settings ( AFWERE ) o
BEGREH PR EMHRESR Add ( #38 ) — 1@,
3. ER7E T 54ET Network Services ( {8 IRIS ) FRE :
$57E DNS Server ( DNS falfR2S ) #9 IP fzst , ALk FimRR E A KM GlobalProtect EREX &M
bt IP b {Ei% DNS &3, BRI LAFTIE &2 10 18 DNS [MRES , LUEHE 2 RS 1P 1zt
- BIRHBEIMTNTEREIMREBE , EERBEEAEERAD DNS Suffix ( DNS B ) .

N
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STEP 14| ( ) ZHERERERENERE , L EENHEEIIEZESE GlobalProtect FEATE
o
EEARNERE  BESEHETHNRFEEARLCEZNRERNARETHLER ( Agent ( RER
3 ) > Client Settings ( IFIRERE ) ). T2 MRAFME , HESREFEERBRSKFTEE, &K
F/FEEER , SREENSRESERGERRER,
- BERERBERHRFBHERED LR  FRINZEREN MoveUp ( LB ),
EEREREETFHREHRRED TR  FEIZELEMN Move Down ( T# ),

STEP 15| ( — ) ERESE IPVIUERE , AR IPv4 = IPvé Uit ETERERES
FrIEmES ENERBE AT,

HRETREERERRER PRE A MEFTEFERETABEAFHREER IPKEE , MBI
Eo

BN BEEEBERERK (Network ( #8% ) > GlobalProtect > Gateways ( @& ) >
L <gateway-config> > Agent ( {3723 ) > ClientIP Pool ( A Fix IP £& ) ) KA F%
[E#% ( Network ( #83% ) > GlobalProtect > Gateways ( Fi& ) > <gateway-config> >
Agent ( XE 23 ) > Client Settings ( A Fi%E&E ) > <client-setting> > IP Pools ( IP £
&) )&XE IP KE,

Q FHEREME P Arat EER | EAAAIE,

1. 7E GlobalProtect BB AREHFEH B F |, ZE Agent ( KERER ) > Client IP Pool ( AF % IP &
E),

2. Add ( #718 ) IP st F#AE/EE , AR IPv4 = IPv6 HtEERERERBENFIERE. BAHE
IPv4 =% IPv6 THEEEREE , AMENES.

EERGEEHKRAOME  SXAERTAREEIFELRE IPEE (MER ) MERERE
LAN Z w669 1Pyt S8 . HFIRBEERIA IP ELLEEH,

STEP 16| ( ) 15 T v R A9 BR A RERRE o

» EFBEREATHANREEBERES , FEEMBERE , @A GlobalProtect BAENE A
EEGERPER - FOMRERE,

£ GlobalProtect FEAREEIFE A B |, iBEY Agent ( RIEFER ) > Network Services ( MRS ) A%
ETUTEMERERRE
MEPXEEERES DHCP AFRMNANME , B L& Inheritance Source ( #ARIFR ) BREEZZN
®, MB#E A GlobalProtect BN IEEEE DHCP A FmERIMNERE. BEATUBMAKEA R ,
LA AR Inherit DNS Suffixes ( #%& DNS 27§ ) o
F &5 7E Primary DNS ( =Z DNS ) fafR85. Secondary DNS ( JXZ DNS ) falfk&§. Primary
WINS ( =E WINS ) R85, Secondary WINS ( JXZE WINS ) fafk25 &% DNS Suffix ( DNS EBi§ ) .
B LLEIBLLESR RS ERERRE A ZE DNS BiS (&% 100 ) .

@ DN Suffix (DNS =) T EME ASCI £ 5T,

STEP 171 ( ) 18 him R Y FREOR FF R E o

£ GlobalProtect R EAREHFEFHAF |, BH Agent ( REFEX ) > Connection Settings (E#FERE ) A
BIEREFHREREEETUTRE :
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5o E —RE B A TEMR M B K Login Lifetime ( RAGFERE ) (EARBEAEZEEA30X).

EEREFZERER , BERE Inactivity Logout ( IEFEAMEEY ) BRREAIRWEIREIHZN HIP &
T FAENTRERZA. ELREEzZE , BEATEREEBER,

{824 Inactivity Logout ( IEFEAMEERE ) HEIEEFERAFIEREEBHEHENERE (FBEA
3N) ., MRFAEREEEHEAKEIZREHIEN HIP BE | EHEEH GlobalProtect,

{£24 Disconnect on Idle ( FIERFENELR ) SRENEERBEFEAE B H GlobalProtect # 1Y 2 SE

( FARE# 180 i ) . MR GlobalProtect EABRXNKRERENHABAEIR VPN BERBERE , £4
EH#§E H GlobalProtect, Ihi%EEiEARERAMKERERS LZERE GlobalProtect AR,

STEP 18| ( ) %7€ SSL VPN BiEH B BiER,

R GlobalProtect EERMFR A B ER K BMRENEBEMFE , BAEIBERE SSL VPN BEMN BEIiE
B, RAFFHPHLE GlobalProtect EREX BB A EREEHEIL VPN BiE,

1. ¥£ GlobalProtect B E AL FE AP , BHL Agent ( {KEEFEX ) > Client Settings ( A F i
2. BRETHREZ— , LABRE cookie ERARE :
« ZEPRLt GlobalProtect EAREX BB AL FIESEHE Y VPN J&BIE , 78 Disable Automatic
Restoration of SSL VPN ( £ SSL VPN K B ENiEJR ) .

EZE A5 GlobalProtect EREX BB AUREBEEHREIL VPN BiE , 5FH (/&R ) Disable
Automatic Restoration of SSL VPN ( £/ SSLVPN W BEIE[R ) &1 ( 8%

),

Ka

STEP 19| ( ) ABRFE cookie FXERIR IP Lt #1T.

BT 5% 7E GlobalProtect A QB & , LAMETEIRELRY IP (Ut ER B H 34 cookie BIRIANRIE IP {3k}
SEME P AU EEMRTE T RIREEW cookie, BT CIDR FHEMRIES (Hlin /24 % /32 ) &
S P U EE, Hlan , IRERFE cookie RUIBMIG L HKIR IP rukA 201.109.11.10 xS , B
B IP It EIEM FRARIEEERA /24 , BiT¥ cookie FEA SR HNR IP 3L 7E 201.109.11.0/24 #8
B 1P ut EE R A IR R LB M.

1. #£ GlobalProtect FEARREYFE T | iZEL Agent ( RIEFER ) > Client Settings ( A FIRRE ) o

2. TEEAT¥ cookie FAPRAIEERF , Restrict Authentication Cookie Usage (for Automatic Restoration of
VPN tunnel or Authentication Override) ( PR #/58# cookie HEM ( AR BEIE/R VPN BERERFE
BE)) A REBRETIGHEZ—

I R IZRE The original Source IP for which the authentication cookie was issued ( & H 3 #i B
& cookie WERAKEIP) , REEERMFEA cookie 2 imEM AR IR IP Vit ERFH A EH M4
cookie Z i ERHY N H AR IP (1t FAEBF | B S cookie T AN,

MR #ZE The original Source IP network range ( RIAKIR IP MK &EE ) , AEEERFEA
cookie Z i B AN LR IP Azt FEIEE MBS 1P U ut EE A RF |, BRFE cookie T B M. ® A Source
IPv4 Netmask ( 2R IPv4 #88%E = ) =k Source IPv6 Netmask ( 2R IPvé #BEE ) LIEER
# cookie AMHAER P (Ut EE 2 FRKES (HlW , 325 128),

STEP 20| ( ) & VPN BiEHEBR HTTP/HTTPS AR R R E,
STEP 21| ( ) ERETHEFREEARN (HIP) BFATEZE2URAUE , —REAESHEINEA
AL
AEELBRYTHEARER  YKeMFEIRLERAK , TERLSR. WERE HIP UK

By HPBAAENFHEENR K FSE THEA,

1. 7£ GlobalProtect FERREYFE IR F |, iZE Agent ( RIEFEX ) > HIP Notification ( HIP @41 ) ,
2. BEURE HIP BAEREDS Add ( #i8 ) —1E.
3. EITTIIERE :

- EREUFASE AR Host Information ( EMEF ) WHSRERE,
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EHEN HIPREECRRAUETHHSALEE  RBEREEERLAL , iZH Match
Message ( FF&FAE ) = Not Match Message ( FEFEALE ) , A% Enable (A ) BH., &
ARBEEEELHNYGERINEN , RAMFEIEFEFRIALS . BB LEE Match
Message ( FEFE ) Bt Include Mobile App List ( 2IETEIERRERNEE ) #818 |, 5 RPFLHE
AR =B HIP HEF.

. ZEMRAEKASETRSA System Tray Balloon ( RFEEBKF X F5REA ) = Pop Up Message ( 1REE
FAL) o
BWANERCABME (Template (AR ) ) , REE—T OK(HE ),
HYUSEEEENASERELSE,

STEP 22 | RTEFIEERE,
1. B—T OK ( HE ) UREFHRE.
2. Commit ( 2% ) 88§,
STEP 23| ( ) BZEELE GlobalProtect BB LATE — ik A & E R RF B FE B E
&, 6 FEERELEENPABERMLE,
E-MREAEBINERETAR (HINABNEER ) , TOXERREEEXASRBLVEEHR , UE

SEEHEGE., HEEALVEEARBEACEFEWIER, RIFWERE  HAHREEEY
BREBILHREE,

t\‘ MREBRIEERBME , GlobalProtect AN MBRZE AV EMAL,

ECLF —EATY CL s hiEEREREZHABNERNVE

<usernamelhostname> set deviceconfig setting global-protect
location <location>

£ XMLAPI F—EA T 5 XML API EEEREREZH A BN EEE :

KE REBEZHNBHNERE
Vi —REMEZHXBIAE

curl -k -F file=Q@filename.txt -g 'https://<firewall>/api/?
key=<apikey>&type=configsaction=seté&xpath=/config/devices/
entry[@name="'<device-name>"'] /deviceconfig/setting/global-
protect&element=<location>location-string</location>'
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1£ GlobalProtect BB - EEERE

BIBEFERE, BMNHAE. BHARERXR HTTP/HTTPS RABREARIRES S BERE.
£ $£B) GlobalProtect ;TE , B AI#TREA 2 EEEMK A E Windows B2 macOS ix 2,

PEBEINREELREATEEEYRARES

o BEDL¥ SaaS HAHEIRERARER K ERLEM SaaS EARR AR RES , LB EELEBEE
BEFMBERENRESES T IT HEBNER.

« 7£ VPN BE/NEAHIEEBBARE (Hl0 VoIP ) |, FIEFTE HFREER VPN X LLH
GlobalProtect B8 T E & E BI#1T,

+ 18 VPN BEHEER HTTP/HTTPS {RFARRHRE. RABRERAER ( HlI0 YouTube B Netflix ) 2HFE KX
EHE, FiB® VPN BEHRERREABRAE , BB BEELNEERERE,

S EEBER S IZELL T IEFEHRZ Windows Fl macOS imE :

4

Applications are included based on the application process name

Domains are excluded

Domains are included

Network traffic is excluded or included based on the specific access route

F2RUTEE , TRNAEMELRESEEBERE

« HAGEEHRESEEE
s ERBENERARXRESIEE
+ HEBR B GlobalProtect VPN BEW B ARE

EREFIERAREDIEE

ERTSYERERE |, AISEAERFEESB VPN BEGEX (ESEEE ) . LUISHHRER VPN BE
BEENBERR IP FRERE. &EB VPN BEFEIHNERTURERASSEEETHESR , ARBE
hHERRAVERH  AMEEHF. FlW , BULURESEBE , BEREHAETEAER VPN BENELTE
AR, BRENRHEELRBETHENRKA.

BOZBEREECEATEFIEHE  ELRMRREHREZRRFEAZRINKEH  MBEEEAER
2 &S VPN BEREEHERE, Ko BEREECEAEREIEHE  SLRASEBIRS TNER
NEFEX  MARBEBERNHEFEIB GlobalProtect VPN BB &% (Bl ) , FREEIEHAIERSE
BERE , AUBEERBRSEESHEENREMAT VPN BEZH , AEMEHMRESEB VPN &iX |
LA A GlobalProtect @ #ZE R #1T R A,

AEEHBERFAEEENKH, ECRAIEIBER , FRHEUTEEERE proxy EBABER ( Hlun
AHEENERE )  BEEB VPN BEEET ALK FRERE. BBEASERE , KU EFAEBERE
GlobalProtect B , FIFTEREEIB VPN BEETREMFENHT, REMAEREHEZETFIAEE
3%, ZE T IPv4 £ IPv6 REIT B,
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K1 IPVATRETS

A FHEEE IPv4 F | BT EEEFEIE A EAMBREEENEEA
BYBER BYBER BYBER BYBER

FEARE REFREEREE ( REREEZREE @ AHREZRER
NEFEXRETRE ) NHEAFEXRETR | TEFELAETE

MEREXERS
BBER , REE
iB VPN BE &,
EEMN B WtiBE
MEREX=A
PEBER , AFH
REEBERNME
FERKTHRE
.

( ) 7t
FREEBEREN
R A 785
Fix,

FEHRE AHAREZEER | REFEB VPN BE | AHREZEEE | AHREZEERE
NEFESETHE | B NEFESRETHE  NEFESETHE
®mEx, ®mEx, BEX,

BERE ARHEREEERER RECHKIL. ARHEREEZBRERE AHRESEER
NEFERETHE NEFESETHE  NEFESETHE
BmEx, BmEx, BEX,

BEAHEREREFNEHA BEAHBERERENEEFA
BIEE BuBEER BIEE BuBEER
MEARE AFRBEZEBRER  AFREEAEER | AMREEBRER | AFREEEER
NEFERETR | HTEFEFARTR | TEFEAETR | TEFEFSTE
BREIX, BREX, BREIX, BREX,
MEHRE AFREBEER | REEBVPNBEE | AFREEEER | AFREEEER
NEFEFRETR | B NEFEFETR | TEHFEFETE
BREIX, BREIX, BREIX,
BAERE AFREZBEE @ AFREREER | AMAEEZEER @ AFFREEEERE
NEFEFRETR | TEFEFARTR | TEFEARTR | TEFEFRTE
BREIX, BREIX, BRI, BREIX,
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ERT IS RRIFFEGEBRES JEE,
STEP 1| Faﬁ&‘\zaﬁ :

1. %7 GlobalProtect Fi8.

2. &HS{ Network ( #85% ) > GlobalProtect > Gateways ( & ) > <gateway-config>SA &3 B RE=
8 —1{E,

STEP 2 | R Ei@E,
1. 7 GlobalProtect Gateway Configuration ( GlobalProtect REAAE¥FE AR ) & |, iZEL Agent ( KB
723X ) > Tunnel Settings ( BEEXE ) LARA Tunnel Mode ( BE#ER ) .
2. % GlobalProtect EARR I EBESEH,

STEP 3| ( ) FRAPEIBEURRFERE (SEAKE T RERE ) 59BIB VPN BEETT
BmERFEHIT,
1. 7 GlobalProtect Gateway Configuration ( GlobalProtect FE#HARE ) ¥FE S+ , iBH Agent ( RE
7230 ) > Client Settings ( A FIRELE ) > <client-setting-config> L}{Eﬂlfﬁﬁﬁﬁﬁ‘lﬁ"ﬁ&i%ﬂﬁﬁiﬁﬁiﬁ
—1&.
2. JEHY Split Tunnel ( 2 Z3&3& ) > Access Route ( FEUEEH ) , AZBRA No direct access to local
network ( fEAKRARE EEFE ) #1E,

> WRBALEE , pEBERESER , BFEAESELEER GlobalProtect BFE 1%
BEEFREE proxy HAEEIR,

STEP 4] ( ) ﬁﬁﬁﬂﬂ%ﬁ&iﬁ%ﬂﬁﬁ%ﬁ*
E GlobalProtect ERAEXNEZVHARENBER , 7 EBEREMEET RN EAERREF,

zﬁ BEKE—EFRRHEREEA TS NIRERER , EFEXREHER.

BAEBIEE B M TR (IP Netmask (IP fIIES ) 8 ) vt HRARELERE  WBEEE

BARHREEEHERR,

1. #£ GlobalProtect Gateway Configuration ( GlobalProtect BiER4E ) HEE 5 5Eh | JZH Agent ( R
3 ) > Client Settings ( AF®EXE ) > <client-setting-config> J«Xlﬁﬁﬁﬁﬁﬂiﬁﬁ&i%ﬁ“’éiﬁﬁiﬁ
_1Eo

2. ETTFIMEMERFEEE B Split Tunnel ( 7 EIEE ) RE ( Split Tunnel ( 2 EIE& ) > Access
Route ( FEUEH ) ) :

( ) 7 Includes ( 25 ) B , Add ( 18 ) Bt 7K (IP BRESHERE ) a4
ERLUER LAN 52 B MR 2% B E GlobalProtect, A LA E IPv6 5 IPv4 T8,

£ PAN-OS 8.0.2 R EHIRAAH , qfFARZ 100 BAEREHES I EEFHEHAETTEHRE, HE
GlobalProtect FEFAER 4.1x REFMRAKES , AIEAHZKZ 1,000 EFEEEH,

( ) 7 Excludes ( 3EBR ) [} , Add ( #1i ) LR ERARAGRN B #9 b FHRRER (IP
Netmask ( IP #3IEE ) A ) (rat¥¢F. HERRAVEEAELL TS NIRMERR K TRITRSHR
EHEORAERMNRE. SR IPv6 5 IPv4 Tk, BHAREDZBEREEABHIERS
100 fEHEBRFENBE . E2 GlobalProtect AR 4.1 REFMARE S , AIFEAZS 200 EHEERET
HVERE o

N R#EE1E Chromebooks L HERR#{T Android 2 i 2b89 12 EREE B, Chromebooks R
X IPv4 B&H,

3. B—T OK (HE ) fifF0 B BEHERE,
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STEP 5 | RETFRIEHAE,
1. B—T OK ( HE ) URETFHRE.
2. Commit ( X ) 8%,

HA RS NMEAEXRESEEE
RIFENVBEEEEER (B ) SEARXREDZBEUZEFERE (IPv4 B IPv6 ) B , FT

BEAZBERSIEARINRESSEB VPN BEER | ETREERAHT. Sl , SaER
*Salesforce.com B Y4315 2 ¥F A Salesforce EIER VPN BEMEiX, FIBE VPN BEFBEME

Salesforce & , AR ¥ 2 {E Salesforce K F RN Z 2 ER, BURELIEE 6 EFEEEW
M IP ik FHERR , A D BEEEEREF TR IP UtV REFNEARER | fli0 SaaS BAH
EiREARER,

BRIBEENHEHEERE (2 ) IEABRNREDZEEUHRRE (IPv4 B IPv6 ) B, RS EER
EXSBENmERENETRENBA TEZEEXZSRE LNEENEF, I, EA A C:\Program
Files (x86)\Skype\Phone\Skype fE 2 EE R M VPN BEEBEBRFIE Skype RE-

£ {Z Windows 7 Service Pack 2 B E# R4 F] macOS 10.10 & EHAR A1 i Bh X Btk ThéE .

RRTIHLSRREDHBE , UBRBENESRREXEREBISIHFRRE,

STEP 1| BIAZ BT :
1. 5% GlobalProtect &,

2. i#HY Network ( #83% ) > GlobalProtect > Gateways ( Fi& ) > <gateway-config>L &R B RED
g —1a.

STEP 2 | BR A& EliEiE,
1. 7E GlobalProtect Gateway Configuration ( GlobalProtect RERAE¥FE AR ) & |, i#EL Agent ( KB
23X ) > Tunnel Settings ( BEFRE ) LARA Tunnel Mode ( BEER ) .
2. % GlobalProtect EARR I EBESE,

STEP 3| ( ) 1RIR B K MEERE £ EIBIERRE. & GlobalProtect BARNEVHEFE
BB , BLREMIEER R LN ERBEEF.
( )

MR GlobalProtect A O#315#) App Configurations ( EFATEXNAHAE ) A , B2 4% Network Traffic ( #8
BRE ) A DNS $57E 5 Split-Tunnel Option ( £ EIiEBiR1E ) , AIfER DNS AEMMFERFTE.

1. #£ GlobalProtect FEARREYZE AL | iZEY Agent ( fRIEFER ) > Client Settings ( A FI®RE ) >
<client-setting-config>EUREUR H A Fim 3% E AL RE S T8 — 1@,

2. ( ) Add ( #1i8 ) BEEH B Vb R FHEZEIEB VPN ERE B E GlobalProtect By SaaS 524
HERERER ( Split Tunnel ( 2" EEE ) > Domain and Application ( #BEFEAEX ) > Include
Domain ( @&#18 ) ) . BUHEHRZ 200 EEE EFE, Hl0, #E *.gmail.com AAFKFE
Gmail AE&iB VPN #iE,

3. ) Add ( ¥718 ) SEFEH B WA FEREER VPN BEBHRM SaaS AN HEREARER
( Split Tunnel ( 2 EIi#i& ) > Domain and Application ( #BHFEHER ) > Include Domain ( HEER
1) ). FBAFIEHZRS 200 EEBEEE, HlM, HiE *. target.com LUt VPN BEHRFTE
Target &,

4. #—T OK (H#E ) REDEEERE.

STEP 4] ( ) RIRFEARENRED FBERE
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f Safari REELFIEE macOS W FERERARBEXNN S EIEER A,
!\‘ U EAIBIESE R Windows ] macOS % FWERRARESINEE,

1. #£ GlobalProtect FEARREYFE B |, iZEY Agent ( RIEFER ) > Client Settings ( A FI®RE ) >
<client-setting-config>LAZ B3R G A F i 3% 7€ 40 AE o 18 — {El,

2. ( )Add (#7118 ) ZECREARIEEFEBERB VPN EREHZE GlobalProtect B SaaS
RAHEBIFEARE ( Split Tunnel ( 2 Z3&EE ) > Domain and Application ( #EMEAER ) >
Include Client Application Process Name ( @2 AFRERERNEREFER ) ). BUHEEKRZ 200
EEE E/58, i, #¥ /Applications/RingCentral for Mac.app/Contents/MacOS/
Softphone LA FFFFE E R RingCentral B EEiB macOS w2 A VPN EiE,

3. ( ) Add ( #7118 ) SCECRAEARNEEFEBH VPN BEHEFRE SaaS AHEIRER
23X ( Split Tunnel ( 2" ZIi®3& ) > Domain and Application ( #BiFEFMEAER ) > Exclude Client
Application Process Name ( HEFRAFIREARREEFER ) ) . BUHERS 200 EEEEF
B, f5ltn , #7148 /Applications/Microsoft Lync.app/Contents/MacOS/Microsoft Lync
LLt# VPN @& HERRFI A Microsoft Lync ERRER R E.,

4. H—T OK(H®E ) RESIEBERE.

STEP 5 | fATZ R EERE,
1. #—TOK (#E ) RiFREMARE.,
2. Commit ( 12X ) BHEE,

BEER K B GlobalProtect VPN BEHNEARE

BAREDEEE , LHRIEB VPN BEEEEZEREMHN HTTP/HTTPS RABRRE. ESHEAARE
EEERREY FNERNEEE, BHFARBLERN App-ID SHEEAT U ERE D BB E 2R BIRTA SRR, BBR
VPN BEEHERKERIR TR FARE (W0 YouTube B Netflix ) , BT LUR A BE SR H
TIHRAEREARXNAERAFERLSSHEREN :

*  YouTube

* Dailymotion

«  Netflix

MREH VPN BEFREMEMAFASEREARR  ESENEAELEARANTIHIRARERE !

« MP4
« WebM
« MPEG

BRRUTSRREDEBE , A% VPN BEHRBASERRE

STEP 1| FRZ Al
1. BRENLT ERGH

+ {# Windows 7 Service Pack 2 & EFTARAH macOS 10.10 & EH MR A is B S Btk Th e,

o BXAERRRARE IPAIuEETEL RS FEBEERNAE TN IPEETIEEM IPv6 (ztt, 0
& Windows = macOS i ® FHN BB N EFEXE Ipvs (it , EEERE GlobalProtect FiE A%
lpvé UHtIEERERZREZHE LWERBEERNEFE  WHEERESEEFIEL VPN BE
HERRMVAR AR REARER,

GLOBALPROTECT & £15/ | GlobalProtect B& 89

© 2019 Palo Alto Networks, Inc.



ﬂD%Tﬁ VPN EL¢§FP%T*E;:R$U|M|L§ EUTEE VPN JEL':F'@E Web gj%%ﬁﬁﬁﬁ*i_t {ﬂﬁu
Firefox 2 Chrome, L_Iﬁﬁﬁﬁiﬂﬁﬁ%ﬁﬁgqﬂaﬁﬁlggﬂ’]:ﬁiﬂ B8 fE & AT LA Web %JE%E
BRAH
EE VPN BEAFHERR Sling TV ERARERXNRE , FREBEAEXRESEIBE,
=% GlobalProtect &,
iZEHY Network ( #83% ) > GlobalProtect > Gateways ( Fi8 ) > <gateway-config>MEHRBRER
g —1E,

STEP2 | A B &IEE,

1.

2.

STEP 3| (

1.

2.

£ GlobalProtect Gateway Configuration ( GlobalProtect FEHREHIFE AR ) & , iBE Agent ( LI
7230 ) > Tunnel Settings ( BEEXE ) LARA Tunnel Mode ( BE#ER ) .
% GlobalProtect EARR L EBEEZSH,

) #& VPN EEHEBR HTTP/HTTPS 1AL HRE,
£ GlobalProtect Gateway Configuration ( GlobalProtect FEHREHIFEH IR ) & , iBE Agent ( VI
2 ) > Video Traffic ({RARE ) -
FUA 2 8 LA Exclude video applications from the tunnel ( 8 BEHRRAEAER ) .

[ﬁ WRERALEE | BREHR VPN BEHBRNBIERABREAEN , AIFTERASR
/Jlb/}lbgﬁgﬁ*&gtlz?o
( ) Browse ( 2% ) Applications ( EARE ) BE ISR ETR VPN BEHBRM T E R A SRR

ERERN. &— T"“EﬁFF%ZFEFH&‘EE’J%fﬁIT\ ( )o flIN | #H—T directv R ETEE R LK VPN
BIEHEBR DIRECTV RABRAE,

Add ( #11 ) £ZER VPN JEJEEFF?E’J*EEH%»&%&‘Q 5 Applications ( EARER ) THEFE
—Applications ( EARER ) BEZ B, 4 —I¥ﬁfﬁﬂi§7 200 AR AERENEE EFE, flw,
iZHY youtube-streaming ( youtube 37 ) BAft VPN BEHEERFIE YouTube AR RHRE.

STEP 4| @ FREHERE,

1.
2.

®—TOK (#E ) RiFRERRE,
Commit ( 12X ) BWEE,
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GlobalProtect A O #8uk

V V V V V V V

GlobalProtect A A#ELBIE

EXE GlobalProtect A 084y 53R T4E

EXE GlobalProtect A 0 #8334 17 HUiE

E 2 GlobalProtect X EERHAE

BT GlobalProtect FEARE

BET GlobalProtect A8 & A, BUNEERBAER
GlobalProtect #&F F i VPN
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GlobalProtect A O 3L BE =

GlobalProtect A 0433412 GlobalProtect ERE B EEIhAE, 282 GlobalProtect A M & {Eix B &2 UK
BAOBUNREES , BETHBENHEBEN , UREFIFETAESENEAAERER. ki, &
W2 macOS =2 Windows i 2 , A O#uLERRE A H 2% GlobalProtect FE AT A 1T A M B,

» ADPETEHMAARITERBR GlobalProtect BAREXN. HEENBEARITEIREHN
GlobalProtect BN , —MEAFLAREKEESIE T HILERARER : Apple App Store EH
F i0S, Google Play i# A Android, Chrome Web Store & B Chromebook , Microsoft
Store @AM Windows 10 UWP, AT , FEZTHEARIEAENRERNARRZEHRFE
B MTDHEEERENFIER, NEXERANEME , 5520 GlobalProtect
WEERRIRABM ?

B T 84 GlobalProtect FEFIT2 X EXBE | BT LU GlobalProtect A OMBMLERE A Y — R % Web FERTE
X ( BRA HTML, HTML5 H Javascript £ ii ) RIELZ2MEREFR. EAERRES SSL B Web 2
BRESTLTEINETER , MASZRE GlobalProtect ERARRNEE, ELEEAAEBAIREE TR
AERAEXGFEIEN  UREZ+HBAARZSEENEE (2FBEARE ) B, WIHEKHEEER., #F268
GlobalProtect # M Fi% VPN,
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=% 7 GlobalProtect A O #AYLEY SR T4E

BAAFRTRT I I | FEEFRTE GlobalProtect A O #3Yh :

O AEITERARBREAOBENHABEINE (REE ) ., 528 % GlobalProtect 3 /M E B[R,

O READMILAKREER. BEMRSEEHE. SSL/TLS REHRER  WRENHREEREE —MRER
EWFIBE R Fin/&R¥ , LE R EE GlobalProtect™ AR¥EZ /Y SSL/TLS iE#R, 58S RBAE GlobalProtect 7t
2 BRA SSL.

0 BEZEHREF GlobalProtect FHEMNIZABBRERE/IBERERE. FE2HEH.

O FRE GlobalProtect HEMBRBEZLEREREFNRAERLIERF,
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=% 7€ GlobalProtect A O #A v IZHUAE

EEMELTE GlobalProtect A O#EUMHY AR TIEZ R , MTRATIRERTE GlobalProtect A O#8Y :

STEP 1| 8 A Q4L
1. iZHY Network ( #8%% ) > GlobalProtect > Portals ( A O #8% ) , A% Add ( #118 ) A O,
2. WA AOHIER Name (BT ) o

MEEBTEISER  AUNESEERRRAREZE N,
3. ( ) & Location ( fiE ) #{u FiEEUL A O 48U P B AY EE 88 R

STEP 2 | I E#AK % E LAfE GlobalProtect FEFARE R AESE A OB ET .

MREERERAOPEEYBRNE , FSB 5 GlobalProtect EY T HEEEE, MREERA[LEAD
WYL SSL/TLS FRISERTERE , FE2 B 5 GlobalProtect ST &R E AR B,

IR ERRE GlobalProtect A OSBRI ME L , FEZ0M o FF

HTTP, HTTPS, Telnet 5 SSH MM HEEERERE , HAESHARABRERFIER
NENEDE, FERAEEEFIENSREME | REARETLURER JEH EEFE
R, AR RER .

1. iZH General ( —f% ) -
2. FEMEREREREY , i#H Interface ( /T ) »
3. IEEFAREE Web ARIEHY IP Address Type ( IP {2 1t3E# ) #1 IP address ( IP fiilt ) :

IP (a3 H T AR IPv4 Only ( PR IPv4 ) . IPv6 Only ( f£FR IPvé ) = IPv4 and IPvé6 ( IPv4
FIPVG ) . MBEMNBR LT EEHBERE (LREERBHT IPv4 R IPv6) | B IPv4and
IPv6 ( IPv4 1 IPv6 )
IP {uit 4B P ERARR, a0, 172.16.1.0 (BARIPv4 ) H® 21DA:D3:0::2F3b (1B
AR IPv6 ) . BREHBIER WA IPv4 H IPv6 fillt,

4. JZHY SSL/TLS Service Profile ( SSL/TLS RIEERER ) -

STEP 3| J#EX General ( —f% ) , BXEME HFFRE,

BRI LARE SRR T MR A Zh Y TLS/SSL R 12 , BB USME B EIXE AFKES. HtREEEUR

HEEHES,

o FEERBERT , BABERHETRINN TLS B, EMEREEHRINRE , LERHAAERA
FHBERENATRYE (EFTERBUASIBRBRE  BRAZSEMEILMBESITREINRE ) .
MBEFLZEHTHERE  FE-BEFEEAREENEEBRFARLEREREPIEEE.
MRBFERREET I TLS RIEZ I , IBEEEKATIH TLS RiE , FRAME BFREBR AN BFFH
FZ %8 ( Device ( 25& ) > Setup ( §%X%E ) > Management ( 3 ) > Logging and Reporting
Settings ( FCEkFIREEXE ) > Log Storage ( HFRETF ) ). AREHE (BE ) REEAFFEHEE
NWBEZ2Z—FARMERR , Bo2— AR RBERE, SERREEARSI K. BRXIBERE
RE, SEmZLaREtERINAREZ AFRER X BEF=ZEANEZEN.

STEP4 | EM B EAERAEHITLEFAEAERPER, BABRIBTEAEHERAEAEMNG
HMER , 52 B EET GlobalProtect AQ#MEE A, BUDERAEME,
1. i#H General ( —#% ) -
2. EHNBESE , RETIEERE :
% EFRTE Portal Login Page ( A QMWL EAEH ) MEMFAEFTRAOMAY , F5EE factory-
de{gt;ét (RRETERR ) BAEME , Import (EA ) B2 AHME , 5 Disable ( £/ ) BEAEENF
EX 0
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& EFRIE App Help Page ( FERREXFRAEMR ) UaEHEIRMER GlobalProtect FEAENHY
#%Bh , F5#EN factory-default ( JRRTEER ) SREAEME , Import ( EA ) BEIRAEM , HEH
None ( £ ) LA GlobalProtect ARREMERAY Settings ( FXE ) WAER DR Help ( 3RE ) i&1E,

STEPS | EEAOMPBUERBEAENF X,
1. i#H Authentication ( B85 )
2. RETYHEMACBILEERRE -

Y MBEERERUAOBEETARREELBRMEBE , FBHS ClobalProtect
THEHERREERE,

s

- BHEREADOMILEE GlobalProtect AR BN BERALZE , A ADOHHILEE SSL/TLS Service
Profile ( SSL/TLS BRIEEZEHR ) -
EEFEALTHEREERERIIPRER (5110 LDAP, Kerberos, TACACS+, SAML =
RADIUS ( @#E OTP) ) BREMAE , F8ES GlobalProtect FI P55 E o

- ZERBAFGKEBENEER/CACREMEAE , FHEIEEM Certificate Profile ( BERE
). BXAFHAES BRIMBIANE (SCEP) BHBRAFRBERNERNEFACHEEERAF
o o

/A RSZ O

MREHEERFEAEFAEHFEAERBHEAFRREBHAODBLETRE , BIFEE Certificate
Profile ( BEERERE ) B BFEHREE

- MRBEAFFERAECAEERAERBIAFHEIUAOMULRITRE K BAFEHEREER
BT EFERERE |, Bl Certificate Profile ( BERER ) AEFAHEE,
MREEAFEAEFRAEEAEREIAFRERREHAORULETRE , ERGALHER
FIRE B ERE |, Bl Certificate Profile ( BERERE ) BL4IBIER,

o MBERFBETMEFEELERFEMEAMN Authentication Profile ( B@FEEERE ) |, Al
Certificate Profile ( BEHRERE ) ALEER,

MREBAFERAECACAERERAFRBIEYAORULETRE , FHEW
Username Field ( fEA & BB ) 584 Subject ( 88 ) = Subject Alt ( FE& B!
4 ) 9 Certificate Profile ( JREHRER ) »

STEP 6 | ERMEAERINY A OMBILETHRFER | GlobalProtect AR EERIHHINENEHR,

GlobalProtect FERRR RGN ERERXRZEAORY , UEAASEAADPLREBENALEESRY BEE
Al ¥THY, RIBLER  ADRUESKEEREBENEREEZEERHN GlobalProtect EAE

1. iZHY Portal Data Collection ( A O #BIEERIKE ) -
2. RETFIMEAERMBERTE !
o WMREE GlobalProtect EABRNERIGMUNEMIZ BT  BRIUEEEREZHEBBEN
Certificate Profile ( BERERE ) -
WRE GlobalProtect EABRXRERFHBEBITEIREN , FEBTREEFHERT IIEHS
plist EH :
EEH Windows i BiUEEEE R , FBIZE Windows 3t Add ( #7318 ) Registry Key ( & 8&#
5 ) K¥FEHR Registry Value ( B$&E ) .
o EER macOS iFEHINEE plist EX |, F5IRE Mac I Add ( #718 ) Plist BB R N Key ( #
%) E.

STEP7 | fEA OB ULAERE,
1. B—T OK (HE ) LUEERE,
2. Commit ( X ) 88,
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TE & GlobalProtect F Pl s& 40 RE

% GlobalProtect /i FinSaRMHEBIEERE , MMEAE T LUEB GlobalProtect A OMHERE, BAIUARHE
ERBATRE , RETRENERAEMBInH, fla , B LERE Android £ & £/ RADIUS 5 |
FMERE Windows A E A LDAP BE, St UARBHEABRFRANBENEREBTAFiREE
( AR & GlobalProtect FEFRER ) 2 A1 B IPsec VPN (X-Auth) ¥} GlobalProtect FEH ZEUETT B

7o

STEP 1| 52 %E GlobalProtect A O #8uL fZEUAE,

STEP2 [ fEEAOWBUEBRBEAENT R,

&R LARR TE GlobalProtect A O#8u5 LUEIB A HEE A & BRI E /N DA T8 IR (40

LDAP, Kerberos, TACACS+, SAML =k RADIUS ( @#& OTP ) ) REAFB LA E. WRERZERFRE
B/ BERERE , F2RLEURFHERER.

£ GlobalProtect A O#FLAHRE¥EE S8 ( Network ( #8588 ) > GlobalProtect > Portals ( A O#3

¥4 ) > <portal-config> ) , ZEX Authentication ( &% ) SUEIB T HIEXE Add ( #7318 ) #7#Y Client
Authentication ( FA FimBe e ) #HRE -

WA AR A PR FAEREN Name (B8 )

EELEBHHERN RS, EEBHEEERAZTHEREY , BET OS (/E£RH ) R

Any (£ ) . EESHEARERZTHTEEELERKEN IR |, 552 OS (EXRKE) | flw
Android, =¥ , BTG AHREEH Z ¢ Web Browser ( BIE2% ) EEZE EHAFiE VPN A DM
9 7 B

FEEFRECAAECEAERBHAOBLRFERTRF , H R FE Authentication
Profile ( BREERERE ) »

MRERERFEAECAHLEAERREAFRKRIH ARSI FELETRE  AFE
Authentication Profile ( B#FERENRE ) B BHELEE

- MREBEAFERAECAECFEAERBIAFRERHADPLRFELTRE , BAERERF
BET BFEEREE |, Bl Authentication Profile ( BRFEEREMR ) A ZAHEE.
MRBEAHFERAECEAEFERAEREIAFHERY AP RFEETRE , BREAME
BAERFBBE FHELERE (5§ Certificate Profile ( BERERE ) 5B None (£) ) , A
Authentication Profile ( B8 ERE ) ALEIER,

( ) B AZE R GlobalProtect A O#u5%& A K BT Username Label ( R EBRBEE ) (

wm , BEFEH L (username@domain ) .

( ) B AZE AR GlobalProtect A 04845 % AR BT Password Label ( ZiEEE ) (Sl , X

RERBENER)

( ) i A Authentication Message ( BRI L ) EB—REAZE BT AR FHBIWLERR

F. NEREZRS A 256 ¥t ( XA Enter login credentials)o

BRTIREBEz - UERFEAEREUUFEARINE/SAFPmBREY A DR ETRE

EFEERGEAEZFAREARFEAFRERHE A OM@MGEITRE , 5518 Allow Authentication with
User Credentials OR Client Certificate ( AFFEAEAEREFRAFIRBERETRE ) BER
E 5 No (User Credentials AND Client Certificate Required) ( & ( EEFRERHEAFHE
F) ) (FERR) .

- ZPEAMEAECARISIAFHEEYAOMLETERE , 5548 Allow Authentication with
User Credentials OR Client Certificate ( AFFFERAEAERR LA PR BRIETRR ) #IER
E A Yes (User Credentials OR Client Certificate Required) ( 2 ( EEFAERHBRAFHR
F))o

B ASLRIER A Yes (£ ) B, GlobalProtect ADBYEALESHEUNBAFKER. W
RiAHRERAFRBRRCREAAFPRRBECRERRRERE A REAEXEFRAHER
ERFEHAOPUEETRRE.
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STEP 3| EIBFETERIMN OS EEHBLZIAFRERE , HEBERARNBEERSIMN Any (E[) #
¥R ( Network ( #8%% ) > GlobalProtect > Portals ( A O #8345 ) > <portal-config> >
Authentication ( 5% ) ) . BEPRLMRAFTME , ADRUSRFERRFARSKFEE, &
AMEEAR  SRYENRESERERER.

FEAERFET LBAFRBRAR , FEINRELE T MoveUp ( LB ).
FERMARFERTBRAFRMERE  FRINERELE—T Move Down ( T8 ).

STEP 4] ( ) EEZBREREENBEREEMALEZRE  EAQBUBERPET-ENR

XEo
EEAERSFIEZE , ADBEXEEBMESEZ—ERFIRH,

Y~ ) MREFAOBLRAEAAFIREE LDAP TS RRRFH , #1T

'@ Chrome OS 47 s E#Th 4Ky Chromebook &I EEMAFiRBRNBZRR. HEMLE
WKEIBZRTR , FBRERBILE Google EEZRFIAFIEEAFPHREBRE , AREXZFEAZ
EFTZEREHR Chromebook :

1. & A% Google EE#2F|5 | ;8@H Device management ( #E&H ) > Chrome
management ( Chrome & ) > User settings ( fFERE ) o

2. 7£ Client Certificates ( A FI%&HE ) BB , @A T %] URL #3x LA Automatically
Select Client Certificate for These Sites ( B Ej &S LMAEIAFHERE ) -
{"pattern": "https://[*.]","filter":{}}

3. #&—T Save ( f#fF ) . Google EEEF A HEE S EARNA TR RAMEBEMAERE,

£ GlobalProtect A OMBLfARE¥IFE A AP ( Network ( #82% ) > GlobalProtect > Portals ( A O #814 )
> <portal-config> ) , ZHY Authentication ( 58F% ) LERARBBEAF R EELEEFREBFHEN
Certificate Profile ( BERERE ) -

S BB BASE (CN) R (MEEA ) [EEEREE] SAN) il AAELBAEAR
& SEADBE A ES P S FODN | AAISA DB B HTTPS e & 5.

STEP5 | @ A O ML AERE,
1. &—T OK ( HEE ) REFEHEAE,
2. Commit ( 12X ) 8%,

E 2 GlobalProtect {XIEFZ R 4 RE

£ GlobalProtect £ i & E#R E GlobalProtect AOMBUMW K INE HERER , AOBUSRIBEERNRES
REENEBEXZZEARER, IRECHEERCHENEAEIHAETEANAR , BUUASEERE
HAREAERERYBYNRERERERE, AOREEARE OS NEAERBERRERBURESEN
REERENERE, BEPHEOZ2MHRANG  ADBGLSRFERRFERESHASE, RAKFEER , AOM
e ARERRERER,

REMRBSEATRSA :

o ImBAESNEBEEE.

s HENAIRMEZE , FRAETUAIERRFTERZIMNEMRFE,

- EfFERAENEME GlobalProtect BB 2 B SSL EARFTLEMNIR CA BFE.

+ SSL EX Proxy SEZHR CA BFE.

s HHEERNELRERENAFRER. EEFTEERARINADBLRFEECBHEERER , &

EFARE,
o IREEEEREHRE A DB EERNIREINZ cookie, EEBBAADQMBULLIEL Cookie B, HF
WEBEER,
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© ImRANUREERESEARE R A BRIEERTE
- BRARNITARE , I-—MEASEERPEINAR , REEHEH GlobalProtect 2 , ARRERT
FHiRE .

» WRADPUEMASELER  BARNSEAR LXK A OREERTHREURCERN
HREREERE , HHEREERNRE, £AMLER CA BRERERZIZEER , UK
R R ERR T %

ERATIREFELAERAEE,

STEP 1| i — = ZEZEFETHE CA BEHEEZ A ORLREREXEE , # GlobalProtect BRI RER

FAOHEANREEHEE,

ADPULEERIRRPHEXRE | ABIRPWLEAH GlobalProtect FEE.

1. i#EHY Network ( #82% ) > GlobalProtect > Portals ( A D #83 )

2. BEEHERERERN A OMILERE | AREI Agent ( REREX ) X,

3. 7£ Trusted Root CA ( ZEEMR Ca ) MM PP Add ( #1E ) , ARBEVHRFZFEN/R AR
BHREH CA BE,
Web NMTEEHR CABBENIIR , RIEZE/ES GlobalProtect A A8 IRFSHIBE X & LEAIELR
Fo Web NEEERETLLENNEEREZFET , FRRFEREE (FNBAPERRE ). BHAL
Import ( EEA ) 7 CA BFE.

EEVNFIEREBRBEER TIREME
P . pRERNERERERARENREERER.
s BEENTHE (ZEEMIR CAMNGDE CARE ) FEZEAOMREREERRE,

4. ( ) &% GlobalProtect SASNKI A& ( Hlan | SSL X proxy fE% ) |, BEFBHAL CA BHE.
WEBRAELAFEAADREREBEDEZHHEREREN | UETHRBREREFTREECM. &
EREHMBMELARB[IEIEN S LR REEAA OBULRETERERM , LBETEERE
A,
¥R SSL X proxy %, BEEEM X BEAR (£ Windows #l macOS in 2 ) # 1k HTTPS &
2. BEFRIEFERE  YEHRET HTTPS EEUEXNBRHRENEXETERE,

1. Wt —SRFIEZRBRE,
2. BUAZE L Install in Local Root Certificate Store ( E A #BEBEFRE L L% ) .

EFRAEZAAO@NR , ADRUEDELBRLI HRMELIREENRE  RELEFTFHRE

STEP 2| #riB A IEERE B RE,

REEBRNELETIEEARBEZ EIZERAERL GlobalProtect 52 E., BUAEZEL —EARBRERS
Eo

1. AOMIGAEREF ( Network ( #83% ) > GlobalProtect > Portals ( A Q#8145 ) > <portal-
config>) , Add ( #7118 ) FTWRERKXHERE,
2. WA Name ( &% ) RBAIERE, WREITERVUZHERE  FRELABBREEENEBEEH
R, BUAEEEBIELERE,
STEP 3| ( ) EITRENEEEG ERERNERESINAMER A DR EITRE,
MRFEZEBAFRBERE IR , EL AR L EENR,
ERE T BI{E{T Authentication ( B8 %% ) R7E :
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EERMAFEAENEBAFREBEREAOMBL , #H Client Certificate ( Al FIH/RE ) KR
( SCEP, Local ( &% ) = None ( & ) ) MM BB RELZ SR ERE. NREARI CA KR
FRMEIGE , F5EH None (& ) (EfE ). EERRAOBUEEYEARARREEARE
X, MEFAEBEEEPREENEAA OB AFEEERERE , #E SCEP MBI SCEP sERE.
ELBRALBERECEETARBREINGRY., EEAMERMEAEREH , BRN—EAORBLHN
Local ( A<## ) ‘B, #HU None () , ADRUTEHEREZ Y , BETUEAHMARES
o B R

« IEER® Save User Credentials ( FFEAERE ). EH Yes ( 2 ) UREEAEEBIEG (B
5% ) , 12HX Save Username Only ( ERFERERR ) WERTFFERAESTR , #E Only with User
Fingerprint ( EEIBMEA BN ) UREEEAENEWEE (B ) RERED IDFRFE (ER i0S X iR
), BEB No (T ) AR REERE.

& Save User Credentials ( fZEAERE ) RENo (T ) B, RAOBLANEE
L RAEAEBNRREAX , B GlobalProtect EARA AIEBEAEREANRRBEIA
ORUENZERAERIEEFHE. FAEFEAEHRARRE  DURIEEFE.

MREREA OB RFE IR TBERR , —RMEW (OTP) , AELRESRNEAREAN
s, HUHERT |, GlobalProtect BARAZKRE , UREFEAERBNER  WAEE , HER
FERAERRE. NFESEH  FSEEA —UEER OTP) BAZRE =R,

& 1858 HY GlobalProtect BA Only with User Fingerprint ( {£:&iB# A& 54X ) Save User

Credentials ( FEZERAERH ) , £ 25 GlobalProtect B3 2 8 , GlobalProtect & LAF| F FEFHE R
MIEERRINEHFERAEETRE. BEASLEERAERE EEENERE/FNER , UE
AR FHNZEET GlobalProtect A QMM FFERE, £ iOSX EE L |, GlobalProtect iR #1518
Face ID TR i EFBl. GlobalProtect T & FRANBBENIENNEHELR , BERBIEXRRREH
TheEre E R L B,

STEP 4| #1R GlobalProtect in B 1E A E MR L RFFREEBEER , SREARIPEHER,

1. ZH Internal ( AEB )

2. A Internal Host Detection ( REZBEH/EA ) ( IPv4 = IPv6 ) o

3. A RBERAIMIEEE 2 EHEY IP Address (IP {uilt ) . EIEEM IP it HEEE IP U ERAER
(IPvA = IPv6 ) o Bt , 172.16.1.0 (A IPv4 ) 3 21DA:D3:0:2F3b ( BAR IPV6 )

4. B AEREFTE A IP {EH) DNS Hostname ( ¥ B ) . EHEMRZE GlobalProtect M EREE
Efi EHETT DNS KEEK, MRERLHK , mEBEEEVANTRE L , ARBBBEEEREN
ERREEEE LW EERE,

STEPS | BREH M I BB TR IR M EERKNFZEE,
MRFEALBAEBNITHREESIHOIRETHRSEERSE , AIXEHTHSER, FMIERERIHBEE
BEADMEL  BNMREBIBRETHDREETERFECEUENADMREREERNERLRE , gl
o) H B AE TR
1. HARZHNTHRSEEERAHABOREEANT IP it FQDN, &TEitim AW E 4B IR

ANHEHBE 2 ARSEENETEHFE. BULUEE IPv6 5 IPv4 {uit,
2. BITHREEBRRFKEESEEIMERDN Enrollment Port ( SEERE ) , HELBARFEETHR
HEBRKEPFIRENE (FAFR =443 ),

STEP 6 | BARMERER RS EERER,

A B8 vh & i P 184 T2 O 12 B 2E R ROR TE 2 A R MBI 3R E S ik Z P 4R Y GlobalProtect BARER. Eit ,
MREHEEZEEE  FLRBRELREHFER. ANDMBEAERIFESHBESEERE.
b, REENRESRVRAR—RERENTN ST, BRRERXNEREEHSFNERA , FBEIR 12,

iZHY Config Selection Criteria ( X EZEZER] ) , RERE T FHE(TEE .
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FREEHBEEEEANERE, EAEFHAR/IEXRRE , FHEM User/User Group ( A& /E
REFE ) , ARRETHMEMRE !

EEBEENREEEREEERRLETWEARES , B Add (#18 ) IWLBRMEREEAN

OS ( #E%# XM ) ( Android, Chrome, iOS. Linux, Mac. Windows = WindowsUWP ) , #%
OS (EXERM ) A Any (1T ) UEFIBEERRIEBHERE,
EEBLEERFERECAEN/NERAEFE , 5 Add (FE ) WEREZZRILARN
User/User Group ( fEFE/ERERE ) . S HSEEMENERE/BEEELTR. EEKE
REREBEABEAHIBENERSE , 5% User/User Group ( FAE/FERAEEE ) THXBEH
EH pre-logon (FEEBA ) . EEAREZRTAFEAEMAZREZAMRE (BFERBEANESEA
A% ) , f User/User Group ( EFE/ERERE ) TR FEHRER any (F1T)

 ERARKBAAFEHEMARERAEHEEFE , TESECRAIBIENE
#8o

FERBREREBMEELBARERARER | 7FE Device Checks ( RERE ) , REFRETS!
EMEE

& ERIE Active Directory 5 Azure AD Fin B F iR ZEMR R EE AL | 5% Machine
account exists with device serial number ( #2BREFEEBFH ) THNFEPIRILEE, W
REBHRERB Yes (2 ) , AIRBEXEREEEAZFREENHE (SEEBHY ). R
BRLEERANo (B) , IREEXEREEEAZFR AT FENRYE (FTZEEHRY ). W
RIGHELRIERE A None () |, AIAEFTERBREFENEERLEEREARER,
EERIBIRHEMNMESBREEILL AR | 55 1RE Certificate Profile ( BERER ) LHEKY FR#
BT BB ITHLY,

EZERBETEIMERSEBEERERRER , 752H Custom Checks ( BFTRZE ) . BA
Custom Checks ( BEiTRE ) , RBEER T ST EKHE plist EH} -

EEMHIE Windows B EREEREEGMET  BERATIISR

1. Add ( #1i8 ) TR SRS ( Custom Checks ( BET#Z ) > Registry Key ( B85 ) ) .

2. HIRRTE , WAELLER Registry Key ( B 8RHEET ) o

3. ( ) ERERERBREREESFMUIBEEEREELLARE 75 #E Key does not exist
or match the specified value data ( IS T FERTASEENEER )

4. ( ) EERBEERBEEEIERE | 8 Add ( #7118 ) Registry Value ( B 4&/H ) HHE
Value Data ( HEE ¥ ) . EREEIRHZEIEE Registry Value ( E8%{E ) = Value Data ( &
B ) BESEIERE | F5EE Negate ( BE ) »

EEMFE macOS HHE plist PREEEEBREER , FEATIIR .

1. Add ( #7188 ) ## plist ( Custom Checks ( BFT#®Z ) > Plist ) -

2. HERTE , WA Plist 28,

3. ( ) EREEREEEIEE plist RESELLARE | 552 E Plist does not exist ( Plist 777
7)o

4. ( ) BEERIR Plist AW EME-ERHEEIER  BR—T Add (#5118 ) , A&
B Key (H45 ) FIYIFE Value (fH ) . FELHRERIEEERBRENIRE , FFER
Negate ( BE ) »

STEP 7 | $57E £ P L AR REAY fiE A & W] BUBAR Y ANEDRIE

O

g

ELRERER , EETIIRERE

© MREAEAERELSN AR FEH 1 EMHEMERE , FFHLRA Internal Host Detection ( A
BERER ) (BB,

= EBMRE SN GlobalProtect EFRRX MAREERNME , F2RZFEMERE
HREEEIEF,
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7.

iZH External ( A58 ) o

Add ( #7118 ) FAETLUELRM External Gateways ( /A SFE ) .

A BENERY Name ( B ) . BELMBANSBEZXFSLEREHERMERNERE  mMA
ZEBEZEERANERY , BEAEEAMBEMMFHERN B ERENLE.

1 Address ( fzsit ) A P8 AR EREEITER FQDN = IP fiiit, BRI LAFRTE IPv4 5 IPv6 {1

i, FIEEM A EEBERRIFRBANBERAER CN) Z2/FE,

Add ( 118 ) —RZEXFEM Source Regions ( FRIRE1E ) RIBE Any ( F47 ) A FE T HAT
BEEHFER, EEHEERE , GlobalProtect ¥ E , W R AFFERAEERESHAEEHMERE
MEE, TENFEER K FXEREFEARERE , RAR2TERERLIER.

B— TR IR T SIE 2 — REREREH Priority (BEIERF ) -

- MBEEBRBEE—ENDBEE , BULEEREERE A Highest (F5 ) ( FEERE) .

- MREEHEZENADEE , TEHELIEFE ( EER Highest ( S ) 2 Lowest (RIK) ) ,
REETEAMEENEEZREFEAEHENRERE. fln , MREFEEAEFHERELRKME
B, ZUUSERIEFREAEREHEMNE LFRERNMEE, 2%  EXEFESRARMERER
N EEEEEE L
MEETEEEAENERECBEBHEILER , HEWM Manualonly ( ERFE ) . LLEREER
HREPREH,

EE Manual ( F8 ) UGS RAEFERAEEAFBHIRERE,

STEP 8 | $5EfE P L AR REAY fiE A & W] BUE IR W EDRIE

O MRENBEETEARFE  FOEARTEERERT E.
A

1.
2.
3.

iZH Internal ( REP )

Add ( #7318 ) FEAETLUERK Internal Gateways ( REFE )

A FENERYE Name ( B ) . BELMBANSBEZIRSLERERERMERNERE  mMA
ZEBEZEERANERY  EEAEEHNEMMPMERNEEZRENE.

7 Address ( fizit ) WA PR AREREENEN FQDN = IP sk, EAILAZRTE IPv4 5 IPv6 {1
i, FIEEM A EERERRIEBFNERAERE CN) T2R/FE,

( ) #— 5 %18 Source Addresses ( FRIR{ it ) Add ( #i8 ) EREERTE. RFRMUATERZ IP F
BEg, BESNELEENMU. GlobalProtect X1 IPvé M IPv4 ik, FFHEELRE , GlobalProtect
SHEIRBAORMAL |, 3R AFFERE BRI AU PR E A BB

BE—TOK(HE ) RELNESE,

(/7 ) # DHCP Option 43 Code ( DHCP 18 43 {£18 ) Add ( 1 ) ZEERE, LANEE —
RZEEME S EEAERBN FRERE (BIFE43) , RFECH DHCP RRFF[EBSELEN
RHEGEAFR, W, ETseHEEE P uk5H 192.168.3.1 HEBH TR ERTE 100,

EREEZER , GlobalProtect A QMBS 7E A OB ERE P AS R IB R 15 /E E /X4 GlobalProtect FE
AR, mMEAERXSRIURIEFIE RWEAE,

EHRRM AR DHCP BIRHREY , HTRRMNTAMESESEULMERENES (S ) A
B,

R Windows F macOS % 5 % #& DHCP i#18, DHCP I8 % f M EE A
IPV6 {31t #9 A8

( ) IZEX Internal Host Detection ( REBEHEA ) I GlobalProtect EARRN¥EH
EENVELCEPERP, EEAEEHBRAR , FAEXFYH4E IP Address ( IP it ) HIAER
Hostname ( E#E M ) #1117 M@ DNS £,

GLOBALPROTECT B %15/ | GlobalProtect AO#835 101

© 2019 Palo Alto Networks, Inc.



MRIHHELCEMEED  TREAETIENSER., NREAEARRIH  REAAERAK+TEE
ARRNEREADFE ; MREARKRERIAIES , IRETEREPEEARISEREH
h—{E SRR E,

B LA E Internal Host Detection ( REFE#4E8] ) B9 IPv4 =R IPvé6 sk, RIETER IP {frsit 4 EER
IP It EAAER, Hlan , 172.16.1.0 (BAR IPv4 ) 5 21DA:D3:0:2F3b ( BAR IPv6 )

STEP 9 | $F¥JfE FH L AB REAY 6 FH & B §] GlobalProtect AR 1T A,
RIBEEEN App (EARER ) BRE, NESEREBENFMEN , FSE 25T GlobalProtect EFAER,

STEP 10| ( ) EREEREARARES T INER/FFRNEMEFTEREARERE (HIP) X

» ABELTEMER HIP et BEERENEFAREERRE HIP Y44 RKRER  HEER
zi ﬁﬂiﬁl%?ﬁ’g HIP BEFAFER , kPRI EM. MF/REREM HIP hEENFEER , 7
BRERET,

£ MEREAET HP ERMEMBED , B2 tinRBUEERRELREEZER,

1. FZH HIP Data Collection ( HIP &R £ )

A GlobalProtect B2 L Collect HIP Data ( (& HIP £} ) .

3. ﬁfﬁ%ﬁﬁﬁﬁﬁ%?&ﬂﬁﬁﬁﬂtﬁﬁ@ﬁ% HIP EXlH HRIF[ELR (F) (2EER 10-60 % ; &K
5208 ) .

4. JEH Certificate Profile ( ‘R ERE ) , SUE GlobalProtect A O# FAFAEE GlobalProtect FERE
IR R ETE,

5. 1#H Exclude Categories ( HERR¥EERI ) , REBRBFEFRIR/RER P BE, EAERINRRE, 0F
HMET  BE2REREU HIP AERWNFEAIEEHT,

6. iﬁﬂy Custom Checks ( BiIRE ) , AR ERLERFTHARBENERES THKENTMBEFTE

STEP 11| R REENER.
B—T OK (X ) MERERXERE,

STEP 12 | ZHRERENERE , UEEENAEHEESEARAEN,

ERARNERE  ADBEBEREatNRREFRECERNAEENERETLER. #EihRek
RAFHE  ADRUERBFERGRRASENSE. RIANESHER , SREENRESRGERARE
Ho
FERERFEFHNRBERNERED LR  FENZAEELEE—T MoveUp ( LB ).
FESEBFETFHRABERNARO TR , FFENZMERELIEZ—T Move Down ( T% ) .

STEP 13 | ffZ A O AL 4E A8,

1. B—THREREAOMBLEE.
2. Commit ( 12X ) 8%,

B ET GlobalProtect FERTZ =X

AN RERNERTREBF] —REAENMEZEEHIRIM GlobalProtect BRAEAE B, &AL
B EARANETRETA , XALKRIKNFRE GlobalProtect RERERNERERTRNEARENRE. B
m, BEEETIRE

£ & 7] AR ERRY ShRE R BB AR 4R

N
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s FHRERSUUBRRZEICEAEARS (EEARERAEERAEREE) .
BRUBRAZRRETEIER, ZUUMUREFRAERSUURBMAENER , A BLE3] GlobalProtect
ACfEuEE A, BUDERAEH , RFBUNMAELZHIREFER GlobalProtect.,

« #&5m GlobalProtect BRI BB ARSI R REAEF B AR,

s EZAERBETEFHBRERERERSRRERS,

BB T 1E Windows & $%. Windows R (Msiexec) X218 macOS plist P EXERAERRE. £ Web

TEH (AOPLEREREXERE ) PAIERNERE , S8 ERE Windows E#., Msiexec X macOS plist HFf

EZNRE. MEFHMEN , FSEARESSEAENRE,

HEEER Windows & #5, Windows ZEER (Msiexec) E AR EERE TR -

EEERARREEE Windows SSO kL BiE: | B R—MREAZIRMEIH,

EEFERA QMU IP frak (REKERE )

+ XA GlobalProtect LATEfE & & A i B 2 BT BB ELR

+ ZBEIE GlobalProtect I E# A% , HTE GlobalProtect FEELE 2 BHITHIESE,

+ ERTE GlobalProtect BRRER , LEE Windows InBi EHE=FFF , LEEAE=ZHRFBREERRK
A SSO,

MEFMENR , FSBE T B EAENRE,

STEP 1| BREEBFTWREERER.

B EE Windows Z 8%, Windows Z#F2 3 (Msiexec) & macOS plist 1T K Z5 4 FE A
zf BARE. BR , & Web NEPRERNRTE , HELRE Windows Eé&, Msiexec &
macOS plist FFTEZMNERE. WEHMER , F2EVENFTEAENRE,

iZH Network ( #83% ) > GlobalProtect > Portals ( A O#BY ) .
BERAEMEREBEREERN A DML , X Add (#FiE ) —E.

£ Agent ( REREX ) HE L | ERAZBANREEXERER Add (#8 ) —E@EHN,
EE App ( EAERX ) EE.

EARXECESERERTEARENERAERNRE , EUUASRERARET
EERITAR , NFHEREBATERER,

STEP 2 | 8 EFEFRE X A H GlobalProtect E#RE A #Y Connect Method ( B 7F3E ) -

RSN

i
i}
1
R
bt

() SABEEA(—BHK). REARERRE, RIEAERA (—BHK) BR5ZE , 2
g REREFHRERE.

EEAENAEREST , BT % Connect Method (E#R775% ) BEZ — :

« User-logon (Always On) ( EFEEA ( —ERE ) ) —GlobalProtect EAREXKEEEAERZ AR
o (=@ ) B BB ENERR, EEE SSO (R Windows % ) A EEFEE | GlobalProtect B A%
R—RERE NS SHEN.

£ i0S iwm& £ , @A GlobalProtect SaHIFF B RERKIBREE , IWREGH L —IRERE
(OTP) ERARXEH,

* Pre-logon (Always On) ( FEZ A ( —ERB ) ) —EEAEEARBZE] , GlobalProtect BEFAER
SRFBFEABALEILZE GlobalProtect BB VPN BB, MEBEEREMERANIS PKI RS RUTE
HEMRBEEZEUULERHN RS, IEAREEANFREN  F2REAELEANEREFRN
VPN,

On-demand (Manual user initiated connection) ( REE ( FEIFEAEEBRNER ) ) —EHERKY
BAF BB ERARENIGELRE GlobalProtect, FE{ESH Y H\IRRIE F A ELR S %o

« Pre-logon then On-demand ( FEE AR ZIRFEE ) —EE Pre-logon (Always On) ( A& A ( —ERH

) ) ERBEEL , HEREE ( FERBRBRITHRA 590-3397 L L ) 3 GlobalProtect B2
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REFAEEAREZHBREFEAE | WY Z GlobalProtect &R VPN BiE, BHEEANERS
ETRRE, EERAEEAREE  MREFHAEMRERELL , FRAEXEAFHRBERAERNNERE
GlobalProtect, ZBEMNFER A SUUEFAEEXBRBHNISEEER , BE—BHEE , B0
EENFRAEEERALTFIREER.

STEP 3| I E R B AMIR FESRHIFN1T GlobalProtect iR,

( ) B XA Enforce GlobalProtect Connection for Network Access ( #11T
GlobalProtect AR AFEVERE ) i , ERBUTEARNER | WHHEME HbEHER ( FaE
B®) -

GlobalProtect X2 (PanGPA.exe). GlobalProtect fR# (PanGPS.exe) 1A% & HIREEN 7R

#RBRTE (Isass.exe) F2/F

DHCP, DNS. NetBIOS ( MR EARE A /&R ) MEL LTS REEXZBHENE (LLMNR) B

WE

EE ST ERE
( ) ERUA Enforce GlobalProtect Connection for Network Access ( #11T GlobalProtect i&
MUAGFEERE ) B, 8RB TERRENER | I HTE H M M AGELR

+ GlobalProtect FE A2 = E& GlobalProtect FR# (PanGPS)
DHCP #1 DNS &A% E
EENERE
ocspd. syspolicyd, ntpd, apsdMtrustd BF

B ERWRIFEGASI BT GlobalProtect , HMEREERTE User-logon ( EAEEA )
ipgh Pre-logon ( FEEA ) BX TERHNEREBALIEE, On-demand (RFE ) HX TERE
MEREBREEAFNERBARIER.

EEAENEEES  RETHIERRE !

& Z @ FI B 3% 7 2 88 GlobalProtect JBi& , %% Enforce GlobalProtect Connection for
Network Access ( 58 #%1T GlobalProtect AR A THEERFEL ) & Yes ( 2 ) » KA ER
&% GlobalProtect , EWk#Z GlobalProtect A P ENEMRE , FAENUFERBRER. EEXE
REMFE I AFRAERMEEE , 5R7E GlobalProtect 2L Displays Traffic Blocking Notification
Message ( ERREHHEBAAL ) WBEUSEMEFETRILAS ( Traffic Blocking Notification
Delay ( REHHEHBHIEE ) ),

o Enforce GlobalProtect Connection for Network Access ( 5# 11T GlobalProtect &

g RUETREEN ) MAR  CFEEREMAEHRELIEIRER GlobalProtect =
. Enforce GlobalProtect Connection for Network Access ( & #l#11T GlobalProtect
EARSGETRAEFE ) Thae | EBEKFEREYE GlobalProtect AR ER | 1HAMAK
T, ELHERT , RETHESEEERE VPN | EERREEER ANETER
#HefR, BARA GlobalProtect AR (B Windows g macOS ) EFREEEEEHEE
BIFREBRRENRE  SUlEEESRREREEN N,

o BB AEL IP (it ZE Allow traffic to specified hosts/networks when Enforce GlobalProtect
Connection for Network Access is enabled and GlobalProtect Connection is not established ( E#17
GlobalProtect E#R LA {THAE ZEL S BUA{E R E I GlobalProtect iR AP REE A ETH/4
) W, REARMEBREIRRSESRE IP Ui AR ERNIERR, E£#1T GlobalProtect SA7FEX
#8818 GlobalProtect XV IERE , EERS 10 AEBEAFFIN IP U RBEEER,

zﬁ HRIBREANREITMRAB196-5685 S L,
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https://docs.paloaltonetworks.com/globalprotect/4-0/globalprotect-agent-user-guide/globalprotect-agent-for-windows/disable-the-globalprotect-agent-for-windows
https://docs.paloaltonetworks.com/globalprotect/4-0/globalprotect-agent-user-guide/globalprotect-agent-for-mac/disable-the-globalprotect-agent-for-mac

FEBREHER |, B A LU & E GlobalProtect FENERRFFIAMER  RMESEHAEEER,
Hlgn |, & GlobalProtect KR E4RE |, GlobalProtect Al LA A FFFEUEE A M (v, EEFEAEREHFER
A BR [ ER R IR A A

(

) EiBE A ErEHIE11T GlobalProtect R UETHRBENBEAFFINEERTES
KiBIHE T (FQDN) , MR EHERISER FQDN , BlAllow traffic to specified FQDN when Enforce
GlobalProtect Connection for Network Access is enabled and GlobalProtect Connection is not
established ( E5&$1#11T GlobalProtect E#R ST FEE BUA{E R E I GlobalProtect 4R /&
FFREEARE FQDN )

& 1R HI$11T GlobalProtect iEAR LA 1T #8 & FHUE GlobalProtect A EER | I8EHRZ 20
EREAFEINTSEKBEERE,

{&E Enforce GlobalProtect Connection for Network Access ( 3 %l#1T GlobalProtect E 4R LA T3
BEN)ZRAYes () F, TEALRENTLEREEER. FAERIBRZETLEBAESE
78 ( Hl40 google.com, gmail.com ) , EEMWBHBBEAEAF T () ( HlI0 *.gmail.com ) . RARE
A 1,024 @=F .

z£ LLEREZEANRBRITHRA 8284-6139 5L E,

FEIBFRE FQDN HEBR , A LA FE A E1E GlobalProtect FENEMRIFEFEEIEEER , RMESFEAE
BEER, Bl | BIEAERUA Enforce GlobalProtect for Network Access ( 38 %|#11T GlobalProtect JA#4T
WRRFER ) TheehE | ImB DA EE A ENRBIRAEE (dP) B , AETHE , SRERKEETER
BRESEA.

. MRFAEXEZABERI S EFEERMAE , 55187E Captive Portal Exception Timeout (sec) ( #8
ERJBOHIARE (¥) ) , ARTHEAEZARERIIMENERE (U AREN , IER 0 ZE 3600

¥, ARAOY ). IREAERELERAZA , HERIFEATEHKRE K BEAEKELER
MBS

& EF GlobalProtect EARXEE AP EREFFERBEMNAL , 554 Display Captive Portal
Detection Message ( R ERBEAFAL ) 525 Yes (= ) » £ Captive Portal Notification
Delay (sec) ( BB BB BEMIEE (¥ ) ) Wi, WA GlobalProtect EARXBETRUHARZHEFN
B (UARAEN , SER 1 E 120% ; XA 5% ) . GlobalProtect fEERIZIBERF 2% , B
TEHAPR RS PR 2 B RR B L F TG BE . BB RIRMEthEREA , 57ERFRE Captive Portal Detection
Message ( FEERBERAL ) o

FECMEREEARBBDMETER Web BB , WERAETUEREE ASWZHH A OMEL ,
§51E Automatically Launch Webpage in Default Browser Upon Captive Portal Detection ( #8 5 5&
FEAGESEERBERTIRBEE ) ML SACREARETIINEREANBENT LS
BBEERE (FQDN) = IP ik , SATEFEER Web BB BRI E) Web RE ( RARE S 256 #
FIL). A%, AERFFRBULALERES , LAETEE Web A BEREHEQNEREREREAER
M, BN AZ (TR ) , Bl GlobalProtect & 7E 48 B 5t 5 15 7 B B BV R BN FE 5% Web BIE RS,

> ELBREBEBEERNAFEITHRA 607-3486 L £, Captive Portal Notification Delay ( #3 & &
L BEHLE ) EERBRITHRA 8118-5277 L £, Automatically Launch Webpage in
Default Browser Upon Captive Portal Detection ( # BB R ETERBER BB
BiRE ) BEFE2019F 7 A 8 HRUERRITHABRRITHRA,

STEP 4 | ¥ € E fth GlobalProtect E#RE%E -

> EE—FA (SSO) A (&% ) &, GlobalProtect ERAREXEEAEMAEN Windows &

L AR BB 5 GlobalProtect A OAAMLEEFE W VB4R, 1E B EHE GlobalProtect f&

AREAHEG HBERE , ARRNESR G DBREEERMAE , Windows EAE MR
BRI AR
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ERARXNEEES , RETIESER :

( ) ¥ ERE—&A
(Windows) EFRE—& A (macOS) 58%& No (& ) UMERE—& A,

Q R &ER7E GlobalProtect BB LR SAML B HEREETRE X EEA
% cookie JIEATRBER , AINAEEREMW Windows EAEEBRERE
SAML R E&T (Hltn , Windows EFEEEA Tuser; | i SAML FHEER
A Muserl23, )  H—ACAESBISTEEHERE (HlW , Windows EREE
A Tusery |, M SAML fEA&EBMEA "user@example.com, ) B , # Use Single
Sign-On (EAE—&A ) BERANO (F).
( ) # Use Default Browser
for SAML Authentication ( £ i 7852 BB 2817 SAML B&3¥ ) 554 Yes ( & ) , BAfE GlobalProtect
ﬁﬁﬁféﬁ%wﬁﬁﬁﬁﬁﬁ%m}%ﬂﬁﬁﬁ , TEMEIT SAML 8%, FERERNo (R ). EAEXSTRR
gl %0

R EH GlobalProtect AR EAZBLZEMERAERES CAML) BEMBEFERE K SKRE
AETMERZEEAEASEMEA SAMLWERER , MEFAEHW AR , ESIEENE—%
A (SSO) #8588, ZnRAA GlobalProtect FEARE , ERAMFEHAE SR AMEREH GlobalProtect & A
%, MEAMPIRNTER R FRIEES ST SAML BaFE |, B30 Chrome, Firefox B Safari.

« 387 GlobalProtect FE 2= Automatically Use SSL When IPSec Is Unreliabl ( & IPSec ~ o] 5t B
B A SSL ) MYBERY ( LA/NESBEE( ; SIER 0-168 M ) . MREEREILEE |, Al GlobalProtect
AR ERENBRATZERE IPSec BiE, BE IPSec BERBEBERIFEMERIEMEIFAR |,
WETEFER S RNE.

MBHIESTERE 0, BEEARRTURIIEI IPSec BiE , BIEFEIRELEN SSL BiE, RAE
EEI IPSec BiER , HA €IREIE I SSLEE,

[i\‘ HRIRFE 2019 £ 7 A 8 ARURBITHABTRITRA,

+ B GlobalProtect FEFT20IR1E SSL HAFIRE, BuBiEhIE{y &R WeRIZEEHIT SSLELRZ,
BUH U RF SSLBEARE A RF A B 1R#B SSL = IPSec ( ERR ) , AREEREFHAEER.

EERAENELEES , BEEAFH Connect with SSL Only ( ZE/ SSL E#R ) iRIE,
[ﬁ HREEER B BITHRA 8207-5750 L £,

+ Yes ( 2 ) —ERFA GlobalProtect /i FimE /A SSL EiR.

- No (%) —FRAEMELREARET VPN BENBEAREER. WRBEEBEHERAT IPSec ,
BIEEME /A IPSec #1T VPN BiF, MREERET SSL, BIE S SSL #1T VPN EiF,
User can Change ( ERAE TR E ) —ERpFEAELEFEH SSLIER IPSec , #BAKFHE
GlobalProtect ERATE L #1TEE,

EERAER L , A& TLURE Settings ( 8% ) > General ( —f% ) SARXA Connect with SSL
Only ( EEfE M SSLE#R ) , KIEH Settings ( FXE ) > Connection ( &#% ) L5 Protocol ( &
FAWE ) & SSLo
( ) MAERREXERN
GlobalProtect Connection MTU (bytes) ( GlobalProtect iE#% MTU ( Tl ) ) B , AETREE
o BAIHE MTU SEEIEE A 1000 £ 1420 Tl , MIEFEERA 1400 2 TEM MTU B . FEER
= 1400 T,

( ) B netsh S FHFLE GlobalProtect Connection MTU
(bytes) ( GlobalProtect 4R MTU ( {ut#fl ) ) {E# , GlobalProtect Al Fin &L A QM EERE
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GlobalProtect Connection MTU (bytes) ( GlobalProtect iE#% MTU ( It ) ) BREAXKRFEHFR
EWE,

R MTU B/ 1280 {util , B2 A IPv6 |, Bl GlobalProtect 4\ E <% IPv6 1y
REXEMIUER , BSSEEFE A 1280 f1til,

BB B ELE GlobalProtect EARRXAREBEREFEN R AEREN (MTU) B , HEEB MTU
BEEE/DRAZEE 1500 A THENBERETERNSKEAENERREBR. ZBREN MTUBRKD , 7
BUEBR VPN B8 EARTE &8 2 8 B FR A 2% AR AS AL FERT (ISP) 0 MTU /MR 1500 {7 7oA A #B 8% BE &
B, Ao BRMEBKEENEREE, flon , BAFERZ -8 MTU BEERBEN A OHLHERE | £
A ENSEFEAEREN MTUBETRZBEN MTU B, ABFEAOBLEREN MTU EEAR
£/ IPSec M SSL BEBAMHE. AEA OB HNATE RFEBREER.

« E A GlobalProtect EARXE B XER X KE T EHEHERE Maximum Internal Gateway
Connection Attempts ( AEFEEMN R XS ) (EER 0-100 ; EEFZEA 4355 ; HREAO0, BX
7~ GlobalProtect EARXREFEFER ) . EBEMLE , TREAENEUATERTERER
HhEE - BREARELIE  EEEEEFNERASASTENBR. BNESETRARIDEER
WEHWERAER EHEA.

« E A GlobalProtect App Config Refresh Interval ( GlobalProtect EFAREX R EEHMBERFBEMRE ) 15
7E GlobalProtect AN ENEEAFRER AN FR/ DG (EER 1-168 ; BRA 24) .

( ) BIBENEZEMER , EERE Retain Connection on Smart Card
Removal ( EBREEFRMRIFER ) . IKFEE , LBERERA Yes (2 ) , ERBECAEBRT
AFimBENE B FE GlobalProtect REBE, BERLEE , RELBEANo (F ).

z£ L IhREFEE AR BITARA 590-3397 H L £,

5% 7E Automatic Restoration of VPN Connection Timeout ( VPN E{#REFEEER ) |, MUiEEEE
BT #RBF GlobalProtect ZHENEIE, FREMIEIEA Yes (2 ) , LAALFTF GlobalProtect 1£ & & H KiiE
BAERENEIER, REWIEEE No (&) , LABFLE GlobalProtect E B EFENEHRELERER
iR, RE Wait Time Between VPN Connection Restore Attempts ( VPN iE#FE R E & < BN &R
i ) , LARIE GlobalProtect T ERERER BN HRKE (ELAY , EER 1 E 60 W ; AR
A5),

N FB-BERBEREE, NREAEEREEIH T , RIADBERIRERZHE
B% , GlobalProtect T &# TR ERE R, Et , GlobalProtect i§EMRERE L —
BEEHMHNBEE, EEM/BABEMER |, FHELER GlobalProtect ARREME MR L
HYER EZhREFRIEER Refresh Connection ( EfEEER ) ,

STEPS | R E AR ERERNFEREEANIIEERM Ul %R,
EEAREREE  RETIMEERE !
s MRBREFEFERAEEINEABENANERREEN , 3545 Enable Advanced View ( BUAHEFE#4R ) 5%
EANo (T). FHARRER , FAETRATEERRENR
General ( —f% ) —BE R & BB EE GlobalProtect 1R F B BHI A OB,
« Notification ( B4 ) —H/R{E GlobalProtect &,

FEA Yes (R ) . BMAKEER  £AETREUTENER !

Connection ( iE#} ) —%|H A GlobalProtect BEARR R ENBEENEBREZERENENA.

« Host Profile ( T#XER ) —B R GlobalProtect AAXEEB HIP B M#MTZ 2 M RAINIKHE
Troubleshooting ( SR HEff ) —RE REARMERAER, KHEARE. THERRBAFNEA. BET
W A GlobalProtect B4 A WL E T FHBR.

o MREEEREIRE LA GlobalProtect RIEEETR , 4% Display GlobalProtect Icon ( R

GlobalProtect Bl’R ) XE&A No (&) . EITEHE®Z , FRAEELIHTRELETE , fINEBERETENE
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., EFERBER. EFRXEIMEN. SRRHERET  IBBRFTEER. AWM, YERK, 2

ERHPEBAAL, BARRRBEYE R,

EERILFERAENITHERIER , 555 E Enable Rediscover Network Option ( BXf TE#H 2RI

BEH)ANo (B ). EHALEER , Refresh Connection ( EFRIFELR ) iIBIEEE GlobalProtect

AREEEARM R ETIRER P E R E,

EEMLEFEAEFEE HIP EREMRRXEZRMIE , 51 Enable Resubmit Host Profile Option ( B
TEFMRXEMEER, BE ) REANo (T ). BBEEZRABA , MAE HP XZ£/RAIPLE

FREEHERERER  RACUEMAESEERINERKLREE K REBEMER HIP B8,
( ) ZEEAFF GlobalProtect BRRHKEHRHEH , 5RE Show System Tray

Notifications ( EERRMHEEH ) B Yes (=) o

EFEAERRINGBHE K EEEVATASNAFERAERETR , 8 A Custom Password Expiration

Message (LDAP Authentication Only) ( EF ZGEIHE A ( ZR LDAP 5H88E ) ) . ZRAAER

E %A 200 BF T,

EEEVHITASLUEMSEHENEE Active Directory ( AD ) ZRIERIEERBRARER , F@A

Change Password Message ( 2EZ AL ) . RAARRES 255 BF .

STEP 6 | EZ&RFE M ILARRER — AR 2 A & A AR B AR X P BATRVRE,

E%E Allow User to Change Portal Address ( foFFfERAEBEA OB ) B

No (& ) , A%/ GlobalProtect RN IRAEE R LAY Portal ( A O#83%5 ) #fz. A
REAEKEEEEERNHA DMLY |, BAEE Windows B FRMTERA OB

HE ( HKEY LOCAL MACHINE\SOFTWARE\PaloAlto Networks\GlobalProtect\PanSetup
EH4EE Portal ) I macOS plist ( F# PanSetup FHY /Library/Preferences/
com.paloaltonetworks.GlobalProtect.settings.plist EHIE portal ) o MEFME
7, FSRAENEEARREE.

EERILFEAEEMENER , 52E Allow User to Dismiss Welcome Page ( AFF A& RBRENE
H)ENo(F). BHBEREA Yes (= ) &, FAEREFAENEMILF; L GlobalProtect £
BEARETZER.

STEP 7 | S8 EEFAE R B A LAE A GlobalProtect FEARER .

Allow User to Disable GlobalProtect ( /& /i #& 15 GlobalProtect ) i#18iE A M Connect

Method ( E#RJ5% ) A& User-Logon (Always On) ( fEREZE A ( — BB ) ) WREREXERE, £6£H
ERABAT , EAR S EEAER A AREA VAN BHER. LEXEREBA T—EBKL , E0H
= EAMSERR LT AER GlobalProtect EAER.

ARTEER |, LLIBIEEEA Allow ( AFF ) , AAFERAEZRA GlobalProtect MEFE R MH, FHRE

FEER S
[i\\ R GlobalProtect ZKEBRA AR |, FHESEEEA GlobalProtect EARER., WFE
HIET  FSHELSE S,

EEEBRFERAERANERS AN LFEAE SR GlobalProtect , 5#% Allow User to Disable
GlobalProtect App ( 723 {# F %1% A GlobalProtect FEA T2 ) %A Disallow ( A5 ) »

- BEEAHERAEECIRHBEREM GlobalProtect , 1§ Allow User to Disable GlobalProtect
App ( AFFfEA &= H GlobalProtect EATEX ) %A Allow with Passcode ( AFFERRMET ) o
R , =M GlobalProtect BN EE , @A ( X ) —MRFEHE S ERMEMN Passcode (
%) .

EEAHMEAEETRMHEERIEH GlobalProtect , %% Allow User to Disable GlobalProtect ( St
$F i F1 & % A GlobalProtect ) & Allow with Ticket ( AFFEARMER ), FAHIRER  £HF
ERBREREINELEREE , —REAELEOEEERHALGER, BTR, EEEER T
Network ( #88& ) > GlobalProtect > Portals ( A O#814 ) EMEHAY Generate Ticket ( EAER ) , I
BARBEAENERGHRREERR, EEEESRRBRME—RERAE  AEAEBKHEBAZ
[f5H GlobalProtect] AP AEREAER,
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Generate GlobalProtect Portal - Agent User @
Override Ticket

Request | CCT2 - | &2A7T

Tcket B967-2742

- BERFIFEHETLZR GlobalProtect EARERXARE , FBEEH GlobalProtect EARR EiFIEE
Max Times User Can Disable ( FF &R EARAXRE ) B, BEO ( &R ) RT-ABRHERAEEA
ERRENIXE.

WEREEEAR Allow ( £3F ) . Allow with Comment ( /35 Bi24t5T#% ) F Allow
with Passcode ( AFFBRHEZET ) FHRE.

MR FEAEIZEE T GlobalProtect EARANWEAEHXRE , x4 AREEASHLERR
R :

« BT LAE GlobalProtect A OB HAEH 18 10 Max Times User Can Disable ( /& Al {E
A&AKRE ) B ( Network ( #83% ) > GlobalProtect > Portals ( A O #8% ) > <portal-config> >
Agent ( RERE ) > <agent-config> > App ( EARER ) ). FEHAE XA GlobalProtect ARREME
HREY R E T BE R EX Refresh Connection ( EFTEIEELR ) EIUFTHY GlobalProtect EAR = §E
HEER
FAETUEBEN T E AR RERTHE.

- EERFEABEINTUSEHANKRE , FBERSMA GlobalProtect AR E1F# A Disable Timeout

(min) (=RRE (9 ) )E. HO(ERE ) RTHRERAETURBEAEREXFANKERER

BR&.

> WEREEBEAR Allow ( 25 ) . Allow with Comment ( A FF B2 51 #% ) 0 Allow
& with Passcode ( 4% R EEE ) BREA.
STEP 8 | IEEEAE R B AR ZZ GlobalProtect FEAE

5 Allow User to Uninstall GlobalProtect App ( S5 & R BR 2 % GlobalProtect EARER ) #EA
Fr {5l & FRBRZ 2 GlobalProtect FEFF23N. Bh L HEEBRZ 2 GlobalProtect ERAREX , AFHEERE
BRI N BB HERTE,

BHRREE-NEREAOMUR , BEHEZSRMBXERER  YREFANEERNESEA OB,
£ WREEFEANRBEITHRA 8207-5750 HM £,
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- BEAHFEAETZRAIMBMBRRE GlobalProtect BARR , 5&H Allow ( 2FF ) »

. EEMIEERAEREBRZE GlobalProtect BRI |, 55#H Disallow ( TR ) o
£ Windows B #H#§HEE A Disallow ( T AFF ) & , ZA QMMM EMTE computer\
\HKEY LOCAL MACHINE\\SOFTWARE\\Palo Alto Networks\\GlobalProtect\\Settings
\\ 'Uninstall = 1' F§&5A 1.

- EZEAMMEAEZBRBMHEBREZE GlobalProtect EAE , 52 E Allow with Passcode ( fAEFiEIR
B ) ; A%, EMRREE GlobalProtect BARXER , M AMKRLEZRBULRTBRRLZEZTR.

Configs

Authentication Config Selection Criteria Internal External App HIP Data Collection
App Configurations Welcome Page | None e
Connect Method Pre-logon (Always On) Disable GlobalProtect App
GlobalProtect App Config Refresh Passcode
Interval (hours)
- Confirm Passcode

Allow User to Disable Allow with Passcode

GlobalProtect App Max Times User Can Disable | 0
Allow User to Uninstall Disable Timeout (min) | 0
GlobalProtect App (Windows

Only)

Uninstall GlobalProtect App
Allow User to Upgrade
GlobalProtect App Uninstall Paseword

Allow user to Sign Out from
GlobalProtect App

Confirm Uninstall Password | sesessesl

Use Single Sign-on (Windows) Mobile Security Manager Settings

Use Single Sign-on (macO5) Mobile Security Manager

Clear Single Sign-Cn Credentials P ~
on Logout (Windows Cnly) - Enrollment Port | 443 e

“ Ca ! L-L-.I

STEPY | IEEEAE R B LU EH GlobalProtect FEAER.

HEEARRBEERSE , # Allow user to Sign Out from GlobalProtect App ( Jt 57 fF A & & H
GlobalProtect B2 ) 52A& No (& ) , By LLEAEZ H GlobalProtect BRI , #% Allow user to
Sign Out from GlobalProtect App ( /&£ /A& & i GlobalProtect AR ) 5% Yes ( B ) AAFE
AEEH,

t\‘ BB FEERNRBITRA8196-5685 AL L,

STEP 10| BREME A EZW BN BRRENITA.
EERAENEEES  RETIIMERRE

+ Client Certificate Store Lookup ( AFImBREE/EER ) EREARNEXMEREERAF R
B, User (EAE ) BEBFMEE Windows I B i EAERBFEMELR macOS WA SIBHE
H, Machine ( #3258 ) BEFFE Windows A B BRREZMELR macOS WRASMWEP, K
fas% , EARNASEMMEMBER User and machine ( A& MBS ) B,

+ SCEP Certificate Renewal Period (days) ( SCEP ‘REE#iEH ) —i&FiB SCEP , A QML A AERE
FHiz AR —EHNAFREFE. BEIHZaNEEZ ENSCEP BREMESN. EERES
N AREREA , AOMAET{EZE PKI RFEFPH SCEP ARBIERFBH (HER 0-30 ; R
R7). BEOXRTADPUEEEHEEAFRERER  TEEEARERXER.

¥ GlobalProtect ERRAEXEEFHBHESHER K FRESLEZAERAREN, fln, BRAE
mBENEABHRAOX , WEREFHA 77X, EEAEERINEHPRAZKE 7 XEA , A
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ORGSR ERUEEHEFNRBREXER— LS, NEELEN , F2RASREAEHE
EERAFIRER.
Extended Key Usage OID for Client Certificate ( A Fin BRIERE SRERAYWHEE (OID) ) (

) —EREBAZEFIRSHBER , TEEMCEALRE  FHKRLET
EZEAFRER  YCBAARGRAFREENXERIR. WIRBAEEEFE AR YAEE
(OID) BAFRBREEXRERR, i, ZREFRtUEERARSBRIARNAFKER B
& A OID 1.3.6.1.5.5.7.3.1, & GlobalProtect EAERX AKX E —EEXZRAZRETNAFIREFE
BF , GlobalProtect #4ff A BH B BB HEITIRFE. B A, GlobalProtect 1R REAERTFEE
EWAFPRBEGREEDPENAFREE. WETSEABEME OID WHAENR , F2E PAN-
OS 7.1 $iThEEFE M.

s MREAODPUEBRATAR  STEERARENETEAOMBLNER , 555X E Allow User to
Continue with Invalid Portal Server Certificate ( AFFEAEREFEABERADBLAKRSEER ) A
No (& ). RELCAOBHERARERNER  HFRHUBEER. ABAORENZEEER
REFENLZE, T8 , MREZEAAORUENEZEEARER/R , FRLRETHEIFLEREA
(MITM) &,

STEP 11| RS M ARBKEFRASBBESRNERE , EAERTRREBART,

HRABFEER , TREFEHENRITEFTHHBERER (flW , BEEARXNKBHZERRE
R ) o BAILLERTE GlobalProtect LAMEHTTZ A RMF B UFEIIELER,

ERARNEEES , RETIESER .

# Enable Inbound Authentication Prompts from MFA Gateways ( # MFA B8R A B %18
R)RAEYes (R). BEEXELZEEERE (MFA) , GlobalProtect FEFRE R LA T R B ERE
UDP 12 /RITEITHERE . IBH Yes ( & ) Al GlobalProtect FE AR INEIR R HEITHERE, AKTERR ,
WEERA No (&) , K3 GlobalProtect &5k B Bi&E#/Y UDP 7R,

« 187 Network Port for Inbound Authentication Prompts (UDP) ( & A B 12 REVMIRE IR
(UDP) ) , LAfit GlobalProtect FEFATEX AR MFA BE R W@ ABRFB IR R, AREEES 4501, &
ESFEEE  BIEE 13 65535 WEE,

« 387 GlobalProtect FE T2 X AJ{S1EHY Trusted MFA Gateways ( S5 MFABE ) , #TZHER
#&. B GlobalProtect BRI £ EMMREREIE F T UDP SAE K |, GlobalProtect R &7 UDP
RRRREZEENBEESETRRIAS,

+ &% Inbound Authentication Message ( I ABRFEIAE ) ; flm , FEEHTFREEZINBRINZ
REBEER. FRETIUTHIETSRSE . . EEAEERTNEEZRNRFNEIRE |, GlobalProtect
SWEIN R T ARFEAS ., GlobalProtect B HBB AR ELARRIFIEENREAOFLEER
URL , MfinEEABERE

STEP 12| ( ) RIFWLLAEAER Windows i BT E

Resolve All FQDNs Using DNS Servers Assigned by the Tunnel (Windows Only) ( f @& 5 REY
DNS fa] iR 25 & 47 P8 FQDN ( f£PFR Windows ) ) —&&E GlobalProtect &/ DNS f#iTfRiF. MR
KRR RIE LERER DNS A RESHHAER |, B No (&) , LA HF Windows i Zi#§ DNS &3 &%
EREEERNEFLH DNS Rk, HEBEEREREE Windows 1748 , AERAXNEHFMENE
+ L2358 DNS fARES , BRSBTS DNS EHFERRNESFEHE. BRYes () (&
5% ) AAEF Windows i BB /£ B8 L5 E M NDS fRIARES 2R ##AT 20 DNS &3 , mIEAFT
Windows i 258 DNS EHEIXEIRBEEERNE LI DNS [ERER.

£ LI EET X EEIR TCP E#RAY DNS,

N WIHEEEERARITHRA 731 s £ , H GlobalProtect FEE X ARAA 4.0.3 MEH
MRS
Send HIP Report Immediately if Windows Security Center (WSC) State Changes ( Windows %
£ (WSC) ARREZE & B3 3X HIP #RiE ) —ZEI No ( & ) AIBhLE GlobalProtect EARERE
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Windows &£/ (WSC) B E R EE HIP B8, #H Yes (2 ) ( FEERE ) AI1E WSC ARRER TSI

BN HIP &,

+ Clear Single Sign-On Credentials on Logout ( & H BF/&Z8

EHNo (&) IEFERAEZHRREBE—
EFE%ET/A%)\HTHJ\M.H

y_élﬂlb »A.

o 1ZH Yes ( 2

Single Sign-on ( B 3% $#%-SSO ) ¥
) (TERRE ) ERERE

PR ) —
3 52 5l

+ Use Default Authentication on Kerberos Authentication Failure ( & Kerberos 5% 7% 5 BUiF {F FH 785%

EpR% ) —iZHI No ( & ) LAMEE A Kerberos B85, iZ#H Yes (R ) (&

% EAERBRREAEER.

STEP 13| ( ) REBEA R Windows i
Each Connection ( 188I&{EE#RH Proxy ) o

[2 WFEER proxy ER < BEREBTANFHEER

FEER{E ) T 7E Kerberos B8 7% 5k B

EhHY GlobalProtect FE 23 LA Detect Proxy for

SEza
ARz

289 Proxy FHEEER

« EH No (& ) TTEEER proxy EHRA DML , X proxy EITREER.

« EHYes (&) (HRE) TESRERKEDER

STEP 14| ( ) $§%E GlobalProtect
iﬁi@lﬂ:‘“* A E A GlobalProtect K ER XN EAE
EHE E%? 0

« EHEER GlobalProtect £/ Proxy ,

BREXREEE (ER Windows 1 Mac ) ) iBE%
Configs
Authentication Config Selection Criteria Internal External
App Configurations
FRPPCTIO LOLdl oCdaioln U oo -

Tunnel DS Suffixes (Mac Only)

Update DNS Settings at Connect
(Windows Only) (Deprecated)

Detect Proxy for Each
Connection (Windows only)

Set Up Tunnel Owver Proxy
Windows & Mac Only)

Send HIP Report Immediately if
Windows Security Center (W5C)
State Changes (Windows Onily)

Enable Inbound Authentication
Prompts from MFEA Gateways

Metwork Port for Inbound
Authentication Prompts (UDP)

Trusted MFA Gateways

Inbound Authentication Message

+ BEEEX GlobalProtect i Proxy , 5&#& Set Up Tunnel Over Proxy (Windows & Mac only) ( i&i&

§574% Set Up Tunnel Over Proxy (Windows & Mac only) ( i&i

Proxy.

=AML AERAIEBRE,

REMBRETA. ESHMER  F2H Proxy

®
ZHEYes () o

App HIP Data Collection

Welcome Page | None
Disable GlobalProtect App
Passcode
Confirm Passcode
Max Times User Can Disable | O
Disable Timeout (min) | O
Uninstall GlobalProtect App

Uninstall Password

Confirm Uninstall Password

Maobile Security Manager Settings
Mobile Security Manager

Enrollment Port | 443

“ CdI.LLI

(A

BREXREEE (R Windows f Mac) ) BEFRANo (&) .
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Configs
Authentication Config Selection Criteria Internal External App HIP Data Collection
App Configurations Welcome Page | None e

Detect Proxy for Each Connection - Disable GlobalFrotect App
Windows only)

r P.‘l'.'EL...:..L
Set Up Tunnel Over Proxy Mo
(Windows & Mac Only) Confirm Passcode
Send HIP Report Immediately if Max Times User Can Disable | O
“u"' indows Security Center (WSC)
State Changes (Windows Only) Disable Tirmeout (min) | 0
Enable Inbound Authentication
Prompts from MFA Gateways Uninstall GlobalProtect App
Metwork Port for Inbound Uninstall Password
Authentication Prompts (UDP)
Confirm Uninstall Password
Trusted MFA Gateways ~onfirm Uninstall Passwore
Inbound Authentication Message Maobile Security Manager Settings
Mobile Security Manager
Enrollment Port | 443 i

Suppress Multiple Inbound MEA -

“ CdI.LLI

STEP 15 | #1RELRZE GlobalProtect A AR FAER , R IRHBEEBIEEREE K TZEABA
O#BYE A TCP SR E,

EEARRUEEESHEEREAOMESFE , FFWREAODBLREENESR , TREZZEM
WMEFE. R GlobalProtect EARRNB|EEIER , AFECENXETERERNEHRE, B,
EAOBLREEERIFZEIREFE |, B ZE P LE GlobalProtect FEARENE ELR,
EEAENERES , RETIEERREE !
Portal Connection Timeout (sec) ( )KIIlffﬂuE ERRE (¥) ) —FBREFZEAOMLR A O
FEAMEEMREFINLDE (£151600), EENBABATHEAEREIXNREABREER
777-4484 B |, FA{EES 30, AABIRZAT777-4484 Fth , RES 5.
TCP Connection Timeout (sec) ( TCP ERRE () ) —HEREEMRSEEERFS TCP ERER
WEFZRINME (£ 12600), ?E’Jﬁﬁkﬂ“ﬂﬁﬂﬁﬂgﬁﬁﬁﬂﬂlﬁﬁmﬁﬁﬁzﬁﬂﬁé 777-4484 B |
FEER 60, SAABRET777- 4484 Fh , HEREA 5.
TCP Receive Timeout (sec) ( TCP #ZUWRE (¥ ) ) —HAERD TCP ERMELIFH EIERFES TCP E
RERBRRZANVE (EHER 1-600 ; HFZA30)

STEP 16 | (
) EIBIEE Split-Tunnel Option ( P EBERE ) , EERERASEIDNS , UHESEHE
EiB VPN EERAE VPN B8 2 50K 4R 7 B 2| e IR s MR A9 DNS &3,

iZE Network Traffic Only ( ERMERRE ) , LBERHREBARBEREAENREETHEAR DNS
TEMEE, ERBREISEASENMRE destination domain ( B8 ) Bl Mo BEE MM | i
A DNS HREHBEIB VPN BE, EiZH Both Network Traffic and DNS ( 8% 7R EF DNS ) B , B&IE
EATEMBEBREY destination domain ( B it iEiE ) Blo W9 EEE2H AR DNS 2B E

BRI AREARE,
£ 5 &l DNS , EREERREEIB VPN $5ikAY DNS ] AR 25 AR AT A i Z A E B 2 4% DNS {al AR 25 BE AT RV 4R
o
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[ﬁ HRBREANBTBITRA 8284-6139 L £,

STEP 17 | i#EiB#EE User Switch Tunnel Rename Timeout ( A EIRBEEMEBE ) , EER
BAFERE VPN BE LHTRIFSHER, EFFEAEERRKEENZE (RDP) ERE
Windows #2585 , FEREMIER VPN BEEHERE, MEUEFHFERASE LEHBTES

A,
JAFF VPN BE EMERAEER  HR IT EEEFEEBRHREBA M RDP) FEUEREH &R
OB RBRER,.

fikFEE% , User Switch Tunnel Rename Timeout ( FAEVIRBEEMBER ) HREA 0 BKE
GlobalProtect FEEEHEAEN VPN BB LBER  RLERER, EEBRULLTA , BRE 1 £ 600
PHREE, NRFTFEAEREBSEZR 2 EARIE | GlobalProtect BB 1L 15T — B (A
K1 VPN BiE,

&% User Switch Tunnel Rename Timeout ( fEA&YINBEEG S ER ) BEFE RDP
BE , BFERERTEEGEERABE,

STEP 18 | HE GlobalProtect EFERAEEHITHRREZEEH VPN BiE , 5518 Preserve Tunnel
on User Logoff Timeout ( FAEZHEBARBBERK ) B (HEA0E 600 ; EFREARO
B) . BEEZTERE 0, B GlobalProtect EEAEBRHETERZEE,

[ﬁ HRIAFRE 2019 £ 7 A 8 AHURBITHABTRITRA,

EIR5%E GlobalProtect LARE VPN EEHRF , ZE LT GlobalProtect #1745 :

NMRE—FAEZHAEEENREFEAEREA , ERSEARHBRERATER

T , GlobalProtect #i&R¥FE#F , EEEIMFEAEED (WA DPMEBERE ). MREHAE
REECHREFEAEFEA , BEKFEER , BFERESXBEEHREI GlobalProtect E#R,
MRFEAEELRY A ARE—FHAECHARABRIREERTEAZR Y K AREEFERE
EIEENSREFEERE AXIEIR GlobalProtect INETHRRIR , T FANEAZETFHRIREEE,
MRFFEAEREREENRSEBAZABRIIETENRSE K REEESPEEFEASLBERT N
GlobalProtect R, MEFHEAERREEMEME |, GlobalProtect EER BB E U FER, MR
MEAERERAREEN  EXAFEHEIHH GlobalProtect E#R,

STEP 19 | $§7E GlobalProtect ERARRE R F RN A R

MRBERRHEREEMSEAR , BUUERBRERETEARN AR BORR , MREBES
RABE=REEAEFH , EA—NEHERENR , CUTNEVERE , BRABRERS T HE ,
it RERER B AR E A E RN  MATEEMERE/FANARUBAAR. EET2AETHR
R2& , WASH R ERE A B S AR ERXRE AR Ko

fix¥85% , Allow User to Upgrade GlobalProtect App ( /5 & F#k GlobalProtect ERER ) i#IEFR
E# Allow with Prompt ( RFFERMHRT ) , ERTEMABLEE THREANEARRXE K SRT<—
BREAEFAR. EEBSILITE , FERTIHA —Ei%E
 Allow Transparently ( BREERFT ) —BEHEFHELDHR BB AK. EEAZERRIEREL AR
B R EAR B AR AT LA FHAR o
Internal ( AEB ) —REXEAERRLAMERAER , AITRFEAEEHHR LB AR, BERALER
E, UBREREEERLTAREERE. FAERLABERNADERSIRARSTEEES , BEEIFER
ERNDVEBRAEGRISENRE, ELAREATHEMAIBEMKER , FaEFEHRIIRE,
Disallow ( T A5 ) —Uti#EERS IEEERREN AR
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« Allow Manually ( FBAF ) ——REAERBEARI AR, EHBERT , FABEXER
GlobalProtect R REMHE #x B9 5% E ThAE &R iR EY Check Version ( BRERA ) , REEREEEFERRE
AR , REBRIBEEA K. FEE , R GlobalProtect BARRYFREARBR , BIEKE

EfEA. MFER Display GlobalProtect Icon ( #7= GlobalProtect Bl ) X ENFHMENR , F2H8
S5,

» B Allow Transparently ( BRZARFF ) # Internal ( (REP ) AR , EAOME LW
GlobalProtect # B8 hx s Lt i B LB GlobalProtect BB A E FHEEF S FH k. B0 | EiR
Z| GlobalProtect 3.1.1 A O#315# GlobalProtect 3.1.3 RERERET LR,

STEP 20 | #73# Change Password Message ( @F ZIEAL ) , BEFAEEEFRBRLEER/NE
BRARER (Hln , ZEHEHXEIEEL —HEFEH-BAEFH ),

STEP 21 | iEiB#EE Log Gateway Selection Criteria ( B 5 FIEREURH ) B1E , EERRE
GlobalProtect FEFATE 4% FE R EUE 4 B 55X K.

ZEY Yes ( & ) #Z GlobalProtect FE TR BE #0045 B Z VR 4R (Y 1858 B A S EIABH A S, TARRER
No (& ). REABRKTEERE BFEEEN XA,

£ BhiZE B GlobalProtect BARXEEEREFERENRREEFE , GlobalProtect FEAREX KR EF R
HEA , AR FERER AR B R B BAIEE, AR REEE B A & FA 1T BY 4858 Bl P it B
ENELIEFEEERE, BEERERNSENGRITHRBEEEITHBERNPEREBNRTE
Bl BERERARYIERE B D8 = Monitor ( B532 ) > Logs ( H&6 ) > GlobalProtect H1#Y
GlobalProtect logs ( GlobalProtect H5 ) A,

STEP 22 | EEMUEARREE BN EH,

BUEER—EEANARX , 5| 8EAER TP R EEERE GlobalProtect R IFEU AERE IR |, HI
B R AR A A EB RS

RIARR , BARXBCHERNE —ERRERERRE/ERIIFHREXZRAAS.

EEERIIEAZBETRENER , 5% Welcome Page ( EUOEMm ) TH N5 E HiRE factory-
default ( R TER{E ) . GlobalProtect 7 GlobalProtect BN FBERBINER, &t LLEE
—EEFTENEEREMEAEREES , IR EFAEFHANBEEN (REMIBHA OHILER
E). MEBVNBTEEMFMEN , 2B E5] GlobalProtect A DML E A, Ul EERAEME,

STEP 23| ( ) IEE R A E GlobalProtect FEF 2 Display Status Panel at Startup ( £
B RARREEMR ) o
EEEFHEEIXEI GlobalProtect SEAREFBRREMEAMR , FHEHNMNo (&)

EEEFEHEEIXREI GlobalProtect SE#REF B BV RARREEAR , FHIBE Yes ( 2 ) o FEALRER
FHENER - TREARANNE D FREF IS HRAR.

STEP 24 | REAEBRENERE,

1. MRFBEERETRERNERE , X T OK (HE ) UeEREBENERE, 58, HREES
GlobalProtect XN AEUER A BENBEREBR].

2. E—TOK (HE ) REAOMLERE,

3. Commit ( 2% ) 8§,

HE] GlobalProtect A QYL E A, BUNERAEER

GlobalProtect I FEERE A, BUUE/HRFEAE,. T8 , B UBRIBCHWEITER , fEISLER
K, TESWNERARL , URAHERNES,
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https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/monitoring/use-syslog-for-monitoring/syslog-field-descriptions/globalprotect-log-fields.html

LU ALEARBEREADRLBAEENFEUER , Uk E¥ GlobalProtect A O#3
L UEE ST RIS ( 551 Network ( #8% ) > GlobalProtect > Portals ( A 0483 )
> <portal_config > General ( —f% ) % Portal Login Page ( A QW= AEH ) >
Disable (£ )& ), EAOBPLEARACERAR , EUUSARBRMAIE , W
Microsoft #§ System Center Configuration Manager (SCCM) , LA ENERE T HIb 8
GlobalProtect FERZ .

STEP 1| EHFARAOMEEZEA, 80, HpEEHEER.
1. 1#HY Device ( 2 ) > Response Pages ( EIfEEH )

2. 1EEV¥IFE GlobalProtect A O#us EEAYVER , 5140 GlobalProtect Portal Login Page ( GlobalProtect
AOMUEEAER ) -

3. i#EH Default ( 7HE%X ) WHAXEREE , REBE—T Export (EH ),

STEP 2 | fREBE K HH.

1. ERAZFMERN HTML X F RS R AR RE R,
2. FERBEARERER , AXE FIEMEH

GlobalProtect Portal Login Page ( GlobalProtect A OB EAEM ) :
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PB GlobalProtect Portal x  + = o X
« 2> C O o : N
2
paloalto
NETWORKS®
4/5
GlobalProtect Portal
Username [ ] 3
Password [ ]
6

« Authentication failed: Invalid username or password

GLOBALPROTECT EE£1E8 | GlobalProtect A D% 117

© 2019 Palo Alto Networks, Inc.



EECE Th

g4l

1 favicon Web BBt 5P AR E
R URL, var favicon = 'http://

cdn.slidesharecdn.
com/logo-24x24.
Jpg?3975762018"';

2 logo NRFEFZ URL,
var logo = 'http://
cdn.slidesharecdn.
com/1logo-96x96.
jpg?1382722588";

3 bg color REAEEFTRHESR®,
var bg color =
'#D3D3D3"';

4 gp_portal name NAEFTHETRNXF,
var gp_portal name
= 'GlobalProtect
Portal';

5 gp_portal name color NAEFTHETRNXFE

&, var gp_portal name

color = '"#000000"';

6 error text color BAKXBMALNXFEE,

var error text
color = '"#196390"';

+  GlobalProtect Portal Home Page ( GlobalProtect AW EE ) :
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1 3/4 6 8 2/10

B GlobalProtect Portal X 4

«c>cnm (]

5
——— @ Application URLY & GlobalProte
2 94
il
Drophox
Box Office 365 OneDrive Google Dropbox
& SharePoint
7

B Yz

Salesforce GitHub Yammer No App lcon
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GlobalProtect Portal x  +

'3 c 0 m 0 :

paloalto

NETWORKS*®

11/12
GlobalProtect Portal
13/14

You have successfully logged out of GlobalProtect portal.

EE R
1 favicon Web BIE 5 ut 5| FrEE R~ E
~Z URLo var favicon = 'http://

cdn.slidesharecdn.

120 GLOBALPROTECT B¥#&#Em | GlobalProtect A O#81k

© 2019 Palo Alto Networks, Inc.



EECE Th

g4l

com/logo-24x24.

jpg?3975762018";
2 logo NEIEFZ URL,
var logo = 'http://
cdn.slidesharecdn.
com/1logo-96x96.
jpg?1382722588";
3 navbar text BEXF,
var navbar text =
'GlobalProtect';
4 navbar text color BEIINFHE,
var navbar text
color = '#D3D3D3';
5 navbar bg color BEINETRHEG,
var navbar bg color
= "#A9A9A9';
6 dropdown _bg color THABERRERES,
var dropdown bg
color = '#FFFFFF';
7 bg color BEEERHEG,
var bg color =
'#D3D3D3"';
8 label custom app url BEI/REEAEN URLF
%, var label custom
app_url =
'Application URL';
9 display #E R B GlobalProtect FEF
Lobalorotect c B THRANRE, WA 1 | var display
globalprotect_agen LIBERTRES., A 0 LB globalprotect agent
T RiR. -
10 label globalprotect GlobalProtect FEF 2 T &%
SER, var label
agent globalprotect agent
= 'GlobalProtect
Agent';
11 gp_portal name AQPBuraHERER LN TERS

THERNXF,

var gp_portal name
= 'GlobalProtect
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EECE Th

g4l

Portal';

12

gp_portal name color ADPuaHER LN TER

THERHNXZEERE, var gp_portal name
color = '#000000"';

13

logout text array FERAEZHAOR®LE , AQ
W gHEE EERNAR. var logout_ text

array = ["You have

!\s BIET SRR successfully

= : logged out of
= 40 3

ﬁ%?\é/m/f GlobalProtect

I8 2SR portal.",

BRAEMIEAA "GlobalProtect

=W Gateway is

not licensed.
Contact system
administrator.",
"User not
authenticated

to GlobalProtect
portal.",
"System error,
contact system
administrator.",
"System error,
failed to delete
user session.
Contact system
administrator.",
"Can not create
user session.
Max-capacity
reached. Contact
system
administrator."];

14

logout text color FEAEZHAOMPER , AO

WML EHEELEBETHALRN | var logout text
G, color = '#000000"';

3.

UHEREBRTHEENER. FRAXEEREH UTF-8 RiK.

STEP3 | EAFWEIEEH,

1.
2.
3.

4.

5.

iZH Device ( #5{& ) > Response Pages ( EIFEEH )

iZEV¥IFE GlobalProtect A O 483k B HEMER

Import ( EA ) A O EM, £ Import File ( EARER ) MUTWARTEERERE , &
Browse ( BIE ) LS KR IHEIER.,

( ) #¢ Destination ( B#y#th ) THXBFEFZEKEFALBSARANERRE , SHEW
shared ( £ ) (78R ) WEETHARMEERRR.

B—T OK (HE ) EARR,

STEP 4| BREARMBYELAERH EHE,
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Portal Login Page ( A O#8U5 = AEMH ) . Portal Landing Page ( A O#835 & EEEM ) # App Help
Page ( EARERRHER )

1. iZH Network ( #8#% ) > GlobalProtect > Portals ( A O#83 ) .

2. ERAEHEEA, B (BE) IEARXRAEEZEN A OB,

3. £ General ( —#% ) HEMNNBEE , #EE TN FEFEINFERE,

Custom Welcome Page ( BFTEU0EME )

1. iZH Network ( #8%% ) > GlobalProtect > Portals ( A D #8% ) .

2. ERNEEMERIEREN A ORI,

. £ Agent ( RERX ) BB+ , ERNEEFEBOEENRERER,

4. 7£ App (FEFRER ) EH L , # Welcome Page ( 0 EH®E ) TN EEREHEME.
5. #—T OK (X ) FREREXERE,

STEP 5 | ffF A DGR RE
E—TOK (HE ) REAOMGERE , A&Commit (12X ) BE,

STEP 6 | EER T EH,

REBAEE—TB Web BIERR | BIEADMBIEH URL ( Y1218 14443 EHEHERIEHTIEE URL
WRER , SRS EERZER AN Web /TH ) o B0, 558 A https://myportal M2
https://myportal:4443, TAOPBLEEAEHEEET.
BB E—ITH Web BIEE , s1AEADMIEM URL ( Y1048 14443 EHEIBRIEHIEE URL WER |
BHEEEEQZER AR Web /TTH ) . 20, %8 A https://myportal MF=E https://
myportal:4443, A Username ( AF &8 ) B Password ( 5 ) , AL LOGIN ( EA ) EA
OB, MAOWLEEESSET.

- BIFRBAEE—Z—T GlobalProtect RIEEEI R E GlobalProtect EAREN. EAREBERFER

B BR—TREER ('u') LABARAGRETNRER . BE! Help ( 5299 ) LR FTVREAE M,

BIEEUD BEH—IZ— T GlobalProtect R [E EI/R AR E) GlobalProtect ERAEX ., EREEARBIRK
B, B—TREBR ('n) LABARAGR EIRER . ZHN Welcome Page ( BV EE ) URBREHTHEDE
Ho

w
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GlobalProtect &

V V V V V

T2 GlobalProtect EARER
#B2 GlobalProtect FEFATE X #A 52
TE % GlobalProtect {L IR K AQAE
BT GlobalProtect FEFFEX
PEERERENRE

I 30

125



o) — A% f5E F & 2B 2 GlobalProtect FERAED

A T E4EZ GlobalProtect™ ,

P :

Fa

macOS 1 Windows % B

U Bh A BT GlobalProtect EARER, BB L EZEURARIREER 0T

HERBERR
&R LOZEIB T B 5 A macOS M Windows Ui F £ & it TR AR -

EEfAORAE—SERAEXRETREZERA DB AR | 3F LR
B, UE—REAEEEREAOMUBEARETTR., A EEE—EN
EEM , RATCTELRBEHEESECERE. BER/IEXRREENA
FinfAREEH — MR ERE NI AR AFEREN. T8 , NREHEEXEE
EFHNEARK  THESFEENADBLER, NERHA , F2EEAD
B EBHEREXEN.

#% Web AR —NREEHFZHEFTERFAREARAREN , FEEE Web
ARSEBERAENERN , UREMAXBNES. NERA , F2EEHEE
AR EREAREXERH,

R SITHEIPE—H M Windows i3 |, B LA Windows ZHEFE
(Msiexec) BB FPBEARENERE. T8 , BEMA Msiexec AR EFEHHIFE
ARIXMRAK , BUNAXBMRLERBEAER, LA, Msiexec B EEIE
IBTE Windows 2P EBEREZERSPBEARNRE. Bt , £
A BUEIBTE macOS plist FHEITRERTBEAENFREE macOS niF, &
SRPBEBEERARIRE,

5 A B4 48 R B3R Bl—7E Active Directory 3R3Ed | th AT LA Active
Directory B #H R BI#% GlobalProtect BRI BHE—MREAE. AD #HAR
AT R B BE X Windows In B ER B, wEmAEAFERRBHE
EXRMZ RSN FEAENFRAER , 5528 http:/support.microsoft.com/
kb/816102 B E,
RETHHRMHEBERE—NREEATHERERLSE , 10 MDM 5 EMM BLE
BN TERE , BUUERLLRFEIBBMERE GlobalProtect EAER, &
SRITERHEERE,

Windows 10 F#F
Windows 10 UWP

RETHHRYEERA—NREFEATHEERRK , 0 MDM = EMM ( X
& Windows 10 1% ) , B LAE R L R EBBMERE GlobalProtect FEF T2
N, BBRTHRIEE,

R B Microft Store——f% i i & th A BAE £ Microsoft Store TEIE &2
GlobalProtect FEARER . MEEHR T HEAE GlobalProtect EREN R HE
WiER , B2E T HEE% 2 GlobalProtect ITEIFEAER

iOS 1 Android % 24

RETHHYEEERF—NREFEATHERERK , 10 MDM 5 EMM | &
A LAME At RSB B M ERE GlobalProtect FEARER, F2RTHRUEE,
REEARABEIE——MRERE b EZ R Apple App Store ( i0S % )
5 Google Play ( Android #%2 ) T# 3t %% GlobalProtect BARER. 0
FEE TR GlobalProtect ERRXNZENIETR , FBRE THEZE
GlobalProtect ITTEIFEAER .

Chromebook

£ Google B2 | A—Google BRI H| & ZE AR OH web RLE

B Chromebook R EFMEARER. EEEIB Google EERHAEZER
B Chromebook L+ EB&5& M Android B9 GlobalProtect ERER , 526
#EiB Google BB H|AEZEEH Chromebook EEEEAR Android £
GlobalProtect FEFE X,
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http://support.microsoft.com/kb/816102
http://support.microsoft.com/kb/816102
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FE ey ST

» & 45E Chromebook % 1Z;@ B Android g GlobalProtect

FEARR. % Android FEFAFE X Chromebooks £ ZE#E

EFH/TE AT Chrome By GlobalProtect EREER, , EFf-XE

GlobalProtect FEFTZ= 5.0 & E A<,

« 18 AirWatch—#&a[1£ 2 [8 AirWatch SEMHZEE Chromebook L EEE
A Android B GlobalProtect B, EXBEARENE , REXHB
VPN R ERELL BB B — & &R E GlobalProtect EARER ., ZEEER
AirWatch £ ZEE# Chromebook £ EB&# A Android B GlobalProtect
EAER 6 28 EiB AirWatch EZEEH Chromebook L Z3&5E AR
Android B GlobalProtect ERRE=,

Linux R EHEIETEHBEAR Linux B GlobalProtect EARR%E , KA EB T AR
Bt HERRESR !

« A Lnux ERABRRXBMHIE Linux ERARXBMBEEFEAG IRELIE
( 40 Chef %1 Puppet ) #{TEIE , B Linux fE¥X# , AIFEAAKRERE
(B0, Ubuntu fE7FEM RHEL @EE ) . NEFMER , FSMHE Linux £
%%\: bE’gz'ﬁ:o

s FEHZE - NRECERRUH-—BEAEER , EUMEH Lnux TEFHZE
HEE , HlW0 apt = dpkg. MEEKZEEAR Linux B GlobalProtect &
ARRNIER , 32/ GlobalProtect EARERFEHAEIEE,

\» EF2 GlobalProtect ERREREBMN S —ES L , 24 GlobalProtect A O#UEERE B ¥
zi — k% Web FEARER (A HTML, HTML5 F1 Javascript #1i ) it Z 2R IKFE.
ERETHRER SSL ThEER Web BIBRESZL2FINERE , MR LR E GlobalProtect f&
AR, 23 GlobalProtect & Fim VPN,

T & GlobalProtect ERTER

£ WRER—RERE , BHE 1T §E 8 LEE T ENEH GlobalProtect #i 8,

AR —MERAEIBE GlobalProtect BARRN 28 , BUBAXSHERABRINZEEATHEEREA OB

MBEARE , ARERBEBUTHIEREAORENERREN, KBBH ZERARMEFTEHEARIR
X, EETHITEREH GlobalProtect ERAREX , FEETHRENEAENEIE (WEFREA , F2

B FT&E R Z % GlobalProtect TTEIFEAE ) o

EREETRSENEARXEMH AR  BHABLEAERRBIA , LUETHESFE Palo Alto Networks E#i
AMRES (FF2H [ — ik EAEEF GlobalProtect FEAE ) o MR ABEMEFEURBREE , B LMER
EREPBREIRAER | % Palo Alto Networks BB EH X EMU THEARXERBENS , REBEEFH
LEEFH A,

FEFHTHEAEREBES .
STEP 1| Z A Palo Alto Networks & F X # A O#8¥ (https:/support.paloaltonetworks.com/)e

» BXRBEEAMM Palo Alto Networks IRE B A |, Y REBEHNEE FHREE. W
RBEEBZABEERLE |, giEhttps:/www.paloaltonetworks.com/support/tabs/
overview.html,

STEP 2 | J#2HY Updates ( E#7 ) > Software Updates ( BREEE#T ) o
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https://access.redhat.com/solutions/9892
https://docs.paloaltonetworks.com/globalprotect/4-1/globalprotect-app-user-guide/globalprotect-app-for-linux.html
https://support.paloaltonetworks.com/
https://www.paloaltonetworks.com/support/tabs/overview.html
https://www.paloaltonetworks.com/support/tabs/overview.html

STEP 3 | IR EEX R MK GlobalProtect B AR K IRA,
STEP 4 | RE AR RANRAES , RABEM T HELUERETH.

STEP 5 | [a] —fi% {# F & ZF & GlobalProtect FEATER.
528 Palo Alto Networks tHEM4ERE | 7B LK GlobalProtect EARE R IR IEEXRF,

EALRERERHENERN

£#B2 GlobalProtect EARE N R BHREEN S LREFEABRIZEEM4THELHEA QML AE |,
AEZBRBRBEUTHIEFZAOMPGENERAES. EEEDHTHERE , BABXEEEREEH , 2
FERES1ZEL Palo Alto Networks E#TAIBRES. MRBHABEREFIERMER |, S0 LUE R ERE B AR
FER , 1€ Palo Alto Networks 8 FE 3T X EMILE T & GlobalProtect FEARET BB EH , ARBKEF
B E|EHAME

BRI ERERARABREBEFEANMEREERNERTINBE SN —CEEARNERZEAOBUKEEIE
TEH., ERREREAEAREARS  E2—REAZTUFHRES THHFEAER TR, MFEET
REENERHVFMET |, 528 £ GlobalProtect KEFRENARE,

STEP 1| 75 # GlobalProtect A O#EUEAIBL X i £ , MEMMNEAEAKERE.

i#EY Device ( #£& ) > GlobalProtect Client ( GlobalProtect A F i ) LA Al AR FEARE R BB SE
=

MBS KB ERFEEH AR , 5% —T Check Now ( M EIRE ) RRERHEH. MBEE
Action ( Ei1E ) ¥+ #{E A Download ( T& ) , BIR "REFMRANLLEARERTA,

MR A EEEFIESNARES |, BXUER Palo Alto Networks i 5 & 3 X 4815 F 8 T 2 S B iR
&, SR 2 FRiR,

STEP2 | THEREAEBIEE.

MR ABERENEFARSE , FRIECFENEARIRAE , R%E—T Download ( TH ) .
SERTEE , Action ( BiE ) MHMNESEE S Activate ( BXF ) .

MBS X EEEFEEH MRS , T GlobalProtect FEFAE, THIEEBGE | IRERS XY
Device ( #£& ) > GlobalProtect Client ( GlobalProtect i Fif ) B Upload ( L& ) .

STEPS | RBIERBARBIAE , WE—MREAERHEA OB THR,

» —RARRBEARXKRBIZAEN —ERE. WREMBFRAS , BAF-LEAERX
FEZABEBNRE  BLEBRRBAERSNS RELTH TR,

MREEREFHMARBABD TEHRE , FIZ— T Activate (& ) .
MREEFHASEHRBEEG EERIPE XM , 5L —T Activate From File ( fRHEREE ) , REKTHR
BB FIZHUE L EH GlobalProtect Client File ( GlobalProtect AFIRIER ) . #H—T OK (FE ) K
BB FTEMGR., BUFEXAEHNEBEER , ARRAT EHERA Currently Activated ( BBIE R
E ) o

£ Web AR ERARENEMN

MRIEAREMARENR/RER GlobalProtect BARAKBHNIRE , FFEBEIID Web fRIRFEH
GlobalProtect ERAEX KB G, ERABREEREFERY THEAEXRRRRHIBHNER,

STEP 1| #$4RE & Web RIFREEEE M GlobalProtect EARRRA TRE AE | S FUUKE.
ERBEADELESEREXNETHNR , EREHABTHILREBEAENRENSBEMHIT,
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https://docs.paloaltonetworks.com/compatibility-matrix/globalprotect/where-can-i-install-the-globalprotect-app.html
https://support.paloaltonetworks.com/Updates/SoftwareUpdates/245
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STEP 2 | FERETE Web A BRES 2 E MY GlobalProtect FEAE X BX R IR 1%,
L\‘ TERE A OB EUEDAY A B AR 15

#* Web BIESS , T GlobalProtect FEATET.
STEP 3 | S ERBEMGERZMELH Web AARES.

STEP 4| & —fRERA EEMHE M E Web AMRER.
ERBAOPUENB AR L, EREEXPBATY CLIGT :

> set global-protect redirect on
> set global-protect redirect location <path>

Hrh <path> 2EZMGHERK URL 38 ( Hli0 https://acme/GP ) o

STEP 5 | RIAE#H B[,
1. & Web BB+ , 81T 5 URL :

https://<portal address or name>

514 https://gp.acme.com,
2. EADMBUEBAEE , BALKEAE Name ( 878 ) 5 Password ( B8 ) , R&BE—T
LOGIN ( BA ), RWEAZ , AORUEEZSKEEFERNE TH,

AEERAERRTE
ERA T 55 GlobalProtect ERARER &8,
STEP 1 | B ARAFHERAERZENRERENERE,

S ERIEMEZE GlobalProtect EARARMEE | —RERENAEHEAEEREBNES
I Ferazs. sEHEAERRENATEESERR,

N BREMER  BY-EREEXARLSERNANEERERAE  fAINMAEEEH ARG
,Q\ Y IT MPIEES -

1. iZH! Network ( #3%% ) > GlobalProtect > Portals ( A O#83k ) o

2. ENEEBSUNRBAOMEEREDS Add ( #18 ) WA OBEERE

3. £ Agent ( REREX ) HE L , EEURGHEEDRIZ—T Add ( #18 ) R —ERARBEZANEHEA
&/ BIARERE,

4. £ User/User Group ( EFAE/FERAERE ) EB L , Add ( #18 ) BRIEERARERXH User/User
Group (fERE/ERAERE) .

5. £ App ( FERE ) EE| L | /1§ Allow User to Upgrade GlobalProtect App ( St & & Fk
GlobalProtect EFER ) 2 E 5 Allow with Prompt ( EBRRAFF ). B—T OK ( BE ) RKEE
FEL S

6. ( ) £ Agent ( REREX ) HE L  BRERRBRZLI SR REENERE , AERIZ—T Move
Up (L®B) K FHEBELVRECEIZR—RWHERES L,
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& GlobalProtect BFAREREEE , AR HEPHNRFEETRECEETNRBERENHEREET
b, #EBREMRBFMG , ADMEEREEERBAUKSKFTSE. RIFTRAEEE | SBYEN
7. Commit ( 2% ) 88,
STEP 2 | & A GlobalProtect A O #3344,
1. BXE Web BIEESI 5113 T % URL :

https://<portal address or name>

514 https://gp.acme.com,
2. EAOMEZANERE , WALNFERE Name ( B ) B Password ( B ) , AEE—T LOG
IN(EA),

paloalio

GlobalProtect Portal

Name [ ]
Password |

STEP3 | EEZEARATHEE.

ERZHERT  FARXTHREESELEAZAOMURVAHER., CALEERTHEHERAE
XEREH

#B palozlio

Palo Alto Networks - GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent

Download Mac 32/64 bit GlobalProtect agent
Windows 32 bit 05 needs to download and

install Wind 32 bit GlobalProtect agent.
Windows 64 bit 05 needs to download and
install Wind 64 bit GlobalProtect agent.

Mac 05 needs to download and install Mac
32/64 bit GlobalProtect agent.

MREERA GlobalProtect M Fi VPN 7B, ERBRAZAOPLER , FARXNERGEERAZE
AL ERER (MARRKERXNTHER ) . EH GlobalProtect Agent ( GlobalProtect (X ERZ X ) 3R
R THEMR.
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M2 paloalto GLOBALPROTECT

@ Application URL %

B )

Atlassian - e |
. X gpli
\'("RA Confluence ’

"

Jira Confluence Intranet

FR-DB CNN MSN

= & K

Yahoo Finance Google Facebook

STEP 4| THERRER.
1. FEBBTEH , 5B

Bugzilla

)

PBS
PBS

Linked [}

LinkedIn

m
i
-
i)
o
-
i
by
s
™
e
S|
b
e
s
F
W

Engweb

FOX

Fox
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paloalto

NETWORKS®

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS5 needs to download and install
Mac 32/64 bit GlobalProtect agent.

2. BREBELRERER,
ERRETEHTRFHEFEEE , 2—T Run (#1T) »
4. BRRET , FE—T Run ( 8117 ) & "GlobalProtect REBE .

w

N BRERHEZE GlobalProtect ERERNEEE , —REAESLEFHEEEEERN
IRETREEARK. RENERAEXBRBEFRITSEETEER,

STEP 5| 52 GlobalProtect BN &5,
1. & "GlobalProtect ZHBE ) FE—T Next ( T—% ),
2. #—T Next ( T—1{8 ) BZFHERLTRERRK (C: \Program Files\Palo Alto Networks
\GlobalProtect) & —T Browse ( BIE ) LLUBEFE , REILMAX Next ( T—1& ) o
3. REFTME , Close (B ) BE,

STEP 6 | & A GlobalProtect,
1. B—TRHEBET , B&E GlobalProtect BRRER ., REEERAGHK,
2. WA AO#BIEA FQDN = IP it , AREIE—T Connect (ERE )
3. ) fkTEER , RIBEEEERMNEREN T ARENEERRE , 24 5 8ERE Best
Available ( BE & ) MiE, EEERETREME , TH Gateway ( BiE ) TH X EEHRERRME
(ERIIBEE ) -

£ HEREEEARERAFBREZRIAER.

4. ( ) BIFEHFER |, H—T Connect (E#F ) LUBEIER

5. ( ) BEHIBRRTR , B8 A Username ( FAE SRR ) M Password ( & ) , A&KLZ—T Sign
In(&A),

MREMFBRY , ZREREL MR , EREBERAFET Connected ( 21E#E ) = Connected -

Internal ( BEHRE—AER ) AREE, WREXE T GlobalProtect BV EE , ESELERIIEABRE TR,
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TE KL% GlobalProtect 1TEI FEAER

GlobalProtect EARERIRH—EFEN S X RGLCEZ LR BRNERETHIRS, HRABT
GlobalProtect EARXMWEMRIRHEMS , THEAEXNFIRMI IPsec = SSL VPN EE EHRED
BENEZLTFN. EAEASSESERZEH —REAESEINERENREE, i, HiEHcBHRE
FRECLZEEZRNAELZLTMR LEMTHEARNZLRAEHHT, TEHEAEXESREGR MR
ERER , XS ERARBLE HIP XL 2 RAIEFHIEIT,

EMEEXEH AT LZE GlobalProtect BARE | BAI LA LS MDM SEXERER |, WHBESHE
EELSEENRE  IERFBHENEFBIERE -

+ iOS W B—App Store

+ Android % 2iE2 Chromebooks—Google Play

% GlobalProtect FEFITEX 5.0 Bi%A , AT Chrome OS B GlobalProtect BRI ATXE . FUHA
£ A#E A T Android B GlobalProtect FEARER ..
*  Windows 10 F#F1 Windows 10 UWP i Bi—Microsoft Store

W THERERE T WAETE RS EEELE GlobalProtect EATER ., MEBEHKN AirWatch 8
GlobalProtect RN R , FESBE A AirWatch #1% GlobalProtect 1T fE 2,

STEP 1| B ARAFREARA RN AERNBRE,
REMER  BY-—BAREENERIEERFAS/NEERAELHE , SINMEEEEH AR 1T BPPIEE

I
pl

iZHY Network ( #83% ) > GlobalProtect > Portals ( A A#33 ) .

ERREADMMGERIME N Add ( #18 ) —1E.

£ Agent (RERRN ) ERLE , BERBHEBIR—T Add ( #1E ) R E—ERRBBZAEHER

H/BEMERE,

4. 1E User/User Group ( EAE/ERAERE ) ERL , Add ( #1# ) K RFHEAIREXH User/User
Group ( R E/ERERE) .

5. EMEERHANERRERHN OS (#EXERM ) (i0S. Android = WindowsUWP ) ,

6. () BERERIREY/ERNRERRER , ABE—T MoveUp ( LB ) , FHURBEELE
BEEUZB—MHEREZ L,

7. Commit ( 12X ) 8%,

STEP2 | ftimRi , MBET TRRZEEAEN,

#H7 Android %% 8 , 387E Google Play Fi#E2FEARER.
¥ i0S im B |, 557 App Store FESERER,
« ¥ Windows 10 UWP %% |, §87E Microsoft Store Hi2SEHER,

STEP 3| BNERER.

MY RE 2% , GlobalProtect EREXERER T ERNENIERT, FERBEAREN , BBELE
Ro E1RREUA GlobalProtect VPN ThaEEF , BHiZ OK (#EE )

W N =
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8
https://play.google.com/store/apps/details?id=com.paloaltonetworks.globalprotect&hl=en
https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3

GlobalProtect

G IProt

STEP 4 | EFEZE A O,

1. RIRIERE , B A Portal ( AOMAYE ) BFH L, FHE Name ( % ) E2 Password ( FiE ) . A
DAL ZBAER FQDN |, T BBISETRFESR https: /o

ssssssss

Palo Alto Networks - GlobalProtect Portal

Name

Password

2. B Connect (E#R ) , WHEFREAREX RS 2 KI5 GlobalProtect 2 BE IEH#R.
MREREHIBETHRIEEERR , EAEXSSRIEBH®TEM.
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B ERE FE AR IRE

RADPUREBBEABRAREZEE BTN L , BNEEEB Windows E&k, £13 macOS plist ,
®E (ERRM Windows 5% ) # Windows RERER (Msiexec) EITER., EBEFENHFRER , AANE
GlobalProtect FE T2 R R EVXIELEZE GlobalProtect A QML RIS HI B FimE,

EAO@LREPEBZNRES —EHRTE Windows B macOS plist P EZMERE. NRECHERE
= plist FERFRE , EAORPUERAIEE T TRANRE , FEEAEX ARG ERNRERESINRE
IHHERNRE, K EERARBSAMEBERE , ISR REEER. REFEHE—Z A (SSO), URE
AR BREVFEAREAZETLNER, FHit , FEBRERMWFRTE, A, ADBHRESEREE
THRER , MREFHEE GlobalProtect EREARInE , 26 LRI ERE,

DT4ERP T EFTWERRERNRE , LI NAER %8 iR EEE T Windows B2 macOS i3 -

- TWEITHERRERRE
. HEBREARENFREZR Windows ik
o HMBEAENFREZE macOS iHEH

BT A Windows 2428 macOS Plist #f2 GlobalProtect FEFRERIRES , BRI LIE
GlobalProtect & T2 {0 ik BE UK E2 45 E M Windows 8§35 macOS Plist &5 , SiFREE
mHLEAERNER, FRMEEHTHEERER , URELEAREEEEFNBHIIS
H, BELUUEREN  UBTHEZEZSHRAPAELEGE, SaRELZEMHAA
BEIFITHEELEFTESSHRTENRERE., A, EUUREATRERTHMWEER
EAHEEER,

AT ERARENRE

BRTYFEEDBAOMPUMUN , BOATUEREARRNRE, BEELFEARENHREZE Windows IS,
ZEEE Windows B8P EHZ LI (HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect), BBHNEEAENFREE Mac InZ , BEEE macOS plist ¥ PanSetup FHEAE
®1EH (/Library/Preferences/com.paloaltonetworks.GlobalProtect.settings.plist)e
£ Windows i 25 £ | &t ] LAE A Windows Installer RE0E 5 B Msiexec B ERENERE,

THEERPESEBITEARREZE. & GlobalProtect A QMR IBERRBEFAIEENRE , BELR
£ Windows Z$%&5{ macOS plist FFIE BN R E .

t\‘ EBEREFE Web /M H LS B EMN A ORIEHERERRE , BA4AMFEH Windows 85
Msiexec MLAERE. ELFEHNEREDIE | can-prompt-user-credential, wrap-cp-
guid M filter-non-gpcpe

FERREARRER
- ERETARRE
- BAEXTAER
- ETRHERE

FERRERXEREE
T&RHIHE 7 AT#E Windows & F1 macOS Plist FE%E , LABET GlobalProtect FEFR N RAVIEE,
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*® 3 £ TEHITNEARKARE

AR REENERE

Windows & #&&/ macOS Plist

Msiexec 2

BUAERER enable-advanced-view ENABLEADVANCEDVIEW="yes yes
yes | no | no”

R GlobalProtect B/~ show-agent-icon yes | SHOWAGENTICON="yes | no” yes
no

BUR B R AR EE rediscover-network yes | REDISCOVERNETWORK="yes yes
| no no”

XA Resubmit Host resubmit-host-info yes | RESUBMITHOSTINFO="yes | yes

Profile ( EFTIE R EMERE | no no’

E)EmR

BETRRRFERBEA show-system-tray- SHOWSYSTEMTRAYNOTIFIC yes

notifications yes | no

ATIONS="yes | no’

ERETARE

T&RF|H T ATE Windows &8 F macOS Plist 5%

o

® 4 FRE: TEHITNERETRERE

Msiexec 28

, LB ET 5 A& B2 GlobalProtect FERE R EBIHYIE

REFFERAEERA can-change-portal yes | no | CANCHANGEPORTAL="yes | no’ yes

48 v 3 1k

RHFFEHERKRE | enable-hide-welcome-page ENABLEHIDEWELCOMEPAGE= yes

JULE=] yes | no "yes | no”

RHEFEAEMEME | can-continue-if-portal- CANCONTINUEIFPORTALCERT yes

i E: 3 N cert-invalid yes | no INVALID= "yes | no’

R 28 B %

REFEREEZHR disable-allowed yes | no DISABLEALLOWED="yes | no" no

GlobalProtect FEf

72X

REEEAERS save-user-credentials 0 | SAVEUSERCREDENTIALS 0 | 1 TEA
= A 1 2 2

$E7E O BARSIE ' !

GlobalProtect f#

ERE, 1RT~R

FEAEEBIE

B, 2RTERE

FEREEHE.
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Windows & &/ macOS Plist Msiexec 28

FTEAOHBUEF can-save-password yes | no | CANSAVEPASSWORD="yes | no’ yes

Allow user to save
password ( foFF
FEREMEEE)
f£ PAN-OS 7.1
FEHTARAHHBEE AT
HP#EER , B
iEi® Windows &
#&F0 macOS plist
EXTE. Save User
Credentials ( f#
GFERAERE ) #
NP EENEMAE
SESIEIEEN
{EO

fZPR Windows/T ShowPrelogonButton yes | THEA no
EAOEY no
MRS E
GlobalProtect &
FIRMEEMNET
Start GlobalProtect
Connection ( B(E
GlobalProtect &
) &kE, UERFE
BEUFBHRE
GlobalProtect T8 %
BENER,

FERRERXITAIRE
T&RHIHE T A7 Windows & #&F1 macOS Plist 5% E , LABET GlobalProtect EREXN1TAKIEE,
x5 X% JEITNERENTAEE

AOMAERERENE | Windows &#&/macOS Plist Msiexec &

EigERE connect-method on-demand CONNECTMETHOD="on-demand | user-
| pre-logon | user-logon pre-logon | user-logon’ logon

GlobalProtect #Ef] | refresh-config-interval REFRESHCONFIGINTERVAL= 24

230 B & Rl T R R <hours> "<hours>”

CLENEINS

BRI ERT DNS
& ( f£ Windows )

flushdns yes | no FLUSHDNS="yes | no’ no

ks
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Windows & #&%/macOS Plist

Msiexec 28

Windows Z £ /1 /{x

wscautodetect yes | no WSCAUTODETECT="yes | no” no
(WSC) iREEE E %
M ENEE HIP R
( ¥ Windows )
BASEEENR ProxyMultipleAuto ProxyMultipleAuto no
I2 (£ Windows ) | Detection yes | no Detection="yes | no’
EHEHEZ Single | LogoutRemoveSSO yes | no LogoutRemoveSSO="yes | no’ yes
Sign-on ( R %
#%-SSO ) & (&
Windows )
Kerberos & 135 krb-auth-fail-fallback KRBAUTHFAILFALLBACK= ‘yes | no
FRMBRE AR yes | no no”
REHERE (&
Windows )
A SAML BE/ER | ( ) DEFAULTBROWSER= ‘yes | no’ no
=Ry
BT default-browser yes | no
EFEZBEIHEN | PasswordExpiryMessage PasswordExpiryMessage
(£ LDAP 5135 | <message> ““message>”
& )
AOPEERERE | PortalTimeout PORTALTIMEOUT= 5
(#®) <portaltimeout> "<portaltimeout>”
TCP E R AF ConnectTimeout CONNECTTIMEOUT= 5
(®) <connecttimeout> "<connecttimeout>”
TCP #EWOR BF ReceiveTimeout RECEIVETIMEOUT= 30
(®) <receivetimeout> "<receivetimeout>”
AFEIRBEMEIELE | certificate-store-lookup | CERTIFICATESTORELOOKUP= user
¥ user | machine | user and | "user | machine | user and and
machine | invalid machine | invalid" machine
SCEP BEE#BH | scep-certificate-renewal- | TiEH 7
(X&) period <renewalPeriod>
BARXANIPFEEEE | max-internal-gateway- MIGCA="<maxValue>" 0
RPN connection-attempts
<maxValue>
AFmBRERS ext-key-usage-oid-for- EXTCERTOID="<oidValue>" T iE A
BERAYHERT | client-cert <oidvalue>
(OID)
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Windows & #&%/macOS Plist

Msiexec 28

EREYRBES

WERE (F)

user-switch-tunnel-
rename-timeout
<renameTimeout>

TEA

EHE—ZA
( f£BR Windows )

use-sso yes | no

USESSO="yes | no"

yes

THEAOHEH
BEEREEETRRRA
A#8Yh 1P itk (=
ETHEE) .

portal <IPaddress>

PORTAL="<IPaddress>"

TiEA

FEAOMBUH
HER E B R
GlobalProtect
UEEREEA
HEENERE
GlobalProtect AR
Bk 28l , ERRE
VPN EE,

prelogon 1

PRELOGON="1"

£ R Windows/F
EAOE
MRS E B EE —
A (SSO) B HEfE
A , AT#gR1E SSO
KHEBRERTME
AEREEE.

can-prompt-user-
credential yes | no

CANPROMPTUSERCREDENTIAL=
nye s I nou

yes

£ R Windows/F
EAOMY

WEREEKE=S
FREIEMENEE
#& Windows & A
EEFBEE , B
HWREEREEN
Windows BIf&, *

wrap-cp-guid {third party
credential provider guid}

WRAPCPGUID="{guid value]”
FILTERNONGPCP=”yes | no”

no

{£FR Windows/7F
EAOBY
WERERRRE
wrap-cp-guid FY 8
NEBIE , AFFRT
R4/ Windows
BEAEEN , &
EhRERMAEN
EEteERE

filter-non-gpcp no

TEA

TEHA
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AR AEERE

Eb
TR

Windows Z A B H
Eo *

Windows & #&%/macOS Plist

Msiexec 28

&R Windows/7®
EAOMY

I E% E Al AR )
Windows % B8 ik
TREE P fuit,

ipv4>

ipvé>

reserved-ipv4 <reserved-

reserved-ipv6 <reserved-

RESERVEDIPV4="<reserved-
ipv4>”

RESERVEDIPV6="<reserved-
ipvé6>"

TEA

»  ER A Windows & &&=l Windows Installer (Msiexec) B
Windows i & L 175 0 B F2 R IR AL B #Y SSO H# &,

SR EER

TRERRA GlobalProtect , BV ERAT R NP ENER ZBRBIET

B

ENFESR  F2HR

WaEE, HRNELEREEANR

R ARAH , SN ATEEBRI SR E—pre-vpn-connect, post-vpn-connect 5 pre-vpn-disconnect—3 &

Windows & &&38 macOS pliste MNEZ VU HBRANMNFMLEE | BESBEIB Windows
BEERIEIB macOS Plist BB,

1B Msiexec ZPBIES
=R TEFTHES

REFREE

EHRMEBETR. B

O RERENERE Windows & #&/macOS Plist Msiexec 28
BT SREFIEENE command <parameterl> PREVPNCONNECTCOMMAND= TE A
W BREEEEE ﬁ%ﬂ'ﬂ?& <parameter2> [...] "<parameterl>
MZ28) . Windows %4 - <parameter2> [...]”"
N HLIEZIES command %userprofile f’fsaT:aTec::rf >CTCO D=
L! 2, $\vpn_script.bat c: p ”
test aser <parameter2> [...]
o Ea T HiE ma cO; 451 - PREVPNDISCONNECTCOMMAND=
gy TETER ' "<parameterl>
=, command $HOME/ <parameter2> [...]"
P
vpn_script.sh /Users/
test_user test_user
( ) EEBTHITNE REEEE | FAE PREVPNCONNECTCONTEXT= FRE
PR (FERAFERE . IRE "admin | user’
TEERNE , WO IERA
=47 POSTVPNCONNECTCONTEXT=
SRR R EET ) o "admin | user”
PREVPNDISCONNECTCONTEXT=
"admin | user”
( ) $§%E GlobalProtect | timeout <value> PREVPNCONNECTTIMEOUT= 0
EREASRGTHITH 45l - "<value>’
R, AR AEN (HE '
0-120). MEBHER | timeout 60 FOSTVENCONNECTTIMEODT=
RZBIRTHK , EAER
SRERERY P ENE
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AR REENERE

Windows & &&/macOS Plist

Msiexec 2

#%. O ( TEERME)
RAEXTEFRATH T,

BRER

PREVPNDISCONNECTTIMEOUT=
"<value>”’

N TEE
post-vpn-
connect,
( ) EEMT file <path file> PREVPNCONNECTFILE= TiE A
FRE R RS RAY SRR "<path file>”
ﬁ%ggi&%ﬁ%ﬁggg POSTVPNCONNECTFILE=
< o N 1 = Wi po:] ” . ”
RISEN BERTRE | “path_file>
RERNTEM, PREVPNDISCONNECTFILE=
"<path file>”
N TERES
£
( ) EERRER checksum <value> PREVPNCONNECTCHECKSUM= i A
FZ2EZHE R sha256 & "<yvalue>"
=i5, =E A
E*g; bﬁflPri IEEE}EEFH’EJ POSTVPNCONNECTCHECKSUM=
==] [ ” ”
REE W BANBEBR L <value>
B ENANEEMHET PREVPNDISCONNECTCHECKSUM
B | GlobalProtect FERZ ="<value>’
BEHITHS
) B TEZEHITH | error-msg <message> PREVPNCONNECTERRORMSG= THEA

(

RS AIEEMIRER
B, IEER M EBERE
RAR

S HABNE
51,024 &/
HEDH
ANSI 2T,

iR

error-msg Failed
executing pre-vpn-
connect action!

"<message>"

POSTVPNCONNECTERRORMSG=
"<message>"

PREVPNDISCONNECTERRORMSG
="<message>”

HEBEAENRE

Z Windows i 24

f£F Windows &85, Windows R, (Msiexec) A#% GlobalProtect B AR EEREZEABINER

Windows % 2.

e 7 Windows B #HHERERXEE

* 1% Msiexec BPENREREXRE

+ i&EB Windows B & BIESTE

s &R Msiexec BBIETTE

s 71 Windows B8P IHBE A THEMRRE

«  Windows i B E15 D P R B iR it B /Y SSO 2
« 3&EiB Windows & 8B 17 1 RS R RE A SSO

+ &I Windows &2 A 175 0 BB RERY SSO H#
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7£ Windows &gt B AR R E

R A] LAE GlobalProtect FEFTE R & — /B4R T GlobalProtect A O#BIL BT , £/ Windows B &% FEATE
NI EIE ZE Windows im B, A TRATRIZBEEA Windows &8 A Windows inE BT EARERER
Eo

BT A Windows &K EZ8E GlobalProtect ERARERXERES , BIBA LL /o 5F GlobalProtect
FERREX# Windows i B E4S EM Windows B85, EEEWLEREE | YETH
BEZE2MRPRAELEERE. EURBLZESMRA , BHATHERELEMEREEREN
RERE. WA, BALURERTREREHEHWEEAENEEEER,

STEP 1| £ Windows & # 2| GlobalProtect EARE X BHETRE.
BIRK Windows &8k ( EMSRTIFLHPE A regedit ) , RAEBE .

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings\

STEP 2 | FREA OBILETE,
MBEFRH—REMAEFHHAA QBB (EERYGER ) , BTLUEB Windows BT £ HE
A D@z,

1. £ Window E$&7 | i :

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\PanSetup
2. AE—T Portal ( A8 ) WFEE Modify ( 182X ) »
3. £ Value data ( EER ) MUBMAAOBLEERE , REE—T OK(EE ),

S
File Edit View Favorites Help
Khranos A || Name Type Data
:“m "‘;d'a a5 (Default) REG_SZ (value not set]
\cr.oso '_"]Portal REG_SZ gp.paloaltenetworks.com
Mozilla ‘.’.'c':|Pre\ogon
mozilla.or it Stri
X g. ‘_"1PruductCD Edit String 5}
MozillaPlugins ilﬂ
Nico Mak Computing ¥ Version Value name:
Nuance |F‘orla\
ODBC
OEM Value data
v | Palo Alte Networks
L GlobalProtect
: Cancel
oo ne
PanGP5
Paninstaller
PanM5Service
PanSetup
Settings
Traps
Partner
Policies
- Realtek
i | RegisteredApplications ¥
< > < >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\PanSetup

STEP 3| i B EREZBZE Windows Ui , ‘BIE GlobalProtect EFARERNAER S EZME—F A
(SSO)»

R 5] EEARE R EMUERESETLER Windows B#REN BB SHEEEE,
EBRRERAERAETA VPN LB AR, BAHEEY Windows ik E#1T deploy connect before
logon settings ( EE AR ERNDEER ) o

STEP 4 | f85F GlobalProtect FE TR 4 Windows i B EFMSE=H2FH , Itk —REMEEEFERE=
FERFBEM A AEF SSO,
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iEIB Windows & &R 1 1 BrS 5888 /Y SSO 8,

& Msiexec S EBEARENEZE

£ Windows i 3 , & A LUZEE Windows REFRRE R (Msiexec) £ T 5I5FEE B EEE GlobalProtect FEFA
ElHEAENRE

msiexec.exe /1 GlobalProtect.msi <SETTING>="<value>"

) Msiexec 2 —BAI#TREN , IRBTTREIREEM. EiHB E$1T Microsoft Windows
XP REHMNIEXERSR , CEDFTRTILACANFEREARES 8,191 AF T,

Msiexec €34l Bz

ELZHER T Z % GlobalProtect ( BEAENE )
msiexec.exe /i GlobalProtect.msi AERE A O @bt o
/quiet PORTAL="portal.acme.com’

L% GlobalProtect Y2 EVE BB WA , BHLLGER
msiexec.exe /i GlobalProtect.msi EZEZREAOMEI,
CANCONTINUEIFPORTALCERTINVALID="no"

MERTCHEEHERENTREE K BS2RE EARENHRE,
!\\ #R 7] LUEIB Windows ZE X B 1 1 a2 HY SSO

3EIB Windows Z$EEEBIESTE
BT LAEIB Windows E A BETIE S IBY Windows i EHHVEBE

BT LARRTE GlobalProtect ERARER , AU TEHREBNBITIESE  EVBEHNR , PENBEERA. &
EERESHLBTESE  SEZEH4OEEKEBENIESTE,

B FHAREERE | GlobalProtect BAREX A ERAEXR U IFENERF®R , UREERAEIPENERITH
TIEDH. EATHIERRZER Windows &85 Windows in 2 BT EARNRE.

S IRETIEEATLIBIESEBNEEIRE , ZiRE#IT GlobalProtect ERARER 2.3 MEHH
MRS,

STEP 1| #TB8 Windows &8 , # % GlobalProtect B BET:%E-

BT EHLEYTEDBAER , BRI Windows 28 ( KW TR TTEA regedit ) WHIE TSR
Bz — (EARAIR P ENEMRAT )

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings\pre-
vpn-connect

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings\post-
vpn-connect

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings\pre-
vpn-disconnect
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»  WR SRR Settings (FRE ) £|A , BEB AR —T Settings ( FRE ) WIEE
L New ( $7 ) >Key ( £88 ) KBV 8,

STEP 2 | BRE I ZEA command HFTFHE , B GlobalProtect EARERX UAHMITIETTE.

HEEENHAEREES LR EERELHTHREETH (I REEEETRNERSH ) .

1. W1R command FEFFE , BIFERE ( AELIEZ—T pre-vpn-connect, post-vpn-connect,
= pre-vpn-disconnect &8 , BE New ( 718 ) > String Value ( F£EH ) , AREEBEA
command )

2. A#IE—T command MIEE Modify (182X ) .

3. ®i A GlobalProtect EABENETHHSRIESTH. Hiln :

%$userprofile%\pre_vpn_connect.bat c:test user

ﬂ’Registry Editor = B ES
File Edit View Favorites Help
DrvCtrl “ || Name Type Data
PanGPs at|(Default)  REG_SZ (value not set)
Panlnstaller E_chammand REG_SZ
PanMSService .
PanSetup Edit String ﬁ
4 Settings
pre-vpn-connect Value name:
post-vpn-connect || || comman d
re-vpn-disconnect
Traps P P 3 Value data:
TrapsDumpAnalyzer %userprofile®\pre_vpn_connectbat c: test_user
Policies ‘ ok | [ Cancel
Realtek
RegisteredApplications -~ ||
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings\pre-vpn-connect

STEP 3| ( ) REREARDTIERKER.

BURMBHEHEFTRRHEYEE , 88 context, timeout, file, checksum B error-msg., M%FH

Ht&ER , F2E T EFEARENRE,

%18 Msiexec S EBERE T

1£ Windows iw B E |, BT LAEH Windows R 23 (Msiexec) S B HTE B B)ETH GlobalProtect FE
AEX, EAEARENESE (FB2RVEEAENEE ). EEHTIIRE  BEATHEL

msiexec.exe /i GlobalProtect.msi <SETTING>="<value>"

» Msiexec 2—EA#TREN , IRGPTLERBREER. ERHKLHBIT Microsoft Windows
l XP HZEHEA , BEGSRTLUEANFTFEREAREA 8,191 BF .

RHAZEANEGRFEAND ST, BRREH (NEAEREEEY )  URFMERE
SRR, NMRERDTTATHRER | KRS EEERAEHERERF.

il EERFATREERUPENERSANESE , BT ERRT S HIEUFES
g6l : A Msiexec EEEREHFZHHTHIETT
HRAUERYE LWESTE  FRILE,

\, ! U4
-u@—
/ N
]
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msiexec.exe /i GlobalProtect.msi
PREVPNCONNECTCOMMAND="%userprofile%\pre vpn connect.bat c: test user"
PREVPNCONNECTCONTEXT="user"

PREVPNCONNECTTIMEQUT="60"
PREVPNCONNECTFILE="C:\Users\test user\pre vpn connect.bat"
PREVPNCONNECTCHECKSUM="a48ad33695a44de887bba8f2£3174£fd8fb01a46al9e3ec9078b011
8647ccf599"

PREVPNCONNECTERRORMSG="Failed executing pre-vpn-connect action."

NBRERHEERENEREE | BSMATEAERRE,
§55I : R Msiexec SEEEEEA N BT FHHEE 2 MATHESTE
Q R TR R RIS STE | ERILE,

msiexec.exe /i GlobalProtect.msi
PREVPNCONNECTCOMMAND="%userprofile%\pre vpn connect.bat c: test user"
PREVPNCONNECTCONTEXT="user"

PREVPNCONNECTTIMEOUT="60"
PREVPNCONNECTFILE="C:\Users\test user\pre vpn connect.bat"
PREVPNCONNECTCHECKSUM="a48ad33695a44de887bba8f2£3174fd8fb01a46al9e3ec9078b011
8647ccf599"

PREVPNCONNECTERRORMSG="Failed executing pre-vpn-connect action."
POSTVPNCONNECTCOMMAND="c:\users\test user\post vpn connect.bat c: test user"
POSTVPNCONNECTCONTEXT="admin"
POSTVPNCONNECTFILE="%userprofile%\post vpn connect.bat"
POSTVPNCONNECTCHECKSUM="b48ad33695a44de887bba8f2£3174£fd8fb01a46al9%3ec9078b011
8647ccf598"

POSTVPNCONNECTERRORMSG="Failed executing post-vpn-connect action."
PREVPNDISCONNECTCOMMAND="%userprofile%\pre vpn disconnect.bat c: test user"
PREVPNDISCONNECTCONTEXT="admin"

PREVPNDISCONNECTTIMEOUT="0"
PREVPNDISCONNECTFILE="C:\Users\test user\pre vpn disconnect.bat"
PREVPNDISCONNECTCHECKSUM="c48ad33695a44de887bba8f2f3174£fd8£fb01a46al9%e3ec9078b0
118647ccf597"

PREVPNDISCONNECTERRORMSG="Failed executing pre-vpn-disconnect action."

MERERERARENTRERE  FE2HEEFEAELRE,

£ Windows & g% F #0382 A BIHERRRE

EESKREAERAMEA Windows 82 A VPN |, B AREE |, S8 Windows 10 232 T& AR
B, BRIE. GlobalProtect FEATEN REEX BB RRENE 8% 288 — Ko

z£ BERRXE TBEAESR M TREEAL UK TREREARRESE ERFGE,

STEP 1| R LA E Windows in ¥ LREZH SR,

BAERKRERE Windows 3 EBF Windows B8 , THEA TBAGNER) . B HEBHEEE
TR, RFDHEELER,
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+ NETE PanGPS.exe F #7118 PanPlapProvider M PanPlapProvider.dll MIEEH (C:
\Program Files\Palo Alto Networks\GlobalProtect), SBEHALTEZE , LEEBEFSH
1T -registerplap ¥ :

PanGPS.exe -registerplap

+  HIZEF PanGPS.exe R HUEFEM PanPlapProvider M PanPlapProvider.dll BI&#& (c:
\Program Files\Palo Alto Networks\GlobalProtect), isfEALUTEZL , LEBES D H
{T-unregisterplap @¥® :

PanGPS.exe -unregisterplap

MEFBHHEBHEER , FBHR Windows B#EiRESR , Y EGTRRIFTHEA regedit,

f AR CLSID ERIK,

1. # Windows & & , Bl HKEY CLASSES ROOT\CLSID\{20A29589-E76A-488B-
A520-63582302A285}

LA @=PanPlapProvider #& X #1#¥ panPlapProvider {Ho

2. 1 Windows B &9 , B HKEY CLASSES ROOT\CLSID\{20A29589-E76A-488B-
A520-63582302A285}\InprocServer32@="PanPlapProvider.dl1l",

HE52 ThreadingModel ER &% 4 Apartment, E=TEKXE,

3. 1& Windows &# |, BIff HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows
\CurrentVersion\Authentication\PLAP Providers\{20A29589-E76A-488B-
A520-63582302A285}@="PanPlapProvider",

LA @=PanPlapProvider #& X #1#¥ panPlapProvider {Ho
STEP 2| ( ) REEERNEAAOBHB AU E B,

t\‘ MBERE , BAMESMEER Windows B8R FERA QM@ R % 8
( HKEY LOCAL MACHINE\SOFTWARE\PaloAlto Networks\GlobalProtect
\PanSetup M&HWAOME ),

BAEBREKKEAE Windows Ihd ENEHER  MREBZEADMBUE THXBFETERNEAIN
OB RER. SUFEKSEAAQBEMUREE. BEERKREAE Windows iHE L E#F
Windows &8 , FREERA QMU A,

BB Windows & &fREEes , Y EGTRRFLHE A regedit,
1. 7 Windows & #9 , £ HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect NI CBL EFIK,

2. 1 Windows B &9 , B4 HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect\CBL,

3. ZH Edit ( #R%E ) > New ( #2 ) > String Value ( Z£{H ) , ALEHMENSEA QOMAGE L B8
HB,
BAKESEBERIEES Portall, Portal2, Portal3, Portald # Portal5, &{E1EB # 28K,

4. LBEBRARE—T AOM@iEE&E , ARBZE Modify (188 )

5. 7£ Value Data ( fEE ¥} ) ML+ # A GlobalProtect A QMK IP it HNEZHE , REBIE—T OK (&
E)o

6. SHEEEFIENESEA DML , EESE 3 M4,

STEP 3| ( ) BRERERNA ORI RERE,
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B BEBRRERE Windows %% E# 5 Windows &8 , FREEE R A QMMM u AR,
BB Windows B #&imiEES | WD TR RETHE A regedit.

1. 7 Windows &89 , £ HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect NI CBL EFIK,

2. 1& Windows &#M |, 84 HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect\CBL,

3. #HY Edit ( #®¥8 ) > New ( #Z ) > String Value ( % {H ) , & AlwaysShowPortal I &8 1EH .

4. 7E Value data (B3R ) MTHSEBAR yes (R ) , REZ—T OK (BE ) .
£ BRERE  NRETHT —EAODEE , BANESRTEERA D@L R E,

STEP 4| ( ) BRXEREREATNAEERRE,
BB RKEAE Windows ii 2 E#F Windows &% , TERA S EFRF.
BB Windows B #k#REEES , WHEB TRRFITHE A regedit,

1. 7 Windows & #&9 , £ HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect NEI CBL BRI,

2. 1& Windows &#M |, #1#f HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect\CBL,

3. #HY Edit ( #®%5 ) > New ( 2 ) > String Value ( #&£{8 ) , A UseSmartCard By 24%18H

4. £ Value data ( HEHR ) MUK EBRA K yes (B) , RER—T OK (HE ),

STEP 5| BB imH o
ZEEHREIRE , FHEME PLAP MR ARERBTHSREN.

STEP ¢ | HERRAHRE,
£ Windows B &P TRE®R , UREMFE AR GlobalProtect™ FEARR 5.2 FIA X ENZ ARELR |
ERERIAN
- FHEEFRFEITEANES
A SAML Ba 1T B A BIEAR
FRERAERR/ ZERFETEATER

Windows im 3 EH D B e et &R SSO HE

£ Windows 7 i 2 | GlobalProtect FE 2\ F B Microsoft FRH R ERBLUTEE—F A (SS0), &
i@ SSO , GlobalProtect 52 & 1Rt & £ 8 Windows RAEFRRIRME | # GlobalProtect £/ Windows & A2
# , BRI NERZE GlobalProtect A QMBI MEIE, o, T—IXBAR , 1R Windows 10 EHEH
ZIEBHNEBEERSERNG , SSO HEMEEF A GlobalProtect 52 IR & E#H Active Directory (AD)

.
ERE EEEEREMIGIEEREEIEMER | GlobalProtect SRR IR E S EZWEMFEAEN Windows B A

0%, HIk , GlobalProtect #5 £ 5% B B E R E GlobalProtect A D43 HEARIE, MR SSO kB, B LA B
W hREREIRME | WERE GlobalProtect BN LA EELH HEERE |, BEAZEMEA Windows
B AEH A INERF S Windows. GlobalProtect Mt W B RHIEME,

HE |, BALLERE Windows BROZIZABE : —ARASHIBERIEMRE  Z—EAREE
Windows & A, EE M REFREEFIETEAR GlobalProtect I E M IhEEE | SEEE M,

N WREREE GlobalProtect FRFE IR E & Windows iR BEBER , AIEB TR TP T
GlobalProtectPanGPS.exe -ufps,
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fE A Windows & $&3% Windows Installer (msiexec) 2 FF GlobalProtect & 15 1 M FG AR 5%

« JEIB Windows Z &k A 5 0 M R F8 By SSO H g
« JEIB Windows ZEE B D P ERE Y SSO FH#E

W RS R At E (CP) #9 GlobalProtect SSO HEEURMH L MiE CP BRE. ERELE
MT , MR HEE CP BT A GlobalProtect F{Zh#f#¢H CP |, GlobalProtect SSO

HETREZIEEER,

ZEiB Windows & &k A thh D M e RE B SSO &k
£ Windows Z g £ F T 5B 7] fAFF SSO #& Windows 7 Ui B b 5 88 17 0 B 32 3%

STEP 1| BB Windows &8k , AER I EEH RN D KRB RAE L EME—FBIHS (GUID),
1. B BRTYP , A regedit TR B Windows & #kimEEES.
2. BIET5] Windows B8 B B oI R RNRRIRMEFE .

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\ CurrentVersion
\Authentication\Credential Providerso,

3. BREHKRFFRHEN GUID £ (GUD HMAIZEFEAEN —( 2} ) .

4. CurrentVersion + || Name Type Data
> i App Management ab] (Default) REG_SZ GenericProvider
>+ . App Paths

> Applets

w1 Audio

4 || Authentication

b Credential Provider Filters

4| Credential Providers

| {25CA8579-1BD8-469c-BIFC-6ACA5A161C18)
{25CBB996-92ED-457e-B2BC-4774084BD562}
{3ddbbec)-8193-4ffe-ae25-e08e39ead063 }
{503739d0-4 c5e-4cfd-b3ba-d381334f0df2}

. {6f45dcle-5384-457a-bcl13-2cd81b0d28 ed}

| {Bbf3a%10-a8ff-457f-999f-a5cal0b4a885}

| {945967e-3744-41 ce-893e-bbf09122176a}

. {ACSAC249-E820-4343-A65B-377AC634DC09}
i | {e74e5Th0-6c6d-44d5-Ocda-Fb2df5ed7435)

STEP 2 | &8 wrap-cp-quid X EHIE E GlobalProtect &8k , REAAE = F MR iRt ER SSO
HE,
1. BIfET % Windows & & i@

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\ GlobalProtect:

Q’ Registry Editor

File Edit View Favorites Help
4. Palo Alto Networks
> 1}, GlobalProtect

>~ | Traps

Computer\HKEY_LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect

2. H#3Z— T GlobalProtect EXI% |, A%iZH New ( #7 ) > String Value ( F&E ) LUFEHFHNFH
& :
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Q’ Registry Editor

File Edit View Favorites Help
4 Palo Alto Networks
GlahalPratert
Tra Expand ]
Tra New 4 Key
Policig Find... String Value
Rea!te Delete Binary Value
Regist 5
SHARI Rename DWORD (32-bit) Value
Sonic S QWORD (64-bit) Value
SRS La FeTeEie Multi-String Value
Symar] Expandable String Value
Thinpr Copy Key Name
Computer\HKEY_LOCAL_ MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect

E%E T % String Value ( 21 ) #{v :

+ & : wrap-cp-quid
+ {EEH® : {<third-party credential provider GUID>}

Q ¥ Value data ( BE R ) #AL , L@ AK GUID BEXERAKRFEIMIEE : (and },

LR & Value data (EE# ) MU P B IHDBRERERERME GUID #H)

{A1DA9BCC-9720-4921-8373-A8EC5D48450F}

HAFEY String Value ( £&E{8 ) , wrap-cp-quid EHERAFEEN Name ( B ) , GUID 28
R Value Data (EEH ) »

MName Type Data
ab| wrap-cp-guid REG_SZ {A1DASBCC-9720-4921-8373-ABEC5D48450F}

STEP 3| T RAVLER

« FBHRE 6 TEZRAZHLUERAERRELEN Windows EABE, EFAER—TEE , 13
BE Windows BREEARGGE , RE—B ASEAER Windows, GlobalProtect #1# 0 R 58 7% 12

HEHEITRE.

. ) MREREBEZAEA LLBERSEERZ (Sl , F4E Windows BEIZEEH H AR EIREE
WEE )  BREETSE 4,

I ) MREREAGFHEREERERIBREESE  FEELETSE S,

I ) MRERERBZIAEARE G IMERFREEEE  BREETSE 6

STEP 4] ( ) RFFHEREEARHERE BRI MERERAEER.

#7318 58 — {@ String Value ( %8 ) , 2 Name ( €% ) A filter-non-gpcp , RE B FHM Value
data (EEH ) B A no :

ab] wrap-cp-guid REG_SZ {A1DASBCC-9720-4921-8373-ASEC5D48450F}
ab|filter-non-gpcp  REG_SZ no

S F R EHIEE GlobalProtect XE# , 87 Windows EASHHFEAELSEMERAIZEE : R4EW
Windows EIfZE2 7 11 ks 50 i 1R 14t %E’Jl’%’eo

STEPS | REAERAEEHERARREAE,

1. PR Windows &8 , MR I EEREEARRRRRAEN B IBEERERERL SRR
(GUID),

1. HBTERTRHP , WA regedit R LB Windows E & iREES,
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2. BIET 3 Windows B8/ ELURIR B BT R RMRBREEFE

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\ CurrentVersion
\Authentication\Credential Providers,

3. BRDBEEENTEGUID €8 (GUD WRAIZEEATEN —( B, ),
2. BIRA A EHE R A RE RS L A i BT Rt &,

1. W PRTRTP , 8 gpedit.msc R ABRBAHEE AR ARELS,

2. iZH Computer Configuration ( Ef&#H%E ) > Administrative Templates ( EE& A& ) >
System ( &#£ ) > Logon ( B A ),

3. f£ Setting ( 3%7E ) T , ™M | Assign a default credential provider ( {5 ETEFRERH IR E ) LB
BUEEFARRIERMERE,

4. #RBAIFRES Enabled ( EBA ) -

£ Assign the following credential provider as the default credential provider ( 157 T %53 & 2 i

EEAERFTERMEE ) T, WMAFRERMEEN GUID ( E# Windows B#HEHR ) .

6. H—T Apply (EA ) , REBEZ—T OK (T ) URFEE,

STEP 6| ( ) # Windows & A EH BRI LB ERE R EEE,
1. FARX Windows &% , LR B R ERBREN G I AR IR IRMEH 25— BI5 (GUID),

1. RBDVETRF , WA regedit MR LABR Windows & #&iwmEEaT.
2. BIET5) Windows B8 BUMIE E I T RNARIRMEFE .

HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\Windows\ CurrentVersion
\Authentication\Credential Providerso,

3. BEHFERRHREREENTEGUID £ (GUID WRAIZSREAEIN —( By ),
2. BARAM IR R RlAREE BT LA R I RS IRt &

1. MHTERRD , BA gpedit.msc an R AR A E R AR,

2. JZHY Computer Configuration ( Ef&#HAE ) > Administrative Templates ( EXE& 4 ) >
System ( Rk ) > Logon ( EA ),

3. 1£ Setting ( %€ ) T , WM T Exclude credential providers ( BERRER IR E ) LA RUBERRERE
RHUERE,

4. #IRBAIFREA Enabled ( EBA ) -

5. 7£ Exclude the following credential providers ( HEBR FPIFRFIBME ) T , MAFMERERFTIRM
&K GUID ( B Windows Z#&ER ) ,

b

zﬁ EERBEZERFRME  FUERSBEE GUID,
6. B—T Apply (ER ) , REE—T OK (E ) UARFEE,
STEP7 | ERIENEE,
—BE2F5NK , FETREBENRBUEZSELEN.

ZEiB Windows % £12 0 RUA 15 0 BRI R R8 /Y SSO 4

£ Windows Z 2R (Msiexec) A T HIiRIE A /o FF SSO £ Windows 7 U2 E E 82 1 h i s s iR it
&,

HEBHEEHRR , WEFAEEAREEAEERREEE, FRAEUE-—TEE , REFE
BAEE4LE Windows AEE AR, BBE—ZEA , FHE LY Windows, GlobalProtect &
BB EREREEETRE,

& Windows Z# 23 (Msiexec) EH T 5IFE3
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msiexec.exe /i GlobalProtect.msi WRAPCPGUID="{guid value}”’ FILTERNONGPCP="yes”

ELREEES | FILTERNONGPCP ZE 2 A A MEREFZELEARKWIRE  EHAEFEHEGL

B
MBFAEEEFRAEEMBIER B OEEREEA |, 5% Windows ZHERER (Msiexec) EH
THEE -

msiexec.exe /i GlobalProtect.msi WRAPCPGUID="{guid value}’
FILTERNONGPCP="no”

£ ERFEES |, FILTERNONGPCP 2B 2 ZHI I MERR[RHENEAEE , BEHEERELE
B HWBEERA no’s BHARRF , EFEAEZEA Windows 5B | S%EAEBRELE Windows
EEG HBERERREEEE,

HPBERARENIREZE macOS in B
£/ macOS 235 Plist ( BMBE ) R IT GlobalProtect EARR BT RERIFBIESTEE macOS i
L

» 7£ macOS Plist FZfBEARENRE
o %EIB macOS Plist S BIEHE

£ macOS Plist A E B EARENRE

B E] LATE macOS 213 Plist ( B4/EE ) S8R ERE GlobalProtect BRI BETE. ERRAE
GlobalProtect FEFARR KR EVNELREE GlobalProtect A O #8352 RIS HEPEE macOS B,

£ macOS Bk |, Plist R /Library/Preferences B ~/Library/Preferences o Bk
B (~) RRUBMNABRIERAENEER KA, macOS iimE LM GlobalProtect BN SRERRE
GlobalProtect Plist 28 E. MRZ{IERE Plist , GlobalProtect EARRE ~/Library/Preferences
F#EE Plist 57E,

BRT A macOS Plist #F2 GlobalProtect FEREREES , BB A LL A 5F GlobalProtect
FEARX iR BRERER macOS Plist §FA, EEEANEZRER , UKTHEEREMER
R BELL SR, BARBLZL2MRA , TR ELAMERBHREN KA RE. 1t
S, BEULRERTRERER M EEAEREREER,

STEP 1| $TB8 GlobalProtect Plist #2328 , # % GlobalProtect FERZX BFT &% E-

8 Xcode SEX plist fmEEETIRITHH plist FEF -

/Library/Preferences/com.paloaltonetworks.GlobalProtect.settings.plist

REENE

/Palo Alto Networks/GlobalProtect/Settings

MR settings FEAFE , AIEY —E, SEEBEHNEE settings (

STEP2 | REAAMBUEE R,

MBEFEE-—MREAEFEWAA QMU ( BIERYRER ) |, BAILUER Plist BAIBBA OB
fitit, £ PanSetup FHH | FXE Portal WIEH,

RE ) FHERERFH,
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STEP 3 | i BEREZPEBZE macOS imE , ‘2FE GlobalProtect FEAREXNMEE S %,
WMETETEARREZE , EFEAER macOS plist SXREX TEMITEBEFE,
i#EiB macOS Plist FEIETHE
EEAEERELLEE GlobalProtect Bi&E R |, GlobalProtect FERRERE T H X ERE I 7 GlobalProtect

macOS BHERRA (plist) RFEARARE. BRTEEERABEAREN , BTUETIIERTER Plist R
HEESH  BUBENR , APEBEERZE, ER T ITERRZEB Plist B3FHESHE macOS i

BT ERAT LI BE S macOS plist 3RE , ik BT GlobalProtect FEFHER 2.3
MEHFAIRA,
STEP 1] ( ) BEERREREL. BRI LABS Ik OS & plist £ A RE
RFEEE.

EEBERTAERMEFZERE , 5B macOS KRIFHIT killall cfprefsd BT,
STEP 2 | T B GlobalProtect plist #£3 , AR KB HE I EER R P EHERE MBI GlobalProtect F
B, T LU IR ER FHEASRE GlobalProtect EARRNBITESBHE™,

5 Xcode & plist fmEEEFIRITRA plist =R (/Library/Preferences/
com.paloaltonetworks.GlobalProtect.settings.plist) REFETIFHRUEBEZ —

/PaloAlto Networks/GlobalProtect/Settings/pre-vpn-connect
/Palo Alto Networks/GlobalProtect/Settings/post-vpn-connect
* /Palo Alto Networks/GlobalProtect/Settings/pre-vpn-disconnect

IR Settings FHEREFE , BB —@E, A% , £ Settings F , AEEEHITIELH
NEHEL —EF,
STEP3 | BEBE N B A command I FE , ZF; GlobalProtect EARENEHITIERH.
HEEENERSZSEEA RS LHTNGSNHEESE (ZEEEEESTBNSH ).
MR command FEFFE , MEETFHWIERE Value (B ) BUANESHENSE, flw

$HOME\pre_vpn_connect .sh
/Users/username username

zz XERREH,

o REFLER , AR THEETBRER,
A\

STEP 4| ( ) IREGCHBNEMRE  SFEESRR. EFHREE. HAERNENRSE
WBE , ARG TRERDUTRERNERAL.

B HEH plist AW HEAMF S ( context, timeout, file, checksum M/ error-msg ) WEHA
HYEE, WEHMGEN  F2R e EAENEE

STEPS | RERERABE plist B,
f#71Z plisto
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GlobalProtect £ Fiw VPN

GlobalProtect B Fis VPN 2aE R{%¥ Web EARERNEHZ N ERER. FAETHRE
B SSL THEERY Web BIERBESRLEFERNEE , M AL RE GlobalProtect %i8, EERFEAR
GEBHEIIMEEIMAEARIFIER , AREZLHHARSEENEE (BEAAR
) B, WLIEEMEEER. B LERE GlobalProtect A M8 uk % B M SR {2 L ¥ LA A & BA
AEBREAERN Web EAERXMNER , YA SAML BAAZEARRANE -2 A, TiE
BRMUNEFRRP UL EA PR VPN E1TREREH#BERE,

EH Fis VPN i Z
BRI

REZMAF R VPN

A Fiw VPN # TR PR

>
>
>
>
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A Fum VPN B2

B 5 E GlobalProtect £ Fis VPN |, Ris{E A Z BN H Web BIE 25 %= A £ GlobalProtect portal A0

M, WEERMAERERERITH Web BRER., RIBERAENERERHE , BUNURCEAEFIHERE
RANERAERE  IJEAFZB@ABTNERAER URL , REEENN L TRAEN,

FRAEZAZTAOMLE  TUEECRTHNEAERNER , BFEHMMEFERNERAREN., EaLUE
A GlobalProtect AO#3 EFERMNEAERIAEXEER , RALCNCEEVHITXEER,

paloalto GLOBALPROTECT @ Application URLv & GlobalProtect Agent & Username

box O & ¥

Box Office 365 OneDrive Google Dropbox
& SharePoint

O e yz

Salesforce GitHub Yammer No App lcon

3 AP VPN NWEREAZRER
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RAELMEERATHERMAODBLZERER , ILEEEIE GlobalProtect EARX TEHEEMNER. BE
% , FFA & LLRE Application URL ( EFF2= URL ) , & A URL 2REXENEESN. REITHILN T Web FE

RAER,

BEAFRE—E Web FEARES ( XEAMHRBITRARINFIE) K MIARKERAEFICSRTNER
BARH , IEERAEREAR  ZXEAEANS BB . MRERKRE GlobalProtect #M Fifs VPN , £
REBAZAOMEE , KEEREAEXEB THER.

IBTEFRTE GlobalProtect A Fiis VPN B | EEZ MR B LFFHE GlobalProtect iIn B EZ M [Eig ( B2%E
HERAEXEERMERD GlobalProtect A O#BM4EIHE ) HIRE , I LFFHE GlobalProtect A EIHER S
HEY (EPEBEAENARS ) UMEAEAERNRE, FAEENZEMEFER , SRFIHLEFERAER
BEREFEACSRITHERARES,

Security policy for accessing Security policy for accessing
the GlobalProtect portal published web applications
(usually user-id based)

GlobalProtect Users GlobalProtect Portal Application Servers

Clientless VPN processing
(rewriting)
Untrust Zone SSLVPN Zone Trust Zone
4: R Fis VPN BRI Z 2 4R A
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X BB B

IS IE T LA GlobalProtect A QMR EAY — k¥ Web EARENIBEHZ2NEREFER, NEHERS
B ERESERFNBERHEIRERFG VPN EARER  BfEcHiEHTMHAEEREFEA,

/

R Web BABRAKRMAZZIE

3F Web fEARE |, Hlan SSH, FTP, SMTP, EixKREBEAHE (RDP) MEMt

HTTP 2.0

Ik UTF-8 {mi%

IPv6 Zp=

HTTP REYZEXR 5 , fitn NT LAN EE S (NTLM) BE

Javascript ES6

TEEFREER , {8 HTML, Javascript f1 CSS ( fl#n Flash, Java Applet, Microsoft
Silverlight, PDF, XML R At ) BRHL

HAbF M ( 5120 Microsoft Sliverlight 2 XML/XSLT )

AR ( Hla0 Accept-Encoding : gzip, defalte, br)

XERAE

Web FE AR BT « HTML

HTML5
*  HTML5-Web-Sockets
+ Javascript ES5 SE R HIARA
+ RDP, VNC = SSH

ER S ESEE (VD) FMEEH (VM) IRE |, Hlin Citrix XenApp 1
XenDesktop 2 VMWare Horizon #l Vcenter , Z#Ei%EiB HTML5 #1748
FH, BUEBRSEA SR VPN #RDP, VNC = SSH EREEL#EE K 8F
PN OR el TS b

« EFEEY HTMLS SERFis VPN XEMNE M Web FEFRRE R HATHY 244
TENRESD | SOEBERAF# VPN 8 HOBLink 3 Thinfinity Z1#%h
ST RDP,

+ Adobe Flash— R EH Fix VPN , BIES mJi2 45/ Adobe Flash, Microsoft
Word X # 2k Adobe PDF AR, 1BR , A Fik VPN L EE Adobe
Flash., Microsoft Word 3Z#5; Adobe PDF 1y HTML URL SRiE#E , &
EREERS,

ERRR

Windows
macOS
iOS

* Android

+ Chrome
Linux

X EWNBER

Chrome

Edge
* Internet Explorer
« Safari
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R E A Fum VPN

EERTE GlobalProtect £ F i VPN :

STEP 1| FRZHl

% GlobalProtect A AL 1EH HEA Fim VPN BB X £ 2% GlobalProtect 5TH., E208 B@E
REFETE.

RZHZFHH GlobalProtect A Fix VPN BIREEH ( BRLEANFTHTEEN ) UBLZEFHEARAR
EHREHRE. BENREHCER |, 18185 GlobalProtect A Fiit VPN ZRBHRNBEH,

¥ GlobalProtect Clientless VPN Last checked: 2016/11/09 17:03:03 PST  Schedule: Every hour (Download and Install)
58-11 panup-all-gp-58-11.candidate GlobalProtectCli... Full 75KB 2016/11/07 18:57:21 PST v
58-10 panup-all-gp-58-10.candidate GlobalProtectCli... Full 74 KB 2016/10/25 17:51:17 PDT ¥ previously

BEMER , ARFHEAF K VPN B GlobalProtect A O #33558E 2 /A — 18 FQDN, FEHAEE
PAN-OS Web M EHEH FQDN,
TEREXE SSL E B ( TCP E2E 443 ) L£H GlobalProtect A O, TXEBIFTEREEIE,

STEP 2 | % E £ GlobalProtect #F Fif VPN Bl AN ERRER, EFEAEEA (ERAEXXER
[ ) B , GlobalProtect AOBUESEFAEEERNERERN LA ELEERAER,
1. JZH Network ( #8% ) > GlobalProtect > Clientless Apps ( R FiREARR ) It Add ( 718 ) —
RLZEEAREN. HRESEERAER  BEETIRE :

Name ( 2% ) —EARIXNHERALER (&2 31BFT ). BEBESKIE , BEXERHE—,
REFATE. BF. =K. EFHRERRE.
Location (L& ) (#HHZEERARHKEXNTHBAME ) —AIREERFEAEAFiG VPN AR
N EE R (vsys)o SFHURERZEERIFEER THB AR | Location (L& ) BT EHE
To
Application Home URL ( EATEX &5 E URL ) —FEAREXFIEHN URL ( &= 4095 B=FT ) .
Application Description ( ERTENREA ) ( ) —FERRXWRE (JZZ 255 EFRT )
Application Icon ( EARERXER ) ( ) —ZETRARBITHERAEXEE LB ERR
Ho BT RHEU LHE TR

2. B— T OK (HE ),

STEP 3| ( ) B BHEREE Web ERRERE,

MRGEEESERAEIES  IBRBEEAEHERMFZIE K ERFREAERXFEAMEER. 4
W, GEA BB U BEARARNTEERNFARERARER,

1. JZH Network ( #8% ) > GlobalProtect > Clientless App Groups ( &M Fif FE A2 X B
). Add ( ¥118 ) FHEAFiw VPN ERRXEA , YIRETHIRE :

Name ( 27 ) —BARXFANEIEER (KRS 31 EFR ). EBES KIS , BE4ARK
— FREEAFR. BF. =28, EFRERIR.

Location (V& ) (#HHWSEERRMEXTH AR ) —TUEHDEAEMFiR VPN BRAE
AW EFRRE (vsys)o HBWRERSEERAFEXN TN | Location (LE ) MuUTSHE

o
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2. 1£ Applications ( EAER ) BB+ , SEAREX Add (#18 ) EHE. BULRBEENERFR
VPN FEF2;BEE FIRE , Sl EZE New Clientless App ( TN ER FigARER ).
3. E_—FOK(EEE)O

STEP 4 | %% GlobalProtect A O35 LR M ER Fik VPN IR,

1. 3ZEY Network ( #83% ) > GlobalProtect > Portals ( AO#8Y ) , RZZEIREM A OBIGERES
Add ( #7138 ) A O, B2/ 55E GlobalProtect A DL FEUE .
2. 7£ Authentication ( 383 ) BEE+F , B .

( ) BEAF VPN B EENAFIRRE, LB RT |, 2E Browser ( BIE2E ) #A
Client Authentication ( Fi F B3 ) B OS (EERMK ) -
FERRENAFIRRE,
3. £ Clientless ( A Fif ) > General ( —f% ) T , ZEHX Clientless VPN ( A Fim VPN ) REA A
AR , WHET THIERE -

HHHEHEHEARXEEEMM GlobalProtect A D #8Y4 |, $§E Hostname ( T# & ) (IP fritsh
FQDN ), WEHMEBAREFREEARER URL, NEEHRE URL WFREN  FSRSHR
8,

IR IEAE A BRI U EFE (NAT) Ri2{# GlobalProtect A QALK ZEVE |, BIERE A K
L IP {71t = FODN AARFS ( fEH A ) GlobalProtect A O#IEHY NAT IP ik ( A
IP st ) , RAMEHEELEBFTHERIE L/7H GlobalProtect A O#YL |, FTUATE
NAT Z BIHVEZIR M E R TCP E#EIE 443,

« IBJE Security Zone ( R£ MR ) ., LEFBIERAHABNEAERRN BN RENRRED. ¥t
EFFEAEXESMERNLTSMRA  TREFRERFRNVERARER,
iZHY DNS Proxy {a] iR 8528 3% € New DNS Proxy ( #7#J DNS Proxy ) » GlobalProtect &£ it
Proxy REMTEAREN LB, FSE DNS Proxy ¥,
Login Lifetime ( 2 AZHEEBE ) —I8EEAF ik VPN TERBREMNFERE LR (NERD
$#), TERBNRE—BA 3N, NEBEEAR 1 E 24 ; 2EHEEA 60 F 1,440, TR
BHBH% K FRENXEEFREBLREBFOERFE VPN TERE.
Inactivity Timeout ( FESEENRAEF ) — 5 EEAFlx VPN TERRAULIEENEERE (DMERD
), BEEREF—MA 30 9E, NMNEBEEA 1-24 ; PEHEES 5-1440, WREEENEF
BREACHEASIDE , FAENXEENRIBLREBFAERFR VPN TERE,
Max User ( RAERAER ) —EETRBEEAZTAOBENRSHEAEAR,. NEREEHE
AlgBEARYRE., IRFRHBERY , AIGRRBEA SO BFEAE, EERFEREHE LR
B, HtEAF iR VPN EREREZEATAOML,

STEPS | i fEREREAERENEERAER.

I E R BIGE A E R FEBHE , BESE GlobalProtect £ Fif VPN TR B LR AR,

GlobalProtect AQBMEFEABEENFERE/FAERERE , FATELHEREEERFTHERN
GlobalProtect M Fim VPN A&, RAAOMRESRFEERMARSKTEE , MREHEZER
E , BAERRELREHFER  WHEEFMENEAER. ADWPBRERIFSEE , 2548
Bk EERELS GlobalProtect A Fi% VPN EH &,
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GlobalProtect Portal Configuration

General
General  Applications  Crypto Settings  Proxy  Advanced Settings

T "

Engineering-Apps acme\engineering Internal
Clientless VPN MDM-Integration-Server
Corp-Apps
Dev-OPs-Apps acme\devops Devops-Apps
Corp-Apps
Others any Corp-Apps

Authentication

Add O Delete B3 MovelUp 3 Move Down

REAEARITECAE/EREHE , IAMERE/EAEHEARDRBITHEARER , TRETUE
WRLEAREN, KEAREMRAURGHHERARER (FTHEBTEHRT ) NFR.

IRUARRERIEYFE ( Device ( 88 ) > User Identification ( R &5 ) > Group
o Mapping Settings ( BESERE ) ) , o EREEM,

1. £ Applications ( EAER ) EE L , Add ( #18 ) Applications to User Mapping ( EARERXEFEH

EHE ) MEZRFERAEEFRITWEAREMEN.
Name ( 5% ) — B AHENER (RZ31BFT ). BBEIXNE , BEXNEARKE—, FEFE
AFR., 8F. =K, EFHREKR.
Display application URL address bar ( BREAER URL Uiit5l ) —EBULEBERBERERAER
URL futit%l , EAETHILBBARTEEAEAZZEELLNERER. A%, FRETE
HY Application URL ( FEFAT23 URL )

2. ¥§7E Source Users ( EFEAE ), BA Add ( #i8 ) BaiEARENEEMEANERNERAESER
ERHE, SEEAEBEER GlobalProtect A Fifi VPN REXEIFTEXENEAER. RTFEHAER
B BETEEMREKELREEARFERAARNEAE -

any (£ ) —EARECERENERARENER (BE A (FE ) FHEREAERE) .
select (JEH ) —EEAREAID (#iE ) EHEENFEHERFEREHENERERNERE,

3. BERNNERAEXREARENEE Add ( #iE ) EHE, TMAREPH Source Users ( RIREHA
# ) AT BAfEA GlobalProtect A Fim VPN RERE ZE AT BN EARER,

STEP 6 | &R Fim VPN TEBBRN T2 MR E,
1. # Crypto Settings ( MNZRE ) ER L , FHYHABRES BT BARN 2B SSL THERER , &5
ERENNFRE X,

Protocol Versions ( B EMA ) —BE TR REMEZ S TLS/SSL A4, TLS RAHE , EiR
ML s, EIFESFE SSLv3, TLSv1.0. TLSv1.1 = TLSv1.2,
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N ZEZAFE VPN K TLS HE&SHRAR TLSv1.2, TLSvl1.3 BHEIFXEERAFiR
VPN E#R,
Key Exchange Algorithms ( €8 XEE L ) BB ENEE ZER, B1ES
#% : RSA. Diffie-Hellman (DHE) =% Elliptic Curve Ephemeral Diffie-Hellman (ECDHE),
Encryption Algorithms ( IZEE L ) —BEIFTXENMBER L, RMAEZEFEH AES128 ES
MR,
Authentication Algorithms ( BB EE L ) BT BENRBES L. BED
& . MD5, SHA1, SHA256 = SHA384, B&E A SHA256 RE SR EE X,
2. EEARNH RARSEBERLETIIRER  HENEXINEE -

Block sessions with expired certificate ( £ #RF BN TR ) —mMRFARESEHFCEH |, Al
HEERAREXWEZE.

Block sessions with expired certificate ( HHEREFZEEN ITERE ) — R ARSI EEEH
FTEZEENEREREENMEE , AHHEARIWFE,

Block sessions with unknown certificate status ( ##B8ERABFMEN TIEREER ) —R
OCSP = CRL RIEFIERH BERIEMERA , AHEEAEXNEFEE.

Block sessions on certificate status check timeout ( FEBFEMERERIGE I EHTIERE ) —R
ERBREMERFRT NI RHMERBATERNEE |, RIEHHERARERNWFZR.

STEP 7| ( ) I8E — = Z @ Proxy AR EAFEVERAER,
£ EXEE Proxy EXRE (FHAEEBNEE)

MREAEFZEIB Proxy AREFEREIEARER |, FFIEE Proxy Server ( Proxy A ARES ) o &A1 LAFHTIE
%18 Proxy fAfREEERE , BEMEE—E,
Name ( £ ) —FRE B Proxy ARJ|HER (X2 31 EFT ). BBESANE , BXERHK
—. BEFAFE. 8F. =K, EFHRERR.
Domains ( #813 ) —¥7#8H Proxy ARBEATRMENESE., EUNEREEBHNEEERERFT () R
B ZEMESE,
Use Proxy ( f£/ Proxy ) —ZEUSUE R ER M EEFEUERN Proxy fIARES.
Server ( falfiRE: ) —IEZE Proxy falARESHY IP fzut sk E ML T,
Port ( E{ZIR ) —5EEE Proxy fAIBRETEAAERIE,
User (& ). Password ( % ) —IEEEE A Proxy RIIRESFTEIR M User ( EAE ) M
Password ( %1 ) BF. BRIEERBALTERE.

STEP 8| ( ) EEHEAEXBENEMSRER,

| Fis VPN &1EA K@ Proxy ¥ BN E T2 Web BARXFIEEN Web EH. CEEHRE
FIEURLEHERHFEAELERTEFRENER , IHERREAEFREPEMT—E URL i, ERERK
iB GlobalProtect A O #8u4,

EREEERT , EABRXTHEETETEBAORUEINNER (S, EARXTREIERE
yahoo.finance.com W& RIEHE IR ) o B UHRELEME,

£ Advanced Settings ( #PEERE ) B L , Add ( #1318 ) FAEEHE. BB IP (L1t F Rewrite
Exclude Domain List ( EFiR S ERMIETEE ) . ELPHEHREEFHBERNZI , BEFEEFR
.

FREFBAASRBIIERE, IHEBNRAZBNERZ T () RgHRELBHERE (4

n , *.etrade.com)

STEP 9 | FA O AR RE,
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1. EMTOK (HE) .
2. Commit ( 2% ) BHEE,

STEP 10| BREL & MRAIFR I EFERAERTNERITHEARES,
HHETIBERECETELXLMERE

o BERAETRBERARESZHEERF K VPN B GlobalProtect A OB, ERRIEESIERMBEEL
BESIIEHEAFK VPN A DB EENTRE,
- HERAFIK VPN FAEERIFEBRAER. ERRERFin VPN EiE R EEESARAK RSN R

=
BHo

GlobalProtect Portal Configuration

General

General  Applications  Cryplo Settings  Prowy  Advanced Settings
Authentication

Agent
Clientless VPN

Clientless VPN

Hestname | dientlessvon. example.com

Security Zones ClientiessVPN -
DNS Proxy  DNS-Proxy -
Login Lifetime  Hours:

Satellite

Inactivity Timeout  Minutes

Max User

- EEFFI% VPN ERAETERIARNER, ERREMAFK VPN BEFIIEERLAEZNTE. &
FIERNZ2MHRAl  eRtBEERAEEERRECAESRTHNEARS, FRARARHERTE
AR ARSENEZLMEE , 52E Enable User Identification ( AR & & )

#kFE5% , Security Policy Rule ( ;té’l‘i'tﬁﬁ']iﬁﬂ'] ) Y Service/URL ( BR#/URL ) £%% application-
default ( EARNER ) . EUFERMNERET , BAF K VPN TEH HTTPS HitiEEM. 88
Service/URL ( BR#/URL ) xIE service-http ( BR#% http ) B2 service-https ( BRF$ https )

Security Policy Rule

service-hitp
service-hitps

New 3 Service B Service Group

Add (@ Delete Add @ Delsiz

« BIEERIE Proxy fAIREFATFEVE A F i VPN BF nﬁﬁﬁﬁ;ﬁ' Proxy IP it MiEZBESHER MR A
MEER. BB Proxy ARFFNEAERIE , AEEMAA Proxy IP Ut MEHEEENLTEHE
8,

STEP 111 ( ) BRREERAFH VPN AD@MEERER , LERERFR VPN £REER2AQ
MRUEME  FEEREA QMM IBHNERVLE.,
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EERAFG VPN REBIRETAK (HINMARMER )  TOXEIRBEERASRHELVESR
A, USRS RE . RETEALVEEARBEBCEAOMENIESE, RRLERE KT
HREFEVREGEMHAOML,

Z\‘ WREREEAOMIEME  ERAFRK VPN A DM@EXEERSEREANVERNL.

REA QMU 2B K B AE

. fECLIR—EATE CL #digE

<username@hostname> set deviceconfig setting global-protect
location <location>

« EXMLAPI A—FEATH XMLAPI EEEREAOTL 2 XNBHNERVE :

- RE —REAOW@U B NBHEE
« LB —REAQ@M BN AE

curl -k -F file=Qfilename.txt -g 'https://<firewall>/api/?
key=<apikey>&type=config&action=seté&xpath=/config/devices/
entry[@name="'<device-name>"']/deviceconfig/setting/global-
protect&element=<location>location-string</location>'

 EAFi VPN RER IR IP fat ( MEARKAIR ) BEANE ( A DB ANEB I 7T HE
REEAER ) 89 IP Ut NERIF NAT EEFEARKEFEN IP i,
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A Fim VPN 1T R B HE 7

HALDEIEHEER HTML BARN , RERARKHN HTML AR REEERERMASREER
B, IREBERE  BEATRODSRBEEHE TRENRER

*® 6. RI§  ERGIZERIER

B Gk

CLl &%

S EEERANERF R

VPN EjEE A BRI KR AN show system setting ssl-decrypt memory

& AT LAfE Device ( %
& ) > Dynamic
Updates ( BIREEHT ) >
GlobalProtect Clientless
VPN ( GlobalProtect &
FF#% VPN ) ®iRENAE
EHRA

proxy uses shared allocator

SSL certificate cache:
Current Entries: 1
Allocated 1, Freed O

Current CRE (61-62)

Last CRE (60-47)

3456 KB
3328 KB

(Actual 3343
(Actual 3283

KB)
KB)

FEHEFH , BBEEMBRAE 61-62 , MEHMHRREEERARE 60-47,

PR Fim VPN £/
F(BEl) ERE show global-protect-portal current-user portal
GPClientlessPortal filter-user all-users
GlobalProtect Portal : GPClientlessPortal
Vsys—-Id 3 A
User : paloaltonetworks.com
\johndoe
Session-id
1SU2vrPIDfdopGf-7gahMTCiX8PuL0SO
Client-IP 5.5.5.5
Inactivity Timeout 1800
Seconds before inactivity timeout 1750
Login Lifetime 10800
Seconds before login lifetime 10748
Total number of user sessions: 1
R DNS BT R
AL show system setting ssl-decrypt dns-cache
HRYETREHE DNS [

RS A TRER B Ao
WMRAE DNS BE , &g
AEFHE CLIEES

ESEBRATH FQRDN &

A% o

Total DNS cache entries: 89

Site 1P Expire (secs)
Interface

bugzilla.panw.local 10.0.2.15 querying 0

www.google.com 216.58.216.4 Expired 0

stats.g.doubleclick.net 74.125.199.154 Expired 0
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B W

BRRENFAEER PR
VPN £/ & TR ER e show
cookie system setting ssl-decrypt gp-cookie-cache
User: johndoe, Session-id: 1SU2vrPIDfdopGf-7gahMTCiX8PuL0SO,
Client-ip: 199.167.55.50
BTERRITER
i AP 4 B 5 % /PN show system setting ssl-decrypt rewrite-stats
BRI ENRERERE | Rewrite Statistics
o initiate connection 11938
_ =1 sy setup connection 11909
Eﬁgiﬁ'ﬁﬁ;ﬁﬂﬁﬂ session notify mismatch 1
BERNANZENR , FS reuse connection 37
B $EAF % VPN #1T file end 4719
ERBEHERR packet 174257
packet mismatch session 1
peer queue update rcvd 167305
peer queue update sent : 167305
peer queue update rcvd failure: 66
setup connection r : 11910
packet mismatch session r 22
pkt no dest 23
cookie suspend 2826
cookie resume 2826
decompress 26
decompress_ freed 26
dns_resolve timeout 27
stop openend response 43
received fin for pending req 26
Destination Statistics
To mp 4015
To site 12018
To dp 17276
Return Codes Statistics
ABORT 18
RESET 30
PROTOCOL UNSUPPORTED 7
DEST UNKNOWN 10
CODE_DONE 52656
DATA GONE 120359
SWITCH PARSER 48
INSERT PARSER 591
SUSPEND 2826
Total Rewrite Bytes 611111955
Total Rewrite Useconds 6902825
Total Rewrite Calls 176545
(CEETR
HESERAFR VPN AR
PBILEITHBE N EZE FWW H | debug dataplane packet-diag set log feature ssl all
SRR EEE debug dataplane packet-diag set log feature misc all
debug dataplane packet-diag set log feature proxy all
debug dataplane packet-diag set log feature flow basic
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B

AA
Ap T3

debug dataplane packet-diag set log on

EEAFK VPN AO#
UE 1T RY B A B
‘SHEEL

debug dataplane packet-diag set capture username <portal-
username>

debug dataplane packet-diag set capture stage clientless-

vpn-client file <clientless-vpn-client-file>

debug dataplane packet-diag set capture stage clientless-

vpn-server file <clientless-vpn-server-file>

debug dataplane packet-diag set capture stage firewall
file <firewall-file>

debug dataplane packet-diag set capture stage receive
file <receive-file>

debug dataplane packet-diag set capture stage transmit
file <transmit-file>

debug dataplane packet-diag set capture on

» ESHTHOENG TR, —REAEZAZERAFK VPN AO
MU RSHREEER , GHFMEFAMERE TERRBEIMH
BREERME (AX ) B, MRMEME RS ORI T 4R
B, O AUBEEARAEEAER , BAERHE. NREAETE
B H UM TERER , A HERFR VPN AOMAL , B4
ABREEESUBBEETERERE THERR (THREHE ) .

MREEETHNERE TEREHTHOENG S |, EEERE
HEBEHERSK VPN AOMY , BEAREMBEATREIH
BB S I TERE R

R ESRIE NS

debug dataplane packet-diag show setting

Packet filter

Enabled: no

Match pre-parsed packet: no

Logging

Enabled: no

Log-throttle: no

Sync-log-by-ticks: yes

Features:

Counters:

Packet capture

Enabled: yes

Snaplen: O

Username: testl

Stage clientless-vpn-client: file client.pcap
Captured: packets - 3558 bytes - 11366322
Maximum: packets - 0 bytes - 0

Stage clientless-vpn-server: file server.pcap
Captured: packets - 1779 bytes - 5651923
Maximum: packets - 0 bytes - 0
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B W

EHHOENERELS
& (SCP) AR aR

scp export filter-pcap
+ remote-port SSH port number on remote host
+ source-ip Set source address to specified interface

address
* from from
* to Destination (username@host:path)

scp export filter-pcap from <source-file> to <scp-server>
Destination

(username@host:path)

®RT7RE  ERSIERER

At ER

initiate_connection_failure

ERERELESRIR M

setup_connection_failure ERRERE K B
setup_connection_duplicate BRUBETERBRREE
session_notify_mismatch BB MH TIERE

packet_mismatch_session

BEESREAR I TR

peer_queue_update_rcvd_failure

EH O EH R SRR TERRRERN

peer_queue_update_sent_failure

EERHEENMEREUSRE LRV ETIREENEEEHRSE

exceed_pkt_queue_limit AZHEBETHH
proxy_connection_failure Proxy E#R KB

setup_connection_r

HEETHERRZEZRAR MRS WEEBR

initiate_connection M setup_connection M{EMAF,

setup_connection_duplicate_r

Duplicate sessions already in proxy

setup_connection_failure_r

BEREHETERE

session_notify_mismatch_r

BARHE TERER

packet_mismatch_session_r

EENGHERBRTIHETERER

exceed_pkt_queue_limit_r RBAZHS
unknown_dest LT B A9 i 3 4
pkt_no_dest RELRETHEWH
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AT EHR

cookie_suspend

5 1F T YEREER LAREER cookie

cookie_resume

B EEHM cookie B MP FIZWEIFE, I{E—MEEE cookie_suspend B
EES

decompress_failure

AR

memory_alloc_failure

ErhECER

wait_for_dns_resolve

5 1F TERER AR DNS B3R

dns_resolve_reschedule

RE|EEME (REFRIER ) MEFPEE DNS

dns_resolve_timeout

NDS ERiR b

setup_site_conn_failure

LB ARERE Z MY (Proxy. DNS)

site_dns_invalid

DNS 41k B

multiple_multipart

EREZSHBUNATRE

site_from_referer

BENPREEEHRER. HEEREREIEAF K VPN REERNEM
RBEHABNERER.

received_fin_for_pending_req

BAMRERIES FIN UEEREAFIRAER

unmatched_http_state

KRB HTTP AR, WAMEREIHT http IR A XA R E,
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4= Ht 2B s

TEREEERE
EETBRMNDESEEMBRA , —REAEZBERERBEAEAELEENTER T, E
EENELAMERNER , tEEREPRER  ERERENBERRIARZT.

i
fai
I§
S
e

’

WildFire @ .‘

Mobile devices

& N

GlobalProtect gateway(s) Third-party EMM or
endpoint management system
Internet

-
W

\\\\\\\\‘:>

Corporate network

TBHREEE (MDM) RRHEETHER EMM) RFEEBREE BB LEIRFHELEN VPN BREZABA
BimRE , ALTERMENEERE, COTNEBRCHEENRMEDNGX , FRENTHRETERR
BEZEMtFE, ENMERARBLEER K BERARF-REAENER, SN, MR-REAEEKRK
B,OEUURTHDRETERAREREERD , B2 (BEREE L ) KRR
BRTITBHRETERRARHNIRFMEREREEEDEN , EERENERA GlobalProtect™ VPN REES
%, B LERRERENEREDN , HIEIB GlobalProtect MEFRERARANTARREZLRA, £
AJBAES 2 Palo Alto #itt A X mAEMN TR | BERTHIRIMRE.

GlobalProtect B MDM = EMM RGES
RAEIB T 5 5% 2 —#$ GlobalProtect ZfE8 MDM T EMM RER S

RAZEE Windows User-1D £ 52 2 L EE AirWatch MDM RIARESEEA , U EREZRIH BN E T #E
Ao User-ID RERXA L EMEREA HIP IREH — 25 EIXE GlobalProtect FiE , ARBITUAHIP B
HeEmMEA,

lﬁ PAN-OS 8.0 K E# A EFH X EEE

2 & VMware AirWatch % 25 A fBE 4,
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= Mobile Endpoint Attributes
== : HIP Reports for Mobile Endpoints

User-ID Agent

j — | Security Policy Enforcement
v

— | using HIP

GlobalProtect Gateway Data Center

=1 GlobalProtect connection

Managed iOS/Android Endpoints

eARAS 5.0 BARS , AR i0S M Android % Ei#Y GlobalProtect BN AT LA MDM REMBHEER B
HRER, HRI0S mE , MDM R Ei8ELBMHAES VPN REEN — 39 EiX ZE GlobalProtect FEFE
No ¥ Android in % , MDM RS IEA AR REERN —H o EAELEBM., A% , GlobalProtect
FERER TS E LB EERES HIP EMN — 22X ZE GlobalProtect BiE , ARITU HIP BERE
B R Al

VPN Profile /
= App C ) .
onfiguration
ﬂ = PP [t]

=] HIP Report (Managed = Yes,
Tags = Corporate, Compliant) —
MDM Server > ¥ — | Security Policy Enforcement
— + — | using HIP
Managed iOS/Android Endpoints

GlobalProtect Portal/Gateway

= HIP Report (Managed = No)
BYOD iOS/Android Endpoints

\  GlobalProtect FEFAERNESE AR VMware AirWatch, Mobilelron & Microsoft Intune, {8
L =, A% E VPN BREEPBEER BN MDM 5 EMM Rifth X BB S %,

TRAEATXENHEER B
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HIP S & B4

HIP $R & %85

mobile id

E#ID

Ui BH Y M — SE B 5 BB (UDID),

ZEH

WERTHEESASZEE, MRILES
Yes (B) , RTmHZTEE, WRKESR
No (&) , RRRETFZEE,

EE

ERNRERTRBREFTELERN
MDM &R R8I ( iz , Compliant ( &
B) ) o WEMME HIP |EHH
Tag ( Eﬁ ) Eﬁo

e

R

IV ER SR ( #l20 , Employee
Owned ( ET#E ) ). LEKMNEHIP
WEFH Tag (B ) B,

R

R

TBRE

EHtl MDM AERHN B ET S 2
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=X MDM E GlobalProtect 4

EETE MDM H GlobalProtect 4 , BEA T A ITERRE :

STEP 1| %% GlobalProtect 224&,

1. 5 GlobalProtect 23 /" HEE[EiT,

2. 7£ GlobalProtect Jt#f 2 BRUA SSLo

F%7E GlobalProtect fE A &5 E. B2 BIEIR GlobalProtect £ EHE,
RO BB E FE,

E%E GlobalProtect Ei&,

AZEBTHEENMXBREREE  EBEEXZETE RS LM GlobalProtect.,
£% 7€ GlobalProtect A #3417 HUE,

STEP2 | BRETBHREEERM , URERTEXIELARHNKRHEIZELTNEALRE.
EEENTHREERE (MDM) REREETHEE (EMM) RHERHA.

STEP 3 | BB 1TEiwEH GlobalProtect EARER

FERERABE—TH N %% GlobalProtect TEI FEAFE

TENTEEBEERFKE—IZ GlobalProtect 178 FE A FE

Hitp T B E R R AR SRS NSEEAEA T E RS ENRA,
STEP 4 | 5% MDM &4,

FEATIHHEP—ESERE MDM ES

By X fEEE MDM 2 EMM RFES -

o E%7E Windows B User-ID {2 AR E X #EF
GlobalProtect FEFf2 &2 MDM B EMM XK R4S :

BRFEEKN DS MDM &2 GlobalProtect JEFRER,
#EiB E At 1% h Bk E MDM &2 GlobalProtect FEFE R

STEPS | EBEMET , FREBFRTBHRIMNEFER,
RELAHIP HERE FAEFHT BN EERNRI.

FEBEFESERNIGDERE MDM B GlobalProtect ERE

ﬁigﬂﬁﬁﬁﬁéﬁ%ﬁ'ﬂﬁ%bﬂﬁﬁ MDM RiFEEE, REMEE GlobalProtect BEHRERWEF , FSB L
1S :

HEEKE MDM B

B2 GlobalProtect TEIFEATE

— BB VPN BRE

£ A& R EEIRFEL VPN fHAE

Per-App VPN #E A&

BA AR EEE WildFire WES

EBA T macOS %2 GlobalProtect FE 2= £ HDHIE A

ERREH FEEKWNHOEE MDM R , BLEBE M 5 S MDM B2 GlobalProtect FEFARE .

o AW

N
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/subscriptions/activate-subscription-licenses

FEEKHN MDM g

TRIIHTHEERN MDM BE , LEERARRBEXRRMKRE, HMENEE GlobalProtect BAREN, A
- RN EERBETRIE,

MBEBEFAFRFESERN MDM K& |, B8 E A 0P MDM B3 GlobalProtect FEFTE

X EH MDM &

Android Chrome Windows Windows
5] 10 UWP

AirWatch 1/ \/ — — \/ — —

Microsoft Intune \/

v - - v - -

(ER—
B B R EE
Per-App
VPN )

Mobilelron

Google EE 24|
L

[==)

(EAR
Chromeboo
XEW
Android
ERAZX
HBE) ;
ERrE
AR
)

v

(QEL:
ARERE
)

» BETFER Google EE %A EE GlobalProtect AR ; BE LR
W4 AsaE VPN {HEE, RAZE %55 B GlobalProtect A O ##5sgE VPN
HHRE  RETEEMEA Google EERFIAIBRAER,

32 GlobalProtect 1TE) FEFHIE S,

GlobalProtect EARRR IR —EFEN A XA RGLEZ LR RN EBETHIRS, BABT
GlobalProtect ERREXMWEMRIFHEMS , THEAEXNZRMTE IPsec T SSL VPN Bl L ¥ RELDE
BENZ2ER, EAERXSSERERS—REAEEVERONEE, A, BITHinMBIRE
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https://docs.paloaltonetworks.com/globalprotect/5-0/globalprotect-app-new-features/new-features-released-in-gp-agent-5_0/always-on-security-for-chromebooks.html
https://docs.paloaltonetworks.com/globalprotect/5-0/globalprotect-app-new-features/new-features-released-in-gp-agent-5_0/always-on-security-for-chromebooks.html
https://docs.paloaltonetworks.com/globalprotect/5-0/globalprotect-app-new-features/new-features-released-in-gp-agent-5_0/always-on-security-for-chromebooks.html
https://docs.paloaltonetworks.com/globalprotect/5-0/globalprotect-app-new-features/new-features-released-in-gp-agent-5_0/always-on-security-for-chromebooks.html
https://docs.paloaltonetworks.com/globalprotect/5-0/globalprotect-app-new-features/new-features-released-in-gp-agent-5_0/always-on-security-for-chromebooks.html
https://docs.paloaltonetworks.com/globalprotect/5-0/globalprotect-app-new-features/new-features-released-in-gp-agent-5_0/always-on-security-for-chromebooks.html
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-portals/define-the-globalprotect-client-authentication-configurations/customize-the-globalprotect-app.html

RECLEEHZRRELZNAREE L EMREEENRZSRAEHHT. FAEXESFREEBIMEREN
B, XSS ERRAR BN HIP XL £ R AIEFIHIT,

EMEEESEARE GlobalProtect ERAER : EERSRENEAE BERRERAEX (BF2RTH
B2 %2 2% GlobalProtect TTENEARER ) ; RTHEEEERS ( W AirWatch ) BB I LUERF R HEEEA
EXEENHERIRE,

+ iEB AirWatch 22 GlobalProtect {TEIERARER .,

- IEIB AirWatch EZ B/ Chromebook £ EZBEE A Android B GlobalProtect ERRER

« J1EiB Microsoft Intune #§& GlobalProtect {TTEIFEAER

» ¥&if Mobilelron #82& GlobalProtect {TEIFEATER

+ EiB Google EXEEHIAEZEHER Chromebook £ E8EiE M Android B9 GlobalProtect FEAE

EiR AirWatch 382 GlobalProtect {TEIEEARER.,

A LAEBE GlobalProtect EARR ZERHEEMNIHH , XIHE 2@ AirWatch 5 fff. #47 iOS = Android
Ay i B LA T B AirWatch REBRE X LLE AirWatch MDM 52, Windows 10 % ZH#EE AirWatch {KIEF2
N, BEFELRTERI LN, EHBEARERR , REXHB VPN REEUBB A —REAERE
GlobalProtect FEATER .

N MR EHEZEEM Chromebook +#1TiE AR Android #9 GlobalProtect FEFRE, , AT &
[! i# AirWatch EZ & # Chromebook L EZBEE AR Android B GlobalProtect B R

STEP 1| IE48BRMAHI , FBIRIEEELZE GlobalProtect FEARE XM E 2 [ AirWatch 5 :

+  Android 1 iOS— T & AirWatch A2 R 3 8 BB 12 R,

+  Windows Phone fl Windows 10 UWP—&&E Windows 10 UWP i B LA AirWatch 521 ( 2R B
v, 12 EY Settings ( FXE ) > Accounts ( #RF ) > Work access ( T4E/FHX ) > Connect ( &
) )o

STEP 2| #% AirWatch , i#E APPS & BOOKS ( EAEXFMEKR ) > Public (2H ) > Add
Application ( FTIBERER ).

STEP3 | iZEMER U ERERNWABEE,
STEP 4 | j&EX Platform ( £& ) ( AppleiOS. Android = Windows Phone ) .
STEPS5 | Ein B E AR E S GlobalProtect EFAER , =#i A GlobalProtect ERREXEEMT

5| URL 2—:

» Apple iOS—https:/itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
» Android—https:/play.google.com/store/apps/details?id=com.paloaltonetworks.globalprotect
Windows Phone—https:/www.microsoft.com/en-us/p/globalprotect/9nblggh6ébzI3

STEP6|#&R—T Next ( T—% ), IREEREEARAHIENEESEAEX K SELAREBESERE
B rh Select (EH ) EAER.

»  MREEE Android B GlobalProtect EARE , BEREBERFIXEAREN , BHE
l & #9 Android for Work B 85 |, LLET18 GlobalProtect ER M AN TEARBRRFERE
Google Play Store HfEFHFERATER URL,

STEP 7| ¥£ Assignment ( 38k ) E& L , ZE 7B E AEXH Assigned Smart Groups ( 38R E
254) .

STEP 8 | ;2EX App Delivery Method ( ERREXNEIESE ) , ATLAR Auto ( BB ) IS ERARX B8
EEHE , s OnDemand (REE ),
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
https://play.google.com/store/apps/details?id=com.paloaltonetworks.globalprotect
https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3

STEP 9| ( ) Enable ( BtH ) EREXNERELGERA UDID &35!
v B

METISRERY !

fHRES R —mobile_id
BEFfAE —string
#HRE{H—(DeviceUid}

Application Configuration Enabled Disabled
o Enter Key-Value pairs to configure applications for users

Application Configuration

String v {DeviceUid} 4 © Insert Lookup Value

© Add

STEP 10 | j#ZER Save & Publish ( RF MM ) ASEARX B $#IXZE Assignment ( 1Bk ) BERAIEIR
MESRETRIRE,

ZEiB AirWatch EZEEH Chromebook EZ&5EA M Android B GlobalProtect ERER

£ GlobalProtect A2 5.0 REFAS |, BA[EE [ AirWatch SEMEZEE Chromebook L EE1E
7 Android 89 GlobalProtect EFER, EXBEARERNR , RELIE VPN REEL BB A —BREHER
E GlobalProtect FERTER.

» & 5 Chromebook %1Z;@ f# Android g GlobalProtect fEf2st, &% Android fE
L 723X# Chromebooks % /E# &%, 478 A F Chrome 4 GlobalProtect FEAfER | HF &
GlobalProtect FEFHTZ 5.0 R EHIRA,

v §E07E[E— Chromebook Lt [ERFEREE A Android By GlobalProtect fE 2 =\, B8 A A
‘Q’ Chrome #j GlobalProtect FEFE =,

BB TS ERIEIR AirWatch EZ B E K Chromebook EEBZEE R Android B GlobalProtect FEFARE T :
STEP 1| %7 Google BEEZHI &,

Google EERFI A BEREATEAERMPEAEBERMEMN Google fR#E. AirWatch £ Google B3 H|
& B2 Chromebook EITE S,

1. LIEEEBHE A Google EE#ZHIE ,

2. ftiEEA S |, IBE Security ( 221t ) > Advanced Settings ( #P&EZE ) > Manage API client
access ( EIE APl HFIRER )
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https://sites.google.com/a/chromium.org/dev/chromium-os/chrome-os-systems-supporting-android-apps
https://admin.google.com/

w

£ Client Name ( AFIm&E B ) W+ , WA AirWatch REREN A FiR D,
4. 7£ One or More API Scopes ( — = %1 API £€E ) #f+ A WAZRHEEREXFZEERNG
Google AP| £ :

t\‘ 18 AP EIEE L ALLER DR,

» https:/www.googleapis.com/auth/chromedevicemanagementapi
* https:/www.googleapis.com/auth/admin.directory.user
* https:/www.googleapis.com/auth/admin.directory.device.chromeos

5. #&—T Authorize ( %),

6. EEER A ( Device Management ( &£ E&E X ) > Device Settings ( #£E&5%E ) > Chrome
Management ( Chrome E ) > Device Settings ( £ERE ) ) EEMAEFA ( Device
Management ( EE®E ) > Device Settings ( #£EE ) > Chrome Management ( Chrome &2 )
> User Settings ( EA&ERE ) ) B EA Chrome Management - Partner Access ( Chrome B - &
ERHEFR ) .

STEP 2 | 53 AirWatch ¥E& Google ¥ TEEE (EMM) HER,
EEF A AirWatch B Chromebook , 4B Google EIE2 4] A L5 AirWatch,

1. E A AirWatch #2514,

2. JZHY Devices ( & ) > Devices Settings ( Z£BXE ) > Devices & Users ( KBHFEHRE ) >
Chrome OS > Chrome OS EMM Registration ( Chrome OS EMM & )

3. WMAZAREER Google BIE{2 4|4 # Google Admin Email address ( Google B2 E FEF#bit ) -

4. #— REGISTER WITH GOOGLE ( £ GOOGLE F &} ) . MW EFE [ E Google IREEHM , KA
HU 8 Google 2,
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Settings Palo Alto Networks Inc.

> System Devices & Users  » Chrome OS

v Devices & Users

Chrome OS EMM Registration

> General

> Android Google Admin Email address

> Appl
ppie To start managing Chrome OS devices, register AirWatch as your Enterprise Mobility Management (EMM) provider with Google.

> BlackBern
Y Simply enter your Google admin account and you will be redirected to the Google authorization page to grant permissions.
> QNX

> Tizen Google Admin Email address * gptest@gpapptestandroid.com

v Chrome 0S

Chrome OS EMM Registration ST S L

Agent Settings When you are presented with an authorization code, copy and paste the code into the AirWatch console and click the "Authorize” button.
> Windows

Google Authorization Code *
> Peripherals

> Advanced
> Apps REGISTER WITH GOOGLE
> Content
> Email M

5. B A%t Google % #E HHEESH Google Authorization Code ( Google RS ) .
6. #—T AUTHORIZE ( % ) LA,
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Settings Palo Alto Networks Inc. X

> System Devices & Users  » Chrome OS

v Devices & Users

Chrome OS EMM Registration

> General

> Android Google Admin Email address

> Apple
PP To start managing Chrome OS devices, register AirWatch as your Enterprise Mobility Management (EMM) provider with Google.

> BlackBern
o Simply enter your Google admin account and you will be redirected to the Google authorization page to grant permissions.
> QNX

> Tizen Google Admin Email address * gptest@gpapptestandroid.com

~ Chrome 0S

Chrome OS EMM Registration g ol zstien Coce

Agent Settings When you are presented with an authorization code, copy and paste the code into the AirWatch console and click the "Authorize” button
> Windows
Google Authorization Code * example-code

> Peripherals

> Advanced
> Apps AUTHORIZE
> Content
> Email M

STEP 3| [@ AirWatch 52t Chromebook,
B RAZA [ AirWatch 5t Chromebook Y ERZ E45 |, AR T RERRER AirWatch B3 Chromebooko
1. % Chromebook , 3T CTRL+ALT+E AR A% MEmE.,
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# Google EEEIEHBMAEAEEREZBIMALNIRE G Suite FAFETE.
#—"F Enroll Device ( Zf#E ) . & Chromebook RINFEMEF , LAWK BIRRAL,

E A AirWatch ## A&,

iZHY Devices ( #£/& ) > Devices Settings & Users ( £ B EEFEAH#E ) > Chrome OS >,
6. ¥ —T Device Sync ( ZEBRZ ) A A 25 MH Chromebook B& AirWatch B,

AL DN

STEP 4 | #%iB A K Android B GlobalProtect FE 2R #Ti = AirWatch E# Chrome OS REE

Application Control ( ERERN12H] ) REEZEEEHMIE Google Play B2 Chrome Web Store ¥Ti8 12
o
1. & A AirWatch #£#14&,

2. i®H Devices ( #{& ) > Profiles & Resources ( FXEEEEIR ) > Profiles ( ¥ EMH ) LL Add ( #
18 ) FH Chrome OS FZERE.
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ONE UEM

Dashboard

List View
o Lifecycle
HUs

Profiles & Resources

Resources
DEvIcEs
Batch Status
n Profiles Settings
ACCOUNTS
Compliance Policies
Certificates
APPS & BOOKS Staging & Provisioning
Peripherals
[ Devices Settings
conTenT
=
EMAIL

GROUPS &
SETTINGS.

https://techp.awmdm.com/Airatch/Profiles/DeviceProfileAdd

Palo Alto Networks Inc

Devices » Profiles & Resources
Profiles

Fiers  » [0 v ]

Profile Details | Add Profile

aged By

Assignment Type

Add v

Assigned Groups

Q a % @

arch List

nstalled Status ~ Status

afisch Upload Profile o1

* Apple| Alto Networks Inc. ~ Auto afischba o 9
- passc| BatchImport e
AFWPTrofile (>3

® Android Palo Alto Networks Inc. ~ Auto All Devices Andrey o ]
-~ Restrictions 12
android-GlobalProt... o1

* Android Palo Alto Networks Inc. ~ Auto android-test Q0 °
e Application Control, a1
VPNTest o1

n Apple i0S Palo Alto Networks Inc.  Auto Andrey Q0 ]
4 VPN a1
.1, GlobalProtect @0

'~ Windows Deskrop - . Palo Alto Networks Inc. — Auto Limin VPN Test o 9
£l Custom Settings 10
GP app 5.0 test1 @0

ﬂ Apple i0S Palo Alto Networks Inc.  Auto yyin-test o0 (]
L4 VPN 20
gpga-android-5.0 &0

ﬂ Android (Legacy) Palo Alto Networks Inc. ~ Auto gpqa-android oo ]
- VPN 20
i0S-Profile-Basic o1

® Apple i0S Palo Alto Networks Inc. ~ Auto Siva's USers Group o0 ]
- Restrictions 21

Items 1- 14 0f 14

PageSize:| 50 v

support v
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3. FABEEZE Chrome OS (Legacy) ( Chrome OS ( BhR ) ) o
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Add Profile X

Select a platform to start:

<

i iOS macOS tvOS H

[
Android Apple 10S Apple macOS Apple tvOS BlackBerry

o
»® | . | . [
BlackBerry 10 Tizen Windows Rugged ‘Windows Android (Legacy)

o

Chrome OS (Legacy)

Restrictions Website Restrictions
Bookmarks Global Proxy

CANCEL
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4. F%E General ( —f% ) &%7E.
5. &7 Application Control ( BRI 4] ) RE,
1. ®i A Google Play URL (com.paloaltonetworks.globalprotect) F1#87~R&J GlobalProtect App ID,
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e - o x
B GlobalProtect - Appson X W\

& > C (] @ secure | httpsy om/store/apps/detail om k - *| O G ®
= App: Categories v Home Top Charts New Releases [~] o]
My apps
shop GlobalProtect -
Palo Alto Networks ~ Business *k Ky LS8R
Games ® Everyone ) FortiClient VP
< Fartinet
iy AN vou ot have any devices 1 et Vo A
Editors’ Choice | 2lows youto create s
[ Add to wishlist m o /PN connect
ok kok
GlobalProtect™
_ AnyConnect
Account Headquarters a Cisco Systems, Inc
Road User
My subscriptions B
Warrior
Redeem
Buy gift card
> * ko k
My wishlist
4 = I L
My Play activity BTt Seeurly. F5 Access
F5 Networks |
Parent Guide e
Mobile
Professional
Executive
TR KK
GlobalProtect for Android connects to a GlobalProtect gateway on & Palo Alto Networks next- +
o B otect gateway OpenConnect
generation firewall allowing mobile users to benefit from the pi on of enterprise security. The app srnckes
automatically adapts to the end-user's location and connects the user to the optima inorder 70 S

10 deliver the hest nerfarmance for all users and their trafic B o et forcieen

2. W AERAER Name ( B )
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3. IEERAE Pin App to Shelf ( SEABERINEZEER ), WA Y USERAENINRE
Chromebook FEREEREZR,
4. SAVE & PUBLISH ( f&EM3# ) BHNEE,

iEiB Microsoft Intune & GlobalProtect TEHEFE

XA EBE GlobalProtect FEATE R E 2@ Microsoft Intune Xl = & 3 i B 24 % 26 7k [@ Microsoft
Intune (PR iOS ) EMMFERAE, EHBEAERNR  REYHB VPN REREZEERIUEBA K
fEFHEEEE GlobalProtect FEFAREX.

STEP 1| [@ Microsoft Intune 5 i 2,
& EEE GlobalProtect EAREXNZERMIHE , FEARKEC M Microsoft Intune 5.

STEP 2 | ¥738 GlobalProtect FE T2 ZE Microsoft Intune,
LA S FE AR ZE Microsoft Intune , FBEIEIR GlobalProtect FEFAREN EEAEH &R IK S,

STEP 3| 52X GlobalProtect EARERA N ERAENBREE,

B TEIB IS e A AR 3 2 62 F & S B SR A E W] LATF B GlobalProtect BRI XM ¥ G, BUALRERE
REANEREESREREAES, BEREECEAERXTH. HFTE  IBKRZEREARER.

STEP 4 | 8§k GlobalProtect EAREAERFEFEHAENImEH,
5% 7E GlobalProtect FERIRERNIERERE  SEAEREAERZESEFEHERIKE,

\O ) #E AT 55k GlobalProtect f&F 2=\ = if Bk [ Microsoft Intune FE&Y £
-/ \- %o

1EiB Mobilelron %82 GlobalProtect {TEIFEARER

& LLERE GlobalProtect EARXEHEENIRE , XIHE 2 Mobilelron Fft, EHBBEAERE | R
EIEE VPN FRER LB E A —RFEHEELE GlobalProtect B,

STEP 1| ¥718 £ 1 & Z Mobilelron,
B BESAEBNFEREEMFEREEE  FRAES TS HIKHFEMZE Mobilelron,

STEP2| (27 ) EREAE EEAERE.

AT RBEHER B E K IEERIEAE L E GlobalProtect BARR , BAIEREAEETRANEAER
8.

STEP 3 | i85 A #& @ Mobilelron E E i 2,
EIRFE A EE Mobilelron # |, TS {FI 5T i 2,

STEP 4 | #7118 GlobalProtect FE A2\ ZE Mobilelron FEHE B &.

FEREXBSIIETHERETRANTHEARER, BUUELAMEE ( Hla0 Apple App Store ) S0 F
1 GlobalProtect BRI B S EARINIEARNDBEAENEE LHE Mobilelron, ARELEEITER
EXBMERELIEE GlobalProtect ERRRXNECTMmE LMWEZEMBRES R,

#EiB Google BEEZ4IAEZEEM Chromebook LEEBEAM Android B GlobalProtect FERATRER

Google BIERH| A BB T LA F OH web LB EE Chromebook SREMERARER., BB BRFHEES
EIEH Chromebook £ EFEE AR Android B GlobalProtect FEATER I X EFHEI VPN R E.
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https://docs.microsoft.com/en-us/intune/device-enrollment
https://docs.microsoft.com/en-us/intune/apps-add
https://docs.microsoft.com/en-us/intune/apps-inc-exl-assignments
https://docs.microsoft.com/en-us/intune/apps-deploy
http://mi.extendedhelp.mobileiron.com/45/all/en/desktop/Users.htm
http://mi.extendedhelp.mobileiron.com/45/all/en/desktop/User_Groups.htm
http://mi.extendedhelp.mobileiron.com/45/all/en/desktop/Inviting_Users.htm
http://mi.extendedhelp.mobileiron.com/45/all/en/desktop/Device_Registration.htm
http://mi.extendedhelp.mobileiron.com/45/all/en/desktop/App_Catalog.htm

EFEASAFEHRAEREHEARARER , £ LLUREM M #FE A Google Chromebook B X ARENNBEZE
I Chrome X RMEBMRE, BUEMA Google BEEFLAEE Chromebook R EEEARER,

[ﬁ BB T EBEZEEMN Chromebook +EB&EiE A Android #9 GlobalProtect FEFE :

o BEEMFER Google EEXEAMARNETRENE —BEHEREE.

e 7£ Chromebook L , 3T CTRL+ALT+T MUBBURHH ST, B route dBTRERB L
ZEMNKH, ZURERTIEAN S EBEENFEEH,

s HREARXKEFATENERENX , B A OpenSSL #§BFEH PKCS #12 1
1 5 Baseb4 &R, {#f openssl base64 -A -in <certificate-in-p12-format> -out
<cert.txt> {55,

REBT 5L EIER Google EIRRHIAEZEEN Chromebook LEZBEE A M Android B GlobalProtect FE
A

STEP 1| FRZHl

. EZEEM Chromebooks LE&E GlobalProtect Bi& LA i A F Android B9 GlobalProtect FE 2
No SRR E GlobalProtect FiE,

« TEZEEM Chromebooks EFEA O#YLI BETE A T Android B9 GlobalProtect FEFRE, &4
B E — B %@ GlobalProtect ERREX AT LLERHIFEE, FBZSRBLE GlobalProtect A #1517 EY
., E2[E (Palo Alto Networks A 4EME) |, BX4§ Chrome OS £ Android ThEEEE.,

. #£ Chromebooks L+ A& AT+ Android 9 GlobalProtect EATE N EXA SAML SSO LL#E 1T
BHRT., RAEBERE SAMLSSO UAFFEAEEEAZE Chromebook B ENER , BEE
GlobalProtect FEARRRN L EFMMAHRE, EURREABERATNG KRBT, BBENE
SAML Eg3%,

- BEFEAEFE-XEZEEMN Chromebooks FE#EZEE A F Android B GlobalProtect B |, £ EEE
Z BT AEREFRLA TG VPN BAIFAR -

Google IssueTracker Terms of Service

| acknowledge and agree to the Google Terms of Service and the Google
IssueTracker Conduct Policy.

STEP 2 | & Chromebook £ f & # # GlobalProtect FEARE .
1. BB EBMEA Google BEXELRHIA
2. REBFILAD | i#EH Device (% E ) > Chrome management ( Chrome B2 ) LR L &K
Chrome BB E,
3. i#H Apps & extensions ( FEFATZNEREEM )
EEAENEERES , R TEARXREEE &,
B—T#18 () RELUE GlobalProtect ##8 Z Google Playstore H#&# K Android FERERE
B,
6. & Google Play B/ER B , & GlobalProtect , A% — T GlobalProtect FE 2 Bl Ro

»
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https://docs.paloaltonetworks.com/compatibility-matrix/globalprotect/what-features-does-globalprotect-support.html#id2204f747-e372-4a2b-ab22-5ba6557b91a7
https://admin.google.com/

Add apps from Google Play

. Google Play GlobalProtect

-~

LA B 8 LB B B 8

am
GlobalProtect Pulse Secure Microsoft Remote AnyConnect Check Point Cap FortiClient VPN
Palo Alto Networks Pulse Secure Microsoft Corporat Cisco Systems, Inc Check Paint Softv Fortinet
&k ke +k ke ok ok ok ok *ok ok ok ok ko
FREE ) P

o o
Microsoft Authen WORLD VPN - F VPN by Private |1 F5 Access Free VPN Microsoft Remote
Microsoft Corporat Free Vpn Private Internet Ac: F5 Networks Inc. marks duan Microsoft Corporat

LA B8 ]

LA BB 8 LA B B}

7. ¥#E—TT Select ( 1EH ) LA#T18 GlobalProtect EAREX.

N GlobalProtect ERRERAKIFIAER K MEER—A

B
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Add apps from Google Play x

<« Search n (2]

B
s GlobalProtect -
Similar gEEREE
Palo Alto Networks * &K 927 2
[ 1] ’
»
€ Everyone
&, This app offers managed configuration
@ This app is only available in certain countries V
Select

Pulse Secure
Pulse Secure

&k ko
Check Point Cay
Check Point Softy

ok kok
-~
GlobalProtect for Android connects fo a GlobalProtect gateway on a Palo Alto Networks next-
generation firewall to allow mobile users to benefit from enterprise security protection. Enierprise
administrator can configure the same app to connect in either Always-On VPN, Remote Access
VPN or Per App VPN mode. The app automatically adapts to the end user’s location and connects
the user to the best available gateway in order to deliver optimal performance for all users and their
trafie withelt FeniFna Any eFed fram tha ear This allows Laars to werk safal and afactivaly 2t AnyConnect

Cisco Systems, In

*

STEP 3 | #ZETE Chromebook £ %2 GlobalProtect FERRERXM F X,

#% A GlobalProtect BRI % , BMNEIBEE Chromebook ELZ#EWERERAN AR, BHLEAEE
BARERZZ GlobalProtect ERRERASHEZEIB , As&HIFTAE Chromebook £ & & A H Chromebook B
BB %% GlobalProtect EARE=R.,

1. REARRNEHEERED ( Device Management ( £EEE ) > Chrome > Apps & extensions ( F&
AREXEEELER ) ) , BIREAREXEEFH GlobalProtect.,

2. REMEARBRGNFEREIEHNEBREN,

3. BRITIMEREE !

. MR R H + §R—RR A M ETIR A H R E A GlobalProtect EARRNETEY, MRESE
EUIEIE | FRERELEE TRHERRERX, .

 Forceinstall ( 5&FlR% ) —NREBERREFEHREEAZEH Chromebooks B , GlobalProtect
EREX BB REESE Chromebook £, RIFEFALLIRIE, EERHILERERRTE
GlobalProtect EARERWEZBZ S HEESRER , HIBFEEHT Force install ( @FI=R K ) iBIE,
MREEREULIRE |, FHEKELRE "BHERAER,

+ Allow install ( RFFZ % ) —¢ Google Playstore FEIZH ILFEARER, BB AHFEAERE
Chromebooks &% 8 GlobalProtect FE AR

+ Block ( ##f ) —HEFERETEILERAER,
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Q,  search for users, groups or settings

= Google Admin

Apps & extensions | +

WHAT'S NEW

USERS & BROWSERS
Search for organizational units

<

- pantestqa.com : 1D “com.paloaltonetworks.globalprotect” + Search or add a filter

App Installation policy

Force install + pin

Allow users to install other apps & extensions {ﬂ
Force ind

extensions

MANAGED GUEST SESSIONS
CLEARFILTERS  GlobalProtect B X

Managed configuration

I»

Inherited from Google default

GlobalProtect Allow install

@ # com paloaltonetworks globalprotect
Block

MANAGE ORGANIZATIONAL UNITS

4. Save (17 ) BF,

STEP4 | ¥ ZEEBRHEREERZE GlobalProtect ERAER .

BB ARFEHEIRE GlobalProtect EAER , AIARSZEENEEERERAZLHEARN. SEENE

EERGEURENERAERNRER.

1. REABEXEERED ( Device Management ( #£EE ¥ ) > Chrome management ( Chrome &
) > Apps & Extensions ( ERRNELEM ) ) , EREARIFEFH GlobalProtect.,

2. REEALARREHNBEEREREWEBEN,

3. B—TEHHEAHZEMN Upload from file (%t ER+P LH ) BR , AERANLEZTEENRERER. =%
&, LJSON BB ASRMENEE , MT I HIEEM R,

{
"portal": "acme.portal.com",
"username": "userl23"

}

TRERTXEERERRPRENDS . AREELTEBHRE  FHEEN ITEER,

BRE

A O#E, A OHBILEY 1P Azt R 5E 4 T

SR E R (FQDN),

acme.portal.com
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setting e =REid] & 451
FREER ARADRLRBENFERSE | F58 userl23
=1
] AR ADBEERIFNES. F& passwordl23
client_certificate ARAORILEREBHNAFE | 35 (in Baseb4) DAFDSaweEWQ23wDSAFD...
B¥.
client_certificate ARAODRULEBIBNAFE | FH PA$SWORDS$123
passphrase BREREMRE,
app_list HIHFERABFERELY | FH REFBE | HEHBE
£ per-app VPN #HREF i3 % : com.google.calendar;
HHRLEFE AR RE RSB com.android.email;
iB VPN #i&, com.android.chrome
connect_method VPN B H %, T FREEAN | REE
mobile_id ARBRITEIRENE—R | FH 5188a8193be43£42d332
BIES , WTEWH O K™ MDM dde5cb2c941e
RGP EH HE—Z BT,
remove_vpn_config KRB VPN AR IE HME = 4
_via_restriction o
allow_vpn_bypass AHFERAEXNRERB HME 2| R&
VPN @B EE,
cert_alias AREAOBULFERE FH NEEREAER
BERAFP R BRI —2
&,
SEE RREBRECE MDM A | AME E | R’
BR25 L RE AV IEAE,
EE HEHNBEEEER (5 FER byod
4 , Employee Owned ( B
THE) ).
=y.) ERMRE  RREBERET  FH yes
ERERNERER,
BE ARBIEENEE. 5@ @ FH GuestAccount , SatelliteOffice

HEBXELLEHE DR,

4. Save (f#17 ) 8%,

STEP 5| EZ B Chromebook L#11T&H 8 AT Android B GlobalProtect FEFAZXH R Al,
EZEEM Chromebook £EMA4FE T Android B Host Info ( E#EFR ) Create HIP objects ( 3L

HIP #11F ) « RBAEEERMAEREFRERE (HIP)

RERPER LB RM
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« EAHPRERBEARIRAUTHLEES , UHTHENZ2ERA, KFER , BABRKXGUEES
ARERER | A5 BhRE R E M TR AE,

—IERRR VPN E

E—ERE VPN 5REH , Z%£ GlobalProtect iE# —EFRl. GlobalProtect EFARRSEESR
GlobalProtect A8 ( EFEAEZEAR ) , UBRRFEAEEIHENR , Y HEIRERENEE, EEARER
AP IIRERREEE  HEAHEKY BT TRIBEER B IETE GlobalProtect Bi&EH VPN &
E,

EBRNAEASZENTEREEERRARE—BEMMR VPN SRENENR , FSBLITLEE
+ JEIB AirWatch 1T —EBIRX VPN &

+ JEIB Microsoft Intune ¥ 1T —ERBEX VPN 2 &

+ %8B Mobilelron #1T—E BB VPN % E

+ f{#H Google B4 AT —ERIR VPN RE

#EiB Airwatch #1T—ER VPN BRE

AirWatch REETURFREEH AEEITHIRENCEITHEEFE A, GlobalProtect BN IRH
AirWatch TR ESERAEASFREENH A BNTHIRM 2 ENZEER. F£H Android B9 GlobalProtect
EAZSER , THETHREN —BREMNBRRZLBERNEL , UEMITERE EHNRE.

ERWMAEER AirWatch 1T — BRI VPN [RENEA , FSRELIT %8 -
« iEIB AirWatch ¥ iOS iR BT —ERR VPN 3R E

o JEIB AirWatch ¥f Windows 10 UWP #2517 —E R VPN 5% E

%@ AirWatch ¥ iOS B 1T —E R VPN B E

E—ERE VPN 5EH , 2% GlobalProtect iE# — BRI, &F4& GlobalProtect BB - FrEk E 4% EEHEIF
H (EEEA P (it ) WRE—EEIR VPN BB T HREEX,

BB THLSBMER AirWatch ¥ i0S i BET—ERE VPN 5RE :
STEP 1| & iOS T & GlobalProtect FERER.,

+ iEB AirWatch 22 GlobalProtect ITEIERARER .,
& App Store B# T & GlobalProtect ERER,

» B I0S fy GlobalProtect fE 2 X IBAIE R EH Apple App Store a3,

STEP 2| #& AirWatch £ &5 HIRE Apple iOS R ER S HIE—1E,
1. J#HY Devices ( #£& ) > Profiles & Resources ( ;X EEEER ) > Profiles ( FRERE ) , Rk
ADD ( 18 ) #HEERE.
2. _FEAEFEIERIOS,
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
https://apps.apple.com/cn/app/globalprotect/id1507179755

STEP 3 |

Add Profile

Select a platform to start:

10S

Android Apple i0s

BlackBerry 10

Chrome 05 (Legacy

Google Account

FXEGeneral ( —f% ) B¢ E :

1

2.
3.

. BAREREMN Name ( B )

F’%)O

s Rugged Windows

creen Layout Lo

Apple macOS Apple vOS BlackBerry

Android (Legacy)

CANCEL

( ) B A GR A ER EAE & M Description ( iR )
( ) i#2EY Deployment ( 8 ) 5 , CAERERE RS EICHEMKBEEBBR—ERE
Managed ( SEBE ) ( FREEHBE ) = Manual ( F8 ) (%

(RERRBLEEIW—REAER

( ) iZEY Assignment Type ( EREE ) LUAERERBNAIHE EmE. B Auto ( BE ) A45%

EEBBIEEFTARS , 2#E Optional (R ) EB—MEAEERBPNA O (SSP) RERE
B AFHRNBREEEM[BIRE , SER Compliance ( 85 ) E—MREAZEREANKRNE

B R R R ERE,
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( ) iZEX Allow Removal ( RFFER ) URE—MRFEA B LT BRERERE, #E Always ( —
#)B-REABEEEMRFRFBBREER |, BE Never (87T ) BHIL—REAEBRERERE
RIZEL With Authorization ( EBEE ) BERBEESREN —REAEEBIREERE, 1B With
Authorization ( EBE#E ) BN ELENER.

6. ( ) 7 Managed By ( B2 ) #L , G AFEREREEFTINABRAE.

7. ( ) 7 Assigned Groups ( $8REVEHE ) L , FIEEFEMEREENEEHE, LtBuIE
BENBUHEERE  REEHETVEBREREARS/ OS, RIiEEN. HERER, A8
HE,

8. ( ) RAERBFEITEEM Exclusions ( HEBR ) EHBRERNER. MR EHYes () , &
FER Excluded Groups ( HERREHAE ) W4 , BETLLEMAH LR IR ERERP RN EEEA,

9. ( ) WRERLFIEE L Install only on devices inside selected areas ( EEREEHAMEE L
Zi ) | AREREETREERE EEEMS iBeacon BEMIHE L, HIRIBRE , F57E Assigned
Geofence Areas ( 157 i 32 E R E 15 ) #4%718 it 32 E ML iBeacon B3,

10. ( ) #18R Enable Scheduling and install only during selected time periods ( &2 T i BF R EX
N RHERREZE ) | BUERBREERE ( Devices ( #£& ) > Profiles & Resources ( R EEEEE
R ) > Profiles Settings ( X EMEEXE ) > Time Schedules ( BEHERE ) ) ERERTHE | REERY
FREZTEENERE, HERRE , 57 Assigned Schedules ( 5RHERR ) #v i AERRR B,

11. ( ) BEUEFERER B RMEBRA Removal Date ( BERAH ) .

v
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iOS Add a New Apple iOS Profile X

© General = -

@, Passcode General
Restrictions
© Name * ‘ ios-profile ‘
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new profile for I0S devices ‘

54 Exchange ActiveSync

B Notifications Deployment Managed -
I LDAP
Assignment Type (Ao -
calpav
Subscribed Calendars Allow Removal ‘ Always v ‘
[Z] CardDAV
Managed By | Palo Ao Neworks Inc |
% Web Clips
Credential: o
¥ Credentials Assigned Groups Al Devices (Palo Alto Networks Inc)
GHETE Start typing © add a group a

© Global HTTP Proxy

@ Content Filter

a . Excluded Groups * 2% Al Employee Owned Devices (Palo Alto Networks Inc.)
Managed Domains

Start typing to add a group a

@ Network Usage Rules

@ macos Server
[# Single Sign-On

CANCEL
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STEP 4| ( ) IR IR GlobalProtect EZEAF IR BERE |

S ERWBERAR OS12 | MR
& GrEEE PR EENE AR VDM FEEEN VPN

$511T Credentials ( 335 ) 5% 0E :

EZEiBAFimBE T GlobalProtect i FimBa s |
B —29, MPEEEREMA

Hp 75550 & R B MDM AR A FiwB5E , Al GlobalProtect FERE X AS AR

#o

o EER ArWatch fRAERDAFIREHE :

1. # Credential Source ( FRFEXRIR ) 82 E A User Certificate ( EAEERE ) -
2. i#ZH! S/MIME Signing Certificate ( S/MIME &8 ) ( &%

General
Passcode
Restrictions
= WIi-H
VPN
Email
7 Exchange ActiveSync
Notifications
LDAP
1| CalDAv

#] Subscribed Calendars

CardDAV
o6 Web Clips
«» SCEP

iOS Add a New Apple iOS Profile

Credentials

S/MIME Signing Certificate

@0

SAVE & PUBLISH CANCEL

s BEFHLIBAFHREHE
1. # Credential Source ( F2FE KR ) FREA Upload ( L& ) .
2. A Credential Name ( RE & )
3. #—TF UPLOAD ( L& ) LA FI3EE
4. BEUBE®R , - T SAVE (&7 ) -

ELHNBE,
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iOS Add a New Apple iOS Profile X

General
a, Passcode Credentials
® Restrictions _ _
- Credential Source Upload
= Wi-H
f VPN () Credential Name * cert_client_cert_5050 (2).p12
e Certificate Certificate Uploaded

£3 Exchange ActiveSync

- Pfx
Notifications Type
|l LDAP Valid From 2oty
[51] CalDAV Valid To 2/15/2027
(%] Subscribed Calendars
Thumbprint ADET12D11CD8Y3ECBFFFSAI3B0CF7D23F3D5ECS4

[=] CardDAV

26 Web Clips | CLEAR ‘

<5 SCEP . ® 0

SAVE & PUBLISH CANCEL

- BFEGRAAAEENBRREENCNESR
1. # Credential Source ( R RIR ) s¥E A Defined Certificate Authority ( EZH ERREE
)
2. BEUSEERBRHEN Certificate Authority ( BEREENMN ) .
3. REUBEREE I/ Certificate Template ( BFEEAR ) .
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iOS Add a New Apple iOS Profile

O General

@, Passcode

® Restrictions

= WiFi

& VPN

& Email

£3 Exchange ActiveSync
W Notifications

Il LDAP

[ calpav

% Subscribed Calendars
CardDAV

2% Web Clips

«> SCEP

© Global HTTP Proxy
Single App Mode

@ Content Filter

@ Managed Domains
(@ Network Usage Rules.

@ macos server
Accounts

[# Single Sign-On

Credentials
Credential Source
Certificate Authority *

Certificate Template *

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

[CHC]

(DA CANCEL

198 GLOBALPROTECT EEEmE | THHEEER

© 2019 Palo Alto Networks, Inc.



STEP 5| %7 VPN EX1E :
1. WAEIREFE M Connection Name (E#HEEHE ) -
2. ZEUEEE Connection Type ( E#FEHR )

¥H GlobalProtect EARER 4.1.x RE R , F51EEH Palo Alto Networks GlobalProtect,
#7 GlobalProtect BT 5.0 REHIRA , 55:#E Custom ( BET ) »
3. ) MR IEA# Connection Type ( EFR¥ET ) 8E A Custom ( BFT ) , 387 Identifier ( 35!
15 ) #4608 A T 53R 48 ID (com.paloaltonetworks.globalprotect.vpn) BAi Bl GlobalProtect f& Fi 2
iﬁo

> MREBERERFER Apple App Store F £ T GlobalProtect
FERAEX , F57 |dentifier ( FEBITE ) WALF 8 AL ID

(com.paloaltonetworks.globalprotect.vpncn),

Connection Info
Connection Name * VPN Configuration
Connection Type * Custom
dentifier com.paloaltonetworks.globalprotectvpn

4. £ Server ( fAlfRES ) WL , B A EFH B ELRH GlobalProtect A QAL MR IP fizit,

5. ( ) B A VPN Account ( 1RF ) AF AR —T#E (+) RVLUBREAT B AN X B ERE,

6. ( ) 1£ Disconnect on idle ( FIERFHPENELR ) #1L , EEEARENFLIES VPN BEEARE
#%I% 2% H GlobalProtect ERARNMERE (#) .

7. EEREEE , EEFEAE Authentication ( 583 ) /7% : Password ( %% ) . Certificate ( &

& ) . Password + Certificate ( &5 + &BE ) -

8. HIRIRREF , B8 A Password ( 2% ) F/EE GlobalProtect A% AR ER T A EH Identity
Certificate ( 51 & 2B ) - Identity Certificate ( 5 & 2 BH ) IS Credentials ( 527 ) :RE
PERERREMER,

9. B(A VPN On Demand ¥ EAFHHNEE L.

10. & BB : EREBEREFRE

11. ( ) iZEX Proxy W HE/THHBIER Eo

STEP 6| ( ) ( ) BREH GlobalProtect BB ER HIP &
MDM E& , HTEEME — R BB (UDID) Bft.

GlobalProtect &8 MDM E & L#t MDM ARG THEEB Y , AR HIP AERH RAIEH
#1T. BEMFE MDM BEBEHEEHT , GlobalProtect BRI 44 A A GlobalProtect B 2 3 i% 2

# UDID, UDID B GlobalProtect B2 AEMTE L MDM A EBM B FFEEE A UDID &
Ao MRELFZEE DB UDID Bt , BELZHEFEH MDM E4 ., GlobalProtect ERAR X ASEL TN
UDID , EESEEARES,

MR & ME K Z Palo Alto Networks GlobalProtect #33# Connection Type (E#R3EH ) | FHai#d
VPN % E X 1E M s AH AR [ 35 R A Vendor Keys ( BRI €38 ) o #§ Key ( R5|# ) BREA mobile_id
W #% Value ( B ) ¥E A {DeviceUid},.

Vendor Configurations

mobile_id {Devicellid}
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. WMREFEAE Custom ( HET ) #88 Connection Type (EFHER ) |, FF511E VPN REMLEE
#REFEE ADD ( #7138 ) Custom Data ( BFJ &Rl ) . # Key ( E5I# ) BRE A mobile_id X #%
Value ( fH ) FREH {DeviceUid},

Custom Data
mobile_id {Devicellid} x

=

STEP 7 | SAVE & PUBLISH ( M %# ) BHNEE,

#EiB AirWatch ¥ Windows 10 UWP i 2h# 1T —E BB VPN £%

E— BRI VPN REH , £2 GlobalProtect E#RE—ER. &F& GlobalProtect Fi& £ P& E 45 E EF 18
R4 ( BEEER IP {14t ) WRE—EEIR VPN BERTHRHEE, SHEBRENRZL2ER , LA
F VPN 57 , il Z2ER—ERBAER  YEEARIXKRERREARKEER, HABEZBERE
GlobalProtect A O#8UE4HAEHEREH Enforce GlobalProtect for Network Access ( 58 #|%11T GlobalProtect
EARAEITREFE ) BEELL

B AirWatch {45k #8 GlobalProtect £ Windows S 25 IF NIESALER | BAEBRINE
B VPN {tfERs | fm¥E GlobalProtect EAREXERE , Y RET I TEREBATIRASEEREA
VPN E&EHE,

BB T LSRR AirWatch ¥ Windows 10 UWP i BT —E R VPN 55 E :

STEP 1| & Windows 10 UWP T & GlobalProtect AR :

« 3&EiIB AirWatch 282 GlobalProtect TEIFEARER .
#& Microsoft Store E# T & GlobalProtect FEFTE.

STEP 2| #& AirWatch £ &£ %H3RE Windows 10 UWP R EE S #T18 — 18,
1. J#HY Devices ( #£& ) > Profiles & Resources ( ;X EEEEER ) > Profiles ( FRERE ) , R
ADD ( 18 ) #HEERE.
2. iEE Windows £ A& ¥ & 312 Bl Windows Phone fE A B E,
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Add Profile

Select a platform to start:
i
o
Android

BlackBerry 10

o

Chrome OS5 (Legacy)

I0S

Apple 05

)

Tizen

macOS

Apple macOS

Windows Rugged

tvOS

Apple vOS

Windows

L L]
Android (Legacy)

Windows Phone

Windows Desktop

CAMCEL
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Select Device Type

Passcode

WI-FI

Emall

Application Contrel

Credentlals

Windows Desktop Windows 7

windows Hello Windows Licensing

Custom Settings

CANCEL

STEP 3| §%EGeneral ( —fi% ) B :

1. MAREREMN Name ( B8 ) o

2 BA % E 18 F & R S 52 Description ( iR )

3. ) #& Deployment ( 288 ) 534X E S Managed ( FEE ) WERERTHCHEME 2B BKR

4. ( ) iEZEY Assignment Type ( EER ) LURERERNANEEHE, ZE Auto ( BE ) #5%
EREBHBBEFMB RS , B Optional (#A ) E—MRMEAFEXLBBHRA OB (SSP) ZERE

- ) BAR

8, AFBHHE
B RAIREE

v

Ea—l
aXIE
=)

A e

EEEBwF , HEE Compliance ( £ ) E—REAFEREANKHRNS
&

( ) 7 Managed By ( B2 ) # , GAFERERETEFTINABEFAE,
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6. ( ) 7 Assigned Groups ( $EREVEEE ) WL , FTEEFEFEREENEEHE, tRLIE
BENUBUNESHE  REEHEVEBREREANREZ/ OS, Rindls. MEEER, A8
I%\E-%O

7. ( ) RANEREFLEITEME Exclusions ( HEfR ) ZEEREEMNIER. R ERYes () , &
FE'~ Excluded Groups ( HERRE¥AE ) MINL , BEALUEENS SRR ER B R P HEBRI S EEE,

8. ( ) 208 Enable Scheduling and install only during selected time periods ( £ 1E1& & 1Y B R ER
AR ASIREZE )  BUERBBEYERE ( Devices ( #& ) > Profiles & Resources ( 3R EEEE
JR ) > Profiles Settings ( XERFRE ) > Time Schedules ( BFRIHERR ) ) ERRERRE , REITEIRE
FRERTEEMNERE, HBEIRRE | B Assigned Schedules ( 5REEE ) M B AR B,
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Add a New Windows Phone Profile

@, Passcode General
Restrictions
© Name * ‘ windows-10-uwp-profile |
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new Windows 10 UWP profile |
£3 Exchange ActiveSync
© Application Control Deployment \ Managed -
(=] Assigned Access
Assignment Type ‘ Optional - |
W Credentials
«» SCEP Managed By ‘ Palo Alto Networks Inc. |

% Windows Hello

Assigned Groups 3% All Corporate Shared Devices (Palo Alto Networks Inc.)

£ Windows Licensing

Start typing to add a group

@ Data Protection

#¢ Custom Settings

Exclusions NO
VIEW DEVICE ASSIGNMENT
Additional Assignment Criteria [ Enable Scheduling and install only during selected time periods

CANCEL
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STEP 4] ( ) MRIEM GlobalProtect BB EE M FiRn/BEHBE , 5T Credentials ( 533 ) FE :
EER AirWatch FRERAFIREHE :

1. #% Credential Source ( FRFEXRIR ) 82 E A User Certificate ( A EERE ) -
2. i#ZH! S/MIME Signing Certificate ( S/MIME &8 ) ( &%
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22 Add a New Windows Phone Profile

© General
O\t Credentials

© RS Credential Source User Certificate

= Wi-Fi

Iﬂ VPN SIMIME * S/MIME Signing Certificate
& Email

£3 Exchange ActiveSync
© Application Control
2] Assigned Access

redentials (0]

<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

= Custom Settings

® 0
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EEFHLHAPRERE :
1. # Credential Source ( FRERIR ) FRE A Upload ( L& ) .
2. ® A Credential Name ( RE & )
3. #—T UPLOAD ( L& ) UK B 1ZEEE L HHEHE.
4. BREUBRR®R , —T SAVE (&7 ) -
5. EMERERTFRINELIRM Key Location ( IRMUE )
TPM Required (TPM ER ) —EEENFAEELREFLE LR, UREENTFAEEER
BHEFRTA , IEBELEIEDIR,
TPM If Present ( Z1RFE TPM ) — MR EHH LA , EEENTFAEALRE TSR,
MRAEENTFEEETRELTTA , AEESRERFERERBED,
+ Software ( 8 ) —HRGHBHREEFLZLE,
« Passport ( BITH ) —fEELBEEL8Z Microsoft Passport, ZEFAMIRE K S EAERIE LR
g AirWatch Protection Agent,
6. 1§ Certificate store ( BEFHIE ) FE A Personal (A ) .
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22 Add a New Windows Phone Profile X

® General
O\t Credentials
SlE=wcues Credential Source ‘Up\nad v ‘
S WLH
aveN Credential Name * ‘ test +
Email
a Certficate *
£3 Exchange ActiveSync
o — Key Location [ TPM Requirea . 10
[ Assigned Access Certificate Store ‘ Personal - 8.1/ +1 more
W Credentials
<« SCEP

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation
% Windows Hello

/>Windows Licensing
@ Data Protection

¢ Custom Settings

® 0

SAVE & PUBLISH [IRSAUTSN
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FEMAALERNBERBEMNEL

1.

w

# Credential Source ( FRRERIR ) FXE A Defined Certificate Authority ( EEH BHRIREE

),

BEUREEEEEREN Certificate Authority ( BEREEN ) .

BEUREREENH Certificate Template ( REEH AR )

BREEEREREILZ SN Key Location ( £BVE )

« TPMRequired (TPM EXR ) EEENTEEHELFEFLEZER. WREENEAEAER
LEFRTA, IRERENZTEE,
TPMIf Present ( SR FHE TPM ) — IR ERF LA , EEENTFARELRFLEER,
MRAEENFEEEERE LTI , AEESRERFERERBED.

+ Software ( Bif8 ) RS KBEHHEFILESR,

+ Passport ( BITH ) —fE B SI®E Microsoft Passport, ZEEFAMIRE , X BERE LR
# AirWatch Protection Agent,

# Certificate store ( BEFHIE ) XE A Personal (BA ) .
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22 Add a New Windows Phone Profile

© General

@, Passcode

© Restrictions

= WiFi

A veN

& Email

£2 Exchange ActiveSync
© Application Control
(%] Assigned Access
<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

Credentials
Credential Source
Certificate Authority *
Certificate Template *
Key Location

Certificate Store

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

‘TPM Required

‘ Personal

8.1 +1 more

® 0

SAVE & PUBLISH [IRSAUTSN
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STEP 5| %% VPN E%7E :
1. 8 A Eix B R Connection Name ( E#EEHE )

2. EEVENR Connection Type ( E#REE ) LR ( TiEE IKEV2, L2TP,. PPTP T Automatic ( B
g ) , BBH%E GlobalProtect VPN R EREFTFENHBRRERE ) o

N RAERENERER , BA AirWatch 45k 4§ GlobalProtect %l Windows 3 25#9 I =
ERHER,

3. 1& Server ( fAIARER ) WL , B AL EELRA GlobalProtect A QMG MK IP it
4. IEEREE , #E Authentication Type ( REBER ) LIS ERE —RERAEN S %,
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22 Add a New Windows Phone Profile

© General
@, Passcode

© Restrictions

= WiFi

& Email

£2 Exchange ActiveSync
© Application Control
(%] Assigned Access

W Credentials

<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

Connection Info

Connection Name *

Connection Type *

Server *

Advanced Connection Settings

Authentication

Authentication Type

Protacols

Credential Type

Simple Certificate Selection

Custom Configuration

Custom Configuration

VPN Traffic Rules
Per-App VPN Rules

‘\IPN Configuration ‘

‘ Junos Pulse v

‘ gp.paloaltonetworks.com ‘

=]
‘EAP M ‘
‘EAPVTLSmeart(ard or Certificate) M ‘
‘Use Certificate - ‘
=]

X

8.1only

©

SAVE & PUBLISH [IRSAUTSN
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5. ( ) BHEAFF GlobalProtect &7 £ A& FE , 7 ENABLE ( BA ) tEBEUAERAEERA
Remember Credentials ( 52E585% ) -

6. ( ) 7 VPN 2R AI[EiHA , ADD NEW DEVICE WIDE VPN RULE ( ¥Ti8 & E£E A K VPN
RA) LUEIB VPN Eﬁ%ﬁﬁAﬁEEﬁEﬁﬁ’Jumso BURATZEARENNR , BEm2 LT,
MREREFSIEENEFGRYS , H3EB VPN BERKH,

#EiB R — T ADD NEW FILTER ( ¥Ti8ERZERM ) , AR A Filter Type ( EREEE ) KRB ED Filter
Value ( EFiZ{E ) RETIGLLE AR,

VPN Traffic Rules
Per-App VPN Rules

@ ADD NEW PER-APP VPN RULE

Device Wide VPN Rules

7. H®E—ER¥# GlobalProtect E#R , FERAUBERRE FHEEREZ— :

ENABLE ( A ) Always On ( —IERIR ) LAEHI = £E R —ER R

ENABLE ( BXF ) VPN Lockdown ( VPN $87E ) LUAHI R EF —ERRMEREER , YEEHR
BERXREEEHEAMAEER, AirWatch AR VPN Lockdown ( VPN $#7E ) E2#&7E GlobalProtect
A O#vk#HRE R R E K Enforce GlobalProtect for Network Access ( 58 %#11T GlobalProtect jE#%
DGETHREREFE ) EEE L,
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Add a New Windows Phone Profile X

© General Policies

@, Passcode

. Remember Credentials ENABLE DISABLE
Restrictions

= Wi-F Always On ENABLE o
A VPN

& Email VPN Lockdown DISABLE 10
£2 Exchange ActiveSync

Trusted Network 10
© Application Control
5] Assigned Access Split Tunnel ENABLE DISABLE 8 fonly
W Credentials
o TTD Bypass For Local DISABLE 8 1only
% Windows Hello

Trusted Network Detection DISABLE 8.1only
/>Windows Licensing
D=ERCed0s Connection Type Triggering v 81only
= Custom Settings

Idle Disconnection Time 2 Minutes v Windows Phone 8.1 GDR2.

VPN On Demand
Allowed Apps
Allowed Networks

SAVE & PUBLISH [IRSAUTSN
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8. ( ) FEEEREE MR ZE TR MAIELRE | GlobalProtect EE#RZE M Trusted Network ( 51F

HEEE ) sk,
STEP 6 | SAVE & PUBLISH ( & EM M ) BHNEE,

STEP7 | BEMERBHHIERIRE R GlobalProtect , FE#mEE XML K VPN RERE.

AN BEHRMUE XML RIB EAbRE |, ERE LARES , MEEH VPN SRERANRE, W
,O\ REFEEED VPN RERRBERE , BALER XML FET8F |, H7E VPN RE

= RBHERRELBRATHISR,

1. £ Devices ( #£& ) > Profiles ( 5R7EHE ) > List View (FERR ) , EREE IS BHITEHNRE
RENERERE  ABRBIMREEIN </>XML, AirWatch 2ITBIRERA XML B4R,

2. Export ( [BEH ) SRERE , RABRELBRIN X FiREES P T,
3. A GlobalProtect #REE T HIFRE :

£ E PluginPackageFamilyName BY LoclURI TTHHFEETH A !

<LocURI>. /Vendor/MSFT/VPNv2/PaloAltoNetworks/PluginProfile
PluginPackageFamilyName</LocURI>

EREN pata THF , BEHES !
<Data>PaloAltoNetworks.GlobalProtect rn9aeerfb38dg</Data>
1. BENBERFEELNRERE.

/

2. JR[E AirWatch 3i2ER Devices ( & ) > Profiles ( 52E#& ) > List View ( /FERER ) .

3. BuWir A —EFAERERE (EEADD ( #38 ) > Add Profile ( #7385 ERE )
Windows Phone ( Windows F# ) ),

> Windows >

4. JZH Custom Settings ( HFT5XE ) > Configure ( 32 ) , RAERER I HFHEMNERE,

5. SAVE & PUBLISH ( @#FH&# ) BHNEE,

STEP 8| E1B ¢ Devices ( & ) > Profiles ( XEH& ) > List View (JFEMR ) BEURKFER K A&
2EY More Actions ( Hfh &) ) > Deactivate (£ ) , KERRHKRERERE. AirWatch &%

EREBDEFREAPBE.
STEP 9 | RIEAERE,

#iB Microsoft Intune ¥ 1T —EBIRX VPN 5RE

Microsoft Intune R EEAURARVEEETHIRBNERTCETEHEEFE A, GlobalProtect EAER
214t Microsoft Intune TR EREABRRNEREENPHAXBNTERE BN EZLER. £ Android #Y
GlobalProtect fE AR 4B , ETHREN —BRENERB L2 BERNRL , LEHITERELENE

g,
BERRWAEEA Microsoft Intune 1T —ERIRI VPN SREMNET , FS BT LE -

« JEiB Microsoft Intune ¥ iOS 2 1T—E R R VPN 2E
+  %iB Microsoft Intune ¥ Windows 10 UWP %2t #4T — BB VPN 52 E

#EiB Microsoft Intune ¥f iOS iR BT — B VPN 32 E

E—EBR VPN $REH , €2 GlobalProtect H#f —ERE. &4 GlobalProtect Bi&
f (GEREERA P ik ) BRE —EIEIR VPN BB TR B EX,

R T 54 B2 A Microsoft Intune ¥ iOS i BT —EBIRL VPN R E :
STEP 1| & iOS T & GlobalProtect FERZE,
«  ¥%Ei8 Microsoft Intune #B2& GlobalProtect ITEIFEAER.

L FRERTE 45 R BRI R
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« & App Store E# T & GlobalProtect ERAE=R .
STEP 2| ( ) MREHNBEZFEAEABENRR B ERFREE,
STEP 3| B3I %7 iOS VPN FRER,

« & Platform ( & ) XEA i0S.

STEP 4| A& iOS B ERE — BRI VPN & E.
& Connection type ( E#RFEA ) %E A Palo Alto Networks GlobalProtect,

#Ei1B Microsoft Intune ¥ Windows 10 UWP i Bt 1T —E B RL VPN 3} E

E— BB VPN 32 EH , Z2 GlobalProtect B4 — BB, £F4 GlobalProtect B8 L FE%E 4% E EF iR 1%

f (aEEEA P it ) HRE —EEB VPN BEE TR A EX,
BB T35S B Microsoft Intune ¥ Windows 10 UWP % B 1T —EBIRR VPN 3R E :
STEP 1| & Windows 10 UWP T & GlobalProtect EAER :
« &8 Microsoft Intune &BF GlobalProtect TENFE AR
& Microsoft Store E# T # GlobalProtect FEARE .
STEP 2| ( ) MREHNHEZTEAERNBENRE B EBERERE,

STEP 3| 237 % Windows 10 UWP VPN R EHE,
« # Platform ( ¥ & ) BREA Windows 10 & E#ThR 4.

STEP 4| /& Windows 10 UWP ixr#3&E — E X VPN & E.

+ ##% Connection type ( E#R¥EH ) 52E A Palo Alto Networks GlobalProtect,
« A Always On ( —ERIRX ) VPN,

iEiB Mobilelron #1T—EBIEX VPN &
Mobilelron 2ZBEAI AR P RIZFHEEBITERENLCETHEEF S, GlobalProtect FEARE I

Mobilelron EEEREARXSEHEENIF BN TEIRE BN EZLER, FH Android B GlobalProtect

EARSER , TETHREN —BRENERERZSERNEY LB ITHRE LNRE,
BERAIAIAEEF Mobilelron ¥#1T—EBIEX VPN SR EMER , FSB LI T 445 :

+ JEIB Mobilelron ¥ i0OS iw B T —ERBIR VPN iR E
« 3%E1A Mobilelron ¥ Android s 25 ¥ 1T —EBIRL VPN 58 E

FEi® Mobilelron ¥ iOS i B 1T —ERBIEL VPN & &

E— BB VPN 52 EH , &2 GlobalProtect iEE# — BB, £FS GlobalProtect 8 L FRERE 45 E EF iR 1%

# (HEREERA P it ) BRE —EiEIR VPN BB T A EX,
REE T 55 82 A Mobilelron ¥ iOS i 2h# 1T —ERREK VPN RE -
STEP 1| & iOS T & GlobalProtect FERFE,

+ J%if Mobilelron ZB& GlobalProtect TEIFEATE o
« # App Store E# T & GlobalProtect EARER .

STEP 2] ( ) MRENDBEFERENBENRE , FNEERERE , REREBFHHRE,

STEP 3| #7118 —ERIRL VPN 3R E,
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
https://docs.microsoft.com/en-us/intune/certificates-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-ios
https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3
https://docs.microsoft.com/en-us/intune/certificates-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-windows-10
https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Certificate_Configuration.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm

. HEREEAILES Always On VPN ( —EBIRA VPN )
STEP 4| % iOS % E —ER R VPN F%E.,

%@ Mobilelron ¥ Android % 25# 4T — BB VPN 8B &

E— BB VPN 52 EH , £2 GlobalProtect B4 — BB, £FS GlobalProtect B8 L FEXE 45 E EF iR 1%
# ( IEEEA P it ) WFHE—EEIB VPN BEETHRAEX,

R BB T 55 845 A Mobilelron ¥ Android i 25117 —EBER VPN 5%
STEP 1| & Android & GlobalProtect FERE R,

iEiB Mobilelron %% GlobalProtect ITEI FERER.
& Google Play BE# T & GlobalProtect ERE.

STEP 2| ( ) MREHNHFEFTEAERBENRE  FHTERENRE  RRWEBERE,

STEP 3 | 78 — EBIRX VPN % 7Eo
HE R EERERE S Always On VPN ( —EBIRI VPN ) .

STEP 4| A& Android 52 —EBRX VPN & %E.,

£/ Google BEEEHIAET—ERE VPN &%

Google B4l AR Z LA AR P RIZEAEE Chromebooks WERDETHEEF A, GlobalProtect &
ARNIRH Google EEEHIAERBREARENFMEENB X HER Chromebooks 2 M Z£ER, FH
Android B9 GlobalProtect fFA R &R , TETEHREN —BRENBRARZ S BERMEL , AR TER
ZEHEE,

£/ Google B2 & ¥f Chromebooks #1T—ERE VPN &%

Chromebook ZEiB ZE {f X #2i# i FA Android B GlobalProtect FERER , H—EBIRX VPN B XE, £—E
BB VPN 2EH , ©£ GlobalProtect ‘E#R—E M. AFS GlobalProtect Fi& L FRER E4F E EFZMRAF (40
EERA P {7 ) MRE—EER VPN BEH® TR HEE, BBAFEN—MEAETE Chromebook L,
1B AR Android B9 GlobalProtect EATES , IR E R #L B GlobalProtect B A FH—BERMZ £
ﬁo

[ﬁ * f& %JE Chromebook %{Zi# A Android gy GlobalProtect FE 2.
e A% #E Android FEAEZAY Chromebook 4 B4 & AE AR Chrome §§ GlobalProtect
FERRERX, {82 , 5% Chromebook A E— BRI VPN,
* N8 Chromebook tZ & 7 A Android § GlobalProtect FERERXUZE—EBRK
VPN Ihge , BIFFEFE[E— Chromebook EZ g E A Chrome By GlobalProtect fE R T2
o

BB T YL EBFER Google EIE{2#| A ¥ Chromebooks 1T —EBEX VPN 5%E.
THEBEBERFIEIR Google BEEE#HIAEZEER Chromebook £ Zi#E A Android B GlobalProtect
FERER, AirWatch BRIAXEREZEIEMN Chromebook ¥ AR Android B9 GlobalProtect FEFAF2 X%
E—ERM VPN #HEE,

STEP 1| #% Palo Alto Networks Bf KA |, 5%7E GlobalProtect A O #1477 EUE,

STEP 2 | 2 GlobalProtect X B2 R #H5E,

STEP 3| B3] GlobalProtect FEATER.
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http://mi.extendedhelp.mobileiron.com/47/all/en/desktop/Always_On_VPN.htm
https://play.google.com/store/apps/details?id=com.paloaltonetworks.globalprotect
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Certificate_Configuration.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm
http://mi.extendedhelp.mobileiron.com/47/all/en/desktop/Always_On_VPN.htm
https://sites.google.com/a/chromium.org/dev/chromium-os/chrome-os-systems-supporting-android-apps

ZE 4 GlobalProtect B

=n
AX 43

—BERR,
(Always On) ( EREEA (—EBERK) ).

5545 Connect Method ( E#753%)

%% User-logon

Configs

Authentication Config Selection Criteria Internal External App HIP Data Collection
App Configurations Welcome Page | None w
Connect Methad User-logon {Always On) - Disable GlobalProtect App
GlobalProtect App Config Refresh 24 [1 - 16 Passcode
Interval (hours)

Confirm Passcode
Allow User to Disable A
GlobalProtect App Max Times User Can Disable | 0
Allow User to Uninstall Al Disable Timeout (min} | 0
GlobalProtect App (Windows
Onlly)

Uninstall GlobalProtect App

Allow User to Upgrade A F p
GlobalFrotect App Uninstall Password
Allow user to Sign Out from Ye N
ClobalProtect App Confirm Uninstall Password
Use Single Sign-on (Windows} e Moabile Security Manager Settings
L= DR — Mobile Security Manager
Clear Single Sign-On Credentials | Ve
on Logout (Windows Only) = Enrollment Port | 443 -

EE[ IR E S GlobalProtect EARR |

£ &= A GlobalProtect FEA]E ) 1BIHZRA Disallow ( TRFF ) o

§57#% Allow User to Disable GlobalProtect App ( &

&t

© 2019 Palo Alto Networks, Inc.

Configs
Authentication Conhg Selection Criteria Internal External App HIP Data Collection
App Configurations Woelcome Page | None e
Connect Method User-logon (Al On - Disable GlobalProtect App
GlobalProtect App Config Refresh | 24 [1 - 14
Interval (hours)
Allow User to Disable " Disaliow
GlobalProtect App
Allow User to Uninstall Al
GlobalProtect App (Windows
Cnly)
Uninstall GlebalProtect App
Allow User to Upgrade A F p
GlobalProtect App Uninstall Passwiord
Ellmlﬁg[;ﬁi%'aoﬁ from s Confirm Uninstall Password
Use Single Sign-on (Windows) e Mabile Security Manager Settings
Use Single Sign-on (macO5) — Mobile Security Manager
Clear Single Sign-On Credentials | Ve
on Logout (Windows Only) - Enrollment Port | 443 L
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STEP 4 | 5%} GlobalProtect ¥ {TiEBHER T,

& EP LA EBKIB GlobalProtect BRFER T , MEEE GlobalProtect R ENERRFEIB GlobalProtect ,
EERET YRS —LUETERRRE

- RHFERAEFER AFRERRFE ¥ GlobalProtect #1TEARE.
«  AFF GlobalProtect EARXFEEMEAEZBMNZBEUBHEA,

. REBHAOHEERERNXHED ( Network ( #8588 ) > GlobalProtect > Portals ( A O#81 ) >
<portal-config> > Agent ( {XZEFE3 ) > <agent-config> ) , i#HY Authentication ( 5% )
2. #% Save User Credentials ( 7R &R ) BEFZA Yes (2 )

Configs

Authentication Config 5election Criteria Internal External App HIP Data Collection

Mame | pm-always-on-config|

Client Certificate | None i

Save User Credentials | Yes
Authentication Override
D Generate cookie for authentication override

D Accept cookie for authentication override

Certificate to Encrypt/Decrypt Cookie | None '

Components that Require Dynamic Passwords (Two-Factor Authentication)

D Portal D External gateways-manual only
D Internal gateways-all |:| External gateways-auto discovery

“ CdI.LLI

3. EMT OK (HBE ) UREEADMERERXER,
STEP 5 | 7EPS K #& s Commit ( 12X ) BHWEE,

STEP 6 | B 1E Chromebook %&£ Chrome OS VPN &% E#18 GlobalProtect,
1. LEEBEBMEA Google EEIZHIA .
2. FIEZEEK Chromebooks £ i#Eif Google BRI AEZEER Chromebook L ZFEE AR
Android B GlobalProtect ERTER .
3. # Chrome FREF AR B E (chrome: //settings) SABh L EERIET VPN ERIE :

1. i#H Device Management ( £E & ) > Chrome management ( Chrome B ) > User
Settings ( EAERRE ) o

2. 1& Content > URL Blocking ( A& > URL #f#H ) [E15 , 7 URL Blacklist (URL B E ) XF 7
¥ A chrome://settings.
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https://admin.google.com/

= Google Admin Q, Search for users, groups, and settings (e.g. turn on 2-step verification

D

evice management > Chrome > User Settings

URL Blocking URL Blacklist

Locally applied Any URL in the URL blacklist will be blocked, unless it also appears in the URL blacklist exception list. Put each
URL on its own line. For example:
example.org

http:/fexample com
[Google Chrome Build 15.0.874.12+]

chrome://settings

URL Blacklist Exception

Any URL in the blacklist exception list will be allowed, even if it appears in the URL blacklist. Wildcards (™) are
allowed when appended to a URL, but cannot be entered alone. Put each URL on its own line. For example,
sites.example.org

http://mail.example.com

file:/y*

[Google Chrome Build 15.0.874.12+]

DISCARD SAVE

4. Save ( f#1F ) 8%,

FERAEMENRRIFZE VPN &

ERHEFER (HFEE ) VPN HHREF | FHAEXLEFERE GlobalProtect BRARXFHEETZS
GlobalProtect #&. GlobalProtect BFTEX &E#RE GlobalProtect A D #8Yh ( EFEAEEAR) , BUIEX
FERAEEIHEF  THRAEERXAE, EEARIRADNEEKIRERNERER K HEERYEVE
RIEEXIBREFEE GlobalProtect FEH VPN Ei&,

BFRIAEAZENTHREEERRRELAERBERFH VPN HENER , F2RUATEE

« & AirWatch X E £ & R EEHFE VPN 458
+ JEIB Microsoft Intune 52 EE &R ERIHFE VPN #HAE
+ 3EiB Mobilelron ;2 EE A &R EIRIHZE VPN #HRE
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EiB AirWatch REME A EREHRHFE VPN 58

AirWatch RFE ALK P RZFAERTH RN EETHEEF S, GlobalProtect ERAENZE

fit AirWatch EETBRECBNRZLER , AR ARBURRMREAEXFR. EH Android B9
GlobalProtect AR £ER , TETHREN —BREMNY PR T LBERMNAY , UEBITDHRM LR
&,

BEAMMAER AirWatch FREER ERMEERFE VPN BENEF |, FF2RUTHE !

« JEIB AirWatch & iOS in BiE E B R E)E w77 E VPN 478
« 3EIB AirWatch & Windows 10 UWP % Bi 5% E 6 A & B EiR w7 EL VPN A8

#EiB AirWatch % i0S i BhEE £ & BEE iR FH VPN {87

ERiRFE (REE ) VPNHES  FRAEXETFHRBEAEXN ST EEILLL GlobalProtect i, RE
EFEAERBALRIERE , K4S GlobalProtect B8 EFTEREAS E BB IR ( ILEZER IP ik ) HFRE
FEFEIB VPN BB T B EX,

BB T AL EBER AirWatch ¥ i0S iR BiEXEFE A &R EIRFEL VPN A58 :
STEP 1| & iOS T # GlobalProtect ERTER .

« BB AirWatch #FE GlobalProtect ITEHFEATER..
& App Store E$Z T & GlobalProtect FEFATE R,

f B i0S gy GlobalProtect A28 AT E R ERY Apple App Store 3R F,

STEP 2| % AirWatch 2 &A1& 3R A Apple iOS R ERE L HIE —EERERE,
1. i#H Devices ( #iE ) > Profiles & Resources ( X EREEEER ) > Profiles (
ADD ( 118 ) #HEERE.
2. RRFABEIERNIOS,

EE)  R&

K5
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
https://apps.apple.com/cn/app/globalprotect/id1507179755

Add Profile X

Select a platform to start:

10S

Android Apple i05 Apple macO5 Apple vOS BlackBerry

BlackBerry 10 s Rugged Windows Android (Legacy)

Chrome 05 (Legacy creen Layout Lo

Google Account Custom Settings

CANCEL

STEP 3| §%EGeneral ( —fi% ) B :

1. WAREREM Name ( B )

2. ( ) B A FREAER A AR Y & % Description ( iR ) .

3. ( ) i#EY Deployment ( 3§88 ) 5% , EREREERETREIEEMEEBBR—ERE
Managed ( ZE®E ) (FREEHEBER ) B Manual ( F8 ) (RERRBREEINH—REAER
Iz/% ) )

4. ( ) iEZEY Assignment Type ( EEE ) LURERERBNANEEHE, ZE Auto ( BE ) #5%
EREBHBBEFMB RS , B Optional (#A ) E—MRMEAFEXLBEBHRAOBIL (SSP) ZERE
B RFEHHBREEZHEAHEY , SUEZE Compliance ( 68t ) E—REAZEREANKRENS
R R ARG B R ERE,
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( ) iZEX Allow Removal ( RFFER ) URE—MRFEA B LT BRERERE, #E Always ( —
#)B-REABEEEMRFRFBBREER |, BE Never (87T ) BHIL—REAEBRERERE
RIZEL With Authorization ( EBEE ) BERBEESREN —REAEEBIREERE, 1B With
Authorization ( EBE#E ) BN ELENER.

6. ( ) £ Managed By ( B2 ) #{ , WAF AR EREETEFINABEE,

7. ( ) 7 Assigned Groups ( $8REVEHE ) L , FIEEFEMEREENEEHE, LtBuIE
BENBUHEERE  REEHETVEBREREARS/ OS, RIiEEN. HERER, A8
HE,

8. ( ) RAERBFEITEEM Exclusions ( HEBR ) EHBRERNER. MR EHYes () , &
FER Excluded Groups ( HERREHAE ) W4 , BETLLEMAH LR IR ERERP RN EEEA,

9. ( ) WRERLFIEE L Install only on devices inside selected areas ( EEREEHAMEE L
Z# ) | ARERETREAEREEHEEMS iBeacon EEMIRE £, HIRIERE | 557F Assigned
Geofence Areas ( 157 i 32 E R E 15 ) #4%718 it 32 E ML iBeacon B3,

10. ( ) #18R Enable Scheduling and install only during selected time periods ( &2 T i BF R EX
N RHERREZE ) | BUERBREERE ( Devices ( #£& ) > Profiles & Resources ( R EEEEE
R ) > Profiles Settings ( X EMEEXE ) > Time Schedules ( BEHERE ) ) ERERTHE | REERY
FREZTEENERE, HERRE , 57 Assigned Schedules ( 5RHERR ) #v i AERRR B,

11. ( ) BEUEFERER B RMEBRA Removal Date ( BERAH ) .

v

GLOBALPROTECT BB £i5r | TBHEEE 223

© 2019 Palo Alto Networks, Inc.



iOS Add a New Apple iOS Profile X

© General = -

@, Passcode General
Restrictions
© Name * ‘ ios-profile ‘
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new profile for I0S devices ‘

54 Exchange ActiveSync

B Notifications Deployment ‘ Managed v ‘
I LDAP
Assignment Type ‘ Auto - ‘
calpav
Subscribed Calendars Allow Removal ‘ Always v ‘
[Z] CardDAV
Managed By ‘ Palo Alto Networks Inc. ‘
% Web Clips
Credential: o
¥ Credentials Assigned Groups Al Devices (Palo Alto Networks Inc)
GoEeEp Start typing to add a group a

© Global HTTP Proxy

@ Content Filter

a . Excluded Groups * 2% Al Employee Owned Devices (Palo Alto Networks Inc.)
Managed Domains

Start typing to add a group a

@ Network Usage Rules

@ macos Server
[# Single Sign-On

CANCEL
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STEP 4 | 5% Credentials ( 325% ) R :

[ﬁ iOS ImMM A EREFN VPN ARHBEZERNBENRE.

£

o BHEH AirWatch FRAERIAFIREE :
1. #% Credential Source ( FRFEHKIR ) 82 E A User Certificate ( EHEERE ) -
2. J&HY S/MIME Signing Certificate ( S/MIME £ Z&8% ) ( 8%

ERWRERAS IOS 12, MRER

EEB A FimRF T GlobalProtect /i FinERe¥ |

BB FIREESEAR MDM RIRESHIXA VPN RERN —% 9., WREFEREMA
Hih 5 2EBK B MDM fafResH F Fiw /3% , B GlobalProtect FEARNAEEEFEAR

o

iOS Add a New Apple iOS Profile

General
Tl Credentials

9 Restrictions

Credential Source

2 WiFi

VPN S/MIME *

Email

£3 Exchange ActiveSync

Notifications

LDAP

[ calpav

[£] Subscribed Calendars

CardDAV
26 Web Clips
¢» SCEP

SIMIME Signing Certificate

@ 0O

SAVE & PUBLISH CANCEL

- BEFHLHAFRERE

1. # Credential Source (
2. B A Credential Name ( R & ) o
3. #—T UPLOAD ( L& ) LAk ZIEE
4. BHUBRE® , #— T SAVE (&%) -

FRREHIR ) BXE A Upload ( L8 )

EFENER.
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iOS Add a New Apple iOS Profile X

General
. Credentials

Restrictions
o Credential Source Upload
= Wi-F
0 VPN () Credential Name * cert_client_cert_5050 (2).p12
& Email Certificate * Certificate Uploaded
£3 Exchange ActiveSync

) Type Pfx

Notifications s
B LDAP Valid From 20
[ii] CalDAV Valid To 211502027
(%] Subscribed Calendars

Thumborint ADET12D11CD8Y3ECBFFFSAI3B0CF7D23F3D5ECS4

[=] CardDAV
26 Web Clips | CLEAR ‘

<5 SCEP . ® 0

SAVE & PUBLISH CANCEL

- BFEGRAAAEENBRREENCNESR
1. # Credential Source ( FREHRIR ) FXE A Defined Certificate Authority ( E&RH BEIREE
)
2. BEUSEERBRHEN Certificate Authority ( BEREENMN ) .
3. BEUREIREEH Certificate Template ( REEAR )
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iOS Add a New Apple iOS Profile

O General

@, Passcode

® Restrictions

= WiFi

& VPN

& Email

£3 Exchange ActiveSync
W Notifications

Il LDAP

[ calpav

% Subscribed Calendars
CardDAV

2% Web Clips

«> SCEP

© Global HTTP Proxy
Single App Mode

@ Content Filter

@ Managed Domains
(@ Network Usage Rules.

@ macos server
Accounts

[# Single Sign-On

Credentials
Credential Source
Certificate Authority *

Certificate Template *

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

[CHC]

(DA CANCEL
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STEP 5| %% VPN E%7E :
1. 8 A Eix B R Connection Name ( E#EEHE )
2. JZEUARE Connection Type ( E#iRER )

« ¥R GlobalProtect AR 4.1.x RERRZA , 551ZH Palo Alto Networks GlobalProtect.
¥ GlobalProtect EATEX 5.0 REHARAS , FHIEE Custom ( BFT )
3. ) WREH#E Connection Type ( EARFH ) FREA Custom ( BFT ) , FB1E Identifier ( &35!
i ) #8 A T 5IH4P ID (com.paloaltonetworks.globalprotect.vpn) LAz 5 GlobalProtect fE 72
o

S MERIREEAPEN Apple App Store I TE T GlobalProtect
FERRRR , F57E \dentifier ( EBITE ) WAL & A B4R 1D

(com.paloaltonetworks.globalprotect.vpncn),

Connection Info

Connection Name * VPN Configuration
Connection Type * Custom
dentifier com.paloaltonetworks.globalprotect.vpn

4. 1E Server ( fAIBRER ) WAL , B A GEFEEARM GlobalProtect A QMG K IP it

( ) B A VPN Account ( #RF ) AF B SiE—T#1 (+) ILBUBR BT LUE AN X BEHE,

6. ( ) % Disconnect onidle ( HIERF ENER ) M , IEEEARENFLIER VPN BERBRE
#I% 2% H GlobalProtect EARXNMKEE (#),

7. ERFES , #FFEHAE Authentication ( B ) 3£ E S Certificate ( BFE ) .

v

£ iOS iR R Fr B EIRFEL VPN AERFEZERNBENRE.

8. HIRIRREF , 5 1EHEN GlobalProtect #§FI A BRFE £/ & B Identity Certificate ( 35| & 5 &
) . Identity Certificate ( 5| & 7 /BFE ) EAE1E Credentials ( F2F ) REPRENREMERE.
9. MR Enable VPN On Demand ( fREERA VPN ) BEEKA ( BREE ) -

Authentication

User Authentication Certificate
dentity Certificate Certificate #1
Enable VPN On Demand Ld

10. ( ) XEE MR VPN On-Demand ( R ZEZE VPN ) E#RE Al -

« Match Domain or Host ( LE¥i#BE s :# ) S AESEAEFIRE S I HEBREREY
GlobalProtect RN ETWETE.
On Demand Action ( #R EEi21E ) —#% On Demand Action ( R EE R ) FRE A Establish if
Needed ( HRIFFEER I ) =X Always Establish ( 1BIKREN ) UMEEFAEELZEEFIEENR
2 A FBEFEE I GlobalProtect iE#R. #% On Demand Action ( fREZEIRE ) XEAH Never
Establish ( ## & ) U L EFEAEFEUEEN B WA BRFE L GlobalProtect E#R, 40
REECRN , THREFA,
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Authentication

User Authentication Certificate
dentity Certificate Certificate #1
+

Enable VPN On Demand
Use new on-demand keys
VPN On Demand

www.example.com Always Establish

11. ( ) ¥EiBZE GlobalProtect FEF#23\ Use new on-demand keys ( SERHINREE LR ) REER
AR EEEGRR A, B EBR—T ADD RULE ( #7388 Rl ) #rig2&E 81,

Authentication

User Authentication Certificate

dentity Certificate Certificate #1

Enable VPN On Demand L

Use new on-demand keys L
On-Demand Rule

Action ® Evaluate Connection Connect Disconnect lgnore
Action Paramerter

Domain Action ®) Connect If Needed Never Connect

Domains domain_local

URL Probe www.example.com

DNS Servers

- ERFEHRBES , EH Action (181E ) MIRBREBERMIFFRERZE GlobalProtect E#% :

+ Evaluate Connection ( FI{HE#R ) —IRIBEMEE MIELRELE BB L GlobalProtect E#R. BIX
ERAEERERZMEAE , BSHET LA,

« Connect ( E#R ) —BEE I GlobalProtect E#%.

« Disconnect ( FENE#R ) —B &)1 A GlobalProtect 3 Bh Ik GlobalProtect E & #R o

+ lgnore ( 2R ) —REFBWAEH GlobalProtect B#R I 7E GlobalProtect BB AR IFBA 1 H F #iE
#Ro

On-Demand Rule

Action ® Evaluate Connection Connect Disconnect lgnore

< ) MMREHRRFZERR AN Action ( #1E ) BXE A Evaluate Connection ( FEHER )
BB A ERRERIES BUAEE GlobalProtect 1E MR LB B E B WA KB ERE AN
EREMER (Sl , E DNS ARFRREMBELEC LR ) . BAEBE—T ADD ACTION
PARAMETERS ( #Ti8#RFS 8 ) B ZESH.
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#§ Domain Action ( #3131 1E ) SRE A Connect if Needed ( BIFZEEERR ) LUE
GlobalProtect E#TE#R K Never Connect ( {EFE#R ) LABH LE GlobalProtect E#TiEAR,

«  ®i AL Action Parameter ( ##1E28 ) EFH Domains ( #8317 ) .

< ) B3R & Domain Action ( #8iF1&1F ) 3RE A Connect if Needed ( RIZHEEE
#) , RlEg ABAZETE URL Probe ( URL 3% ) B HIRER HTTP = HTTPS URL, %0
REEMBNTURLNERER |, BIARSZFEEER , SAKRSFFTEL 200 HTTP AREETFE
FE | GlobalProtect E4&RIGIE T,
( ) WRZEH# Domain Action ( #B1F124E ) BRE % Connect if Needed ( BIFFEZER ) |,
Bl A F A AT 8 E Domains ( #833 ) B DNS Servers ( DNS fRIfRES ) ( AEBRESERIAED )
M IP {uik, 205 DNS fRIARESMIEELR |, GlobalProtect EARMGHE I,

Action Parameter

Domain Action ®) Connect If Needed Mever Connect
Domains domain.local

URL Probe www.example.com

DNS Servers

REATRAGUREHRFRZERRAETHYH ., NRFHEEENFFEHREESNT , IRTEER
BRAKEREXIRI.

* Interface Match ( N ELLE ) —EEERBREUEIRENREBNEFETLHE  Any (F
] ) . Ethernet, Wi-Fi, Cellular ( {TEMEEE )
URL Probe ( URL &% ) —8 AEE 2 Lb¥HY HTTP = HTTPS URL, MR ¥R | #&IRE
200 HTTP #REEHS,
SSID Match ( SSID tb¥f ) —# A ZE8 2 LE ¥ I MRE SSID, BRAIEIRIE — T8 (+) IRAFIE S
fE#B4& SSID. BRI LLE | WmHNEEDE—EIEERNMBEL SSID 5.
DNS Domain Match ( DNS #igi Lt ¥ ) —ia A EEL 2 LE ¥R DNS #2248, LS UEER
Fictk (0 * . example.com ) HETHE LB EFE 7/,
DNS Address Match ( DNS izt tb¥f ) —# A Z82 2 th ¥ #9 DNS fRIBRES IP sk, EEEBE
— T #7138 (+) IREAFTIE 28 DNS fEMRES IP [utt, FBR RS EFMERT IP fZut# DNS AR
BENEEERAF RS (fl17. ) ETHE., HRRIWLEY | imwE L5 HEFTE DNS
BR 2§ IP [t ER 4 ZHER IR EHY DNS R ARES IP Szt M AFo

nterface Match Any

URL Probe www.example.com
551D Match corp-wifi

DNS Domain Match * example.com
DNS Address Match

12. ( ) EEX Proxy B W ETHBERE.

STEP 6| ( ) ( ) TR IEH GlobalProtect SFBER HIP &
MDM E& , FFisEM — KB BT (UDID) Bk,
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GlobalProtect X £ MDM B & L# MDM ARG TEEEEBM , AR HIP AEB KR AR F
1T, BEME MDM BEBEHEEH T , GlobalProtect BRI 44 GlobalProtect BiE £ ik 2

# UDID, UDID B4 GlobalProtect AN sEME A MDM AERHNEBEHFEEILEA UDID &
Ao MREHRILERPBER UDID B |, SELEFER MDM 4, GlobalProtect BRI ASEL TN
UDID , EEEEARES,

M REEFAKZ Palo Alto Networks GlobalProtect #8% Connection Type ( E#REHE ) , HalE
VPN & E X 1E M AE AR 2 15 B A Vendor Keys ( IRRI €38 ) o 8 Key ( R5I# ) BREA mobile id
I # Value (€ ) XEA {DeviceUid},

Vendor Configurations

Vendor Keys

mobile_id {Devicelid}

MREFEHR R Custom ( BT ) #8588 Connection Type (E#HFEA ) | FE8iE VPN [RELEER
EFAEH ADD ( #7138 ) Custom Data ( BFJE#l ) . #§ Key ( &5I# ) 3REA mobile id W&

Value (1 ) F*E A {DeviceUid},
Custom Data
maobile_id {Devicelid} x

[0

STEP 7| SAVE & PUBLISH ( 7 MM ) BHWEE,

#EiA AirWatch & Windows 10 UWP % 2555 7 (6 A E B Eh & i 7B VPN #AAE

ERGHEFERN (REE ) VPN R  FREXEATERBERAERTEEEI L L GlobalProtect EfE. RE
EFERERBLENERE , &4 GlobalProtect B8 EFFERES EBHEEM ( IEEEMN IP ik ) WRE
FEEIB VPN BEE THRAEX,

> HHA AirWatch 4 54 GlobalProtect £ Windows % 259 [E ER L RER | SN EBEE
L Ky VPN {tfEm | #REE GlobalProtect AR XERE , WARER T 5 THEREPTRAHEEEA
VPN F&EHE,

BT S EEA AirWatch ¥ Windows 10 UWP % 2658 & 4 A Z F B = ik 7B VPN #HEE -

STEP 1| & Windows 10 UWP T & GlobalProtect EHE :

iEiB AirWatch %82 GlobalProtect {TEIFEAER..
#& Microsoft Store E#2 & GlobalProtect ERTE .

STEP 2 | & AirWatch E#Z2 & & IR A Windows 10 UWP R ERE S HiE — &,

1. JZH Devices ( #£{& ) > Profiles & Resources ( ;X EMEEIR ) > Profiles (
ADD ( #7118 ) #HEREE.
2. i#EE Windows £ A& & Iti#El Windows Phone fEA B EE,

ks
filt
i
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https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3

Add Profile

Select a platform to start:

£

[ 1
o
Android

BlackBerry 10

o

Chrome OS5 (Legacy)

I0S

Apple 05

)

Tizen

macOS

Apple macOS

Windows Rugged

tvOS

Apple vOS

Windows

Windows Phone

Windows Desktop

BlackBerry

AW
T
L L]
Android (Legacy)

CAMCEL
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Select Device Type

Windows Phone Windows Desktop

Application Contrel Assigned 2

Windows Licensing

STEP 3| §%EGeneral ( —fi% ) B :
1. MAREREMN Name ( B8 ) o

Windows 7

CANCEL

2. ( ) B A FRBAER E A A IR WY fS % Description ( iR ) .

3. ) #& Deployment ( 288 ) 534X E S Managed ( FEE ) WERERTHCHEME 2B BKR

4. ( ) iEZEY Assignment Type ( EER ) LURERERNANEEHE, ZE Auto ( BE ) #5%
EREBHBBEFMB RS , B Optional (#A ) E—MRMEAFEXLBBHRA OB (SSP) ZERE
B RFHHNBREEZEAEEY , SIZH Compliance ( 68t ) E—REAZEEREANKENS

B R R KR ER,

v

( ) 7 Managed By ( B2 ) # , GAFERERETEFTINABEFAE,
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6. ( ) 7 Assigned Groups ( $EREVEEE ) WL , FTEEFEFEREENEEHE, tRLIE
BENUBUNESHE  REEHEVEBREREANREZ/ OS, Rindls. MEEER, A8
I%\E-%O

7. ( ) RANEREFLEITEME Exclusions ( HEfR ) ZEEREEMNIER. R ERYes () , &
FE'~ Excluded Groups ( HERRE¥AE ) MINL , BEALUEENS SRR ER B R P HEBRI S EEE,

8. ( ) 208 Enable Scheduling and install only during selected time periods ( £ 1E1& & 1Y B R ER
AR ASIREZE )  BUERBBEYERE ( Devices ( #& ) > Profiles & Resources ( 3R EEEE
JR ) > Profiles Settings ( XERFRE ) > Time Schedules ( BFRIHERR ) ) ERRERRE , REITEIRE
FRERTEEMNERE, HBEIRRE | B Assigned Schedules ( 5REEE ) M B AR B,
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Add a New Windows Phone Profile

@, Passcode General
Restrictions
© Name * ‘ windows-10-uwp-profile |
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new Windows 10 UWP profile |
£3 Exchange ActiveSync
© Application Control Deployment \ Managed -
(=] Assigned Access
Assignment Type ‘ Optional - |
W Credentials
«» SCEP Managed By ‘ Palo Alto Networks Inc. |

% Windows Hello

Assigned Groups 3% All Corporate Shared Devices (Palo Alto Networks Inc.)

£ Windows Licensing

Start typing to add a group

@ Data Protection

#¢ Custom Settings

Exclusions NO
VIEW DEVICE ASSIGNMENT
Additional Assignment Criteria [ Enable Scheduling and install only during selected time periods

CANCEL
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STEP 4] ( ) MRIEM GlobalProtect BB EE M FiRn/BEHBE , 5T Credentials ( 533 ) FE :
EER AirWatch FRERAFIREHE :

1. #% Credential Source ( FRFEXRIR ) 82 E A User Certificate ( A EERE ) -
2. i#ZH! S/MIME Signing Certificate ( S/MIME &8 ) ( &%
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22 Add a New Windows Phone Profile X

© General
a, passcode Credentials

Restrictions
e Credential Source ‘ User Certificate v ‘

= Wi-Fi

a veN SIMIME * ‘ S/MIME Signing Certificate v

& Email
£2 Exchange ActiveSync
© Application Control
[2] Assigned Access

<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

® 0
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EEFHLHAPRERE :
1. # Credential Source ( FRERIR ) FRE A Upload ( L& ) .
2. ® A Credential Name ( RE & )
3. #—T UPLOAD ( L& ) UK B 1ZEEE L HHEHE.
4. BREUBRR®R , —T SAVE (&7 ) -
5. EMERERTFRINELIRM Key Location ( IRMUE )
TPM Required (TPM ER ) —EEENFAEELREFLE LR, UREENTFAEEER
BHEFRTA , IEBELEIEDIR,
TPM If Present ( Z1RFE TPM ) — MR EHH LA , EEENTFAEALRE TSR,
MRAEENTFEEETRELTTA , AEESRERFERERBED,
+ Software (i ) HERIBBIREFILEEEB,
« Passport ( BITH ) —fEELBEEL8Z Microsoft Passport, ZEFAMIRE K S EAERIE LR
g AirWatch Protection Agent,
6. 1§ Certificate store ( BEFHIE ) FE A Personal (A ) .
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22 Add a New Windows Phone Profile X

® General
O\t Credentials
SlE=wcues Credential Source ‘Up\nad v ‘
S WLH
aveN Credential Name * ‘ test +
Email
a Certficate *
£3 Exchange ActiveSync
o — Key Location [ TPM Requirea . 10
[ Assigned Access Certificate Store ‘ Personal - 8.1/ +1 more
W Credentials
<« SCEP

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation
% Windows Hello

/>Windows Licensing
@ Data Protection

¢ Custom Settings

® 0

SAVE & PUBLISH [IRSAUTSN
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- FEEAEAEENEBREREEVMESR

1.

w

# Credential Source ( FRRERIR ) FXE A Defined Certificate Authority ( EEH BHRIREE

),

BEUREEEEEREN Certificate Authority ( BEREEN ) .

BEUREREENH Certificate Template ( REEH AR )

BREEEREREILZ SN Key Location ( £BVE )

« TPMRequired (TPM EXR ) EEENTEEHELFEFLEZER. WREENEAEAER
LEFRTA, IRERENZTEE,
TPMIf Present ( SR FHE TPM ) — IR ERF LA , EEENTFARELRFLEER,
MRAEENFEEEERE LTI , AEESRERFERERBED.

+ Software ( Bif8 ) RS KBEHHEFILESR,

+ Passport ( BITH ) —fE B SI®E Microsoft Passport, ZEEFAMIRE , X BERE LR
# AirWatch Protection Agent,

# Certificate store ( BEFHIE ) XE A Personal (BA ) .
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22 Add a New Windows Phone Profile

© General

@, Passcode

© Restrictions

= WiFi

A veN

& Email

£2 Exchange ActiveSync
© Application Control
(%] Assigned Access
<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

Credentials
Credential Source
Certificate Authority *
Certificate Template *
Key Location

Certificate Store

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

‘TPM Required

‘ Personal

N ‘ 8.1 +1 more

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation

® 0

SAVE & PUBLISH [IRSAUTSN
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STEP 5| %% VPN E%7E :
1. 8 A Eix B R Connection Name ( E#EEHE )

2. EEVENR Connection Type ( E#REE ) LR ( TiEE IKEV2, L2TP,. PPTP T Automatic ( B
g ) , BBH%E GlobalProtect VPN R EREFTFENHBRRERE ) o

N RAERENERER , BA AirWatch 45k 4§ GlobalProtect %l Windows 3 25#9 I =
ERHER,

3. 1& Server ( fAIARER ) WL , B AL EELRA GlobalProtect A QMG MK IP it
4. IEEREE , #E Authentication Type ( REEH ) LIS ERBHERERAEN S %,
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22 Add a New Windows Phone Profile

© General

4, Passcode VPN
® Restrictions Connection Info

= Wi-Fi

A VPN

& Email

Connection Name *

Connection Type *
£3 Exchange ActiveSync S
© Application Control

5 Assigned Access Advanced Connection Settings

@ Credentials Authentication

<> SCEP Authentication Type

% Windows Hello

>Windows Licensing Protacols
@3 Data Protection Credential Type
¢ Custom Settings

Simple Certificate Selection
Custom Configuration

Custom Configuration

VPN Traffic Rules
Per-App VPN Rules

‘\IPN Configuration ‘

‘ Junos Pulse v

‘ gp.paloaltonetworks.com ‘

=]
‘EAP M ‘
‘EAPVTLSmeart(ard or Certificate) M ‘
‘Use Certificate - ‘
=]

X

8.1only

©

SAVE & PUBLISH [IRSAUTSN
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5. ( ) EE AFF GlobalProtect ATFEA&FRE , 5 ENABLE ( BUA ) MBI R R B A
Remember Credentials ( 52E585% ) -

6. ( ) 7 VPN 2R AI[EiHA , ADD NEW DEVICE WIDE VPN RULE ( ¥Ti8 & E£E A K VPN
RA) LUEIB VPN BEEEANERERBENRE. ELHRAFTZEARINR , BERE L5,
MREREFSIEENEFGRYS , H3EB VPN BERKH,

ZEiBR —T ADD NEW FILTER ( #TiE &R R4 ) R EAER|, HIRRREE | 58 A Filter
Type ( ERZEA ) T M Filter Value ( BFHEE ) -

VPN Traffic Rules
Per-App VPN Rules

@ ADD NEW PER-APP VPN RULE

Device Wide VPN Rules

7. BERRUBEEFEAREEERSE , FERAUEHAETTIRE
DISABLE ( £ ) AlwaysOn ( —ERRL ) . LR ENABLED ( ERMA ) , E2ERE—E
)8
+ DISABLE ( f£H ) VPN Lockdown ( VPN $57E ) . 1R Lt##{z ENABLED ( ERA ) , &
LEFE - ERBNREER , Y EEARXRERKEAMBFR. AirWatch K VPN
Lockdown ( VPN $53E ) E2#&7E GlobalProtect A O #8uk#EAE A X E#Y Enforce GlobalProtect for
Network Access ( 3 #3117 GlobalProtect H#R LA TR FE ) BIEFELL,
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Add a New Windows Phone Profile X

© General Policies
@, Passcode

Remember Credentials ENABLE DISABLE
© Restrictions

= WiFi Always On ENABLE DISABLE 10

A VPN

& Email VPN Lockdown ENABLE DISABLE p

54 Exchange ActiveSync
Trusted Network

10
© Application Control
(%] Assigned Access Split Tunnel ENABLE DISABLE 8.1only
W Credentials [1]
PN Bypass For Local ENABLE DISABLE 8.Tonly
4% Windows Hello

Trusted Network Detection ENABLE DISABLE 8.only
£ Windows Licensing
(@ Data Protection Connection Type Triggering v 8.1only
¢ Custom Settings

Idle Disconnection Time 2 Minutes v Windows Phone 8.1 GDR2

VPN On Demand
Allowed Apps
Allowed Networks

CANCEL
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STEP 6 | SAVE & PUBLISH ( & EME# ) BHNEE,
STEP 7 | ZEEGER BRI HERGERE S GlobalProtect , E#m¥E XML REY VPN :REE.

AN BEHRMUE XML RIB EAbRE , ERE LARES , BEEH VPN SRERANRE, W
Q REFEEED VPN RERRBERE , BALER XML FET8F |, H7E VPN RE
= EPEFRREXHBRHTHIR,

1. £ Devices ( #& ) > Profiles ( 5X7EH ) > List View (FERR ) , EREE IS BHITEHNRTE
EESWERERE , ARBINREEIMN </>XML, AirWatch 2B EEH XML B8R,

2. Export ( [EH ) BRERE , ARELREN N FHRERPITH,

3. 5 GlobalProtect #"#8 T 5|5 E :
ETE PluginPackageFamilyName BY LoclURI TTHHFEETH A !

<LocURI>. /Vendor/MSFT/VPNv2/PaloAltoNetworks/PluginProfile/
PluginPackageFamilyName</LocURI>

E&REWN Data THF , BEHES :
<Data>PaloAltoNetworks.GlobalProtect rn9aeerfb38dg</Data>

1. BENEEREEEHNREE.

2. JR[E AirWatch 3i2ER Devices ( 2& ) > Profiles ( 32E#& ) > List View ( /FERER ) .

3. B3 (ZEEUAdAd ( #7138 ) > Add Profile ( #T#3&E#& ) > Windows > Windows Phone ( Windows F
) ) dwmE —EFMNERER.

4. JZH Custom Settings ( HET5XE ) > Configure ( 327 ) , REER WAL HFHEMERE,

5. Save & Publish ( FM&E&EM ) BHEE,

STEP 8| E1B ¢ Devices ( & ) > Profiles ( XEH& ) > List View (JFEMR ) BEURKFER K A&
2EY More Actions ( Hfh &) ) > Deactivate (£ ) , KERRHKRERERE. AirWatch &%
EREBBEIFEAPEE,

STEP 9 | RIEAERE,

& Microsoft Intune % E & BRI FE VPN #HRE

Microsoft Intune BB EAURARVEEETHIRBNERTCETEHEEFE A, GlobalProtect EAER
21t Microsoft Intune TR EREABERNEREENHABNTERE BN EZLER. £ Android #Y
GlobalProtect fE AR 4B , ETHREN —BRENEREBLLBERNRIL , LEHITEREENE
B,

BRWAIEA Microsoft Intune B EE A EMBEBRHFE VPN BN EN , B2EUTES :
+ JEIB Microsoft Intune £ iOS ¥ BiE% E 5 F & B E)iR i ZEL VPN 78
%@ Microsoft Intune % i0S i BE5% E £ A & M E)E w77 VPN A58

ERWBFHN (REE ) VPN AR | FARAESEATHRBEARAERN TR I Z 2 GlobalProtect E#R, RA
EFEREMBLEILERE , KFS GlobalProtect FiE L FTRRESE EHEMRM ( ILEREM IP ik ) WRE
FEEB VPN BEETHREEE,

R T 5|58 A Microsoft Intune ¥ i0OS i 2555 & £ A & BB R i 7 VPN 4HAE :
STEP 1| & iOS T & GlobalProtect FERER.,

#EIB Microsoft Intune ZB2& GlobalProtect TEIEAER .
#& App Store E# T # GlobalProtect ERER.,

STEP2| (1477 ) HREHHESETAERNBRNRE , H

il
G
lkﬂ UlJ
)Iall
il
;iT]‘_E
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
https://docs.microsoft.com/en-us/intune/certificates-configure

STEP 3 | Z 3L #7 iOS VPN ERERE.
# Platform ( & ) BRE A iOS.

STEP 4| A& iOS W B ERFE (BIHFHL ) VPN &E,
# Connection type ( E#REH ) 5XE A Palo Alto Networks GlobalProtect,
EEE VPN R EE , A On-demand VPN ( 2 E VPN ) LIEREE VPN BB B TIREH
R A,
%R Mobilelron FRESAEMEIERFE VPN fHEE

Mobilelron EZBZ T UR P RIZH S EBTHRINEETHEEF A, GlobalProtect BRAERIEH
Mobilelron EHEREARIEHREENHF IBMTEIRE BN ZLER, FH Android B GlobalProtect
EARSER , TETHREN —BRENHRERZSERNEY , LB ITHHE LNRE,

BEWM{AIE A Mobilelron 527 £ & B BRI FZE VPN HEMNENR , F2BUTES :
+ 3%EiB Mobilelron & iOS i B65% & 1 & BB R w7 HL VPN A &8
#EiB Mobilelron % iOS i B 5% E £ A & B iR 7B VPN #HAE
ERFEFR (AFE ) VPNEREDR , FAESATFHRBEARERN TR IR L GlobalProtect B#R. RA
EFERERBLEERE , &4 GlobalProtect B8 EFFERES EEHERM ( INEREHN IP i ) WHRE
FEEB VPN BEHTHRBAEE,
EER T 55 B Mobilelron ¥ iOS Uit i 5% E £ F & B B R imFE VPN fH4E :
STEP 1| & iOS T & GlobalProtect FERE=,
+ JEiB Mobilelron ZB& GlobalProtect TEIEATER .
+ 1 App Store B T & GlobalProtect BRI,
STEP 2 | 1B BRI E , REBRRERHKE,

£ PAREE VPN HEHZZENBRNRE.

STEP 3| ¥R EE (EIm/FH ) VPN 458,
SR EFHAELES VPN On Demand ( REE VPN ) ,

STEP 4| &IOS FREREE VPN R E.
# Connection Type ( E#R¥EH ) FRE A Palo Alto Networks GlobalProtect , AR ITHEIFE,

Per-App VPN #H &
£ per-app VPN #AREdh |, B O] LUIE EWHEE E E A E X A3E1B GlobalProtect VPN BEEERE. KEEMN
FEREXNSEEEEERERERE , M3EEIB GlobalProtect VPN EE,
ARNAEASIENTEEBEEERMRRTE per-app VPN {HEMNET |, FSRLITXE -
« & AirWatch §%7E Per-App VPN #H#E
+ 3&iB Microsoft Intune % E Per-App VPN #H#E
- &I Mobilelron %7 Per-App VPN #H#E
#EiB Airwatch §%7E Per-App VPN #H5&

AirWatch ZE A AEH RIZE| A EBRTHIRBNLHETHEEF A, GlobalProtect BARENIR
fit AirWatch EETBRECENRZLER , AR ABRURREREAEXEFR. EA Android Y
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https://docs.microsoft.com/en-us/intune/vpn-settings-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-ios
https://docs.microsoft.com/en-us/intune/vpn-settings-ios#automatic-vpn-settings
https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Certificate_Configuration.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/VPN_On_Demand.htm

GlobalProtect fE AR £BIR , TETHREN —BMENHERZLBERARL , UHEBTBIRE LR
&,

BEAMAEEA AirWatch 52E Per-App VPN $BREHNE T , FF2 R T 485 :

« IEB AirWatch A& iOS Ui BEE% E Per-App VPN #H&E
+ JEIB AirWatch & Android i 2i5%E Per-App VPN #H&E
+ iEIB AirWatch ¥ Windows 10 UWP % B5&8E Per-App VPN #H#E

#EiB AirWatch A iOS imBEiE8E Per-App VPN #HAE

BAILUEB A AirWatch 32%E GlobalProtect VPN £ , RGN E B TEIIR BB AT ERER. 1 per-
app VPN #Eerh SO LUEEBMESEEAEZERTEEB VPN BERAEXRE, REENERARERSEE
BEEEFARER  MIESER VPN BEE,

BB T SIS EBER AirWatch ¥ i0S Ui BiE% E Per-App VPN #HEE :
STEP 1| % iOS T & GlobalProtect FERTE :

+ iEIB AirWatch 22 GlobalProtect ITEIERE=R
+ f& App Store B T # GlobalProtect FEFAE,

f R 0S #y GlobalProtect fefif2 X i8 AI4E FEIHY Apple App Store s 3,

STEP 2| #& AirWatch =2 A& KR A Apple iOS FREE D8 —EFRERE,
1. JZH Devices ( #{& ) > Profiles & Resources ( SR EMEEEEIR ) > Profiles ( FREMRE ) , K&
ADD ( 118 ) HHWERERE.
2. R FAFEREIOS,
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
https://apps.apple.com/cn/app/globalprotect/id1507179755

STEP 3 |

Add Profile

Select a platform to start:

10S

Android Apple i0s

BlackBerry 10

Chrome 05 (Legacy

Google Account

FXEGeneral ( —f% ) B¢ E :

1

2.
3.

. BAREREMN Name ( B )

F’%)O

s Rugged Windows

creen Layout Lo

Apple macOS Apple vOS BlackBerry

Android (Legacy)

CANCEL

( ) B A GR A ER EAE & M Description ( iR )
( ) i#2EY Deployment ( 8 ) 5 , CAERERE RS EICHEMKBEEBBR—ERE
Managed ( SEBE ) ( FREEHBE ) = Manual ( F8 ) (%

(RERRBLEEIW—REAER

( ) iZEY Assignment Type ( EREE ) LUAERERBNAIHE EmE. B Auto ( BE ) A45%

EEBBIEEFTARS , 2#E Optional (R ) EB—MEAEERBPNA O (SSP) RERE
B AFHRNBREEEM[BIRE , SER Compliance ( 85 ) E—MREAZEREANKRNE

B R R R ERE,
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5. ( ) IZEY Allow Removal ( AFFBER ) BURE — MR EFA BT BRERERE, 1BH Always ( —
#)B-REABEEEMRFRFBBREER |, BE Never (87T ) BHIL—REAEBRERERE
=,i#HY With Authorization ( ZiBRE ) BEXBEESREN —REAEEBRIRER, #E With
Authorization ( EBE#E ) BN ELENER.

6. ( ) 7 Managed By ( B2 ) #L , G AFEREREEFTINABRAE.

7. ( ) 7 Assigned Groups ( $8REVEHE ) L , FIEEFEMEREENEEHE, LtBuIE
BENBUHEERE  REEHETVEBREREARS/ OS, RIiEEN. HERER, A8
B,

8. ( ) RAERBFEITEEM Exclusions ( HEBR ) EHBRERNER. MR EHYes () , &
FE R Excluded Groups ( HERRE¥AE ) {1y , BEW UM A ER LR ERIERP RN B EEHE,
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iOS Add a New Apple iOS Profile X

© General = -

@, Passcode General
Restrictions
© Name * ‘ ios-profile ‘
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new profile for I0S devices ‘

54 Exchange ActiveSync

B Notifications Deployment Managed -
I LDAP
Assignment Type (Ao -
calpav
Subscribed Calendars Allow Removal ‘ Always v ‘
[Z] CardDAV
Managed By | Palo Ao Neworks Inc |
% Web Clips
Credential: o
¥ Credentials Assigned Groups Al Devices (Palo Alto Networks Inc)
GHETE Start typing © add a group a

© Global HTTP Proxy

@ Content Filter

a . Excluded Groups * 2% Al Employee Owned Devices (Palo Alto Networks Inc.)
Managed Domains

Start typing to add a group a

@ Network Usage Rules

@ macos Server
[# Single Sign-On

CANCEL
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STEP 4 | 5% Credentials ( 325% ) R :

[ﬁ P per-app VPN {HEEHIEEE R BENRE.

N ERWBERAS IOS 12 | NREEEE IR A F ik BEH#IT GlobalProtect FH BB |
& GrEEE PR EEGE AL VDM AREEEN VPN B — 85, NEGE R
Hibm 2R E MDM ARSI A FinE % , Bl GlobalProtect ERRE S EEERRE

&,
o BEER AirWatch EAERIAF iR /EH :

1. #% Credential Source ( FRFEHKIR ) 82 E A User Certificate ( EHEERE ) -
2. J&HY S/MIME Signing Certificate ( S/MIME £ Z&8% ) ( 8%

iOS Add a New Apple iOS Profile

General
Tl Credentials

S Restricons Credential Source
= WiF
VPN S/MIME *
Email
£ Exchange ActiveSync
Notifications
LDAP
[ calpav

[£] Subscribed Calendars

CardDAV
26 Web Clips
¢» SCEP

User Certificate

SIMIME Signing Certificate

@ 0O

SAVE & PUBLISH CANCEL

- BEFHLHAFRERE

1. # Credential Source ( FRERIR ) FXE A Upload ( L& )

2. B A Credential Name ( R & ) o
3. #—T UPLOAD ( L& ) LAk ZIEE
4. BEURE®R , B—T SAVE (f#7F) .

o

N

EFENER.
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iOS Add a New Apple iOS Profile X

General
a, Passcode Credentials
® Restrictions _ _
- Credential Source Upload
= Wi-H
f VPN () Credential Name * cert_client_cert_5050 (2).p12
e Certificate Certificate Uploaded

£3 Exchange ActiveSync

- Pfx
Notifications Type
|l LDAP Valid From 2oty
[51] CalDAV Valid To 2/15/2027
(%] Subscribed Calendars
Thumbprint ADET12D11CD8Y3ECBFFFSAI3B0CF7D23F3D5ECS4

[=] CardDAV

26 Web Clips | CLEAR ‘

<5 SCEP . ® 0

SAVE & PUBLISH CANCEL

- BFEGRAAAEENBRREENCNESR
1. # Credential Source ( R RIR ) s¥E A Defined Certificate Authority ( EZH ERREE
)
2. BEUSEERBRHEN Certificate Authority ( BEREENMN ) .
3. REUBEREE I/ Certificate Template ( BFEEAR ) .
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iOS Add a New Apple iOS Profile

O General

@, Passcode

® Restrictions

= WiFi

& VPN

& Email

£3 Exchange ActiveSync
W Notifications

Il LDAP

[ calpav

% Subscribed Calendars
CardDAV

2% Web Clips

«> SCEP

© Global HTTP Proxy
Single App Mode

@ Content Filter

@ Managed Domains
(@ Network Usage Rules.

@ macos server
Accounts

[# Single Sign-On

Credentials
Credential Source
Certificate Authority *

Certificate Template *

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

[CHC]

(DA CANCEL
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STEP 5| %% VPN E%7E :
1. 8 A Eix B R Connection Name ( E#EEHE )
2. JZEUARE Connection Type ( E#iRER )

« ¥R GlobalProtect AR 4.1.x RERRZA , 551ZH Palo Alto Networks GlobalProtect.
¥ GlobalProtect EATEX 5.0 REHARAS , FHIEE Custom ( BFT )
3. ) WREH#E Connection Type ( EARFH ) FREA Custom ( BFT ) , FB1E Identifier ( &35!
i ) #8 A T 5IH4P ID (com.paloaltonetworks.globalprotect.vpn) LAz 5 GlobalProtect fE 72
o

S MERIREEAPEN Apple App Store I TE T GlobalProtect
FERRRR , F57E \dentifier ( EBITE ) WAL & A B4R 1D

(com.paloaltonetworks.globalprotect.vpncn),

Connection Info

Connection Name * VPN Configuration
Connection Type * Custom
dentifier com.paloaltonetworks.globalprotect.vpn

4. 1E Server ( fAIBRER ) WAL , B A GEFEEARM GlobalProtect A QMG K IP it
. ( ) B A VPN Account ( #RF ) AF B SiE—T#1 (+) ILBUBR BT LUE AN X BEHE,
6. ( ) % Disconnect onidle ( HIERF ENER ) M , IEEEARENFLIER VPN BERBRE
% i% B & H GlobalProtect EARRNER ().
7. A Per App VPN Rules ( Per App VPN # 8l ) LAUEi# GlobalProtect VPN BiEH HE* Z EEEA
EAWmMERE.
f# GlobalProtect Connect Automatically ( B E):E#R ) Z15E# Safari Domains ( Safari #83F ) .
EAEIB R — T 18 (+) IR %718 2@ Safari Domains ( Safari #81 ) .
5% Provider Type ( {EERSER ) EEREBELBETNEEAX—FEEABRXEBRIPE. FH

PacketTunnel,

[$)]

Per-App VPN Rules L
Connect Automatically L4
Provider Type PacketTunnel
example.com o

8. EBMEESE , &FE & Authentication ( B85 ) 5 A5 E A Certificate ( BE ) o
£ Pt per-app VPN {HESREZE RN BRIVRE

9. HIERTE , HEE GlobalProtect # AR FE A& Identity Certificate ( #5I § 2 &
% ) o Identity Certificate ( 5| & 2 BFE ) B2 Credentials ( FBFE ) FEPREN RIFMERE,
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Authentication

User Authentication Certificate
dentity Certificate Certificate #1

Enable VPN On Demand
10. ( ) EZEX Proxy B W ETHBERE.

STEP 6| ( ) ( ) IR IEH GlobalProtect SFBER HIP &2
MDM E& , FFisEM — KB BT (UDID) Bk,

GlobalProtect X #£ MDM B & LAt MDM R fRESEVSITEBIEERB M , AR HIP BEBH R HIEH
H1T. BEMFE MDM BEEEMEEHIT , GlobalProtect FEFATE R 24 & 6 GlobalProtect BiE £ ] im 2

#9 UDID, UDID B GlobalProtect FEFAZX AESE LA MDM BER I E I FEA UDID &
Fo MEBRBREEPBR UDID B , BELZEFEHR MDM S, GlobalProtect ERRERAGE LN
UDID , EEEEARES,

- WREFEARR Palo Alto Networks GlobalProtect #8# Connection Type (E#FEH ) | FaiE
VPN % E X 1E P A RE B 15 B Vendor Keys ( €8 ) o #% Key ( %&5I8# ) SREA mobile id
W # Value (B ) BXEA {DeviceUid},

Vendor Configurations

Vendor Keys

mobile_id {Devicellid}

71E VPN FRE I 1 ELR

MREFEAKZ Custom ( BET ) #88& Connection Type (EZ&EE ) | Faid
FER mobile_id Y#§

5]
EFEE ADD ( #7#8 ) Custom Data ( BFTEHR ) . # Key ( &5|8 ) 5%
Value ( & ) fRE % {DeviceUid}.

Custom Data
mobile_id {Devicellid} x

[o=]

STEP 7| SAVE & PUBLISH ( & EME#M ) BHNEE,

STEP 8 | A EBENWERARENRE per-app VPN RE , AR EZEERERARINRE,

HREEARNFREMMA per-app VPN # , AR TEARXZECHAEHE , YRALEAERER
GlobalProtect VPN @B Ei% &,
1. JZH APPS & BOOKS ( FEREXNFME A& ) > Applications ( EFERX ) > Native ( R4E ) >
Public ( 2H ) .
2. ZEFEERATER , #HADD APPLICATION ( i8EAER ) . EEXXBREEAERRNRE , £
NAEARNEE (FERR ) PRIEARR , RARBIFIZBEERANRE (/) BR.
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Applications v
web >

Access Policies

Logging >

Application Settings >
Books >
Orders >

All Apps & Books Settings &

Apps &Books > Applications

List View
Internal Public Purchased
Filters \o 'ADD APPLICATION
Icon Name
amazon 0pping made easy
jorks Inc.
-

10 Alto Networks Inc.

BECOHA¢

Apple i0s

Apple i0S

Windows Phone

Apple i0S

support v

Assign o

o
Vie o
°
View o

Items 1-50f 5
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3. £ Managed By ( #{E 2 ) #fy , BEUSEE L EARNNABEE,
4. # Platform ( & ) XE# Apple iOS.
5 ENEANSKRERREXNRE Source (RR )

+ SEARCH APP STORE ( #REARENAE/E ) — AEAENXHN Name ( B8 )

« ENTERURL ( A URL ) —A& It EEARENE A App Store URL ( 30 , EE#H 8 Box EAER ,
B A https:/itunes.apple.com/us/app/box-for-iphone-and-ipad/id290853822?mt=8&uo=4 )
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https://itunes.apple.com/us/app/box-for-iphone-and-ipad/id290853822?mt=8&uo=4

Add Application X

Managed By |Pa\n Alto Networks Inc. ‘
Platform* | Apple i0S v
Source SEARCH APP STORE

Name * |GIObaIPm[ec[ ‘
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6. #—T NEXT ( T—% ) o
WREEE T 7E App Store FIESERER , BEXNERESHERBFER Select (1EH ) EARER,

Search X

GlobalProtect Country  United States v

GlobalProtect GlobalProtect for i0S connects to a GlobalProtect gateway on a Palo Alto Networks | @ SELECT
next-generation firewall allowing mobile users t benefit from the protection of

enterprise security. The app automatically adapts to the end-user’s location and

connects the user to the optimal gateway in order to deliver the best performance

for all users and their traffic, without requiring any effort from the user. This allows

com.paloaltonetworks GlobalProtect Agent
Free
Category: Business

Current Version: 4.1.1

users to work safely and effectively at locations outside of the traditional office

7. EFBERARRXYE SRS | BEEAREHAREN Name ( B ) BB, B BSERE AirWatch FEFA
250 B &9,
8. ( ) EREARENEEAEZRR BT Categories ( | ) LAEMEFE Airwatch FEARER B &,

ﬂ Add Apphcatlon GlobalProtect

rks Inc. pplication ID: com.p

]
%]
=]

1)

Public | Managed By: Palo Alto Netwo

&
o
51
w
IS}

S INC Applicatio

Details Terms of Use SDK

x Name® | GlobalProtect @

View in App Store

UPLOAD

Categories Business (System) x

Start Typing to Select Category ...

Supported Models Pad ;\
Phone
Pod Touch

Size 10992 KB

Managed By Palo Alto Networks Inc

Rating 3

SAVE & ASSIGN CANCEL

9. SAVE & ASSIGN ( R ER ) fTEAE,
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10 RAEAENEE (BERR ) PREITENEAER,
11.4¢ Applications ( EFT2 ) > Details View ( FEHERRIR ) , R—TEEH LAM ASSIGN ( 15
) o
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upport v

Applications v > A0 S 5/5
Native
GlobalProtect
web >
Access Policies Detalls  Devices  Assignment  More v
Logging >
Application Settings >
Books >
Orders >
GlobalProtect
All Apps & Books Settings B /ew n App Store
* Created On 3/7/2018 at 6:46 PN ajasekar@paloaltonetworks.com
APFS B B00KS Modified On 7/6/2018 at 3:09 PM by gpce
Categories
= Is Paid? [

iPad , iPhone

Supported Models

< Size 0860 KB

Managed By (ERLT

Rating 0

© asour <
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12.52HY Assignments ( 35k ) , A% % — T ADD ASSIGNMENT ( #i835i% ) SAFEHS v = EUtL FE FH 72
AW EEFHAE,

1. ;{ESelect Assignment Groups ( ZEUEREE ) 86 , ENECEEREFIUHERAEANESH

2. i#EEY App Delivery Method ( ERIBREES L ) . MREIERAUTO (B ) , EARSHKEH
HEZTREWEEHHE, NRELEN ONDEMAND (REE) |, AINEFEHBEERARR.

3. # Managed Access ( B 17H ) BEXES ENABLED ( BERA ) . WBEBBIBECERANERE
RAl, BFERAELERERNFEER,

4. RIBEEREFERHRE,

Add ( #7318 ) #iEiR.

v
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GlobalProtect - Add Assignment

Select Assignment Groups #% All Corporate Dedicated Devices (Palo Alto Networks Inc.) 3¢
Q

Start typing to add a group

App Delivery Method * ON DEMAND @

Policies

Adaptive Management Level: Managed Access

0 ‘ Apply policies that give users access to apps based on administrative management of devices

To prevent data loss on this application, make it "Managed Access" and create "Restriction” profile policies for desired

device types
Managed Access ENABLED pisasLep | (D
Remave On Unenroll DISABLED @

o Would you like to enable Data Loss Prevention (DLP)?
DLP policies provide controlled exchange of data between managed and unmanaged applications on the device

r
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13. ( ) EEHRELEEFENEREXFZEER , & Exclusions ( #iBR ) , ARBIEEE
# Exclusion ( #EBR ) WAIBERRAE EEHE,
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GlobalProtect - Update Assignment X

Assignments Exclusions

The assignment groups excluded from an assignment will not receive the application. If you are adding an exclusion after publishing the app to devices, the app will be
removed from devices that are being excluded.

Exclusion #% All Corporate Dedicated Devices (Palo Alto Networks Inc.) x

Start typing to add a group a

SAVE & PUBLISH CANCEL

14.SAVE & PUBLISH ( #7217 ) SREEHE RN ERFE.
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#EiB AirWatch & Android % 5% E Per-App VPN #HAE

BRI LUEB A AirWatch 327 GlobalProtect VPN ZE , B ERTENIREBA R EREFR. £ per-
app VPN #HEER | & T] LUIE E HHME E B E 230 7T 3%E18 GlobalProtect VPN BEEXRE. KEENERE
S B B , T3EEIB GlobalProtect VPN &i&

BB T 5|SERER AirWatch ¥ Android % Zi5%E Per-App VPN #HEE :
STEP 1| & Android T # GlobalProtect FEAE= :
« BB AirWatch £ GlobalProtect {TENFEATER..
« & Google Play E#% T & GlobalProtect AR,

STEP 2| §& AirWatch 2 &€ IR A Android FREEHH#E —1fE.

1. i#H Devices ( #iE ) > Profiles & Resources ( ;X EREEEER ) > Profiles ( FRERE ) , A&
ADD ( #7118 ) #FWERER.
2. #tF &EEIEE Android (Legacy) ( Android ( AR ) ) o
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https://play.google.com/store/apps/details?id=com.paloaltonetworks.globalprotect

Add Profile X

Select a platform to start:
Android Apple i05 Apple macOS Apple vO5 BlackBerry
]

LA
BlackBerry 10 Tizen Windows Rugged Windows Android (Legacy)

Chrome OS (Legacy)

CAMCEL

ks

STEP 3| Bk EEGeneral ( —fi% ) 82E :

1. AREREMN Name ( B )

2. ( ) B A FRBAER E A A IR WY fS % Description ( #ik ) .

3. ) iZEY Profile Scope ( sk E#£%IE ) , Production ( £ ). Staging ( ¥{% ) = Both ( =&

E)o

4. ( ) iEY Assignment Type ( IEREE ) LURERER AT EE HE, #E Auto ( BE ) #55%
EREBBHNEZFEHE , #E Optional (EA ) EB—MREAFELBBIX A DML (SSP) RERTE
B, RFHBEBREEZEIRE , RiZE Compliance (6% ) E—REAZEEREANFENSE
Rt BRI B R ERE.
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5. ( ) IZEY Allow Removal ( AFFBER ) BURE — MR EFA BT BRERERE, 1BH Always ( —
#)B-REABEEEMRFRFBBREER |, BE Never (87T ) BHIL—REAEBRERERE
=,i#HY With Authorization ( ZiBRE ) BEXBEESREN —REAEEBRIRER, #E With
Authorization ( EBE#E ) BN ELENER.

6. ( ) 7 Managed By ( B2 ) #L , G AFEREREEFTINABRAE.

7. ( ) 7 Assigned Groups ( $8REVEHE ) L , FIEEFEMEREENEEHE, LtBuIE
BENBUHEERE  REEHETVEBREREARS/ OS, RIiEEN. HERER, A8
%,

8. ( ) RAERBFEITEEM Exclusions ( HEBR ) EHBRERNER. MR EHYes () , &
P~ Excluded Groups ( HERRE¥AE ) W4 , AT LUEENS SRR ER B R HEBRMN S EEE,
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@ Add a New Android Profile X

© General -

@, Passcode General
Restrictions
© Name * | androia-profile |
= WiFi
& PN Version 1
Email Settin:
L] & Description new profile for Android devicas

54 Exchange ActiveSync

€ Application Control Profile Scope ‘ Production .
2% Bookmarks

Assignment Type ‘ Auto -
W Credentials
[ Launcher Allow Removal ‘ Always v
© Global Proxy

Managed By ‘ Palo Alto Networks Inc. ‘
[# Date/Time

Sound -

B Assigned Groups #% All Employee Owned Devices (Palo Alto Networks Inc.y
i Firewall Start typing to add a group a
[ Display
£ Advanced Exclusions NO YES
#¢ Custom Settings

Additional Assignment Criteria (] Install only on devices inside selected areas

[ Enable Scheduling and install only during selected time periods

CANCEL
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STEP 4 | 5% Credentials ( 325% ) R :
[ﬁ FiE per-app VPN BRI EEE N BENERE.
« FEEMR AirWatch ERERIAFIREHE ;

1. #% Credential Source ( FREHIR ) 82 E A User Certificate ( EAERE ) -
2. J&HY S/MIME Signing Certificate ( S/MIME £ Z&8% ) ( 8%
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i Add a New Android Profile

© General

@, passcode

© Restrictions

= WiFi

£ VPN )
& Email Settings

£4 Exchange ActiveSync
© Application Control
24 Bookmarks

[ Launcher

© Global Proxy

[3 DatesTime

«)) Sound

= Firewall

[ Display

& Advanced

/< Custom Settings

Credentials
Credential Source

SIMIME *

‘ User Certificate

‘ S/MIME Signing Certificate

® 0
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FEFHLEAFREE .

1. # Credential Source ( F2FE KR ) FREA Upload ( L& ) .
2. ® A Credential Name ( RE & )

3. #&—"TF UPLOAD ( L# ) UK EIW;ZEEE F #HWEH.
4. BEURE®R , H— T SAVE (&7 ).
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Add a New Android Profile X

© General
O\t Credentials
SlE=wcues Credential Source Upload v
= WiF
ﬂ VPN a Credential Name * cert_client_cert_5050 (2).p12
& Emall Settings Cerificate * Certificate Uploaded
£ Exchange ActiveSync
Pfx
© Application Control Type
3% Bookmarks Valid From 21712017
W Credentials - [

[ Launcher
Thumbprint ADE712D11CD893ECBFFF5A93B0CF7D23F3D5EC54
© Global Proxy

% Date/Time
) Sound

irewall

DDisplay
2 Advanced

/< Custom Settings

® 0
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- EEFAELAERNRIREEMMEA
1. # Credential Source ( FRERIR ) FXE A Defined Certificate Authority ( EZH BHRIREE
),
2. BEUERERBBHEN Certificate Authority ( BEREEN ) .
3. BEUBEREE I/ Certificate Template ( BFEEAR ) .
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i Add a New Android Profile

© General

@, passcode

© Restrictions

= WiFi

£ VPN )
& Email Settings

£4 Exchange ActiveSync
© Application Control
24 Bookmarks

[ Launcher

© Global Proxy

[3 DatesTime

«)) Sound

= Firewall

[ Display

& Advanced

/< Custom Settings

Credentials
Credential Source
Certificate Authority *

Certificate Template *

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

® 0
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STEP 5| %% VPN XE :

1.

##8kE Connection Type ( E#RFEH ) 3XE A GlobalProtect,

2. M AEREE M Connection Name ( BEEEHE )
3.
4. BRF Per-App VPN Rules ( Per-App VPN %8| ) LU&i8 GlobalProtect VPN BERHEXZEEEH

£ Server ( fAIARES ) #1L , T A GE A EFERH GlobalProtect A OB FH#SR IP ft,

EXAWFERE.
ERFE , #% User Authentication ( EHBRF ) HEFREH Certificate ( BFE ) o

£ FiE per-app VPN AREHEZE N BENERE.
& A VPN RS User name ( EAE R ) RIZ— T8 (+) RAUBBRETURB AN EERE.

HIRIBREF , F5IEE GlobalProtect #§ AR B £ &M Identity Certificate ( 51 & 2 &
) o Identity Certificate ( 5| & 7 /BFE ) EAETE Credentials ( 25 ) REPRENRHEMERE.
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@ Add a New Android Profile X

© General AllVPN Options Below Are Supported By: | All Android Devices

o, passcoce VPN

© Restrictions
Connection Info

= Wi-A

+ v
Connection Type | GlobalProtect

% Email Settings

Connection Name * | VPN Configuration ‘

£2 Exchange Activesync

© Application Control Server = | gp-paloaltenemworks.com ‘

> Bookmarks

Per-App VPN Rules Android 44+
W Credentials (1)
Authentication
[ Launcher
© Global Proxy User Authentication |(emﬁ(a(e v
[f Date/Time User name | support *
«)) Sound
=& Firewall Identity Certificate | Certificate #1 v
[ Display
£ Advanced
¢ Custom Settings

CANCEL
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STEP 6 | SAVE & PUBLISH ( & EME# ) BHNEE,

STEP7 | A#EBWERARENRE per-app VPN RE , AR EZEERARINRE,

REEARKREMMA per-app VPN # |, AR TEARXZECHERE , YA LEAERER
GlobalProtect VPN BB EiX £,
1. ;ZH APPS & BOOKS ( FEREXNME A& ) > Applications ( EFAERX ) > Native ( R4E ) >
Public ( 2H ) .
2. ZEEFEERTER , #EADD APPLICATION ( #i8EAER ) . EEXXBREEARIMNERE , £
NREREREE (FERR ) PRIEARK  ABEZNIEDEDERANGEE (7)) BF.
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upport v

Applications ~ Apps &Books 3 Applications
BT i view .x
» web >
. internal  Public  Purchased
e Access Policies
Logeing > Filters \o ADD APPLICATION n List
Application Settings 4 icon Name ns Status
8ooks >
y amazon pping made easy
Orders 4 rks Inc Apple i0S Assign o
7 e
All Apps & Books Settings B
* Palo Alto Networks Inc. Android o
APPS & BOOKS e
Apple i0S Vie o
-
=
B Windows Phone o
P
Apple i0S View °
rd
Items 1-50f 5 Page Size:[50 v
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3. £ Managed By ( #{E 2 ) #fy , BEUSEE L EARNNABEE,
4. # Platform ( ¥#& ) 3%E# Android,
5 ENEANSKRERREXNRE Source (RR )

« SEARCHAPPSTORE ( #ZERAEXHE/E ) — M AEAREXH Name ( BB ) .

« ENTERURL ( 81 A URL ) —ALLFEATREE A Google Play URL ( #l70 , & ZE 4R % URL # 3 Box
ERRER , WA https:/play.google.com/store/apps/details?id=com.box.android ) »
IMPORT FROM PLAY ( ## PLAY [E A ) —# Google Play [E A\ R EREARER.
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https://play.google.com/store/apps/details?id=com.box.android

Add Application

6. B—TNEXT ( T—% ),

Managed By

Platform *

Source

Name *

Palo Alto Networks Inc.

Android A
SEARCH APP STORE ENTER URL IMPORT FROM PLAY
Box

NEXT CANCEL
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MRBEEZETES Google Play , BE—THESERFEFNWEARSE TR, WRENL T RZE
WERARESR , &2 APPROVE ( %4 ) ERAER. ERAEALIBRER , SELECT (iBH ) LWERRE
o

GLOBALPROTECT BB £i5r | TB#EEE 283

© 2019 Palo Alto Networks, Inc.



Add Application

B GooglePlay  searn [ a |
A <
APPSsS
Box Debug(Do Not Us= BoxSync - Autasy Dropbax BOX Evolution - \ Move the Box
Box Box MetaCtrl Dropbox, Inc. PIXELCUBE STUDIOS Ir Exponenta
L2 2 3 e L2222 drd iy * i i
ARD® -.'_ -,-
2
MEB©P
Box BOX
ARD-ZDF-Box XXL Box Secure C M-BOX Heart Box - Phys MechBox: The Ult Online Radio Box -
ARDBOX XXL Cloud, Inc. adp Gauselmann Gmbk RAD BROTHERS OGUREC APPS Final Level
ok L2 2 3 L2 2 2] o e e 12 2.2 3 1222 8
CANCEL
= 4=
284 GLOBALPROTECT BEEEIER | THREERE

© 2019 Palo Alto Networks, Inc.



Add Application

&« Search

Stay pradustive with
Bon far Android

wher

Box
Box - July 31,2018 - L 3 Everyone
Business

SELECT UNAPPROVE

figuration.

APPROVAL PREFERENCES

lable in certain countries.

Shars and collaborate.
with others

Work with your files whils
online or offine

o oll your work
comes together

poOQOO

CANCEL
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WMREIREFE T 1€ Google Play EAEARR , BRZENATEARNEERENEARER , AkiR
—T Import (B ), MREBREFEPEIZXEARR , BIZEMN Android for Work B2 B %K
AEX,

Import from Play X
vd
v Box com.box.android
GlobalProtect-Android com _paloaltonetworks.globalprotect

7. ROAEARENFE (BERKR ) PREGTENERER.
8. 1% Applications ( EF#E ) > Details View ( FIER®RT ) , Z—TEZBHLAM ASSIGN ( 15

771"2)0
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upport v

Applications v s

Native
e Web >

Access Policies Details Devices Assignment More v
Logging >
Application Settings >

8ooks >

Orders >

All Apps & Books Settings @

* Created On 6/19/2018 at 410 PM by support
Modified On 6/19/2018 at 4:10 PM by support

Is Paid? No
= Supported Models Android
i

Managed By Palo Alto Nesworks Inc.

[N Rating o

© asour <
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9. iZH! Assignments ( 38k ) , A% —T ADD ASSIGNMENT ( #1i815iR ) AF @i =AUt EARE

AW EEFHAE,
1. 7 Select Assignment Groups ( EEUEREHE ) WL , EMEREREFRHEAEXNEER
.

2. i#EEY App Delivery Method ( ERIBREES L ) . MREIERAUTO (B ) , EARSHKEH
HEZTREWEEHHE, NRELEN ONDEMAND (REE) |, AINEFEHBEERARR.

3. # Managed Access ( B 17H ) BEXES ENABLED ( BERA ) . WBEBBIBECERANERE
RAl, BFERAELERERNFEER,

4. RIBEEREFERHRE,

Add ( #7318 ) #iEiR.

v
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Box - Add Assignment

Select Assignment Groups

App Delivery Method *

#% Al Devices (Palo Alto Networks Inc.)

Start typing to add a group

AUTO ON DEMAND ®

Policies

\ 4
o¥
O

Managed Access

App Tunneling

Adaptive Management Level: Managed Access

Apply policies that give users access to apps based on administrative management of devices

Would you like to enable Data Loss Prevention (DLP)?
DLP policies provide controlled exchange of data between managed and unmanaged applications on the device.

To prevent data loss on this application, make it "Managed Access" and create "Restriction” profile policies for desired

device types
CONFIGURE
ENABLED pisasLep | @D
ENABLED DisABLED O] Andreid 5.0+

ADD CANCEL
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10. ( ) EEHRELEEFENEREXFZEER , & Exclusions ( #iBR ) , ARBIEEE
# Exclusion ( #EBR ) WAIBERRAE EEHE,
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Box - Update Assignment X

Assignments Exclusions

The assignment groups excluded from an assignment will not receive the application. If you are adding an exclusion after publishing the app to devices, the app will be
removed from devices that are being excluded

Exclusion #* All Employee Owned Devices (Palo Alto Networks Inc) x

Start typing to add a group a

SAVE & PUBLISH CANCEL

11.SAVE & PUBLISH ( #7317 ) SREZ ISR E S81E,
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#EiB AirWatch ¥ Windows 10 UWP % 2158 E Per-App VPN #HAE

BRI LUEB A AirWatch 327 GlobalProtect VPN ZE , B ERTENIREBA R EREFR. £ per-
app VPN fHREr | A LUEE WEEEEFAE X 1iER GlobalProtect VPN BEMEERE, REENWEARE
NGB EE EE R R | MIEIEIR GlobalProtect VPN i,

> HH AirWatch 4 5 4 GlobalProtect #£4 Windows 3% 25 #9 [E B R (L RERT | N EREE
K VPN {itfERS |, #m%E GlobalProtect R RNEE , WRE T I TERBFTIRAGHEREA
VPN B,

BB T AL EBER AirWatch 3 Windows 10 UWP i Bi5% E Per-App VPN #HEE :
STEP 1| & Windows 10 UWP T & GlobalProtect FEFRE :
« BB AirWatch #F2 GlobalProtect {TENFERATER..
+ % Microsoft Store B3 T # GlobalProtect FEFAE,

STEP 2 | #& AirWatch £ A& %R A Windows 10 UWP R EE T 18 — 1@,
1. i#H Devices ( #iE ) > Profiles & Resources ( X EEEEER ) > Profiles (
ADD ( 118 ) #HEERE.
2. EE Windows £ % ¥ & I0i#El Windows Phone fEA# B HE,

&) A&

k3
Fit
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https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3

Add Profile

Select a platform to start:
i
o
Android

BlackBerry 10

o

Chrome OS5 (Legacy)

I0S

Apple 05

)

Tizen

macOS

Apple macOS

Windows Rugged

tvOS

Apple vOS

Windows

L L]
Android (Legacy)

Windows Phone

Windows Desktop

CAMCEL
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Select Device Type X

Windows Phone Windows Desktop Windows 7

Passcode Restrictions
WI-FI VPN
Emall

Application Contrel
Credentials SCE
windows Hello Windows Licensing

Custom Settings

CANCEL

STEP 3| §%EGeneral ( —fi% ) B :

B AGREREN Name ( B8 ) -
( ) B A GR AR E A A& Y % Description ( iR ) .
« ( ) #& Deployment ( 288 ) 534X E S Managed ( FEE ) WERERTHCHEME 2B BKR
. ) iEZEY Assignment Type ( EER ) LURERERNANEEHE, ZE Auto ( BE ) #5%
EREBHBBEFMB RS , B Optional (#A ) E—MRMEAFEXLBBHRA OB (SSP) ZERE
B RFHHNBREEZEAEEY , SIZH Compliance ( 68t ) E—REAZEEREANKENS
R R BRI B ERE,
( ) £ Managed By ( #{E2 ) #i{ , M ABEREEEEFINHEBEE
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< ) 7 Assigned Groups ( $EREVEEE ) WL , FTEEFEFEREENEEHE, tRLIE
BEUEBIYNEEHE  XEERETEBRAKRERANE/ OS, RIBENE, WARER. A
%,

N ) RANEREFLEITEME Exclusions ( HEfR ) ZEEREEMNIER. R ERYes () , &
FE'~ Excluded Groups ( HERRE¥AE ) MINL , BEALUEENS SRR ER B R P HEBRI S EEE,
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Add a New Windows Phone Profile

@, Passcode General
Restrictions
© Name * ‘ windows-10-uwp-profile |
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new Windows 10 UWP profile |
£3 Exchange ActiveSync
© Application Control Deployment \ Managed -
(=] Assigned Access
Assignment Type ‘ Optional - |
W Credentials
«» SCEP Managed By ‘ Palo Alto Networks Inc. |

% Windows Hello

Assigned Groups 3% All Corporate Shared Devices (Palo Alto Networks Inc.)

£ Windows Licensing

Start typing to add a group

@ Data Protection

#¢ Custom Settings

Exclusions NO
VIEW DEVICE ASSIGNMENT
Additional Assignment Criteria [ Enable Scheduling and install only during selected time periods

CANCEL
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STEP 4 | 5% Credentials ( 325% ) R :
[ﬁ FiE per-app VPN BRI EEE N BENERE.
« FEEMR AirWatch ERERIAFIREHE ;

1. #% Credential Source ( FREHIR ) 82 E A User Certificate ( EAERE ) -
2. J&HY S/MIME Signing Certificate ( S/MIME £ Z&8% ) ( 8%
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22 Add a New Windows Phone Profile

© General
O\t Credentials

© RS Credential Source User Certificate

= Wi-Fi

Iﬂ VPN SIMIME * S/MIME Signing Certificate
& Email

£3 Exchange ActiveSync
© Application Control
2] Assigned Access

redentials (0]

<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

= Custom Settings

® 0
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EEFHLHAPRERE :
1. # Credential Source ( FRERIR ) FRE A Upload ( L& ) .
2. ® A Credential Name ( RE & )
3. #—T UPLOAD ( L& ) UK B 1ZEEE L HHEHE.
4. BREUBRR®R , —T SAVE (&7 ) -
5. EMERERTFRINELIRM Key Location ( IRMUE )
TPM Required (TPM ER ) —EEENFAEELREFLE LR, UREENTFAEEER
BHEFRTA , IEBELEIEDIR,
TPM If Present ( Z1RFE TPM ) — MR EHH LA , EEENTFAEALRE TSR,
MRAEENTFEEETRELTTA , AEESRERFERERBED,
+ Software ( 8 ) —HRGHBHREEFLZLE,
« Passport ( BITH ) —fEELBEEL8Z Microsoft Passport, ZEFAMIRE K S EAERIE LR
g AirWatch Protection Agent,
6. 1§ Certificate store ( BEFHIE ) FE A Personal (A ) .
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22 Add a New Windows Phone Profile X

® General
O\t Credentials
SlE=wcues Credential Source ‘Up\nad v ‘
S WLH
aveN Credential Name * ‘ test +
Email
a Certficate *
£3 Exchange ActiveSync
o — Key Location [ TPM Requirea . 10
[ Assigned Access Certificate Store ‘ Personal - 8.1/ +1 more
W Credentials
<« SCEP

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation
% Windows Hello

/>Windows Licensing
@ Data Protection

¢ Custom Settings

® 0

SAVE & PUBLISH [IRSAUTSN

300 GLOBALPROTECT B EiEE | THEEERE

© 2019 Palo Alto Networks, Inc.



FEMAALERNBERBEMNEL

1.

w

# Credential Source ( FRRERIR ) FXE A Defined Certificate Authority ( EEH BHRIREE

),

BEUREEEEEREN Certificate Authority ( BEREEN ) .

BEUREREENH Certificate Template ( REEH AR )

BREEEREREILZ SN Key Location ( £BVE )

« TPMRequired (TPM EXR ) EEENTEEHELFEFLEZER. WREENEAEAER
LEFRTA, IRERENZTEE,
TPMIf Present ( SR FHE TPM ) — IR ERF LA , EEENTFARELRFLEER,
MRAEENFEEEERE LTI , AEESRERFERERBED.

+ Software ( Bif8 ) RS KBEHHEFILESR,

+ Passport ( BITH ) —fE B SI®E Microsoft Passport, ZEEFAMIRE , X BERE LR
# AirWatch Protection Agent,

# Certificate store ( BEFHIE ) XE A Personal (BA ) .
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22 Add a New Windows Phone Profile

© General

@, Passcode

© Restrictions

= WiFi

A veN

& Email

£2 Exchange ActiveSync
© Application Control
(%] Assigned Access
<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

Credentials
Credential Source
Certificate Authority *
Certificate Template *
Key Location

Certificate Store

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

‘TPM Required

‘ Personal

8.1 +1 more

® 0

SAVE & PUBLISH [IRSAUTSN
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STEP 5| %% VPN E%7E :
1. 8 A Eix B R Connection Name ( E#EEHE )

2. EEVENR Connection Type ( E#REE ) LR ( TiEE IKEV2, L2TP,. PPTP T Automatic ( B
g ) , BBH%E GlobalProtect VPN R EREFTFENHBRRERE ) o

N RAERENERER , BA AirWatch 45k 4§ GlobalProtect %l Windows 3 25#9 I =
ERHER,

3. 1& Server ( fAIARER ) WL , B AL EELRA GlobalProtect A QMG MK IP it
4. EREEE  BIHEREEHN Authentication Type ( BRFBER ) LIS ERFE —REA BN 1,

zﬁ P& per-app VPN {AREHFERE RN BENRE.
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22 Add a New Windows Phone Profile

© General
@, Passcode

© Restrictions

= WiFi

& Email

£2 Exchange ActiveSync
© Application Control
(%] Assigned Access

W Credentials

<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

Connection Info

Connection Name *

Connection Type *

Server *

Advanced Connection Settings

Authentication

Authentication Type

Protacols

Credential Type

Simple Certificate Selection

Custom Configuration

Custom Configuration

VPN Traffic Rules
Per-App VPN Rules

‘\IPN Configuration ‘

‘ Junos Pulse v

‘ gp.paloaltonetworks.com ‘

=]
‘EAP M ‘
‘EAPVTLSmeart(ard or Certificate) M ‘
‘Use Certificate - ‘
=]

X

8.1only

©

SAVE & PUBLISH [IRSAUTSN
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5. ( ) BHEAFF GlobalProtect &7 £ A& FE , 7 ENABLE ( BA ) tEBEUAERAEERA
Remember Credentials ( 52E585% ) -

6. £ VPN RE# BI[EE A , ADD NEW PER-APP VPN RULE ( #7i8 PER-APP VPN #£ 8] ) |, B EM
ENEARER (BEA exe BR ) IFHEEARERN (BEE B Microsoft Store TH ) I8EHR A :

1. ( ) BUA VPN On Demand ( & E VPN ) BL 25T GlobalProtect iR EEFA BB R E B
B,

2. iEHY Routing Policy ( BBH/REI ) MIEEREER VPN BEEXEAEINRE.

3. ) FXE4FE VPN Traffic Filters ( VPN REEHEEMG ) , REERFASEEENISE L %A
(40P frut FIERER ) B %R VPN BERAEARNRE.

EiRiZ—T ADD NEW FILTER ( #i8EHEEM ) REFTGLLE AR, HIRBRE , BB A Filter
Name ( EFZE4E ) FYEM Filter Value ( 852(H ) .

VPN Traffic Rules
Per-App VPN Rules

App Identifie Enter App Name Q App PEN x®
VPN On Demand "
Routing Policy Allow Direct Access to External Resources
VPN Traffic Filters w]
I t x
© »~oD FILT
@ ADD NEW PER-APP VPN RULE ‘
Device Wide VPN Rules
© ADD NEW DEVICE WIDE VPN RULE

STEP 6 | SAVE & PUBLISH ( &7 MM ) BWEE,

STEP7 | AFEEN AR NRE per-app VPN RE , SN REZERRARINRE,

BREERBENREMEA per-app VPN & |, B BRTEAEXNEFRHEHA  YRANREREXNSEBR
GlobalProtect VPN BEEZXE R E.

GLOBALPROTECT g £i5m | 7B#EEE 305

© 2019 Palo Alto Networks, Inc.



1. JZH APPS & BOOKS ( FEFEXME A ) > Applications ( EARER ) > Native ( R4 ) >
Public ( 2F ),

2. ZEFIWEMAER , JEHLADD APPLICATION ( #Ti8EARER ) . EEBRBREEARERNRE , &
NAERAEXNBFETHRIEARR , RABENFIZBEDIERANGRE (4/) BR.
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Applications v
web >

Access Policies

Logging >

Application Settings >
Books >
Orders >

All Apps & Books Settings &

Apps &Books > Applications

List View
Internal Public Purchased
Filters \o 'ADD APPLICATION
Icon Name
amazon 0pping made easy
jorks Inc.
-

10 Alto Networks Inc.

BECOHA¢

Apple i0s

Apple i0S

Windows Phone

Apple i0S

support v

Assign o

o
Vie o
°
View o

Items 1-50f 5
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3. £ Managed By ( #{E 2 ) #fy , BEUSEE L EARNNABEE,
4. # Platform ( ¥ & ) R E A Windows Phone,
5 ENEANSKRERREXNRE Source (RR )

« SEARCHAPPSTORE ( #ZERAEXHE/E ) — M AEAREXH Name ( BB ) .

« ENTERURL ( 8 A URL ) —&R It FERAREXE A Microsoft Store URL ( flf0 , EERIR
URL # 5 Dropbox {TEIEARER , 8 A https:/www.microsoft.com/en-us/p/dropbox-
mobile/9wzdncrfjOpk ) o
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https://www.microsoft.com/en-us/p/dropbox-mobile/9wzdncrfj0pk
https://www.microsoft.com/en-us/p/dropbox-mobile/9wzdncrfj0pk

Add Application X

Managed By ‘ Palo Alto Networks Inc. |
Platform * ‘ Windows Phone v
Source SEARCH APP STORE

Name* ‘Drupbox |

NEXT CANCEL
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6. B—TNEXT (T—% ),

W RZIRE T £ Microsoft Store HiESEARES | B4 BRESERBED SELECT (EH ) EATRE
Ro
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Search

>
S

Dropbox

47653400 3457 4342 01 1307612126857
Free

Category: tools + productiv
Current Version: 1.2.0.0

FileBox
Sober256-coet
Free

Category: tools + productiv
Current Version: 2.3.3.1

3000571 26228673

Survivalcraft
a2
Free

Caregory: games
Current Version: 1.26.6.0

203.6076-4240-2873-T&T3T9325671

HD Scanner

a7iot691

304710 8c4210350002971
Category: tools + productiv

Current Version: 1.6.0.0

Metro File Manager
5239268624 4725.517-21 0080 s
Free

Dropbox lets you bring your photos, docs, and videos anywhere and share them easily. Access any
file you save to your Dropbox from all of your computers, phones, tablets, and on the web. With
Dropbox you'll always have your important memories and work with you. Features: « Access your
photos, docs, and videos from any device - 2 GB of free space when you sign up - Share even your
biggest files with a simple link — no more attachments! « Add files 1o your “Faverites” for fast,
offiine viewing U

An unoffical Dropbox client for Windows Phone. Features: 1. View, move, copy, delete files in user's
Dropbox. 2. Upload images form your phone to Dropbox. 3. Open & Download images in user's
Dropbox. 4. Download documents in user’s Dropbox. 5. View account information and get referral
link. 6. Upload images by sharing from picture hub. 7. Get share link of a file. 8. View file
information. 9. Pin favorite file to Start Screen. 10.Search files in Dropbox. 11.Security Passcode.
Live Tile: Number

You are marooned on the shores of an infinite blocky world. Explore, mine resources, craft tools
and weapons, make traps and grow plants. Tailor clothes and hunt animals for food and resources.
Build a shelter to survive cold nights and share your worlds online. Ride horses or camels and herd
cattle. Blast your way through the rock with explosives. Build complex electric devices. Possibilities
are infinite in this long-running sandbox survival and construction game series. This is the twenty
se

Turn you phone into portable seanner for documents, receipts, business cards, etc. Email scanned
PDFs or upload them to SkyDrive, Dropbox or Google Docs.HD scanner is designed with strong
belief that image quality and processing speed are essential for excellent document scanning
experience. ftis the only scanner app on the marketplace that can take high resolution scans. Stil,
itis optimized to get maximum from the hardware and is faster than other apps although they
work in lower resolution

#1 File Manager in the Windows Phone Store trusted by millions of users. Manage files on your
Phone, SD Card, Network Share, FTP, OneDrive, GDrive, DropBox, Bex and WebDAV with the most
professional, fas, fluid and elegant File Manager. The original Metro style File Manager that

dropbox

Country | United States -

CANCEL
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7. EFEEAREREE ARG , FRAEARER Name ( 88 ) R, WEBISERE AirWatch FEA
BB &+,
8. ( ) EREAEXNEFLEEZREE] Categories ( il ) LAEMFE Airwatch EARER B &,
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E Add Application - Dropbox

Public | Managed By: Palo Alto N

ks Inc Application 1D: 47e5340d-945f-494e-b113-b16121aeb8f8

Details

x Name® |Dropbox @

View in Microsoft Store

UPLOAD

Categories Business (System) x
Start Typing to Select Category ... (‘_;‘
Supported Models Windows Phone 8 0]

Windows Phone 10

Managed By Palo Alto Networks Inc
Rating 4
Comments

SAVE & ASSIGN CANCEL

9. SAVE & ASSIGN ( #FitiER ) HTEARER,
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10.EEFMIEREFEHBLAF , IZE Assignments ( 5k ) , A% 1L —T ADD ASSIGNMENT ( #i8#5
) ARt EAEXNEEEE,

Dropbox - Update Assignment X

Assignments Exclusions

Devices will receive application based on the below configuration.
In the case where devices belong to multiple groups, they will receive policies from the grouping with highest priority (0 being highest priority).

&) ADD ASSIGNMENT

Name Priority App Delivery Method

No Records Found

SAVE & PUBLISH CANCEL
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1. 7 Select Assignment Groups ( EEUEREHE ) WL , ENEVEREFRHEARXNEES

.
2. JZH App Delivery Method ( ERRREIESZ ) . WREERAUTO (BEE ) , EAEKEH
HEZEENEEHE, MELZEONDEMAND (REE) | AIXEFHHBEARER.

3. Add ( #i¥ ) #igiR.
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Dropbox - Add Assignment

% All Corporate Dedicated Devices (Palo Alto Networks Inc.) 3¢
Q

Select Assignment Groups

Start typing to add a group

App Delivery Method * | AUTO ON DEMAND @

Adaptive Management Level: OpEl‘I Access

Apply policies that give users open access to apps with minimal administrative management.

(%

A Would you like to enable Data Loss Prevention (DLP)?
DLP policies provide controlled exchange of data between managed and unmanaged applications on the device
To prevent data loss on this application, make it "Managed Access" and create "Restriction” profile policies for desired device

ypes
CONFIGURE
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11. ( ) EEHRELEEFENEREXFZEER , & Exclusions ( #iBR ) , ARBIEEE
# Exclusion ( #EBR ) WAIBERRAE EEHE,
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Dropbox - Update Assighment X

Assignments Exclusions

The assignment groups excluded from an assignmentwill not receive the application. If you are adding an exclusion after publishing the app to devices, the app will be
removed from devices that are being excluded

Exclusion #% All Corporate Shared Devices [Palo Alto Networks Inc.) 4

Start typing to add a group a

SAVE & PUBLISH CANCEL

12.SAVE & PUBLISH ( #7317 ) SREE ISR E S8 14E,
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STEP 8 | BEEMEERERMERERIRTES GlobalProtect , F54miE XML WK VPN SR ERE,

N EBRMUR XML AN EBIER | EAELARE  REIAN VPN RERANRE, 0
() RemsrmEs VPN REREBERE , STLER XML SET8E , S VPN B2
S ENERRELERATLSE.

1. 7£ Devices ( #£i& ) > Profiles ( FX7EH ) > List View (BE®E ) , BEEBECH T BPFIBHERE
%%E’yﬁ\ﬁ*&iﬂ ARBIZRURBIEERA </>XML. AirWatch ﬁﬂﬁﬁ;ﬁ@f;m XML #4%.

2. Export ( [EH ) REE , AR ELRBN N FRERPITH,

3. % GlobalProtect #R¥E T HIERE :

+ MEE PluginPackageFamilyName BJ LoclURI JTFHEETHA -

<LocURI>. /Vendor/MSFT/VPNv2/PaloAltoNetworks/PluginProfile/
PluginPackageFamilyName</LocURI>

- HE#REM Data THH  BEHES
<Data>PaloAltoNetworks.GlobalProtect rn9aeerfb38dg</Data>

1. BENEEREFEZELNRER,

2. JRE AirWatch i2E Devices ( & ) > Profiles ( 3R E# ) > List View ( FERE ),

3. By (EEUAdd ( #7118 ) > Add Profile ( #7385 E#E ) > Windows > Windows Phone ( Windows F
) ) A —EHERER.

4. J#E Custom Settings ( HFT3%E ) > Configure ( 3RE ) , ARERWA HFENHELE,

5. Save & Publish ( f#FHM &M ) BHNEE,

STEP 9 | %@ Devices ( & ) > Profiles ( SX7E4% ) > List View ( BEMHE ) BEURKRIER A R
iZE! More Actions ( HttBj4E ) > Deactivate (£ ) , FERFRHBRER. AirWatch ﬁ;‘i'}nx
ERBBEIFERTREE,

STEP 10 | RIFEAERE,

%EiB Microsoft Intune & Per-App VPN #H#E

Microsoft Intune 2 BB ALURFRVEEBETEHRENERTGETHEEF A, GlobalProtect EARER

21 Microsoft Intune TR EREAENSREBNPHABNTEIRE BN RS ER, FH Android B9

GlobalProtect fE AR £ER , ETHREN —BREMNEFERLZLBERN B , LFEHTEREENE
g,

ERAW{AE A Microsoft Intune 5% E Per-App VPN #BEERVE |, B R LA T 467 :

« i&IB Microsoft Intune % iOS HHEIERE Per—App VPN #H&E
+ JEiB Microsoft Intune ¥f Windows 10 UWP i Zi5% € Per-App VPN #H#A

%@ Microsoft Intune % iOS % B1E% & Per-App VPN #HEE

AT LUEIB A Microsoft Intune 5% GlobalProtect VPN 72EY , {0 BB 1T Bk BB W2 E R FEL
£ per-app VPN #0&Emh | EOJ LU EBREE EFEFH&T—JJEﬂ VPN BERHEERE. AEENERARER
REEEEERBERAER |, mIEER VPN BE

BB T 5F B ER Microsoft Intune ¥ i0S 3% BiE%TE Per-App VPN #HE :

STEP 1| & iOS T £ GlobalProtect ERTER .

«  3%EiB Microsoft Intune #B& GlobalProtect ITENEAER.
+ f& App Store B$## T & GlobalProtect ERER.

STEP 2 | #7118 FEF 23X = Microsoft Intune,
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
https://docs.microsoft.com/en-us/intune/apps-add

BB ERRERETIEZE Microsoft Intune FREFE IR, B, REHREBEEARER.
« & App type ( ERREXNEHR ) BREA iOS.
«  ¥T18 i0S BIEEAER E Microsoft Intune,

STEP 3| A& iOS &% %€ per-app VPN #H7E,

o EEE per-app VPN R EEE | #§ Platform ( A ) REA iOS 1§ Connection type ( B
# ) 5%E B Palo Alto Networks GlobalProtect,
. BRGERAENE VPN R EEHEBEE , £ VPNS (VPN ) TH=EE HiRE per-app VPN R E
.
%@ Microsoft Intune ¥ Windows 10 UWP ik B35 %E Per-App VPN {HAE

AT LUEIB 8 A Microsoft Intune 5% GlobalProtect VPN f2EY , {0 BB 1T Bk B BUH W2 E R FEL
£ per-app VPN fHEER | BAILUEEWMEEEEAERTEB VPN BERBEEARE, RAEENEARERX
BEEE R ERAEREE |, MIEER VPN BE,

BB T 5|F B E A Microsoft Intune ¥ Windows 10 UWP i B5% i€ Per-App VPN #HEE :
STEP 1| & Windows 10 UWP T & GlobalProtect FERE :
«  ¥%Ei8 Microsoft Intune #B& GlobalProtect ITENEAER..
» %% Microsoft Store [E# T~ & GlobalProtect ERER
STEP2 | SR EBRRRERE,

£ Pt per-app VPN {HESHERE RN BRNRE.

STEP 3 | 237 ¥ Windows 10 UWP VPN R E#E,
« # Platform ( & ) F*E A Windows 10 & E#TR A,

STEP 4 | & Windows 10 UWP i Z45% %€ per-app VPN 5% E,

* #% Connection type ( E#RFEH ) 5%E A Palo Alto Networks GlobalProtect,
- EEAERNERESRDES , #4% WIP EARENEN VPN HEBHREREAKEARENELE
#51HE98, Enable ( B ) ILiEIELL Restrict VPN connection to these apps ( FR&IELEARERM
VPN E#R ) , A% Add ( 718 ) SR EFEH VPN ERNERERRER,
#iB Mobilelron %E Per-App VPN #H#E

Mobilelron 2ZZ AR P RIZFHEEBTHRINEETHEEF A, GlobalProtect BRAENIRH
Mobilelron EEEREARXEHREBENBH BN TEIRHE BN EZLER, FH Android B9 GlobalProtect
EAZSER , THETHREN —BRENERERZSBERNEL , UEMFITERE LHNRE,

BRI A Mobilelron 52 Per-App VPN BB E T , FSRBIUTES -
+ &8 Mobilelron & iOS if BhEX XE Per-App VPN #HAE
3%EiB Mobilelron % iOS ix B 5 E Per-App VPN #HAE

RO LUEIBE A Mobilelron %€ GlobalProtect VPN FH , RGN EBTEIR B A AIEREE, 1 per-
app VPN #HRErh | EAILUEEMEEEEAERTER VPN BERHAEEHTE, REENERERSEE
B EERERRAR |, mMIEEIB VPN BIE,

R T 5 B2 A Mobilelron ¥ iOS i Bi5%E Per-App VPN #HEE :
STEP 1| & iOS T & GlobalProtect FERER.,
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https://docs.microsoft.com/en-us/intune/store-apps-ios
https://docs.microsoft.com/en-us/intune/vpn-setting-configure-per-app
https://docs.microsoft.com/en-us/intune/vpn-setting-configure-per-app#create-a-per-app-vpn-profile
https://docs.microsoft.com/en-us/intune/vpn-setting-configure-per-app#associate-an-app-with-the-vpn-profile
https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3
https://docs.microsoft.com/en-us/intune/certificates-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-windows-10
https://docs.microsoft.com/en-us/intune/vpn-settings-windows-10#apps-and-traffic-rules

« i&EiB Mobilelron #FE GlobalProtect {TEIFERTER..
& App Store B# T & GlobalProtect ERZR .,

STEP 2| T BERRE , RERERERE

£ P8 per-app VPN {HREHEEEABENERE.

STEP 3 | #78 per-app VPN #H3E,
HEREAELE S Per-app VPN,
STEP 4| & iOS %X per-app VPN & 7E,

# Connection Type ( E#R¥ER ) F2E A Palo Alto Networks GlobalProtect , A THEIFLE o

R E AN FH# 5 WildFire WES

FEIBTE AirWatch FRVAEARXEHE , BRI ABERERRERH WildFire® EB15H , 88 Android i
B FNEEEE, ERAR , Airwatch REBREEIEXE R E Android i 2 EHWERAREXNFEZE AirWatch,
WERBEEFMAFREEAZE, AirWatch 2 EHEH# WildFire EEERTE , YR BE T K BRI
B,

STEP 1| Rz 8l , 15— {8 WildFire APl 88, MRERES APl £ , FBHIEEE,

STEP 2| ## AirWatch , iZEX Groups & Settings ( BH#HMEXE ) > All Settings ( FTEERE ) > Apps ( &
AT ) > App Scan ( EFATER#E# ) > Third Party Integration ( I I EEES ) .

STEP 3| J#HX Current Setting: ( BBIZRE ) : BB -

STEP 4 | j2HY Enable Third Party App Scan Analysis ( BB DB EAREXFE O ) LA
AirWatch F1 WildFire 2 E&#EHR.

STEP 5| ##£ Choose App Scan Vendor ( ZEEREXNFHEED ) THN/EEF |, #E Palo Alto
Networks WildFire,

STEP 6 | B A SREY WildFire APl £48,

STEP 7| #2—"F Test Connection ( BIFERR ) , #R AirWatch TJLAEE WildFire B, MRAEHKEK ,
BB A ELR  EEA APl £588 , AREA.
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Certificate_Configuration.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Per-App_VPN_Configuration.htm

Apps / App Scan / Third Party Integration

Current Setting Inherit @ Override

Enable Third Party App Scan |
Analysis

Choose App Scan Vendor* Palo Alto Networks WildFire
WildFire APl Key*
Test Connection |Test is successful
Last Sync Timestamp 5/19/2016 04:20:00 PM @ Last sync completed successfully.

Next Sync Scheduled 5/26/2016 04:20:23 PM

Child Permission*

STEP 8| Save ( fi#1F ) ¥, AirWatch #i2[EZ T1EEE WildFire BF , BSERAEXMENENRE ,

WEHRBITEH TE, E—T Sync Now ( BRI ) LARIEIEE WildFire WFBIRS,

EE B F macOS # 2Ly GlobalProtect FE 2 2% L 3] 438 41

macOS L # GlobalProtect EARX X EMBEE RN EMFR—B O ( #1T macOS Catalina 10.15.3 REERA
B macOS £ & ) ERM ( #1T macOS Catalina 10.15.4 SEHhRAEE GlobalProtect B 5.1.4 HEH
WA macOS #E ) , MRBEE GlobalProtect FiE EERE S EEEREIT GlobalProtect AR AFE

¥ ( 28 GlobalProtect FEFT2XE5] ) , GlobalProtect AR LB RENTE. EFEAEEFEHEHKA

JELETIEEM GlobalProtect EARXEK , XA EERTEAEEZCHERAMN macOS RRUAK O EME R
HEAH,

EERFF GlobalProtect ERRERFEAZBETREBANER T EBHEAROEMRLRRER , BUFEAX
BERITHEEEE (MDM) BZIEEM ( 20 Airwatch ) 237 FAI,

EBRNAEEAT macOS #2589 GlobalProtect FEFARR R 4B A |, BFS B T4 -

o TEEAT macOS %2 GlobalProtect FEARE X PR AR/ EM
o EHEAT macOS %2 GlobalProtect FERTE R H B R LE

EEAT macOS i 2E GlobalProtect FEFTE R BB & /O {#
£ macOS 10.13 BA%A , Apple BIA T —EHEEF EREAEEFEAROER L BEEERE,

B SAME B T BATE macOS EF BRI UEE(R ( System Preferences ( RFERIFEXE ) > Security
& Privacy ( Z&MEEH ) , REZIBE Allow ( AFF ) BAOEM ) |, BB ABIEA Qualiied MDM
vendor ( &#H#) MDM & ) B RAIYN B BRER/OEEM. Apple BTFE TN2450M48 T E — B2,

LT IEREFEA Airwatch #1T 7RI,

STEP 1| B B UOEMEFEAI,

1. UEBBESHBEAE AirWatch,

2. i#H Devices ( #{& ) > Profiles & Resources ( R EREEEIR ) > Profiles ( XERE ) , RELTHR
SEEhIZE Add ( 718 ) > Add Profile ( S8R )

3. 7£ Add Profile ( #3834 ERE ) [E1F , & —T Apple macOS , A& %L —T Device Profile ( #£EFZE
E) BT

4. £ General ( —fi% ) Bl , EEREENEE,
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https://docs.paloaltonetworks.com/globalprotect/5-1/globalprotect-app-user-guide/globalprotect-app-for-mac/download-and-install-the-globalprotect-app-for-mac.html
https://developer.apple.com/library/archive/technotes/tn2459/_index.html
https://techp.awmdm.com/AirWatch/Login

FBENEREFEZIBAROEMIRER ( Devices ( #£E ) > Profiles & Resources ( (X EfEEEE
JR ) > Profiles (FRERE ) ).

STEP 2| 88/ OEE {8 30 4§ A8 B[R AU BUMF = macOS K E.

1. JZH Kernel Extension Policy ( #&/UZEERERA] ) .
2. & A GlobalProtect FE 23\ £5F A B9 B BK 54 Bl 85 (PXPZ95SK77),
3. B AHES ID (com.paloaltonetworks.kext.pangpd).

macQS Kernel_Extension_Mac X
Kernel Extension Policy
« ns and settings for User Approved Kernel Extension Loading on mac05 10.13.2 and later
User Override
f enabled, u: an ap,

Allowed Team Identifiers
all validly signed kernel extensions of the specified team identifiers to load

[©r00 ]

Allowed Kernel Extensions

Accessibllity Allow a specific set of kernel extensions to always load. For unsigned legacy kernel extensions, leave the team identifier empty

Proxies

ADD VERSION | SAVE AND PuBLISH [N[<:N

4. ¥ —TF Save and Publish ( #FIL M ) AREEE,

EEAT macOS iEE# GlobalProtect FERRE T B ARG L #

& mac0S 10.15.4 BA%A , Apple BRHI 7 & OIEMHBIXE. GlobalProtect FERRE A £ A R R EURL
IR, ERAELARERRERSEREASH,

BREVARRELEMRIL , Bt A7 GlobalProtect EARN P RAMKLER , ABHAR D FEE
Fs&H1#11T GlobalProtect sE4R LA 1TH#E % FHUIh 8E Network Extensions Configuration ( #3
BRIE(RAHRE ) RERR. BAEATHREETERK (MDM) (0 JamfPro ) HEIEA
PR MEEEWRERTR, 528 https:/knowledgebase.paloaltonetworks.com/
KCSArticleDetail?id=kA14u000000HAWS gy EIsREXE | LB E A A Jamf Pro &
BRENEBLERHER.

BREBUTSBHETRERERTE , LUERA AirWatch BBIBUERFIEMH, HAEFER AirWatch $EREE T
o, BRAFEREASEN MDM BERL Y EELRER,

STEP 1| BY RIRILEMERERE.

1. UEBEBE S MEAZE AirWatch,

2. i#EHY Devices ( 2{& ) > Profiles & Resources ( R EREEEIR ) > Profiles ( XERE ) , RELTHR
SEEHIREL Add ( #7118 ) > Add Profile ( $TiEERERE ) .

3. 7£ Add Profile ( 71835 E4E ) [E13 , 32— T Apple macOS , A% 1% —T Device Profile ( #£EB&E
) BR.

4. £ General ( —f% ) Bl , IEEREEBNER,
BEAIEBEEFBIURE RRLEMELER ( Devices ( #£E ) > Profiles & Resources ( (2 EEHEE
J& ) > Profiles ( :REHE ) ).

STEP 2 | ¥ﬁ'f“§,¥\, Lzu'_'t1$o
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1. JZHY System Extensions ( RFELEM ) .
2. # A GlobalProtect f& Fi 2 =X {6 F &Y B B8 51 8% (PXPZ95S

K77).

3. M AEEEE B (com.paloaltonetworks.GlobalProtect.client.extension)

macQS SystemExtension-Mac_syam X
- SYSLTIHIT LALCIISIVITS
Find Payload
‘ontrols restrictions and settings for System Extensions loading on macOS 10.15 and later.
Find:
Accessibilin User Override
I enabled, users can approve additional system extensions that are not explicitly allowed by this policy.
Pri
T Allow User Overrides
Allowed System Extension Types
Allow all or some system extension types to load. Team Identifier rule takes ceden lobal
[[© oo svstem extension Tree |
Allowed System Extensions
Allow a specific set of extensions to always load. Either ID is optional, but both can be provided.
m.paloaltonetworks GlobalPr| %
(]
SAVE AND PUBLISH [II@Xi(a8

4. #&—TT Save and Publish ( ZEFL & ) UREEE,

EiBE % s MDM B GlobalProtect FEFTE

ERRERATESEBWNE D EE MDM HE |, &aERE MG H
ERRER :

% iOS 5% GlobalProtect FEFFEI

&5 : GlobalProtect iOS FEAEXEEE )X VPN #H7E

A Android 5% GlobalProtect FERITEZ

#if5 : 5% VPN #H7E
#345 : BB VPN #H7E

=X 7E GlobalProtect FEFAEL

A 10S 52
BEH OIS MDM RRATZEHE AT ERARERNRE
CEERETHRGECESNBRECENERRZS, EEEE

VPN X,

B MDM R iR ZBE I BB GlobalProtect

&34l : GlobalProtect iOS FE A FEAREX/E )X VPN fH7E

I 1R AR A AR B BT i R PR RO #E ), (B
ARABUYZSER , SXATRMN LA

THIRERA 7 EALUEB 5 1 M MDM REFRERNHRAZTE
setting e =1
EARER RABANERER, BHE] ssL
A 51 1% @ DNS #&=X W E5T SSLVPN H95 | com.paloaltonetworks.globalprotect.vpn
B,
fRAIBR % GlobalProtect A OB EHEBR | <EHR 1P fUut>
IP farit,

=
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setting A &

5 zn i gp.paloaltonetworks.com

&~ BREERNERAEIRSE, <EREEBE>
ERERRE EiREmEERE, BRE | 2%
s ( ) RFEERA | <FRE>
o
° 530 : clientcredial.pl2
HEZRA VPN ( ) BYERNERBENEE  <BENEZHEBURZEERES

MEHEHE .

© BIREMNER

© RFEBIMER

« RBERRIER

fign
gp.acme.com; EREIL

&if : GlobalProtect i0OS FERARENEERE )X VPN {5E
THEHRRTEE VPN EHE XML 85 | &0 B AFESRR i0OS GlobalProtect EFRE W EE SR VPN 72

&

<?xml version="1.0"

encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/
DTDs/PropertyList-1.0.dtd">

<plist version="1.0">

<dict>

<key>PayloadContent</key>

<array>

<dict>

<key>PayloadDescription</key>
<string>Configures VPN settings, including authentication.</string>
<key>PayloadDisplayName</key>

<string>VPN (Sample Device Level VPN)</string>
<key>PayloadIdentifier</key>

<string>Sample Device Level VPN.vpn</string>
<key>PayloadOrganization</key>

<string>Palo Alto Networks</string>
<key>PayloadType</key>
<string>com.apple.vpn.managed</string>
<key>PayloadVersion</key>

<integer>1</integer>

<key>PayloadUUID</key>
<string>5436£fc94-205f-7c59-0000-011d</string>
<key>UserDefinedName</key>

<string>Sample Device Level VPN</string>
<key>Proxies</key>

<dict/>

<key>VPNType</key>

<string>VPN</string>

<key>VPNSubType</key>
<string>com.paloaltonetworks.GlobalProtect.vpnplugin</string>
<key>IPvid</key>

<dict>

<key>OverridePrimary</key>
<integer>0</integer>
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</dict>

<key>VPN</key>

<dict>

<key>RemoteAddress</key>
<string>cademogp.paloaltonetworks.com</string>
<key>AuthName</key>
<string></string>
<key>DisconnectOnIdle</key>
<integer>0</integer>
<key>OnDemandEnabled</key>
<integer>1</integer>
<key>OnDemandRules</key>

<array>

<dict>

<key>Action</key>
<string>Connect</string>

</dict>

</array>
<key>AuthenticationMethod</key>
<string>Password</string>

</dict>

<key>VendorConfig</key>

<dict>

<key>AllowPortalProfile</key>
<integer>0</integer>
<key>FromAspen</key>
<integer>1</integer>

</dict>

</dict>

</array>
<key>PayloadDisplayName</key>
<string>Sample Device Level VPN</string>
<key>PayloadOrganization</key>
<string>Palo Alto Networks</string>
<key>PayloadDescription</key>
<string>Profile Description</string>
<key>PayloadIdentifier</key>
<string>Sample Device Level VPN</string>
<key>PayloadType</key>
<string>Configuration</string>
<key>PayloadVersion</key>
<integer>1</integer>
<key>PayloadUUID</key>
<string>5436£fc94-205f-7c59-0000-011c</string>
<key>PayloadRemovalDisallowed</key>
<false/>

</dict>

</plist>

&1 : GlobalProtect i0OS FERRERNEFAEXE X VPN fH&E

THEHIRRTEE VPN EEH K XML fH5E | &0 ARHERR iOS GlobalProtect EAREXMWEARERXER
VPN #8EE,

<?xml version="1.0"

encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/
DTDs/PropertyList-1.0.dtd">

<plist version="1.0">

<dict>

<key>PayloadContent</key>
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<array>

<dict>

<key>PayloadDescription</key>
<string>Configures VPN settings, including authentication.</string>
<key>PayloadDisplayName</key>

<string>VPN (Sample App Level VPN)</string>
<key>PayloadIdentifier</key>

<string>Sample App Level VPN.vpn</string>
<key>PayloadOrganization</key>

<string>Palo Alto Networks</string>
<key>PayloadType</key>
<string>com.apple.vpn.managed.applayer</string>
<key>PayloadVersion</key>
<integer>1</integer>

<key>VPNUUID</key>
<string>cGFuU2FtcGx1IEFwcCBMZXZ1bCBWUES52cG5TYWIwbGUgQXBWIEx1dmVsIFZQTg==</
string>

<key>SafariDomains</key>

<array>
<string>*.paloaltonetworks.com</string>
</array>

<key>PayloadUUID</key>
<string>54370008-205f-7c59-0000-01al</string>
<key>UserDefinedName</key>

<string>Sample App Level VPN</string>
<key>Proxies</key>

<dict/>

<key>VPNType</key>

<string>VPN</string>

<key>VPNSubType</key>
<string>com.paloaltonetworks.GlobalProtect.vpnplugin</string>
<key>IPvi</key>

<dict>

<key>OverridePrimary</key>
<integer>0</integer>

</dict>

<key>VPN</key>

<dict>

<key>RemoteAddress</key>
<string>cademogp.paloaltonetworks.com</string>
<key>AuthName</key>

<string></string>
<key>OnDemandMatchAppEnabled</key>
<integer>1</integer>
<key>OnDemandEnabled</key>
<integer>1</integer>
<key>DisconnectOnIdle</key>
<integer>0</integer>
<key>AuthenticationMethod</key>
<string>Password</string>

</dict>

<key>VendorConfig</key>

<dict>

<key>OnlyApplevel</key>
<integer>1</integer>
<key>AllowPortalProfile</key>
<integer>0</integer>

<key>FromAspen</key>

<integer>1</integer>

</dict>

</dict>

</array>
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<key>PayloadDisplayName</key>
<string>Sample App Level VPN</string>
<key>PayloadOrganization</key>
<string>Palo Alto Networks</string>
<key>PayloadDescription</key>
<string>Profile Description</string>
<key>PayloadIdentifier</key>
<string>Sample App Level VPN</string>
<key>PayloadType</key>
<string>Configuration</string>
<key>PayloadVersion</key>
<integer>1</integer>
<key>PayloadUUID</key>
<string>5436£fc94-205f-7c59-0000-011c</string>
<key>PayloadRemovalDisallowed</key>
<false/>

</dict>

</plist>

A Android E%%E GlobalProtect FEAER

BRI L ERBEEH HBEETHEEEE (MDM) B9 Android For Work % B L 288 5% E GlobalProtect f&
AR , & MDM Z#HE X Android For Work FE BTN E RIBR#,

£ Android i B £ |, RE1RIZ GlobalProtect BiE L EEUEH |, &£iB VPN BERHAEE, ®EE Android
for Work % B89 1% 1 7S MDM | &L —53&i8B VPN BERERAEENRE,

HimMEERBEENELT , mAHAEEERERSY  SEARM ERRNFERARER. KER , iR
ZENEAREARBFAE LERNFIERH , L8 VPN BEFEXRE,

EEREE BYOD)WERT , mEFELEEE  YFEATERERRESHEMNBEAEARER. KHEK,
EIZEEAREENEARIRERNELERNEEEEH , £8 VPN BEEERE, TEERHBA
o ERARRNTAEIR VPN BEEXRE , % VPN BBl ITERERERNLTENERE GlobalProtect FEF
BRRE.

ERB/INERRNARBEERE |, S LURA Per-App VPN Z GlobalProtect R HEX KB IZEEE
EREXNMNRE. B Per-App VPN , BAILEBAFBERHEHBENFZ  EEREEEEARALEB
VPN BiE# 1T B Ex,

E%H VPN R — 20 , B AILUEE S A& WALELR VPN, EERREER S LA user-logon ( FAEZR

A ) B | GlobalProtect EAARRX K BBEER. EXRREERS LA on-demand (RIFFE ) &, FH
EUNAFERREER,

zﬁ #£ MDM HEZHY VPN EIR5 EEE LRE GlobalProtect A Q@GR E RN IERT
o

BHER R VPN {HEERE GlobalProtect ERBERERIAHERTE,
& EERTE Android B9 GlobalProtect EATER , 58E T % Android FEATE R,

g 45
ADO#Eu FER A OB IP (st T EEHNE 10.1.8.190
&% (FQDN),
EREER FE ERENEREER. john
RS FER ERENER, Passwd!234
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£ | EEm  |HH gl
mobile_id F& EiH DR MDM BRIEHERE 5188a8193be43f42d332dde5cb2c94le
HIATE) ID ATME— bR BITTEY 2
&, GlobalProtect LTS ID ##
BEEEN.
BE FE(n | AFHREFARREAREREXMAND | DAFDSaweEWQ23wDSAFD... .
Base64) | #8ukh,
client_certificate. | F & HAFRBEHBHRN S, PAS$SWORDS$123
passphrase
app_list FE Per-App VPN HY#HRE, LARFFBRES | AMBEE | HEFE
HEEBERKRTH  RIZEEAEXE | B com.google.calendar;
B, YRADED Fmo NEBEEEMFE | com.android.email;
A VPN BEE®THEEEFANERRE com.android.chrome
RN, HitREAFBEERNERAER
EUﬂﬁEﬁJmsa :ﬁﬁHZF{LﬁAijiaﬁggﬁ
WED T.%‘% B VPN &i&
connect_method F& FEREZEAERE windows 3BEAS FREEAN | HEE
A& B EELRZE GlobalProtect A
ORBUBKFEREERAEFHERE
&
remove_vpn_ mME K AP GlobalProtect VPN | E | &
config_via_ RBEHA.
restriction
&5 : FXE VPN fH5E
private static String RESTRICTION PORTAL
= "portal";
private static String RESTRICTION USERNAME = "username";
private static String RESTRICTION PASSWORD = "password";
private static String RESTRICTION CONNECT METHOD = "connect method";
private static String RESTRICTION CLIENT CERTIFICATE

= "client certificate";
prlvate static String RESTRICTION CLIENT CERTIFICATE PASSPHRASE
= "client certificate passphrase"'
prlvate static String RESTRICTION APP LIST = "app list";

private static String RESTRICTION REMOVE CONFIG =

"remove vpn config via restriction";

Bundle config = new Bundle() ;

config.putString (RESTRICTION PORTAL,

config.putString (RESTRICTION USERNAME, "john");

config.putString (RESTRICTION PASSWORD,

config.putString RESTRICTION CLIENT CERTIFICATE,
config.putString (RESTRICTION CLIENT CERTIFICATE PASSPHRASE,
"PASSWORDS123") ; N N B
config.putString (RESTRICTION APP LIST, "allow

list:com.android.chrome; com. android. calendar") ;

(
(
(
config.putString (RESTRICTION CONNECT METHOD,
(
(

"192.168.1.1");

"Passwd!234") ;
"user-logon") ;

"DAFDSaweEWQ23wDSAFD....") ;
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DevicePolicyManager dpm = (DevicePolicyManager)

getSystemService (Context.DEVICE POLICY SERVICE) ;

dpm.setApplicationRestrictions (EnforcerDeviceAdminReceiver.getComponentName (this),
"com.paloaltonetworks.globalprotect", configqg);

&35 : BER VPN #HRE

Bundle config = new Bundle () ;

config.putBoolean (RESTRICTION REMOVE CONFIG, true );
DevicePolicyManager dpm = (DevicePolicyManager)
getSystemService(Context.DEVICE_POLICY_SERVICE);
dpm.setApplicationRestrictions (EnforcerDeviceAdminReceiver.
getComponentName (this), "com.paloaltonetworks.globalprotect",
confiqg);
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ot

.

T loT % & 1Y GlobalProtect

#BE AT IoT B9 GlobalProtect , SR LAMREER B loT £EHARE |, WisT MR RIST
HEHE loT £E, REBEAT IoT B GlobalProtect # , GlobalProtect BRREREFERAF
HREREAERBNRE (12H ) ¥ GlobalProtect A OB M BEEHETHRE. RIBEFE

# , GlobalProtect FEREXAFEE L IPSec BiE., MREA IPSec WEMRT LY , BRILGRE
GlobalProtect EREXNLAEEE] SSL BB, #2 B (Palo Alto Networks 1A MEER) |, BV
loT & OS X EHIhAEEE,

BT loT B GlobalProtect B &R

5 loT £ B % E GlobalProtect A [ 48 B2 R &

£ Android #£E& 22 T loT B GlobalProtect
£ Raspbian & t R#EEA T loT B9 GlobalProtect
1 Ubuntu #£ & F Z%EEA T loT B9 GlobalProtect
£ Windows & L&A T loT B9 GlobalProtect

V V V V V V
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& AT loT B9 GlobalProtect I E 3R

EAT loT ¥ GlobalProtect EH T 5| ZER :

« ETES Prisma Access 2% GlobalProtect
. BHASEHT PAN-OS 10.0 ( STEIFHE )
o HITTIMEERS :

* Android
* Raspbian
*  Ubuntu
+  Windows loT 1%k
« 128MB RAM
+ AGB FRZ=MH
+ x86 B2 ARMv7 B ARMV5 processorBz 225
« fEM CLI =k WebDM H#j snap BRI THETRE
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A loT 8£8 &% E GlobalProtect A O #8v} Ed F &

STEP 1| #B A T loT &9 GlobalProtect HE R,

STEP 2 | %% GlobalProtect BB LA #E B A T loT B GlobalProtect ERTE.

1. EHKERE GlobalProtect BEH S ET .,
2. BXEERT loT 9 GlobalProtect FEAREXN M ZERE R Z GlobalProtect 5T, &&AEMA Prisma
Access , BI#£ZE GlobalProtect 5T B,

3. BloT £EBFTREHER :

SRERMER  TEEEMARN lof WA FIRRHERE. Hli , EBTERE Windows B2 macOS im 3 , B
FRERERFIER T REFEHENRNBINEE,
BETA T REREZENBREAFIRRE (NBE IPEE, FERMNIZEE) .

1. JZH Network ( #8 ) > GlobalProtect > Gateways ( Bi& ) , AKIEE Add ( #1¥ ) BiEHR
e,

2. BloT KEHERAFiRMEBMERE

1. JZH Authentication ( &3 ) ¥ Add ( #1i8 ) A FimBREERE,

2. X Name ( B8 ) UEBAFRERTHLE , 1§ OS (EERK ) BB loT , IEEARELLEE
TR EBRFH Authentication Profile ( BRERERE ) » ﬁEEﬁFﬁFﬁF‘ BEBEBNRE
.

Client Authentication

Mame | client-auth

c5|r"l_._._,":

Authentication Profile | Any
Android
GlobalProtect App Login Screen Chrome
Username Labe 105
Password Labe 1ol
Authentication Messagy Linux
Mac
Satellite
Windows
WindowsUWP
¥-Auth

Allow Authentication with Use
Credentials OR Client Certificate

3. B—T OK(RBE).
3 EEREEEAT T HENSERAEREE  BREHNASBRTES
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1. JZH Agent ( RIEFRER ) I Add ( 718 ) AFIRREHRE,
2. REFEEREAFRBFERE,
3. i#HY User/User Group ( EAE/EAERE ) , A% Add ( #18 ) EXERHKILEE loT,

Configs
Config Selection Criteria Authentication Override IP Pools Split Tunne Metwork Services
ne | gp-client-config-iot
Config Selection Criteria
v [ Any
] | SOURCE USER ~ Olos ~
L
Android
Chror
i0s
laT
@ Add ® Linwx
Source Address Mac
O | reGioN ~ O | windows
WindowsUWP

4, E_-I:OK(EEE)O
4. E_—FOK(EEE)O
5. Commit ( £ ) #H#E,

STEP3 | 3R EA QMU LA EBEA T IoT £ER GlobalProtect EATE,
EFESE oTHE , BHMERTE—EHRZ @ GlobalProtect EBARER AT LLEREZNEE , ABEREA
OALEEERAENRE, ARG UEXERETAREALERAEXTHBENER. WEIXE
GlobalProtect A QML VARES A ERAEA SR EAFHERFIHWFEEL ZBINRERME, BETY
TEFRFERRE GlobalProtect A O#YE LA EEA T loT Z£E /Y GlobalProtect FEARE.

1. BIEWH KRR E GlobalProtect A DM MNE T | FBETRKo
2. EH loT #£EMAFIHEREUH A QR ETRE,
1. JZH Network ( #83 ) > GlobalProtect > Portals ( A Q#3815 ) , AZIREA OBILHERE,
2. REMAEFRACOMME B loT EENWAFIRBERTE
1. 1#EX Authentication ( B85 ) , A% Add ( #7118 ) A FiRRFMERE,
2. WA Name ( B8 ) IEBAFRRFHERE , i8OS (EERK ) AR loT , BEARELLAD
Bk (T EBREA Authentication Profile ( BRFERRER ) . BEBAAFRERBREN
REE,
3. Bil loT #EMRERENMERE,

ERRBEBERRUMEEIRT ENRE, SN, NMREEANRERIRBENFRERNBER
ERET oT KENEIHEF , ATUZERBEYRNAEERERE,

BEXENEENEN , 5526 (Palo Alto Networks H&R M) | S loT EEEXRFEZENT

BEBE,

1. 7E% GlobalProtect (A B2 AHAE :

2. EH Agent (RERER ) , AR BFIREWS Add ( #E ) ADMERERXERE,

3. B loT HERERFRE,

4. JZH User/User Group ( ERE/ERAETE ) , REME OS (FXERM ) IHER loT,
5. IEEMFEA AR ERE T LUERN A IBEE,
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6. ( ) BEVERRENIYBETEAT loT & GlobalProtect FE RN AVE A A O LER
E. GlobalProtect BARXSRFTMTEAT loT HERE. NEEERRAIENIEEE ,
B (Palo Alto Networks tHEMEERE) | B8 loT HEFEERKZENIIEEE,

7. BT OK (HEE ) o

8. Commit ( 2% ) #HRE,

4. 7£ loT & L#117/R Al ( Objects ( ¥1#F ) > GlobalProtect > HIP Objects ( HIP ¥4 ) )
GCHRETUEREET loT EENTMEFEY HIP U4 | HEERRAEM HIP FRER P A LEEE
., RRETER HIP RERERRIKR AP LR RG | SUBTHENZTSMEREE,

i#ZHY General ( —f% ) > Host Info ( T#E ) > OS (EERMK ) -

iZHY Contains (25 ) > loT,

B—TOK(®E),

RIBEFEEIHM HIP ¥4,

BREL HIP AEBM R AIEFIHIT,

STEP 4 | REWEREFEAR IoT B9 GlobalProtect FERAFE.

£/ loT REBERRFHIFEMERHA,

e 7 Android & R E A T loT B GlobalProtect
» £ Raspbian £E& L Z#EA T loT B GlobalProtect
s 7E£ Ubuntu & EZZEEA T loT B GlobalProtect
s 7E£ Windows & E L2 E A T IoT B GlobalProtect

3
B

vk wbheE
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£ Android £E& FZFEEAT loT 1Y
GlobalProtect

ZEE Android B EERAEAT loT M GlobalProtect , 4B HS FE AR X EE GlobalProtect #H5E/E A
RIFEAERNEILE Android EERRBREF , EEFH GlobalProtect EEEZEXPHIT , BMAFEH
GlobalProtect FEF RN B BBFEEREREZR,

STEP 1| ¥ Android OS BR &5 #718 GlobalProtect.apk EATEERKEAREN,

1. & Support Site ( Z#E5E ) |, B#E Updates ( 47 ) > Software Updates ( BB E#T ) , AETH
GlobalProtect APK,

2. # android_src_tree root/packages/app/ B #FH APK 18 RFE,

RIS E AR S BER GlobalProtect ERIEH,
3. 7£ GlobalProtect &R & | B Android.mk R, MERER THRIGSSANE L RFHRIRE

HAE.

REREEUEE

LOCAL PATH := $(call my-dir)

include $(CLEAR VARS)

LOCAL MODULE TAGS := optional

LOCAL MODULE := GlobalProtect

LOCAL SRC FILES := $(LOCAL MODULE) .apk

LOCAL MODULE CLASS := APPS

LOCAL MODULE SUFFIX := $(COMMON ANDROID PACKAGE SUFFIX)
LOCAL CERTIFICATE := PRESIGNED

include $(BUILD PREBUILT)

4. ¥M android src_tree root/vendor/ FRMEMEM MK ER , BFEUUTIT :

PRODUCT PACKAGES += GlobalProtect

5. 1B1E loT £EXER CPU 248 , #1¥ libgpjni.so £ /system/1ib B /system/1ib64, TE apktool
# GlobalProtect.apk 5 , T lib B ##HE libgpjni.so =R,

STEP 2 | {2 Android Framework [RZATE A VPN BN ERFEREH R EE T RE,

#m¥8 android src tree root/frameworks/base/services/core/java/com/android/
server/connectivity/Vpn.java BRUTETIRBEE :

private boolean isVpnUserPreConsented (String packageName) {

if (“com.paloaltonetworks.globalprotect”’.equals (packageName)) {
Log.v(TAG, "IoT, isVpnUserPreConsented always true");

return true;

}

AppOpsManager appOps =
(AppOpsManager) mContext.getSystemService (Context.APP OPS SERVICE) ;

// Verify that the caller matches the given package and has permission
to activate VPNs.

return
appOps .noteOpNoThrow (AppOpsManager.OP ACTIVATE VPN, Binder.getCallingUid(),
packageName) == AppOpsManager.MODE ALLOWED;

}
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STEP 3 | BT Android 1T A&LA7E Android 8.0 R EFThR A KV B &N % 22 GlobalProtect ElR~o

#m¥8 android src tree root/frameworks/base/services/core/java/com/android/
server/am/ActiveServices.java BERUEBETIHRBEER,

if ( r.packageName.equals("com.paloaltonetworks.globalprotect") ) {
Slog.d(TAG, "not to show the foreground service running notification for
IoT") ;
} else {
r.postNotification () ;

}

STEP 4 | 3R B84 A Android loT £ EFE L EPER VPN RE.
1. LTI AEIUREESE (globalprotect. conf) #4mEE GlobalProtect A AMBUEHY IP {3k K B %
BRE AFBBERE , S AFIREHEEE (client-cert-path) R BRIERE 2 (client-cert-passphrase),

EREREEB-BIRNRE

<?xml version="1.0" encoding="UTF-8"?>

<GlobalProtect>
<PanSetup>
<Portal>192.168.1.23</Portal>
</PanSetup>
<Settings>
<head-less>yes</head-less>
<os-type>IoT</os-type>
<username>userl</username>
<password>mypasswlOrd</password>
<log-path-service>/home/gptest/Desktop/data/gps</log-path-
service>
<log-path-agent>/home/gptest/Desktop/data/gpadata</log-
path-agent>
</Settings>
</GlobalProtect>

ERAFIR-BRARE

<?xml version="1.0" encoding="UTF-8"?>

<GlobalProtect>
<PanSetup>
<Portal>192.168.1.23</Portal>
</PanSetup>
<Settings>
<head-less>yes</head-less>
<os-type>IoT</os-type>
<client-cert-path>/home/gptest/Desktop/data/
pan_client cert.pfx</client-cert-path>
<client-cert-passphrase>/home/gptest/Desktop/data/
pan client cert passcode.dat</client-cert-passphrase>
<username>userl</username>
<password>paloalto</password>
<log-path-service>/home/gptest/Desktop/data/gps</log-path-
service>

GLOBALPROTECT EE £/ | BAT IoT #£BH GlobalProtect 337

© 2019 Palo Alto Networks, Inc.



<log-path-agent>/home/gptest/Desktop/data/gpadata</log-
path-agent>
</Settings>
</GlobalProtect>

2. Ll Base64 & R#®E globalprotect.conf MEHBHMFE android src tree root/
system/config/ B .

MRFE  BUNEERREEHMUE, BR , BYUEE android src tree root/assets/
gp_conf location.txt IBRPMELRENME,

STEP 5 | 237 GlobalProtect APK &2,

STEP 6 | 22 GlobalProtect APK &2,

STEP 7 | i$$7H9 OS #iX E Android £ E , (EFARKEMEN —Z , RAEBAEFH OS #IXZE Android 2
B
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£ Raspbian £ & FZZEA T loT 1
GlobalProtect

% E 7 Raspbian £B L2 B A T loT & GlobalProtect , TR ATH R,

!\\ 1# A F Raspbian ] Ubuntu loT # &/ GlobalProtect X Arm 224&,

STEP 1| ¢ Support Site ( Z# 5% ) |, i#H Updates ( %7 ) > Software Updates ( EXBEEHT ) , A&
THEA T % OS 1 GlobalProtect ‘&,

STEP 2 | Z#EA R loT B GlobalProtect FERER
T loT #£E £ , £/ sudo dpkg -i GlobalProtect deb arm<version>.deb W T T ILEHE,

STEP 3|

sudo dpkg -i GlobalProtect deb arm-5.1.0.0-84.deb

[ﬁ CBREEMBREEILHKE , QIEA sudo dpkg -P globalprotect @,

X E & 48 B Raspbian loT EEFESLILEN VPN 5RE-

1.

2.

3.

£ client-cert B&H |, Ml pcks12 BRXEABE , HU pfix BEIEBERTFEE (Hlw
pan_client_cert.pfx ) .

£ client-cert-passphrase BfEH , U dat REIEERFEBHER (HlW
pan_client_cert_passcode.dat )

£ log-path-service B&H , MRELZEFEA PanGPS HIFERREE R ( #l0 /opt/
paloaltonetworks/globalprotect ) , iBfEfR log-setting BEERERIREE opt /
paloaltonetworks FHY globalprotect Bk E G E#R.

AT BRI /opt/paloaltonetworks/globalprotect/pangps.xml BEIPBREEEL
#RE8 GlobalProtect A O#HLEY IP Uit RERFEERE - AFBREZG S A FHEREE (client-
cert-path) R FIEE R (client-cert-passphrase), &Rt 15E AR FE GlobalProtect BRFEHY
EAER K (Log-path-service) R NEER (Log-path-agent) A&,

<?xml version="1.0" encoding="UTF-8"?>

<GlobalProtect>

<PanSetup>

<Portal>192.168.1.160</Portal> //pre-deployed portal address

</PanSetup>

<PanGPS>
</PanGPS>
<Settings>

<portal-timeout>5</portal-timeout>
<connect-timeout>5</connect-timeout>
<receive-timeout>30</receive-timeout>

<os-type>IoT</os-type> //pre-deployed OS type for IoT.
If this tag does not present, GP will automatic detect the 0S type.
<head-less>yes</head-less> //pre-deployed head-less mode
<username>abc</username> //optional pre-deployed username
<password>xyz</password> //optional pre-deployed password
<client-cert-path>cli cert path</client-cert-path> //optional

pre-deployed client certificate file(pl2) path
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<client-cert-passphrase>cli cert passphrase path< /client-cert-

passphrase> //optional pre-deployed client certificate passphrase file

path

<log-path-service>/tmp/gps</log-path-service> //optional pre-
deployed log folder for PanGPS

<log-path-agent>/tmp/gpa</log-path-agent> //optional pre-
deployed log folder for PanGPA and globalprotect CLI
</Settings>
</GlobalProtect>

STEP 4 | EEXE) GlobalProtect 727 LAEFE L BB EE K,

STEP5 | FEIBRERE loT H£ER , AILMBIEEEM A globalprotect collect-log i H & A,

user@raspbianhost:~/Desktop/data$ globalprotect collect-log
The support file is saved to /home/gptest/.GlobalProtect/
GlobalProtectlLogs.tgz

STEP 6| ( ) MRBRBHEREAEGRR/ZBHEAFRFERERINES , IRABFIRERN
CommonName E2 £ & B BT
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FUbuntuEEB LLEERHT IoT WY
GlobalProtect

ZE7 Ubuntu &8 2858 AT IoT B9 GlobalProtect , BB T HEE,

!\\ 1# A F Raspbian ] Ubuntu loT # &/ GlobalProtect X Arm 224&,

STEP 1| ¢ Support Site ( Z# 5% ) |, i#H Updates ( %7 ) > Software Updates ( EXBEEHT ) , A&
THEA T % OS 1 GlobalProtect ‘&,

STEP 2 | Z#EA R loT B GlobalProtect FERER
Tt loT #E £ , £/ sudo dpkg -i GlobalProtect deb-<version>.deb WiT T ILEHE,

user@linuxhost:~$ sudo dpkg -i GlobalProtect deb-4.1.0.0-19.deb

[£ CBREEMBREEILEKE , AIfEA sudo dpkg -P globalprotect @,

STEP 3| BREZA A Ubuntu loT #£EFELIZM VPN ’E,

1. £ client-cert B&HF | Blpcks12 I NENRE , HU pix BRIEBRFEEER (Hlw
pan_client_cert.pfx )

2. FE client-cert-passphrase B&H , M dat BEIREREBBER (Hlw
pan_client_cert_passcode.dat )

3. £ log-path-service BE&H , MRLER B PanGPS MIFERREE R ( #l0 /opt/
paloaltonetworks/globalprotect ) , FATRR log-setting PR E R B opt/
paloaltonetworks RHY globalprotect &3 EGHE R,

4, ATHIHREIN /opt/paloaltonetworks/globalprotect/pangps.xml FBAIBREREERL
#W¥5 GlobalProtect A O#AYLHY IP (Uit REBFERE . AFBBERE , IAFHEHEER (client-
cert-path) R BIEER (client-cert-passphrase), &t A5 E FA R F GlobalProtect JRFHY
BEAERRK (Log-path-service) R NEEZEX (Log-path-agent) A,

<?xml version="1.0" encoding="UTF-8"?>

<GlobalProtect>

<PanSetup>
<Portal>192.168.1.160</Portal> //pre-deployed portal address

</PanSetup>

<PanGPS>

</PanGPS>

<Settings>
<portal-timeout>5</portal-timeout>
<connect-timeout>5</connect-timeout>
<receive-timeout>30</receive-timeout>

<os-type>IoT</os-type> //pre-deployed OS type for IoT.
If this tag does not present, GP will automatic detect the 0S type.
<head-less>yes</head-less> //pre-deployed head-less mode
<username>abc</username> //optional pre-deployed username
<password>xyz</password> //optional pre-deployed password
<client-cert-path>cli cert path</client-cert-path> //optional

pre-deployed client certificate file(pl2) path
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<client-cert-passphrase>cli cert passphrase path< /client-cert-
passphrase> //optional pre-deployed client certificate passphrase file
path

<log-path-service>/tmp/gps</log-path-service> //optional pre-
deployed log folder for PanGPS

<log-path-agent>/tmp/gpa</log-path-agent> //optional pre-
deployed log folder for PanGPA and globalprotect CLI
</Settings>
</GlobalProtect>

STEP 4 | EEXE) GlobalProtect 727 LAEFE L BB EE K,

STEPS | FEI&EFE loT £ B% , WUBRIBEEF A globalprotect collect-log fiH W& B,

user@linuxhost:~$ globalprotect collect-log

The support file is saved to /home/gptest/.GlobalProtect/
GlobalProtectLogs.tgz

STEP 6| ( ) RBREBE S ERERAEEH/ ZEEAFREERENES , AIRRBAFIRERN
CommonName E2 & & BT,
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1£ Windows &£ & FZ#EEAT loT 19
GlobalProtect

#17 Windows 10 loT By E 7] LAE A GlobalProtect BRER, FAEABHEM L | HI0 Microsoft &
FEHROREEES (SCCM) |, EHIIT Windows 10 loT 1 ZARH loT £ & EEBM%L 8 GlobalProtect FE T2

Ko

GlobalProtect Windows loT S B EEABTENERT, SO ARSI MBBERENTE loTf #ELZERAR
HEITRENEE., R IoT £EEZEEAHEE CAREE , Bl GlobalProtect A5 loT 2B #Y A #1435
EHEFHE —ERRETRRE  BRENEREEEPHNIERF ERFE.

T %% 8152 88 IR E #1T Windows loT By EE & 24 GlobalProtect FERITZ T :

£ loT #£E8 F THIZ % MSIEXEC B
1E loT #H£E L8 8 liS (MBS —ERRK )
TE loT %R S B HMIS (—EFEK , BEBAN)

1 loT #i& L TEHI L% MSIEXEC $E3=

LA THALZE msiexec.exe BRE lof KE , [ERERG AR —ERRBUERTT AL E GlobalProtect
FERER. BAERREI Iof KB LRI/ G EREE msiexec.exe EE,

£ loT & LIE R E S (FEEX—ERRK )

BN AR OS BEEER ol , KERAEEREREZ , RAOMREMIL, ST USERRERBRER

(iBA). WRERIEEFEAEBBERE , B GlobalProtect 2 A ERRHENERE,

BUHERERL AN - ERMERTZERATHRELE !

$EE OS /A ( )

B4 FHES | \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
\Settings

£ os |{H

gAY - REG_SZ

BH o loT

IEEEREE loT £ ( ) :

B8 FHES | \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
\Settings

2% EEE

R . REG_SZ

BH : yes

BEAOMBIE Az ( ) -

% 4% 7455 © \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
\PanSetup

28 A0
A - REG_SZ
B ¥l : B A GlobalProtect A O#BMEHY IP {15 FQDN,
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- EEERERRE ( )

% 4% FH#45S © \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
\Settings

28 EREEE
$¥# : REG_SZ

R BMARR T RENEAERRE,
. BERB ( )

% 4% FH455 : \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
\Settings

218 . 715
A . REG SZ
B wmARAR loT £ENHRE,

£ loT L& LGN ERME ( — B, AEEAN)

AR EAOMREL, FAAEARBERERKREE. ELAMBR GlobalProtect {HEAPSIE IoT KEE R
MEFTRBEEDRBEARNNTEH. FLEEA VPN BEREEAEEZBER K RACTAEEREA,

FAHRELABA (—EFRB ) ERAEEATIRESE
o BEADOMBIEALE ( ) -

B8 7S | \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
\PanSetup

£8 A0
¥3 : REG_SZ

E¥ : B A GlobalProtect A O#BMEHY IP {1t 5; FQDN,
- BEBEBEAE ( )

% 4% FH#455 © \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
\PanSetup

28 mAEA
A - REG_SZ
B8 1
o IEEERRBE ( )

% 4% FH#455 : \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
\Settings

8 . ERR®
¥R : REG_SZ
EH : yes
+ B& GlobalProtect {& ( ) :
B8 FH#ES © \HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
% : GlobalProtect
¥R : REG_SZ
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E S A

HARECH A TAERERATRBENNESMEER , BENMAREN R REFEMARN IR —&
ZE, BERSTHEENTHHERYES K CEFEWNSESM (#5. WUEE, i) B2E
Bink ( RnRMEREREARKE ) FRARER , E4AUFSEEN S AKER TS MR
RELNIRE , TRERSEME. —BMENZEMEFIFNIT. GlobalProtect™ EHEARERE
(HIP) BT REBUEFRR ML EERENET (PINREERKENRLUBHEXENLE
EER. RRCRAMKENE, K 2EEE Jailbreak 5% Root REBEEHTEEBTAIEE
HEBERE , MEHRENER  RURFEREBFINUBRKETEMER  THFEANE
EEXHAE,

TS RAERRAEBINTHEAEREANMEERE

R EMEA

BREL HIP AEB AR AIESIBT
wimhErEAENEREER
EFEM HIP &

HEHREEFR

2% E Windows By User-ID REE R AMEF#EF
FRETHETIERHEE

S\I_ull

V V V V V V V
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A

\ Lo ~ —"
a 4 =
)5? 1= ﬁnﬂ

GlobalProtect BEABEXANHEF -~ AT HERKEAREIITHEIHRNET . RREABEXSERINERES
L EHERARE GlobalProtect B, MEBESREARAMXVNRKEIREARECCERNEMHIPY
HrA HIP FREEMBLY, MRBBFAYT , ©EHIP LB AZHELRE, A, MRERARYHHR
HIP BREENARRE , AIEE@HTHENZ2RA,

EEARIESIIEERESET HIP ZE |, £ GlobalProtect REREXEENIER T ES S/ NEHT— K%
BERE, MRZHMW HIP RESEE | GlobalProtect KB AJULEREHH HIP . REZH HIP ]|
HERBESERSHEEL,

SHEFRARFBTEATIRIASREEERAREZSY  HURREESAHTFINENBRERZ , 7
BENERERNERETHENZIHEHZLBRRETENZTEMHZE, flU , EAFTFRREHBNER
Rtz dl , RO EEREFNENNEIMERCEEER LERANE, MRBHAKECHAME , BT
BAEAHFTIEARSINZSMHR BB TIER, i, $FETEFHRAANNIRS , BUURIE
HAR K BrREAEAMTEEIERFERNESERAEEEZERAARE , FAETUERFEIEL NZEE
NRZERR (ER , ATAHEAEEREZEREAE  SXEETHENRZSRE , RAHEIMFAZE
EHIPREEZETHNBELAE)

GlobalProtect E AW ENE R AWM ?

GlobalProtect ERREXNEBEIEERK L IREMLE R 2

BE el E M E AR FI B TR A 2

FRENMAEMMNRREENEE ?

BRNMESHERENTRE ?

GlobalProtect E AN INEN E R A1 ?

fKFER% , GlobalProtect EABERNSWERMRERE LT —BEAELZLLEHNEEIEER (W
OPSWAT £ K& 1ETE B FiimEE ) MG BRI EL GlobalProtect BELME AR R BAHIET, FSE
GlobalProtect OPSWAT Support ( GlobalProtect OPSWAT 48 ) &R#& , BB GlobalProtect AT A 4%
E OPSWAT SDK {8 I#9 17 1 RS = R FE M E Ao

HRZEMRBLAFERRIURR -REAERHZIRE | GlobalProtect FIE R b il MEHS
GlobalProtect BRI ERNBEEH , WHHEEEZHRASHNEHREREBRE.

AR, BFAEXSWERR TIERABERNER , UIHBIER TN LSRR

& 8 K% : ERIKREER!

SVl

WEBNER

BREMAGHNEN K SEEIHREE, TABE. FERRK. EARIREK
SRERFTBAYAE ( &% Windows Rt )

S ¥5 Windows % 2b#0 4815 | GlobalProtect fE TR X &k

£ £ 5 ComputerNameDnsDomain E&MEE , EEAXK
BT B2 A MU B B 0 B SE SR URAY DNS 43131, 582
1£ HIP Lo B SEEEARE A ( Monitor ( B2 ) > Logs ( B
# ) > HIP Match ( HIP Lt¥ ) ) f /s Windows i B
Domain ( #838 ) BRHNEHR ).
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<zl WENER

TBRE

TEHEENHBREN K SSHESE. EAME. EE£XK. EARSERE
HMERKBEZEZNREE2ENR. I | GlobalProtect EINEHEBREE
& Root =% Jailbreak K&,

> FEWETHEEBMNAE HIP sEHIERA R ER
e , GlobalProtect % E— 18 MDM Al Bk
22, GlobalProtect B gz HIP B2 Airwatch MDM {a] fR 8%
NES,

¥ AirWatch FREIERISEE | GlobalProtect BTN EN THE AT
LUZEIB AirWatch BRISFIURERN BN ERARE T, BHHRATHE AirWatch #EEX
HBMEE |, 552 E Windows B User-ID REERX AW EEHEA.

BHEXEE

FAREI# EAR/R2EKcEAEREAEERERETREMEXRE
wmREANES.

N MREEE HIP Y4 BB R IEHENERTE Severity (&
N A Et) EEABLEELE (Objects (#14 ) > GlobalProtect

= > HIP Objects ( HIP ¥4 ) > <hip-object> > Patch
Management ( {&#@f2NEE ) > Criteria ( 28] ) ) , FfF
A GlobalProtect BRE tE{E 1 OPSWAT BRE M 2 B
THEE , UBRRESEERTHNESR .

0—E
L] 1_¢
s 2—HE
e 3—EFEE

Bh Atk

BARE M E 2R/ A 2 AP KRN ER

REZEE

BRERS LBAR/RLZE MRS EHRE. REESRANKR
E. FBEERRAK, LAREHEYE, BEHEERIBNENA.

GlobalProtect 8§ OPSWAT & i I M LinE LM B o mE L kA
2. BEBES OPSWAT OESIS 248 , GlobalProtect 3 & 7] LAFT{4 % 2 Y
SRR, Hlin | BOLAUES HIP 4R HIP 3R ER | BRIRE LB ER
EHEEREEE , IRREERFTNREERER.

>  OPSWAT ##&3£7E macOS i 2t {538 Gatekeeper Z4 I
L EnTIREERBET

5| MR
ERIRA

- B
ERiE R

AL )

FARREEREHRFEORE. EMBEORE  URRKENBEREERER
HNEA.

TR I

BAREREERKRHMRMEZNKE, SHHMBRE T WL BRME/ KT , B
RBEHNBEREERBBNET.
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WENER

ERIEXRPE BRERERRE/HBMAERIE XS (DLP) ERE MR LLBUR A RIEFARE
NEHEE , BB FETERZSEE LNWEF. LLERAESR Windows i
R,

BE BERIGE E R RN BEREZEA.

EHE BRRSFESEE SIS (ZR Windows ) . BHEE (plists) ( ER

macOS ) . ORERRZHEFREAEZHERAEXEFNET.

BRI LR L EABR SRR ERLE TR EWEZ S, LEHE CPU BIRENESEIERRE, Akt , EACOHE
WENREBERERERE  REBRELZEEBAER ( Network ( #8358 ) > GlobalProtect > Portals ( A 04
¥ ) > <portal-config> > Agent ( {XE#2% ) > <agent-config> > Data Collection ( EXIUE ) ). filtn ,
REFTERBRYEDHTHBREOEEERRIFEL |, B LUHRZER U AR W ES B ESD

K EMER.

BETUBERFBRRER/ARR LS, UREEAERL, HIW , ETLGREEE R L RBEH
IRETHREEESEENEARNEE,

GlobalProtect ERREXNEBEEEZERFK L WEHLER ?

GlobalProtect EARRNINEE K , LA BB #EER HIP-based policy enforcement ( &7 HIP B9 RE Bl

17 ) REANEENEHES

REAE (HIP)o

GlobalProtect FE A2\ 1E Windows EUWEMEE R 2
GlobalProtect FEFI 21 macOS LIREEE L ?
GlobalProtect FEATE R 1E Windows UWP EINEMBEESR ?
GlobalProtect FEF 2 1E Android L INEHBEER 2
GlobalProtect FERFZN1E i0S LIWEABEER ?
GlobalProtect FEFAFENTE Linux LIREMEER 2

GlobalProtect FE AR R, Windows FINEMEER ?

T &R GlobalProtect ERARERAEMH ABELENER HIP WEREAIBITME Windows B FIRENE

B
HIP #R& BH% BLL
G E LR EE HIP R BERRGR,
EREER AREA VPN WEREER.
fEFE IP it f£F#& Windows &R IP fiit,
WEEB Windows £ B 44 B F 5%,
1 BLfE Windows #£E EAZE,
EERR BREXRRENERARXSBIEE SR,
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HIP s B

B8

FHID GlobalProtect ¥8iRAR BB E MM —E# 1D, ¥ IDER
Windows # BRI #2858 GUID, #28 GUID & E M Windows & #k X
(HKEY _Local_Machine\Software\Microsoft\Cryptography\MachineGuid).
A F iR BB R %M GlobalProtect FE T2 I Y AR AN 5%
BN 2B N EM A TERE -
M E—FE Windows $# & E{ERIMWMRER N EEE,
MAC {2 3it—MAC {31t 2% Windows £ & 15k E S EMER N EA
—HER RIS
IP fizsit—7% Windows £& L5k ZESEME N ERY IP ik,
REEZER BRELELMARZECTAMSEIREHREE (ERESCHEEHER
AR SRREHHRBRE ). FEERRA, LRRHEBE. BrEREE
mEBHEA.
R E 0 BAREBNHBHORENENR  FINRECETH ERERB R EEE,
EREmERE , URBBABEEERERE.
R RE N 27 BAREBNHBEMNZRENENR , fINREEETH ERRUBRNZERE,
ARELEMARERNBZRENHMBRERERE, MEVLBMARE , UREK
BYBREHERERE,
BREXEE BREIH IZESRACEABHE N EERRBRIHMESEAEEX
BHEEXNEERELENES. NESEENFMET , 5528 Patch
Management ( {EHEXNERE ) il
By N BAREM L REECRMARTE BB ENA,
ERhE K P&l EAR Windows & F & RLE K P& (DLP) ERREARAELARS L N RIE AR L A
TR  AREEUETLLEE LNEA.
EHE § B3 GlobalProtect B2 # Windows £ & L UTEH Windows 28

B, BEBA custom checks ( BT ZE ) , BAfE Windows £BIREE
B, METREARNKERSEREEN (ZESH/ANEELBE ), FTK
ENETERTIREARARECREELEL  A=RXEAEINEE
B,

GlobalProtect FEFA 2,7 macOS tWEMFEE X ?
T3R8 GlobalProtect EREXNAEM X BELENER HIP WERERIBITME macOS £iE FINENER :

HIP & Bt A

HREELERE B4 HIP &M B R,

EREER AREA VPN WERAEER.
A& IP fuik & macOS £EM IP ik,
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HIP s B

B8

BB macOS H B FTHEZ BN F 5%,

a1 HAIE macOS g L AZE,

EERK BEEERFNERAEXERBIREER,

F# 1D GlobalProtect ¥&iRAMR R B TN - 1D, THIDEF—RBEREE
A EMN MAC i,

A BikRA B H Z 8K GlobalProtect FERFE AR ZANEE

WA BB AN EA LA TERE -

NME—TE macOS £ E RN N EEE,

MAC i #1it—MAC {31t % macOS £ & LiERE S EMER N TR M —
FEBE SR A TS

IP i 3ik—7E macOS £ & LiERESEMBEENE IP i,

REZHEE BAREREELBARZE 2T M ESREHRHNE (EREECEETHER
AP EIREHRKBRE ). REEEMA. LARHEKE. BREHEE
mABABIWEN.

7R3y FBAREBNHMBHORENER  FINRECETH R ERBHHEEE,
ERERER , URBEBNBEEERERE,

RERE 27 FAREBHNHMBENZRENER , FINRECETH R ERBMNZEREE,
ARELLEMARERNZRENUBEERRE, MBVENRRE | URE
BNEEHEERERE,

EHEAEE BAREIH ERESIBRACTMEEEEERERIRERTEANTIEL
BHEXNEERELENEA. NESEENFMET , 5208 Patch
Management ( SRR EE ) FHil.

By K BAREM EERCRARTE BB ENA,

EHE:$5 B3 GlobalProtect FE TR # macOS & £ U EER macOS BIFE

(plist) W&, BATRA custom checks ( HETHZE ) |, LA macOS £E I
£ER , emiERERABRINKRERTE plist EFA ( plist M plist 8% ) . FTUK
ENEFERTIREAEARACRERERE L K AEZEAEINEE
B

GlobalProtect FEAFE 1 Windows UWP LIKEMEEER ?
T &3R8 GlobalProtect AR AEM ABEENER HIP WBERHITME Windows UWP B L INER

BE
HIP s B4 e
BEEERED EAE HIP &M B R,
FEREER BAREA VPN ERAEZRE,
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HIP s B

B8

EFE IP st % Windows UWP &/ IP futit,

HEREH Windows UWP & B 9 = # & B 5.

M #MAI7E Windows UWP 8 A 7ZE,

EERK BESERKNERAEXNEBIREEE.

E# 1D GlobalProtect $&ikFA AR BI EMAIME— =4 1D, EH# 1D ER Windows
UWP £E# GUID.

P FimhR A E 8 L% GlobalProtect FEFATE T MY AR A5

BRI HE BB EBNENULTRE

A E—7 Windows UWP £ & F{EAINMAER N EmER
MAC {7 1it—MAC {1t 2 % Windows UWP # & 15 J@%Hﬂﬂ%ﬁ@
oM — TR BB RIS
IP i it—%F Windows UWP £ & FigRESEMEAER IP {2t

GlobalProtect FEAIZ R 1E Android EUREMEER ?
T3R8 GlobalProtect BN AEM A BEENER HIP WERBITME Android £EB FIRENEH -

£ Chromebook £/ Android jix GlobalProtect ERER{FEAHEE/ HIP HEB 4.

HIP & B A

RS E LR B4 HIP 5K AR,

ERESRE RAREA VPN IEAERR.

EFE P st f£F#& Android &/ IP {1k,

HERER Android EEH EHE B F5.

b W{ITE Android #£ 8 F A%,

FF% Android & & H Rk,

TEE HERR Android REREZEE, NRERA Yes (=) , BIE
B, MREHXRANo (BF) , IKEFZEE,

RS BEEXZRNERAREBIREEE,

EH#ID GlobalProtect FTiEREVME—REF R , RES 16 BF T , AREAEH.
E# ID {82 Android £& L# Android ID,

P FimhR A B8 Z 4K GlobalProtect FE TR M ARS8
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HIP s B

B8

WiFi SSID Android £ & FEIRMBRELR (5120 WIiFi SSID ) WS EE A,
HEAE AR NN TERE !
A" E—7 Android &8 FERINMAKR N EER,
MAC i 3it—MAC {1t 27 Android #£ & FiERESEMEKR N EHE—
TE R RIS,
IP 7 it—7F Android #£E& LiERESEMEENEH IP i,
TEHEE THEENHBEN K SE£EEBEE. ZABE. EERK. EAERXRA
MEEEREEWMAE,
ER B ReEEM MDM AERNBMEITEH 2 EB,
HEAHE R/ B A AREANSEEER MR MR ERN Android £BNE
BEAREE, BEAGEEBENELRAUBKRIBZBLREMEA,
MDM Bt B I8 AS 21 GlobalProtect ¥ B8 MDM BEE &K |, Android £EH

GlobalProtect FEFF2X A MDM ZEEBUTERBHNEE :

udid—Android % & Y M — K E BT (UDID),
managed-by-mdm—tER R Android EEREZEE, WRER
HYes (=) , Bl Android REZEE, MREFEANo(FT) , 8
Android £#EFZEHE,

EHBOEEEML MDM BEBNBEETHH CER,
EHR—EHME , KR Android EERBFABEENESHER,

BEE R —Android £EMEEEER| (H110 , Employee Owned ( B T#
H) ). WEKMNE HIPREFH Tag ( EER ) B,

GlobalProtect FEFHERE IOS LUREMHEER ?
TR GlobalProtect ERREXAEMXBELENER HIP WRRIBITME IOS £E LNENEHR -

HIP #R& Bt BL

BEELERD B4 HIP &R B HIR R,

ERERRE AREA VPN IERAEER.

EFE P st fER % i0S B IP {uit,

HERER iOS HEMN T HEBHNFR,

A WO1E iOS KB LEAZ,

R W iOSKELARZ,

TEE HERTIOSKEREZEE, NMREHRAYes () , AIKEZEE,
MREFRABNo (F) , IREFZEHE,

EERR BEEEXRFNERAEEBIREER.
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HIP s B
F# 1D

Bt

GlobalProtect 8RR BI AV HE— ID, EBIDER IOSEELH
UDID,

R B iRk A

BRI R %M GlobalProtect FEAR XM ARASE .

WiFi SSID

iOS B FRAMMERRIELR ( 5120 WIFi SSID ) & A,

METE

BB R T EM AT EE -
NE—E IOS £B LEAZNBRNEER,
MAC fiit—MAC {1t 27 i0S £ B L IERESEMRBE N A H—EE
E: 3k
IP {it—7E iOS £ E FIERESEMRENEH IP i,

TEHEENHRET G SXERE. BEAME. FXRR. BAERXR
AMEEERENME,

LTEBMRAREE IOS RENEGRME

R/ 58— R EUS EE R R MBI MR Y i0S HE LRIRE, BA
REENEXZRIBKRIGBLR MR,

TR N R ERE— R ER I Z MR RY i0S R E ERYIREE,

BB RRE—RE T BIKAY i0S KEMMREE,

AERHE—ZRR T EEHRAANEARERM 0S KE LHRE,

MDM B it

B I8 18 1 GlobalProtect SfEE MDM BEE A , iOSEEW
GlobalProtect FEFTZ X AT 1 MDM RFEMEBUTERBUNER :

udid—iOS FE Y1 — 5 B BT (UDID)a
managed-by-mdm—IltER R IOS RERESEE, MREERA
Y&(%),%DS%E BB, MEMER %NOUT).%DS%E
=

f"ﬁ— 'é‘ﬁ'éiﬁiﬁﬁﬂl«,{ MDM AERHNBHETHH 2 ER,
EHR—ERNRE  RTIOSEBREHFELERNEREAL
WER—IOS REMMWHERER ( fltn , Employee Owned ( & T##
) ). WEMME HIP REFH Tag ( EH ) Bit.

GlobalProtect FEAAIZRNTE Linux FIREAEE R ?
T &R GlobalProtect FEARK B X EEENER HIP 19 RBIBITTZE Linux 58 EIRER XML &=

&8
HIP & B FLEA
ERERRE FAREA VPN HEREER.
P fusk ERAE Linux &M IP i,
EERE B4 HIP &R B MK,
FHEF ARETHEAMBA T UATER :
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HIP s B

IIIJ

S o8
TEE HWERT L EERAZEE, IREZAYes (=) , 8
HEZEE, NRERAN0(F) , AXBELIZEE,

FaR—Linux £BWF3E.

A FmRA—E a1 24K GlobalProtect FE TR\ MY AR AN SR
EERFE—BEEREERRNEARIEE,
EEREBE—BEEERENRE SR,

HE—Linux £ENRFHEE.

FTHEB—Linux EENIHERE,

F# 1D—GClobalProtectEiKAMRE B EMHME— ID, E# IDER
Linux & & LK E & UDID,

N ERBIAEE AL TR
N E—E Linux #£& EERNERN T mER,
MAC {Z3t—MAC it 2% Linux £&8 LiERESERBNEH M —F
BRI,
1P fuiit—7F Linux £ E LIEERESEMEE AT IP ik,
REZHE BREEELRARLZE A EIREHRHE (BEREFCETHL
BAFER R EERERE ). MEEEMRA, LXRERE. BE
HERBABNWEN.
R EH BREENHERORENET  FINEEFCETHE L RERBHRAOE
B, tXiErEE , UREBBNBREEEREE,
RERR N 27 BREENBENEBERENER , HINERRCETH T ERBR IR
B ARChYEmMARERNZERENUBEEEEE, MRUERE ,
UREENBEEERER,
Bl K AREM ERARCRARZE N BEHBWER.
EHEXEE BREFTHEZESBACEAEEEAEERBE T HERTERZELX

BRHREXNSEREHENEA. NESEENFMEENR , F2H Patch
Management ( {EHREXNEE ) il

[ 18 2N 52 F = BB AR SRR I 1T IR B 2
BERARANSMBAT  URREE TR ADBEN A SRR TERT, | )T ME -

B HIP WS HIP REH , RES B BRI G/ 8 R 84T A = M A T
HIP #74F—LOSMAI , AR GRS et R R PR A5 0 FUR AA SIS RIS | PR T

Ao Bl , HAFMETHWER TREESHB LLZENBEHSEANERES  BLTERIASEABA
EA-ECEANRRERRR. EULERT , SR HIP YHFUARFEABERHIBTHRERAR

Ko

ERVETEEN HIP Y4, REFHNTERRERIAGE A UEN EHEFAREHHAITRR,

FEE  HIP

MHEAEREEYHE  BEBRVAZSRAUDERAN HIP REE. Hit , BURERERFERNY
f, FEXERR , Sl , ERRKREENLEER. BEMITHXEER  AERBFENRIMER
R, MABEME , EUUBRFRYBRMEN ( BERAR ) HIP #RREA

HIP SREE——BFIEH HIP 4SS | BARERRRERAIR(L, B HIP REER , B LUER
TMBERAES CAEME HIP Y4 ( AREM HIP BRER ) |, b ESHHEHMN HIP REETERE
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B, RESIANEHTHEER. NRENEHE , IRITHRENRARA, mRREFEE , AleYH
T—ERA , REAEAEARRLHERRTFERE.

ERERR (EERRAMANEIEEIANEER ) TR , SEERAEAMEIN K ERREMERN
HIP ¥4+ E88/50 HIP RREREMATE , HIP L BREMEELTHB . AMAZ (E#R HIP RERHINER 2R
RBlzal) , EEEME HIP L ARKASEZRMAB N RERENREFER , iGMEREREFTZRFHTH
RABME, FSEHEL HIP HERIFAGRGEHT , LEUSIIRI HIP ¥#HE HIP RRERE , RIEH
R AL HERINEFHER,

EREWNMAERMNRERERE?

HHER  FEA—MREAERHBRARARE (FAMA HIP 2R MR ANBHBTHER ) WEFEH.
TiB , BRE HIP REEHMER/HTEME , BUUREERTH HIP BAFERBA LB,

ERREMSERAL (B, EEAENRERRYPH HIP REEBETRTHENRREETAL ) , TE
BIGH R RIER HIP ABAF ( AR ) HERAERMEREME, UHRER  MARERTMEAEERREBRE
TR EY TR 7 ENAE 7 S R /R FA R 4 7 ) R 1 R ) EL A7 A 2

BHIMS , FEETIER

MRAREMBN LA ERRBRUBES  BTURYMEAN HIP RERE. EUHBERT , SRS
ERHLE HIP REENEAEEZY HP BHAR , EFMMAFTERRHE (IEFEMBRAERETHU
FREESRRBREEXACERLAAENERS )

MREREBEHEBNEARER BRI E/FN HIPREE, EEERRT , EURFSERERTE
BTIHENNERERYAR , MERELERAENEREREMANME,

ASREEL HIP BEBKFARAHHIT , WSO HIP ¥R HIP BRER , RARER HIP B
AEFHBER,

BRI ES R MRENTRE ?

REREEFE GlobalProtect , EFAREAMSHBESRE HIP B, EERESERALERRYEE
BEEH WL HIP Y141/ HIP 3R ERE, MESHYSERANEBEELE HIP LY AREB. BRER

= ((EEERAEMARISEIAFKER ) A , SEERAEAMEXNEHREREZFIESRN HP Y
HE/3 HIP SRERMTE  HP LY BARMEELEEE, AMAZ (B HIPREEMNEZSFRAZ

B ) ,EFESMEHPEHBAFRAERRAEPIRERENRIFER , BB EBEERAESTERFHITHER
B,

HRHIP LE BFRBEETRREFSLEMEYN HP WHRIEEE , RtA TESHREREBHTET
RE , BXRBRYZEHP Y4 , AREFSFERERME HIP LBFSEE (A TEFBMTREMR
Al) , RESAFESZHME HIP LHFSEE (RATURE ), flll, RREBEHLREREBEIR
BREENREERIARK, EHERP  SEEY —AFCEREREN SR RERRB 2 THHY4,
BB IHEEE HIP REET , W TH MBI RSN VPN BEFFRNZEMRAURA | &0 U5
RAER B ERKEREBN EHEEMER,

ELEI |, BREEEREPLIRIETFS HP LH BRFHEER, IREEZREBFPREZEHERR
BEREENRE  BEUTLNERELERE  SEUURY—EHIP YT  FHFEHEIREREERET
KHRN. BRI EHRBRRECA , ERTEERTHEE HIP REEIMME L2 M RAR AL
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ROELL HIP BER KRR EF# 1T

EFERRABEATHIRAETMEANER , BHETKTHLE, 0T HIP ThEEWFMER , BF2BER
THET., MEHREBERENERNNEZFHMEN , 5528 GlobalProtect FEAR N EEEFEERK LI
ELEER ? ,

STEP 1| FESR HIP W =S REIE7E,

GlobalProtect Gateway

Date lssued  April 07, 2020
Date Expires  Mever

Description  GlobalProtect Gateway License

EEFEA HIP Ihae , BA4EBE GlobalProtect FAZE |, WHEAHIT HIP RENSERE LRE
GlobalProtect A &Z#E, EERFBESEA QMG ERFE LW RENREE | FEE Device (£E ) >
Licenses ( IR# ) .

MBHEEMERE | S Palo Alto Networks tHETRMBEER ., NESENFMET
BIREM GlobalProtect ###,

8

STEP 2| ( ) EREAEAMERENEMETERER. W, MREEN/ REREEFTSEYL
HIP MHFRENEAEARR  BUUBRY B REAREHEZXRARAREERE (&
BH AR Plist BIF ) REEHT ( EAHENITHER )

» BB 2 B 3 FRERESERE GlobalProtect A O#8%, MR EAKRIFZEAOLYL |

BIE%E GlobalProtect A OB FEE L BB R,

s

8

Registry Key

]

Registry Key HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\P:
(Default) Value Data

[ key does not exist or match specified value data

a 1 item (]
Registry Value Value Data Negate
" Domain " Acmenetwork.Jocal '@

Add D Delete

e )

1. F£fXE GlobalProtect A O#MGHIBL A& L | EHINetwork ( #83% ) > GlobalProtect > Portals ( A
k) .

2. BEUCEERAORIERE,
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6.
7.
8.

STEP 3| (

1.

2.

w

No vk

8.

9

£ Agent (RERER ) BEEL  ENZEFNEEIT HPRENWEERBEENAE , N Add ( #38 ) #
RERENMERE,

iZEL HIP Data Collection ( HIP EXUEE ) , AREBBAIEE L Collect HIP Data ( Y15 HIP &} )
1 Custom Checks ( BiIZE ) T , EREERBTUHABEERXHER THKRENTIIER -

EERNEFASERHEMISNET £ Windows HE L | Add ( #7118 ) Registry Key ( & &%
5 ) B , BAKEE Registry Key ( &5 ) BIEANER. &ERFI4SE Registry Value ( B8
B ) NERKE , Add (#18 ) RAEEBRERHE. R—T OK (BE ) URFRE,
FEWEERFTHIRERFNEA  EERUEEES ( Windows =X Mac ) A% Add ( #7118 ) BF
Z Process List ( RIEREFEE ), ALEEEAERANEHABEIANEERF SR,
EEWEERAREBMEBENEN - £ Mac EE L , Add ( #1318 ) Plist AKEE R, EERGE
ERSIBENERWE , Add ( #18 ) Key ( 5|8 ) H. E—T OK ( BEE ) UREFHE.

MRERFRERXERL , FHREEES GlobalProtect (RER N ERE,

#B—T OK ( HEXE ) RfFFHEEE,

Commit ( X ) 8§,

) feU SRR HEBR SR B
£/XE GlobalProtect A O#AUGHIBH A& L | iZENetwork ( #83% ) > GlobalProtect > Portals ( A
) .
BEUERES R A OELERE,
£ Agent ( RERER ) EEL , BENEERTHRENINRERNER  RR—T Add ( ¥8 ) — @
il
i#HY Data Collection ( ERUME ) , REFFEE A Collect HIP Data ( K& HIP £} ) o
£ Exclude Categories ( BERR¥EERI ) T , Add ( #7118 ) —EFH O BERRE R,
T HREEFRZRINELERRE Category ( Rl ) -
( ) MREBERFMBEBIPHBRSERGE/REMR , MAZHBREMBER , FR—T Add (#
®), EREBREEEART  BEEESERRE Vendor ( B ) , RER—T Add ( #1318 ) LUHERR
ZRENEEER. TREXZMEN , FE—TOK(RE ). ZALUESAMEREERFTEES
MRIBE,
YL EHRNSEER , EESR 57,
MRERHREREXERL , FHEEES GlobalProtect RER N ERE,

10.#2—T OK ( #E ) REFFHEE,
11.Commit ( X ) %,

STEP 4| B3 HIP ¥ B Z R AR XFTNEN R HER.

BRYEFEN HIP U, REFNFERREZMAERBENEMEFARBH TR, FEE , HIP
MGEAGREEYHE K REBRUAZEFRRATERN HP REE, Bt | BrEREMHSEMNY
f, FEXRMEEE , flm , ERRHREENLEHE, BEMETFHNKEES  RERFENEER
. MABEME , BAUBERREYBGEHEN ( BEE AR ) HIP &5REFEAl,

£ WEREABE HIP ERIMUNFAES  F2RERLRA.

1.

£ E GlobalProtect MBI AR L (MREHEEZEREZBEHRE HIP W#H , BIFE Panorama
£ ) , iZH Objects ( #1# ) > GlobalProtect > HIP Objects ( HIP #14F ) , #A% Add ( #7118 ) F®
HIP ¥4,

BAYHH Name ( BT ) o

SR ELEN I REFERRINATEENEE , R EUEUS SR BSR4,
flmn , FERUSKERMER R EHRRBEANYH , FiZE Anti-Malware ( I EEHE ) B
® , AZIRE Anti-Malware ( i BEHE ) KBS RRBMAHERMC. TRRUAERRAELSY
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%8, flin , TEERNREREE LK AVAST Free Antivirus EREBEFHEX. ©RA Real Time
Protection ( BIFRE ) , YHEHERE S RAEFNREERN , BYEHE HIP YN 5L,

HIP Object @
General [ Anti-Malware
Muaobile Device 15 Installed Real Time Protection | yes i
Patch Management Wirus Definition Version | Within -
B Drays ~ |5
. Product Version | None ~
Anti-Malware
Last Scan Time | None w

Disk Backup

':._.:'\ 1item % 4
Disk Encryption

[] | venoor PRODUCT

ata |l o D 1010

Los e bisrzat [] | AVAST Software as. avast! Free Antivirus
Certificate
Custom Checks

@f-.c:'

D Exclude Vendor

n CdI.LL-I

SHHERELMA P BN SEENERLIR. MFFMER  F2R =% ERRESER .
4. ( ) RERR RN EFEEN NS RRELHNERR.

Bl , BANETEES TGRS HNER , U EERAEEACHEAN R LB

BER,
Windows B # User-ID REBEXEEH MDM ARET , B T5E] :
TBERESHME,

THEEFMBNESERE (HEREER ).
User-ID RERXN L EAERABMA HIP BENER, ZURBRELEHRER HIP 4 , U
ERRM LS EaslET HIP XE2RAl, MEFHMER , FSBEEE Windows # User-ID R
XAWEEHEA,
1. JZEY Mobile Device ( {TEI%E ) #EX5 5L LR Mobile Device ( {TE)SE ) R EMHAE,
2. £ Device (#i& ) HEB L , # Tag (28 ) THXNBFEZIMLEEEE 7 ( $1I0 Contains ( 2E )
HiIsNot () ),
3. ( ) HRERE , MATIIHEEENEZ—

» BAERERRTRRNNERE.

B THA
ATERH
AGES 20

4. ( ) HBRRE , WA TIISRREE 22— :
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!\‘ ERRERTHBREFAEBH LR,

- HEREW

AREFEHELEN
OENEL

HIP Object

General Mobile Device

Maobile Device

r.l

tch Management

Device Settings Apps

Model | None R
Firewa
Tag | Is ~ || Corporate-Shared v
H-Malhware -
Anti-Malware Phone Mumber | None e
Disk Backup IMEI | None e

Disk Encryption

Data Loss Preventior

Certihcate

Custom Checks

5.
6.
7.

“ C‘il-LL.I

E—T OK ( HEZE ) Rf#7F HIP ¥4+,
BEREEESRREVLFTENHMERE HIP U4,
Commit ( X ) 8%,

STEPS | BT EER AP FERAN HIP 32ERE,

BY HIPREER , SR UCAAMEBERES LR HIP Y4 ( AREAM HIP RREE ) |, ttE
SHHEHMN HIP RERFERER , REBIAFEIATTERER. IRENEE , ARANTHENRA
A MBREHAE , AT — R | REAE AR R R R R,

1.

w

£ E GlobalProtect MEMPABL (MREHTEEZEREZEHEE HIP 3RERE , BI7E Panorama
£ ) , i#H Objects ( ¥4 ) > GlobalProtect > HIP Profiles ( HIP 2 E4& ) , A% Add ( #118 ) #®
HIP SR E#.

# A Name ( &% ) # Description ( 33P0 ) REBIFRERE,

#— T Add Match Criteria ( #Ti8LL ¥ 28] ) B [HIP Y14/ ERER B,

EMEERLEEAMN HIP WHERBJTR  AsE—THEER (), BEBE [HIP: XEAR] HEE S

28y Match ( Lb2f ) XFT75, BRI EAHTETME TS true K, 7 7AFT HIP BRERE
Y HE RS | FFUER NOT ZE5 SL BT B4,
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HIP Objects/Profiles Builder % | HIP Profile

e

©2AND (O OR []NOT Name |
& 7 itenne Description
[_,]\ 2 items A/ 4

NAME TYPE | LOCATION Match
checkAndroid | @

checkAndroid_HIP___. o @

@ Add Match Criteria

Cancel

5. AEHEEUMREEEEMELEHER K BREESXINEZHREBEN A MER FEEIZE (AND
;% OR) ; BXAIRER K BEBENERTER NOT ZEA R,

6. ERENVEMNAMEER , AIXEEMatch (LY ) XFHRF , REENNVEFBHHLER &
REAFMENEERFTM HIP REE. flan, T HIP EREEKLLEESR FileVault BERME (EA
A macOS ¥EER# ) = TrueCrypt BEEEINEE (EAR Windows Rt ) , EBRYENRE , 2%
2 Symantec (i ERA PR THHRE

HIP Objects/Profiles Builder B3 | HIP Profile
JanD @ orR | | noT

Name | VPN-FullyCompliant

Description

Match  ("avast mac security” and "is_mac_obj") or ("is_win_obj" or "Avast-anti-
virus™)

Opswat Avira Mac F

Secmﬁ:',r g

Avast-anti-virus g

avast mac security g

Opswat-diskbackup- b add Match Criteria
crashplan

Opswatv4-firewall-mac- Il

builtin

7. MEPTALLEERIE | FIR—T OK (HBE ) REFRERE.
8. ENELSHREILEENHMEE HIP REE.
9. Commit (X ) 8%,

STEP ¢ | FERRIEZFRER M A HIP Y14 EE HIP 3R ERE =B A H — 4 B GlobalProtect R 2/ #F.

»  TETSERIR HIP MR ERE  BA—BEATRREERRSMRBEFHN G E, AW
A  BRERIHET K CHEHNENRBLMEEATMNBBERELME , T
EFHJH:EER%I%@EETLEHE’QEEUO MEFMEN , FERANAESHEIREN TR
& ?

£ GlobalProtect {# f & E4RH B ZRE L , :2H Monitor ( B5#2 ) > Logs ( i2%% ) > HIP Match ( HIP
th¥) . WBRER , EHEHERMN HIP Y4E HIP RERTEERAEXMBRENERES HIP ERE | B
EFEBINFERRTE, BEMARTE , Ei&k HIP kB U FEEL 2 RAMBEARIE,
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Dashboard ACC Policies Objects Network Device

Receive Time Source IPvd Source IPvE Source User Machine Name Operating System HIP HIP Type
[ | 1127 17:09:10 hle CHROME- Chrome is_chrome_obj object
LA ARWPTNAVL
B | 1127 17:08:30 hle CHROME- Chrome is_chrome_obj object
ARWPTNAVL
E‘_;. 05:13 hle CHROME- Chrome is_chrome_obj object
ARWPTNAVL
[ | 11/27 16:57:51 hle CHROME- Chrome is_chrome_obj object
- C6UVKLEU1
E;‘_;- 11/27 16:56:23 hle Chrome is_chrome_obj object
[y | 11/27 16:53:03 hle CHROME- Chrome is_chrome_obj object
- YC22GUKB4
E‘_;- 1127 16:48:30 hle CHROME- Chrome is_chrome_obj object
SB1QQLIVG
[y | 11/27 16:42:55 hle CHROME- Chrome is_chrome_obj object
- XPSAXNLW
[ | 1127 16:28:58 hle CHROME- Chrome is_chrome_obj object
- FUKSTPIRY
[y | 11/27 15:55:29 hle CHROME- Chrome is_chrome_obj object
- NYITLHYPO
E‘_;- 1127 11:57:28 bhu PANY Windows is_win_or_mac profile
E‘_;- 1127 11:57:28 bhu PANW: Windows is_win_obj object
[y | 11/27 11:57:28 bhu PANY Windows opswat-windows- | object
L defender
|;‘_, 1127 10:57:13 bhu PANV Windows is_win_or_mac profile
|;‘_, 1127 10:57:13 bhu PANY Windows is_win_obj ohject
|;‘_, 1127 10:57:13 bhu PANW: Windows opswat-windows- | object
defender
|;‘_, 1127 09:57:11 bhu PANY Windows is_win_or_mac profile
|;‘_, 1127 09:57:11 bhu PANW: Windows is_win_obj object
[y | 11/27 09:57:10 bhu PANY Windows opswat-windows- | object
L defender
B | 1322 17:06:14 hle SJCMACHHACGS... | Mac 15_Win_or_mac profile

STEP7 | EBEFELU HIP AR 2 FEURHIREEERM GlobalProtect /& RIREF A User-
ID, BAEARA User-ID , BIMEERITEERAEAERBIZNEE , FRABIBTIEELEEMT HIP
b AESIEE b2 tt,
1. JZEY Network ( #83& ) > Zones ( [EiH ) -
2. EERA User-ID WEEH , #R—TName ( B8 ) .
3. Enable User Identification ( BUAEAERE ) , ARER—T OK (H#E ).,

Interfaces [ Virtual Zone Protection

Log Setti Enabled
[ Mame a Type Systems Profile 9 g naie
[E] corp-vpn layer3 ethernet1f2 L\)
tunnel, 1

STEP 8 | FESEHIRE LSRR HIP IR £ M8 A,

RIEMER | MEETE%'Tiﬁ HIP REEZHEVZLMRL , TARCHARENFSHEMRE (RBRIFEL
BEHEER] ) . FEBUMOE T B A7 e IR R PO HIP ZBRANEENE,

1. iEEX Policies ( JRAl ) > Security ( T2t ) WIBRENAEZHIE HIP SR EREHN BER A,

2. 7£ Source ( iR ) Eﬁt Eﬁﬁé Source Zone ( KRRt [E ) REAEBA User-1D B [EiFH,

3. *£ Source Device ( ZRJRE&(E ) T Source (KR ) AELE , Add (#7138 ) ARNEBIZER HIP
Profiles ( HIP 32 E#8 ) ( # ;uxj%ﬁ'iﬁﬁi% 63 {@ HIP § Eﬁ:i—ﬁ%ﬁﬂu ) o

4. B—T OK (HEZE ) RREFHEA

5. Commit ( 12X ) 8%,
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Hame Tags Zone Address User HIF Profile Zone Address

i05Apps none [ corp-vpn any 0 known-user @isios [ trust any

STEP? | EREMA HIP REEBFIANTLZLURAUR , —REAESFINEHNAL,

PRAEEMREIEANAL (B, EEAENREERATH HIP ZEEHFRI T HARREETA

B, EERENFEREHIPERF (RTHEN ) HEAEENERME. EHRER , MARERTEA

ERREERERNTREFIVE ? & R THR TS B E MRS HFZEUE ?

filgn | REREFMEMYH HIP RER , EEMEN LRI EHERBRRBEHARLTERERF. EER

T, EUREEALE HIPREENERAEEY HP BAFE , £t ZERHEE., E , WRE

Eﬁﬁﬁﬁ%*ﬁﬁ@ﬁﬁﬁﬂ@'fﬁiﬂ? , BH HIP BRERAET , A TREEEAEREETHANERER

ML

1. £ E GlobalProtect RIERIBH A& £ |, BEX Network ( #8%% ) > GlobalProtect > Gateways (

E),

BEUAEFIE HIP BAIA S M RFEHERE,

iZH Agent ( fRZEFEZX ) > HIP Notification ( HIP @41 ) , A& —T Add ( 71 ) ,

#£ Host Information ( =# & ) THNFEZMEA AR HIP RER.

EHEN HIP RERCETHYSALLEE  BBERSEETMLAL | iZEH Match Message ( &F&

#AE. ) = Not Match Message ( FREAE ) . ERLEERT , BAEEERBEEELHHYHE

RAMB/ , RAMEFEIFEFEERIAL,

6. Enable ( X ) Match Message ( F&FE ) = Not Match Message ( THEALE ) , AR BHEE
A EFERA Pop Up Message ( IREEFAE ) IER System Tray Balloon ( RIEEIRFXFEHRHA ) o

7. 7 Template ( 7K ) XFARPBATAEXF , ARE—T OK (HE ) . XFARRHXFH
WYSIWYG #8888 HTML SRR , B LUEA Source Edit ( RiFmE ) & B REERERR M
i, TEFHEHSERMXFREIABIHBER & 1NEE (flnEEEEREELEER
FEREXNTHURL) .

HIP Notification ®

Host Information | firewall test -

vuhobn

Match Message |~ Not Match Message

#| Enable
D Include Mobile App List

Shows Notification As (@) System Tray Balloon () Pop Up Message

Template

You are connected to the ACME Gat .
Your cemputer does not seem to have the required antivirus software.
Please go to Y\serverl.acme net\av to install the software.

] )

8. HHYIBEEERNAREBLER.
9. Commit ( 2% ) 8%,

STEP 10 | FEREERY HIP BRER R B WY —KER,
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BT LAEARE RRFEEIEER T BUA HIP RRIRRE -

1. ERERERNPAME L | #E Monitor ( B512 ) > Logs (
2. BFEARUEETRETGSRITEERZ HIP
AR, 222 MR AMETN

By =
RE

508% ) > Traffic (RE ) -

HRERNANETHNRE, fln, EEESESEZA Ni0S
, RIEEEHEXX F A RPE A (rule eq 'iOS Apps') , IITFFTR :

n ( rule eq i0S Apps' )

VY OO OEEEEE

Receive Time

02/08 17:47:07

02/08 17:47:07

Type
end
end
end
end
end
end
end
end
end

end

end

end

FromZone To Zone

13-trust 13-untrust
13-trust |3-untrust
13-trust corp-vpn
13-trust corp-vpn
13-trust corp-vpn
13-trust corp-vpn
13-trust corp-vpn
13-trust corp-vpn
13-trust 13-untrust
13-trust |3-untrust
I3-trust |3-untrust
I3-trust |3-untrust

Source Source User

10.31.32.39 paloaltonetwork),..

10.31.32.39 paloaltonetwork),..

paloaltonetwork,...
paloaltonetwork,...
paloaltonetwork,...
paloaltonetwork,...
paloaltonetwork,...
paloaltonetwork,...
paloaltonetwork,...
paloaltonetwork,...
paloaltonetwork,...

paloaltonetwork,...

Destination

10.0.0.246

10.0.0.246

10.0.0.246

10.0.0.246

10.0.0.246

10.0.0.246

107.20.172

74.125.129

17.167.193

17.167.193

To Port

.241 443

104 80

.105 443

.105 443
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Em W EEAE EEEE R

Windows 2 & E8 macOS plist AT % Bl R A Windows B2 macOS fE( R MR EMBERT. BAMUEIH
ARE | B EXEMRERE Windows 3 macOS inZ ERBERE ( EEYEN B Plist #E5 )
RIEEHT ( EEHENBTHERF ) . BABFTRELUER GlobalProtect BN INESENZHEA
( $& Windows i B B B SR MU TS B B S IR 1E ) RIRIFEREIFEE (Plist) &R ( % macOS i B & Plist 2
Plist 5|8 ) . BFEREZEHEHITREPKRENERE T EE GlobalProtect BERARRFTNENRIE FHEA
ER  ARERARENERKIERE GlobalProtect Fi&E,

EEERZBBIIREVENER , BULEY HIP YIH, #F , BLUE HIP Y4 FHIEE HIP 5RERE ,
LAERWEER Uﬂﬁﬁﬂmtwﬁa%,.bi WeRFIBITE SR, Fﬁﬁ‘ﬂiﬁl HIP ¥4 ( Lk BTEBFTREFRE
EHMHNER) , L)\’Eﬁﬁﬁiﬁaﬂém&‘mmﬁﬁtﬁiwﬁ% ERMEKFERERE HIP HLYE  RREehEER
B4 HIP J:I:¥TEI‘-EIEE HIP B ERE L AT FESRESTNEREZ S MR AILLE, &u%ﬁm HIP SR ERE/E
ARZSMFAFRANER  AFESSERFSHNRE LRFBTEEMERA,

R TSR B TR ZE LU EE Windows B macOS i BN ER, WIEREESFE S ZANSER
MEBITMERY HIP YHE HIP SRERE , BEEAFEAREERMEARSHRAINLEEER | REE, E‘E‘E
}DJJ/Ju,ijfBNHng'ﬂEo

»  WEEER Windows Bé&s£ 8 macOS plist EBERAREXNRENFMEN , FSEBEL
%Fgﬁﬁfi_tnxmo

STEP 1| f85F GlobalProtect FE T2 £ Windows i B EE Windows Z & , # macOS ik B &
plist B, FIRENEF BRI RERAEARRCRERERE L K IRXEAEANEEE
MM,

#& Windows im B EER :

iZHY Network ( #8%% ) > GlobalProtect > Portals ( A A3 ) .

BEEAAOMEELER Add (#18 ) —1E.

£ Agent ( RERR ) HE L  EREAZBUMNREERENERER Add ( #318 ) —EBHN.

iZHY HIP Data Collection ( HIP ERIIKEE ) ,

XA GlobalProtect FE T2\ L Collect HIP Data ( W& HIP &l ) .

iZHY Custom Checks ( BFT®Z ) > Windows , A% Add ( #7318 ) ZBEWEEBEAK Registry
Key ( Z5HE ) . MRZBRERERNERGESZHRBBATESWE , FHIFL EW Registry
Value ( E8&fH ) o

oAb
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Configs
HIP Data Collection

[V Collect HIP Data
Max Wait Time {sec) 20
Certificate Profile for HIP Processing

Certificate Profile  None -

Exclude Categories |~ Custom Checks

Windows || Mac

1 itern - %]
Registry Key ‘V Registry Value

[F] HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\DirectX Version

# macOS MBI EE K -

iZH! Network ( #8% ) > GlobalProtect > Portals ( A O #8344 ) -

BEERAEAOMLEREDR Add ( #18 ) —1@.

£ Agent ( RERR ) HE L | EREAZBAMNREENERR Add ( #318 ) —EBHN.

iZEX HIP Data Collection ( HIP ERU£E )

B GlobalProtect FEFAFZR LA Collect HIP Data ( Y5 HIP &%} )

iZH! Custom Checks ( HETHZE ) > Mac , A% Add ( #18 ) LEWEMBIETN Plist R B EHN
plistKey ( 5|8 ) , MY EEARAREERE,

oA~
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Configs
HIP Data Collection

[V Collect HIP Data
Max Wait Time {sec) 20
Certificate Profile for HIP Processing

Certificate Profile  None -

Exclude Categories |~ Custom Checks

Windows ~ Mac
[ § goy 0 B8
| Plist Key

[F] com.apple.loginwindaw autoLoginUser

filgn , Add ( ¥73€ ) Plist com. apple.screensaver fl Key ( £5|# ) askForPassword , JAKE
EHBEREEARBERRETERTE T 8EME macOS imEHERR :

Plist  com.apple.screensaver

E 1 itlem IiIiI

" askForPassword

0 Add @ Delete

STEP 2| ( ) RERE FRBEERITHENEERER.

iZE Network ( #85% ) > GlobalProtect > Portals ( A O3 ) o
BERA A QMBS Add ( #18 ) —1E.

£ Agent ( RERR ) HE L | EREAZBHMNRERENERER Add (#1318 ) —EBHN,
iZH! HIP Data Collection ( HIP BRI ) .

B GlobalProtect FEFAFZR LA Collect HIP Data ( Y5 HIP &%} )

i2HY Custom Checks ( BET#Z ) > Windows 2 Mac.
BEBWEHEBEANEREREFSE Add ( #7318 ) Z Process List ( EEEFEE ) .

STEP3 | R BITRE,
#—T OK ( #%E ) 3t Commit ( 2% ) 8F,

Noukobdr

iu'l
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STEP 4| ##5% GlobalProtect ERARE R ERIGHKEZEEHITREFERNER.

¥R Windows w2 :
1. BRR—TRHEEERREEEBAMN Windows i 2i#Y GlobalProtect BAFE. GlobalProtect ARREH
WAS B R

2. B—TERE (
O
) a'_\l«ilaaﬁﬁﬂlaﬁilﬂﬁb o
iZEY Settings ( #%%E ) LABIRX GlobalProtect 5% E E R

4. ZEY Host Profile ( =H#ERERE ) EELURR GlobalProtect ERAREXim B EN &R,
custom-checks ( BiT®ZE ) THRNEESHETEHHKEERNER,

=leEs

w

Bt Yes
Defauk Ve

A macOS % :

1. BBZE—TREEERREEEAR macOS kB GlobalProtect ERAFEX . GlobalProtect AR REEI R
H& B R

2. B—TERE (

o
) /‘FJ«XE'ﬁEﬁanIﬂEb °
3. iEH Settings ( 5% ) LABARX GlobalProtect % EH R
4. i#EY Host Profile ( EH#ERTERE ) EE R GlobalProtect BRI iR BN EMNER, R
custom-checks ( BETRE ) THRFEREREHBREEENER.

STEP 5| ( ) B3 HIP Y43k b 3 2 4% #4T5 (Windows) B} plist (macOS) , EBRRESERRR
GlobalProtect FEFITR = i £ 69 B 14 M B U B EHE 1T B ST B E Bl

BB BEITREENERMN HIP 4 , BESLEREAENERT HP HNRERHBER , RSd
HWZERESE HIP L BB E ( Monitor ( E5#2 ) > HIP Match ( HIP b ) ) o

#+¥ Windows #l macOS 3% :
1. 1EEY Objects ( ¥ ) > GlobalProtect > HIP Objects ( HIP #14F ) .

2. BEURA HIP 4= Add ( ¥ ) —1&,
3. 7£ Custom Checks ( BE]®E ) HEE L |, iBEUZEU S B LLBA Custom Checks ( BETRE ) o

EHM Windows 52 :

1. EEME Windows im BiHV S E B8RS | 5512 EL Custom Checks ( HETHZE ) > Registry Key ( &%
BIS ) |, R% Add ( #18 ) ERZEEHNTHME, HBRIRRE , B A Registry Key ( B H5H#HT ) |
REBETIRES — ;

EEHETGMIBNTEREERETHY |, B8 A (Default) Value Data ( 78:% (EEHR) ),
- EEHYREIRESEMIBNIRE | 5512H Key does not exist or match the specified value
data ( BT FESITHFEEENEER )

GLOBALPROTECT EE£i5r | =#& 367

© 2019 Palo Alto Networks, Inc.



TE[E R E (Default) Value Data ( f85% ({EE®l ) ) EE Key does not exist or match
the specified value data ( BBEFREERTHFSIBENEER ) B1E,

2. EEHEBGMBANSEBRETHEY | 552E Custom Checks ( BE]#Z ) > Registry Key ( & 8k
) , REAdd (#7138 ) EHRZEEHNSEME, HIRIBTREE , 8 A Registry Key ( B8 #IE ) . &
—TAdd (#18 ) , REFETIREZ— !

EEEZBBEBEANSEEETLHY , B8 A Registry Value ( B4%/E ) MY FE Value Data ( EE
B o

EEHSEIEEEGMBNIRE , 58 A Registry Value ( B$&{E ) , A%1ZEH Negate (BE )
BE R

EEMEAMEER BT EA Registry Key ( Z8#5 ) % A{E{ Value Data ({E&E
).

» BRERBHMIBHIESEZEKME , GlobalProtect MERREMARMUERNBEE
BR{E,

HIP Object

General ¥ Custom Checks

Mobile Device
—_—
Patch Management

ProcessList | Registry Key | Plist

Firewall
—_— i (Default) Value Data

Anti-Malware [F] HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft|Directy O
b

Disk Backup

b

Disk Encryption

.

Data Loss Prevention

.

Certificate

Custom Checks

3. B—T OK (HE ) RfFEF HIP 4. BRIMET —IRNRMBEHEAR Commit (12X ) 8F , i
HIP Match ( HIP tb¥ ) BEEFHHVER , BEETTSR 6,

EH M macOS 2 -

1. ZERE macOS IwELLEFHE plist , FHZE Plist , A% Add ( #F18 ) EREM plist, HER
B, B Plist W R, MREEELEIZEIETE plist B macOS 2 , 55BUA Plist does not
exist ( Plist A7F7# ) #IH,

2. BEEH plist AN ERIT-EEHETLES |, F52E Plist , A% Add ( #1i8 ) EREMN plist. HIRIE
REE A Plist W2, RE Add ( F118 ) Key (#15 ) RELLHHEIE Value (B ) » REWMRESE
HEZBRRERERSIBREN KRS , FBEFIE Key ( X5/ ) B2 Value (B ) & , :#H Negate ( &
E)o
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HIP Object

General [#] Custom Checks

—
Maobile Device

—_—
Patch Management

S L} 1 item = ]
Firewall

[ — | plist Megate Key

Anti-Malware [F] com.apple.loginwindow O autoLoginUser: username: no

Disk Backup

ProcessList  RegistryKey  Plist

Certificate

Custom Checks

3. #E—F OK ( #E ) RfEF HIP M4+, BAIBE T —IRRIBEZHEAR Commit (123X ) BF , LURH
HIP Match ( HIP tt¥# ) BESHIVER , NBEETER 6,
STEP 6| ( ) B HIP B EAE AR & RE S E HIP 4,

HIP BREE A EELZSMRR , LEN BT EZRAUNRE. SREE HIP REELHEER  SER
BB TEEMRAIRA,

MER HIP REROHEET , FBMLE HIP 2 RAIBIL,

1. i#HY Objects ( #¥1#F ) > GlobalProtect > HIP Profiles ( HIP 32 E# ) -
2. BEHRA HIP REER Add ( #1E ) — 1@,
3. #&— T Add Match Criteria ( HTi8LLE 2RI ) BARK [HIP ¥1#F/:RERE R
4, BHMEELLHAERE HIP object ( HIP ¥4 ) |, K& —T #7118 (
) B~ , BEBE [HIP BXEMRE] 89 Match ( Lb¥ ) B,
5. B EHMN HIPERERR , R—T OK (HE ) , A% Commit (1R ) BF,

HIP Profile

HIP Objects/Profiles Builder

Name | mac-profile

Description

Type | Location Match  "is_mac_ob]”

is_mac_obj g
is_ios_obj g
is_android_ohj !
e § Add Match Criteria
is_linux_obj !
is_win_obj -

STEP7 | #& HIP REEHMEEL L MRRA , LA BFTREVWENER AR LHERERRINBF,

iZE Policies ( JRAl ) > Security (221 ) , ARBRNRENZ2MRRIR Add (#8 ) —B. &
User (£/# ) EE L , #& HIP Profiles ( HIP X EfE ) Add ( #118 ) EX/R A, WELLMEFAITHR
HMER , RnAEAZE R LEREETNEE , FSELEEFEE,
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BXTE HIP 3

AEREIHEARERE (HIP) REBTH —BMERECRRERE  SaatERnEaRFE. AR,
EH AW ESRS (DLC) & Panorama % {E & fE GlobalProtect BRI E] ( REEZARZIT RN
GlobalProtect & ) ¥ HIP $i5. ETHERT , EFBMH HIP |MEFEER .

o FBREHWRNIFFINEE GlobalProtect MEBEEHR —HHIERA,

s FHEHBEBZEMABHNBECERAEZREER - HIP R,

EEEHEM HIP 3R |, BEAE E5EM User- 1D £ HENNEBRBNREME.
BB TYISERRTE HIP 3REEH B,

STEP 1| SR LA HIP R EME R R AAHI 21T $H ¥ RIE R A8,

STEP 2 | 3R 7E HIP & EHTHf.
1. JZH Device ( %&& ) > User Identification ( &2 &5 ) > User-ID Agents ( User-ID fRERER ) ,
2. EEURE User-ID REREASR Add ( #7118 ) —1E.

N REERX MBS Palo Alto Networks 31— 1B A ¥&. GlobalProtect @&, DLC
Panorama 1.

3. J&EX HIP Report ( HIP $R% ) o

#2 paloalto | - |
NETWORKS Dashboard ACGC Monitor Policies Objects Network Device

|8 Setup vsys1
= High Availability
B Config Audit User Mapping | Connection Security | UserID Agents | Terminal Services Agents | Group Mapping Settings | Captive Portal Settings

& Password Profiles

= Name Enabled HIP Report Serial Mumber Host
=

..'8 fila

gﬁ Authentication Sequence

User Identification UserD Agent
-2l VM Information Sources

32 Troubleshooting

l? virtual Systems Add an Agent Using (®) Serial Number () Host and Port

548 Shared Gateways

Name  User-ID Agent

Serial Number None

[V Enabled

[ KIP Report

4 #H—T OK (X ).
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STEP 3| tIERE(EF GlobalProtect By XSS RIE R M HIP 3| , FREAARENBM HIP ME 2K
o SR S _E B Y EER T BEER TE User-ID Z B A Bk @ LW TSI B MR .

[ﬁ REEH Panorama 5%{iE=k DLC & HIP 3R | BB LS,

ARE HIP #R & ERT B BA AR R RIS B9 68 & B 1% LABR User-ID B5 K G SRIE RV BER & B AR
Fo

filgn , WWRAR HIP & EFH M 2B XAEFER Primary attribute ( T EEH ) A
sAMAccountName H Alternate Username 1 ( B FEAERTE 1) AEAEEEEE (UPN), FRER
FE5%7E User-1D KB A Bk B8 LR EMERES

I
il

> BHIEFTLER ; Fln, R HIP FREEF M &R Primary attribute (%
EEBEM ) A sAMAccountName H Alternate Username 1 ( R ERAELTE 1)
A& UPN | #&07#& User-1D B A #& Y Alternate Username ( B ERERTE ) A
sAMAccountName | Primary attribute 1 ( T EZEB# 1) %A UPN,
MRFEFEHEAHEPRETEAERE , MARE HP REEFHBMABH A BRI FELNERER
R LR User-ID By X FE LV EAERERUMER. £AERIEE S AT A HER
EFRE—H,
EHPHREEFBMHHABSFELREBAFEAERFE (HARERE LEREHERFRREL
FEEVAE R R & BEAE AV EFA & BE4E ) LUEE User-ID BA B SR B8 L A9 S5 A & BEAEAR T

STEP4 | fEFER 7% User-ID EAEFHMEZEENHAE HENIERES HIP REEFEMHES
EIEM Panorama %, FE. PAABRERRL.
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3 85 v R4 77 HY

EfAERRTHENMIZRME GlobalProtect FHIMIHE: , MMM E , HEEAERREOBRE | £
BUEBAZmMERIHBET , UHEHBRE SRR L

HEFEMEBMRVEMS BRAK (ELHESHPR vsys 1) YABEMERIEHS 1000 BPimH.
bt , WA LARBENE GlobalProtect SPEMN N BRI B I HEHEE,

STEP 1| BB EEHHNW IR TR ID,
F# ID 2 GlobalProtect & 7 i Bl F#FTiERMKE— 1D, T# ID BESNHEBEMEFTE :
«  Windows—Windows & & 1ZRIH#ES GUID (HKEY_Local_Machine\Software\Microsoft
\Cryptography\MachineGuid)
« macOS—E—EREERMENEMN MAC it
¢ Android—Android ID

iOS—UDID
Chrome—GlobalProtect FTIERIVIE—REFE K REA 2 BF

MRERIETH D, ATLE HIP b B 554§ user-ID BB ZI =4 1D :

1. ZEEY Monitor ( B53E ) > Logs ( H& ) > HIP Match ( HIP Lt¥t ) .

2. SHH IR BB RRERE |, B8 HIP Lk B,

3. FARKHIP LRSS , £ OS (E¥XR# ) >HostID ( =#ID ) TEBIEH ID , WiBIFMMTE Host
Information ( =#E A ) > Machine Name ( #2521 ) TRAIEHERE,
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Log Defails

Report Generated 09/07/2017 14:38:33

User Information User: W

Host Information Machine Name: SICMACG943G3QC

0s Apple Mac 05 X 10.12.6

Client Version 4.8.11-54
Interface MAC Address
end 98:5a:eb:c7:2d:f9

Network Information en0 98:5a:eb:8b:d6:bc
en3 98:5a:eb:8b:dé:bd
enl 72:00:08:91:ab:d0
en2 72:00:08:91:ab:d1
bridge0 72:00:08:91:ab:d0

Anti-Malware

Software Vendor Version

Gatekeeper Apple Inc. 10.12.6

Symantec Endpaint Protection Symantec Corporation  12.1.5337.5000

Palo Alto Networks, Inc.4.0.2

Software Vendor
CrashPlan Code42 Software
Time Machine Apple Inc.

T -

Engine Version Definition Version Date

4.0.2.241

STEP 2 | B RIBHEIFE,

® E=EE

1P Address: &3 42 52 1. OO0 MW LS 11 L0
Domain:
Host ID: 98:5a:eb:8b:d6:bc

IP Address

RN ¥ _J
-t ol ed) 100 Bl e

Real Time Protection Last scanned

0/0/0 n/a
170817001 8/17/2017 3¢ 04/06/2017 18:28:07
2017.09.07 97/2017 n/a

Version Last Backup
434 nfa
1.3 nfa

zﬁ I8 SEE ) Panorama SN SR #EA ER (R £ S B BE EBH A

MBS ) I Add (F18) —M@

kg

1. ZEE Network ( #82% ) > GlobalProtect > Device Block List (
RiHHEE,

2. W AEEMNERMY Name ( B8 ) o

3. #r¥EHE 2@ Virtual System ( EHERAR , VSYS ) BB A M | #EX Location ( L& ) ( VSYS =
Shared (£fA ) ) , BAEEPFEHARERE.

STEP 3 | M RIBEHHEE,
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Device Block List ®

Name | block-list-example

[} 5 items (%}
Host ID Hostname

E2N6KG3FIGFwWHY0qivT4zYSknsQcQQor CHROME-E2NGKG3FT
c0dba68dd8da3ese Nexus9-HT4AGIT09920_workl
ba12d59774f1e14e0e1491d02dee7984a5. PAN-TPAD

04:0c:ce:da:dB:0e PANMBO6YDTKOHQ.paloalto.local

742431da-1874-476b-9e29-7643e8240631  Q2-2014-IMGDEV.GP.QA.LOCAL

1. Add ( #18 ) inH. BEEHEHARIWMAETH ID ( ) MEHERE (
2. REE AL (#HE ) Htbmiho
3. B—T OK (HE ) REFEFALMBHFFE.

V4 R EEETRERR A A,
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=EJL = . > FO =& 3
=% & Windows B User-ID X IEFE =\ LA UK 85 = #4¢
EiA

LA Windows BE#EH User-ID REBERCKBESR , LXEHH AirWatch MDM BE R, LRI

# GlobalProtect BEfE A IRFEFTUNER R EHEFA , £ H AirWatch EEWEE L@BIETU HIP AEBRH

EA|, AirWatch MDM B4 BRBEEAS Windows BERH User-1D RIBERN — 220 KT |, £H
AirWatch API U EER VMware AirWatch BIEMTEIREET , WS ERHEZREFTHET,

¥R AirWatch E3E#) Android 552, |, HEIhAESX#E Android for Work i 2 | (B EH MR
l Ky Android i 2,

+ MDMEEHE

- WWENER

o ERTE GlobalProtect LAREER F#E
o ¥ MDM B4 R IT L HHERF

AirWatch MDM Server

AirWatch API User-ID Agent
- AirWatch MDM integration service
- Converts device data to HIP report

. . Event notification service
Mobile devices TCP Port 5011
+ Managed by AirWatch TCP Port 5008

+ With GlobalProtect apps installed
GlobalProtect Gateway
- Enforces host information policies
on mobile devices managed by
AirWatch
MDM E & E
rm i - |

WE L. Windows BERH User-ID KEBREX MDM B & REEH AirWatch MDM fal fREFE1TEEH HIP
BHUFERTEEENTEIMET. TEEE LM GlobalProtect EARR L E#§ HIP EAEXHBREE ,
MEAE K E GlobalProtect EAERNE MDM B4 RENWEA SO, #1T GlobalProtect ERERXK1TE
4t B GlobalProtect BEE 4R , GlobalProtect AILAE AT MEARTEREAL SR,

B MDM BEBREREATERZLRBRE AirWatch £EBE LI E M IXZE GlobalProtect Bi&, 11t
S\, ZBRFE AT LABE I AirWatch BB/ AirWatch BHRAER (HINESHAMEE ) BENEFNEESR
o

WS EFA

TREROASHE AirWatch EBIRHFINENEFEBRS HP Bt RRSEDUTHE.

AirWatch Bt HIP & B4

e EE
o o
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AirWatch Bt HIP $& B
MacAddress wifimac
Imei IMEI
ERRR 7S
Model Eichi
DeviceFriendlyName devname
IsSupervised supervised
Udid ( M — £ BHBITE ) udid
ERERRE ERE
B 5 B P Bl
Fa 0s
AR H MDM &
BIRE R BB E R
BRMMRE HEREN
( AT EREN
TEA
R BTHA
( A RE A
NRAHEN
ZEMHERA
ERAERRE R E N
BREEBRFHE RIFERE
ERRENABRE HEBENER
A
ERgEEKA ERh8iE+
GPS FE#R
eE BE
rE e
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AirWatch Bt HIP & B4

£ 45| S RE— BN EEE
FEREXFEER

EREXERE EREXERE

R TN

PR 2B HE

AirWatch MDM B4 REEE T I EiEE .

e RIEEMRA

FRERIRERER 8.0.1
PAN-OS 7.1.0

AR Android B 4.0.0
GlobalProtect FEF2

AR i0S #Y GlobalProtect & | 4.0.1

AR

AirWatch a8 fR25 8.4.7.0
Windows {a] iR25 2008 £2 2012

8 User-ID {E2E= 8.0.4 A PAN-OS 8.0.4 #y 2016

5% 7E GlobalProtect LAREER E#EE A
£ A T 515 RE’E GlobalProtect , # AirWatch BEEMWE B PRI EREN.
STEP 1| % User-ID RIEFRE R , User-ID REBRRXEME , LY ERERAZE VMware AirWatch 178
HEEE (MDM) R L LER
AirWatch MDM B4 BRIEE2 &7 L Windows BEMBA User-ID REBREXF,

STEP 2 | #Z£2A Windows A& User-ID {XEFZ X GlobalProtect & 2 B E SSL B FE.
SR SSLERTERAES | FETRR -
TELL Windows &/ User-ID REBER LR ENMARSIEE , EHE User-ID REBEXN TR E
HEZ/IP U HERKER BT (CN),
AR BESZ I ABEE (ZEEHAE MDM REFWSEE CABE )
MEAR NS EEREN MDM A F iR BRENBRBRREEN (CA) B , A Windows fAIIREFHY
Windows EEEHE,
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BB RARERRFNALZSHE , BUEEE Windows BEBM User-ID RIEBFERF GlobalProtect FiE 2
BETHRE. BEEMHLS/ERTE PEM BR. TEBEENLZEH/H PEM &£,

BRUA Windows BERERY User-ID LIRS |, IIEEL Server Certificate ( AR RFE ) -

Add ( #1318 ) AR EFE.

Browse ( BIE ) ZBFERI Open ( B ) BRI LEBF L Windows BEHEH User-ID K
23X,

& A B/ Private Key Password ( AR €488 )

E_—F OK ( EEEE ) o

REEAERITB/IREHEN UKL RERONBRZBHEFEIHHN Windows BEEFRIE.

WMRLERY , BRBENFAEN (SEEALHE. NHANERE ) §BRE Server
Certificate ( fAfRETBRE ) EE L.

1. EFREI L Windows BERER User-ID RERER,
STEP 3 | 82 Windows BE ) User-ID RIEEZX L2 MDM B &R,

1.
2.

3.
4,

ZEUL Windows AR User-ID 22X # 2 MDM Integration (MDM & ),

EEZEH# 1T TCP BFAM Gateway Connection TCP Port ( FEE#R TCP E#IE ) . Bl Windows A&
B User-ID REBRE X AS A E B BT MDM MBI FS., ARERIER 5008, ZEEFE
BB | BIEE 1 8 65535 WEF.

£ Setup ( F2E ) EE LIZ—T Edit (#FE ) .

#H%f MDM Vendor ( MDM & ) i#EX AirWatch,

STEP 4| 87 MDM Event Notification ( MDM S4E A ) 52 E A BE 12 I0 WEE AirWatch =4 ( 60,
HEBIM, XEAXRINESRAMEE ), EEHRLER , MDM BS RIS AirWatch API BfS
EEFNEBEN , WAL ERAHMIEZESREN GlobalProtect &,

) ¥/ MDM Event Notification ( MDM E4EH ) , FREACELERANE 6 LERE
£ AirWatch 424 T#) Groups & Settings ( BHEEEERE ) > All Settings ( FRERRE ) >
System ( ®#k ) > Advanced ( #F& ) > API > Event Notifications ( E4&4 )

Edit Event Notification

Target Name * QATesting
Target Url * httpi//198.51.100.6:5011

Username qatesti

Password

ForrﬁEt - JSO‘.\ “

Test Connection | Testis successful

FREXTE TCP Port ( TCP E#IR ) LUEHREEMHBHRKEEN. HEMALER  http://

<external hostname>/<ip address>:<port>, HH <ip-address> 2 MDM E& R IP
fusit, FRELER 5011, FESFHEEE | FEE 1 5 65535 WEF.

HRAEHEHN , FRARBETRNERFEZ Username ( FHE R ) M Password ( 15 ) &
&
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STEP 5 | #7118 MDM API Authentication ( MDM API B& % )

& A Permitted Ip ( AEFERAM IP ) (LiERFE MDM B4, Lt ALUERE S IR IP it ( 5RES MDM

E s

EHmMt ) BE,
AirWatch X E BB,

Hl5n | AirWatch @RS #Y IP {3ttt

# A AirWatch MDM falBR2&#Y Server Address ( falBR &%
EREREEEREZMAMKEE. H0 api.awndm. com,

MEESIEEBME IP ALUWIER | FBEEE

SR E LLEE AirWatch API E#R,

{3k ) , 2L Windows BE#EHY User-1D K32

i A JREFE AirWatch MDM API Fir B #) Username ( B & &% ) M Password ( %% ) .
& A Tenant Code ( #EXHF ) . EERFHL AirWatch MDM API FrE |, ME— M+ SEMRE. £

AirWatch £ & , B L fESystem ( Rk ) > Advanced ( #F& ) > APl > REST API > API Key ( API
¥ ) RIEFREBE,
Settings @ Tech Support o
System System / Advanced / APl / REST API
Getting Started
Branding
» Enterprise Integration Authentication | Advanced
> Security
Help
» izati . .
) :::)l:::l): Current Setting « Inherit = Override
Report Subscriptions
Terms of Use Enable API Access
S/MIME
v Advanced
Agent URLs ©Add
v API
Event Notifications Service Account Type API Key Description v
RESTAPL e
SOAP API AirWatchAPI Admin

Device Root Certificate
Secure Channel
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A Mobile Device State Retrieval Interval ( {TEV 2 B REMEENEMR ) . LLERESEHIR AirWatch
EENEEMNEIHEANREEE., ARREBRR 30 &, %Eﬁﬁl’ﬁl‘m , FETEE 1 2 600 B9
2N

STEP 6 | Commit ( 12X ) RIVEE,

STEP 7| #2— T Test Connection ( AIGIEAR ) LAHEFELL Windows BEREH User-1D RIERE AT LUER
£ AirWatch API,

STEP 8| §%7E GlobalProtect &8 MDM B SRHEEA , LAKEELZ AirWatch EEREMN HIP &,

1. 7£ PAN-OS Web /'@ , iZH Network ( #85% ) > GlobalProtect > MDM,

2. Add ( ¥i8 ) T%/5 MDM B&IRENEH.
Name ( &% ) —#i A MDM BAR¥ENERB (K2 31 BFN ). BBEIANE , EXNERKE—,
BEFATE. B8F. =K. EFRERRE.

M ( ) gmﬁﬁﬁﬁﬁ%m}ﬁﬁ%\wbo
Server ( fAlfR2S ) —# A Airwatch MDM B & R# LN ER IP {uitsk FQDN , FEAERZ N E R
REER HIP ey, REEB NN ENREEH.
Connection Port ( EAREEE ) — NIEREREE  MDM BEBRBESEXEZEEE HPREE
Ko FEFREREIRER 5008, EESFEEIR | FIEE 1 3 65535 WEF,
Client Certificate ( AP ER ) —REVER Y HTTPS EEF , #4E MDM BES R H RN FEEZ A
FinB&E, BUURTHNRNREZNAFHERE , EAFHNAFRHE®E, Certificate Purpose ( B
FHR ) XABEERAFRRREERRE.

> AFHRBEMNERHZHEEN (CA) BE , LAREA Windows {7 iRE§H Windows S1£1F
WE , ZAREERE L Windows BERER User-ID REBRER,

1. Add ( #7138 ) 1B CA B¥ , X BHE MDM BERE M t ZE MW AR RBEEEH . BFZR CA
BREUARFARSFERHE , RELFEN MDM BEESRECBNZEER, BT R NEEZRR
CABRE , EAFERE.

2. B—TOK(HE).

3. Commit ( 2% ) BHEFE,

STEP 9 | SBRELMNELR , FIREHE AirWatch £ B 23RS 2 GlobalProtect,

1. BRUA Windows BERH User-ID RIEE X IEE MDM Integration ( MDM ¥4 ) > Mobile
Devices ( {TEVEE ) . LEXTTUAFTRME—%E ID FE AirWatch BBHNEBEFERERBEE,

2. ( ) B A LA Filter ( 8512 ) k75 E LAk Mobile Device ( {TEIZE ) .

3. ) o IBENERE IDBEPNEE , REIE—T Retrieve Device State ( FIENE BiREE ) B FHEEA
REENZIER , BEEENALRES GlobalProtect FiE_F B &R,

¥ MDM B S RIS HE 1T R HERR
MREHEHENERBEREEY AirWatch REST APl #1TE®E |, BBIELE R,

MDM E & R~ AirWatch MDM fRIIRESMIE4E A,

1. #% Debug ( {58 ) #18 ( 7 File ( 18X ) ThEEk ) FRE AR Debug ( 1558 ) = Verbose,
2. BIfE Windows fa k&8 E# User-1D ﬁﬂ&'ﬁt%ﬁﬂ% REB MaDebug R, SHELTEM
AL -

The address x.x.xX.X
is not in the permitted ip list for event notifications.
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3. gk IP it #ES Permitted IP ( SAFF8Y IP ) {Ziit ( MDM Integration ( MDM 4 ) > Setup ( 5%
E ) > Permitted IP ( AFFMIIP) ),

¥ Airwatch REST APl ERR R TR I .
EEARUTSEE
AR MDM B4 BRIELLE AirWatch MDM RIEETERENIEE2E5 M.

ARAEEL Airwatch REST APl (W{EFAEIRE G API ZEENYEERNHERER (RE ) UETHEE
B2 AirWatch BEHNEREFER,

HRAF (APl £18) BERFIRF EREV B . BERATAREMRN APl 288,
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\ Yy Sz = = = +
FREHREH IR E

GlobalProtect AIRZAFHREF R FTEMBEAREE., RUZEEER , BIYRMEH GlobalProtect #Y
HERHEFEAEEABERE, SEAURFMRASELEAREENRE , AEERFIENERE, MREFE
F Panorama &%fi , B A RREE BN EFEF B ZHAI AP A, FHIRUT = BB AR 1 fE Bt
& (©1F GlobalProtect FTBIRBEER ) , ARBF A EHBMHIEBHEA.
s BAFIEHEAREEHMBNREER

WIRCRBEEEEN

ERBBFEDFHIENMRER

BERERE—EEE

5/ GlobalProtect M1 Z £ 4 /R EHEHFMEFRHEE

& Panorama EFH L BREEA

A MiBEEE A REEB B MR EER

BEBFA Host ID ( =H# 1D ) SFH% ( MIEENFR IP it ) EBBIEABERNEE |, GlobalProtect BEER
ZRENPBEPHEZIRLENRE, EEDERIFARKE IP Iu @R L HEEARKRY  RANREE
W IP U EE (flan, FRESRERIESEBERSD ) , ER IP ut R4 R A TE iR 2R E#
o

EEBEERNAEAR (HlN  LXEZISZEBRBEMEEHTHONEFEE ) &R, EUFHSEEN
T |D Fri8 EFFREEE | WELE GlobalProtect LABS IEfF A B R IR BA K B ELEE GlobalProtect FiE,
BHHEREEREMERERAS HIP Match ( HIP b3 ) HFSEEER log forwarding profiles ( B F5EEIAFRE
1E) REEEE,
HiklRsts B al , FBHEAREM GlobalProtect £ & HIKIEEEL1T GlobalProtect 5.1 fRAN, koL | FEFEIRBA
ABEERNTRRE , LEHABEKREANREENEEREEE, INEEM GlobalProtect FTBIIREE
RIBZUT BB RBEEFIEIT,
B K fEEEH GlobalProtect ;TRIRIE , TEFEREEELEH B ERMEE, MRELERNMEERE
WEE K MEWELITHERALS  ELREHIEE, KEEEGEMMN GlobalProtect FIB , FHEE
ZEBHEBEREEE,
BR  ERERENERLT , BUREEHFEFRMEREITHNES,
MR IEH GlobalProtect FSTRIREZIH |, REEESHRE , THMEBR,
GlobalProtect B/NEFHTIRIERSE,
MREREEME GlobalProtect % , BRAFSU TR — , AIESE®TEER | BN IBR
Panorama € RELALE -
FEM T EREFHMANRERIX P Quarantine List ( FREEEE ) .
&2 E Quarantine ( f@B¥ ) 464 Log Forwarding Profile ( B EA R ER ) WREREE,

BRRCREHREEEN

& A ¢ Device Quarantine ( £ EfF%E ) EEMAEEHEBNER . WRELIFERP AR Panorama
HERGREE , XEENYESBMTE.
EFHARP A S | FEIBZE Device ( #£& ) > Device Quarantine ( £ E[E5 ) MRBIRHEBNE
&,

$ Panorama %1% , 3#iBiZH! Panorama > Device Quarantine ( &£ E/E5# ) 1% Device ( £E ) >
Device Quarantine ( £EfE3E ) .
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{» PANORAMA

Device Gr
DASHBOARD ACC MONITOR POLICIES

oup! [ t
OBJECTS NETWORK DEVICE

PANORAMA
Panorama v RH ?
[ setup L 1item
=2 High Availability [] | HOsTID REASON TIME STAMP SOURCE DEVICE/APP | SERIAL NUMBER USER NAME
5 config Audit

[T} 08708f38-27de-94d1-b41f- Admin Add
'S Managed WildFire Clusters

‘jﬁ Managed WildFire Applianc!

@& Password Profiles

2020/06/01 15:55:04 10.2.224.32

5 Administrators

& Admin Roles

52 Access Domain

(s£, Authentication Profile
=) Authentication Sequence
[El2] User Identification
523 Data Redistribution

[, Device Quarantine

B AT ACC #4R GlobalProtect f@RlEE), ACC FHY GlobalProtect Quarantine

Activity ( GlobalProtect [@5#;EE) ) E# S5 GlobalProtect Quarantine Activity ( GlobalProtect F&&5E
B ) iR, AERETEBRHOZRENERBREANE., FABXREINTIHRE , IREH GlobalProtect @
BEBMNEIE. GlobalProtect BEERENRE., CREEENVERBRCREEEE.
MEKERHEEFTEEAZR pdf F csv iER

5512 HX Device Quarantine ( £ EfR5H ) BEEIKZBHY
PDF/CSV , LABARX Export ( B ) HME,
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Export ©)]

File Mame | export_device_device_guarantine_ 02042020 1 Description
File Type | o4 @
. _ Csv
Fage alze
PDF
Q, Zitems | = ¥
S50URCE SERIAL
HOST ID REASOMN TIME STAMP DEVICE/APP NUMBER USER NAME

12345abcde | Admin Add  02/04/2020
15:48:32

12345-abcde Admin Add  02/04/2020
15:06:08

EREHEERFEMEBNMEREES

BRI EIRBt E M & GlobalProtect, Threat ( & ). Traffic (iE ) RUnified (#H— ) BEFE , ZFA
APl , FEIFIBEE, MUTHTRAR , EEURFEHEEAFHMREE.,

© MER Device Quarantine ( X ERRE ) EEF B OfMREFEMNEEE , EHDevice ( KE ) >
Device Quarantine ( #E @2 ) = Panorama > Device Quarantine ( Z£ &% ) , 3t Add ( #
®) RE,

IS E M Host ID ( 8 1D ) =X Serial Number ( 5% ) - GlobalProtect £/ £# ID 2R B & E
. Add Device to Quarantine List @ .

ost |0 | 08708738-27de-94d1-b417- 100487525478

al Mumber | 024514580890

« WER GlobalProtect, Threat ( E& ). Traffic (i2 ) & Unified ( #i— ) B0 FEEEEER
BERE , BFERATSER,
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1. ( ) MERRE., BENK— BFFHEEH D EFA , EE Policies ( R
Al ) > Security ( Z£M ) I Add ( #1188 ) ZLHFERIR A ; A% , BE Quarantine ( B2 ) A
Source ( R ) FEH Source Device ( RFHEE ) .

FEEXHMID, T BEEIIRHMBFE, EFEIER GlobalProtect BRI ERE MR

B , GlobalProtect B &[5 GlobalProtect B8 B BRI M ID EA., BF GlobalProtect B
BORE. RESIMK— BFFEEM 1D EF , BAFHIWIRE Quarantine ( FEEE ) EBRBERENR
A8 B,

Security Policy Rule @
Genera Source Destination Application Service/URL Category Actions
Any Any any e fany] hd
[] source zoNE [] SOURCE ADDRESS -~ [] SOURCE USER -~ any
no-hip
guarantine
select @
@ Add @ Add @ Add @ Add
D Megate
Cancel
N ARRETHEERMNMERENIMID (FHNED )  FELANMARENR
,Q £ RE|, Wi Quarantine ( FEREE ) #§E A Source Device ( RKIREE ) . BERAF
= BEhtFRAEABECE  BRTRINELE,

Sleny

2. BB ABIR—THEBIHEEMN Host ID ( E# 1D ) , A% E—T Block Device ( HEHEE ) .

v (B Loes
Bwe T T 1T T T 1 T T 1 Jeowae [ oo
D Threat FROM | | | |DVNAMIC  |DESTINATION | DYNAMIC AMIC
ZONE  |TOZONE | SOURCE ADDRESS [ SOURCE USER | ADDRESS GROUP [ ADDRESS | ADDRESS GROUP | GROUP
@ URLFil
=X e D o & [
B . i

MRZEER Host ID ( =MD ) 1 , BEVE IR , REEB Host ID ( E#ID ) W1z , U@
REH D,
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c MONITOR POLICII

WEE APl , R FEFIEEE | 5528 PAN-OS F Panorama AP| EFHEFMERA,

EEREEERER  CUREELMRZEE , 75T EBHH AR AR Device ( £
i& ) > Device Quarantine ( £E [R5 ) , j?,ﬁﬁ}l Panorama % f##Y Panorama > Device
Quarantine ( £ &% ) | ﬂﬁi&ﬂl—fi‘ng , SRZIZEY Delete ( MIBR ) -

e —ExE
BTN EABERS RS HIP LK AR BB E DRREE,

EFAAREEIREERBEE  FRUTIR,

1. 1#H Object ( #1#F ) > Log Forwarding ( AFEEIX ) |, A% Add ( #1i8 ) FWV B FEERERE |, &
BR—ERAERERETER.

Log Forwarding Profile @
Auto-Quarantine-Policy
D Shared
D Enable enhanced application logging to Cortex Data Lake (including traffic and url logs)
D Disable override
Q Qitems b
D NAME LOG TYPE FILTER FORWARD METHOD BUILT-IN ACTIONS

2. Add (.¥ﬁi‘§ ) Log Forwarding Profile Match List ( B EIAFREMRLLENEE ) , AR Built-in
Actions ( RE2E){E ) B , i#EX Quarantine ( f@8E ) -

&% GlobalProtect, Threat ( L& ) = Traffic ( Fi& ) 1#E5 Log Type ( HFEEH ),

 WMREIEE Threat ( BE ) = Traffic (RE ) 64 Log Type ( AFFER ) , FEL
L —Ex2MRARAIREAREM ID BB , ZFRALL Quarantine ( FERE ) 4R
Source ( 3R ) FEHR Source Device ( FREE ) |, LUFIEEM ID, EREEH
ID , L ERIfEREE.

LT EHIEM Threat ( & ) FA Log Type ( BFREEE )  BEMA "HRE, . BUREEFTEIZ
£HFRAR  EREELERNR , BABERERERENKEMNEIRMEE.
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Log Forwarding Profile Match List @

Name = Auto-Quarantine Policy Match List
Description

Log Type | threat

Filter | (severity eg critical)

Forward Method Built-in Actions
[ Panorama Quarantine
O | SNMP | [ emMAIL ~ | O | NAME |TYPE
(® Add ® Add
O | SYSLOG ~ ]| TP A
® Add @ Add
®HAdd

ERELEHEER , B

E‘I'!,:

E)X X E SR Built-In Actions ( R ENE ) T&R R Quarantine ( FEEE ) -
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Log Forwarding Profile

@

Name IAutonuarant‘ine—PoIicy

Description
D NAME LOG TYPE FILTER
[] Auto-Quarantine Policy threat
Match List
®Add

(severity eq critical)

1item
FORWARD METHOD BUILT-IN ACTIONS

« quarantine

Cancel

3. #H Policies ( [l ) > Security ( Z£1 ) , ARAdd ( #18 ) —EZ =M EA,
4. EH Actions ( B1F ) EE , AR BEFTEIH Log Forwarding ( HFEEIE ) BRERE,

Security Policy Rule

General

Source Destination Application Service/URL Category

Action Setting

Action | Allow

Profile Setting

Profile Type = None

Actions

Log Setting

[] Log at Session Start
Log at Session End

Log Forwarding = Auto-Quarantine-Policy

Other Settings

Schedule | None
QoS Marking | None

[] Disable Server Response Inspection

Cancel

EFAHP LB AFRELDRRHERE

$512 Y Device ( %£f8 ) > Log Settings ( H3%:%

ZE ) > HIP Match ( HIP tt¥} ) , A% Add ( #7138 ) — {82 & Quarantine ( F&&# ) Built-In

Actions ( RE B ) W BFERE.

LUF B$EREEE — 18 Filter ( €728 ) , HP B2 E# 1D 08708f38-27de-94d1-
b41f-10e48752567g, MR HIP Lb¥ AEEREIZEM ID WITEE , W ARBRESHKREEFN L EIEEH

Ees

FE, EAFEEAREETR  SEFSI BFREM N 22 MR EK,

388 GLOBALPROTECT EEEER | THMEMR

© 2019 Palo Alto Networks, Inc.



Log Settings - HIP Match @

Mame | Auto-Quarantine-Log-Settings-HIP-Match |

Filter | {hostid eq D870BI38-27de-94d1-b41f-10e48752567) e

n | Quarantine a machine with a compromised host 1D

Forward Method Built-in Actions

[] Pancrama/Cortex Data Lake Quarantine
]| sHMP ~ [ EmalL ~ [ MamE TYPE
1| svsLoG ~ [J HTTP ~

£ GlobalProtect MZ £ M RAIHEFNEIREHEE

BAILIRERERR  PILEAERCRBEEEER A GlobalProtect, o, , A SUEBER £ MR AR AlF
EEEE  HECRHRBXETMARDEEIREVRE. EANT IHEHE GlobalProtect fEAEHEEHE
P Bt 28 B O B BE F7 B

EHEHEAERCRREEE A GlobalProtect , 85%E GlobalProtect FE#R ( Network ( #3
2% ) > GlobalProtect > Gateways ( & ) > gateway-configuration > Authentication ( 5&
) ) , R#IZE Block login for quarantined devices ( $##HERBMEEEA ) .
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GlobalProtect Gateway Configuration @

Genera Server Authentication
Authentication ext-gw-portal o
Agent . -
; Client Authentication
Satellite
Satellit Al
AUTHENTIC...
WITH USER
AUTO CREDEMNTIALS
AUTHEMTICA... | RETRIEVE USERMAME PASSWORD AUTHENTIC... OR CLIENT
D NAME 05 PROFILE PASSCODE LABEL LABEL MESSAGE CERTIFICATE
D client-auth Any Local_Auth Username Password Enter login Mo
credentials
D radius auth Any Radius Auth Username Password Enter login No
credentials
D Idap-gpsim Any LOAP_Authpro.. Username Password Enter login Yes
credentials
Mone ~

Block login for gquarantined devices

“ C‘“.LL.I

MRFEAEER K ORI EE AT S RA Block login for quarantined devices ( H#HE R EEE
A ) BFEE |, GlobalProtect ERRAEBAFERAEXRECHEH K BEFAEREIRZABERA. WRL
BREARBA , FREFRIBELN , EIEARZEEEA,

EFARZSHRAUARANRECRRRERFT , FANRFNE MREIEE Quarantine ( 8
Bt) R BE-—EHHCREHREENDHE,

EZE&MRRFRFIEE Quarantine ( FEEE ) EREZRAUCEARBMEETNEERRLLHER
|EMIZIEE Quarantine ( @3¢ ) 1E4A Source ( KRR ) FEH Source Device ( RIFEE ) , ERES
Destination ( B 891t ) 5 EH# Destination Device ( BRIt E ) . LA T I8~ Quarantine ( f@

B ) MR Device (#E ). HQ RIARESHI B #93#: IP {13t F Deny ( $E4E ) VENE, ERHLLRSMFRE
HE, REOFEPN T MEESEEEFR HQ FRARSS.

Source

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

N EFCRERHEEEABLNFREASPENY , GlobalProtect F &SV AR CRBHEB K INE
A GlobalProtect |, B K A BAEZBIZBEASH. MR AXEERES GlobalProtect B
B, FAEUURCREHEEEAZEELURETRAGNEE, EFEAERCREEER
hBEARER , FEL®REETRE , EUUETSACREEEET R ELERBE PN
P KR EERN R PR T, MREFAERIEEARE (Fl0, MRECER
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5% % HiZER Block login for quarantined devices ( i CRBRBEEA ) ) , ZBEAE
TEABEIE A,

& Panorama EFfEME EfREEE

MR E A Panorama RiEEBEEH it R BHAME , & AI1E Panorama > Device Quarantine ( & E&F&
) hBEFTERABENRHEE YO ENSEER NBBMZERN. AIER redistribute User-1D
information ( EF & User-ID E7 ) WHRAREFNRMEERHEN. FTEATIE , Ut
Panorama EF R &

STEP 1| INSERRTE , E'JERE@HE%%J:E&J% User-ID,

ﬂﬂiiﬁﬁﬁ?ﬁﬁﬂﬂﬁ%ﬁﬁﬁﬁ /1, BIi#E Device ( #& ) > Setup ( %% ) > Interfaces ( /™
) > Management ( B ) , ﬁ)&ﬂl User-ID,

Management Interface Settings @

MESHHMRBEEXNCEAERNLTELONE (02 KB VLAN M E ) , BIiEE Network ( #3
) > Interface Mgmt ( NHEEE ) , jt&ﬂﬁﬁﬁ""fi SER | 2 Add ( F7iE ) R ER , REE
EX User-ID,

Interface Management Profile Q@

ssssssssssssssssssss

EER

sEa0
5880

gossgoa ¢

STEP2 | NER M E R EFHEHMIERESR , BH Panorama > Data Redistribution ( ERIEFH &M ) |, I
Add ( #18 ) ZREREK,

LTS REREFRBMAERR | H Panorama R A E#E 5007 , #& Quarantine List ( [BEt3
B ) EARME IP k% 10.1.1.1 HIBH A&,
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Add a Data Redistribution Agent

MName | PA-VM-fgent

B Enabled
Host | 10.1.1.1

Port | 5007
Collectornarnme
Collector Pre-Shared Key

Confirm Collector Pre-Shared

Ky
Data type [ IP User Mappings [ | HIP
[] 1P Tags B Quarantine List
[ User Tags
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&
r=]|]]]
:

EREE FIPS-CC =B , AN Windows Fl macOS %2 # GlobalProtect™ ERAREXNTFE
B3P E R EAZ 2 (FIPS 140-2) EEE A %A (CC) WER, BLEZL MBI TERARFTE —RIZE
SMRBANTIEEE  BEZEBAEEBENEEBEANAZSEFTEERESR., EBRERZEN
O B BRI E R |, 552 Palo Alto Networks B EHM,

BRAWM{ATE FIPS-CC X TR EE AR Windows Fl macOS #2549 GlobalProtect FEAE X I
HHHETHRHEERNED , FSEUTEE .

> BRAIERE FIPS-CC &R
> FIPS-CC &2 IhRE
> ¥} FIPS-CC #E=\ 1T SR S HEf7

393


https://www.paloaltonetworks.com/company/certifications

RS

/B 7% FIPS-CC 7

LI

BAEIB T 55 E R X B ¥ GlobalProtect FEFTEZ X AY FIPS-CC 18X :
«  fEA Windows & &% I Ba 8% FIPS-CC &=

o {5/ macOS BMFE

!\‘ EZE{EK Windows & $#5 macOS plist , &£ Windows & macOS f 4 EEEEEERE,

REZFA AL ERTE FIPS-CC R

£ Windows & &% 3R EAF I e 3% FIPS-CC &3

£ Windows i B E |, BT HILSERFER Windows =4 BUR X ERSE GlobalProtect™ B FIPS-CC & :

STEP 1| £ Windows {EZ£RHEHPRA FIPS &3,

% ZRA GlobalProtect 9 FIPS-CC 3 , A4 A% TE Windows fEERBHARA FIPS B |, LIFER
Windows imZi&F & FIPS 140-2 2%,

1. BBHSRT.

2. B A regedit BABR Windows & #.

3. 1 Window &#H , BIfE : HKEY LOCAL MACHINE\System\CurrentControlSet\Control

\Lsa\FipsAlgorithmPolicy\,
4. UBBARIR—T Enabled ( 2ERA ) E&EIL Modify ( 1828 ) ZiE.

5. BERA FIPS 3 , /¢ Value Data ( HEH )

m’ Registry Editor

File Edit View

Favorites  Help

A 1, ARE 0 RF FIPS BREFA,

<

- Lsa

InitialMachineConfig
IntegrityServices
IPMI

Keyboard Layout
Keyboard Layouts

AccessProviders

Audit
CachedMachineMames
CentralizedAccessPolicies
Credssp

Data
FipsAlgorithmPolicy
GBG

i

Kerberos

MSV1_0

05Canfig

Skewl

550

SspiCache

LsaExtensionCenfig
Lsalnformation
ManufacturingMode
MediaCategories
Medialnterfaces
MediaProperties
MediaResources
MediaSets

>

v

MName

ab| (Default)
34| Enabled
34 MDMEnabled

Type Data
REG_SZ
REG_DWORD

REG_DWORD

(value not set)
000000000 (0)
(Ox00000000 (0)

Edit DWORD (32-bit) Value

Value name:

[Enabled

Value data: Base
e

() Decimal

Cancel

Computer\HKEY_LOCAL_MACHIME\SYSTEM\ CurrentControlSet\Control\Lsa\FipsAlgerithmPolicy

6. E_-I:OK(EEE)O

7. EXRERE.

STEP 2 | Bx A GlobalProtect B FIPS-CC #& =,
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> FIPS-CC XA HBEEEER, 2Bk FIPS-CC #X T# 1T GlobalProtect , —j&f&
zi AEVERRZEABRENZSE GlobalProtect EAER ., EEH Windows & 8&HEBRFT
A FIPS-CC #H= 5% E,

1. BBHTRET.

2. B A regedit BABFRL Windows & #.
. Sy
3. 1 Window & &9 , BIfE : HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect\Settings\o,
e . = 4o | /<44 S . =
4. ¥B—TT Edit ( fREE ) , AKRIEE New ( ¥ ) > String Value ( FH{H ),
— o+ = :
5. HRETR , B EHERN Name ( B ) IEE A enable-fips-cc-mode,
6. LBERRE - THEHEIL Modify (B ) KB,
1 == e \ =
7. ZEMA FIPS B3 | 554§ Value Data ( EE#} ) 385 yes.
8. E_—I:OK(EEE)O
B
File Edit View Favorites Help
JavaSoft || Name Type Data
IreMetrics ab] (Default) REG_SZ (value not set)
;hm”“ g 38 allow-traffic-bl.. REG_SZ yes
Miaccr:jsr:fi e é‘ﬂcapti\re-portal-... REG_5Z <div style="font-family:'Helvetica Neue'"> <h1 st...
Mozilla a_ﬂcaptive-portal-e... REG_SZ 0
mosilla.org {chert\ficate-store... REG_SZ user-and-machine
MezillaPlugins :_:Tchange-passwo... REG_SZ
Mico Mak Computing ‘I'I:T: Edit String %
Muance hat
0DBC a_:}d Value name:
SEMl :—A: |enable4ip5{:cmode |
racle =
~ . Palo Alto Networks aﬂa Value data:
- .| GlobalProtect B [yes |
DreCtrl a_lﬂip
PanGPs ab o
Panlnstaller. aﬂlugout-ramove-... REG_SZ yes
PanMsService 4 portal-timeout  REG_DWORD 0x00000D1& (30)
? P“’”_SEt“p ¥ receive-timeout  REG_DWORD 00000001 (20)
"L Settings aﬂreginnmde REG_SZ us
T remove-gpa-cp a_ﬂratam-connecti.‘. REG_SZ yes
Partnr:rps ab) save-gateway-p.. REG_SZ
Policies ab traffic-blocking... REG_SZ 15
Realtek a_ﬂtraffi(-blocking... REG_5Z «div style="font-family:'Helvetica Meue'y"> <h1 st..,
RegisteredApplications 28 enable-fips-cc-...  REG_SZ
Secdo
SirmonTatham
SRS Labs
SynclntegrationClients
TechSmith
Waves Audio
WOWe432MNode
SYSTEM
HKEY_USERS
HEKEY_CURRENT_COMFIG
W

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings

STEP 3 | E¥#1EXE) GlobalProtect,

& Z{F GlobalProtect FEFTENTE FIPS-CC X T¥lt8{t , HBEFEB T I A EZEEFHMRE
GlobalProtect :
. EFRERS,
«  E¥RE GlobalProtect FEATE = EZ GlobalProtect AR#§ (PanGPS) :
1. BB SRT.
2. B A services.msc BABARX Windows FRIEE S,
3. {EARIEBEESH | i#E PanGPS,

GLOBALPROTECT £®E£i5r | 2% 395

© 2019 Palo Alto Networks, Inc.



4. Restart ( EFRE ) BRI,

. Services - m} x
File Action View Help
e EEc HE >80
2. Services (Local) . Senvices (Local)
PanGPS Name - Description Status Startup Type Log ™
. Palo Alto M...  Running  Automatic
;f_ecsfaﬁ:hs:;::\:ce ‘5 Peer Name Resolution Prot...  Enables serv.. Manual Loc
- \‘;')_;PeerNetworking Grouping Enables mul... Manual Loc
».‘.'-;?:Peer Metworking |dentity M... Provides ide... Manual Loc
Description: ».',;')_;Performance Counter DLL ...  Enables rem... Manual Loc
;:,lsgfw:;ﬁzks GlobalProtect f;:)_;Performance Logs & Alerts  Perfermanc.. Manual Loc
5} Performance Stabilizer Maonitor an...  Running  Automatic Loc
».';I);Phuna Service Manages th... Manual (Trig... Loc
-S;:)_:Plug and Play Enablesac.. Running  Manual Loc
-\.‘;')_;PNRP Machine Name Publi.. This service ... Manual Loc
\‘;')_;Portable Device Enumerator.. Enforces gr.. Manual (Trig.. Loc
».‘.'-;?:Power Manages p...  Running  Automatic Loc
».'.:)_;Print Spooler This service .. Running  Automatic Loc
-S;:)_:Prlnter Extensions and Motif... This service ... Manual Loc
-\.‘;')_;Problem Reports and Soluti... This service .. Manual Loc
\‘;')_;Program Compatibility Assi.. This service ... Running  Automatic Loc
».‘.'-;?:QualitmedowsAudio Vid... Quality Win... Manual Loc
».',:)_;Rad\o Management Service  Radio Mana... Manual Loc
Q;RealtekAudio Service For coopera.. Running  Automatic Loc
\‘,"};RemoteAc(essAuto Conne.. Creates a co.. Manual Loc
-:;:):REmUtEAC(ESS Connection.. Manages di... Manual Loc ¥
< >
Extended /(Standard/

STEP 4 | #8582 E GlobalProtect AR ERBUA FIPS-CC =X,
1. BXEb GlobalProtect FEARER.,

wsemRs | BREEgEsn (O,

iZEL About ( B )

HEFRERA FIPS-CC X, MR FIPS-CCERNERMA , "BR . BFEAFWAFER FIPS-CC Mode
Enabled ( FIPs-cCc X EMA ) REE,

Eal R

W& About GlobalProtect X

" GlobalProtect

GlobalProtect, Version 5.0.0
Copyright © 2009-2018, Palo Alto Metworks, Inc,

FIPS-CC Mode Enabled

£ macOS B EE R M EFE FIPS-CC 23X

£ macOS B £ |, BT AL BMEA macOS plist ( BHEBE ) BUALEF GlobalProtect™ ) FIPS-CC #
= :

> ZEEFA GlobalProtect fy FIPS-CC &, , 89 macOS g B M AERFE FIPS 140-2 fE%, &
7855, macOS EL R/ FIPS EXIEH{T macOS 10.8 R EHARA M HEE F BB,

=
o R

[
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STEP 1| $TF8 GlobalProtect Plist #§3 , # % GlobalProtect BE] 58 E.

1. BAE plist fmEEES , H120 Xcode,
2. T£ plist #mEEESH , FARAEAT plist BR : /BRXE/REFRE/

En o

axX iEF

com.paloaltonetworks.GlobalProtect.settings.plistoe
3. # %l GlobalProtect

E—r—

EREFHE : /Palo Alto Networks/GlobalProtect/EREo
BATFE , IEN—E, EruESRREHEEREFTHRIEATR,

STEP 2 | Bk A GlobalProtect #J FIPS-CC =,

e

 FIPS-CC BAHREEZEFR. EEEIE FIPS-CC &= T#11T GlobalProtect , — %/
ENARRETERBREH R E GlobalProtect EFAER, EEH macOS plist F/EBRFIE
FIPS-CC #X%E,

B 8 T PRS- EEE LU A FIPS-CC &5 :

<key>enable-fips-cc-mode</key>

<string>yes</string>

STEP 3 | E#EX & GlobalProtect,

% E{F GlobalProtect EAERTE FIPS-CC R T#tafL , X EEBTIFEZZEEHME
GlobalProtect :

B E R
EF# & GlobalProtect FEFiF2 3\ 88 GlobalProtect fR# (PanGPS) :

1. BBE#KR.
2. ARERERNERX

eEHESEIF)F | ZE Applications ( EARER ) .

0@
<

Favorites

@ AirDrop

£ Al My Files
¢S iCloud Drive
¥3: Applications
3] Desktop
Bﬁ Documents
0 Downloads

Devices
Shared

Tags

|2%] Applications
= o Iol| ==~ £~ Q,
TWIILTOUE T TTNUTES TUETOTOToOoaT
Silverlight
& 1
Photos Preview QuickTime Player Reminders Safari
] e
‘ = i
Self Service Siri Skype for Stickies System
Business Preferences
Textedit Time Machine Utilities

MRBEE KA R EFE Applications ( EFAAER ) , AIRREREBEIAERTIEE Go (B
£ ) > Applications ( BEARER ) .
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@ Finder File Edit View Beisl Window Help
Back
Forward
Select Startup Disk on Desktop

B All My Files

[ Documents B

& Desktop (38D pplications

© Downloads L |

2t Home {%H &

Faverites | Computer a%c

@ pA2 | @ AirDrop £+ 98R
% All My @ Network GHK
Y iclow < iCloud Drive 458
5 Des #A; Applications £ 8A

N Uutilities fEy

@ Docu

QuickTime Player Reminders Safari

o Dowll Recent Folders > —
. Go to Folder... e
Devices P
Connect to Server... EK

Shared

Self Service Skype for Stickies System
Business Preferences

| @ m

TextEdit Time Machine Utilities

Tags

» BEEEHRJ[MASIPET Applications ( AR ) , AIRERF[IERIIERE
HY Finder ( &35 ) > Preferences ( RIFERE ) . REKBRIFHREF , EW
Sidebar ( 131 ) , AEEALLEEBE LT Applications ( EAREX ) .
3. R RARXERRK,
4, FRBHHKIR,
5 BITTH®S :

username>$ launchctl unload -S Aqua /Library/LaunchAgents/
com.paloaltonetworks.gp.pangpa.plist

username>$ launchctl unload -S Aqua /Library/LaunchAgents/
com.paloaltonetworks.gp.pangps.plist

username>$ launchctl load -S Aqua /Library/LaunchAgents/
com.paloaltonetworks.gp.pangpa.plist

username>$ launchctl load -S Aqua /Library/LaunchAgents/
com.paloaltonetworks.gp.pangps.plist

STEP 4 | #8582 1E GlobalProtect AR LA FIPS-CC =,
1. BXEb GlobalProtect FEFRER.,

wRaEE RS | B EREsn (O,

ER AbOUt( 220N ) °

R ERUA FIPS-CC 3N, MR FIPS-CCEXNERMA , "BR.L BHESRASE R FIPS-CC Mode
Enabled ( FIPS-cC BREMA ) MREE,

Bl

=
o R

[
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. GlobalProtect
Version: 5.0.0

Copyright ® 2002-2018, Palo Alto Networks
FIPS-CC Mode Enabled
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FIPS-CC Z£& 4 IhEE

E 8B A GlobalProtect B FIPS-CC & 8F , T5|Z £ M Ih8EAE ¥ Windows B2 macOS i#2 EHVFRE
GlobalProtect EFHRE X #1T :
o BAAEER TLS =% IPSec fN% GlobalProtect FEFTE T EL R E 2 BEMIFTA VPN E&,
« ER7E IPSec VPN B | I8 4AZBTE IPSec SR EHIRERHIRMW B EHEIE,
. ERX7E IPSec VPN BEM , BUEE T MBEE L2 — :

AES-CBC-128 ( #%F SHA1 BRFEE L )

AES-GCM-128

AES-GCM-256
. fRF[EAFIGEBRBSLAFRATIRBBEE L —

« RSA2048fu (RES )
ECDSA P-256

ECDSA P-384
+ ECDSA P-521

A BESAEFEH SHA256, SHA384 T SHAS12 S 4SHB M S EE i+,
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#f FIPS-CC =R\ 1T 2E 2 HF A%
MREERA FIPS-CCERRBEIME , SR T REAREBIHEFE LR HME !

o MR I UEE GlobalProtect B
o fER FIPS-CC &\ 2

K2 1R I W £ GlobalProtect A&

& T 1E GlobalProtect™ B #ZEMA FIPS-CC BIEMFFMENA,
BB T 5|5 BB M 48 S UL EE GlobalProtect B 5% :

STEP 1 | BXE) GlobalProtect FEFTER.,

TP 2 pespemann | BmkGREwEE s (D),

STEP 3 | J#HY Settings ( 37E ) o

STEP 4 | $& GlobalProtect 2 EH AR H , #E Troubleshooting ( £EHHERE ) .
STEP 5 | i#HX Logging Level ( B565C48BAR ) -

STEP 6| (iEf— ) B8 IZH GlobalProtect A& :
1. #H Logs ( A& ) -
2. B Log ( BF ) ®|E,
3. Start ( %R ) WEBF.

& GlobalProtect Settings x

General Connection HostProfile Troubleshooting  Notification

If you're having trouble with GlobalProtect, please contact your system administrator, They
might need to see the GlobalProtect logs in order to troubleshoot the problem.

Collect Logs

(C)Network Configuration  (CJRouting Table () Sockets (@) Logs
Log: PanGP Service ~

(T2620) 09/07/18 10:00:51:425 Debug( 330): CheckHip over

(T2620) 09/07/18 10:00:51:425 Debug( 274): Hip checking is not initiated by dicking resubmit |
{T2620) 09/07/18 10:00:51:425 Debug( 216): HipChedkThread: wait for hip chedk event for 3¢
(T5620) 09/07/18 10:01:17:418 Debug( 439): HipMissingPatchThread: now is 1536339677, las
(T5620) 09/07f18 10:01:17:418 Debug( 444): HipMissingPatchThread: wait 3527000 ms

< >

Logging Level: Debug =

STEP 7] ( ) Collect Logs ( & HEE ) LABIEHS GlobalProtect EIE BT 5 S HEfF

GLOBALPROTECT &
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[ ] GlobalProtect Settings

General ~ Connection  Host Profile PRl Elyeadyiely  Notification

If you're having trouble with GlobalProtect, please contact your system administrator. They
might need to see the GlobalFrotect logs in order to troubleshoot the problem.

Collect Logs

Logging Level: | Debug d

GlobalProtect Settings

General  Connection  Host Profile  Troubleshooting  Motification

If you're or. They
might ne
w Techsupport file saved I
| Logs
w The support log files are saved in [Users/Loaner/
Collect.tgz
Logging
Ly

BER FIPS-CC ==\ 8

TR T WREM FIPS-CC EXEIEEAEMR SR, NMRBBIEFMTRRIEHNRERE , BB
GlobalProtect™ EIE & SR EFHHE AR B,

Lk B8 BRI R

HA FIPS BI# B E&EA FIPS-CC X% |, GlobalProtect EARERE EHMRBEARERNLUSK
B TR AMERIE K EERARNYVBRCEREIEAENENRBHESY | #H5RE, NREAEDRR
B , GlobalProtect FEF 1T FIPS P B RIS TR MAE., WREH— @R BT, BHRRLEARE
ERXNEEE FIPS-CCHE KB, GlobalProtect B A4EH , B About (B | FIREEARER.

R T#%1,. R ) BESER rIps-cc BRNAKEERALE -

GlobalProtect o

@

Disabled
GlobalProtect App has been
disabled as it has falled to enter
FIPS-CC mode. Please contact your
IT Administrator.

Enable

402 GLOBALPROTECT B &M | R&E
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BRI R

Lk LA

GlobalProtect

w GlobalProtect, Version 5.0.0

Copyright & 2009-2018, Palo Alto Metworks, Inc.
FIPS-CC Mode Failed

H FIPS &4 BRI% E GlobalProtect ERF2\7E FIPS-CC X T#] & E 2 GlobalProtect

B , GlobalProtect #& HBib& |, ST FIPS R BRI, MRBRIKEK , iy By ABEHY
EXEETE FIPS-CC R GlobalProtect FERIRZ UG8 IE TEPSER A R3S HIE | GlobalProtect A O#Eu4
N TETELR, Fo HEITERR,

2R GlobalProtect &7t FIPS-CC X T#R{LZER , & AT 7H GlobalProtect 5% 7 H 4R
L A H Troubleshooting ( 5REEHEAR ) BEEUREMKERANEHEYEML B5S, GlobalProtect 5
IhEFZH , MEEMEBSTTH.
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GlobalProtect RIRE%E

AT 48112 1R EH LB A GlobalProtect™ 2B ZE SR :

RIBEH VPN ( BREBRERE )
RIBEH VPN ( BRERERE )
{Eﬂqﬁl%?jﬁfﬁﬁ’] RixFE VPN
— BRI VPN &
ﬁﬁﬁ?ﬁ%’ékﬂ’ﬂiﬁﬁ#‘ﬁﬁﬁl VPN
GlobalProtect % BERE
AEB HIP &= B2 A & FHUAY GlobalProtect
BEN AT EATREERE
48 E B S A58 4 31T GlobalProtect LA TR 17 HL

528 https:/knowledgebase.paloaltonetworks.com/KCSArticleDetail?
id=kA10g000000CIGYCAO M A E X & , LARME BRI M{AIEA GlobalProtect % Active
Directory Z iR E ;M.

V V V V V V V V V
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R=ImFEE VPN ( R ER )

=717 HY GlobalProtect VPN # | GlobalProtect A 04342 REIERER ethernetl/2 , H ethernet1/2
tiEZ GlobalProtect A EERNBRNE. EAFERLEAOMERMERT 2% , wWHEREE
BNEAFENEE (CHAHETHERME tunnel.2 [ EHEEE < IP B REE PN |P{ii1t—7(£1tt§wu¢ﬁ
10.31.32.3-10.31.32.118 ) » H/A GlobalProtect VPN BE1E{# 5 corp-vpn EIH#& 1L , EILIREEHF 2)E
BRRE  YEEARRKEAEESITREZ2ER,

Zone: corp-vpn

Interface tunnel.2
- -
N (Lo Internet

i! Zone: 13-trust

Zone: 13-untrust
Interface  ethernetl/1

Interface ethernet1/2

5: IRIR1FZELAY GlobalProtect VPN

STEP 1| A& GlobalProtect 2 37 41 [ B2 [E 15,

£ SHYPRAE N EREMEA default ( FHER ) EHER AR , WA ARTAIEEKA.

+ J#HU Network ( #88% ) > Interfaces ( /7T ) > Ethernet ( ZA#BEE ) - #5 ethernet1/2 FRE % Layer
3 Ethernet /7T , B IP fuiit A 203.0.113.1 , REASHIEEH 13-untrust Security Zone ( T2t
[E15 ) EFEER Virtual Router ( FEHEEREHES ) o

o BN IP{Isit 203.0.113.1 XX gp.acme.com B DNS "TA, .
iZEL Network ( #85% ) > Interfaces ( /T1H ) > Tunnel (Bi& ) , A% Add ( #18 ) tunnel.2 N HE.
HEESE Add ( #138 ) ZE A corp-vpn K HT Security Zone ( ZEMEE )  RBEBHEEER
&% Virtual Router ( EHEEEHES ) o
% corp-vpn [BIE ERAAEAERR.

STEP2 | B T2 BURREAA corp-vpn EIFEE 13-trust B BHRE , LELEFERAILER,

1. Z#HY Policies ( JRE| ) > Security ( Z&M ) , REIXR—T Add ( #38 ) FHHHRAL
2. QB WA AERBRENTHREL

Name ( &% ) ( General ( —f% ) E% ) —VPN 17E
Source Zone ( RIRE1 ) ( Source ( KR ) HE ) —corp-vpn
Destination Zone ( B i1 [E15 ) ( Source ( B ) HE ) —I3-trust

Name Tags Zone Address User HIP Profile Zone Address Service Action

1 VPN Access nene i) corp-vpn any any any iR |3-trust ar 38 application-default | & Allow

STEP3 | AT A Ez —BEN N HAREEE , Z£H GlobalProtect A OB FREE
- ) REAAFWH D EE CA EARRIEEE,

406 GLOBALPROTECT BE &% | GlobalProtect HRIEFRE
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o EAADOMY KR CA, BB HAREZ[ARBEE.

iZH Device ( #718 ) > Certificate Management ( BEE I ) > Certificates ( BRFE ) REEERHE , W0
I

- IBEMARERE. HERAORUEEFEEMEENEL , R HEEN FRRSEERERAREWETH.
« JBFEM CN LERFE FQDN gp.acme. coms
- FEEZEFREFERZAOMUEMAEBUBRRER  BFEALHE CA PHRAIRSEERE.

STEP 4 | 1 A ARBFERERE

ARBFREESE R A BERERBAMRB[O AN, IEARE, RADIUS, Kerberos, SAML £ LDAP
AL, LEHIRERAREE Active Directory B £ &M LDAP BREBRERE,

B ARERE LDAP RIRESH RABRESERER ( Device ( #£i& ) > Server Profiles ( AIRESRER ) >

LDAP ) ,
LDAP Server Profile ®
Name | dc.acme.local

D Administrator Use Only

Servers | ame |LD&P Server |Port ‘ Domain  acme
389 Type  active-directory v
389 Base DC=acme,DC=local i

Bind DN adm\n@acmel local

Eind Password  ssssesss
[Hadd (=)pelete
. Confirm Bind  sssassss
Enter the 1P address or FQDN of the LDAP server Password
[Jsa
Time Limit | 30

Bind Time Limit 30

Retry Interval

STEPS5| (EA ) BARIBHRERE.
R AR 2R ER EE BT I EBRFEEREAE ( Device ( 2(& ) > Authentication Profile ( BRFEREE ) ) o

Authentication Profile ®

Name | Corp-LDAP

Authentication  Factors ~ Advanced

Type | LDAP
Server Profile | dc.acme.local ¥
Login Attribute | sAMAccountName

Password Expiry Warning | 18

Number of days prior to waming = user about password mpiny
User Domain
Username Modifier | 35USERINPUT: e
Single Sign On
Kerberos Realm

Kerberos Keytab | Click "Import” to configure this field ¥ Import

STEP 6 | %% GlobalProtect &,
iZE! Network ( #35% ) > GlobalProtect > Gateways ( & ) , A% Add ( 18 ) THERE :
IP Address ( IP {iilt ) —ethernetl/2

GLOBALPROTECT BE£188 | GlobalProtect tRiEz5E 407
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IP {#t—203.0.113.1

Server Certificate ( fAlfR85/B5¥ ) —GP-server-cert.pem issued by GoDaddy
Authentication Profile ( B8 &% E ) —Corp-LDAP

Tunnel Interface ( BE/H ) —tunnel.2

IP Pool (IP £[E ) —10.31.32.3 - 10.31.32.118

STEP 7 | 8% GlobalProtect A O#81k,
iZHY Network ( #8%% ) > GlobalProtect > Portals ( A O#335 ) |, A% Add ( #18 ) THIRE :
1. F%JE GlobalProtect A OB 7 EVE :
IP Address ( IP {iilt ) —ethernet1/2
IP fuit—203.0.113.1
Server Certificate ( fAfR85/&R5 ) —GP-server-cert.pem issued by GoDaddy

Authentication Profile ( S8 &% E#& ) —Corp-LDAP
2. % GlobalProtect i FimEa 8 407E :

Connect Method ( #3275 7% ) —On-demand ( HEA & FEWRMER )
External Gateway Address ( /A ZBEE it ) —gp.acme.com

STEP 8 | 82 GlobalProtect FE T2\ #A B8,
iZH Device ( #& ) > GlobalProtect Client ( GlobalProtect i Fi% ) . BREFLADMALESGERRE
RE#o

STEP 9| ( ) BXFA ¥ GlobalProtect {TE) FE X RI A
BB B I 2% GlobalProtect 5TEJ ( Device ( #£& ) > Licenses ( &£ ) ) REAABEARIXNER.

STEP 10 | 1% GlobalProtect 3%E.
#—T Commit ( 1Y) -

ks
Fit
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=iHIEE VPN ( BRERERE )

HRERRE L ERAEXAHTIERNAFRER , #A=E GlobalProtect ADBMHFENERE., HFE

RAFRBREREAEN , ADMUERFESFA SSL REMHEARBRNBRERALS  BEAFREETREX
BRENLESER, I AFREREHBFERDN Issuer ( FHE ) MUPEENBRREEN (CA) 3,

BRYBEAEN , ADRYRRETEABRRREEREEEBENEAERTRREBIENEAE

EFAFRBRARBENHE —SEEAR K EREHTHEEXATHT - AREMRLIISERAEER
ERECRBEGHREREZ [(EE] MUTHNERER (CN)

WK ZhERSE | GlobalProtect BAIEAEEZVEARMENBEE  YEERENBEREFH/EIEE P B
B IP ik, HEH corp-vpn BEY THERRMAUERESERNBEREHHT , BRINERE
LREHREHRMEMEEN IP uit, MRZLHFRAUKRCEAERBIEZTERIERE  BEREERN
EERAETHMEERERR,

.... Sup,
A on o,
/'04 ....... c:'”edq
Pbggeter  *2mg " q,
- ey, "nlos S,
° .3 2.2"; ., _.:.' 'c.qlp.s Srs
Subject et Portal/Gateway User-D
. X Cn=jjaso, cn=users, te, _ DDD |:| oo 1
- ........... .E’?.‘F.C.”.‘?zf‘.c.'.c.qr.” ...... > - 10.31.32.23  acme\jreddick
e € (5 R ddress 1031325 Certificate Profile Configuration 1031325  acmeljaso
o .7  |Name: GP-Client-Auth o
0 PRAREN 10.31.32.13 acmeljblevins
X o®et” e UsernameField:  Subject common-name
'O\er’ RN L
g o 05 e Domain: acme
O e et
AL ey
‘ -"'\’-'ﬂ’\
L
- o ot et e
‘.,.- “,.éga
-\ o et \(">~
— L
= Ll SEE S S =N
6: GlobalProtect Al Fin /BB BB E
FEER T B Sl ] P o
WAREER E F AR M R AR IR FEN GlobalProtect VPN, ME—HIREZER , WRERERAF R

BRET  MIEHYNBRBAMREHIERE,
STEP 1| A& GlobalProtect % 3 47 H 2 [E 15,

[ﬁ SHYPRAE N EREMEA default ( FHER ) EHER AR , UHA AR AIESEKRA.

+ iZH Network ( #83% ) > Interfaces ( /M1 ) > Ethernet ( 2 A#88% ) . 7% ethernetl/2 :RE A Layer
3 Ethernet J7TH , B IPfuiitA 203.0.113.1 , AR HIEE 13-untrust Security Zone ( T2
=15 ) BE8785% Virtual Router ( B MEES ) o

o BN IP{Isit 203.0.113.1 ¥ ZE gp.acme.com ¥ DNS "TA, o
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+ EH Network ( #83& ) > Interfaces ( /7T ) > Tunnel ( B& ) , A% Add ( #18 ) tunnel.2 /M.,
BBEENHHFEERSB corp-vpn KHT Security Zone ( Z2 % EHE ) , REGHIBEETEER Virtual
Router ( EEREIEHET ) -

« 1E corp-vpn EiF FBAAEA &R

STEP2 | B T2 BURREAH corp-vpn EIFEE 13-trust B2 BHRE , LELEFERAIBER,
1. iEEX Policies ( JRAl ) > Security ( Z2&t ) , REZE—T Add ( #8 ) FHHREA,
2. Sk Afl , B UERZENTHRL

Name ( &% ) ( General ( —f% ) E% ) —VPN Access
Source Zone ( RR[E1H ) ( Source ( KRR ) EH ) —corp-vpn
Destination Zone ( B9t [@15 ) ( Source ( EHIi# ) H# ) —13-trust

Name Tags Zone Address User HIP Profile Zone Address Action

1 VPN Access none  fE corp-vpn any an an g 3-trust | an pplication-default | & Alloy

STEP3 | A TY AEz —BEBNEAREERE , £H GlobalProtect A OB MEE :

< ) REER A HAYH DB CA EAMARFERRE
- FERAAOMBELNR CA, UBIBREZEM[RIDRE,

iZH Device ( #718 ) > Certificate Management ( BEE I ) > Certificates ( BRFE ) REEERFE , W0
T

NERARSEERE. HRAORYHEFEEMERENEL , Rt HEREN FRRSEEREAREWETH.
BT CN A ERFE FQDN gp.acme. como
EERCAEERZEAOPUMABZRURERES , BHEALHE CA P ARSI ERE.
STEP 4| 4 F Fin /B 5 H = GlobalProtect F 5 i i B
1. EAZNMEE PKI HAB CA KK —M A FimBRE % G318 GlobalProtect £EA %,
2. EIHENEARETHREPLZERE.
STEPS5 | B A F IR BERERE,
1. i#H Device ( #£i& ) > Certificates Management ( BEE I ) > Certificate Profile ( BERE
). Add ( #7138 ) I RBRERE , REBEAERE Name ( B ) |, HlH0 GP-client-cert.
2. # Username Field TRIR/FEFEREES,
3. £ CA Certificates ( CA R7¥ ) [EBiF , Add ( #7118 ) XRAFHEEN CA BFE. KM OK (#
E)o
STEP 6 | 5% GlobalProtect F&,
FESBEIERFEH GlobalProtect VPN BTN AKE R,
iZE! Network ( #3858 ) > GlobalProtect > Gateways ( & ) , A% Add ( 18 ) THRE :
IP Address ( IP {iilt ) —ethernetl/2
IPf#—203.0.113.1
Server Certificate ( fAlfR85/B5 ) —GP-server-cert.pem issued by GoDaddy
Certificate Profile ( BE R EME ) —GP-client-cert
Tunnel Interface ( JBENHE ) —tunnel.?2
IP Pool (IP #£[E ) —10.31.32.3 - 10.31.32.118
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STEP 7 | %% GlobalProtect A O #81k,
iZHY Network ( #8% ) > GlobalProtect > Portals ( A O#83%: ) , A% Add ( #18 ) THIRE :
1. %JE GlobalProtect A O #8177 EUE :
IP Address ( IP fiZiit ) —ethernet1/2
IPf#t—203.0.113.1
Server Certificate ( fAJRES/HRE ) —GP-server-cert.pem issued by GoDaddy

Certificate Profile ( BEREME ) —GP-client-cert
2. TE% GlobalProtect {RIEF2 X AHAE :

Connect Method ( E#3% ) —On-demand ( HEAEFBHWHER )
External Gateway Address ( ZA\ZEBRAE i ) —gp.acme. com

STEP 8 | ¥ GlobalProtect FEFATZ X EL B,
iZHY Device ( #£i& ) > GlobalProtect Client ( GlobalProtect i Fi ) » RBREFE A DFELEHRHERHRE
NE#

STEP 9| ( ) B GlobalProtect {TENFERRE XM,
B E I %2 % GlobalProtect 5TBJ ( Device ( #£& ) > Licenses ( %% ) ) REVAHERAEXNER.

STEP 10 | 1% GlobalProtect &€,
#—T Commit ( X1¢)
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EAERZERFEERFE VPN

WMREBEBRERERNBEREERE GlobalProtect ADPBUREFE ( TUARRUERERFE ) , — &
EREEESFIECILAREEMEREEESRE. HRADBUEREMNS , EXRTERENDBAD
MhER B KARERERER R, A ERAEMETHAF KBRS ARBRREETIERN
BEMAR.

. MEBHREBKRIEEFEREBRBEMWL (1§ Username Field ( FHEBTEHBL ) 5REHB None (£ ) )
AFmBBRITEECHERE, EEEELT , {HHRBRERETRIEN  FASLARBERE
=g

s MBEBEREREECEAERREN, FAEETHNEELEACHEMVTISFEAERT, i,
RRBRCEEEEFEAEEBMAA Subject (£E ) , IFAELE TN ERBVECERABBRAPEE
B, BRRFBSEAH. I, EZECAERBHME , IREAEESBARBUERBNEREET
BE O AZEDEBRCFAEEBHVTNEEARFGRESRRE. NRETERFEAEERAEES
MEAEEERE K FTEEREREETEEFRAERBML.

> e
.

o e
e,
. .
.
....

el Portal/Gateway

[ I ject: ¥ =
| [P — >

s 4 Certificate Profile Configuration

o Name: GP-Client-Auth
o et
Rt Username Field:  Subject common-name
““““ )
""""""" Domain: acme
- +* . . - - -
“““““ %’,‘5\\\3‘?’ Authentication Profile Configuration
EAES AN
, et A Name: Corp-LDAP
ot et
et

I REES E E AR RS IZEEFE GlobalProtect VPN, B2 |, EIERED , FHESBHEH
EREERFREREETRSE. NEERZRBIECHEAWFFMEN , FSETIEE

- BBRBANRIBHREEBAERERE

. FRA-XMEE OTP) BMAERERE

- FHEEFRACRERR

- FHEEENEAERBBAERERE

FRATHEFREFEREZRFNIER VPN FEHL

STEP 1| A& GlobalProtect 2 3 /1 [ B2 [E 15,

ks

£ SHYAANHEREMEA default ( FEER ) EHEHE AR , UAHSFERIAIRESKAH.

+ JZHU Network ( #83% ) > Interfaces ( /7T ) > Ethernet ( ZA#B8% ) » #% ethernetl/2 FRES
Layer3 Ethernet M , B IP 1t 4 203.0.113.1 , REMHIEEH 13-untrust Security
Zone ( T2 [EiF ) 2783 Virtual Router ( E#EKHER ) o

o BN IP{Isit 203.0.113.1 ¥ ZE gp.acme.com ) DNS "A, 5o

+ JZHU Network ( #88% ) > Interfaces ( /7T ) > Tunnel ( B& ) , A% Add ( #7318 ) tunnel.2 NE,
BBEENHHFEERSB corp-vpn KT Security Zone ( Z2 % EHE ) , REGHIEEETEER Virtual
Router ( BB ) -
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« ¥£ corp-vpn EE LRAEAERR.

STEP2 | B T2 BURREA corp-vpn EIFEE 13-trust B2 BHRE , LELEFERAIBER,
1. iEEX Policies ( JRAl ) > Security ( Z2&t ) , REZR—T Add ( #118 ) UEIHHRA,
2. Sk Afl , B UERZENTHRL

Name ( &% ) ( General ( —f% ) E% ) —VPN Access
Source Zone ( RR[E1H ) ( Source ( KR ) EH ) —corp-vpn
Destination Zone ( B9t [@15 ) ( Source ( EHIi#: ) H# ) —13-trust

Name Tags Zone Address User HIP Profile Zone Address Service Action

1 VPN Access none  fE corp-vpn any an an g 3-trust | an 3 application-default | & Alloy

sharepoint

STEP3 | AT A Ez —BEBNEAREERE , £H GlobalProtect A OB AEE :

N ) REAR A XM 0 B CA B A [REERE,.
o FERAOMEELNECA, LB AREEABRBEEE,
iZEY Device ( #718 ) > Certificate Management ( BEEH ) > Certificates ( BRFE ) REEERHE , W0
I
BERARERERE. HERAORYHERFEEMERENEL , R HEREN FRRSEEEAREWETH.
BFEM CN XERFE FQDN gp.acme. com,
EEEFAFEREADMEMABYPUREER | BFEALE CA PN RKREEE.

STEP 4 | ¥4 A Fim /B3 % H = GlobalProtect A F i # i 2 o
1. FRHENEE PKI RO CA S —MNAFIRERRE B GSE GlobalProtect FH &
2. EinENEABRRERERZERER,

STEPS5 | B A F iR B R EE,
1. i#EY Device ( #& ) > Certificates Management ( ‘REE I ) > Certificate Profile ( BEHRE
). Add ( #18 ) N BRHRER , ARWARERE Name ( % ) , fl0 GP-client-cert,
2. EEMSKARRE-—BREAE2EREEBHVE !
REAE—WREVBE-BREAECHRI[EBPAEENRBETRIRRUECAEER  F
iZHY None ( £ ) #£5 Username Field ( fEA & BB ) o
RBE—UNRLERBIRENEAESRT , 75ZI Subject ( £E ) A Username Field ( EAZE
EBEA) . WREFEANKEE  ERTEAEZAADRY/MER  SEERIFPH CN KR
BIEACHAESBHNC. SECRECARERESBEA
3. 1£ CA Certificates ( CA B ) B , Add ( #1i8 ) HRAFHBEN CA BRE, KW T OK ( #
E)o

STEP 6 | B A fR2REREE

AR EER R R ABEREEZRBARI[MN AN, IEARE, RADIUS, Kerberos, SAML E& LDAP
R A E. MEHIFERAREE Active Directory BR R A ER LDAP BB RER,

B ARERZE LDAP A RESH A ARESERERE ( Device ( #£E ) > Server Profiles ( fAIBRESERERE ) >
LDAP ) .
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LDAP Server Profile @
Name | dc.acme.local

D Administrator Use Only

Servers | yome | LDAP Server | Part ‘ Domain | acme
339 Type active-directory A4
il Base DC=acme,DC=local v

Bind DN adm\n@a:mel local

Bind Password  sessesss
(Hadd (SJoelete
= Confirm Bind  sssssess
Enter the IP address or FQDN of the LDAP server P
[Jsa
Time Limit | 30

Bind Time Limit | 30

Retry Interval | [1- 3500]

STEP7| (ER ) BEUBMERERE.
HERIARES SR ERE M I E B ERER ( Device ( #(& ) Authentication Profile ( BERERE ) ) -

Authentication Profile ®
Name | Corp-LDAP

Authentication |~ Faclors ~ Advanced

Type | LDAP -
Server Profile | dc.acme.local x
Login Attribute | sAMAccountName

Password Expiry Warning | 18

Mumber of days prior to waming a wsar about password expiry.
User Domain
Username Modifier | 35USERINPUT%: x
Single Sign On
Kerberos Realm

Kerberos Keytab | Click "Import” to configure this field ¥ Import

STEP 8| £ GlobalProtect &,
B2 EEERFER GlobalProtect VPN BRI FAEE R,
iZHY Network ( #8%% ) > GlobalProtect > Gateways ( B ) , A% Add ( #18 ) THIRE :
IP Address ( IP fiZiit ) —ethernetl/2
IP f£3t—203.0.113.1
Server Certificate ( Al fRE5/R7¥ ) —GP-server-cert.pem issued by GoDaddy
Certificate Profile ( BE X EM ) —GP-client-cert
Authentication Profile ( B8 % E#& ) —Corp-LDAP
Tunnel Interface ( JBENHE ) —tunnel.?2

IPPool (IP%[E )—10.31.32.3 - 10.31.32.118

STEP 9 | 8% 7E GlobalProtect A O3k,
iZEY Network ( #88% ) > GlobalProtect > Portals ( A O #35 ) , A% Add ( #i8 ) THIRE :
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1. FX%E GlobalProtect A O #8u5FEUAE :
IP Address ( IP {iilt ) —ethernetl/2
IP {#—203.0.113.1
Server Certificate ( fAfR85/R5¥ ) —GP-server-cert.pem issued by GoDaddy
Certificate Profile ( RE&XEMNE ) —GP-client-cert

Authentication Profile ( 52 &% E#& ) —Corp-LDAP
2. EZ GlobalProtect XIEREXHRE :

Connect Method ( iE#£75 7% ) —On-demand ( HEF & FEIWAMVELR )
External Gateway Address ( #\ZBEE Lk ) —gp.acme.com

STEP 10 | %82 GlobalProtect FE 2\ #i &,
iZH Device ( & ) > GlobalProtect Client ( GlobalProtect HFi% ) » » HBREFEADMILEFER
BXEH.

STEP 11| ( ) BENEEARERRE,
ADPHBRERBEARAREEG BTN ZE , BNE#EIER Windows &&= 213 macOS plist
EBRE. BANEFEAEXAREIERE GlobalProtect A OB 2T , SPBIFEIREA QMU IP
3t Bt A GlobalProtect LARKEN VPN BEM R EL B, E7E Windows imB Lt |, B A LUEIB MSIEXEC
TRENETRE, WEHMENR , BBEITEEAEXEE.

STEP 12 ( ) B ¥t GlobalProtect TN E XA,
BB Z % GlobalProtect ]BJ ( Device ( & ) > Licenses ( % ) ) REIAYERAERXNNER.

STEP 13 | ff1Z GlobalProtect % E.
#—T Commit ( 1% )
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—E R VPN 5} E

£ "T—ERRL B GlobalProtect FREH , EARX ZERE GlobalProtect AOMY: (EEAEEAR) |
DRXFEAERIMES W BEVAFIKERE, AEEARSESERYEVEAOBPLATEERFiwA
REHIETERERN VPN EE , M TEFRE :

Portal
el
n (L] ooon Internet
® Portal returns
o client configuration.
Internal
@ userlogs Network
in to system.
GlobalProtect G
3g2|jrl:§2t1::15fo ateway O security policy on the
e
to portal, ] O oo gateway safely enablesaccess
) N to internal and external
App automatically applications and provides
connectsto gateway and visibility into useractivity.

establishesa VPN tunnel.

BEMTIERBEFR VPN REHPZ—VBRA—ERMRE , KRESEERS ZET :

« RIGTFELVPN ( RBRER )

+ IRIGIFEL VPN ( BERERE)

- FEAYRZERINERFE VPN

EA T HISB — EiR % FE VPN REYRA — ERBGEE.
STEP 1| j#2E Network ( #88% ) > GlobalProtect > Portals ( AO#8%5 ) , ARZBIEEA OMALHEAE,
STEP 2| 7£ Agent ( RERER ) EE L , EREEEHNRERENERE,

STEP 3| 3ZHY App ( ERTER ) , A% A% Connect Method ( E#R 5% ) SR E A User-logon (Always
On) (EAEZEA (—EBERR) ).

STEP4 | #—T OK ( #E ) REAEEAERE,
STEPS | #H R EB AN BEANRERAERE BRI 2-4,
STEP 6| #—TOK (FEE ) EARMILERE , ARCommit (R ) BF,

ks
Fit
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EAFE L E AR ERRFH VPN

EEA REFRAEBAZHEL VPN BENERSZ. BEANEBNEREBRE (MEEAE ) L AR

FREESBREM TAETUEREEBMERRET. EMERFIRLFEMNEIIEN GlobalProtect BE/
VPN Bi@, EFBRHZIRIAEHE U EM GlobalProtect FEH VPN BiE, ITEEENZBHEE2EMER
EmBERERRZREEKER.

EEAVPN BEEFERESBEN RAFEHAENAREA, EEATREITEGEEHAEFTEIER ,
BERNHEBERACHAEATNERL, EEFIEZIAFEFRRBRAMENERRE , flm

DHCP. DNS. Active Directory ( HlaN 2 EiBHIZNE ) . PHENE/REXRRKENRE, EFEAEHERE
M# , GlobalProtect EFATEX &4 VPN BEEMIBMEXMEAE (B LN IP it HEREEA RIS
AERIFEAE)

Windows 7 B2 Windows 10 i 2#) GlobalProtect REBERHAEERAEMESEFEAERAZCHBETEAZAE
BHRE  E2F-—REAEBREEAREZRENFIHEBER, R GlobalProtect FERER G RIZ| A EB
e, AR AZSESERASES EFIRE, R Globalprotect EARRNERIZIANIBEHE , BIEAEM
SRETCEEIREEBEAERIRE,

N EBFEEAERE , Windows i BHV1T A macOS ik TE. £ macOS iz#t , R AR
I EEEREEARREE LR EHEE.

EFEAEBERMERE  ADFALEBRIREERIEAE, A\ORUEBAFEATZANEBENRERE B
THAFHEE (NMRBEIEHAFHER ). EUBRT , BRLBRIIFEAE, EBRIFER , AORUERE
i 259 GlobalProtect fARER B A EIARE, MBEAOMPBUBREESTE HEXFEHINEEERE,

MBEAOME EAERE | SHEEZESERN cookie WERTE | A DB EERRE ELEMBZEH cookie,
2%, AOBILHEE SR cookie RBEAL  WEHRBREREEXELE, NRRKEERXERRERES
cookie BR B AN TEE AELE S % |, GlobalProtect Tt A A cookie EITEE A,

MBEFERAETSEARS (HNEFERE ) REEEFABZHARBRBANRRLATALENER , £
MUBREMBELARAEE , MAEFEIAOMEUATRELEAMRE, EERLIRE  SXEEBRE
Windows & 45, macOS Plist FZ21EH , MK TER T A,

GlobalProtect i B EE S EAERIEEMAOMY, FAESKER (WEMELRECBRERER
FriEE ) BB in®: , WE T GlobalProtect B4R, E—MFEAEMEBAMEER K BWRE—F A (SSO)
EEREENERTRA , FREEBNBBKEEREZ AREER. WK SSO REREEXHEEHR
A, RinE EFRZE SSO (Hlm , macOS Rt ) , AIFAENRILEREEEARN P ( Save User
Credentials ( RFEFEAERY ) BREXLARTEAYes (R) ). AVWRFFECZE , BEKSEFTS
(Windows) REE (macOS) , WiRFIBTUEAERBFHEAERNIEFEA,
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- Sa,

. e s
@ Initial Clinreatritie s,
N ogree, " .Pas
connection Onfigese.  =aSig
gl,.lrarfu.. .t..rd
to portal. L o P
Copt
Ok * = ‘e,
- ey N Portal/Gateway
© Predogon ©Siani sonfigwration 1 g 0 0 oo
connectionto IS IOPTL . -
portal. ceﬁ'\ﬁ'\c?}?--'_':.-e\;,go“ _...-Z. / Portal Configuration \
“\n?',--""..-'egl' - _..' ._o'
@,‘\’}?C--‘__..&-\;gemﬂ‘“ Authentication Profile:  GP-Client-Auth
) ~ i ~ naniioned” 0,.0" jas® ) )
- o __,.-;‘;\es\ﬂb\‘ 0‘0‘??1' P ClientConfiguration1:  Connectmethod: pre-logon
' J e iy ‘6-'\5‘.-‘.,-“:@‘(\& User: pre-logon
AT o Sl L
[3) Pre-logon e"g??" ‘.‘\5 ,“\3:5 Authentication Modifier: cookie
connectionto AT
((20a0° e W
gateway. \)f'Pi-‘ ._.-\;,amed ClientConfiguration2:  Connectmethod: pre-logon
oo i User: any
) o0t “.“"N“ Authentication Modifier: cockie
- single sign-on: enabled
Gateway Configuration
O userlogs Certificate Profile: PreLogonCert
in to system.
Authentication Profile: GP-Client-Auth

&G4 5 1% 17 EUEY GlobalProtect VPN B FREEREY GlobalProtect R,
STEP 1| % GlobalProtect 23 /" T &2 215,

£ SHYPRA N EREMEA default ( FHER ) EHER AR , WA AR AIEEKA.

o TEULEEBIF | F5EE Network ( #8% ) > Interfaces ( /T ) > Ethernet ( Z XM ) BEE , Rk

TTHIERE :

1. ZH ethernet1/2,

2. #¢ Interface Type ( NMEEE ) THAFEFIZE Layer 3,

3. 1£ Config ( 5%E ) HE L , Assign interface to ( BN HEIEES ) 8% Virtual Router ( E#EEH
8% ) M 13-untrust Security Zone ( Z£ % E1T )

4. EIPVAEE L , #Z— T Add ( #38 ) LUEE 203.0.113.1 IP fuhk ( k8 203.0.113.1 ¥ FE

MY ) SHTIE New Address ( FTfust ) UEB M BRI ut ¥ FE ( AUt F|RR R A Static (7
RE) ). Hlan , BIA% IP {ik 203.0.113.1 HEZ gp.acme.com B9 DNS TA, &%,

+ JEHU Network ( #88% ) > Interfaces ( " ) > Tunnel (&i& ) LA Add ( #7318 ) FHBEENE.

1.
2.

¥R Interface Name ( THA® ) , I8 A tunnel.2,
£ Config ( %€ ) E& L , Assign Interface To (N HEIEES ) B5H corp-vpn HIFH Security
Zone ( T2 [E1F ) MFAFK Virtual Router ( EHIREER ) o

+ 7& corp-vpn B ERAAFEAERR.
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STEP 2 | B L2 MRAIFR A,
WHEREEE T 5IEAI ( Policies ( JRRI ) > Security ( Z£t) )
1. Add ( 18 ) IEEEBRACAEERRBREAMECERREWRA |, 5405 E R
#%. DNS, DHCP E& Microsoft B #f.
2. Add (#i8 ) HRAIUBRBAEACHEYUFEEME N ERRENEEE,

3. Add ( i ) EAEMRAUBRIEEAERERAEFERATIREENBEEAER. FHRR &
EMEREERERELZEERA BEREIMELRA,

STEP3 | A TYAE2 —BEBNHARSEERE , £H GlobalProtect A OB AEE :

I ) REA AN O BE CA B A RREERE.
FEAAOMEE EHNIR CA, BT HREEAREEE.
iZHEY Device ( §%f# ) > Certificate Management ( BEEHE ) > Certificates ( BFE ) REBERE , KRt
mE
BEMARRERE. HRAORYEEFEEMEENMEL , R HERN FRRSEEEAREWETH.
BT CN L ERFS FQDN gp.acme . com,
- FEERBERKEADMULMABEPCUREER  FEALE CA PN RKRSEEE.

STEP 4 | $t ¥ E 4R E GlobalProtect WEERHEELERBR A ARKBEREEAZSEER LNEAR
HEHE.

HALT UM HEEREELCEREZBRR , EREFEEIRFHALECH L HSBERES (PK) KGR
EERHI B E I

1. A FHEHER L Z GlobalProtect FA B i 2,

2. HIRHEHNEABREEREFLZERE. (Windows EHABEKEFHIESR macOS iHE LN RiFELE

)
STEP 5| fe 3 HEIMBREM CA BEENR CA BREAZAOMBRERE,
£ EMAEAFA DR,

1. T# Base64 &M CA BF.
2. FATHSRERIEAZTEEA OB EIERNSERAME
1. i#H Device ( #£{& ) > Certificate Management ( BEE®E ) > Certificates ( B ) > Device
Certificates ( ZRERFE ) , A% Import (EN ) BFE.
2. WAEARFin CA BRFEFEBIH Certificate Name ( BEER )
3. Browse ( 2|¥ ) #& CA THH Certificate File ( BFEFER ) .
4. # File Format ( 2= ) X E A Base64 Encoded Certificate (PEM) ( Base64 #m 15 & &
(PEM) ) o
5 #&—T OK ( HE ) EFELENERE.
6. 1£ Device Certificates ( £ERH ) EE L , BERHITEANEE.
7. iZH Trusted Root CA ( EFIR CA ) KERA# , ARE—T OK (H#ZE ),

STEP 6 | #Z£4E & GlobalProtect B EMEEFAE L B BRNEREUBHER KBRS BEN CA
B

NMRACEEARFRERREREEAEEARREHELETRE  FRAECEREREETRTSER
HERBEN CABRZH , 1B ERHAFREBEN CARR (BEMEBRETR ).
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1. #HX Device ( 5%f% ) > Certificates ( &5 ) > Certificate Management ( ‘REE®E ) > Certificate
Profile ( ‘REBRRERE ) , A% Add (#1318 ) FHEBHHREE.

2. MAFARBIIFREEN Name ( B8 ) , 70 PreLogonCert,

3. #% Username Field ( fEFEBBWAL ) 5XE A None (&),

4. ( ) MRZUEERAAFRBERIREZARRECEAE  FNERLAFPREREN CARE
(FHEZHEREIEN CABETH ).

5. & CA Certificates ( CA BE ) W+ , Add ( #7138 ) CA BE.

6. BIEHESER 5 PEANZSER CA Certificate (CABE ) , RBE—T OK (BE ),

7. B—T OK ( HE ) RFFRER.

STEP 7 | %% GlobalProtect F&,
ESBEERFEN GlobalProtect VPN REERHIFAEE K.

HACL RS ERHENALEEATNRLBERER  BEUUEAFRERREIUBEREESE
BOREANRBACHE, L&+  SEAAREHADBMNEREEMENER LDAP BREM,

1. JZH Network ( #8% ) > GlobalProtect > Gateways ( Bi& ) , A% Add ( #1®8 ) THIRERE :
IP Address ( IP {iilt ) —ethernetl/2
IP #t—203.0.113.1
Server Certificate ( fAfR85/&5 ) —GP-server-cert.pem issued by GoDaddy
Certificate Profile ( ‘R &XEM ) —PreLogonCert
Authentication Profile ( 52 %% E#& ) —Corp-LDAP
Tunnel Interface ( BIE/H ) —tunnel.2
IP Pool (IP € ) —10.31.32.3 - 10.31.32.118
2. Commit ( 12X ) BMERE.
STEP 8| %7 GlobalProtect A O #8¥,
FR7E Device ( K& ) 515 (M2 H. BEREREENBIARFIEE ) .
iZHY Network ( #8%% ) > GlobalProtect > Portals ( A A& ) , A% Add ( #18 ) THADOMILER

=]

E

5% 7€ GlobalProtect A O#Av4ZELAE :

IP Address ( IP {iilt ) —ethernetl/2

IP f£3t—203.0.113.1

Server Certificate ( {AlfRES/HR5E ) —GP-server-cert.pem issued by GoDaddy
Certificate Profile ( R EM ) —None

Authentication Profile ( B8 X ER ) —Corp-LDAP

STEPY | ATEBR AR EMBEAEHEES GlobalProtect {LEFE N A RE,
FERE—HE K NMREEEFEERAEAEEEANZEFIEERBE.

EERRACHAEERATAFEATEARE , FEIMMEMEERERE, L5 —EE5EMH User/User
Group ( ERE/ERERE ) B , iBH pre-logon ( EE A ) &SR, EBEEA , AP EH ERIFR
B(EERE)  URTER (BERBRASHEFHERY ). 2%, ADPUEEFEAERAREHE
HITRE,

ks
Fit
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EAOBUERBEAER  HIBE_@HER, EHBERT , User/User Group ( ERE/ERER
#)ABany (FM),

S BEEAER | ESTEEEREE SSO | LRREEAEBAKYE | A ERNER
() semBsemE, ZREA SSO MM Asent ( REER ) BEEREHEHERE
¢ zm.

#HY GlobalProtect A O #i5#HRE RE K Agent (REEX ) EH ( Network ( M55 ) >

GlobalProtect > Portals ( A Q#3135 ) > <portal-config> ) , A% Add ( € ) TIHREZ— :

- EEEACAEERATREAMEENRE

Use single sign-on ( fEAAE —& A ) —enabled

Connect Method ( B# 5% ) —FEEEA

External Gateway Address ( /A&t ) —gpl.acme.com

User/User Group ( £ & /EAE#HH ) —any

Authentication Override ( B#FEEUX ) —EAREEA ENERBEHREEN Cookie BF

ERBEACHEZRARNR , FRAYEIFE

F—EREREXARE

Connect Method ( E#RF % ) —FREEA

External Gateway Address ( /A ZBEE 1t ) —gpl.acme.com

User/User Group ( FA&E/ERESE ) —FEEEA

Authentication Override ( BREEN ) —ZHRRFFEA ENEREREERM Cookie BFE

FoERERENARE

Use single sign-on ( fEAAE —& A ) —enabled

Connect Method ( B#5% ) —FEEEA

External Gateway Address ( /A&t ) —gp2.acme.com

User/User Group ( £ & /EAE#HH ) —any

Authentication Override ( B8FEEUX ) —EAREEH B NERBEHREEN Cookie BF

i%ﬁﬁ%%)\ﬁﬁ%%?ﬁfﬁ%ﬁ¢ﬂ’ﬂ%-1EQE'EO MRFR , FERE , AR —T MoveUp ( £
STEP 10 | f#%7% GlobalProtect F% €.

#—T Commit ( 1% ) .

STEP 11| ( ) MRFEAETGBARE (HNEFREEE ) AIFEFEABEZNARZTANIRE E#HIT
FEABANELR , IEinE L3 Prelogon B8IHH,

!\‘ EMRFARBEERA QM IP i,

MERARERRENEZEN , F2RHENESEAENRE,
1. BIfE T % Windows &8 & LA#248 GlobalProtect % E/EE :

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\PanSetup
2. iZH Edit ( #m% ) > New ( ¥ ) > String Value ( #H{E ) UEN THIZ&ER :
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« EVE®BA Prelogon My String Value ( F&HE ) , BER 1. WERERA GlobalProtect IATEfE
P& B A\ B2 BT EDIEAR

BIEWB portal H) String Value ( FHR{E ) AD#BLL , 55 GlobalProtect i BiFEER A O 414
B IP It REMER.
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GlobalProtect Z B2 E

T GlobalProtect ZMiEHER , FE/NBRAECIHBREE, FHHAED  BLAREELMB A B
FHREKHE — @ GlobalProtect FiE., E&HEAEH A ORI EN AP iRERE , SETUATEAF R
HEEETRFER A FIRAARE.

..............................................................................................

el S

Zone: [3-trust 7
Zone: 13-untrust Zone: [3-untrust f—
Interface  ethernetl/1 Zone: 13-trust
Interface ethernet1/2 Interface ethernet1/5 Interface  ethernet1/3

7: GlobalProtect Z @B

MRAFREEESSERE  FAEAKEREREELAFRBETIILNMERE. BARXSER
B JClIEr 52 ) FE B R SRR E EiEAR K B R RIE, EESEKIEFRER = R ARFTE RiE i3 e R
B, EARAKERZEERIEFHE. MFEZAL  F2RZEFREEETHREERIEF,

STEP 1| % GlobalProtect 223 /1 H B [E 15,
ENRES , BHNEEEEBENSES B LERENT.

£ SHYPRAE N EREMEA default ( FHER ) EHER AR , UHA AR ATEEKA.

FEEEA OMBYE/FE (gwl) BB A& £

+ J2H Network ( #8588 ) > Interfaces ( 7 ) > Ethernet ( 2 A#EE ) , REZIEE ethernet1/2,

+ % ethernet1/2 587 E5 Layer 3 Ethernet /" , B IP{u#t% 198.51.100.42 , ARG HIEER 13-
untrust Security Zone ( 2 [E1F ) 8 default Virtual Router ( EHEEEHZR ) -

« BV IP{Isit 198.51.100.42 ¥fEZE gpl.acme.com Y DNS "A, FE#o

+ IEH! Network ( #83% ) > Interfaces ( /M H ) > Tunnel (&J& ) , A% Add ( #7138 ) tunnel.2
NH. BNEFIEER S corp-vpn HET Security Zone ( Z£ M EHE ) . ARBEZNEEE
#default Virtual Router ( [EH A ) .

+ 1f corp-vpn EiE FRAAFEAERE

L E —ERE (gw2) BB AL
+ IEH! Network ( #83% ) > Interfaces ( /T H ) > Ethernet ( 2 A#BES ) , ARBIEE ethernetl/5,
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/% ethernet1/5 XA Layer 3 Ethernet N , B IP U1t A 192.0.2.4 , R HIEER 13-
untrust Security Zone ( K2 M [E1F ) B default Virtual Router ( ERIEHET ) o

o B IPfIit192.0.2.4 ¥FEZE gp2.acme.com Y DNS "A, 5o

« #H! Network ( #85% ) > Interfaces ( /71 ) > Tunnel (@& ) , A% Add ( #1¥ ) tunnel.1l
Ho BN EHIEELZ A corp-vpn MHT Security Zone ( T2 M EHE ) . RAEBEZNHEEERTE
Virtual Router ( E#EHET ) o

+ 7 corp-vpn BE ERUAFERAER.

STEP 2 | INR W — MR EFA BERSETEIRE L EA GlobalProtect FERER , NELBEFH S KA HIP
HEeMRA  BEEEE W E R ERELZZE GlobalProtect §T B,

B8 E GlobalProtect FTE X W R BB 2% , FEEBA DRGNP AR L LERE , TR :
. 1ZH Device ( & ) > Licenses ( &# ) .

. 1ZHEY Activate feature using authorization code ( EFZEEREI AL ) -

. HIIEREF | 558 A Authorization Code ( RS ) , REZ—T OK (HE ).

. BREECRIAE -

T,

=

A OODN

GlobalProtect Gateway

STEP 3| #£%< & GlobalProtect FER SR A& LB T2 M RA,

WREETELZSMFREAREA corp-vpn B8 13-trust BIEZENRE , UHEEFEMADBER
( Policies ( JRR ) > Security (Z£&M ) ),

STEP4 | FRATYEZESEENENRAKREEEE , &3 GlobalProtect A AL FIREIE :

< ) REER AHEYH B CA B AM[RRERE.
< ) EAACMEE LHR CA | BT AREZRARFBE.

EREADBL/FESHENSER AL | #E Device ( 5%f# ) > Certificate Management ( BEE
) > Certificates ( BF ) REERBFE , 0T :

- WBEBFAOMAU/ewl 2N ENFARSEEE. HERADRYERAEMCAERNEL , RtEXESE
AP RREZEE. BEM CN HERFE FQDN gpl.acme. como & BEimEEEE A DT
FERERHEER  BEALEE CA P REKRSEERE.

o WBHEH gw2 2N HENARIEE. HRENHERELHRE , ALETUFERABERESHNEE. BF
# CN 24ZERFE FQDN gp2.acme. como

STEPS | ERERB A DR RFERIEEAEN TN,

MR, BUUERABRRERER/ IRFREENEMESRERAOPERERFENZSM, AOMB%H
RERHRELAUEATENRBEBELR. NFERSET , FERUATEE .

RESNERE (BRERER )

REMAFREERE (BERER)

REERERE (B OTP AER )
A& BLASELEANDPLEREREPERNBERERE/ FMERER,

STEP 6 | 5% GlobalProtect i,
THIEEPIFER GlobalProtect Z FEHERRZ gpl B gp2 MIFRE.

ERE gpl BIBFAAE L |, iZE Network ( #85% ) > GlobalProtect > Gateways ( F& ) . #1THE
E , TR :

Ka
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IP Address ( IP {iilt ) —ethernetl/2

IP Address ( IP {uiit ) —198.51.100.42

Server Certificate ( {Al R85/ ) —GP1l-server-cert.pem issued by GoDaddy
Tunnel Interface ( BE/H ) —tunnel.2

IP Pool (IP ££/8 ) —10.31.32.3 - 10.31.32.118

ERE gp2 MBS AXHE L | BEX Network ( #83% ) > GlobalProtect > Gateways ( Fi& ) . #1TRER
E , TR :

IP Address ( IP {iilt ) —ethernetl/2

IP Address ( IP it ) —192.0.2.4

Server Certificate ( fAlfR28RFE ) —BREBNBE , GP2-server-cert.pem
Tunnel Interface ( E&E/'H ) —tunnel.1

IP Pool ( IP#£[8 ) —10.31.33.3 - 10.31.33.118

STEP 7 | §%3E GlobalProtect A O #8¥,
iZHY Network ( #8%% ) > GlobalProtect > Portals ( AQ#8% ) . ETAOMIRE , WTFIR :
1. %% GlobalProtect A A#3uL7ELfE :
IP Address ( IP {iilt ) —ethernetl/2
IP Address ( IP {iiit ) —198.51.100.42

Server Certificate ( fAlfR25/8F® ) —GP1l-server-cert.pem issued by GoDaddy
2. ZE# GlobalProtect A FHAE

BN AFPIREEBEERRENREFRER , SECREEEUFERAE/FEAERNERA
B2/ 2R HIP By R BIs&HI#1T.
STEP 8 | £} GlobalProtect {22\ 8188,
iZH Device ( % & ) > GlobalProtect Client ( GlobalProtect i Fi% ) o
LSS , BREFEADFEEESHEARSEN,

K5

STEP 9 | f#71F GlobalProtect :8 €.
EHEA OB ERERN AE L Commit (123 ) 58,
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AEE HIP # & EE{E F & ZHUAY GlobalProtect

EE User-ID B/5 HIP MEREEAK , ANREBETRMMZSERNS L , R £/HE R/ REEMRERB
REHRE , RAH AR FIERS (NAC) k. ANREEEEERRER 2 BRFTIENBRRESIES
BHR.

EREAMFAENRESR , XAEACEAEEA (—ERR ) REMBRY  TXERFEENX. EEZR
B A FIRERRERERAE—FA (SSO), B HRABEIRAITERVEFE BN EEER ,
BEERnR EERARAE R IP i,

FUPERES , ATFEETAFTURASERNRR , BTREFHETHOERERHFHATRFRER
FIERSERENE  YEMBHEPNEREELER CRM EARN, MMEERIBNEREH T UFIALE
Web EiR. sl , ZRELREN HIP REESRESEIH  URFRFEATEESRR , sl , REE
ZESHMNLZEHBHER. EECHAMKRNE , IRECREMTERE,

£)

LA
g {? g © Gateway enforces

security policy based

£

(1] Apps
authenticate to

portaland receive on;ziglgrotul:‘name
an match.
client configuration. —
(2] Apps submit e
0] 0 oo=n { ’ userinformation

Portal and host Internal Gateways
o2 ) information. california.acme.com
10.31.34.13 . newyork.acme.com

gp.acme.com

Internal Users Datacenter

8: GlobalProtect WEfEERE

ERA T 5SS EREEE GlobalProtect REREE.,
STEP 1| % GlobalProtect 23 /" H &2 B 15,

HUERES , EAAERBA DM@/ ARENSERS KB ERENE. HREREEFERAATRE ,
RSB AEREMEE LRESENEHA OBKERE,

£ SHUFTENEREMLA default ( AER ) EHRER  UBBRIABEZREH.

EEREA DR/ FERSER AL
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1. BRMEEBA OB/ FER Ethernet EIEE | SAKRTE 13-trust Security Zone ( R B ) Pi%
EEE IPLuMY Layer3 /M HE ( Network ( #88§ ) > Interfaces ( ST ) > Ethernet )
2. 1£ I3-trust [B1F t Enable User Identification ( BRAEAERA ) .

STEP 2 | IR IZMEM — X E A BEASEITEZEE L FE GlobalProtect EARER , EREFRASRA HIP
P RA  FEEYESELESRIEEN B A EZ % GlobalProtect 5TE,

GlobalProtect Gateway

B8 & GlobalProtect FTRE X W R BT 2% , FEEEHFEEH P X fE £ =2 GlobalProtect 1B , M T
g

1. JZH Device ( & ) > Licenses ( &£# ) ,

2. i#HY Activate feature using authorization code ( 1 Fl Z BB THAE ) ©

3. HBIRREF , B8 A Authorization Code ( R ) , RBKR—T OK (HE ).

4. BREECKINRE.

MREREFTERRE | B84 Palo Alto Networks SHE TR BER., NMERENFEMAENA ,
B3R GlobalProtect 21,

$

STEP 3| HX#8 GlobalProtect A O#85E2= & GlobalProtect FEHY ] R 25 B -

ARTVIREEEAOMAY , WL AGERAREZZADBUARFBRENR CABRE, EAILENRAOD
RuERH , ERAAOBEUE LN EREERE , YR CA RRNEZ RN , REREEN CARSBA
A #3489 A AR 2R B

B LS ERERR B REFNER.
BEBRNTERBOTAR®
1. EEFAOMBIEAIB XL

1. HEXMWH OB CA EARRESEER.

2. B FAREE GlobalProtect Tt 255 B RBEBB/EMIR CA BHE.

3. FEAACHEL EMR CA, LMEIEREZSAREEE. ASERMEERILISER,
2. EEBANEENSESABL  BEEREZSVAREEFE.

STEP4 | ERERB A DR RFERZEEAEN SN,

HEE , BUUERABRREREE/ IRFREENEMESRERAOPEERENZEM, AOMB%H
BRERRELAUEATENRBLEBELR. NFERSET , FE2RENUATEE .

RESNEE (BRRER )

REMFREBERE (BERER)

REERZRE (B OTP BER )

K&, BLASBELCEANRYRRAEREPERNBRREEE/ RFRERE.

STEPS | B ¢t M EFEERFIBITLZLRAFIEN HIP RERE.
WmE HIP LEEMEHAER |, FSREEHEA,

1. B HIP e EERAEN TR EN R EHER, flw , MREBVER EFERAERHIEHRE
ANERAEER  BUUEY HIP 94, REBVERREREBHEATERR , URFIEEREE
BEMENEHEAREARIMRE,
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HIP Object

General

Mobile Device
Patch Management
Firewall
Anti-Malware

Disk Backup

Disk Encryption

Data Loss Prevention

Certificate

Custom Checks

Patch Management

Criteria Vendor

Is Installed
Missing Patches
Sewerity | Greater Equal
Check | has-any
Q,

PATCHES

() Add

2. ENZTEERADERN HIP 5RERE,

flm , MREERRIAGEFENEHERNHN Windows EAEFIUEFRABEAER , B0 LN
TH HIPRER , REBETEREBEXANEH

HIP Objects/Profiles Builder 3
©aND (D OR NOT

Q Zitems | —» ¥
MAME TYPE | LOCATION
checkandroid @
checkandroid_HIP_... @

STEP 6 | EREAEBRE.

Is Enabled | None e

Oitems | —»

HIP Profile

Mame | Missing Patch on Windows
Description

Match | not "MissingPateh™ and ["Windows”

() Add Match Criteria

iZH! Network ( #83 ) > GlobalProtect > Gateways ( Bi& ) , RAZZEHEANAIFREESR Add ( F
®) MHNFEE, #BITTYIREER

- THE
< IPfuit
- fARSBREE

+ Authentication Profile ( B 3% E1E ) &/ Configuration Profile ( AR EE )
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IR TEECMEREDREAFE (RIELLEEREHIPEL ) , IATEEBEER, NEE
VRERENZELSIER , B2 B E GlobalProtect FiE,

STEP 7 | 5% GlobalProtect A 0433,

»  EERC BRI AR EER AT LAE A User-logon (Always On) ( EREZ A ( —EBRR ) ) =
L On-demand (Manual user initiated connection) ( {REE ( FEIFRAERKRER ) ) BEEAH
%, BANFERENSE—EHBR , RILEZELRA User-logon (Always On) ( fEAEZE A
(—ERRR) ) ERFEE.

iZEY Network ( #88% ) > GlobalProtect > Portals ( AQ#8 ) , RZBEREHNA OB Add ( #F
B HAOHEL, REAOMEL , WTFAAR
1. E%7E GlobalProtect A OBk 12 EUE :

IP Address ( IP {iilt ) —ethernetl/2

IP Address ( IP fuilt ) —10.31.34.13

Server Certificate ( fAIfRE58F% ) —GP-server-cert.pem issued by GoDaddy &
CN=gp.acme.com

2. T GlobalProtect i FimBR & 4HAE
Use single sign-on ( fEAE —% A ) —enabled
Connect Method ( B#%}5 % ) —User-logon (Always On)

Internal Gateway Address ( REFRE (I #t ) —california.acme.com, newyork.acme.com
User/User Group ( £ & /EA & ) —any
3. Commit ( X ) AOMBIRE.
STEP 8 | £} GlobalProtect FE T2 EX B8,
iZH Device ( #& ) > GlobalProtect Client ( GlobalProtect §Fi% ) »
R EFIR , EARFUEA DL R EREZEXERN,

STEPY | EEMEE LBV ERMA HIP B/ ERE/FHEAERNZ MR,
S LA TR R MRA

1. #H Policies ( JRBI ) > Security ( Z£M ) , REE—T Add ( #1¥) .
2. 1 Source ( HR ) HE L , 5% Source Zone ( KREF ) B I3-trust,
3. B User (EAZE ) ERL , MEELHN HIP REBEERAE/FE,

1 HIP Profiles ( HIP EXE#E ) EBFHIR—T Add ( #738 ) , ARERFEE HIP 8% E & MissingPatch,
Add ( ¥i8 ) Source User ( RIREAE ) B (MR IR , EREEEINRAME ) o

4. B—T OK (#E ) RRFEEFHRA,

5. Commit ( X ) FERE.

Name Taas Zone Address  User HIF Profile Zone Address Application Service Action

1 CRM access none Fi |3-trust any 8:"‘5"‘_'5 % vissing Patch i |3-trust any sap & application-default <&

2 Engaccess n iR |3-trust any B Engineering @ Missing Patch R |3-trust any bugzila & application-default [v]
perforce
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SH A\ kya kva Y =L

)IZA= EII‘J W nlgiﬁigi\ |:|B Eﬁ JEnXIE
% GlobalProtect B4 9 U Ei B A SR MEELErh | A ATLLS VPN ZRESH AN E RN ERREE B0 M
i, EEAESENERT | GlobalProtect BEARR AHTRMEMET | FAEE T AR R HEEIE R
@%, MEEARKETCARADES EeEsliEeEE A REetminAnEE AegRas
B 7 1 5 I T R [ S P ) S 22 TS

N WMREHEPMENTREEREAEFEHRIE , 184 GlobalProtect ;E#R 5 EFRE A User-Logon
(Always On) ( ER&EE A ( —EBIRK ) ) = Pre-Logon (Always On) ( & A ( —ER
Bt) ) , Bl GlobalProtect EAREX T EBEERETMINIEE, GlobalProtect &R 1FKIE
BAREE  BEEANDBEAEFEEIMEER, LTATZEEEE GlobalProtect 3k & A B4 A
EHTHE User-ID , ARSHENABERAEXEREE VPN 75,

HRZ2RARESEBELERERY , B AT UEHERGEABERSERETUFIRNER, A,
EASUEBREA QMY , MARRERE/FHERSERH HIP REELY , BFTEANAFIRMERE , X
ARSI M & T A FIAY RE,

ELLE  SRADMELRSB=([ERE (—EABHERRBEATRE ) BEEFRBHAE L, LR
gpvpn.acme.com B SMERRIER A 2 TR AV IR IR VPN 77EX , MR EBRIERIRIREHE AL B B R AR
BREMPOLERNBEFIE, I, HP RETARBEREFNENPONEIREARTNRZLHBHE
Ho

ks
Fit
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Internal Users E

-
Dl ® Gateway enforces

security policy based
on user/group name
and HIP match.

I V —
9 Internal hosts |
{ ’submituserandhos ][] [ ooen
information. Internal Gateways

california.acme.com \
newyork.acme.com

5
9

(1] Apps authenticate
to portaland receive
client configuration.

Portal
el/2
198.51.100.42
gp.acme.com

—
L] [ oosn

~YExternal Gateway
& gpvpn.acme.com

Datacenter

External Users

o
+
-
+
o
0

'.'.
"-9 External hosts choose
the best external gateway
and establish a VPN tunnel.
After tunnel establishment,

the app submits userand
host information.

B 9: EAERENEFER GlobalProtect F &
FERA TS ERREAZTFIER GlobalProtect BEES .

STEP 1| A& GlobalProtect 2 3 4\ H B [Z 15,

EHERES , BAAERRA QPR AR EREH R EN =E X ERENH.

A EHEEE EGIobaIProtect)kDﬁ%ﬁE:‘iFﬁﬁE’Jﬁ@J: FE0 M N S EF

HTTP, HTTPS, Telnet 5 SSH WA EEENER K HASERARBERERENG
uEE’JﬁHﬂEO nﬁéﬂﬁﬁ %IET?HHEB’JH—&ﬁ,f mﬁﬁu‘mmﬂﬁwzﬂomﬂﬁm
R, LA ER TN,

£ SHYPANHEREMEA default ( FEER ) EHEH AR , A SERIAIESEKAH.

EHEFHAOMBILRE (gp.acme.com) BB A L -

+ JEHU Network ( #88% ) > Interfaces ( /7T ) > Ethernet It/ ethernet1/2 %% A& Layer 3 Ethernet
E, BIPfIitA 198.51.100.42, #HIEEZ 13-untrust Security Zone ( K& [EHE ) MFE
Eﬁ Virtual Router ( R HER ) -

o B IP It 198.51.100.42 ¥ FEZE gp.acme.com B DNS "A, F2é%k.
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« EHY Network ( #83% ) > Interfaces ( /7T ) > Tunnel ( BJ& ) , A% Add ( ##8 ) tunnel.2 &
H, BHEIEEZES corp-vpn Y Security Zone ( T2 [E15 ) MFAER Virtual Router ( E#EEKH
) o

« 1E corp-vpn BiF L RAAFERAE® A

EH I EREE (gpvpn.acme.com) FIBF K L -

 J#H! Network ( #85% ) > Interfaces ( /71 ) > Ethernet 3t#% ethernet1/5 %% % Layer 3 Ethernet
NE, BIP{#EA 192.0.2.4, #HHIEEER 13-untrust Security Zone ( K£ MBI ) MFER
Virtual Router ( E#EKHET ) -

« B IP It 192.0.2.4 #FEZE gpvpn.acme.com K DNS "A" 2 8.

+ JEHY Network ( #83% ) > Interfaces ( /7T ) > Tunnel ( B& ) , A% Add ( 18 ) tunnel.3 /"
H, BHEEZEA corp-vpn B Security Zone ( T2 [E1F ) MFEER Virtual Router ( E#EEKH
) o

« £ corp-vpn [EiF ERAAEAEE R

EHBRERFEE ( california.acme.com B newyork.acme.com ) BIBF K& L -

« JZH Network ( #88& ) > Interfaces ( /7T ) > Ethernet Y27E AZPHAREEXE S IP AL4EAY Layer 3
Ethernet M. #HIEEEF| 13-trust Security Zone ( Z2 % [EiF ) FFEEL Virtual Router ( E
H28).

o BEBIYYFERIRIP it california.acme.com B2 newyork.acme.com B DNS TA 52é%.

o & I13-trust B ERAAEAEREE

STEP 2 | I REW —MEA E AT B IR LA GlobalProtect EAERN , RELLEFAERMA HIP
MZeMRA  SEEBESESEERE ( AEMINER ) FERPS XM £ %% GlobalProtect T
B,

GlobalProtect Gateway

I8 B GlobalProtect FTBIN N BB BN IE 2 % , FETE KB EHIBH A& LR 2 GlobalProtect 5T :

1. #H Device ( #E& ) > Licenses ( & ) .

2. J&HY Activate feature using authorization code ( & R EBREIThAEE ) -

3. HIBIR/RE , 58 A Authorization Code ( R ) , REE—T OK (#BE ),
4. BFEBRRECHARES RIS,

MBS EMERERE |, 5848 Palo Alto Networks SEE TR EBERS., NEZENFRET
BRI GlobalProtect 2#,

STEP 3| Y18 GlobalProtect A A#8v5EEE & GlobalProtect &Y Al R 25 B -
BTHREEZEAORY  HEXASTEHRERAORLARKRIIEFENIE CARBE,

LU ERELERAEREZRE  YEAFRERETER CABENEZRAEN, REMERERES
AR AR ELEEFIERRE  RAREHENEERE.

EBRNTERBOTAR
1. EEFA ORI XL

1. HEXNWWH DB CA EARRSEER.

2. B FREHE GlobalProtect T35 % B REBBEMIR CA BHE.

3. FEAACHEL EMR CA, DMEITEREZSARELE. ASEREERILISER,
2. ERBADEENSESAEL

- HEERZBNAR[EBE.

s
B
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STEP 4| ERERB A DR RFERFEEAEN SN,

UL ERABEREEE/ IRIREENEMESRERAOMLEFMENRZSM. AOMARERR
B TWUEATERNBREERER, NFRSETR , F2REUTEH

"“E%—*‘Bﬁh ( Eﬁ%‘“*@ )
RERFPIREERT (BRERER )
Eﬁu’i%l%%ﬁm ( Eﬁtﬁil«)\ OTP BEMR )

K&, BLABELEADPLRFERE P ERNBREREER/RRERER,

STEPS | B ¥ RMEBFEIERFMTZERERIFMEMN HIP BRERE.
mE HIP LEEMFHER , FSREEHEA,

1. B3 HIP W e EER TSR R s M ER, flw , MREEERILFFEBENERETER
FROBIERER  EUNEY HP WH  REEEERCREEREAEERE  URFEEH
BEREHNERERRS %ﬁ%ﬁﬂkiﬁo

HIP Obiject @

“ Cancel
2. BUBITEERAUFEAN HIP RERE,

Bl , MREBWEIAGEEREHMEMELL Windows IR AT LUEIASEARRX , SR UKMT
FIHIP RERE , REEBBEBBEBRBEHEANER

HIP Objects/Profiles Builder X HIP Profile @

© AND OR NOT

STEP 6 | ERENZFHE,
iZEY Network ( #88% ) > GlobalProtect > Gateways ( FE8 ) , REZIFB THIFRE Add ( #7118 ) B

RE -
TE
IP {3k
RSB
+ Authentication Profile ( B85 E4E ) & /=X Configuration Profile ( fAREERELE )
nﬁ/£$ TEEEMERTEPREAFIRMERE (BRIFCEEREHIPEXN )  AAEFEEEBEER, W

E_Lﬁ-ﬁ BERENELSIETR , B2 E GlobalProtect FEiE,

STEP 7 | %% GlobalProtect A O#@%4,
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HANBHBERNMRZIEREZMARARANE-AFRMAR , BERUTUHHTENERASRXE
VEBNRE  ARBBEAE/FEASBE/IYTEARINRMEXRRYEETHE.

iZEL Network ( #85% ) > GlobalProtect > Portals ( AO#35 ) , A% Add ( #18 ) THADOMBLAHE
&

1. %7 GlobalProtect A A3 L 7 HUIE :
IP Address ( IP {iilt ) —ethernetl/2
IP Address ( IP {uiit ) —10.31.34.13

Server Certificate ( fAIfRESB® ) —GP-server-cert.pem issued by GoDaddy &
CN=gp.acme.com
2. E% GlobalProtect i FinERE4HAE :

Internal Host Detection ( AEE#/EH| ) —enabled
Use single sign-on ( fEAE —%& A ) —enabled
Connect Method ( iE#£)57% ) —User-logon (Always On)
External Gateway Address ( S\ &BFE Lt ) —gpvpn.acme.com
Internal Gateway Address ( A&t ) —california.acme.com, newyork.acme.com
User/User Group ( FAE/FEREFE ) —FM

3. Commit ( 32X ) AOMBUMERE.

STEP 8| £f2 GlobalProtect A28,
iZH Device (& ) > GlobalProtect Client ( GlobalProtect i Fi% ) »
EHEFIP , FREFRAE A D@L ESERAESEN,

STEPY | ZBERMELBULZEMRARE , UL2£ibBEN VPN EAERARAEXEEUE,
By Z2MEAl (Policies ( RRI ) > Security ( Z21 ) ) REUA corp-vpn EIFEE I3-trust [EiF 2 &

HYRE

BN HPERABNERE/FHEAERNRURA , UBAERTER P OLERNBREFIE,
SHHARE , BYAMMEEMAEEIR Web BIBEF I3-untrust BFARA , U ERARRZEMERE
ERREETZCEARBNRE,

Name Tags Zone Address  User HIP Profile Zone Address Application Service Action Profile

1 CRMaccess none [E) corp-vpn any g Finance %Missing Patch ... fi) I3-trust any sap ¥ application-default ) none
) @ Missing Patch ... jiv ] 3% apr [
e b3 o PO

STEP 10 | 1% GlobalProtect %€,
Commit ( 2% ) AD{BuLEEREHRE,

ks
Fit
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B Ex S Edo& &3 1T GlobalProtect LAE 1T 485

ERBPEHH , TEFEAZEREMA 7THEFHOA ORI Wi-Fi #8355 , maEmLEE, 8SNEIERE
AW Wi-Fi, EEFERAEEAKBHNAORBUE , FOFEEERAN, FRETUEBERBESRNAD
BUBRAEEEA , REAMEERFENEEHOAOREYSE  FANEBNE FEBUU 2 BNERBITEE
Ao BBIERE , BAILRGIERAEZASIRFHADEGNER, MREAERDZEA , BBRBKRTE
BY , GlobalProtect FEF BBV EMR. WRFEARBREEREERBRAZA , FIERESEHE,

EE-SREMARUILZRENTE  SHabl AEKFEGESEH GlobalProtect, BB IthiEE
B , GlobalProtect HEHFTEREREE EEAENELEE GlobalProtect &, FTEREHEERLIB VPN
RREETHREMFEIEFHT , KMBEULUREEEN A RENEERAERENZES,

HABZEHN A OBEENEEURBEREINRESEE GlobalProtect E#R , HHELEERIEEN TIERE
FEVERE -

WERRE SR BIEAT

GlobalProtectfor

o

AR 77 A

=]
=

R B FEE E GlobalProtect ##F , BENKRIRFERABEHSLER
AR E R A O #BuE A FEEBR AR | P4 AFER T 55 BEEE
B -

1. E#EE Wi-Fi #8358,
HEIRELRZE Wi-Fi #838% |, GlobalProtect B B){&EBI#32 4l
BAOMAEL, MREHNEEERE T HIZRFEIA OB EE R

B, GlobalProtect FEF B HEABE AMKIEFIRY A O 4335 LAEE
R

[2 EE S A SRREREFA OB ERE S BN
B o

2. EANTREZ -BEARERAOMRLE

TR Web BB , EBHEHADBUBBEARBDEA,
EBRMERRERNENREWIZHAORBEBERZ A,

WMBEAMEEIA ORI , BERERTTFR, B
GlobalProtect FEFI B B)iE4E . MREARMEELR K BEMER
EREREHHBAES |, URAELEERZE GlobalProtect ¥
THEFI , HEEEREIBERIES,

t\‘ EEE A LRERE N HBNBRERE,

MBHEEFA O EAKY , BHRFIA DR E AR
B , = GlobalProtect A ELR |, BEEELFERBK, B
EFAEA OB E AN T RAEEEA QRS AFRE ,
B &) GlobalProtect f& R Z R FEF R B ThBE R EE Refresh

Connection ( EFEIEELR ) (O)o
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BERF EHEIE T ITERE
GlobalProtectfor

MR FE

o
iy

MREWRIHEREL BB AR OB A EEEBRER | B8
B ZEUESE GlobalProtect B4R , AIE X EFE BT 5L BRFEHEE

1. EHRE Wi-Fi B85

FESEARE Wi-Fi #8838 |, GlobalProtect B BMERI#IZHIH AL
ik,
2. EANTERZ -BAREFAORY

« 3R Web BIER , EBHEFAQBUBATREEA,
- BBREEERBAENFREREEAOEBBIEEA

R E AR B BRI FE , 8 GlobalProtect FEF B B)iE
o

|

R FEEE GlobalProtect B , EENKRIREAEETEAR
BEINA DB A ZERRREEE | X EERE Wi-Fi @k, — B
EEZE Wi-Fi B[ ZEEERAEEE | GlobalProtect FEFH B BhiE#R

MREARIEER , BENEESRTEREHHBAER , URHA
BAEEIRE GlobalProtect T FE , HEERBEL 2 HIAET
WHE, MR GlobalProtect BIEE N ERR , BEEEFIERE, B
BFEBEBES K AREFESLEE WI-Fi 8., ENMRERERERF
B2 GlobalProtect BN AN , EMRBBEBRIRE,

Ho

FRAUTSBEERHEHAORLRE | YRPAREFEEREABEE GlobalProtect B4R :

Vi EESER—EBBUEES S LR E GlobalProtect B |, 2% Enforce GlobalProtect for Network
’Q’ Access ( B8 17HE | GlobalProtect ) j#IE,

STEP 1| %% GlobalProtect A O #3v5 fZEN#E,
STEP 2 | £ GlobalProtect {XIBFZ X #H &€,

STEP 3| BT GlobalProtect FERTER.,

E{R GlobalProtect B#2 —EBIR , #§ Connect Method ( E#£755% ) FXE A User-logon (Always
On) (ERAEZEA (—EMK) ).

« MRENERAEXEB ARG OB FEERAE , BUERRENTRE , BEREIZH
AOMBEERE -

£ Captive Portal Exception Timeout (sec) ( #I2#I A OB FIARE ) (F) WP , WAL
AETEAFESAORMLNERE (AP AEN ) (EEA0E 3600 ; EFFAOY ), MREFE
AEREUBEAZA  MEREREAEESRE , BFEAEKELERAME.

E A GlobalProtect F&F LUE X1 F & B S RIBIE $I A O 83 | #& Display Captive Portal
Detection Message ( EEREEFIA DB ERHER ) A Yes (2 ) o

£ Captive Portal Notification Delay (sec) ( # 2 &I A QBB MR ) (¥ ) B+ , @
A GlobalProtect ERBEREEHFHAOPBEEIESETEE ( UV AEN ) (BEA 1 E 120
¥ AR 5% ). GlobalProtect EERIZIMERE 2% , BIEMAMRMAER TERZ B RE LT
RFeg.
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B E# GlobalProtect {81 B #12 HI A O 4845 KRR AV Captive Portal Detection Message ( #
EEADRLEAEE ) .
E i 4P #8887 B Ak GlobalProtect VPN B3E , R E T 5Ii&1E :

#% Enforce GlobalProtect for Network Access ( % #3#% 7E34 &I A GlobalProtect ) #IEZ A
Yes (=) o

ZE A GlobalProtect F&FiE H £ Fi & #8588 FEUE E GlobalProtect E 4R , #% Display Traffic
Blocking Notification Message ( BRREHEHEHMAL ) 555 Yes (2 ) » EMRPEATFE ,
i GlobalProtect E#R¥ 7 2 8 , GlobalProtect FE B RILIE 2.

« 1 Traffic Blocking Notification Delay (sec) ( REHEMNIEE ) (¥ ) WP , WA
GlobalProtect EF BN REHHBAERETER (AW AEN ) (HEASZE 120% ; B
B 158 ), EMRARBEETEEE |, GlobalProtect BRENILFHEFES.

- HEZEMEFEEE GlobalProtect E#RFFEE R Traffic Blocking Notification Message ( i
EBHEHBAHEE ), ILEEMKERSI2BAFARED,

STEP 4 | Commit ( 2% ) 8§,
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GlobalProtect ZR1&

LEER 0 #BER T #BF GlobalProtect™ WIS ELE |, AIREMBRARRELRHB L AERN
ZEFHG

AEPHPFIRNSZRENEHERETZEDERM, EFALEEZR , BIENLATRE
., ERSREEN—REAERBRER , URERELERIE GlobalProtect,
BERLENERTETRE , BUUNBAAXHNEEREMRTEZE , URREMEHREE
ERREENEELZEER,

> GlobalProtect & 48 #&##
> GlobalProtect 2Z 22 Ih 8k
> GlobalProtect 2Z 42 #&404E

439



GlobalProtect 22 Z 2R &R

YoulTH

NETIELIN Spotify -
Norcal Gateway Sydney Gateway
S -

LSVPN Satellite
IPSec/SSL VPN

IPSec/SSL VPN

UserD &

User-ID & eﬁ@s
HIP

HIP

GlobalProtect Portal
Santa Clara Gateway

LSVPN Hub . ;

IT Firewall

User-ID &
HIP

User-ID &
HIP

LESS SENSITIVE
RESOURCE

RESOURCE ' (Ex. Knowledge DB)

(Ex. Source Code) ) =
Active Directory

Internal Users SCEP Server

+ GlobalProtect A O#3u4
» GlobalProtect @&

GlobalProtect A O 484k

EltinED | HEBZRRM PA-3020 A¥EA GlobalProtect A O #83k,

ETNARTHAEBEXREE (2FA) BBF A DML , BB TIE Active Directory (AD) FBFEM — B — R4
#1H5 (OTP), )\Dfﬂiﬁgﬁ“ﬁﬁ?%ﬂﬁ%ﬂﬁkaﬁﬁuﬁﬁﬁ%ﬁ B2 GlobalProtect FA F 448,

BERRESEAOPLEEARNNFESERFEAEENAFHREAR K SUNEKEARESEAEMAFAR
IhEE, 1EA2EHIhEER A FimiHAE—a0 Enforce GlobalProtect 5 Simple Certificate Enrollment Protocol
(SCEP) Zh&E ( i%EiB PAN-OS 7.1 M#ZEEHMARERTAMY ) EHRERPEEMA , LEBHREAE
BE L 2EBARHEERAE.

GlobalProtect A O #4335 th 4R AEHEIX = GlobalProtect 1 £, Ih#HAEEIE GlobalProtect & , L EFHE A
ERYETLAHMAEE,

GlobalProtect &

HEZHE (L3RR ) AR PA-3020 A LAEA GlobalProtect & ( Santa Clara Gateway ) » Amazon
Web Services (AWS) F Microsoft Azure A HEiRREFER 10 BHEHMEE, EL AWS F Azure BEMNIE
HER POP NEPBERESIKNWE T 5,

+ Santa Clara Gateway—E& T &I 75 0] iEiB 2FA BFE Santa Clara Gateway ( NRHEEZE AN
PA-3020 ) , WEIEBEEFAERME Active Directory SRR E OTP, HRALBEERERBER , H1E
AEFTHRERE, FRR , FAETZEHERZLFE , MO AFEEEERNWREE, Hlm, '““{E
A& EHZE AWS-Norcal B |, HIFEFERE , %Bﬁﬁi@lﬁ%ﬁﬁiﬁﬁiﬁﬁ-ﬂio ﬁﬁﬁ%%?ﬁ?iﬁtﬂ?ﬁ‘eﬂﬁiﬁ
i@ Santa Clara Gateway B FE A FEUE L E R,
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Bt4h |, Santa Clara Gateway #E5 K38 VPN (LSVPN) BE#R 1L BERE , AR AWS # Azure A REE
E##R, Santa Clara Gateway B ERERELAEIA , REAIBHER L (IPSec) BEE IT Py A&,
BB R AN AR B AE RN FE.

Amazon Web Services #] Microsoft Azure AFFE—LLFEEFEE 2FA : A Fiw/RFEM Active Directory
o GlobalProtect A DAL E# A Fim/B % , LL/RFE AMNIEIB GlobalProtect SCEP ThEEER 72 IE L
&

\HEIRAAELEE th ATEA GlobalProtect £, HEE GlobalProtect A DMAYLEF , THREE/HR

& , W7 B Santa Clara Gateway HiF A ¥ AEiE, GlobalProtect FIEFZEIBFIRETHHREE K RiE
BRRFHITERERE,

NEREEAREE—ELNTEER , BB AMEIES GlobalProtect BEfEH, ELRAIFEE , BFE
RinEEREBEE, FHAEFEIBH Active Directory SR EELLFHE, BLAZBFE A GlobalProtect
a3 5l User-1D LW EE R B im BT EME AR ERE (HIP),

.

b\

3

b

YN EER-REAESTHESERER  SULMREELAMRELER SCEP #HME
’O # , HIEB Kerberos RERFRBEAE,
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GlobalProtect 2Z 2R8I &L

—iEHERR
- BB
- ERESTA%

—hREF & e A

RS (AR ) ERE AWS B Azure FREZ —H —REAE, EEFRE GlobalProtect A O#B1L A
FPiniHRER , EREENELIEFZERE, ZBERE K THEERNAERFEEREHE , KR LIS
YR B SSL B FERF R,

Flan  BONNEREEESERE AWS-EEREE, FAEERE AWS-E5% , GlobalProtect ERER
BITERERIREEEE AWS-SRPH A EETRE, GlobalProtect B AWS-EXFEEEEELRESR
N HABBR AR A | WEB AWS-EFRREIEF Santa Clara Gateway 2 B A B LA BEEEAREEZE LT
BR , RERIBEB IPsec WAHLABEZ L AEIS. WEBHERRITAREDF RS FEEB AR KB T
B, R AWS-ZEFME ( ARIEERMNTFE ) |EMEK , GlobalProtect EREN# T EBRBERRE
ENTIEIEBLARE | WiE R EERE,

Active Directory fAIIRERMA LN R A, BRIGFEHAERFR , GlobalProtect BAREXEIR AWS/Azure
FR LAY LA BEEERFEFERZE Santa Clara Gateway, ZEERERZIEIR IPsec VhAH L ABEEIXZER
B\ EHEEARY Active Directory fAIBRES.

v BEERALRBEAERIBENEERENERE , 7TEEEH Active Directory {A] i3I fEE 7
Q AWS H T,

NEMBEAN —REAEEZARIUERFE =EARIFE, GlobalProtect BARIEX HIP HEZELR
HEE, EEAEELTAMEH LARAERNE , XFWE User-ID M HIP EXR |, UFI TR EMER.

EUHEBF | BULURBBARLEZBH Panorama BE IR EFT G X,

EERM-BWNESE , AWS l Azure ANFIEM A BERAERNZ2RAIMERE, EEHCEER
RE | Panorama b & —EREEHEN —(E&EAR, FUHBBES  FTERAEEEFEE Panorama, EETLL
PRV BEZRFERRENHNELREE K MEZTEEAZH B,

ESEFHEHBE |, U LA Panorama SRBRBEHNEFMA A, Panorama B A EH —HMEH X
& WIEEFRIER AN RIS FHR AR

ERNESTA%

EERNHIBHERPF A | B LMER Nagios , ER—ERMEREMRET. WM MKERHE, RE
Nagios LEHARESERE A QBN EEEEAEEMEE Y E D BEERAMTE | EXER, SR
E GlobalProtect i Z BB EEBAGE (SNMP) BEEEHE (MIB) Y4 L B EFEA,

EULERE S |, 5 —18 GlobalProtect A OB ESl, MBEACOBETRTR , HEAE ( ZHRKEREZEA
OB ) SEEERE GlobalProtect, B2 , BEFRAETUFEARBHAOBUAFRKEREREREZ

o

AWS I % EEE# (VM) B5 X IERERTE A GlobalProtect I BILARAHEERE. Fit , BERERELAST
Rt (HA)
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GlobalProtect 2Z 2R 18 4HAE

EERLNNBESERE -, FRETIEERERE.

- MEERE
o ADOMBERRE
- REIGRE
N =, =iy
FEEE
0O FASPEREE, EEFAIEIEE , BRKIEE Agent (RERER ) > Client Settings ( A FIREE ) >
Split Tunnel ( P RBE ) REFEENFEEH, F2/ % E GlobalProtect FiE,
O 7£ Agent ( XX ) > Client Settings ( A Fi%a%E ) FEUA No direct access to local network ( f&&
BEAKBBRTE ) . 2B 5%E GlobalProtect FiE,
O BERAREIE LA Accept cookie for authentication override ( ##3 B 3 UK cookie ) . FESH % E

AH

O
a

(]

O
O
O

R Al

(]

O
a

GlobalProtect &,

UL ER E
# Connect Method ( E#R775% ) 5RE A Always-on (User logon) ( —EBIRL (FAEZEA) ),
B B 5T GlobalProtect FEATER
5% XE Use Single Sign-On ( FFHE—& A ) (£ Windows ) & Yes ( 2 ) » #82 B E5] GlobalProtect F&
AER,
# A OB 5EXE A Save User Credentials ( FEAERE ) (BEREA Yes () ). FBHEES=
GlobalProtect RN HRE,

B A O #835 LA Accept cookie for authentication override ( = B HUX cookie ) . BBHES
GlobalProtect IR ARE,

# Cookie Lifetime ( Cookie F &K ) FREAR 20 N, FBEES GlobalProtect {CEEHERE,
Enforce GlobalProtect ( 583117 GlobalProtect ) LUTHEEEFE. BB H5] GlobalProtect FEA T2
Ho

P HIE1THEE% 7 E GlobalProtect BUAA R , AFFEMAEEAETERIFA GlobalProtect BARX, F2
B BT GlobalProtect FEAARZR

5% Internal Host Detection ( REf E#E8 ) . FFZBIES GlobalProtect X2 HRE,
EERWKEPRA Collect HIP Data ( g5 HIP E#l ) i#18, B2 BES GlobalProtect RERE I HAE,

s

B

B % 5 SSLARIEMM SSL MERIER CA BB, WBWES GlobalProtect KB,
AXTE

EREEMERRERPBELZS M RAREMBHABUCEARLRANREE, ESERE+S , 2
FEHBZEBAA Santa Clara Gateway 1 AWS/Azure A HEIw A K BEE,

BXA AWS F Azure AFFBERIE LR SSL f#%,

£ AWS FAEMERERTE ERFEAIMEXFRA |, LUEIB Santa Clara Gateway B REE S EMI, 8
R T 20 www.stubhub.com Fl www.lowes.com Z 3 $H2k B AWS IP {3 11t &5 57 & /9 #8 36 5 0] LATE 6
BAHEEHE AWS Y REER T LLEEL
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GlobalProtect Z & iR =

B3/ GlobalProtect tnZ%iE 2

GlobalProtect 72 X B2 f i& ] B9 HN 25 3R 2
GlobalProtect ZiEHmESE

FARERTE IPSec BB/ N

SSL API

V V V V V

445



B3 H GlobalProtect INZE1E

GlobalProtect 312 IPsec F SSL &i&# . GlobalProtect #3722 GlobalProtect FEFRTZ X BESMFE A SSL
BEzE , —REEHFKE IPsec BERIIEE , BEE K GlobalProtect BARINERKM. FEiB IPsec B

38 , GlobalProtect EREXNE MM SSL/TLS RRX|PMBFERFEE LR £, GlobalProtect FiARFE SSL/
TLS BELZEMMBEHREE | BURR :

BB FTEZ ) SSL/TLS ARA—¥PAE A SSL/TLS SR EREMERATER , GlobalProtect A 048k @& 7]
DPRGIEFreeE AN MBZEEHREE, BB AL B EREERBESAHNBEAGH ERARETL
SSL/TLS %R , AR MR ERE BB Z GlobalProtect A OB FFEIE,
FERRSEEENRE IR BN EZERKERE GlobalProtect AR EEEE Client Hello FAE
WINZEEH, RE GlobalProtect EARERNTERERFFEANNEBEES , FERSERXMZEZEHAR
SSL T/EREER . 7E Client Hello AR AN MMBEHIEFTEXEH MEEMHIIERE . MEBEBE SSL/TLS
RS ERE, MERRSEENEELURERIFFERERMZEENS,, BTLHE GlobalProtect FEER
FEREPEIRKERERE,
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GlobalProtect F& A 7= 3\ B2 [ 18 & Ay N 27 33 #2

TE#EREREM VPN #EER |, £ GlobalProtect BXE# GlobalProtect FEATE & BFTE TR MNBZE X,

3%

GlobalProtect app

GlobalProtect gateway

1 Client Hello
>
2 Server Hello
2]
Server certificate
>
! Optional client certificate
(3] : >
Client key exchange, change cipher spec, finished >

Change cipher spec, finished

Authenticate

Get-Config (XML request)

o] Jo] 2]

’
H Get-Config (XML response)
< IPSec tunnel setup (fallback to SSL) >
10: FE AR XM EE 2 B AT N2 X #2
BT RAREF M IR T IS LR ER,
& 9 ERREAMREE 2B & ik
B R A
1, Client Hello ERARAHEIRNGEHEXRBNNBEMFE,
2.Server Hello REZNEAEXMREINNEESG, EZMNEAREBER , FESHBEA

EXEENMZEHRRANIERF , R SMNERMERREFBFEMN SSL/TLS R4
FEEL , AR FERTHNBFE ( W0EIH GlobalProtect IIZIZEFRFNR ) o

SERANAFRER METURENERZECANEARXAFRER , MEEEAENRMNE S,
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& AR B
4.SSL TYEREER

LA

FERRTE SSL/TLS THEME %  EARASEBRERBWFRMERE (HGHE
BFER ), BEFRRE , FARASRENBNRRREEUREMERTE |, flu
RFHEESE IP sk, FIBRIE GlobalProtect IPSec MEARERHRE , EIFE
FRILENEBEANMBRNRFTRE L (GHEBER )

T 5 REHEE R macOS i B FE TR B8 = B i 23 3 ey £ 451
% 10: E4l : macOS iR B MR RIBRE

BAMER

40 : macOS w2,

1, Client Hello

TLS 1.2
37 BMBEH ( 2%E : macOS B £ GlobalProtect ERREXNFTZ R HY TLS N
# )

2.Server Hello

& GlobalProtect £/ ECDSA BEH TLS 1.2 BEEES | SSL TR
F ECDSA-AES256-CBC-SHA,

« & GlobalProtect i RSA B H TLS 1.2 S EBIES |, SSL TEEESFEA
RSA-AES256-CBC-SHA256,

BANAFIRERE LL ECDSA 5 RSA , I SHA1., SHA256 5 SHA384 % B H F ik BH
4.5SL TEREER o SSL T/EFEERE#EH ECDSA-AES256-CBC-SHA 2 RSA-AES256-CBC-SHA256

+ Get-Config-Request

+ N —AES-256-GCM, AES-128-GCM, AES-128-CBC
B —SHAL M OS HE | mHFH IP It
Get-Config-Response
AFPmEFR:E. FARSZIAFLE SPI, MESH/NBELEH
BERE, B8R, pIBEEKX. IPMDNS &
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GlobalProtect ZiB{REZESE

o 2% : GlobalProtect BRI NZEINEE
 GlobalProtect BRI BN TLS MBEH
« 712 PAN-OS 8.1 /# GlobalProtect BET XK TLS MBREH

22 : GlobalProtect FEFRAER INZIHAE

GlobalProtect FEFR A OpenSSL library 1.0.1h 237 £ GlobalProtect A A#835 ] GlobalProtect FE 2
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Nz hee &8 FERAAR
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#% (macOSs) GlobalProtect A O #3345 #0/ 5% R B2 GlobalProtect A O #3815 F1
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WHEREDIR, i, URX HIP 85, R34 SSLEE
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BEER S8, GlobalProtect FJ8 2 B3 IPsec &
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EERHERNTEEMBRIR
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SEEE, MM AES-GCM M EE %
(aes-128-gcm F aes-256-gem) 214
REESPEERE A BEERERTE
E | EEMEM shal BRFBEE LK
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GlobalProtect ERTEXNFIZ M TLS INZEH

TR HREESBIRBIEERRRZEN GlobalProtect BARNFTZEMN TLS ZEFl, HEEREERT
R XENERRR,

o B : macOS iK% L GlobalProtect RIBR2 X AT KB/ TLS M%7
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£# - macOS # 2 I iy GlobalProtect FE AR AT LM TLS N

macOS w2 £/ GlobalProtect FERTE AT X BB/ TLS 0%

TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
(Oxc024)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
(0xc023)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
(Oxc00a)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
(0Oxc009)

TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA
(Oxc008)

TLS_ECDHE_RSA _WITH_AES 256 _CBC_SHA384
(0Oxc028)

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256
(Oxc027)

TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
(Oxc014)

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
(Oxc013)

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
(Oxc012)

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384
(0Oxc026)

TLS_ECDH_ECDSA _WITH_AES_128 CBC_SHA256
(Oxc025)

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA
(Oxc005)

TLS_ECDH_ECDSA _WITH_AES_128 CBC_SHA
(Oxc004)

TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA
(Oxc003)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384
(Oxc02a)

TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256
(0xc029)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xcOOe)

TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA
(Oxc00d)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
(0x006b)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
(Ox0067)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)

TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
(Ox0016)

TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)
TLS_ECDHE_ECDSA_WITH_RC4_128_SHA (0xc007)
TLS_ECDHE_RSA_WITH_RC4_128_SHA (0xc011)
TLS_ECDH_ECDSA_WITH_RC4_128_SHA (0xc002)
TLS_ECDH_RSA_WITH_RC4_128_SHA (0xc00c)
TLS_RSA_WITH_RC4_128_SHA (0x0005)
TLS_RSA_WITH_RC4_128_MD5 (0x0004)

23 . Windows 7 i% 2 E# GlobalProtect FE TR R AT X B/ TLS 1%

Windows 7 %25 E# GlobalProtect AR R AT X BH TLS iz

TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
SHA384 (0xc02c)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
(OxcO2f)
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TLS_ECDHE_ECDSA_WITH_AES_128_GCM_
SHA256 (0xc02b)

TLS_ECDHE_ECDSA_WITH_AES 256 CBC_SHA384
(Oxc024)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
(Oxc023)

TLS_ECDHE_ECDSA_WITH_AES 256 CBC_SHA
(Oxc00a)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
(Oxc009)

TLS_ECDHE_RSA_WITH_AES 256 _GCM_SHA384
(Oxc030)

TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA384
(Oxc028)

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
(Oxc027)

TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA
(Oxc014)

TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA
(Oxc013)

TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

%2 - Android 6.0.1 # 2t 49 GlobalProtect FE A2 X FF 2 E/) TLS mnzR
B AR Android 6.0.1 B9 GlobalProtect FERERX X8 20 B E#,

Android 6.0.1 i 25 E# GlobalProtect FEFRR X X B/Y TLS Nz

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_
SHA256 (0xc02b)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
SHA384 (0xc02c)

TLS_ECDHE_RSA_WITH_AES_128 _GCM_SHA256
(Oxc02f)

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
(Oxc030)

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
(0x009%¢)

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
(0x009f)

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
(Oxc009)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
(Oxc00a)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
(Oxc013)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
(Oxc014)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
TLS_ECDHE_ECDSA_WITH_RC4_128_SHA (0xc007)
TLS_ECDHE_RSA_WITH_RC4_128_SHA (0xc011)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_RC4_128_SHA (0x0005)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

GLOBALPROTECT B E5R | GlobalProtect ZiEim= 451

© 2019 Palo Alto Networks, Inc.



£ - j0S 10.2.1 # 2 i) GlobalProtect fE T2 XA 2K TLS pnzR
AR i0S 10.2.1 ¥ GlobalProtect ERRRERXE 19 NBREMH,

i0S 10.2.1 # 2 Y GlobalProtect FEFAF2 AT X M TLS NER

TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
SHA384 (0xc02c)

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_
SHA256 (0xc02b)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
(Oxc024)

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
(0xc023)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
(Oxc00a)

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
(Oxc009)

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
(Oxc030)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
(Oxc02f)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

(Oxc028)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
(Oxc027)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
(Oxc014)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
(Oxc013)

TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

2% . f£ Chromebook %25 I GlobalProtect AR AT X EM TLS %R
BAM OS 55.0.2883 9 GlobalProtect EARR X IE 91 MBEH,

1£ Chromebook (Chrome OS 55.0.2883) £ GlobalProtect FE AR T XK TLS hn%3

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
(0xc030)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
SHA384 (0xc02c)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
(Oxc028)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
(Oxc024)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
(Oxc014)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
(Oxc00a)

TLS_DH_DSS_WITH_AES_256_GCM_SHA384
(Ox00a5)

TLS_DH_DSS_WITH_CAMELLIA_256_CBC_SHA

(Ox0085)

TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384
(0xc032)

TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384
(Oxc02e)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384
(Oxc02a)

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384
(0Oxc026)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xcO0f)

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA
(Oxc005)

TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
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TLS_DHE_DSS WITH_AES 256 _GCM_SHA384
(0x00a3)

TLS_DH_RSA WITH_AES 256 _GCM _SHA384
(Ox00a1)

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
(Ox009f)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
(Ox006b)

TLS_DHE_DSS WITH_AES 256 CBC_SHA256
(Ox006a)

TLS_DH_RSA_WITH_AES_256_CBC_SHA256
(0x0069)

TLS_DH_DSS_WITH_AES_256_CBC_SHA256
(0x0068)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
TLS_DHE_DSS_WITH_AES_256_CBC_SHA (0x0038)
TLS_DH_RSA_WITH_AES_256_CBC_SHA (0x0037)
TLS_DH_DSS_WITH_AES_256_CBC_SHA (0x0036)

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA
(0x0088)

TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA
(0x0087)

TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA
(0x0086)

TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (0x0084)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
(Oxc02f)

TLS_ECDHE_ECDSA_WITH_AES 128 GCM_SHA256
(Oxc02b)

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
(Oxc027)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
(Oxc023)

TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA
(Oxc013)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
(Oxc009)

TLS_DH_DSS_WITH_AES_128_GCM_SHA256
(0x00a4)

TLS_DHE_DSS_WITH_AES_128 GCM_SHA256
(0x00a2)

TLS_DH_RSA_WITH_AES_128_GCM_SHA256
(0x00a0)

TLS_DHE_RSA _WITH_AES_ 128 GCM_SHA256
(0Ox009%¢)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
(Ox0067)

TLS_DHE_DSS_WITH_AES_128_CBC_SHA256
(0x0040)

TLS_DH_RSA_WITH_AES_128_CBC_SHA256
(0x003f)

TLS_DH_DSS_WITH_AES_128_CBC_SHA256
(Ox003e)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)
TLS_DHE_DSS_WITH_AES_128_CBC_SHA (0x0032)
TLS_DH_RSA_WITH_AES_128_CBC_SHA (0x0031)
TLS_DH_DSS_WITH_AES_128_CBC_SHA (0x0030)
TLS_DHE_RSA_WITH_SEED_CBC_SHA (0x009a)
TLS_DHE_DSS_WITH_SEED_CBC_SHA (0x0099)
TLS_DH_RSA_WITH_SEED_CBC_SHA (0x0098)
TLS_DH_DSS_WITH_SEED_CBC_SHA (0x0097)

TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_RSA_WITH_SEED_CBC_SHA (0x0096)
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (0x0041)
TLS_RSA_WITH_IDEA_CBC_SHA (0x0007)
TLS_ECDHE_RSA_WITH_RC4_128_SHA (0xc011)
TLS_ECDHE_ECDSA_WITH_RC4_128_SHA (0xc007)
TLS_ECDH_RSA_WITH_RC4_128_SHA (0xc00c)
TLS_ECDH_ECDSA_WITH_RC4_128_SHA (0xc002)
TLS_RSA_WITH_RC4_128_SHA (0x0005)
TLS_RSA_WITH_RC4_128_MD5 (0x0004)

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
(Oxc012)

TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA
(Oxc008)
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TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA
(0x0045)

TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA
(0x0044)

TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA
(0x0043)

TLS_DH_DSS_WITH_CAMELLIA_128_CBC_SHA
(0x0042)

TLS_ECDH_RSA_WITH_AES_128 GCM_SHA256
(Oxc031)

TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256
(Oxc02d)

TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256
(Oxc029)

TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA256
(Oxc025)

TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xcO0Qe)

TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA
(Oxc004)

TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)

TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
(0x0016)

TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
(0x0013)

TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA (0x0010)
TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA (0x000d)

TLS_ECDH_RSA _WITH_3DES_EDE_CBC_SHA
(Oxc00d)

TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA
(Oxc003)

TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)
TLS_DHE_RSA_WITH_DES_CBC_SHA (0x0015)
TLS_DHE_DSS_WITH_DES_CBC_SHA (0x0012)
TLS_DH_RSA_WITH_DES_CBC_SHA (0x000f)
TLS_DH_DSS_WITH_DES_CBC_SHA (0x000c)
TLS_RSA_WITH_DES_CBC_SHA (0x0009)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)
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