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A A HAM A IR Y SEE EREE LACP, Virtual Wire 8 LUE B 7 =088 | ACP 161, [HAE{HiE
LACP IhiE.

fF) WAy auto (HED) |, EEREDT Ok H#5C
) o il Virtual Wire B IEREEURFAE Link
, (BB Virtual Wire FR PR EEER | G5 2L

o) 7y TR R IR R A, SRR TR Virtual Wire B[R —_EAH ] LACP FERH
PITAT AT B R IRAA AR R [k

=Rl M Virtual Wire S22

SR AEFERT IO Virtual Wire BEESHERAHIAAT = 0] PR RS AR B | BT SO B g 1 A i 18]
Virtual Wire N TEIEH ARP EEE A, ZFraeny H iy 1P Arabdr ARP. BB ESTE B H By
\P ALhERAZEAE B Virtual Wire JE] B Y5 — (#1265 AR R pY 4 % 1o

Virtual Wire 42T 5245 E 8 /g Eh B F 8/ 8 HA. BAERA Virtual Wire BIES/ E8 HA 3%, »
ZEf EL AR B A (] 2 0T JORE A RE AR B LS B AR . AL, SRR BN B B A 4 HA BT O
WA TA/EREBL, PO &S HAS R a0 2 S a

BT LARAE HA B R ARy JOfs , FURTRT IR M S SR E B R HA 8R40, 75
Virtual Wire _EFRSEZZE LLDP A1 LACP. =)/ #58) HA [ LACP A1 LLDP THSEAS W I BRI §E
SIE HA 2S5 RS

Virtual Wire 77T B 18 5 PRt
AT LA Virtual Wire /T WA, HlR Virtual Wire AMTEASEATE T, RILEARES
HA i 1P kS LA B I I e py i o RREANS TTL BB ICVP $h el
EAEIR) ICMP FHd.
FRYERS, Virtual Wire T E0E B 2] B 2506 1P Jht. (B2, &R AEREA i
[ S AR S ER , DL B AT Virtual Wire _bE2e i W [ F 3 2edl (P il sl e E .

VEAN FEEE B

TR, Virtual Wire A THIE SRR AITA AR i (HERT LA Virtual Wire 21 H4 i ] 1 4%
WOITEOEAEE A AR R LAN (VLAN) B S s R d i . VLAN B2 [0 A

FLH .

©
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FAE ST I

B LAy 28 7, A T TEETIE EAE R, AREARTE VAN AR E VAN EEECHEL 1P
SRR (kb EEE SR A SRR, AL E ALY R, DR SREEE
VLAN FEELE R BRI 1P Ardih R el A ) VLAN A4

Virtual Wire 41 1H

Virtual Wire #8Z AT Virtual Wire 41 11 870 BRE A S AR o RS 127 T el A o
EHIA B 2 T A R R, REAREBA T R R A A AR R AHERY SR
R FEAEEEN F A [ (G L2 18R] DAAR A ZR AN R A R R AR )

- VLAN BEEE — 47 I A0 (18 VAN AR ) R T Virtual Wire AT VAN
TS PR AR & PR R ISP

- VLAN HEEE4E & IP R (frhk ER sl 7495 — 7 NAIEHIT, ISP 728 BEM(E A [ %
B GRS _EA W S B ) B R . ILELBE AR A R A s b, A VIAN
PEEREL 1P R Virtual Wire T A TEBHR im0 SRR py ek, A7 A AR 1 & - & R
B JE I

B A LA

- BOEME Ethernet AMTHITEZS Virtual Wire 28RS I7EHE MR EFEIRES Virtual Wire o

- FER BN LS T, LASrBE CustomerA BE CustomerB k. WEELE ¥ E S
Virtual Wire B 7T _LEFER VLAN EEAHE . B0 R, B Virtual Wire NEACHR
VLAN 1E5E .

S SR ERE 1P R I TAERIEERNER, FURAESE RSN S P
RECH 7o, DU PR VAN BB e AR 1P Al SR sl A R SR B
R A R

AT EAGE ] 1P R U BOR B RC Rt i A BOE B, S ST VAN B TO) /Y

TAHE, WEFES 1P RN A, AREMH 1P VR R R R

IP 53X R] T B Virtual Wire — S fHBRBRAD 7 J o FEREBES 12 L S _EE e
T HLZAME AT VLAN B8, (HARSEE IP 2 RiRE.

horese ethemeti/2 (sgress)
'iﬁ;---------@ ..........

B 1 ST R RE R TR (8 VLAN FEK)

E I Virtual Wire HE (2 VIAN R SIRER —H BRI ethernet1/1 HEEL

KB CustomerA B8 CustomerB, BZATHIRCE R Virtual Wire, ZHEIAS T 55 (FEREA T
ethernetl/2 HWE AR HE, AHe ALY PR B A7 U H AT o
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WOES T

HHA CustomerA, B HE TN ethernet1/1.1 (Ingress) B2 ethernet1/2.1 (Egress). ¥
CustomerB, B T1H ethernet1/1.2 (fi ) Bl ethernet1/2.2 (WiiH). #E T HIKE, OAETR
VRIEE H VAN EEECANIR I, A Red S ls P EME. fEEEFG T, CustomerA BYJHRELE
Zonel Fl Zone2 Z[HEES7., CustomerB BIJRAIEFE Zone3 il Zoned Z T .

IR AL CustomerA B CustomerB ARG JOISEE, RAECHHEAE G _ER VLAN HZEEE 5 i
ANTAH _EEFRD VAN FEEEE TS . fEtEs, H— A e b EA B LA VAN 12
B, FEREG A EEABBEEN FA T8, RS A 2= 1 R

TEAL RN N T B T _E AN S E IR VLAN B4 . RS A TR S 7 L
J& Virtual Wire /1181 b [ EFHIERER | JE B EFRA VLAN 248 (Network (#8i%) >
Virtual Wires (FHENHE) ) o

S AN Virtual Wire #05 (VLAN BEEREL (P 220 B B — (R B REPT JORS AR 1Y
CustomerA B CustomerB, BT —{RITHRE R HEHE RGN (voys1), FZPTKOREE A WA R R 4R
(vsys)o BRI TR RBTHR M 7 B DT SO, HEHEE T BRE . AR veys HF I 7 & H Y
ST/ P T B A b [

Subinterface e1/1.1 and e1/2.1 tagged for VLAN 100
e1/1.1 onZone3 and e1/2.1 on Zoned

Subinterface e1/1.2 and e1/2.2 tagged for VLAN 100
for IP subnet 192.1.0.0/16
e1/1.2 on Zone5 and e1/2.2 on Zoneb

Subinterface e1/1.3(ingress) and e1/2.3 tagged for
VLAN 100 for the IP subnet 192.2.0.0/16
e1/1.2 on Zone7 and e1/2.32 on Zoned

CustomerA
VLAN 100

Subinterface e1/1.4
21/1.1 on Zone? and

2: ST R (VLAN FEEEEL (P AL

Visys 1 FRAE 2l I EBE A TH ethernetl/1 B ethernet1/2 VE& RN, ethernetl/1 ZfAST
[, ethernet1/2 ZH/E, FIHEALAIRRAEER L. IR e 1R 8 2 i 52 A IR R B AR
Mim i, ME VLAN B4R 100 B2 200 BR4b, B mEAEEe IR T 1h -
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CustomerA f£ vsys?2 F&F . CustomerB ££ vsys3 EEH, fE vsys2 Bl vsys3 b B FH & )
VAN SR B [ da i 7 N A vwire TATET, DA SR HIE R

VLAN A2 45 IP 73 JHFE

A 2 el/1.1 (#AN) Zone3 100 i
e1/2.1 (drH) Zone4 100
2 el/1.2 (HAN) Zones 100 P T-441%
e1/2.2 () Zoneb 100 192.1.0.0/16
2 e1/1.3 (#iN) Zone7 100 P T4
e1/2.3 (HirH) Zone8 100 192.2.0.0/16
B 3 el/1.4 (HAN) Zone9 200 e
el/2.4 (W) Zonel0 | 200

EIMEAE CustomerA Bf CustomerB EEART KM, R ECAHEAEG LAY VIAN FEE S i A
T _EEFRH VIAN EEET I RSB, CustomerA A 287w AR B VAN
M. R, B AORS SRR A ST 1P LR B A N B AT o B B B S R G A
20T, RS abdilrE A iEe A

BRI AR, B O S IR SRR I 2 7 7 _ERE A 1P R LU H R 1P izttt Sl
R FBUIE Y R BRE S 45 S pE T e A O A AR Y 1
FEACHRIFES T 1 T B T _EANS E M AL HY VLAN AR 8 T AR e &4 b

Virtual Wire /-1 & T R aFBOBEEER | I35 e 1Y VLAN 1248 (Network (#Hi%) >
Virtual Wires (JEEEN1E) )

2 5E Virtual Wire
Y TAERER T Al E i Virtual Wire A1 (S A ORBEE 1/3 MO KA 1/4)
AT R 45 13 WA T A ZEBEA FHIE BT Link Speed  GEEZS 3 J5) LA AH A, (Link
Duplex GEAE®ET) ) o Hlan, 1000Mbps 4= T 847 SR 7 1Cbps 48 T LM E R,
STEP 1| #A75—{[ Virtual Wire /1

1. I Network (#9i#%) > Interfaces (/1'H) > Ethernet (£ K#MEE) , ISR CIERLR
BB (BLELEH % ethernetl/3) o

2. # Interface Type (/M HIZM) %% Virtual Wire.
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STEP 2| M AmMhnZE Virtual Wire ¥114»

1. fER—EC KAEER M TH ) Config (KHAE) HAL L, 2L Virtual Wire 174%— T New
Virtual Wire (#T Virtual Wire) -

£y \irtual Wire #iii A Name (£48%) o

HE Interfacel (A1 1) , EIEIAFHENI N (ethernetl/3). (A BERGES Virtual
Wire AT T A & HBIE G R . )

4. Ht Tag Allowed (FCFFROREER) | A O, LAFEHIAFFAER ARG (Bl BPDU Fl1HE:
fill Layer 2 #Miliiie) o HE4E O FoRIAEER . i A\ HAth Fo i B B SO sl A A A,
EE b (THRREZ O; A 0 £ 4.094) .

5. WG ERESK et FE IR I FH 2 Virtual Wire B2 BiES TR R, HIlERE
Multicast Firewalling (£ BVEGEPT JGES) o A, 22 BRMERE R R DA I 7 2006 0 1
Virtual Wireo

6. %I Link State Pass Through CHEAIRAEEE) | DUERT KGFERELLE I 7y GE M. Wi E
FIE] Virtual Wire PR LS B BEAARRE BT O ETRIEA Virtual Wire B3 #55 —1
AT R, B NS e 2 B ATk A B — B ek pe ) R B 2 AT Xk .
FAEASRIBUILIRIA, Virtual Wire BIAR & E3RBEAERE.

/. ¥—F OK (#ExE) LM Virtual Wire P14

STEP 3| #EE Virtual Wire 41 Ta B 45 1 .

1. fEFE—0 KM% B, 2 E Advanced (GEPE) | 508445 Link Speed (i
FERREE) o EPEHUERIYUE T AR T AR R R . IRTERL, SHARE R R A
auto (HEN) SHHEAEHE . mmiE Virtual Wire 4 TH AZETEAG FEIE) A0 845 0 R

2. ¥&—TF OK (HExE) LMiifF L ORAEE A1 -

STEP 4| MRS ERE LLESS M Virtual Wire /vTH (MHHI T 7% ethernetl/4) -
EEHUAEE N Y Virtual Wire ¥0111RF, B Ot & B BEEE8 A8 Virtual Wire /1 THHTIE 5
Interface2 (41 2) -

STEP 5| 24 Virtual Wire 4T 7 B Y 22 2 1 (500 o

1. J%HL Network (#41%) > Zones (I#J%) , 4% Add ) &I,

T AR Name (#48%) (#1401 internet) .

¥4 Location (f7H) , iEIEE HRZIEIT ER A5 -

ETA Type (CEAY) | 2EHL Virtual Wire.

Add ) EZIRIEY Interface (A11HT) -

f%—T OK (HEE) -

STEP 6| (M) s ZatE AR, LLARREF Laver 3 it iE .

FEAFT Layer 3 WEIEM Virtual Wire, AJ #7241 UHIELHI - DASCEF A8 2 I e 2 4 B
g A B S R, SRR AR I e 2 (o A IR R e, SRR LA
BAFHI AL, Fla0 BGP 5 OSPF.

L
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STEP 7|

CEH) B 1Pvé By Kt o

TR AT 24 JE HIFE HIZE F 2 33 Virtual Wire B IPvé i, RIBUH 1Pvo B Ko . 15
A, IPv6 It LA B 5 s .

1. %5 Device (#EH) > Setup (#%iE) > Session (TAERSEY) |, SREHmER Session
Settings ( LA/EMEBGRAE)

2. i#H! Enable IPvé6 Firewalling (FUH IPv6 97 JGf%) o
3. #%—F OK (FEE) -

STEP 8| Commit (#2£57) &8,

STEP 9| (/1)) & LLDP BUERE, W HEMZERANENE GE2R 208 LLDP) o
STEP 10| (i%H]) #dk 1P BB EEHERE Virtual Wire [838, (st « &R, fra
Ak 1P AR IE Virtual Wire #83%

OS® Rk e B HE R

25



https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/zone-protection-and-dos-protection/configure-zone-protection-to-increase-network-security/configure-protocol-protection.html
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Layer 2 471

£ Layer 2 #pE R, WK AT AR — ol 2 (AR I 2 ] sc it S EGIERR S Layer 2 IRBL; B JGRGIFHE
DU AR RAE (ROE RO BAEZE R B ) MAC RLUERAR) o B EASHRRE, BOE Layer 2
S

Switching between
two networks

reas R
User network == 3B b — bl e Internet
\=

USRS IEAE Cisco TrustSec 4 A i F Ze - MEREAHASEAR (SGT), HfEMEEEAE Layer 2
Bl R TP B YR YT AOES o Layer 2 SR BEE a2 b (B DO AT AR AT 4
RO R AL S B

AN EAAR TSR] LA B 1) 25 R R B 8 AN R Layer 2 A TE, E3FERAF a0 e {5 A
HEHE LAN (VLAN) FEBEAS EEARL R A R ) SRRl e 3 — A TR MO & i 85 Cisco
per-VLAN $EJf (PVST+) B Rapid PVST+ f&#iile & ErHEL AL (BPDU) HY A AGE R VAN

1D 55

- AT VLAN 1 Layer 2 4

- 7 VLAN B Layer 2 A-TH

- WOE Layer 2 AT

- BOE Layer 2 MM FAEAT VLAN

- EH Per-VLAN BEBEM (PVST+) BPDU EE

ANFEVLAN HY Layer 2 S TH]

FEBIT It EROE Layer 2 1, LMEHATLARAE Layer 2 #8iH (MARERERGE) HISCHR
firo Layer 2 EARAEHIER A, B _ERTREAN T AR A0 B A B — AR AR, Ry e e IR T I
AR e e ERLRIAR, B KA Layer 2 EREZ [AITR A2 a1t

FE OSI BUGRAY Layer 2 b, FEMGRHE S BAMEZ AT, B A 8 eHUA S At AR A i
HEZR AL T ORISR, Hrha A AR B A RS A U d] (MAC) Aotk (CETRSTERS (L
fit) o MAC fEAibZy 48 RETH/NIEM Y, FR Al AT, I E SREGE TS b (Bl
00-85-7E-46-F1-B2) »

N A R = A Layer 2 S TRTAYBG AGfE, BRI TIEELA—— SR ZUEAR— ] Layer 2 £
o
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4 MAC Table
Firewall initially broadcasts frame out @ Eth1/1 0A-76-F2-60-EA-83
E| other L2 interfaces; adds Eth1/1 and @ Eth1/2 0B-68-2D-05-12-76
Src MAC address to table.
"i Firewall receives response on Eth 1/2;
Frame forwards to Eth 1/1 only; adds Eth1/2 and
Src: MAC 0A-76-F2-60-EA-83 0B-68-2D-05-12-76 to table.
Dst: MAC 0B-68-2D-05-12-76 | . ..cecccesmsnnes PP PNURPPRY »
- Eth 1/1 < ke, £th 1/2 [ ]

MAC 0A-76-F2-60-EA-83 i | Eth 173 MAC 08-68-2D-05-12-76

“Not for me,” drops frame. v

MAC 0C-71-D4-E6-13-44

By O B e 2 H Y MAC 2o B ARIEALIEZS OA-76-F2-60-EA-83 IR MBS SRS EAHE
PREE BT ORI MAC A HAHAIHE OB-68-2D-05-12-76, DRI ACHSAS 0138 165 2R %
ZEWMEAT; BrLL, By KOS i HE LS R E T A Layer 2 ATl B XORSKAIR Az HE OA-76-F2-60-
EA-83 FHRHEAAYT Eth1/1 Hril £ H MAC .

FHEOC-71-DA-E6-13-44 BIIE] T Bk, HHBH MAC IREHE MAC firhk, FiheESE T H
o

BRI Ethernet 1/2 BHEZRELE R H T . B THE 0B-68-2D-05-12-76 Al ERY, Wk
I HBIHALAE OA-76-F2-60-EA-83; B K Ethernet 1/2 B2 H MAC 3£, 1EAELR
0B-68-2D-05-12-76 B4 TH -

75 VLAN B Laver 2 A0

IR AR A A LAN 43 F i BB YRR AN (VLAN) DARBBEAS RIS P A3 A IR &mT DA
Y T =Gk Layer 2 FMEE R VAN, TETTH#E Layer 2 49 [ B o 1 al 2 ] B A . 491,
SER] LA A TR VAN e 23l IBFRE0E Layer 2 /M A AL VEAN.

b7 KO AR s AR A AT CORABKASEE (HAPEEA VIAN ID) BIHEZE, H s/ T 78
BHEAR VLAN D WA, 7 e R 20 b 08 28 M. 48] LIAER IO B — 118
Layer 2 AT, AE23Z 0 A€ — ek 2 (i i, —E3A VAN B4 (D).

E R E, Bk ATIE Layer 2 AT, SRR BN HBNAFETRME Laver 2 T8, 4K

FEATE 1/3 BOEA TAE 1 (BERLA VLAN 10) F1 .2 (R VLAN 20) , [Hbe 1 Bt A v
JEERRAIE. VAN 10 HR A R RS ; VLAN 20 H B EREE A TAE R

AN-OS® H & T B 5 HT Version 10.2 27 ©2023 Palo Alto Networks, Inc.
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Engineering
0E-22-A7-13-10-76

Finance = VLAN 10
— Engineering =VLAN 20

Src: 0A-76-F2-60-EA-83 |
Dst: 0C-71-D4-E6-13-44 Eth1/4
VLAN 10 VLAN 20

Eth 1/1 ~SSSaimsiasm Cth1/2
VLAN 10‘—TLAN 10

Finance Eth 1/3 Finance
0A-76-F2-60-EA-83 VLAN 10 0B-68-2D-05-12-76
VLAN 20
20 10
2 1
Eth1/3 has J | i | Engineering
logical subinterfaces Finance 0D-64-D0-E9-12-71

associated with VLAN |IDs  0C-71-D4-E6-13-44

TEREGIH, MAC (2hEZ OA-76-F2-60-EA-83 M FEMIGTA VLAN 1D 10 FIHEZREIR [T KOS,
SRIG P OIS EE IR 2 HA L2 /T OORBIEE AT 1/ ARz e, AT AR H Wbt %
0C-71-D4-E6-13-44 pFH, I HHFAT 1 #H5IR T VLAN 10 S KBS 1/3 HHE L
15 PR R M

2t )
SO Laver 2 A H
(BT Layer 2 X HATTEDFES VLAN IR SR, BT VLAN 1 Layer 2 411

STEP 1| ¥&E Layer 2 AT

1. i%2H Network (#8i%) > Interfaces (/11f) > Ethernet (£ K#HRHS) |, SABEEU
[fi. Interface Name (/7 HI&4F%) 25l E(H, W ethernetl/1o

EN Interface Type (/IHEM) | L Layer2.

BN Config (AHRE) HEE, N THITEIRAS Security Zone (#HAE) mk#E 7 New Zone (7
) .

A AENT OGRS EEESTARAMY Laver 2 ATH, EARE HAD Layer 2 A,
STEP 2| &%,
F—F OK (#E) 1 Commit (#2%%) -

RAE Layver 2 /MHS T HEAT VAN

(EAETTEE Layer 2 2CHN HFT B4 BR45 VLAN AR, B0ErT VAN 1 Layer 2 Jriile ZEAI LA
B H Layer 2 AT B2t R B Laver 2 VAN B8 — Ay /1 2 B AGEE 1P 18 s
iE o
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STEP 1| &€ Layer 2 MHIFIFATHAFFEIR VLAN Do

1. I Network (#9i#%) > Interfaces (/1) > Ethernet (Z K#EE) , SREEEY
[fi. Interface Name (/71HI&ZH%) ZulEE(EH, W ethernet1/1.

17 Interface Type (/MTHIER) | %Y Layer2.

I Config (AHAE) HE.

¥ VLAN, PR FE None (JE) &

HA TRk, Security Zone (ZaVEImi) siES7 New Zone CHTIEIK)
f%—F OK (HEE) -

YN BRI O KA AT, #%—F Add Subinterface (B 1/ i)

Interface Name (/" THIZHE) WA EM. —BEEE, WA T EI0E (HES 1 %2
9999) .

9. HA VLAN HEE 1D, #iE%A 1 E 4094,
10. K7 1EFRIRES Security Zone (Z24PhEIRIE) o
11. #%—F OK (HEE) -
STEP 2| &%,
¥—F Commit (%¢f}) -
STEP 3| (/) EMHEA WG E RN IR SUERs, LAEH Layer 2 B3 M (8K Layer 2 &
BN Z ) AR 1P s F R EE

CE AU AE PR

B Per-VLAN JEEM (PVST+) BPDU BEE

Wy Layer 2 TRETGENT JORBATHRE , B A% Cisco per-VLAN $# A (PVST+) B¢ Rapid PVST+
e e R AL (BPDU) R RS AGERER VAN 1D (PVID) SEAEHE B E 1IEMERS H VLAN 1D
SRS BPDU BHE H 250 8 PAN-OS 7.1 BRI TERAT & S i By SR AERT MR =3 AT VAN
FIY Cisco S g 2 [H#EREREED Cisco 8 PVST + Fl Rapid PVST + HEZE, DMEFE A Cisco PVST
+ F1 Rapid PVST + B4 B ASHE (R AT DAIE 51847 B OIS /N & 2 BLEE R 8 (STP) AR i
) H AR B R A AT R R

© N oW

Cisco 3 g WhZE A5 10 &Iy o8 DAEAERTT s B 1E % {# F PVST+ 5, Rapid PVST+
BPDU HE & WfE.

EAE Layer 2 COKHHBK B4R O KB (AE) M1 _E S22 RE. BT JORE 0% PVID iR % 1 %
4094, JFA VLAN 1D % 1, LAEE Cisco JFUE VIAN BIEMHEA

B BE PVST + BPDU B INAE, PAN-OS 388 PVST + JF4d: VLAN BIMES . X3R4 VLAN B
PEPR A VAN BRI HEZRIS A B A VAN AHEERY PVID 1248, FER— Layer 2 #38%, Frf
TSN SO ZE B AR AR A VLAN, PVST + A REIEH AT % Cisco Fid: VIAN FE# A

vianl, {H VLAN ID ATLLE 1 Z AN EIT .

Ban, B JOERCER M VLAN PiiE (ZFE& VAN BRIDGE) |, ¥ B 8 A <c Hass B B 1R 4
BN TR 7T FERREIF, VLAN B35 =871 8% 100 By ethernet1/21.100+ 12
¥4 1000 Y ethernet1/22.1000 FIEEEL A 15000 ethernet1/23.1500s
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2L e
mLIEf\rm

s VLAN BRIDGE BT T ok :

Ethernet WLAN Loopback Tunnel SD-WAN

)
=

5D-WAN
LINK WVLAN / VIRTUAL- INTERFACE
INTERFACE INTERFACE TYPE STATE | TAG WIRE SECURITY ZOMNE PROFILE UPSTREAM NAT
EFethernet1/21 Layer2 Untagged none nong Disabled
ethernet1/21.100 Layer2 100 WLAN_BRIDGE Zone_Trust Disabled
== ethernet1/22 Layer2 Untageed none none Disabled
cthernetl/22.1000 @ Layer2 1000 WLAN_BRIDGE Zone_Untrust Disabled
&= ethernet1/23 Layer2 Untagged none none Disabled
ethernet1/23.1500 Layer2 1500 VLAN_BRIDGE Zone_Management Disabled

TE N A E A E B S R T BT O BB EE PVST + BPDU HIJIEST

VLAN 100
Layer2 Clients

IPVS'“ L2 VLAN Bridge

< PVST+ N FW floods packet to VLANSs in
VLAN object, rewriting

Cisco Switch _ PVID 100 to 1000 and 1500
PVST+ BPDU PVID=100 21400
VLAN 100 L2 VLAN 100
eth1/22.1000
E PVST+ MLAN 1000 L2 VLAN 1000
VLAN 1500 €th1/23.1500
L2 VLAN 1500
{ PVST+ BPDU PVID=1000
IPVST‘ ( PVST+ BPDU PVID=1500 ﬂ

Firewall

Layer 2 é E Layer 2

VLAN 1000

VLAN 1500 %
L B

Web Servers Database Servers

1. B VLAN 100 B Cisco S e &l PVST + BPDU (PVID 1 802.1Q VLAN &%
100) EEZE P Ko

2. B RN TR A e e 2y Laver 2 A THEER o By GRS Bl A VAN 100
TEE 5% VIAN BEf A BPDU [ PVID FIVLAN FEEITED  FIHET JOfS &3 3% BPDU.
B IS8 PVST + BPDU MR EIE AR — VLAN #1i: ir g Bt/ (e R 2%
ethernet1/22.1000 1 ethernet1/23.1500) » 0% VAN BEEAUCHL, By AfEH| €& E 5
BPDU.

3. By KA ER AN T (B FE— VLAN #16F) JEmH BPDU K, P ES PVID FE
il 802.1Q VLAN 4 LADLEL S AT RS VAN BEER . FEonEld, & BPDU BT Aot EAY
100 EE A 1500

4. H:# Cisco S HEER AR BPDU HCIERER) PVID 1 VAN 248, WEREE PVST + HaLME
JUAE I v a] REAFAE Ay R

AR CLI B Ear & a] LU BE PVST + Al Rapid PVST + BPDU.
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A B O PVID A PVST + F Rapid PVST+ BPDU R (TERRMEAMUH) -

set session rewrite-pvst-pvid <yes|no>

b KRS EE A VLAN 1D (BiEA 1 2 4094; TERES 1) -

WRAE gy _ERYJEAE VLAN ID 2A4F 1 A9ME, S ZEHB s R JE A VLAN ID
BOEMFEPEE; AR, B OB e e 23 AR VLAN ID BIEEL. B0 AR
ARFIAERE LR AT

set session pvst-native-vlan-id <vid>

FERFFA STP BPDU 1,
set session drop-stp-packet <yes|no>
AT REEERTA STP BPDU B 5 K A 7~ ] -
- TR OSSR g TR g 2 [ A HAA AR ernE SoE e, HIAN TR 2
STP, il HLa] LAFEAC #gs B HAS H STP sldkB ARG E 8.
- RAFAEARIE T STP AS g S 5 B BPDU, RIS T] LALERT IO B A5 11 STP EHA1LA
B 1 BPDU #43
BB 25 OO PVST + BPDU FEE, B PVST 4 VLAN 1D, NHEERT Kifs 215 EAEE S
A STP BPDU 1.
show vlan all

pvst+ tag rewrite: disabled

pvst native vlan id: 5
drop stp: disabled
total vlans shown: 1
T il JiE 458
bridge ethernetl/1

ethernetl/2

ethernetl/1.1
ethernetl/2.1

FEREHERR PVST+ BPDU $7%.
show counter global

#F flow pvid inconsistentiFt#idy, atBAsHTHA PVST + BPDU EHEHH] 802.1Q
LA PVID SRALASUCHEL AL
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Layer 3 411

TE Layer 3 #EH, BT O PTAE 2R 2 B FH I B o SN S R0 S8 A 22T T R A 2 A1)
Layer 3 4 THI % B & 1Y R FE 0 e, SAE T ATREE Layer 3 /Tl

Routing between
two networks

10.1.2.1/24 ‘ 10.1.1.1/24

>
Usernetwork == 3B o =N - = - Internet
= W
N

MR A& IEAE Cisco TrustSec # ik i e MEREAH AR (SGT), S0k &7 Layer 2
oy e PR A R R BT SRS o (B, IRIETFEAE Cisco TrustSec 481 A F
Layer 3 i Xt , RIMEAEWNAE SGT s il ifling & (SXP) ¥ 558 =~ HIHRE Layer 3 Pk
i, AT K LA SXP 6 SRS < W i o

=€)

AN EENAR T WAEE Layer 3 AT LA AT SR R (NDP) 24248k 1Pve MG
TR A A I T A RSB IPvo ArhE DA B E

- BE Layer 3 AMTH
- I NDP BB IPvo 4

WRAE Layer 3 /T1H

TAZIR IR A Layer O A1 (SRHEES VIAN. ERERUEEATH) B8 1Pv4 58 IPv6 bk,
LASEIT KOS RE S RIS 26 A0 1] BT Hh o A SR I A i h B BRI 1 s, HIa i o
Sl P Ahike EBATLAT TAEZ T, SRS tho 15 EE 28— ME 2 i s 11 o, BfEIE
PR 6 R 5 [ 2 B e S it 40 o

B R AR o A T R A S A 1 1 N A TR R P A B AR P SR AR B A T o S RT DAAEBE
EA T _EREE IPvA B IPv6 frdiks

PAN-OS [Jj ‘Kl 22 57 1 2 B B nl 4 Layer 3 /T THITE IR 16000 f[ IP A7tk ; H AR afE
IPv4 F1 IPv6 it o

WA 1Pvo B& T, HIRTCARERT SR AL DNS BEEN 1Pve B e s A BT KOS 2 1PV DNS
F PR ALIE DNS /A RES (RDNS) Stk Al DNS #5355 M P umGESf#tr 1Pve DNS 2
Ko HIL, B O A GBI DHCPVO A iR#R FI1EH -

©
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STEP 1| ERUE, MR HE0E —E% et

1. I Network (#9i%) > Interfaces (/1) , A1&i%HL Ethernet (£ K%

#) + VLAN. loopback (£ AK#4#%) =B Tunnel (ifiE) , EHSAEPGTEEA ATk
7,

EEHEROE AT .

5 Interface Type (ifiiE) —Layer3.

1E Config GliE) EH% [, i#HVirtual Router (JEHEESHIRS) |, SAEIE BB E (1) 1
e, Bl default (FEHRR) -

#77% Virtual System (E#RE ARG |, BEUEERCENBER AR (WREL HER AR K
) o

HHHY Security Zone (ZZAhIIR) | JSREATE FrJE 0 A EE 57 New Zone (Tl

1) .

Fe—F OK (HEE) -
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STEP 2| ZJrisE Pv4 firdiko
SE0] DAZE R 7 =R 720k Layer 3 AMTHITETR 1Pv4 Atk
i
- DHCP P —B5 KA/t e DHCP P, HEi BB @) 1P fohiko By Kot L RE S

DHCP I A1 T B S OE (S BT Ok _EIEARRY DHCP fafias o a8 i i HTE A B
IS A (AL IR T Y DINS A A g b R (470 280 7 A T o A a4 B ) P Al o

- PPPOE— A T RRE 2 LKA IS L 1) B BEE R € (PPPOE) A 1EBE DASZ IS H P 4RI
(DSL) BRI Ry AR, ILEREEH A DSL SR MUE A n] 4 AR i HAth PPPOE &8 .

1.

6.

122 Network (#41%) > Interfaces (/11H) , SA1Z13IN Ethernet (£ K%

#) + VLAN. loopback (Z K#4i%) B Tunnel (ifiE) , HESHPASTEEA /I
EI:JA)

BEICEROE BT -
B EL THBOERRRE (Pv4 (k) FI7E IPv4 EHE L, % Type (B #%E% Static (BF
RE)

Add (i) Name (£FH) |, SREIEREVEMEG A ALHERT Description (Hi4)
N Type (BETY) | iEEUDL NALAIA:
- IP A BB EE A 1P Arhik R A B B AR YRAG AT, BN 208.80.56.100/24

IRy Layer 3 AT Arhb(# ] /31 T-HE ks RIlAEME R (1731 frdik
ROESTTH, LM ping s RRAE F i8R,

WRAEHE IPv4 ALk [FE A, HIZEEH] /32 THEEG IR
W, 192.168.2.1/32.
- \P i A 1P AruLEE , B 192.168.2.1-192.168.2 .4,
- FQDN— i \ S B4 24 -
A R R Tags (BE48)
—T OK (H5E) -

STEP 3| o viaieE LOKAE I L R BB B A E (PPPOE)e RHZR Loyer 3 1.

No W

HA T8/ F 8t RN 3% PPPoE-

25 Network (441%) > Interfaces (/7)) , X125 Ethernet (£ K%
#) + VLAN. loopback ([7]i%) = Tunnel (J#HiE)

BRI E A TH

1€ IPv4 EHE F, % Type (JEM) #%E7% PPPoE.

1E General (JEA!) HE [, #H Enable (HUH) , A% PPPoF & 1RO A
i \ B BEH AR Y Username ({5 2 F%)

gy A\ A FH 2 SR Password (#M5) , 4% Confirm Password (HERR%M5) o
%— 1 OK (HExE)
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STEP 4| WA\ EL DHCP T P LAZUCEhEEFEIRAY IPv4 Ak

HA Z=8)/F8iRiA S 3% DHCP H P o

STEP 5| AN THECERRRE IPv6 At

1.

I Network (#91%) > Interfaces (/11H) , #K1%i%HL Ethernet (£ K%
#) + VLAN. loopback ([Ali%) =t Tunnel GEiE)

2. HIERCERHE
3. 1£IPv6 EH# I, #HlEnable IPv6 on the interface (FE/TH _EEUH IPv6) |, LIfEATH |

FCH IPv6 2tk

EA Interface ID (N1HTID) , VA ARSI A 64 57 70 A A E— 5 1A

(EUI-64) (B, 00:26:08:FF:FE:DEA4E29) o WIRGKIIRAAREE S H, B A € {di
MEEREAN T MAC frhbEAER EU-64. AAEFTIEAHERFRUH Use interface ID as host
portion (fii fHATAT ID VEZ MRS ) 18RI, BT SO EAS AT 1D VEZRZALHE ) T4
P

5. Add GHFE) IPvé Address (b)) |, mhisEHrhERE4H
6. j#HlEnable address on interface (FAHNTH _ERIAAE) , DAENTE _LROH 1Py Aidiks
7. J#2HL Use interface ID as host portion ({71l ID 1EZ&=EM#ER5) , LA Interface

10.

11.

12.

13.

14.

D (AVHE D) V5% IPvé Ariik g 4o

(21 3EHL Anycast (fL=fEi%) | i IPvo frhih (B8 ) ATkt (5
H) , EEEEZEME S SHEE N ER, Pvo SRR 2 el A
W AETES (R4S Bl 5RO 8 R BRI LR 2)

(IR 2 s /i) 121 Send Router Advertisement (FL0%ESHESE ) (RA), LA
B SOt RES AL e = 2 TP BRI Ak, FEIEREET T, GOELZEAES T LU A
Enable Router Advertisement (HUHE h#sES) 8 (F—HEE)

(MEFR 2 i /i) @A Valid Lifetime (sec) CARUGEREI () ), EHIAMA, Bi
IO R A R T B IS A BRI Preferred Lifetime (sec) (MR i-17 B4 1

(B ) (FEREZY 2592000) o

(TP 2R i Ay s N2 HHE) Preferred Lifetime (sec) (w788 (F)) )
8RR, B7 JORE T8 R A AR BRI O o B I A7 B B, BTk
o sl A A Ak SR S AR | (HAE Valid Lifetime (ARUFERBE I #WRT, EMBEA
IR (FRERy 604800) o

(R AR i) R R AV F B A st R AR B ook (s Py) , HIsREL
On-link (FC8EELE)

(PP AR i) R R AT &S & B A R E IS BT 1D s Sr sy (P Adlk, HIJSEHL
Autonomous (H#) .

F—1F OK (HEE) -
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STEP 6 |

CEEFRAAEH 1Py 1 2 RS ol VAN A1) FURERT KRS IREN TS 1Pvo B g E 45 (RA),
AT LA RA 28,

O

AR R

10.

11.

12.

13.

A A TR E T RA 280 B AN EE R B fas/EME AR, HEE
2 RERFEBIRH RS B, #ET /MY Min Interval (5/MEIFE) « Max
Interval (i K[HFE) FRouter Lifetime (if%H#s :arildil) | LME IPvé H P/
T BB 00 A T S [ T R RS PR ok A T S [ T 177 B 6 2 40 0 v 1y LA VLR T

B Network (#45%) > Interfaces (/71H) , ARSI Ethernet (£ K#EG) X
VLAN.

EEHUACEL E A TH
I IPv6.
%2 Enable IPvé6 on the interface (74 H _FHUH IPv6) o

1£ Router Advertisement (7E/TH_EHUH IPvé) E 4 L, i%H Enable Router
Advertisement (HUHBSHAvE S ) (FHRAEH) -

() BE Min Interval (sec) (B/NEIFE (F)) ), BIBT OB R ERER RA Z &/
ks (FEFE % 3-1350; TEFER 200) o B GRS H AR E 2 S/ I ME B K AE 2 FET 1 B
BB % RA
(SE) #E Max Interval (sec) (KR () ), RIBT ORI EE R RA Z M HIEHK
ks (FER % 4-1800; THREE 600) o B JGHH AR E 2 S/ IME B i K AE 2 FET 1 B
M BB RAG
(S B EE M2 AR E i E 2 75 Hop Limit (BREFRS))  (HIER
1-255; TEBRAEA 64) o BN O AR BRG],

() #%5E Link MTU GHLAE MTU) | BIFEEE F 28 P i 11 T 245 A K {006 BEL G
(MTU) (#EE % 1280-9192; THREIE % unspecified (K15E) ) - 1EH unspecified (&
fEAE) , ABCEEA MTU.

(1) #%Z Reachable Time (ms) (FJEZRIRER] (Z=F)) ) , R P smfel s nr
HARRE IHERREIE R, PR S 0 nl s g i) AR R[] (LA DA nT) o i3
B Unspecified (ARF5:E) FniA nEAR R EIE (& 0-3,600,000, THRZA
unspecified CEIEE) ) -

() AE Retrans Time (ms) (EFrEERH (7)) ), RIYEH 7 im %

FRZ R (VAR AREA) P A O 0 a oK S I B e 5 Reae o ISR

Unspecified (CRIEE) FRnBEA B KR (HEE 04294967295, THR
unspecified (RI5E) ) -

(1%]11) BUE Router Lifetime (sec) (¥ igsA: @@l (F) ) , B3l JOREE
ZHTERE TR REFHR B (HEEZS 0-9000; THRHEZ 1800) o T4 E N7 IO A2 B
o WA ATELIR IR, P s e 1 L E R A B R A BRI SO IE E WK A
A E R T I
#WE Router Preference (% HI#R{mITaAE) , WEARMBKIEBFH A ZM Pvo B HAT,

FH P i 42 5 AR R AT 1 B 1 25 o High (55) « Medium () (FEE) 5

®
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Low (k) & RA B HIBESCIEIY, By At ol ghe it by e A % B ) L At e ) £
JElEF o

14. j% I Managed Configuration (& FIAHRE) | A A P uatg s ALk EE DHCPYG 12

o

15. #Hl Other Configuration (HABAHAE) | [\ A umiE s &R DHCPve BUSHAL A 1 E

M (Ftn, DNS HHBREE) o

16. %1 Consistency Check (—2UPERD) | FRET A Ba et HA RS h#s FE 1 RA B 2 iy

AERIVE S 8 BT SO & ResR A — B

17. ¥%—F OK (HEE)

STEP 7|  (fEFAEH 1Pve (ki 2 KA s el VAN A1) HeENT KSR B A A ND B e
HHE SRR DNS ARG ALHERT DNS #3355 .

RDNS fAARZSFT DNS #3752 DNS FH P35 DNS #HLRER)—04, i P s fEAfdAT 1Pvo

okt

DNS Z:3K o
1. i%HL Network (#81%) > Interfaces (/1) , SAfAH Ethernet (£ K#k) %

Gk W

VLAN.
BRI B A T

#HL IPv6 > DNS Support (DNS %) .

TEBS av B A5 7 DNS &ifl, LAERT IO E% 1Pvo DNS Bifle

EA DNS Server (fAlfilRgs) , Add GBS WEE DNS fAREZSH IPve firdl. 2 H]
Add CGHHE) J\EEE DNS fal k&S B JOREAEAE ICMPv6 B R E A, & BRI HY
JIEL (% A AR 2 AE

AR A7 45 2E Lifetime ((FREHA) , TERLIIR, F P usml iR 2 RDNS fal R it
Ep ey

- Lifetime (f£88H#1) /it 1E Router Advertisement (I%Hi#nE+5) HE FkE
HIMax Interval (F KRG FIWi{E% Max Interval (EcKEIBE) Z M. #lan, sk
[HPE 2 600 F, RIlf7 B ISR % 600-1200 s

- JEFX Lifetime (/78] % 1200 #.

H DNS EHE, Add GHrtE) —f# DNS Suffix (DNS Ef5) (Al ARG K24y 255 L

JCA) o BZ AT Add GEr) J\fE DNS EBil. PO ICMPyo B s E S, #4418

BTN A TR R A o

PIFM 2B H5 2E Lifetime (GFEEHA) |, FEUCHAR], M Puwanl (8 M. a8 p S A

PREREEL Server (fillll#s) AHIF .

—F OK (HEE) -
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STEP 8| (4 KA E VIAN Jriil) HRAERRAR ARP IHH . #FR8 ARP THHFR(IK ARP EHL.
1. i%2H Network (#8i%) > Interfaces (/1'1H) , SAfREEH Ethernet (£ K#k) %
VLAN.

BRI B A T
#H Advanced (%) > ARP Entries (ARPIEH) -

4. Add (F) IP Address (IP {ihlk) Sz H %R MAC Address (MAC fizhl) — (ff ot it
HEAPHUERIALIE) o B VIAN AT, ORI Interface (STTHT) o

BFAE ARP TH H RN . TEHROIREET, PRI iy B B 23 ARP TH Hifi ik 1,800
s ST 5T ARP PREUEIR ; w52 BIR0E TN B .
5 F—TF OK (HEE) -
STEP 9| (L ARG VAN A11H) $eEERRE IR MR E (NDP) THH -« # AR IPvo By NDP 3,
fTRIThRE, BB A 1Pv4 B9 ARP BTER AL T REREL L
1. I Network (#9i%) > Interfaces (/1) , A% Ethernet (£ KMIEE) 1k
VLAN.

2. BEIUEESRE I

3. #H Advanced (fif%) > ND Entries (ND IHH) »

4. Add GHi) IPv6 Address (IPvé fiitillh) [ H AR MAC Address (MAC fi7dlk)
5. #—F OK (HERE) »

STEP 10| (i) fEiE BRI

1. BRI FRORIRE, FATEE Network (#45%) > Interfaces (/i) , SR1A1%HEL
Ethernet (£ K#E) = VLAN.

TR A R R A T
51 Advanced (i) > OtherInfo (HAWEEN) -

4. B Management Profile (5EERCERE) JHH, BEEGEERE L New Management
Profile CHrEtfFERIERE) o

W AGCERST) Name (4F%)

6. HfJ> Permitted Services (fuitiIiFEs) , BERUIRFE:, B0 Ping (1) |, SA%BI&—TF
OK (ff5E) o

STEP 11 | Commit (#%¢) &Ay%E,

STEP 12 | HA#RHEE T o
LA A AR A R RE 1A T P e 4 A A [ 3t S IR 1 S0 4 I R
STEP 13 | #2275 TAE.

{5 Web AP Network (#5) - Interfaces (/) , SABHER Link State GEAIR
AE) M G B R R LA (D, SE AT Dashboard (£ H) LI Interfaces (411A)) Widget
H SR E A IR R

STEP 14 | e A RIS A/ Bl G FB Rl as, LA RE RIS P e OB phy i BE S 6 it e
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STEP 15 | 8 E FEREIE H -
AR R A8 S T TR Pl SO TG o K L A TR e H o

HH NDP & |Pvo T

AT T W NDP £24E 1Pve 4%, BRI A T ERB I DHCPYS fillilkes. HA
TEAEE T WA NDP B 1Pve prhk, U@‘” BLis A B8 S e PR I A 2 %&*ﬁ%ﬁﬁfﬁ%ﬁ’]
IPvé A MAC Hzdiko

- DNS #HRBHY IPv6 B HAsE S

- IPv6 IS R B EROE RDNS A IRESFT DNS $8 sy 8
- NDP Bz

- U NDP

DNS ZHEEY IPv6 B H#s B 45

By Kt 52 (ND) B BEAES 213558, R ERT LIAE I REC 6106 DNS ﬁﬂﬁﬁﬁmpwﬁﬁﬁa
THEIA IPvo EAERALEEE DNS fal iR# RDNSS);&%IE%D DNS #5355 (DNSSL) #8IH, Ea&m
Layer SATIAN g, AIFERT K _ERETELE DNS B8IH, LMEPTJOMEEATRML IPve 4%, IR
DHCPv6 fRIfiRZS BN A2 A M. B ORI EL (Pve BRHES B4 (RA), HA a8 TR DNS 4HAE
—HB Y IPve M, DA EMRES I AR A B IS . RIBE, A 7 1Pve FHERE

- AENT DNS BRI RDNS Al ik Artik o

- DNS H Fumfemi NI 2R 2] DNS &# 2 AT I EA e B AR (—k—(#) i
HH (B

FA PAN-OS & EM O KA T 1E G RN LA Layer 3 VLAN A )37 48
DNS #HAERY IPvo BRI S B 4o

. REAT{H3¢ DNS 4HAEIY IPV6 RA, [RIILBT K EC 2 T 8 DHCP FULIRI/E A, 1 H.E
ﬂfﬁ DNS Proxy~ DNS F Fuak DNS ] AR A B 87 T AN AH B o

ZB7 JORRRRE T RDNS iR as AR baz, By KOS 2y 1Pve E8E (DNS HIP ) fRtiE L

ko IPve A —(E B 2 M Az hkHE AR RONS fAlfiRgs. Ml DNS flfiias &g RONS
fARAF B — 251 DNS iRk, EHTEPFJ?%E‘JE%E%@@@J?’? fan, A HE B
www.paloaltonetworks.com R, AR B &3 BT R A AR 1P Arhk, H P am R
KRBT A . HP U HIVESE BB E IR AR ISP RIEEE DNS frIR&FEEE DNS Ao
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ISP
2. DNS query to Root DNS

Server: What's the IP address of Authoritative Name Server for .com
the Authoritative Name Server 2001:DB8::1/32
that handles .com? 2 -~
7 -
e
Root DNS Sefver ,
3. Aulhorit/aiive/l\lyséver is 2001:DB8::1/32

Authoritative Name

Recursive, DNS Server - » Server for
paloaltonetworks.com
4. RDNSto Al tl"rﬁame Server: What's the IP address of the Auth 2001:18C::3/32
Name Server for paloaltonetworks.com?-

5. Auth Name Server for .com to Recursive DNS Server: Auth Name Server for paloaltonetworks.comis 2001:18C::3/32

6. Recursive DNS Server to Authoritative Name Server for paloaltonetworks.com: What’s the IP address for www.paloaltonetworks.com?

7. Auth Name Server for paloaltonentworks.com to Recursive DNS Server: Here’s the IP address for paloaltonetworks.com

T/ 8. Recursive DNS Server to IPv6 Host: Here’s the IP address for paloaltonetworks.com

1. DNS query - What's the IP address for www.paloaltonetworks.com?

IPv6 Host

IPvo i Has B 5l REEL & 2 DNS BB A ARgS AL SR IE & —EERA HH R 5O [ 147 B8 Re T o
1— DNS Bl DNS AR A bS] RE A & 2R8I DNS fiRgsArhl, HEhE Lefrht A M E
P17 B FRE

DNS 483 B — i a5 1 b7 SOt R DNS P E 2 iR (RBRS) BE L. BT JOhHE )
DNS H P umf@ibazig B, DIEHRSERE DNS Ay B, DNS H P& fEm A SR E] DNS
A H, ARSI (k) EASEEEEIEARG, FEMIAE DNS A e A A s A4 A
(FQDN)o filan, WiRArssE DNS P i g 2 Balst e A BRI 485 Tquality ] $238 DNS

A, UE%HH%%'@EZ%WTMH%X’UE%D DNS =g 8 i iy s —(E DNS B, SRR DNS
Bl WRTERE _EAEE— DNS BRER [company.com] , R HES A K DNS 2281 %
FQDN Tlquality.company.com] o

AR DNS BRI, HIA 7 & s B i 885 8 DNS ERSH 28 A8 58 B A R0 R i DNS
7'%:1 F P ﬁ'#ﬁfﬂlﬁﬁ R DNS B, BEF| DNS fRaT (ZHSFIEREMNS) sE R s ER
W35 B R .

f@ﬂu?%@‘m;%&%‘”x 1A ND DNSSL I DNS JH P i f e ) A5, Bl DNS 1 s0F 1
BIEA DNS HP S EHRSERE DNS 23t Hh 8 F IS 2L A .

BEFEE RONS fARZSAT DNS HEEE T2 1Pvo B 545308 RONS g Al DNS 18 5537
% IPv6 8% o B ik .F RDNS {rl iR 25 F1 DNS 48 =3/ 5

FATH TAE, DAREE IPvé T DNS BEN 1Pvé B i 5 o
STEP 1| A Kb AN THERRE 1Pvo B A E o

1. #HL Network (#i%) > Interfaces (/1) , SAZIEIL Ethernet (£ K#IEE) 1k
VLAN.

f%ﬂl%?ﬁ%ﬁ’]ﬁﬁ
£ IPv6 E# L, %5 Enable IPv6 on the interface (£ _ERUH IPv6) -

1£ Router Advertisement (e85 1) EHE L, i#IX Enable Router
Advertisement (U H#RES) o

5 4% —F OK (HEE) »

= I
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STEP 2| 45EW JORREAEAC H A TR ND B e 5 & S YRR DNS ARG IERT DNS 8533

[=1=]

E‘O
RDONS falR#FF1 DNS #3552 DNS H 7 u DNS #HRBR—585, (M P imaE gt 1Pvo
DNS #3K o

1. #EHL Network (#9#%) > Interfaces (/1) , SA%i%HL Ethernet (£ K#EE) =k

VLAN.

2. SRS E B AT

3. i#H IPv6 > DNS Support (DNS 7 1%) «

4. fERHAE SRS DNS &R, LMERT KRR 1Pvo DNS Bifle

5 %j‘ﬁ/} DNS Server (’fﬂﬂﬁg‘%) 5 Add (%ﬁi) J‘Ej@ DNS ﬁ]ﬂﬁ%&ﬁq [Pvo /fjj;lj:o %%ﬂ

Add CGHrIE) J\REIEE DNS falfigs. P JOAE ICMPye B E S, %0 L8R
I 2% £ Al s oz ko

6. LRV ABAITEE Lifetime (FFRAHND) | FEMCIAR, P sl s E RDNS fA R EF it
AR
- Lifetime (/7)) /M 1E Router Advertisement (BHasE ) HE T

fMax Interval (F K[EFE) FIWifs Max Interval (FcKEIRE) 2o #ilan, ik
kg4 600 #, HIFFBE AR % 600-1200 .
- TH®X Lifetime (f7RHH) 7% 1200 .

7. ¥R DNS S, Add GErig) —1{F DNS Suffix (DNS J25) (#i s k% 255 i
JCA) o AT Add CGErE) S DNS Bl B JORHEEE ICMPvo g s, #%1m
EFF B NE X A

8. UM AHAITEE Lifetime (A2 | UM, F PSR al (6 RS 17 B 307 At 4t el A
ERER(EEL Server (falfil#s) AHIH

9. T OK (HEE) »

STEP 3| Commit (J8%5) MEHYEHE,
F—F Commit (%2ff) -

NDP $z

IPv6 (REC 48671) BITTAARZEEFRAE (NDP) 34T BISHRERULUR IPv4 B ARP ZhEE. 1KTHR, Bk
s EHAT NDP, R ICMPv6 BHEIRF I IBME AT AR 2 Ak I8 A &S R A AR AE

O NDP B MBI RE AR A A i 45 _EEE B/ 1Pvo Atk H MAC frhk. User-ID HHATEA

Wi A A f% (A SREEE M S H IR )« Arhbpyrl gk e LU Bl NDP Bis
AU EIA B I 1Pve bk r g has S5 0 H IR . 32 3 AR = I, 8% EIRE

\Pve SEETTRER A& ARG, FIIEIFe. (EEM. MRS,

IR B HGE R R T Z R AIEEB R, # 1Pve itk MAC ArhbFI(E & SRR
PR A . GFRSEL |Py6 (hEEHER) MAC Aokl A REBHER] MAC ALHE A AR5 BB A #a
A AT BB .
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FAE ST I

D) NDP BEIIARIAREORE R SR I AAE, AR KOl BT 7 36 ] AT A 72 LAt
HRHE, ’FEL.%T NDP B AL (DAD) FHUE . BT IO RE A% H O AR
I _ERREE

NDP E*#Ijmbﬁ B2 [ s FH P it A A0 A EEAG (B (DAD) B B ] LLELHE [Pvo ND
B, (HRNETTEEEEHER o

firE PAN-OS BISE FRI O KBS AT 5288 O KBS LA VIAN M8 NDP B
o

i NDP Bz
AT TAE, BATHRH NOP B,

STEP 1| JH NDP iz,

1. #H Network (#E%) > Interfaces (/i) , IA%BIEHL Ethernet (£ K#EES) =k
VLAN.

U E AT THI

BRI IPV6.

2 Address Resolution (fhEHFEAH) -

I Enable NDP Monitoring (Ff NDP Eif%)

AR R

O k45 NDP B5451% , W67H Commit ($2%2) , $A%% NDP B54a A RERE)
s k.
6. T OK (HEE) o
STEP 2| Commit ($238) M1
¥—T Commit (%Zf) -

©
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STEP 3| Bk A H P umAl 5 # i NDP A1 DAD #H4L.

1.

2.

BEHL Network (#l%) > Interfaces (/11HI) , JABEEHL Ethernet (£ K#HE%) Bk
VLAN.

B T NDP BE¥E B/ H, £ Features (ZhRE) WA, KB FRETEAE NDP Bits
P

ST NDP B S SR RS AR B A (RA) (2R RA BEHUH) A EE Y

IPv6 Prefixes () HHE (N HTECH IPv6 HIE) o

MR R DAD RS E S AN DNS LR BT, 25 O s g
DNS AR E$AT 1P frdik; 25 EAE DNS S35 b BEET DNS B,

F&—1 NDP B Es AR R & o

NDP Manitoring - ethernet1/1.10 @ =

IPV& ADDRESS MAC USER-ID STATUS LAST REPORTED

[ | 2010-42 cB:98:6d:4a:6d:4b REACHABLE 2020/11/12 17:17:09

] | feB0:ea98:6dff-feda:6ddb eB:98:4d:4a:4d:4b unknown STALE 2020/11/12 17:10:39

Clear All MDP Entries Total Devices Detected 2

Close

IHIFEGE NDP B i — YIRS BURDT SO BB I7H8 1Pvo Aok AHIEER) MAC f2
b MHIERIMERE D (EREEREDN) « (CHERTRTEAGIRAR. BRI NDP B gs
b 1P AEAEW R RA B H BIFNRER o S BN A el ELAD I SRR A B 8 A B

NEHE Do #R3F RFC 4861, # 1P ALHbIRAEZy Stale GHEEE) , AFARLEF ARG LA
AR

AT B AR G 1345 - Total Devices Detected (el # {4 AH) .

- TERTEMAL A (Pvo Aotk HESERURAIALIE.

EPRZBUTH, USURBUREUR IPve izt

C NG AETEECC ST E e, LARTEZ(EEE

- #—F Clear All NDP Entries (J&F%/TH NDP IHH ) |, FIIERREEARZHM

STEP 4| B2 ND Has LMER# S o

1.
2.

I Monitor (1%) > Logs (HEE) > System (R%F) o
1E Type (FEAD) W, ot ipvéend HEE M IESA

#an, inconsistent router advertisementreceived FE/RPi JGREULE]H) RA B
RIS 35 HH B RA AS—50o
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2L e >

ROE B A TH HEAR
A THAALAE ] IEEE 802, 1AX LSS Z(H Ethernet NMTHIEEA R —ER N, BEEZH
AT 7 KT A 25 08— A s R B B O o B T A I AR S T T B B T R O A
ATYE I SR R PR . S AMETTERAMEE A TR, TR TR AR AT SR
TERE, RIS e B R ) S SRR R ) B B A T AR . R, T SRRSO A e
A (LACP), M e e B N okl At e B B (el Ta] 25 ﬁ%ﬁ%éﬁ%@%ﬁ%ﬁ%o un
REHERERE, H LACP EEHUH B B85 R TR . Frd Palo Alto Networks By K
(VM-Series BA0) BUIGEA S bRae QA o e b s T R R B DT JORS S8 B s AR 0 «
FHR R A e 22 v A ) \ AR 1A

PAN-OS° 19 J I 55 22 3 T 1 TERM sl B 4RE Layer 3 A+ ISR 16000 M8 IP Bzl Hrbfudh
IPv4 F1 IPvé6 fiidilo
QoS AT/ F e it b~ 37 4% o
POE AR AT, IBEBOE HA o FEFRURAS T 45 8 B A g AT, AR AR LUORTR]
(Ban, AT LORA M CEFNSHAR) |, (HSEE A TR A EAH Rl . JE B A TR AR SR TR 4
- JAE—1Gbps. 10CGbpss 40Gbps 5 100Gbps.
- ATEEEA—HAS3. Wirtual Wires Layer 2 B, Layer 3.
IUAR 7 35 W (48 7Y Palo Alto Networks i XGG HIREE S B o EOEWNEAFH EFHESEE I
BE AR . RS BRI U ARG FE R
STEP 1| #E— M/ HH2
1. I Network (#9i#%) > Interfaces (/11f) > Ethernet (Z K#HE:) , 9A1%% Add
Aggregate Group CHrifazdllitsl) -
2. {EMERE Interface Name (/1 THIZAHE) S5 AL, B A F A s SRR AE HO B S
A& 1 BT GRS R RN TR AR H o
3. ¥ Interface Type (JrHEIZA), i#H HA. Virtual Wire. Layer2 5§ Layer3.
T Interface Type (4TI )R E RIAR 290

©
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FAE ST I

STEP 2| {7 LACP BUE-
AR RO LACP IRFIT AP BR

T 487 Virtual Wire /1 TE BT LACP.

1.
2.

51518 LACP EH % )2 Enable LACP  (JUH LACP) o

B LACP KRB Mode (Bx) 4y Passive (R (P75 JOfE A I - R 8k
Active (F3)) (P5 IOl ErEi b SR E) -

Vet FEVED: , 1 LACP ¥ 45l s i & 8, 15959 —( LACP %553k
EAEE . NSRRI H WS LACP AR By AOHS fE( H
A B A

W L ACP A H 1] JBEAZ 2/ Transmission Rate (ffin# %) &% Slow (18) (&

30 b - TER) 5L Fast (B)  (FF) o WIRGIAEEE AT LIS EL /DI LACP R, LI

LACP 35 S5 8 (e B TR A T 5 BRI B 22 PRI I8E L

B IEAT BAEAR— T WU 28555, 2 T2 /i, HIISEHY Fast Failover (fRH7 81

o) o IRTHEY, wZiSIEersiis AN EBT O e IEEE 802, 1ax fEMEAGHES TR S 1R

B (HEELED) .

>y

VER AT, TEREMEZR GRS M g Py ] REAE R B R B b, R
Fast Failover (PLiEZEEHHES) .

o N\ e AR P Al P Y Max Ports (GEELREHE FRR)  (AMHE#ED (1 2 8) o WRESs
IRESTEAH I/ T HCHEE Max Ports Gl FRR) | HIFRIER A T4 iR TA et BTk
e FTEIR (GEEE 3) 44411 LACP Port Priority (LACP JEAEREGIEF) 2Rk
FE—BAMG A RN, DARPOERH A AR, B e i A T A T R . R
LACP 5588 EUE AT I B e (E, B2 A% System Priority ( REGEICIE
FP) SERE (FEWEA 32,768; ®iEZA 1 E 65,535) A A E U S —(F 5 2,
G (ESTE I8/ BBIPT G, AR B A BT ORI LACP THASW, HIEEEL
Enable in HA Passive State (LA HA #{EIRRERUTH) o LACP TEASH A LUt B =y
JOMBI 2SS RHE (REATE RN, 28 B8/ giE HA 19 LACP AT LLDP TAACH)

TSR AR SR T, HIJ4EE L5 L Same System MAC Address for Active-

Passive HA (=E-18 HA i 255 MAC frhEHR)) 5 TEAS W ESREHA HA B

Kt B BAME— R 18 MAC Ak

Gy (et T/ mh By Ao, 58 EL Same System MAC Address for Active-

Passive HA (=E-#{E HA 1) 2% MAC (b HIE) S ZhidE HA B KOs 4E 25— MAC
Address (MAC fiitillh) o Q15 LACP SR EREL (TR RN A —3EE) |
PCISE T AT S AL W R P B B Al ARTERL, &4 FHIIET . HA BCS I AR RT K AR
HME—H) MAC Atk

AR EHEIL LACP 4502, U3 FINE— 1) MAC (i, DI85 12 M
2o

STEP3| #%—F OK (H3E) -
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FAE ST I

STEP 4|

FEIRI T T AR S KA

S R A AL B B Y B AT (1-8) BT T 812 BR

STEP5 |

STEP 6 |

STEP 7|

STEP 8|

1. #HL Network (#9i#%) > Interfaces (/77d) > Ethernet (Z KM , SRkEF4— FHIE
AT 2480 LA T i
# Interface Type (/MTHIER) #% &%y Aggregate Ethernet (FAd L KMEE) -
BRI EFE 1 Aggregate Group (CRAAREAL) o

4. J#HL Link Speed (Z24E#F4H) - Link Duplex (%58 T.) B Link State (GH%5IRAE)

VER B A, A A A A TE B30 R ) ) 5 R T B A A AR
AR, BI7 o e T st 2 v )k R 4 B T
5. (M) WmRELysai AR LACP, H# A\ LACP Port Priority (LACP #7338 5%
G  (THRE 32.768; #EE 1 £ 65,535) » WRESFIRIAEHGHEBEEATLR Max
Ports (AR LFRR) (B, HEREREIIET & PoE WRLe s ay @ is  H vh ki dr . B
BAREE (EELIET) BT S .

6. #%—TF OK (HxE)

TR ks B 8/ S B AR HLAEK A HAS AT, ANl 2 R B AR IO o s
1. #2I Device (#:) > High Availability (&7 1) > Active/Active Config (FH)/=F
HHAR) | SABRSWIE Packet Forwarding (EIELEELE) [@EL.

2. EHUEZ HAS Interface (HA3 /i ifl) e st , A& —F OK (FEE) -
Commit (#25¢) MEAYEETE .

s SRR AR B

1. %I Network (#4i%) > Interfaces (FLlf) > Ethernet (£ K#4iE)

2. HERRTHEAS IR BB AR A ) B R R, FORITA RSB T B R . R R 2y
o, MIFRRZE DR EARE, HARET. MRERGEE, FoRIAMBE T AR
B,

3. WERMERUE LACP, HfERE [ZIRE] METR STEERL Y LACP ERUH ER &.

(FERL PA- 7050 M PA- 7080 P JOfid ) IR e IR A9 A T 2 AN R Y BRI B
Nl e IS R RUR B Kot DAMEE R LUEBAE MiE 2 TR B9 AE FERL A 2208 A1 17 _Epedic iy
S P B Rl FEREA NI CL BEarS 5 hash BEE Y. (EfRse RN, HAl
P B -t S S )

1. HHUCLlo

©
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FAE ST I

2. ffHTFEEAE CLI 4. set ae-frag redistribution-policy <self | fixed
sXdpX | hash>

- self — (FHE) MRG0 AT Ry BA SR IO BEERAE AE /ALY
ARSI A e E

- fixed s<slot-number>dp<dataplane-cpu-number>— B slot-number 5285, i {# F
HRFFTA AE ATRIZ IrA BRI ATA 1P R BIERRE I 2 S5 HUL data-plane-
cpu-number 5% fixed BT T ZHIASEHAE H A, AEHTAAE

- hash — FHIATEDT )G R B T AN 2B AR~ B AE A TE s B9 28 /1 el
F) 3 A L
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W E MBS I B Y Bonjour Reflector

Apple Bonjour (HRRAEREEMRE) A H IR AHMEN LB BRI . §I, Borjour 7
5 T IR E FIAE RN 1P (kTR It e KRB LIS & R ERE A R0, Bonjour
FA 22 B85 DNS (mDNS)e Bonjour Z3CRU LA IR 2 BE LGN , R AaF it by, AT RELLE
1t P IR BB (I, (PRER R P S o R ) T4 RO B ) (B, LIBTB R e
E H .

P e I B i e A S R B S 88 Apple Bonjour, #ERTLATE Laver 3 A1 (L3) SRAE R
BUREHE 2 KA (AE) AT EES RE I 1A T FETHE2% Bonjour IPv4 e Bonjour Reflector #IE fti#F
T 2 BE0% Bonjour BEEMAFEESE] 13 L KM AE Jria B/, MeEOR( & A BUIREs
FACEATRERNE, WA A B IR ] (TTL) (el B R o

Bonjour Vi 8% 5 % PA-220. PA-400. PA-800 #i1 PA-3200 %41,

RO I A%, 7 KM &K Bonjour Wit i BEFTAEE () 2 AORUH I IR L3 1 AE /i BT, You
must enable this option on all supported interfaces that you want to manage Bonjour traffic; for
example, if you want a specific L3 interface to forward Bonjour traffic to an AE interface, you must

enable this option on both interfaces. #& AT AfES 22 16 B TH _F A iR TH

ZRHLEAE RS, B KA AR MAC (kA& BBl K st B i 7 Tl MAC (ko 7% B BhTY
IEPNZ I AR IO AR BB RO IR DL S T i E R B, BT JOR &=
SREHEL LAORGE B R RN B o

BRI (57)

PA-220 100
PA-400 N/A
PA-800 200
PA-3200 500

STEP 1| i2H! Network (#i%) > Interfaces (Filf) -
STEP 2| #HEE Add CGHriS) 13 2 KMEIEEEE /el AE /.

RGOS 7o, HALZEEH 0 LASMIOERER .
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STEP 3| i%HL IPv4, SAfA15H Enable Bonjour Reflector (i Bonjour Reflector) i

Ethernet Interface

Interface Name
Comment
Interface Type | Layer3

Metflow Profile | Mone

Config IPwva IPvé SD-WAN Advanced

Enable Bonjour Reflector
Type @ Static () PPPoE () DHCP Client

O] we
L]

STEP 4| #%—F OK (H#:E) -
STEP 5| AfEHEEHEIE Bonjour M ATA L3 8k AE A THIA TN TRIEE S 1—4.
BT AR 2 16 (EAS R T 1 T8 RO SR 1 .

STEP 6| Commit (#£75) f&AY&EETE

STEP 7| HEFREIA T Bonjour Reflector BEIHAY/ M THI ok 7~/ H 1) Features (INRE) M7~ Bonjour
Reflector:yes( « )

STEP 8| fiif show bonjour interface CLI &8RP JOMELE Bonjour Jit it A AT A A THITFH
FHERE . rx ORI Bonjour EESEIL, tx FOREENER Bonjour EAL4E
#, drop FRMTHERENECDE

admin> show bonjour interface name rx tx drop

ethernetl/4 1 1 0 ethernetl/7 0 0 0 ethernetl/7.10 0 0 0
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ethernetl/7.20 4 4 0 ael5 0 0 0 ael6 0 0 O ael6.30 0 2 0 ael6.40 0O
00
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sk FH 1 T B s e A R A A

A THIE B E R 1 30 0 38 AT AERTT O A T BRI e R A8 - RIS AT P itk AREERT IO Sl
ARREIZRERFE D, nTREA BB 1L HEE I ethernet1/1 NTRIGEET JGf% Web /T,

B R A TR RS AIE I 4 I B A R SNMP 2550 FEUNAB LT, & A Ta] B B e R AR R
SNMP XA HTTP/HTTPS, SA%BM R ERERIRAS ethernet /1.

RERDRE A T BERCE R TR IRA 28 = SRRl (G 7o) BT (SR
Al VLANS 1K RGBS D) o RGO T B BOERIRIRES I, AR ER, s Eii
RBPITA 1P Aokl R A RS 1A U R

EH (MGT) NN A TS FRROERS IR T IO A T o) ih s, & BRE MGT
AR E . IR IP frhl. 75 MGT A EIBABAE: , AFFE S — M T
PR AT B ] DL S5 LT Of

©)

Ao FH A0 THD 5 B R RO 7 O A T A B, 3 27008 IR A R e B Bl A S 2 A R A
BEL P B LA AN A [ B 4 FRA7 B (HTTP HTTPS. SSH 5§ Telnet) |, HRNZERI]
HTTP B¢ Telnet 75, [AIZ4%iaE Lo aHb E LA SCE o Rl O it o AP IORE Y fe 1
), RS T ORI B RS B AP Lo

X
>

STEP 1| BUESHE HBUER -

1. %H Network (#4i%) > Network Profiles (#Hi&#%ERE) > Interface Mgmt (/M TH
H) |, EE—T Add (GBTHE)

2. RETERZATHAS B Y EER P AE . Pings Telnet. SSH. HTTP. HTTP
OCSP. HTTPS & SNMP.
JRELHUT] HTTP 5 Telnet, [ i 263 Al a8 AW SO0, RS 224

3. BEEUA]AERZ ) TR PR A R s -
- [ R B T — PP RO AR 2% T A [
- M B — IR A e e I, B RS AE Layer 3 Fi T b5 B R AR BE 25 B

i 6081 A E S P A E BERE, 6082 R T pnE A 4 E Bk . I
TRARTEANE R, FE2 BB SR B s A 4k

- URL S BEE —5FAGE RN, s 0 i S i U e 4l
- User-1D— FH 7 8T B ORI 5 Hep T R o
- User-ID Syslog Listener-SSL (User-ID %% H st #25-SSL) 1l User-ID Syslog

Listener-UDP (User-1D 2%t H a5 #2852 -UDP) — MG SSL 8 UDP 2
User-1D LABE S RS A RN Syslog AR,
4. (D) Add G RIEFEBGZATERY Permitted IP Addresses (RFRIF P fzdk) o sk
BAATHH A 25358, A P Arhk R
5 #— 1 OK (fEE) -
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FAE ST I

STEP 2| /v ia s PR E RETRIRAG A TH o

1. J2H Network (#i%) > Interfaces (/M) , SAZRIER M : Ethernet (£ K#Y
%) « VLAN. Loopback ([ili%) 5 Tunnel (ilif), £:& FHERGZATH .

2. I Advanced (fi[) > Otherinfo (HAMERN) , SAZIEIEHHHEE Management
Profile (HIEER) -

3. #%—F OK (HfEE) Bl Commit ($257) -
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S

iR BRE I FH i DB

77 KOs 8175 1 1 T o FE iR AR th ek 28 L aver 3 BEHHEF M E (BIRBESHY) |, 1] BEEeis th o
P38 r) HoAth A Y Layer 3 B B ORI 15 L8 75 AU FY 8% B A BB G 19 1P 4%
ERE (RIB)o B H MG A E 25 00 AR BK IR, FRIREES h a8 & eIt RIB BUS SRSt , #%
HEG BRI (FIB), Rl s] FIB fhE sy N — BB i 2s. Bh JOis & (i £ K #
BE AR AR — (] P FHEig BRI HEADSEE . (REEH covp, RIS — (B A
FIB, FEIEREIEMLT, FrASEE HAREHIIN FIB. )

By s e SRS VLAN FIIEE A T Al O 0k Layer 3 B.  H BB IRAACIT A 8%
HEQ PR E MV A, BT GRS AR AR, LAR S (B s R e e PR A . R T i%
B AR B DAL, IR E T — R RE e ) FL A R s e, Rl AR5 phy i P LA Fh AR 1A
75 e P L A e SR i o

PEAT LA R T 2% EEE Layer 3 /i 2 BB BRI il (BGPs OSPRVB B RIP) |, LAM
AIGERABES o LTI ST SR R A, AR AR AR R R R I B AR S, AR RS th AR
Z M= R IR AN R Y A TR AN R B B R A T 7% o

AT AR BR8] e B2 % ph 2 P s — (W DA 1T, A P {18 [0 38 T Ty — (AR AR, SRIREUE
{8 2B A o 2 ) O T D T A D e R i ) 5 — [l Rl AR P i
Tl G o

FEBT Kt b e SR EEE Layer 3 SRS DK VAN KB TE /- 1A 20 ZE B R BRI £ 45 A BRI o

SRR T L RE RS I (B Rl gt by e, (E AT LA R S P e 0 20 {1815 20 T o B At
S 20y IR AR e 0 O 1R R oy BEL A AR by T AT, MR A MRE
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S

FROE Jat JE 5 e
TEPT SO gy i thay, 28 Layer 3 BEH o
STEP 1| 1#dmsE M BYEE LB .
- B JOME LA SR T I e AT
- BRAEE. PYEB OSPF. AIMEB OSPF+ IBGP~ EBGP Bk RIP B/ B FR R
STEP 2| g~y ek thas, B HEM M.

B3 Kol B (B 2R 2% default (FHm) HUREHER diav. LT LAniE default (FHio) Mt
v, BOHTIE LR 1 ar .

1. L Network (#9i%) > Virtual Routers (JE#HEESH#E) o

2. JREUEBEEK hdE (2% default (THREL) HYEEHEES Ay ol A R BER hds) |, s
Add CGHrIf) #rdEsEss v H) Name (448%)

3. J%HL Router Settings (P& Hi#si &) > General (—f)
¥%—F Interfaces (/71H) JrHRFR Add GETHY) |, SEC EFRAIATE
LA I ST G B G A N T AR AR R -
5 #%—F OK (WEE) -
STEP 3| F @ hRAEHLE) RERK F i B B Rl

ey i P D i R B EERE o o R HRE S P e A O I 2 A R R TR A IR H A3
IRF, K] FH A SRR RO AN [ % 28 U A P R Iy SR LA (A, 1RSSR PR B T 1Y
HEH o

- ERE—EE AR 10 = 240; FHRREZ 10,

- OSPF N —#i[E 2 10 2 240; THR(EZA 30,
- OSPF AN —#iE /& 10 & 240; FHBHEZ 1100
- IBGP—HifE 2 10 & 240; FHREZ 200,

- EBGP—H#i[E 2 10 £ 240; THRIES 20,

- RIP—HE[E & 10 £ 240; HHBEA 1200

T SR AL F S W S (s B A TS, HE 2B EC P,
STEP 4| 57BN s — R E o
F—F OK (ffEE) Hl Commit ($2%2) -

STEP 5| MR ERGE KM Bk, VLAN KAlEES T .

BAE Layer 3 /T 1H o
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HIR 5 5

A5t R M3

USERS @3?(%%%%@?Fﬁ%?ﬂﬁ(%MST)jTﬁﬁﬂEZ?ﬂiﬁfgﬁﬂﬁiﬁ, B DNS frfRes  FhE s

#%+ Palo Alto Networks AR#®S (I URL B ZBEFT AutoFocus) o i MGT AT =,
SRR (— AT RAFBGE LIRS . A T R A AR 2 IR R BEAE Rl A AR
Mo MR E LG EHRIRAR SN AR () s 2 B B e, T ) AR o4 L [ 208 22 8 i P 2 A
T FAAIR 1P Ak

AT LA Bl K st a3l O s ik iy, Bl A SR 20 R ARE AR A BT A 7% (8 Rk At R

BT, LA RES T o B R R AR A BRI Y T IR 3B AR AU TR A e e AR 5w ) AR s 1%
RV MR 2 I A SBGBE B T A P ik

N-OS® 4SBT LR Version 10.2 58 ©2023 Palo Al


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/virtual-systems/customize-service-routes-for-a-virtual-system.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/virtual-systems/customize-service-routes-for-a-virtual-system.html

AR i 1

2t
nXXEHE%%ﬂ%&ﬂ
SERT DAAE B BRE s s %t DA BT S MELE 5 SR 21 /NSRS (9120 Palo Alto
Network 22 AR E A REERENE ) BT . SR o nf B (HA) BOERINT ARG, AR Ek
EEAE HA B85 2 R

STABRAT 0 Bl T (HA) BB O, AR A £ KM 91 T3 E % Source Interface (7€
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0.0.0.0/0 192.0.2.10 10 ethernet1/1 X Pings to 192.0.2.20, 192.0.2.30, and 192.0.2.40 fail, so static route remove
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Bk
~—{# VR 575 st A5 P 7 RSy AR 1P (B ERSy ICMP (B A AR A ik i o
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BEGH (HEEMEXAI L BMEK) (] BEEEX RIB, HIAEE TRy RHUT £ BhEi% RIB.

TEREH, 192.168.10.0/24 HIEFREH L4/ EVEE S 36, =T —(HERE 2
198.51.100.20 fHE, ZoBHERER AT UE AN F BEASHEAFAN MPLS i[RI AE 20 BYERE S i
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IPv6 BRAEIS 2e st 2 BB EE IR h )

- FENTRENFRAN DA B IR A A R [\ B Bt e £ BB g th R e .

- EESTRE R A DASE S B E I A A B A A B B (A Bl o B e R e (Y
£ DI

- PR E A BOE Non Exist (ORTRAE) fnEas, LAMERR JORS 14 = 5 B (06 uf 22 B (06 B il 32

(B =F) , FREOREK HAERZZRPANGAE, TETAERT IO B 5 A R B

- R E S EOE Advertise (B4 findEgs, DAMERT JORSHE BB % Bl 20 B E0X I 38l —
BRI H

- T B B Lo B B P SR A TP AR RS

- Tl MEAR R E B A AT Se R DA T A 1 s A AIE A B S B £ BBk s th 3 el
o

- 2, AlE M MEREUE I SRS, DRSS ORES) B8 sl B B B E X o 2
LR el

TESE A B Sl B IPvo AriE R R MP-BGP IRE, AT LAZEREAFRA. B AL R Es

( TES ) finRgsel [AFEE ) fiRey) DIMGESURAT ( TE& ) fhsey.  THH)) ShRasm 4

M EYE | ) A9 Address Prefix (fzHEERE) O Next Hop (N—{EIEEEL) BAAL A 1Pve fr
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AAE BGP
AT AN TAELIERE BGP.

STEP1| %

RE— B FRES 1H AR

STEP 2| Zyiifiels e BOP, fRIRESHAT 1D, SARIE v igIRa AS.

1.

2
3.
4

6.

L Network (#491%) > Virtual Routers (JE#HEMHEY) , SRR —(FEHEHS Havo

. BGP.

Fyltt RS 4% Enable (JUH) BGP.

. BRERE A BGP 18YR—{F Router ID (B&HI%% ID) , — % IPv4 fihk, DAREREE

D MR,

FEUR AS SEAE—MREEEE AT 1D, RS Ay rE I AS 955 (HEA 1 2
4.294.967.295) .

¥e—T OK (HEE) -

STEP 3| &M BGP BE

=

I Network (#41%) > Virtual Routers (JEHEES ) , SRIBRE—(F HEHEEE 2%
%I BGP > General (—%) -

21 Reject Default Route (fEARTHRIGH) T ZM% BGP S84 5 25 AR PR FH
#HUnstall Route (4% ) AILBE I 1 Z T BGP B

RAdi % HA AR ) 22 8 B 2% (MED) 18Iy, 5L Aggregate MED (#z44
MED) th AT DARSCH % 4

55 Default Local Preference (THRUANHEIRITHE) 1B, HAETTHRAPE A FEEEH T
IRUT 5 E -
TSR AR A% ELAE T 1Y) AS Format (AS #8=) -
- 2TcH (THRRME)
- 4 fTTA
ﬁ}%ﬁ%ﬁﬁ%ﬁ%mﬁﬁ% REC 5890 dH asplain F2R 2R BGP 4 AL TeH AS
Pihey o
%5 Path Selection (F&{SGRI) A lfsr R A B IERE |
- JRE L MED—RIUH I LEB AT AR [F] B 38 248 P B 5 AR s R R 1
- HPEER MED Lol — RO UE EEESRTAE IBGP 155 (IR B3 &%t 1 BCP #1%)
B I 2 M
#A Auth Profiles (BaitfalEfs) , Add CErEE) —EBaRERE R
- WEERE SRR T\ FH AR R Y 44
- B/ RERR A i N BCP SR A AR B SR . U AR MDS Bas
eSS

10, #%W~ OK (HfExE) -
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STEP 4 |

() #1T BGP #% &

W N

I Network (#1%) > Virtual Routers (JEHEHHEY) , SABISRE—(# R HEHS 4%
#H BGP > Advanced (E[%) .

C IMRIEEOET ECMP WA LA BCP B 24 F#HUT ECMP, HIEE ECMP Multiple

AS Support (ECMP £ AS 374%) -

%5 EBGP B 755 —{f AS (IKTERHUH) , FEPT IO ETEARAE AS_PATH B # eBGP
ARG AS SRS A5 —{F AS SEIERT eBGP Y& AT B B & o

21 Graceful Restart (ERFERMEEFICE)) |, IRMERE T VIGTHRERS
- OIREEEE R (FP) 5 EE H T LUEN R RHIR B RERR . (DA A L, SR A
1 %2 3600; TEBES 120)

- RHBEEBCENR ] FD) iR AR E S E R R R, RN, B
BT SIE (HE% 1 E 3,600, THRRES 120) .

R EEE I R (F)) e A S A T R S S R R T )
MHEE ERR (DARD AR, @A 1 2 3,600; THRMES 120) .

6. #77 Reflector Cluster ID (U ELE ID) |, fRE KA ELR 1Pv4 GlA .
/. ¥fJ/* Confederation Member AS (Fiik B AS) , H8:E H ¥ KFamIEai g CURA T

9.

AS FmaE) UL IREEAE BOP WP AT . MIFEREAESR, RS0 BoP BT

Py TR IR RE B ATHROERE Add GErds) T2IEE, S Enable (HUH) , 4% i%—

N OK (HfEE)

- RN AR — N T A BE RS T A4

- BUE—TRE R e SV, i EEE T, SRR A (HE A 00 &
1,000.0; THEEZ 1.25) o

- Reuse (FEAME(HF) —5 & MGG FE, WRRAIE, HerER e R h
(i % 0.0 & 1,000.0, THFHRESS) -

- BCKPREEEER] (F)) —¥8 e SEsm i AR e M ), mT LABS RS i i e R R
(LA B BEAL, &l %A O & 3,600; FER(E2 900)

- T2 Decay Half Life (F)) —¥5& —FRFHERE, fEZREHEERZ, WRRES
TR, RIES AR AR eI (LR AEAL, #iE A O £ 3.600; THRES
300) o

- AEPFFEN) Decay Half Life (7)) —f8E KRR, EZEFEER, WREA
SRR, HIBS AR tE AR (LR RAL, #iE S O 2 3,600; THRHE
% 300)0

e T OK (HEE)
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STEP S5 |

STEP 6|

2E BGP B EEH
1. J#H Network (#4i%) > Virtual Routers (IS HEY) | SAIBIREL— (i g thas o

2. %I BGP > Peer Group (Hf&EHFA) |, A% Add CGETlY) Name (&4%%) | A%
Enable (HUH) -

3. 1;&;:&:; Aggregated Confed AS Path (Al il AS #67E) | LIS FTacE Caesillin i AS
R
4. j%HL Soft Reset with Stored Info (fii ] CF & RIUEMTIRERY) |, DMEFE B e 2 %
BATHT SO R
5. JRIUESREALN Type (JEAL)
- IBGP—hE HI F—f##2 2h: J®IE Original (Jillf) = Use self (fifiETK) -
- EBGP Tt ¥ —MEH!I T~ —{# B E; . %2 Original (J5iff) B Use self (ffifiHIX) -
- EBGP Bt —MEH T —(HE2h: 2H Original (JRlf) = Use self (flifHIX) -

- EBGP—[E A ~—{H#E;: 3H Original (JAIA) ok Useself (i HI&) ; %%
Export Next Hop (FEH ~—{#EEE) : 8 Resolve (f##T) ki Use self (i H
) o WREERS] BCP MR MO ERE 2 75— AS B ERE IS H 1 AS_PATH
B RS FL N AS 505 I Remove Private AS (B FAN AS) o

6. #%—TF OK (HExE) o

BOE BN ST BOP WEER | ARETe E HUE T

1. %H Network (#i%) > Virtual Routers (FEHEESHIES) | SAMEIFRE—H i fe i th#s o
2. I BGP > Peer Group (HISERfAH) | SARISERUEE S 1% A .

8. HPAHAERS, /K Name (#48H) Add CGHriE) #4EHG.

4. Enable (HUH) #4558,

5. WABERITIAN Peer AS (¥5E AS) o

6. #HL Addressing (GEHE) o

7/

. B Local Address (AHERINE) | HEUEERE BGP [ Interface (J1THI) o WIHRFEZA
A ZA# 1P Arht, Hil AT R E R BGP B8R 1P itk

8. ¥ Peer Address (EFE5Efrdl) | I IP WA 1P (ke R E s Ak, so%
B¢ FQDN i A FQDN iR % FQDN Bz #E

Bj GG (H A H FQDN ) DNS @t 4520 1 —{ 1P fihik (3 5 4:(# 1Pv4 5§ IPvé6
RYPER) o W5 DNS MR Bl AR ALHE By G & H B 2% BGP 4 #
BOE IP ZFEL (IPv4 55 IPv6) FEAF MR IP Aihke fWEF IP itk 2 DNS
R AR S AERT 04 1 e rpr ik B A A — R Szt B hE AR A 1 T
L ME T anAe], Bis O O B S AR A i o

9. ¥—F OK (HEE) -
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STEP 7

RE BOP # SR 1 HARBUE -

=

10.

11.

12.

13.

14.

I Network (#1%) > Virtual Routers (JEHEHHEY) , SABISRE—(# R HEHS 4%
B2 BGP > Peer Group CHISEHf4H) |, ARSI v ¥ S REAH

UG EER Peer (CHIEERL)

%1 Connection Options (GEAR) #IH.

RS —(# Auth Profile (BRRSHLERE) o

W Keep Alive Interval (sec) (FREFEAERIIHIFG (F) ) —HA TRREREM ) SE B

b, FEMCRIRERE, 2K B S ARt b (LR BB, A O 2 1200; FHE
fEi% 30)

#OE Multi Hop (2 EBREL) — 1P fSHAYAERA R (TTU) {1 (HIEDS 1 2 255; Bk
8% 0) - ¥ eBCP M, THRRE O FRn 1. ¥ BCGP M, THRRE 0 F/R 255,

#AE Open Delay Time (sec) (Open fEBEREH (7)) ) —4 TCP 3ZHRR|P7 JORERE S —
fiil BGP Open S LAEEST. BGP AR LB R (AR AL, #ES O 2 240; FHHE
%0) o

W E Hold Time (sec) (PREAMFM] (F0) ) —BHPHEI Mg B, oK 5 E SRS A0 H T
Keepalive 8¢ Update $HUEZ M FTREFE R HUIRERE] (LARDZSBEAL, 2% 3 & 3600, HRH
%5 90) o

% Idle Hold Time (sec) ([HIEMREAIERH] (FY) ) —FEEBFrE AR H S8 2 pr iy SRR
M (LA AR, #EA 1 2 3600, TEREA 15) »

#%E Min Route Advertisement Interval (sec) (f/NEHAEREIE (F)) ) —BCP #5
F (U7 KRS 1A S BRI ) BGP B SR N I Update FTUEAY 56 T
PR (LARDAEEAL, iR % 1 & 600; TERMEZA 30) .

%7» Incoming Connections (G AG#AR) , #ii A Remote Port (iEimidliZlE) | A&
I Allow (FURF)  LASREFHi A3 b fe i A 1 A o

#J7* Outgoing Connections (G iHEZR) | #ii A\ Local Port (ANHHifER) | SAEEEHL
Allow (FUFF) LASCEIAK B IR 0 8 HH 3 o

Fe—T OK (HEE) -

® 4B T ER B Version 1 94



GP

STEP 8 |

RE BGP S it b SRR U P 380 S U L i K A e LA R B [ s (i )

(BFD)o
1. EEHU Network (#4i#%) > Virtual Routers (JEH#EE%HAT) , AR HERS AR o
2. J%H! BGP > Peer Group (¥fSRHfAH) |, SARISEHUEEE T 8 A
8. EHUEHER) Peer (CHERE) o
4. J#2H Advanced (GEPE) o
5. ¥ Reflector Client (U2 H 7o) |, iBELCL ML IH
- AEHP NG (FHRE) — SR ASEE B RO R = P 0
- R — R R B PR S AR S P
- R A
6. #7% Peering Type (E[S5)EHIEAL) | BEELLLHEAIH:
- A — AR BOP S SR A AR
- ONRE (FEEE) o
7. A Max Prefixes (S K EMSHUGR) |, WIARTSZERRY 1P EiEcE LR (FEA 1 2
100000), B #E unlimited (ZERRAH]D) o
8. HEL RIP A ERUT BFD (R EAE MR & EAURE BCP /5] BFD StAT BUR BGP HY
BFD #&AE) , wriselU R4 Hh—IH:
- PR SRS E A TR BFD BUE
- Inherit-vr-global-setting (i) —SFAEHEI AR 75 i e B H #n 1Y BGP A isE B
BFD ®ERE
- RERUER BFD BUERE— I 2R, BED SR
15 Disable BFD ({7 /1] BFD) LM%/ BFD #4554 BGP.
9. #—F OK (HE:E) «
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STEP 9 | OERENSLME HIHI o

FfE N\ BEL R HH R )R AR ) R A B At i R 2 BRI BE R B (D, 1R/ Internet Service
Provider (AR I AR L IERS - 1SP) BE A TERLES )

1.

I Import (FEA) | £ Rules (RHI) WAz Add CGHrS) &8 (5% 63 [HFTT) -
SRRNEA TS oeBIEE, BRI DM AT . JRAR (O 58 (). By () FiEsispa

AN
T o

2. Enable (HUH) #HI
3. Add GHr¥) AHEH A RE AR ) Peer Group (HfSEHEAH) o

BEFE Match (LL¥f) | SARBAE 7 BRI G R s I . Bt T LIEFR 2t 8 2%

(MED) 1, PAKZEE i as ol -4 IS 1T — (8 B B E DA o MED SIS,

AT AR ALE R AS AR I B o (BRI Y B A Ml U P8 v A LA o T B 7K

BEH Action (EIfE) , I0HR#E Match (Lh¥) EEPCERERER, ERES®AN
B{E (RFFEIEE) o WREEE Deny (FH4R) | BONTT ZC FAT] H s rE . 4 s
Allow (70F) , AlEFHMEE.

6. ¥—TF OK (HEZE) -
7. %I Export (FEH) |, SABEFRMEHEN:, ELB M Import (BEA) B, HH

TR HIARITT NS REE H 2505 8 A i ph e RE R A A4 Rl 2 T AL 31 5T

STEP 10 | ek fF=\E & DIRE, & A REEAEARE BCP B 3R (LocRIB) A AR (Y iRy (R 45
ofGEARRE RO, T B E A
FEEL B IR HE I AS B HE) 5 —(8 AS BEDLT, EERAME. Flan, REAKEH
ZA8 ISP RRBRAIEEAY , MIRESR TR (A SRR, ELAE TG (8 e A (A R e A
I, Adgm ey —(EatER, R IhgE.

1.

21 Conditional Adv (1&F:0E4S) I Add (HrH) Policy (JFEHI) #&H%.

2. Enable (JUH) %&E %
3.
4. J2EHL Non Exist Filter (NFAERNEAT) |, SAEE FRIMIT IS HH A S il o s 5 1y i

£ Used By (fH1#) B, Add CHrf) S0 G A0S o A R S S el

HHH B BOP i iR P I, ISR E i o WS = &5, 1 B &7
FERTRT RS, HISME

. 2 Advertise Filters (&5 fiias) |, ATEAME RIB B8 e 785 AHES LA A

TGP TR p e, MEET SRS e i R & i T SRR S AR
g, HMHE T EE.
Fie—T OK (HEE) -
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STEP 11 | eI, LUSEAEET BGP LA Y5 1 o
BGP 4 H el F A ) BGP AN i 72t Feb P AEIE B 40 s — (A Gl o 1
BEABR 2 — (A i P DA O B | 76 b 25 o A e

1. L Aggregate (4EME) , A7 Add (HTHY) SEABRLARAI AR

2. BAAEEE Prefix (ERE) DMEZ S s F 6.

5. 2N Suppress Filters (FRBATIER) , SR ET TS BT ACES t Y L

4. %@Awﬂmemmm<ﬁ%ﬁﬁﬁ>,%&%%@ﬁm~¢m%%§%@m%mm%
5. ¥&—F OK (#xE) -

STEP 12 | 8@ HAT AL
IEHL TR ALEARE RIB Hf B S B FhRH R R B by BRI A 380 S S5 6 e o

1. i%I}Redist Rules (FEFTHUMiFINI) , SARAdd CHroE) i BRI -

2. WA 1P FHEEEH) Name (£4F8) SOSRHUEBrsUi e i . T DARH =5 B0 B 1Y ER
B REERE o
Enable (FH) #iHl
i N\ A FL R 8% Metric (A«
1F Set Origin (X&) Eh) JEHE Y, HE incomplete (A5E%) + igp 5K egp-
(M) B MEDY AHIRIFREE . AS BEREPR A AT RHE.
#%—F OK (FEE) -

Noo kW

STEP 13| Commit (H250) iy
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i H M

P-BGP %% IPv4 By IPvé BEVELER E BGP ¥45HE

HEOE BGPIE, FTHTTFARRE, iH MP-BOP & IPv4 B IPve B EHMEESE BGP B4 .

- Py T BGP SRR (Pvo BLEREEH, %y MP-BGP BE IPvé Lkt R 5
Unicast (FELELEIXR) BaMHE R, DMESZERBEES RS Pvo BELMEREE ) BCP B
o BOP &R (AMEATHEFNE A 0E) AT LA IPv4 frhkER (Pve itk

- By ¥ IPv6 fzhk (Local Address (ZA#f7hk) F1 Peer Address (E&5E{vhl) (R 1Pvé fizdik)

BT

BGP #45 =

NYTAEE R T W MP-BGP iU BGP ¥4 | DIE HREAHEAT (Pvo BLELEREESH, 6
i 1Pve RT3 45 R

M TARRBUR T a0 gt B Bt ul 2o BhEGR I 38, LU Anf gt e 38, BGP A RIB Al
BGP AMEB RIB (B HEREZRIFHS) , PAEAZC H BB a2 B 0k i i e ulr e bk R 51
(IPv4 B IPv6) Y& H o

STEP 1| Z¥4E88RUH MP-BGP ZE{d,

21

A AE

PUNEIE, LAME BGP Y 4ERE sE A AF R a4 AT 1Pv4 B IPvo FLEMELRES B, BT KORERE

ST 1Py B IPVo bl B SR A

1.

© No kLN

10.

11.
12.

13

BEI Network (#91%) > Virtual Routers (JE#HENH7Y) , IR ISEEUE B @ 1 dE A I
H &% o

#H BGP.

eI Peer Group (HIEEREAH) |, PSR S5 R .

BEHL BGP BI5EHE (B%hes) o

2 Addressing (GEHE) o

Ly ¥R I Enable MP-BGP Extensions (iU MP-BGP #Efi)

£1¥} Address Family Type (f7hl RFIZEAY) | iR IPv4 5 IPv6. flln, HEEL IPvé.
#T Subsequent Address Family (B4 (zHE &%) |, i#H Unicast (FLEHEL) . A&
B IPv4 EAAE RS, Wil LLUEE Multicast (2 E25E%) -

¥F Local Address (ZAHbfiidil) | #H Interface (JV1I) , S84 AIEEC—{ 1P frdl,
40 2001:DB8:55::/32

¥F Peer Address (¥FEEfrhl) | W NRZEEERERY IP frhb, ELAEH BEACBE AR R B A2
HERH) (1Pv4 BE IPvé), Bl 2001:DB8:58::/32.

L Advanced () o

CEEFHY RSP e 2 w0 Pl (e o RSO S 3 vl B (B 4%, B KRS RSB B FIB i
FEERT AS PATH BPE, PR SR iP EIRaZE% th, DAECRBISE AS SRISALE AS PATH &
B WEARAEIEE A, B JGRE AR BR, DAPT 1E % A=

CH—F OK (HEE) -
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STEP 2|

STEP 3|

STEP 4|

STEP 5 |

CEEIH) EESTERABEGHh, A g SBR[ A A SR s i th T B B

1. %I Network (#4i%) > Virtual Routers (JEHER%HAT) , SAMRIE UG ERUE 1Y e e i
%5 o

2. I Static Routes (BFRERSH) | FFEEIN IPv4 ok IPv6, #A)5 Add CGHrdY) —{##H -

3. W A\ERREEX Y Name (&4F%) o

A FFRMEMR IPv4 BB IPv6, B IPv4 8] IPvé Destination (H Hb) BT REFIAR
Eo

5. R H Interface (/M1H) o

6. 13HL Next Hop (F—f#lBEEL) 1E% IPv6 Address (IPv6 ftilk)  (Ei# IP Address (IP
frhk) , ANSREEEE T IPv4) |, SRR N LB R AR R Hh 1 B (A e A R
— (& BBk

7. it X Admin Distance (&FEIEEE) o

8. #HA Metric (JFE)

9. #I7T Route Table (i#H#) , 1#H Unicast (BLEHELX) o

10. #%—F OK (FEE) -

PRACHHRE,

¥—T Commit (%Zf) -

Tt B BB Bl 2 BB i R o

1. J#H Network (481%) > Virtual Routers (E#HEEE A o

2. TEHEREESHHESFTERFIH | % —F More Runtime Stats (FH ZHUf T B FHERL) -

3. I Routin (#$H) > Route Table (M%) -

4. ¥IF Route Table (i%ri3) , #EHL Unicast (FE{HIX) 5 Multicast (Z3i{Hix) , LA
AR E LI H

5. ¥F Display Address Family (#i/nfiitik £%1) | i2E IPv4 Only (£ IPv4) . IPvé
Only (f41Pv6) I IPv4 and IPv6 (IPv4 Fll IPv6) |, LASRUREZAHE R TIES H
AN IEIRELIPv6 Only (1% IPv6) 1] Multicast (%2 BHH1%) .

Tt

1.

2.
3.
4

L Network (#91%) > Virtual Routers (Jf#EH H1%8) o
RS s FrfE R % 4, #%—F More Runtime Stats (B ZHf TSRS RTERD)
#H Routing (#%H1) > Forwarding Table (f#i%3) .

*#T Display Address Family (Hi/mfzhkR%]) | #HE IPv4 Only (f% IPv4) . IPvé
Only (% 1Pv6) 5% IPv4 and IPv6 (IPv4 il IPv6) , LI&HiRaZAiht R4 HI 5 H o
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STEP 6| ##d BGP RIB %,
1. ¥t BGP AME RIB, HAEH/R T A FH T8 BGP HE1 BGP HH.

1.

HEHL Network (498%) > Virtual Routers (JE#EEE H#E) -

2. (EERS A FTENFF , $—F More Runtime Stats ((EZHfTIEEFIERD
3.
4. ¥fF Route Table (i 115) , %I Unicast (FLEHi%) 5f Multicast (ZEiHi%) |

1525 BGP > Local RIB (A#RIB) -

LMERURIE e

¥T Display Address Family (ZH/nfzhkZ27%]) |, i#H IPv4 Only (f% IPv4) . IPvé
Only (f#1Pv6) 5L IPv4 and IPv6é (IPv4 71 IPv6) , LG HURNEZAHE R P A8 H o

ANZIRIEEL IPv6 Only (% 1Pv6) 1] Multicast (£ EiHi%) .

2. Tt BGP AMNEP RIB 3, HA BN 17 o T EEEZE BGP 8RR H o

1. L Network (#4%) > Virtual Routers (JE#HEH A7) -

2. (RIS 2R I fERY %), #%— T More Runtime Stats (FE Z#UTIEBGHHERD -
3.

4. %1 Route Table (¥4113) , I Unicast (FLEi{Hi%) 5 Multicast (£ E{H#Hi%) |

#HU BGP > RIB Out (/M RIB) -

LMERURIE L o

#}T Display Address Family (ZURfiilkZR%1) | %I IPv4 Only (£ IPv4) . IPvé
Only (f# 1Pv6) I IPv4 and IPvé (IPv4 fl1IPv6) , DIEHUREZAHE AT o

AN IEIEILIPv6 Only (1% IPv6) 1] Multicast (%2 BHH1%) .
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hY NG N ;\{}—L P g_k /v
i MP-BGP & IPv4 2 Bi{EIEARE BGP ¥ 554
T BOP, R EA Y BOP BEEREREAIAE BGP ST 3 IR (Pv4 2 BHEEHH, HIfEH
MP-BGP % |Pv4 ZEHMEIXFE BGP HEE . B5% E 4G B EiR i e Bl 2 B AT he i, s
i MP-BOP TSI DORE, DASR FH B B (00 B R 2R 0l 20 B E6 K ph 3 v 1 %l ] Rl fof P B
S AR 6% A 2 BRI P SR R OB o
WAL A iR 22 B i, HI A ZE (i FH SR 2 26T B B B A e it o
T 2B, PO IEASZR ECMP,
STEP 1| JH MP-BGP 75, LME BGP HEEMMEEMAT R IPv4 2 BHEEEE B .
1. J%H Network (#4f%) > Virtual Routers (HEHEHSHER) , IAREIBUEEIBOE ) LR
A o
£ BGP-
BEHY Peer Group (HfEEREAH) |, ARSI —(FESETEALA BGP B4R,
I Addressing (GEHE) o
%1 Enable MP-BGP Extensions ({/fl MP-BGP #Ef{i1) .
¥} Address Family Type (fihik Z25EH) | EE IPv4.
¥+ Subsequent Address Family (£ R%1) | #E Unicast (BLESEHL) | KB
HEH Multicast (£ Ei{#1%)
8. #—F OK (HEE) -

STEP 2| (JEH]) HESr IPv4 BRI H, IMRMEAEZ B E R b2,
TERTLAAT IR Lty BOP S5 Y 22 B0 B R R e N —(EERS , n viP BOP

No kW

FIAHEBERT R o
1. J%H Network (#HI%) > Virtual Routers (FEHEESH#R) | SRR RS ERE 1Y R B
H A o
2. I Static Routes (BFREHEH) > IPv4, 947%% Add (Frtd) %t Name (&5%) -
3. #A IPv4 Destination (H ) B RERIAR B8 2
4. U H Interface (/1)
5. j%Hl Next Hop (F—f{#EY) 1E% IP Address (IP fizhl) |, R0 AT 2R RS

2 BB RS (A B A~ —(E R BT P Ardk.

#ii A Admin Distance (& HEREE) .

i\ Metric (J£ht) o

#7T Route Table (i) , M Multicast (ZEHIX) -
#%—F OK (FEE) -

STEP 3| #E5c4HAE.
¥—T Commit (%Zf) -

00N O

©
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GP

STEP 4| feiiiss iR,

1. J#H Network (#4i%) > Virtual Routers (FH#EEEHET) o

0. fEHEEEE RS TER ST #%—F More Runtime Stats (GEZHU B HHERL) -
3. J#H Routin (I§H1) > Route Table (I§H3) .
4

%7 Route Table (#%H13%) , i#H Unicast (FLBHEE) B Multicast (£ EBiHX) | L
HHURELEM R

5. ¥}F Display Address Family (#rfziik &%) | #EHC IPv4 Only ({5 IPv4) « IPvé
Only ({#1Pv6) = IPv4 and IPv6 (IPv4 Fll IPv6) | LI& B Rzl 25 i o

STEP 5| #FEMpfiiEktsk. BGP AME RIB 8 BGP SN RIB M, ®ZRMH MP-BGP % P4 o 1Pv6
B BLEEEOE BGP ¥4,

©
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BGP A

i BCP B, nE AR RS (AS) M AECEL T HERH (T-AS) , LAJEES IBGP 24tk
BORFPEE AT, T AS BT SO (B AR R E) SR EELR— 1 AS H ) HARR Ok
AT IBGP &Mk, THE RS T TEIT BOP B R LIEE AS PEH L. T AS P
FHE SR BT ORSHE R IBGP BRBSE . WEASE T AS HBAH BB SE B JORSRE R EBGP kA %
%o ARERFEIRIAHE 3 % A S E P SRR K EBGP $55.

AS 24
AS 25 AS 65100 AS 65110
@ EBGP ﬁ EBGP confed 3
R2
i IBGP confed
R1 R3

HEE RS AL (23FEIR) AS SERSE TR, B LB AS 24 B AS 250 FE PAN-OS B2
W, BT AS FEURME— I BB AS SERS, LIRS AR SRR, E4E AS ] K. 7EAIE
o BEEASEREZ AS 65100 BL AS 651100  (RFCA996, ZFAFTIRE B3 RS (AS), FEH IANA
RER AS BERE 64512-65534 DMERAH . )

TEAS H 7 AS BRI 2 MG & 5B B3 R, (B2, B GRS AS BEFSEREZ EBGP #4%
RF, AS BEFSH S BURATE AS 9515, AEESFAE T AS (BEE AS) 95,

Bii JORS B R2 2 [#17% BGP 45 8 T B9 5 KOS HAA LU T AERH A RERLE -
- AS RS —24

- B AR AS—65100

- RN —EBGP B

- ¥ AS—65110

)S® A E L BT Version 1 103 ©202:
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BGP

Virtual Router - default

@=

[E =R Enable Router ID [11:11.11.7 A5 Number | 24
Static Routes BFD | None -
Redistribution Profile General | Advanced | PeerGroup | Import | Export | Conditional Adv | Aggregate | Redis
RIP . . X _

[ ECMP Multiple AS Support Enforce First AS for E
OSPF 4 Graceful Restart
OSPFv3 Stale Route Time (sec) | 120 Local Restart Time (sec) | 120 Max Peer Restart Time [sec) | 120
BGP Reflector Cluster ID Confederation Member AS | 65100
Multicast

Dampening Profiles

PROFILE

NAME ENABLE CUTOFF REUSE
[[]  default 125 05
() Add

AS 65110 HRES s 2 (R2) BRAILL N RE :
- AS HERE—24

- BERE AS—65110

- WS REA RGP B

- TENG AS—65100

By B R1 Z MI[RIER Sy BGP #1155, B Ko B LA AN RE

- AS GRS —24
- BEELE AS—65100
- BRI —IBCP Bk
- H%E AS—65110
R1 FRAHLAT#EE :
© AS SRR —24
- BRERE AS—65110
- P R —IBGP A
- TN AS—65100
B KB RS Z M2y BGP #5E. Bi JOfEA L RSN RE:
- AS HERE—24
- BEMRE AS—65100
- SR —FBGP
- WG AS—25
RS PRA LU FRE :
- AS—25

DECAY HALF DECAY HALF
LIFE LIFE
REACHABLE UNREACHAB...
{SEC) (SEC)

00

n Fancel
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BGP

- YA R THAEAI —EBGP
TR AS—24

By Ol RoE /Bt R1 R2 A RS $26(%, HHSEEHURTE Peer Group (HBEEHEAL) HEH:

Virtual Router - default @
[T e Enable Router ID [1111117 AS Number [ 24
Static Routes BFD | None ~
Redistribution Profile General | Advanced | PeerGroup | Import | Export | Conditional Adv | Aggregate | Redis
RIP
| Peers |
OSPF
D NAME ENABLE TYPE |NAME PEER ADDRESS LOCAL ADDRESS |
DA [] | i8GP_confed ibgp-conied R1 1111116 1111117/24
BGP
Multicast
() Add
n Y — N
J .
Bl JORS VR R1 R2 R RS ¥45:
Virtual Router - BGP - Peer Group/Peer @
Peer Group I
MName | iIBGP_confed
Enable Type | IBGP Confed ~
Aggregated Confed AS Path Export Next Hop @) Original () Use Self
[ soft Reset With Stored Info
O | PEER | ENABLE PEER AS LOCAL ADDRESS | PEER ADDRESS MAX PREFIXES
0O rt 65100 1111117/24 1111116 5000
) Add
PAl 0.2 105 ©2023 Palo Alto Networks, Inc




BGP

Virtual Router - BGP - Peer Group/Peer

Peer Group
MName | EBGP_confed
Enable
Aggregated Confed AS Path
[] Soft Reset With Stored Info

Type | EBGP Confed

Export Next Hop @) Original Use Self

MAX PREFIXES

O | PEER | ENABLE ~ PEER AS LOCAL ADDRESS | PEER ADDRESS
] Rz 65110 11.11.116/24 1111117 5000
®add O Delete
Virtual Router - BGP - Peer Group/Peer @
Peer Group
Mame | EBGP
Enable Type | EBGP ~
Agpregated Confed AS Path Import Next Hop ° Original () Use Peer
[ Soft Reset With Stored Info
Export Next Hop (@) Resolve Use Self
[[] Remove Private AS
O | PEER | ENABLE PEER AS LOCAL ADDRESS | PEER ADDRESS MAX PREFIXES
[J rs 25 111.1.1.1/24 1111111 5000
() Add

AR DRI O RIS B, FERR SRS Ay T L, 20 More Runtime Stats (£
HATHE B st eokl) IR Peer (¥45) HR

o
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BGP

Virtual Router - virtual_router @E

Routing RIP OSPF OSPFv3 BGP Multicast BFD Summary Information

Summary Peer Peer Group Local RIB RIE Qut

Q Jitems | —»
STATUS
DURATION
NAME GROUP LOCAL IP PEER IP PEER AS PASSWORD SET | STATUS [SECS.)
R1 IBGP_confed 12.1.1.1:35636 12.1.1.2:179 65100 no Established 4281
R2 EBGP_confed 15.1.1.1:179 15.1.1.5:39783 65110 no Established 1424
R5 EBGP 111.1.1.1:37699  111.1.1.11:179 24 no Established 769
Close

L Local RIB (AN RIB) H &k, LUbgrtflfalf (7 /e i e Us (RIB) A i dr et

Virtual Router - virtual_router O]=

Routing RIP OSPF OSPFv3 BGP Multicast BFD Summary Information

Summary Peer Peer Group Local RIB RIE Out

Route Table @ Unicast ) Multicast Display Address Family | IPv4 and IPvé e
Q Jitems | —» 3
PREFIX ‘ FLAG MEXT HOP | PEER | WEIGHT LOCAL PREF. | AS PATH ORIGIN MED FLAF COUNT
13.1.1.0/24 2221111 R1 Q 100 NJA a Q
251.1.0/24 15115 R2 Q 100 [65110] N/A Q Q
333.0/24 4646464 RS Q 100 25 N/A a a
Close

SR1%1%2EL RIB Out (4P RIB) H %
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BGP

Virtual Router - virtual router ®E

Routing R

P QSPF QOSPFv3 BGP Multicast BFD Summary Information

Summary Peer Peer Group Local RIB RIB Qut

Route Table @) Unicast () Multicast Display Address Family | IPv4 and IPvé w

Q Aitems | —» X

AGGR. ‘

PREFIX NEXT HOP PEER LOCAL PREF. AS PATH ORIGIN MED ADV. 5STATUS | STATUS

3.3.30/24 4546464 R1 100 25 N/A a advertised no aggregate
2511.0/24 15115 R1 100 [65110] N/A 1] advertised no aggregate
3.3.3.0/24 46.46.46.4 RZ 100 65100].25 MA a advertised no aggregate
2511.0/24 45.46.46.6 R5 ] 24 N/A ] advertised no aggregate
Close

S® Mk E T B AR

108




4 paloalte

TECHDOCS

IP £ Bh{E%

P S B AL, A P T R B A — Y (M D A 2 B % 1P YR
AR, T/ R B ) S (B, ST AL 1P 2 B
WA (S MACE) 1% (s 2 RIS, (nE e, PTv. Wil L
HAGEAN MG R SR

2 B At A — AHAR B BB A% (i 2 P A Bl . R B P 2 ok F e O B 110 22 1
Ak, FIngERE 224.0.0.0 £ 224.0.0.255 8 239.0.0.0 #] 239.255.255.255, ZBHEKR AL
A UDP, NE B EEEENE .

Palo Alto Networks® 7 K S8z /Y 1P S Bl {eios BLw U1 e M 37 22 B ENZE (PIM) SRR 2 b7 Kot
RS AR E R Layer 3 AT Lo

SRS BB, Layer 3 AHDE AT LIE 2R MEH M2 RABEE (A VAN, RIS,
I TR AEL o o A6 A [ B B e AL B LR A2 (ICMIP) 1 PIME 20— e XE 2 A3 K At 1
T, LRI REANERR (Ao 2 B e e 0 1 AR RRIBIER (2 1 A AR A ) = 9
T T LB A TETREAL

b7 KOs =2 4% 1pv4 2 B ERE - AR Ipvo ZBEIE . BT KOSt ASZER Layer 2 8K Virtual Wire /T
KR PIM B EERER (PIM-DM)s IGMP Proxy~ IGMP BREBIIA. (ERE{E% RP. GRE B4 B {E#%
#HAEE. (B, Virtual Wire /T AT MEIE 2 BEEEEMDL. 1AM, Layer 2 ATHAT LAEATE VLAN Z ]
DI Layer 3 |1Pv4 Z2BHEEEMEL ) 57 JORAS 0 FH S HE A TR VAN 1D BEHTEERD VAN Do

WAZE Sy e ARE S PR A RO 22 BRI ) 3l 2 A AN A RO PIM, A BB A I Rl B &
E. BRT PIM 24, TEELE T A RS0 o AT RO IGMPo WA E R E o4t R Al
HAL, DLAE 1P 2B EER R 4% multicast (2 BHE%) KITESCETE Layer 3 H AGHbIFIEEL
any (f£=) HHJHblESEL

- IGMP

109



IGMP

A A B AL BLE RIS E (CMP) B Ipv4 WE e, 22 B E0os Bl (8 sl sl 2 B Palo
Alto Networks® [ A fis b B9 AT 8N, - B At 5 a2 w i e A e 2 B SRR ) i B
Feo W ERARE RO 2 BHEER R, H ICMP EEEENE ICMP B BRI TIE; Rz, #
Wi H A K PIM I RSB0 2 T RARE I A REAHL Y 2 BB A A ik 88, AR — Y
Al (BN KM B _ERUT ICMP i s PIV B PIM A i i d A TR,
LA S P AR A HEE B2 AT Y B 5K o

(HEAE T 1) 22 Bh LS BRI B A T _ERUH IGMP. B2l s e it g A1 Layer 3 BRES
o IGMP EER TTLES 1 19 Layer 2 1S, BRI ARE@EB LAN.

BIRHGE P ZEHMEERE, FRENEAMR ICVMP 55 1 iit. ICMP 28 2 MUER ICMP 55 3 hilt. 4|
PASRAGIHAT IP B s EoRmi%IH RFC 2113, DMEMEH IGMPy2 B IGMPV3 BIEA ICMP EHHEA
|P B A 5 N IS I

IRTERL, N TR A 2 BMEEREH D) IGMP i BB E . 0] LASOE 2 B EEERERR , Dz
i AR FH AR AT AT ( TR L BhEE | 5 ASM, JEAR B4 PIM FRBitsi=l (PIM-SM)) 2
TRk BB RS ER FREAH o R T LAFE G B HR AR E AR (T PIM R E AR 22 B 8% ) [PIM-
SSMI) 32 il B E R MREAH . N2 ASM B SSM AR EMERR ,  JI e PR 2 AR A B
HABEAH A B BRI o A THAZEM ] IGMPYS (HIE PIM-SSM it it

TERT LA E |GM P ] [R] IR B B T Y S R AR BOR oK 22 B AR R

JaE R P45 A ST 1] 22 S (S REALL (Y i A PR 22 B0 IGMP 2l UGS IGMP i B R i
B IGMP 2R, oy At R e A ) A B R AL Y 22 B AT i R BRES P e
Fr— 8t S ol iy 2 SRR AR T RLRERE Y 22 BEE ST IR H Srb A ik
Sk, R ABER A E 2 B A R B R R RS AR A AR R R L R
Ui DA g - HUE— (R R 8 R ICGMP Asf], B IGMP e - 1P (rhkme i % B
firo

BT LARE B A IGMP 23 [ B8 IO A T AR S o] R 0 P e 7 1) PR D o (R 0 [ B
M) o RS A i oI R IGMP BEBHRTUE LABRBEREAL IRE RS Hh a4 b s Bl 2 B R
BEHNHEREARZE Immediate Leave (AZEPBEBH) 1®IH. TEARFE Immediate Leave (S7RDEERH)
BTN, EEES A A ARl LA e & S A At o 2. 1B B &M
b1 488 R AR R RIS [ E RO, W HERR MR IR T B R A Y 22 B A I i o

SR IGMP ISR S0, (ETT LAE A THARE, AT SO BE 1 s A i BRI . oA
AR BRI AR ONR —(E A B AR 0 ISR A BT LAAC AN T R
L T4

Wt 1P Z B A B ROR IOMP BT IOMP RA. s ihh. skl se. 28
REREALRIACR A SRR, DU IR S REE %y Immediate Leave  (ZEVERBH) o BUBEFTLIAR
1 TH T 1 2 B OSEARL L B A IGMP ik RS R
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https://www.rfc-editor.org/info/rfc2236
https://tools.ietf.org/html/rfc3376
https://tools.ietf.org/search/rfc2113

Pim
1P S B R 2 T T B oy 2 B (PIM) 6 P MU 2, W 2 MO L e

TR (2 BRI R) Pr R -MfikehIk H 8% B AEAS . RBERS has (788 s 5|2
) FEREE gy (FEERRE S L) #REAR PIM.

Palo Alto Networks® Bl K 3248 PIM FREEE (PIM-SM) (REC 4601)s PIM AETE2K I 22 Bl {3
(ASM) (B HEREZ PIM FRiihial) Al PIM 5 E AR 22 B8Rk (SSM)e £E PIM-SM H1 | B 22 B
EREHH M BaOs () ERAGRES R B, R ik 2 BhEA R A TR R
ZBHEER R HIGMP IUEEEE% ICMP i B ES I EEIE,, % h 2 bE2 el PIM i
N FTUE B 2 AR\ 2 BEALL I 22 B R AL A 0

- AEASM ) B ICGMP 220 B EE A A SR i AR A B P A iE M o
e, o A ERIE ok, I R ] DA R ) 22 B

© R SSM (REC 4607) H, #RMCR (] IGMP ACEESRAE—fIfl k22 (AR5 R AR S 22 B AR r
k. BRORALE SR P Arhl, A S B I 2 B TR SSM 2R
IGMPv3o AIIE M BACTRE Grdil 25 1], BRI THBL SSM ArhikZ= ] (232.0.0.0/8) HEAILHE

1E Palo Alto Networks B Kl Bk 1P 2 BHEERE . DMEAA TR PIM DA £2 BhER R b
RSE 7 T8 B 4 B A T BTt B IGMP SR, B AR T A s A TE RO

ASM B E & &8 (RP), "2 &G B —REALA I MiHIR H ki E R sl IR FR A% . 2
RS AEEN RP ATE 2 Al A 2 B S REA A B ) LB I G Y B — B AT 2 BRI T i il
B A BRI RENE , (EA SRR A B A FHUE B B (W i e, S 3R e, (SSM
ANTE RP, AR 8 AR 22 L (6 P e JEL B AE IR H 8%, AT 2 RPo )

FEASM BB AR i R RIS 35 G S BB i 22 22 AR Y RP:

- FRE RP AR 36— 5 A L 0 R RS R e 2 7 B 2 B ALY RPo T BEBUEA
e RP, ARIBERFRE RP AHEEARE A RP s RP W EIREEER % RP (RIS SCIEFY
8) o B LAZANHE RP AR B AN AR Aotk 00 B e BB e — (M sk 2R SNE8 RP, A BRI
B2 MR E T A, (M BT RP A B
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https://tools.ietf.org/html/rfc4607
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-web-interface-help/network/network-virtual-routers/ip-multicast/multicast-source-specific-address-tab
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-web-interface-help/network/network-virtual-routers/ip-multicast/multicast-interfaces-tab
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-web-interface-help/network/network-virtual-routers/ip-multicast/multicast-interfaces-tab

P % Bh{EI%

- CENRR TS R4 (BSR)—(RFC 5059) 2 BSR M fh. 46, BSR MM sIE Gk b5 & H1E
FelFF, SRR B s BB SESE 2% BSR, A I s
RPs Advertise Their BSR Candidacy; Highest Priority Wins

p‘-\o{\w L BSR Priority 2
R,

o e
o™ N3 2l | 2
e o™ S5
BSR Priority 3 i SR 5 2
. 7 .42\ -
Highest Priority [-=-= o] ,a“(\\d . -
is Elected BSR_ v aC @ x
° m
© 2
o ©
° kel
2l | 2
|8
- ; ©
£V E
==l

BSR Priority 1

HRAC, Hripsk RP EWIHS BOR s BLEMENXE] BOR (A& 1P ALk L MR B e s
RP )22 BEEAEAHAE) B, BOR &8EH RP. ME0] LUK AHE R i h s e /st RP, 7RIS
RENEDUT, REBRERS e & 18— (E el 2 (HR E 2 B AR B 5 H RP RS . BSR [ PIM
R A RP 3% RP EEH.

FERNTHREE PIM B, 27 B O AT 7 i e A SE A S A 3638 L, HIAT LASEHL BSR
Border (BSRIZH) o BSR Border (BSR BH) &by IEMT KHEAE LAN SMERELE RP 358 ¥
% BSR #E . fETEF, ZE LAN BFIATIHOH T BSR Border (BSR i#5%) |, I HiZ A HHE
BB . IR R 2R R B A ERAE RP FIENAE Rp (£E BSR 2E%0) |, RN LAERE
AHEEFRE RP WG ERRRE RP & EBUCHEAE R B4 RP,

BSR Border Router Discovers RPs;
Keeps PIM RP Candidacy Messages Within LAN

m— —) RP Candidate

WAN i LAN 192.168.3.4

%y 1R PIM AR RN RP B AN EDR IR H SRAGIR L, RP EAITE R IR. FHEE %
i (DR) £ PIM W7 wflUS H BT &R B B0 58 (1855 G 0KF B BE S (s 21 A AR i
) RPIRE, THGERN RP HIEAE M) 22 BHEE A AR . DR 2N U A Bl 0% 21
RPo RP MERHEIE R 2 BHEIRAEA AR P ARG, RP AT AR AR 22 B Ak i
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P % Bh{EI%

W

PIM S (4 B R I 5 22 DR? B FH A MR (0% PIM I AFIUE IR, P11 i ph 4 T LA
2RSS B[R] — (] RP, R E AR R RS . A T AR, PIM
FA e DR (IP (b mpish4s) |, W H A DR BINAGREELAAS RP. i, &R LIAA
FHEHTEIR DR BEIET, FEmESEH 1P bk, $RIE— T, DR IEFEEE (FEMEZE) PIM FR
B, MIAGZEEE P 2 BEEE A,

AT LA S S T RFAR ok SRR SRRt ph e S S B R BRAR . PIM DS (i) B9 1P itk {RTHRR,
FITA R PIM A fig p e il LU PIM 546, (B8 R A7 4 A& T R] LAGRE PIM B235E P A R
TRl i o

- EE B RHIR B 8% (SPT) BEEILHEHIR B 8%
- PIM A B R
- A

R BAASABHIR H 8% (SPT) B2t FSHIR H gk

FERUCRIIA S BAISRERRAL 18, 20 TR TR o 0 14 2 R R0 S AL S B
BB MBS, (0650 2 BB A P VORGSR (BEX) SPTA R, B e
57— BRI S B L SR L e 2 RO SR i) TR, B 28t 31
PSRRI T B 6L, i BRSBTS B A LU AT AL R, (115
AR I s R S 6 T MR 7 4 BRI 6. AR H 87 DA 3 —
- IR 85— 0 BIREACI (IR BRI A FABR 5 B A PR 1

5 AR F 802 2 IR QAT SO T IR RGBS, DRI 2 B

FSISHHR I 5% (SPT). USSR U @ AL A AR 2 B RS REALICN , 493025 (S, O); il

(192.168.1.1, 225.9.2.6)0 N B T (EACHE) = (EHEACH 9 = [T SR F 8.

Shortest-Path Tree
Rooted at Source

Receiver

H A

Receiver

Receiver

- SR H 8 — L RP A 2 B EIA AR A A JEAEHIR H Sr R 25 RP RHIR H kel
RPT. i a2k B AR AR B 2 B s B AR Rp, J8% RP FEMEIA T EE 2L 5K
Hégo HABHINHE 8GR (), MMM FITrEmA, N2k 2 B EREL B i A 2K

)S® Kl A T B 15 R Version 1 113 ©202!
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P % Bh{EI%

TRE Sz A RP HIAHRE eIk H S St AEHIR B St BRI (7, 226.3.1.5) FEEM T
e RP AR B SR By L FIRHIR H 2k

Source 1 Source 2
K
Shared Tree
l _____ Rooted at RP (1=
= =1 =4
R4

Receiver

Receiver

E AR 22 B (SSM) Ad FH AR IEASHIR H 8 Mo B ESHEE (P ZEVELLE DM TR 42 Bl

1 (ASM) B, BT LLEIBECE R AT SPT BE FUEREEE Palo Alto Networks® [ K% I 1 45 %

P (5 P WA 3-SR B 8k 2o Bk AR % 2R A -

 ARTHRE, R hAR RN B AR B AR I 55— (W S B R AR il Lo B EA I ph A AL TR
iR H##1033) SPT (SPT Threshold (SPT [ AUH) #EA 0) o

AT R TR Y B BEAT T AT b2 45 8 22 B AT A sl A M B B A T T HOE R ERUE B
e iRE, T LA R R A B e A TR E] SPT.

- JEET DU RS RS R E A AN S IR A B IR SPT (B e B A EHIR H %) .

SPT T H Z R0 iERE , RULFH R I 22 BVER B ORI . IR IS hAr D)

SPT, HIEMIMAEAIR (MAE RP) B, W HEEHE ey & RP ik T 5RE. A

FEAH I 2 78 22 B A BT ELIR) T (2008 20 5 A B AR H 8%

PIM BT 7~ il
Fy T B IR 2 B AR I R e A IR 1) 22 B R AR e s 2 [R] (N — R GE e E M IR
TOIIREE ) |, PIM o A B e 2 22 B U B B — PIM LR R
TR RS AR EA T (RS H o O LB E 20 Fh B il 2 AHTE] (S.G) B BoE H A 1)
BRI L B E AL, RN IE R . R, RSt e 6 & H ) H T R
BVER 2 2 AU L) HALER Has. JAB, B g LLOERE 77 A08REE piM R
1. PIM 6 2 A2 B 40 B (06 A1 I A 1 I il 60 1) % F 2 o
2. FAERGEEPRIRERAEAS ) A PIM SRR 2 EA 2 AR ) e B R I e S e o
3. B EE R EAS ) HI PIM EOERE A HA &S 1P LAY s o
g2y PIM LR FE A IS s &2 1SR IR 2 (S,0) Fl S p el Al 1 22 B e A o

PE [P 2B EDRIRE T LARROE RS F AR TS PIM BB RN AUS R HIBS CHIET R ]
BE) o Bl P ZRHEIL VIR, PIM Interface (PIM Jiiil) ELEHA/R A TH A HI LR IR o
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P % Bh{EI%

R LYEEELL 5PN

PINM il SO ASSHEK (RPF) Bi7 1k 22 B 0k phal B, 5 2R R Bt e B B R {EIE I
Ko W HERRES AR 2 BB AR, E SR R R B th R T S B A A,
ARG BEEZ AT | P bk M B B A B TR A i B B A i ISR A AY , A e
o AR A e L 0 A TR B REAL v 9 22 BB Ok Bl o AR TR HEARE, JUDEHRE Rt
T R B Ek G p AL SRR R rh sl T A PO R E LR E (IGP), Bl
OSPF.

PIM IE ] RPF BRI AR R AL H 2, — ikl PIM i e BREs . R hay R A2
BEE AT AL, PR e e i P 2RISR 3l PIM DTSR E 2R AR (B AU T — G, et e
Tl R D ok L BBk B L B A R BRI R U T A R B4

FE RPF J( S0l LRl 45t b e 6 I 22 B (8 08 U (mRIB) HH BT I H 2 A%, R ARG H i 42
HL BHEA R AR (2B EEER R mFIB) FRHERFERR AR IR R BEHIR H EIE H (S,6) M3
IRHERTEH (".C)o FHEHH WA 1P frhb. 2B A (RPF i) AHEH
T, —EIHE AT LA ZEE A, RS R R AR H ek ] AR a3, ik i e
RGBT 20 I8 A T ARG (LA () AN RN ASE 2 R R Bl o 8 i 3R ph e (5] mF 1B %
LM E A, EEELE (SO HE, ARAELLE (C) HH.

AER BOP B & 2 BERAIRETS (M 1pv4 frhl BRIV 2 B Es s fht R 5ecE M-
BOPY -, BB Kt — Bl At 2 B AR Ak AR50 MR BGP I T RPF M.
Fortd 1P 22 B G AR AR (T bget mPIB F1 mRIB IHE o whnd, 2 BiEI%E R (mRIB) AF
JARBLELEEE R (RIB).

W
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N
i
B
(H

St L fek
AL | % fiﬁrﬁ_%
AE Palo Alto Networks® [y ks 2 iR BeRs thas DT, DARRISCRIEE (P 2 BHE0E #a, b
JE AR AU 1P 2 B e AR A THFE A T B R e 7 22 B EE (PIM), Aif
E TH] [ 422 AT ) A1 TR 5 A B A B R A A B R A2 (1GMP)
STEP 1| S Esess s UH 1P 2 BhE%.
1. J%H! Network (#4%%) > Virtual Routers (JEHEEHES) |, SRIBEE—(F R HE has.
2. I Multicast (£ Bh{HiX) |, #A4% Enable (JUH]) IP £ BhEE.

OS® Mt E I B 5 Version 10.2 116 ©2023 Palo Alto Netwo 1C.



B

\}\\

"1

STEP 2| ([ Aoy #5 EABE i th s T e 1 o B E6 AR 1 AT TR I 2 Bl (ASM), i) st
R 25 B AR T AH 1Y A B vt 2 5 B (RP)o
1. %Il Rendezvous Point (&4 E)

2. BHUKHE RP Type (RPHUE) | AIHEENIfTEE RP (JEIHY% Static (7%
fie) . Candidate (%) jZNone (dE) Y -

- Static (EFAE) —# y RP RN ZEHELXAHAVERAE S E. BOEBFRE RP BLRELE PIM 44
A A PIM B i #s L B A REFE R RP.

- %I RP Interface (RP /1) - ﬁx&ﬁﬁﬁﬁ% B Layer3s Virtual Wires [H
s VLANS SR 2 KAERE (AE) Frid

- jJ%H! RP Address (RP i) ﬁ)ﬁ%Z RP AN THIAY 1P 7 Hk N\ B

- j%I Override learned RP for the same group (75 A HEAHLATE A RP) |, {#5%
BEAB RP FHAE RP, 1A R REAHIE B AR AT RPo

- Add CGHTI) #% RP 1E% RP B —{Hlak 2 2 25H#1% Groups (HF4H) o

Virtual Router - default @F
Router Settings Enable

Static Routes Rendezvous Point Interfaces SPT Threshold Source Specific Address Space | Advanced

Redistribution Profile Local Rendezvous Point Remote Rendezvous Point

RIP RP Type Static

P
ADDRESS | GROUP OVERRIDE
OSPF RP Interface ethernet1/3 O

OSPFv3 RP Address | 192.168.20.15/24

BGP Override learned RP for the same group

Multicast Group List

GROUP

v
239.0.0.0/8

HAdd © Delete (¥) Add

“ coneel

- Candidate (& EB) — AR ESCIE Py, RP 21 2 BHELA A A B RSB IE | i PIMV) #83R
HR AR A BRI ) RP.

- JRHUEI%E RP ) RP Interface (RP 411H) o AR TEEAAAIRE Layver 3+ |9
P VLAN. A2 KB (AF) BLIEIE

: JQER{J % RP [ RP Address (RP fiitilh) o Friféz RP S 1P Ak RHE A TS B .

< (M) sEEERISE RP T Priority (BJGIE) o B GRS HG5R RP (1B IE B
il fi 22 RP P IE A THO , DA & Wb— BV E 2 de B HE AR AT RP; By O S BB
SENE P E AR EsE RP (HiE A O B 255; FHR(ER 192) -

- (#J1]) %55 Advertisement Interval (sec) (EGEFEIMINE (F)) ) (HEZE 15
26,214; THREZY 60)

- B RP JEFH . 2 B EIEREAH T Group List (HFAHIERL) o
- None (fff) —#IVEEER HAFAE RP, HISEBUL I,

©
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X
or
B
(oK

@

Add CGErdd) mim@aEh, KB AR (M) RP I IP Address (IP firlik)
Add CEHE) F5ERE RP SrHEER RP A2 B5{85% Group Addresses (FEAHAZIE) o

5. Il Override learned RP for the same group (7S MHFEFEALICA RP) |, [HEFIERE
FIANEE RP FIAVE RP, TIAS AR LI T B A AR B R G181 RPO

6. 1%—TF OK (#ExE) o

STEP 3| #rE—HILH L BHERRAHRAIN T (IGMPy PIM FIEFHHRERR) -
1. 1% Interfaces (J11H) Eﬁéﬂ: AR Add (GBr¥E) Name (£4F%)
2. i\ Description (iif) o
3. Add (i) Interface (fl‘ﬁ) IR R B — 8] 5l 22 A 2/ TR ALY Layer 3 /T o

»
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P 22 Bl {Ek

27

N

STEP 4| (i) Z/-BHHRE 2 BYEDSHRAHMERR o (RTERE, MR H B B Ara R IGMP

B BRI PIM AR .

1. %5 Group Permissions (FFAIRERR)

2. BHELIWA TR RS T REAIR 2 BhE% (ASM) BEAHL, HIFE Any Source (fEEZRIR) 11
i, Add GErEY) Name (£4F%) DARBIREZ 2 BAEEAIRZ IGMP ik B &R 5
PIM I FHE Y 22 B EE A

3. AL B Group (FEAL) Arhbmibar b sl B, 8 AT fe L/ i _E AT AR
PR 22 B R B AL

4. JEH Included (f17) (R ASM Group (FFEAHL) (b A AL (FHRD) o HUH
B Included (F147) (HATESFRHBIE A TIREAH FPHERR ASM BEAH, #lane gt .

5. Add GHril) BT REATR R £ BHEE B HAb 2 BHEIX Groups (BEAHL) (AT
TEREA) o

6. BRI TR AR H s e e 2R IR 22 B (K (SSM) BEAH, RIIFE Source Specific (RFREZK
P HEF, Add (Fr#) Name (&F%) LAailhl 2 BhEAREAH AU AIRA HERC Y . 7520
1 A FH M T T AR IR 22 BB R 1 SR (A T IGMPYE K85 SSMe )

7 EANARELER R TERACOR ) Bl S B EA I G Bo] AR E 2 T B ) =
FEAH Y 22 BhE% Group CREAH) Arhib sl Az kA4 sl B

Ty FLAE K RERR AR S A IR RHL A S4B 1 s AL ZEU R 2 R S T AR T A A
i E Source Specific Address Space (i E AR HEZSE]) (BB ) , Hp
AR H BOE REFR 1457 8 T AR TR A A A
8. Wy N\ 2 B E AR P OE T U 2 B EE B ALY Source (AR 1P Azdik.
9. #EH Included (£1%) ERIK SSM AR LASAGRALAE AL S AT IR () - B
THIZEH Included (f075) ERATESFRHAE A A o HERRAZEC B, B el ] o
10. Add CHTE) [EFEREE AT 22 B e B G i) oA 2 B0 Groups (A (IR
RS o
Virtual Router - Multicast - Interface Group @

Name = multicast_video

Description
[ | iNTerRFACE A Group Permissions = IGMP | PIM
"ethernet1/4
Any Source Source Specific
[ | namE GROUP INCLUDED [J | namE GROUP SOURCE INCLUDED
"Video "2264.359/8 "marietsz  '227.6214/8 19216865 L
Dadd O pelete @Add O Delete @At O petete
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P % B EE

W

STEP 5| #TH 7] £ Bt Bl TR A8 IGMP A REIIARESH, RIS TR RE IGMP,
1. 7£IGMP EH#. I, Enable (HUH) IGMP (FHRRME) -
2. RS HEEA RS E CVP 28
- IGMP Version (IGMP fitA) —1. 2 8 3 (FakfH) -

- Enforce Router-Alert IP Option (5| ¥/ Ti% ey 2oN IP 521H)  (THRAIEH) -
WRESRAEH IGMPV2 B IGMPV3 A ICMP B EA (P i g R IH RFC
2113, FHEERULEEIH.

- Robustness (fis@ft) ——FfEEEH, By GRS 7T AR B REAH il B A TIPS . HofthAx
AR BN HIG . B A SR O R — Rk B A (FER 1 2 7, TEHRES
2) o BB OB PITAER TR AR SR E L, RN

- Max Sources (AJFEEFR) —IGMP 7] LA Rf B EEA T ) B K2R 8 (S5 1 &2
65.535; THRME 2 unlimited (ZERRHE]) ) o

- Max Groups (HFAHHL FFR) —ICMP 0T DA F g2 HR A 1 A B R A B (i 24 1 2
65,535; TE(E% unlimited (HEFRE]) ) o

- Query Interval (EFIREIIG) — b Bl & 55 A BRSO A 1) 22 B EE B AL
R F A P UK RN (I ICMIP i B S A RRE 2 MR (R 1 2
31,744; THRAER 125) -

- Max Query Response Time (sec) (Z#) B JERH LR (F)) ) —FFEHERS thavifi e 1%
W AN AR R R A A 1 22 B B 2 B, e e R E IGMP BY B G R 2
SR B KR (A O & 3.174.4, HHRMES 10) -

- Last Member Query Interval (sec) (FE—E &M (F) ) —BlomE Rk
EEBAMFAH ISR, Aol et 1o I R % P A (06 2 AR e AR AL I s R bl (S
%01 %E 31744, THFRES 1) -

- Immediate Leave (7RNEERH) (THEAEH) —w2BEEiHT A —HR A,
B AR I 252 A B IGMP BEBHFIE., BE Immediate Leave (AZRIEERH) &
B B H A 7 R £ B ALK B p IR (mRIB) % B A IR IR (mFIB) F86%
R DA A AT, TN R E s —E R B AR R . Immediate Leave (57
RUEERE) SoE v i EE . AR IGMPYL B, BRI Immediate
Leave (AZBIEEBH) o
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P % B EE

W

STEP 6 | AN THIFHHZE PIM B (PIM-SM),
1. £ PIM EHE# |-, Enable (Ji/H) PIM (FEFATCEUH) -
2. RNHRHETEE PIM 23
- Assert Interval (HIETHR/RHIIG) — BEHEES 2570 SR PIV AR CE, WYX

L EAFIAEES A H A PIM B T EELE PV FIETL SIS Z R (A 0 &
65,534; THRAER 177) -

- Hello Interval (Hello [Ef&) — EE4EES f#s XA TRTREAH P9 A A 0 T HEEEE PIMV
Hello FREEIE PIM J5#0 2 MR (HE % O 2 18.000; FHREZ 30) .

- Join Prune Interval (JIAMMZCEIRGE) — HEHERS HHas P I 7] 22 B e A _E i E% PIM
MAGRE (LA PIM HEGERE,) Z RIS (32 O 2 18,000; THmE(ER 60) -

- DR Priority (DR 5GIIE/T) —H8EM d#s (DR) B5ElE)f7, At 2 B AR -
(IR B FH 2 PIM DI AT MO I 28 RP (I O 28 429,467,295 Fa#E(E
%5 1) o DRAESGNEFPESEH 1P Ak el s 5 DR

- BSR Border (BSR &%) —WRATEREAH A 14 1 T BT rE 1) e BBt vh 2 2 (v A 2E LAN
BH BSR, FHIEBUEEE. A4 1R RP EEBE RS BSR RREEERE LAN.

8. BTG e 2 BN B 2 AR % 2517 1P Address (IP fiZ
Ik) , Add (HtE) —{#HzkZ{# Permitted PIM Neighbors (5[] PIM J54#)

STEP 7| #%—F OK (MfExE) LAMGEAF T IHEHRAE -
STEP 8| (/) S RSB B &% (SPT) BEFUE, i MmOk H &% (SPT) B ARGk H S
Frik o
1. #EHL SPT Threshold (SPT [ #(H) if Add GEri4) —{f Multicast Group/Prefix (%%
FELEREEAENS) |, RIER I E ik B 8 2 B AR sl B RS o
2. f8%E Threshold (kb) (i FHH (kb)) — % H 2845 & 22 B A TR AH al 1o AR 1 I8 00 L AR
Héx (B Rp) YHRE] SPT 53+ -
- 0 (switch on first data packet) (0 (55 —(EERIEEREDIH) ) (FTERY) —8 EREE H
AR A B RS Y SR — R DR BT GO, R P AR S IR B SRR E RZ
BCERSHY SPT.
- never (do not switch to spt) (kA (RUIHE| SPT) ) — HEHERS s e g LA
MR H 8k, DA S ALk 2 A ul e il .

- Wi N AT DAAEAT A o TR A IR [ B P9 811528 20 B (RS AR Al P RIS Y 2 B (B B B RO ST
RETCH, R, RIS Ak A T % 2o B AR B ET R Y SPT 23
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STEP 9 |

i 1| 2 SRR R N R, P BSZ RAC B A e AR TR Y 2 B A B

1.

1 Source Specific Address Space (FFEARIRAHEZSM) | AR Add Gt

#) Name (&FH) o

A T 1 2 BHEE Group CHEAR) kb, @ F R4S B S IR I 42 BhE%

BERAHE A . AR S as e B SSM BERH R 2 BhELX B HE R RS E

Source Specific Address Space (FEEzRIEAHEZS[H) P, HIl LR has & s ez .
B Included (27%) DAMOSHR A IR A Ar bk 23 I E 2o 20 BH A REAL A hE 8 ) i

% R At U i R PO s R ) R AR R AT 2 B B B . BGHIZE AL Included (B2
&) fETTEERR L HE R R A Ik =S ] O TR

HT I HL AR R TR AR A Sk 2 T AR R HL AR A8 SSM AL RE FR A B A AL

Virtual Router - default @F
Router Settings Enable
Static Routes Rendezvous Point Interfaces SPT Threshold Source Specific Address Space ~ Advanced
Redistribution Profile

O | NamE GROUP INCLUDED
RIP "market52 "227.62.1.4/8

OSPF
OSPFv3
BGP
Multicast

®Add © Delete

n Caned

STEP 10| (/1)) TARREEAEZ BB RN AR 2 IR AR, S8 50 2 LA %t AE mRIB AP OR B A IR

=

1.

2.

I Advanced (GEPS) HE.

feE Multlcast Route Age Out Time (sec) (ZBHHIXES FHIBIFRER (FD) ) (HiE %
210 2 7,200; TEH#AEZ 210) -

STEP 11| #%—F OK (HfE5E) fffy 2 B EIAALRE.
STEP 12 | s~y et R, DL e 22 B0 h 2 H A et

1.

FENT A HBETHIJ%QH[J 7t Destination (HI#) H# I, % Destination Zone (H
i) #EH multicast (2 BH{HX) Bl any (fE{T) . multicast (ZEHHIX) RIS TH
SEREFEI Layer 3 I, 76 A2 E#HiA . Destination Address ( H BHbifizhk) AT
T B ELEAEE AL

FRAE TR A e A SRR o

c®
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P % Bh{EI%

W

STEP 13| (i%1]) fEER T, SO 2 BVEEEE I 521 .

1. j#H( Device (3EH) > Setup (#%:E) > Session (TAFPSEY) |, SREHWER Session
Settings ( LAEBSBERAE) -

2. JUH Multicast Route Setup Buffering (£ B5Hi5 5 s E % fl)  (THBAEEH) W
R BLERREEEL (mFIB) W M ASAEAEAH L BhES AR R TE H |, AU Ak T AR RS 22 B
AR S —(EE . Buffer Size (SR A/IN) 251 b7 JOR ARSI e 45 7 ) 0 855
Hro S HZEEAE mFIB W&, BT SO Er B B R 1 0 25— (EE R A e . (EAEY
AR IR A B AR 22 1 O, HL22 B0 e A s e R 2 i e P B S8 — (BB e 2 5
RF, AT BRI 22 B ek B hBoe . )

8. (EH]) 525 Buffer Size (BRI A/N) o MR A/NEFTRAE mFIB HEZHT, B X
AT AR A8 A F (] 22 B A R A B 0 (RIS 1 3 2,000; FHEEZS 1.000) o B O
MULTT Rl 22 5,000 HEE (ERrATRE) -

4. FH—T OK (HEE)

STEP 14 | Commit (#257) &%,

STEP 15 | il 1P 2 BHELX SR mRIB B mFIB THHE . IGCMP NHFE ICMP BB
¥y PIM ASM B SSM R, % RP AOREAHSEIE. DR fzdik. PIM BEE PIM FFAR &4,

STEP 16 | &2 MR o it i, WU REEZ BRI R (A BB IR HR) X
BERE Y, DAERZHS A% A 20 B 0 i o

STEP 17 | R 1P L2 B6E0% | KRR HEA /S R 1 i B B (0 R R A B i &2 B E0A TR, BRI ROME
JHMP-BCP 2 [PvA ZEHIETEE BOP. (B B 2 BMERE Bt R A BGP B4
L BMER AR E RS A REE T pv4 (rdik R VA1 £ BMEE B IE RPN RE MP-BGP ZEfH,
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REZ C5vS

i

1E.
o

af, [P

/—’4‘}[_
I

Ull

%,‘%E@
P ZEMIAES AR, frti 2o BEELE RS . R IH E DU IGMP B PIM A T HY AR B &

B2 Network (#4i%) > Virtual Routers (JE#HERH#Y) , WAEGEE M ERES has s, #%
— | More Runtime Stats (FE ZH (TS HIERD

1.

%Y Routing () > Route Table (BHIZR) , SATEI#E Multicast (£ BiEHX) [H
#, DMEZURNZ BHMEER S (B P 2 BhEi% ﬁizﬂ FRMRZHEAH A — B LA R (8
IrIH) o MCERARIER mRIB.

2. %I Multicast (ZEBYHIE) > FIB LU H mFIB /Y2 BYEDER B e has
JIv I ) 22 BEIATE A . SIS 1T LA AR AL RS i YA LR A THT
Virtual Router - default @ E
Routing RIP OSPF OSPFv3 BGP Multicast BFD Summary Information
FIB IGMP PIM
2items  — X
GROUP SOURCE INCOMING INTERFACES OUTGOING INTERFACES
226.1.1.12 160.1.1.2 ethernet1/1 tunnel.1
226.1.1.12 0.0.00 tunnel.1

3.

L Multicast (£ EBL#5%) > IGMP > Interface (/M) LAMSHREUH IGMP 941 FH
BT IGMP A IGMP ZRFERY 1P (k. 2R sfRE o msh e R B 2 3 R ] st

©
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2 LSS

21

AXAE ~
B o

Virtual Router -

Reuting | RIP

FIB IGMP

Interface

INTERFACE
LEAVE

ethernet1/2
ethernet1/3

ethernet1/8

4. J%H Multicast (£ Ei{E1%)

2 BHEA A B A A B PR 1, AR TS ROE A Immediate leave

vr2

OSPF | OSPFv3 | BG

PIM
Membership
VERSION QUERIER
3 19.19.19.1
3 20.20.20.1
3 192.168.5.3

@a
Multicast BFD Summary Informatior
Titems | X

QUERIER UP | QUERIER GROUPS SOURCES. IMMEDIATE
TIME EXPIRY TIME | ROBUSTNESS | LIMIT LMt LEAVE

2 ] 0 no

2 [’ 0 no s

2 0 0 no

ST R i 1 22 ER R . ARIR LA HoAt IGMP Bifle

(o7 F

> IGMP > Membership (fE¥EH) LIAARUH IGMP 1)

i Virtual Router - default

Routing RIP OSPF OSPFv3
i FIB IGMP PIM
| Interface Membership
INTERFACE GROUP SOURCE
ethernet1/1 226.1.1.12

BGP

UP TIME

273.79

Multicast

BFD Summary Information

EXCLUDE V1 HOST
EXPIRY TIME | FILTER MODE | EXPIRY TIMER
0.00

@E

1 item

St

V2 HOST

TIMER

168.83

5. J#H Multicast (£ Ei{#1%X) > PIM > Group Mapping (FEALEHE) DIFHEHEZE RP Y
ZEEIAREA . RP B RERATE. BEAHT PIM B (ASM B SSM) DAN R & I

OS® R E T EHEF
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fEHIRAE. SSM B N ARSI RP, (KR AT RP 2% 0.0.0.0. FE# SSM
FEAH % 232.0.0.0/80

Virtual Router - vr2

6. JREL Multicast (2B {#5%)

Rou

ting RIP OSPF OSPFv3 BGP Multicast

FIB IGMP PIM

Group Mapping Interface Neighbor

GROUP RP
224.0.55.55/32 0.000
23200.0/8 0000
238.1.1.1/32 20.20.20.10
239.255.255.250/32 20.20.20.10

ORIGIN

CONFIG
CONFIG
CONFIG
CONFIG

BFD Summar

PIM
SSM
SSM

ASM

ASM

MODE INACTIVE

na

no

no

@=

Aitems | —» X

> PIM > Interface (/1) LM L DR /) 1P 2

tik; DR BESCIEFY; Hellos AIA/MIBC LA AR /R BOFRIBS ;AR A TR A5 25 O R ik
i (BSR)o

Virtual Router - vr2

Routing RIP OSPF OSPFv3 BGF Multicast BFD Summary Information

FIB IGMP PIM

Group Mapping | Interface | Neighbor

HELLO JOIN/PRUNE ASSERT

INTERFACE ADDRESS DR INTERVAL INTERVAL INTERVAL DR PRIORITY
ethernet1/2 1919191 1919191 30 60 177 1
ethernet1/3 2020.20.1 2020.20.1 30 60 177 1
ethernel1/8 19216853 19216853 30 60 177 1

B

@=

Titems | —=» X

SR BORDER

no

7. JEH Multicast (£ EHi%) > PIM > Neighbor (J5#6) LUK A BV 2 e 1%ty #5 1)
PIM H#b 2 It 2 i R o

Virtual Router -

Routing RIP

default

OSPF OSPFv3 BGP Multicast

BFD Summary Information

FIB IGMP PIM
Group Mapping Interface Neighbor
- 1item
SECONDARY
INTERFACE ADDRESS ADDRESS UP TIME EXPIRY TIME GENERATION 1D DR PRIORITY
tunnel.1 111.111.111.14 6239.49 80.22 1992867278 l:
OS® M P BHEE \ 126 ©7
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% H BT H

I Y BT A R A

TET KO BB b 28 170 55— (826 b 8 S 2 BT RS 1R (8] % by e b o 22 28 2 865 R Y
W, REAHE SRR AT R . B B R REAEE S AR B B AT U . AR
PTG, I PR A Il TR PR A r AR [RGB e U 1 LAt Bl B e B . 1A
AT LS Ipv4 8% IPve BGP B EERREES HEHT UG E] OSPF RIB, A% OSPRv3. EHEIENERBEE HE
Bzl BGP RIBo

TERME, R DM RS AR IS A T e E R th 0 e, B BCP HEE AR
By, OSPF [EIAT . GErLAR BOP B A& OSPF Wi B AWM ELis t, Blnfl NER =
AR I H

T REATEBAZ T IR OSPRVS MRS b {8 35 7L BGP RORERR ,  DASEAth (™ RE 40 £7 B PR A 2% 1Y
AE, fEEMEN T, BE BOP B HEHEMGE OSPFV3 RIB.

MM, ST RE A SR T AINAS 50 FH 2 A7 B A R A s R e o R RR RIS LI 3K OSPRVS B
HEHHUM 2 BGP RIB, fHNER OSPFV3 #i%ZE R BGP 7 .

TR EOITHU, B S ET U ROERE
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% H BT H

2L RYA ==
SROE I FH BT EU
AT LA T AR A 1 1 B o

STEP 1| #~rFHrbifiskEre .
1. %L Network (#4i%) > Virtual Routers (JE#HENSHAY) , IAMRERI—(FEEHEN haro
2. #HL Redistribution Profile (EFTHUiEERS) T lpvad B IPv6, 941 Add GErdl) ®ixE
3. EAFEREH Name (#48%) | WHEDICTFICHEE, Hal @& F o 2R (). g

5 () BE () S (2 16 BIFIT) .

A 1 F 055 #E PN HEUERSEN Priority (BBEIET) o B ACHE I HEIE b T g A
JERE, BRI Rim (BT ESRAR) BIBOEREPHLG . B E = BRI 5
PMEESEE PR R A o

5. ¥ji* Redistribute (EFHUM) , LA N LA IE:

- A ECRE A — A B RS G A AR B BRI I R R TR

- T R ORE S — A B ER T O RS R R R AR (LB L RSB AG A AN AT 1 BT AR £
HRBUIRIA . ISR IE S R B RS B (M B AN LR UL T BT AU Y
BT R BN, WSREHZE A BGP A EHT UG ER, AR LIS, No
Redist (HEV[HEEEE(:) BUERE, DAHERG—L0pil, SRE 7 — (e (Eg
1% (E) M—REFEUGPER . B ERES S S, MELIEFER &R
FOEREASE S . BORREMEAS No Redist (EFEHEENT) BUCks, WHEZR DA
Redist (FTHECEEENE) FOERE A BET B d .

6. {t General Filter (—ffifii#gs) EHE, 7% Source Type (BRIFIET) 2 H—(F Bl 22 (f 5

FEHTEC ) i R

- bgp—EHT UG R ERS LTI BGP B H .

- — EE T AU B E R A 1 ELELS Y

< ospf (1E[ 1PvA ) —FFrEUm B ERE AT OSPF B H
corip (HERR (P ) — TG B R R ARAT R RIP 8% HH o

- ospfv3 ([ v ) —EETRUMEL R E RS FHAT Y OSPRVG B HH -
- ERRE—EE T B E RS AT I AR B

7o (D) #A Interface (M1 , Add CHT3E) — (ol 2o B LL 2 o Pl B B 1 i 1
S, DOEFTEREUG . A EBRIEE, nlie—F Delete (%) -

8. (#J1]) A Destination (HAYH) , Add CGHri) FEH¥ 2 % f i) — (8B 24 1pv4 B
IPvo HEgH, DUEfTEREUG. HEERIH, % —F Delete (M%) -

9. (N HA Next Hop (F—{EEREL | Add GFr) B2 B hp)—(Hei 2~
—(E B EE IPva B 1Pve HEgML, DUEFTENEUG. SEBRIEE, A4 — 1~ Delete (fifl
KR o

10. ¥%—F OK (HfEE) -
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% H BT H

STEP 2|

STEP 3 |

TR A EAE ospf B ospful 1) ST OSPF ey, LAE—P4acE EEBTHL

(% 7
i ﬁ OSPF 8 OSPFv3 B Hi.
1.

2.

oW

oo

(%
Ho
1.

2.

@

I Network (#49%%) > Virtual Routers (JEHEISHEE) |, SRBIRIUREEES ey
%8I Redistribution Profile (E#THUfiERS) F lpv4 = jZ IPv6, X% I%EXWL_LE/J WEE
T
%11 OSPF Filter (OSPF fifii%#%) o

HHA Path Type (BEFREEAL) | SRHUCTH 71— sk 28 ZEEH HUfi i OSPF BEASHH
. ext-1 (A1) « ext-2 (4MEB2) . inter-area ([FJ[E]) =X intra-area ([W
M) o

AR M ME Area (IIEL) FEFrHEUM OSPF 50 OSPRV3 B, RIILA P (kA
Add GErEE) [l

FEAEE Tag (B4 |, HILLIP frhbag st Add GErs) R4
%—F OK (H5E) -

SRR AV RN bop 1) ST BGP fifigkay, LA 2D E EEFAMIN BGP %

EH
i

#

L Network (#491%) > Virtual Routers (JEHEISHEY) |, SREBIRBUR RS ey

131 Redistribution Profile (EEHrHffizkERE) Fl lpv4 B &‘ IPv6, SRT&IEELA i_iﬁ/] RLAE
it

%2 HL BGP Filter (BGP fiii##%) -

i Community (FH#F) , #%&—F Add GIrHS) DATRAE R B ARost L 9 an A skt
B¥: local-as- no-advertise. no-export 5, nopeer. #i& 0] DA A -G EE 1758 5L
FASVAL &0 32 Aroefl; Hr AS FT VAL #4E O & 65,535 MEIEN. LA
10 fETEH o

77 Extended Community (#5540E) | Add CBrl) —E#EEE, 1E&- o iEAral
TYPE:AS:VAL B TYPE:IP:VAL #2011 64 1T (H. TYPE & 16 St AS 5% 1P &2 16
JCv VAL &£ 32 fiTt. mEZAHiA 5 HEH .

¥e—T OK (HEE) -
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% H BT H

STEP 4 | #EUEEHrHUfib th @ E , A5 s LLm il i moE 8 1
B AR T BTG 1 E) BCP.
1. J#H Network (#4i%) > Virtual Routers (RIS HIE) | SAAIE B B s
%1 BGP > Redist Rules (T E{HERIAN ©

I Allow Redistribute Default Route (FoiF B FrEUMTERES ) , PASSEEDT OSB3 HL
T R o

4. F—TF Add (FrH) o

5. j%HL Address Family Type (frhbZiicdiZl) « IPv4 B IPv6, LIS <& BEHT HcAfi i ki ik
N IRATE i H

6. ZyEEEST PR ROERE (LA EL T EEH A S B ) 3 Name (&) .
/. Enable (FUT) EFrafikial.

CEND) S LU ERAE, b7 KOR  B R o Y B ph 22 FH 1S 28 1A -

- Metric (&) |, #iEZ% 1 2 65535,

- Set Origin (EAIE) —B&H AT : igp. egp Bk incomplete.

- Set MED (% MED) —MED 1, #E% 0 2 4,294,967,295,

- Set Local Preference (i E AW IF#E) — AW EIFROCHE, #ER 02

RN

©

4294967295,
- Set AS Path Limit (FE AS ISR E]) —AS PATH HE % 2GR BUE , &A1
% 255,

- Set Community (BUEMHE) —IEEEE A -FE s TSN 32 AoT(E, sl
ASVAL A&RAOME; Hidr AS FI VAL #B7E O & 65,525 WEE N . sl 10 {#IE
H.

- Set Extended Community (BOEEFARE) —SEEm A —@EARE, EAH S AL
7 TYPE:AS:VAL B¢ TYPE:IP:VAL #&2CHT 64 (2T H. TYPE A& 16 20 AS BL IP & 16
AETC VAL 52 32 figt. Al 5 (FIEHE .

9. T OK (HE) »

STEP 5| Commit ($2%5) #RI%EE,
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TECHDOCS

GRE i#jE

— B FHENE (GRE) B E R e B A R WUl e I B B EEE EFE. CRE HE
IR By B A A a%%(MAﬁwm)¢o

- GRE i#iE M3
- ST GRE B
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GR

M

LB

GRE 1 iE i 2

Generic Routing Encapsulation (GRE) 18 i 77 Bl 6 B e 468 s bz oy ([ o 3B (B3 RS Fn = e
) o B7JOMET LA I GRE 188, BRI i BCENA % GRE WiE. GRE WIESAEH],
WA T B AR (R B R T RS B AR R AR ) AR TE I E

WGBSR I 1P ik A A A 5 S R R Sl A VR R Al LA PR IDURE R B0 B A
[, RIS, ORE iiH. BrEIEi GRE MWIE (FEAES M A L) AR Emis, Rk E
2 H A Ak . S SR AR B AT AR b s T HAR B Al

N BUR T AR B i b A B G S IR A CRE EEE .

Tunnel Interface: tunnel.1
Addr Object: tunnelA 192.168.2.1/24

Destination
=]

Ethernet1/1 10.1.1.1/24 H%ﬂ

GRE: Local Address

GRE: Local IP Address 10.1.1.1/24

Peer Address 10.3.3.3 10-3-3-|3
P R ™,
5
) oo Services &

Source \ Shared Services

Payload Protocol

GRE Tunnel

oy AR RN O B, AIE I 2l GRE ABIE (A (Bl iE) 2
ARSI O . B GRE 188 i #1575 LW E /11 -

WO R RIFERISE) BB 2 GRE EIENTARE, By GRS EE GRE &
45, HONerEA TIERB. BT SO A% GRE HHEER T e 2R RR AR, B AR TR 2
By Ot AT 4% GRE st pyLa MR R (H2, EP7 QORI E] GRE MRy, &Ef TIEREL,
s A R AIE H 2 BrESE a2 MY GRE 1P REEH. By KOs e 5 s 3 b 0 — A R BRI 2 1Y
GRE 4. KL:

- IR ORI GRE B TR E A BLRZ GRE @l (I, tunnel. 1) Fir BN 2 8 15 ) 1 A 5]
P, R IR IR B B A A F] o RTERR, MR RN 7 (BN |, Fiv
A GRE I EARTHR L o

CAER ) WA E T H ORI P et R R DA R, HIAZEPHHE SR ORE i

- [FlRRH, WR CREWIE (BN, tunnel.1) FirBrE: 2 8885 I Yl s S i A A T A E A A
NS ZH R RE 2 R A RE AT ORE Hitte

AT KOS A M T E BB 4EAE GRE B, Rk GRE BEBHAYERS 24 ALy B B DA K (20
I (MTU) BN e K BRI (MSS) e WHRREEHE AT 1Pv4 MSS FHEE A/, IRTERR, B
SO MTU I8 64 Aot (40 Ao 1P A2EEH + 24 fociH GRE B58H) o EFR7N, WRTHR

MTU % 1,500 fJch, MSS # 2 1,436 ArIcal (1,500 - 40 - 24 = 1,436). WIHEM MSS FE#E AN
w2y 300 ALICH, MSS MHEZ 1,176 A7JCH% (1,500 - 300 - 24 = 1,176).

By It A S B2 i GRE 8K IPSec il % 3 GRE i, HEEn LUK GRE 1% H F IPSec
Wil HAb:

©
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CR

Ny

1HIH

- GRE HIEAHE QoSo
- By JORAS S48 B — A T R R E 2y GRE (B iE v BE A AR AR
- GRE JAIEASTIEAE GRE M jE N2 2 EEE NAT o

T AR A L AR 2 P A R A A B, BRI (PSec 1HIE, A2 GRE 1#IE
R I R TR P S TR 1 W — B B SE A R P A IR ] GRE T o 2007 DR it iy 2 L
SR GRE over IPSec, Tli%ith (Add GRE Encapsulation (i GRE £14) ) HuUH -
TSR s iyt B ERAE IPSec N e BIASHIR BT 45 %) GRE iE, HIBYY GRE 4.
fian, L VEERAE IPSec N 22 Bhak i w a8 HafE T4 . R iE R BRI 2L
K, H. GRE i#jEH IPSec il R — IP fihik, FER%5E IPSec iliERE, 7H Add GRE
Encapsulation (#T3 GRE £14%) .

R IERFT BAERT Ol 4% F GRE (B8, (HA Y REA/E GRE (B 18 P2 A1 il 1 i
B RS B, R0 ST, GRE 1BiE o T /&% GRE Wi Fesh f i )y 75k o i FH i
WIS, AT LA A by O i GRE il 3 H A TR I, H ey gt <7 S e i
i T At DG 381 5 LI e ) E Y

©
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ARG
# 7 GRE HiE
N7 Generic Routing Encapsulation (GRE) THE PATE B 867 Bl i 465 b i 432 B 18] v 22 o

STEP 1| #S7iEIES I .
1. J2H Network (#4%%) > Interfaces (/71H) > Tunnel (HiE) -

2. Add CHrif) i Interface Name (/MHAR) | B — A B8y (HEA 1
£ 9999) o #lu, tunnel.l.

3. 1E Config (%) HE L, #iEENTTEIRAS Virtual Router (EHERS AT
IR KO S PR L R R A, AR EE N T FRYREAS Virtual System (fgf%?\ 5t) o
5. K IEE A THFRIRAS Security Zone (e thlmiE)

Tunnel Interface @

Config IPva4 IPvé Advanced

Ole

[ 19216821/25

® Add

6. FBEIEATHFEIR (P Aitke  (ANSRZER h 2 B g ek B imE v 2y HILAETRTR 1P AL
Hko ) R IPv4 B IPV6 Bk E i

A7 bR 5 208 3 i 2 S Ak A R A, RIS I R R

(11001 1E IPva EHE L, Add GErlE)  IPv4 Srhb el Buar ik ¥ alise—
New Address (aeﬁﬂijt) , RBFRIRALHE Type (B W AfGihb. Fln, W
A192.168.2.1.

/0) 1F IPv6 EE F, Enable IPv6 on the interface (£ _ERUH IPV6)

1. ﬁEA Interface ID (/11H ID) , i#H EUI-64 (default 64-bit Extended Unique
Identifier) (EUI-64 (FHi# 64 {7 TaEfiE—3HIHE) .

2. Add (GHr¥s) #riY Address (fztb) |, iEEC—{E IPvo fchbndy ) sidg—T
New Address (Hrfiztih) |, SABIEIRAIHE Name (48%) - Enable address on
interface (£ ﬁi)ﬁ'ﬁlﬂ%uﬁt) IRIEFE—F OK (FERE) -

3. EEUHE Type (BB WA IPve frhkak FQDN, K& — T OK (EE) Lif#
1Tk

4. j%£H Enable address on interface (7T _EEUH IPv6) | IAEFE— T OK (iff
JE) o

7. ¥—TF OK (HEZE) -
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STEP 2| g7 GRE HjE, 5RHIEE 2R A8 1Y B B AR
1. j3HL Network (449%%) > GRE Tunnels (GRE i , 9K1%1% Name (4F%) Add CGHr
i) THIE.
0. GEBEEAME GRE EiEE M Interface (A1) (BRIEATE) |, HA L KA IR
TAH B KRS (AE) AT BHEATEE VAN ATH

3. ¥ Local Address (ASHEfhE) %7 IP, WS BUARIA BB 1P Ak,
i\ Peer Address (¥fZ&fhl) | iE/2& GRE HIE 7 4 1P Aok,

5. BEUEAEE 1 A EES7AY Tunnel Interface GEEAT) o (AT & A0 2% e
Interface (/M1a) WS HOIEFTEE R

i NEFELE GRE BN P ﬂ@ﬁ@ TTL (i[5 1 2] 255; FHRES 64) -

1L Copy ToS Header (#%! ToS f25H) , MR (ToS) BN AEE S E LR IS 1P A2
SFME LR AMES P A, LM% F? 1 ToS i%%ﬂo WHR R AR T QoS WAREER ToS ArIT
AT QoS JFHI, Hiis Eﬂlﬂﬁ

GRE Tunnel @

Name | GRE_Tunnel
Interface | ethernet1/5
Local Address | IP 10.1.1.1/24
Peer Address | 10.3.3.3
Tunnel Interface | tunnel.1
TTL 64
Copy ToS Header
Keep Alive
Interval (sec) | 10
Retry 3
Hold Timer | 5

STEP 3|  (fuf:fitys) ¥ CRE B RUAMRFEELNRE

AR TORFFEAE ) (RTERR, GRELL!BH 10 FOA7# = fE AR B 1 keepalive Ef
1 (FEH) ﬁﬁ%f?%?ﬁ% W H. GRE {BiEAENE 10 Fhas =L 5 (fl {4 B8 s e HIbs A fE
73 LIVASE o

. B Keep Alive (FRFFIEA(E) LI%H CRE MBEMUHARFHEENRE (HRAEH) -

2. () #E GRE WIEAEE keepalive BHIARITIE ¥4 2 1K) Interval (sec) (5[]
b% (%) ) o FELh Hold Timer (fREAGTRERS) Kf, St & GRE EIEWMEZAT, B OB
JHILIERIE keepalive BHORIIFRHRE (HE% 1 2 50; FRMES 10) o BUE IR
b A/ NeRE R RS R BEF 2 R ALY keepalive B0, W EAHIMSEE R . 5E
F4) HRE P[] P R R oy (el 25 B AL S | R 2 P) Rk o RV 1 B otk o

8. (A #iA Retry (FEm) #E, BIFT JORERE A E ﬁ% SRAPH BT, AIR[E] keepalive

E ORI IRRRR (B8R 1 2 255, BRHER 3) o WIEERPHEE, Bk & ez
PR R R IR 0 e . e iﬁﬂbﬁ’\ﬁ%ﬁ&ﬁﬁﬂiﬁﬁﬁﬁéﬁx_Eﬁ‘mﬂﬁa
Jiti o

4. (‘[“H}H) % E Hold Timer (PREZFIRAGT) |, RIAEDT s BT 37 B S A s
E&Ijj{% % keepalive ALK Intervals (FREMIEIRS) B (Hi[E%A 1 & 64, THRRES
5)
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GRE J#iE

STEP 4| #—TF OK (HEE) -

STEP 5| BE i s e sk i aB S By, LUIER GRE @iﬁ‘éﬂ%ﬁ%ﬁ%ﬂa%ﬁﬁ@ﬂﬁ BN, BOEERRERS
2 H 1Y b el Al s 194 HE% W Interface (A1 1H) $8 8 2 ABEEE i EE (tunnel.1). ## F—
{18 B R A ) — U BB Y 1P kb i, 192.168.2.3.

STEP 6| Commit (#E37) fEM%EEE,

STEP 7| AiliER —Ime BBl P Atk AHECFISEERE 1P A2hlk (5 BV SHERT JOi% b GRE (B IEAY %4
REFIAME 1P Arhik) M i B wH s BT RE I o

STEP 8| HERRNT JOtG ] LB CRE A 15 B 17 i S 25 i
1. fFHL CLo

2. >ping source 192.168.2.1 host 192.168.2.3
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TECHDOCS

DHCP

A B I B B S TR A (DHCP), LARAE Palo Alto Networks® B JCis b3 /- TE1E S
DHCP falflRés F P sl ol AR T aa i CAE . b7 KORS 12 0519 15 L8 A B R VR AG N R B 18, T
REFAT 2 0

- DHCP %

- VB DHCP fRlflas A1 2 B Gt

- DHCP FE

- DHCP &tk

- DHCP %18

- A THRE 2 DHCP fAlfiRgs

- AT E A DHCP 3

- AFE I TAROE 2 DHCP P i

- S TERCE A DHCP S H R

- BB EEER DHCP

139



DHCP Hf3

DHCP &fE RFC 2131 BB M C i il 8 W B AV EE SR E G E « DHCP A Wil 3= 2 A
W AR TCP/IP BLHAEERES L, R IR e MELE TCP/IP A8k _EEhRe sk e F 1.

DHCP s F 1@ 7 - IR AR A . MR a & — M3 BT @A T M DHCP 7
Uiv DHCP AR, PAS DHCP A H R

- VEZ DHCP P (54 Y258 vl DHCP fARESER 1P bk B HA R E . H P imsdE s by
fEHE A N ROE AR B T, W R T B AIE AR i e hE w3 s R, R AR fh
A DHCP ] iR a8 4 & 1112 H

- NEZ DHCP fr] BR#8 128 B 0T IR F P S0 3BT =8 DHCP @bl Bl i —8, 495
BB RS NRUEHEM, W REAEF 7 A P AR I AR PR EEAE (R A PR B 1y 1P k. fal R
feErs P ENHEEE 2N DHCP R IEHRALAGTE 2 1 P

- NE% DHCP ELEAHAE R A B & 4E DHCP P i B iR 25 2 M8l DHCP $1UE .

DHCP i (i SR sl 2 (UDP) REC 708 VYRR @t E. o imEak 2] R e 1
DHCP FIUEL, S EIEERZ AERSE 67 (UDP—HUEE Pl sl € 8t DHCP). DHCP AL falAkAY
AR PR, KRR B R 68,

Palo Alto Networks® By s BRI A-TETATEUT DHCP RS P ek (ARt i fa fo. DHCP
AR SO AR A TR Layer 3 ZRKRBEBK . e KBS B Layer 3 VAN AMH .
AT P A A AT A AL A AR E B KO T o 2% DB C PRI ARE AT 3 1 BT 2l
Hh SRR AR A BRI T 2o

By Kfs <2 8 DHCPv4 Server B2 DHCPv6 Relays

DHCP fRIR #8582 DHCP FHF#EH Palo Alto Networks BAE R 1 1Pv4 frtlk. H DHCP BEEES
P2 \Pv4 BL |Pvée Al M R B/ F EA iR S8 DHCP P

)S® Kl A T B 15 R Version 1 140
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VEZS DHCP ] Akgs A1 7 s BT KOS

By It ] LIAE 2y DHCP falik#:F1 DHCP FH P ﬁﬂfﬁéﬂ%@ﬁ&%ﬁ%ﬂ%ﬁ (REC 2157) 8=
IPv4 B |Pvé (rhEFrEERT. DHCP fRIARESAT Palo Alto Networks BAE R 18 1Pv4 firdik.
By K DHCP frliRkes & LA R 51 7 20 AR -

- DHCP ARSI EIZ B F 730 DHCPDISCOVER SR, A& & LAEL-S fr A TE ST e Fe
FE EFRIE (ORIEAE R EHF HBIEF) B DHCPOFFER FRERIEE o FH 7 o s LA 2 Y
BT, LA DHCPREQUEST RHUE [HIHE

- fal IRFRI RN B H P E DHCPREQUEST FHUERE, fAIR#S & LAME & ZR b frs e s IE Ay
DHCPACK FHE R .

By Kt DHCP H P er AR 21 7 AR -

- DHCP AP 24 B AR g DHCPOFFER By, MEsmHAE DHCPREQUEST H{Efi% Ifsise
T, AR e B BB T A TR AR DA H A

- RTHREE A T AR RS RE, R P iU B R 2EME, e B RS A A A 5
—{EfE.

- BxdE DHCP F PimfEH DHCPDISCOVER Bt DHCPREQUEST RHUEHYI®RIE 57 g/ K ME,
HH| DHCP SERARE LR

N-OS® 48B4 FR ELHER Version 10.2 141 ©2023 Palo Alt
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DHCP #E

DHCP ]/ \(E AR AR SRR | S 288 by DHCP SIUE A R SR A B o i, 5 2
Ui AR DHCP fAlflRgs i, B e IR ER 7% EER DHCPDISCOVER . RHT
ik LA DHCP filllk#s, H DHCP Helper 3 DHCP #03% E IEMERRE , "Xl B g iz 2 H A
S T ERY DHCP fallikas. &HI, SREAEEEEITE 2 FHs R EE. —skZ208 DHCP {d
MR Hs & LA DHCPOFFER FRUE I, FHUE H a8 R A i A ik B At 35 E 28

PR 2 P ACHERE & DHCPREQUEST (AR S]— s 2B i as o AU R 7 i IEAE R
Pzl RIFEREIEREA 1P Achl, B REC 21371 FE A P E H 0 EERR EUE 1P ARIEE A ) Ae
frhk2y #o

P A IR R e SR, vTRE R B 2 MRS R R . P sl B P kg, th
s P A 1P Ak, HATREA HAbROE S HELH A . DHCP (ks &5 8iE
FRCAE 2 B P 0 ] ) A

NEYH DHCP FUE.

DHCP &

DHCPDISCOVER FAESERT ] DHCP i g B P s B 478 o

DHCPOFFER fRIIRER 46 P DHCPDISCOVER A M HRAt 3 E 28,

DHCPREQUEST el Eb A e B P RTUEL TR TR S £
- b A EOR 2, MRS TR H AR IR g R ARV TH H .
- ffEwR G T ARCE A (a2 IERERY, IR RS E TR AR RE

- QE-RAER AR A AR
DHCPACK fal i 4a P i R AT RIS, P& I sR A 4R i A b S5t e 29
DHCPNAK fal i 4a F P w AR EET] ¥ HH R s AR A A g6 (ot 2 B R Y

(B, WSRO R ), BN P 2R

DHCPDECLINE M P smia fal i as RO RIUE, , Fa s Al EAERE T A

DHCPRELEASE P Smas A AR H AU, FORBEERZ R AL A (T, SIEEGF R

R EFE ] FRE T
DHCPINFORM P smsa i s S, (EEORAMEOESH; P i A I sOE
Y v 8
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JHCP

DHCP &l

© DHCP frhl-Be & 7y
- DHCP FHHH

DHCP Ak & Ty
DHCP fal ka4 1P SrtikFeIR sk A8k 40 FH s i 7 A —FE

- HEIECE —DHCP fal iR# 1 E IP Pools (IP £EI%) 7k AR 1P SrikARIR&S FH P B O B 1)
Lease () #18E% Unlimited (HERRE]) | HIFERECE AR AR

- BIRERLE — DHCP IR EHE A7 1LY IP Pools (1P FlasiE) whal S i AT 1P (kR IREE I P
S, AT R A A R T ERE . SRR AR B T A 1P ALhEE H A R I S R
B IP b tRIRAS R T B O P S . RE 2B DHCP LN

- RRRBNCE — RN BIREEEURIRG H O uR Y 1P ALkl DHCP Al IR#R G s A ik 4s
M P, BEAE DHCP BCE Rk ABCE , Mg EfE DHCP fAlligs, 47% 54 Reserved
Address ({REFRIfzhE) DA E S H P imss B 1 MAC Address (MAC fizdk) o B ek
M FEEBEE. BPESE, DHCP fBIRMAERA R

ERRERCE 1P ALHHRA L, BEEIARES, ERR LAN A EIZEHE (B ESEE S AT 1P LA ST
o, K% 1P Arhk EE M DNS BLEDSEME &2 8 e AL Bk IE, SR A& B H—EF PR
Mrunds s B AREALE, B EEEMP. RIGE. FHPEMKEETHEEEN T, &0HE
PRFFHHEIY 1P Ak RRE

% & Reserved Address (fiFEAINLHE) B, FERCAELL N EES:
- H7Z IP Pools (IP FE[mHE) Fifrhtk. 0T LA E 2O 88 B Ar ik

- IR E Reserved Address (P FEAYAI4E), 5 7 i A 2 30 ol E B BHAR S5 S I
e R 1 P i o A 1) 48 B 3 4 B R BRI DHCP (BARE Lease (FHI) fRE4
Unlimited (#£FR#]) ) -

- MR 1P Pools (IP £E[f) H AT ALHERCE % Reserved Address (FREFAGAZAE) | HIEr
BT B RN HE T FR YRGS N — W ERALHER DHCP H P

- BEA LMEARTRE MAC Address (MAC fiziik) HIIEDL FikE Reserved Address (i3 HIfz
Ib) o FEHGRIT, DHCP falilk#s A~ €K Reserved Address (££84 HIfzhE) FRIRAG (24
BHo BRFIEET, T LAMREE R R —Lefihl, AT MBI IRGAEH DHCP B E
HEL I

DHCP FHHA
FHEAR E A2 DHCP ] ik gt A i Ak e B 45 P (B iS ] o AR T AE R A BRI R (B
o W P AR AL, ATAEAL IR R 2 B AL R R A AR g o 2 BRI ARl REAS R L
HHFEIRES O H T ARG IRALIE I HoAb FH 35 o

%y DHCP falfikas s HAHE, & M2I8 — DHCP fMfliRas (1) B RER IR A P s ) A ik
bo EERZ AT A B EAR YR A AL IR 2% Unlimited (PR, 5(H Timeout (ififF) fH
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HCP

FEFE AEFT Kl _EBERARR DHCP ey, HH P upFHIH T LA .. Reserved Address (3
BAROALHE) EARREA LA, A2 AL 2,

B DHCP 3 REC 2131, DHCP AP m A eSS a ], A2 B RES 28Ik B I H L
HRA R . R, & DHCP AP E]—kw, e g2y, e refE—m
P Al A G S B .

RIS, WARTH 1P A EIRAGHEE, (R BRI, HAMIRIER, DHCP ks
AR ENY] . R0 P i BB , AR B R Ak, P AMF RS AL E 2E, HAAYI
el Tz .

B IO A PR B R R gy, RIS BV R EIR CEINIRY (P Aohte WAT R SR AR B Akl LA
e B CER I % Lo (HARA IR ) 2SS 1, el R S A2 Ok B R IRe s 21 3 it T
BUORWIRANE. W RRTEE L A s B RS R C R Ao ke, Res A BiERC R
LR

£ CLI 1, {5 show dhcp server lease f{EMm St AR R E P (LhEA RS

Ao MAREORNESAFE RN A B Y, vTLAdH clear dhcp lease interface
<interface> expired-only i I5R ORI, FiELefrbtF Rl 2L . AT LA
H clear dhcp lease interface <interface> ip <ip_address> 4 REIUEE P {if
fik. i clear dhcp lease interface <interface> mac <mac_address> i 5 FEjiL
B E MAC firhks
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DHCP 1318

DHCP B2 DHCP SEIE [ FRE 52w [5]5 2 B A2 e il 5 2 (BOOTP)o i FRE A AE B MERE 401 e &
F BOOTP SEhAEHL B S . FHES 1A RS UL 2 vl (At N PRSI 1P (b BaRE 2 ) G ek ®)
) o 1 BIEL A A 5 DS 1 o7 ko

BOOTP HELHF & R & sl A, H & — ORI, IS Lo &S sn, Bl
THEMAEE . BOOTP R A/N, ML HMEME. RFEC 1497 F538 BOOTP Vendor Information
Fxtensionse DHCP &R BOOTP; By JfEA Sz BOOTP,

T8 LEIE AR A B %Iﬁ%DHG@M}{PE& SOESE, R TR NIRRT . R A
@um/w DHCP J#IE BRI BRI EH , S Erdtat4s DHCP H . RS LL DHCP
5ﬁ%ﬁ§ﬁﬂﬁmmu@LL% I, B, DHCP FESER Ai%8TE 53, %ﬁi%T%
DHCPDBCOVER B DHCPIZBIER RFC 2132+ DHCP Options and BOOTP Vendor Extensions

HEFE

DHCP F 7 i i Bl ] AR , BRI ] A e 08 P P o SR PR TR
- THACEFEN) DHCP 12TH

- DHCP i&IEP) ZA#ME

- DHCP J%IH 43, 55 1 60 S HAth B 5T1%

TESCEFRR) DHCP 1%1H

Palo Alto Networks® Bﬁ)\ﬁjﬁ DHCP fAIIREFBEAER, Sl A& EFEMTELEFEN DHCP 221H,
IEGRIEEAE DHCP fal IR & _LaE iy, Wear ik 2 DHCPREQUEST ik Efa IR 4 1Y FH P
WA 7 ‘ﬁ%ﬁ@ﬁ%ﬁﬁfu%'*‘%%ﬁiﬁ%“éﬂﬂ)ﬁﬁ%i‘%%ﬁﬁiﬁiﬁ

B K sz N AIEIL DHCP i lias ETESEEFRATEI, HALETUK AL DHCP Server (DHCP
falfleds) woEEm LB RN BUR -

DHCP j%15 DHCP S£IH %

BT

3 b

1 P AR A % (U

6 A AR RS (DNS) fARgsALhE (2B EL)

44 Windows S PR B 2 RIS (WINS) fa IRAF Al (32 H vk 2
41 A s B RUIR A (NIS) A e fr b (FE 2B k2

42 A 5 PRE TR ERU AE (NTP) Al Rz ik (2 B CER)
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DHCP %15 DHCP j#IH Z fh

/70 T JEEF I E S 3 M (POP3) falilRAR A7k
69 5 2 A0 B F o (SMTP) fal il Al
15 DNS
WRTATA, Gt v LISOE R R E M BT8R, HS2 8% P BRh A A i R B S A =

S FRERIEAREA S B 2 MM, HATLUE 1P frhik. ASCH 8Lt AE . BT Ao s
DCHP #IE 18, DA RIAFEBEMEHE O DHCP fafkes, HIvZ DHCP H PR AL i
R ER BT IE.

DHCP 1#IH P ZA1E

fnT LIS A M [F] Option Name  (GIHA4FE) 1) Option Code GEEIEUAE) i A\ Z2#%IEH E
(A B ACHE RN AR AH & W P E (EAR LM A (1P stk ASCIH BEF7NIER) o a0 SR A R i i
NIRRT, HARESFE AR 2R Sl AR R, RIS (R e S o — Mg

fnT LM S Option Name  (EIHA4H%) 2K Ui A Option Code (GEIHCAE) o FELGHIRML
T, ZERIEAR 2 FRIEHET Option Type GRIEXAM) RAILURE . #ln, Wi &ELL P Ak
FARHE SR IE Coastal Server GREIEACHE 6) |, & il ASCI FERIEEI®RIE Server XYZ (EIH
A5 6) o

7 JOfs i L2 PR, AREEHNZME (FEE—R) FEEA . B, $HEEEH
ZARMERS, SRR AE, srEs R S T DA 2 R G e 7 KOs A e g
I vk S IR TEAE. DHCPOFFER 1 DHCPACK #HE A B A IE)T

T LA DATH S E e AR A U A YIRS, H A R RS S U E ey DHCP
I B A

DHCP $#IH 43 55 F1 60 K HAh B 5218
NS RrC 0130 Hh AR I S TEA T S

A
THHY

TEIH AR JEIHFTA /AT

43 TR P A A A MR R ERE B P, EFE DHCP fal ik #s ASRALAE H

i R e e U AR IR A L2 v B R R 3 ik
FIRE (VCI), HiZak IS4 VCl R P DHCPREQUEST
W, REA SR RZ AR 2 P .

I 43 Bl A5 MR R E B e A B A R
o RE B RHE A o
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THET A /A T2

55 SYERIE 7 7 (8 ﬁﬁﬂlﬁ DHCP A P ER i E S8 (R
ﬁﬁ)ﬁ“ m%ﬁ%%ﬁﬁﬁﬁoﬁ%%@§3W$ﬁ

JIEFr LA fElEUE

60 I e P B B AR RS . DHCP FH P i A0 e e B F

(VCI) E. DHCP H%Jf'zﬁ*afﬁ DHCPREQUEST H#$iSIEACHE 60 fHi%
2 DHCP fAik#r. & MARATILEISEIE 60 Ky, HE&EHF VCl.
1EH EE@%%*%W%E@ VCI, SR1B M R B R ERTERIE 43
(SR VCI), ?ﬁﬁﬁﬁ%ﬂm’ﬁﬁﬂf#ﬁ%nﬂﬁLﬁﬂﬁaﬁﬁﬁ)ﬁ o HF
i A Al AR A AL ELA VO Rl

BRI LMEIEARAE REC 2132 A EFRHY A aT RO E B A BTSSR % 1254, HATR
AW E R .

. DHCP IR A& Bt 5] DHCP 8815 (b ZR e AR S-S0 A0 7 188 YA A\ I 1Y

T ASCI FA/STEA, DHCP SEIEAERY | SRIHERZ v LS 255 4 8 .
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| W S — S48
BENTH R AE 25 DHCP fa] Ik 4s
I TAER S 2 -
- BOE Layer 3 ZKHEBEEL Layer 3 VLAN S 1H
- B TR IRAS ARG AR A [
- POEREREEIEIR P AR AERER , 0T LR LAY A DHCP fRIRESFEURAS FH 7 i
- R E R DHCP SEIE . (A Wi R B 5 AR o
IREM T :
- AR PA-5200 RFUF PA-7000 R FIBIT Kt LASMABT JOERISE, 752 W st 1,
< fE PA-5220 By ks R, EATERE RS 500 il DHCP fAR g LA M 22 2,048 il DHCP ik
X (W raE i) DHCP ik #0 o filan, nRERSE 500 [ DHCP fAfikds, BrsoE
1,548 il DHCP A AFERE .
© fE PA-5250+ PA-5260 B PA-7000 255 Kl , &R ERZ 500 # DHCP fr s DA %
% 4,096 il DHCP BOEAHAE, QRFFTEGEN DHCP fMiREs#) o #iln, mRERE 500
il DHCP fal ik #%, EA#%E 3.596 ffl DHCP kAR,

AT T H AT SO LR HTRBOE R DHCP ] ias o

STEP 1| EEUEAEZ DHCP kg 10T .

1. %5 Network (#4i%) > DHCP > DHCP Server (DHCP falflizs) , $&1% Add (i
H4) Interface (1) #4F%, HHEEL—{#.

2. ¥ Mode (#iz) Il enabled (EHH) =t auto (HH)) . B E UM
AiaR, anRAEA RS BRI R A —(E DHCP fAik#s, (et Ra35 . Disabled (245
M) BoE s AR

3. (GEH) WREAEGEAIREGS P ArHEETRAS HH P s e e ERIRE AR RSN Ping IP
when allocating new IP (it &35 IP e IP)

IR R [, RIS A E B A AL, R fRIR. AR
TSR IR T —E Ak AT 2L Optimistic Duplicate Address
detection (DAD)forlPv6,RFC 4429,

1]

S

A IH IR 7] DHCP frlilkes H481% , /T Probe IP (1£%% IP) Hi&r /R
‘-
)

A B2 Ping IP when allocating new IP (it & 3#7 IP BRI IP)
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JHCP

STEP 2| o ik ZEAAG L P Y T E s DHCP I o

- f£ Options (I#IH) [WEH, HEH Lease (FHIH) FiML:

- SRR IRES O P BCRE A By AR IP AhE, WK ASRIRES FH

- Timeout (JIFF) PUEfMIEREEL ANIFM. WA Days (H#) Bl Hours (/NEF) #, i
ISV A Minutes (739%) #.

- BRI — R EA %% None (J) | BGERERCRIE DHCP FH P s/ sk PPPoE H s, A
A A R T RS 2 DHCP fililRes . WS EH8E Inheritance Source (A& | FHNE
TR 2 (R R AR inherited (HE7K) ST,

T e R AR AT RN JGIGHE DHCP A P sl 2 i i fal IR g, DLs By DHCP $81H, dnisk

TRAE T P s E | Hb g AR IR e i, SR ATRBUR L NTP A iR 48

(RHOAHA A Primary NTP (2 NTP) falllikay) |, HIA uids B @ Ao ik E A

Primary NTP (2% NTP) falfies.

BoR L5 228 1P Arhk ) DHCP JRIERE By O Hoer il S IE & i 58 —(# IP {52
Hb, DAERZ(E F RGOS . an SR AT e — R IE A 2 IP itk SRR hs
EEHERE DHCP #RIE | AR E K.

- A A R AR BE — AN SRS T HL Inheritance Source (HEEZRIR) |, I — N4 €

J# Dynamic IP Interface Status (HRE IP M 1AGIRRE) MRE, HPHURME DHCP FH s Rk i)
HIE,

- AR REE (9T U ERATED) 1Y P Ak, R EREEEL, DHCP R IR S AE E] (]
LAN B EfT4EE

- TR — B 1P Pools (IP FCEEFEMA) A A AZHEFEBCAE T A 5

SHBF R ARG, He— R NEEE, SRBI%EEL None (M) &Y inherited (#27%) , =it Az
v fEl ARAR Y 1P Srik, SR DHCP fal iR &k stk 33k 28 H P o AEBGE RS an R 4%
Hinherited (#7%) , HI DHCP fallR#AF & 1EF5 £ % Inheritance Source (M) AR
DHCP I i AR (E

+ % DNS. JCE DNS— il S (A AR R4 (DNS) fflER 110 1P frbk.

- FEEWINS. RZE WINS— i B Windows 48B4 E% A RBIRE: (WINS) fal IREZFIE) 1P AF
fk.

- FEZENIS. U NIS— i SR AR i e U (N1S) (AR A 1P ik

© K WINS. VB NTP— 1] AR IR I 52 R 9 1P Al

- POP3 ful ik i —H Jmal il & (POP3) Al fias 9 1P fzdiko

- SMTP frl IR i — 5] 2 BBl # U i (SMTP) Ml ik as i 1P Azdiko

- DNS B — A T MEEMEIT RIS Sk R RRE, 38 AP S A 6 FH 1) RS o

®
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STEP3| (EH

1.

8.

JH P i

) BOERR R E S HHET DHCP J#RIH, DHCPﬁHEﬁ Y R T &
B4 Hi5id 1 Name (44

1£ Custom DHCP Options (HHT DHCP 1#1H) [WEd, Add (i
) LARRR DHCP S8,

LTPAND s el i 4= w ['] Option Code (EIAUHE) (HilEZ 1-254) - (HREEIEA
ﬁ%, HH%%R C 21326 >

R Option Code (EETHAUHE) % 43, H& 4/~ Vendor Class Identifier (J‘n’iﬁ*ﬁnﬂﬁiﬂ
) Wz WA VCl, HAFRE T/ SEME (BF Ox gi) , HR ¥’ B 5%
60 Z i BRI . R AR e AE i & R VO jﬂﬁlﬁ] $EIH 43 %uﬂﬁ‘“ﬁu
THH

7t DHCP fa IR 25 # K A A K — 55 HAEEHR 8 DHCP fal IR #3 TH ST T T Inherltance
Source (HE/&AIR) |, HEGEHAIEH KT inherited (#87K) # &R R

H AT, SR IE,

T 4 R A JRIR BE — U R 48 T2 B Inheritance Source (HE7&ACTR) , Rl — T HE4s €

B Dynamic IP Interface Status (HRE IP MrEIREE) EEF‘EET% DHCP 7 o
FISRTH

TR ABEEL Inherit from DHCP server inheritance source (7/£ DHCP fa] il #3457
AIFHEK) | FEIEHL Option Type (IEIX7Y) : IP Address (IPfiifik) . ASCII 5
Hexadecimal (75HERL) o T7SHEMEMZELL Ox BB,

ﬁW\W%‘I&ﬁ% DHCP filllik#% %% Option Code (iELfCA) $2{1L1Y Option Value (i%3
fH) - WUE{I/JM?J:%)\%1EO

Fi—F OK (HEE)

STEP 4| (1)) Hrig H AR €l B 7T DHCP 1.

1.

2.

@EL#&@RL@HU\E{@ H#T DHCP 1#1H,

- BRI LASHE EUA M H Option Name (GEIHA47%) [ Option Code (EEICAR) #iiAZ
S IE(E, {H Option Code (GRIEACHE) WA EHESLEEHA R (IP Address (IP
fitik) « ASCI (ASCI) 5t Hexadecimal (+/5iEf7) )o WS4 & sl A SE(EE ) H
H¥HA] Option Code (EEIHACAE) F1HH[A] Option Name (GEIHAAHE) #i AA[FHH
A IS R e R R — R

AR St IE%J)\%@@H% FECAR I NE P ANAE, SIS R R B 5T DHCP SIELLE
FRIFIAT . IR HGEIA, ﬁjﬁfé?” T Move Up (_ LF%) B Move Down (F#) -

- BRI LU FASIF] ) Option Name  (EEIH A A% ) 2K Z kil A\ Option Code (EETH A
i) o FEHRILT, A%k TE%*@ZFEFJ TEHAHER) Option Type (GEIEFER!) AILIA
] o

F—F OK (HE)
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YHCP

STEP 5| GHIFTSUEMAERY 1P ALk ARE, DHCP {rl R4 S 7L AR [ Hh s A A AR IRAS DHCP P

R R R A BB, 17 A I B B A B T 1P kB A R
[, JELefhl AR E % i DHCP {al IiRas T IREs 7 o o

1. 1E 1P Pools (IP FlEs#E) MHAzd, Add CGEFEE) 1P (rhb 5, (e IR A S s it 6 P 1
NHEFEIRES F P Wi P TR B AR U R (B 192.168.1.0/24) By 1P ALhEEEE
(BN 192.168.1.10-192.168.1.20)
- |P Hl#E i [E ul Reserved Address (£ AIALAE) BHAEIRE P LLhHRIRIN S A B .
- P A ET AR AR 1P (LHEERYRTI S A A, AT R EERUREY 1P Arhb A RS T

IR 25 1) 7 A 1
2. (IR EMEMAER LSS HAD P kR
STEP 6| (i%Ji]) ¢ P MeBs i R 45 EAs A B RBFEURAYT 1P (k. QiR t$s & MAC Address (MAC

frhk) , HPESEE B DHCP ZR (P ArhER, RS Reserved Address (£ 117
Hh) HEIRAGTZAEE

#7A Reserved Address ({#B kb)) A ECHIEREIA, FE2BI0HCP whlb—H.

1. 7F Reserved Address (fREEMIAHE) WA, 4%— T~ Add CGHTIE) -

2. A IP Pools (IP FCEf#ifE ) AN ESE DHCP fRAFEI BBHBIRII AL (A7
XXXX) o

3. () BB ASIRER TR EZ 1P Akl 35 E ) MAC Address (MAC fi7
) (B xoexxeaxoexxexx:xx) o

A0 (] EAEHTINAE A ER DAOR B HA AL .

STEP 7| Commit ($238) IS
#—F OK (fE) B Commit (1255) -
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W B E 25 DHCP A P

T KA TR E 2 DHCP PG, s e ERE Laver 3 MM (LKA LKA
TS VIAN AT VIAN FATE 88T ST, BT O IRAS RS h 2
. GRIETFEEH DHCP 2R AN THESR (Pv4 f2hl, 8 H R E S DHCP H P .

R ] LUK A T R E B DHCP P o

STEP 1| JATHRE 2 DHCP H 3.
1. #HL Network (#9i%) > Interfaces (F1fI) -
2. 1 Ethernet (£ K#EE%) =k VLAN HE b, Add CHIIE) Layer 3 /rTi, sl sHUAEEE
1E DHCP F P E s Layer 3 JMTH
3. EH Ipv4 HEL, %A Type (JAL) |, #H DHCP Client (DHCP /3i) o
4. % Enable (HUH) -

5. (EEH]) HOHEIHLL B Ei sz ag 1 s it 2 YEHRRTE Y RS i (TR
) o BUT SR Ty SO ST B TER WIE R RS B, B T B 2 AT
SLAE BT KON ) 65 ph 2 H AR Pl 1 H P HBREIR A

6. (R HUHEIELL Send Hostname ({835 e A%) LAIA] DHCP H 7 im A7 T 8 Ik A%
LR ZTHEARE (50 10) X E DHCP RS, DHCP RS A FEEAE DNS 17
Mids LatEMZ e, /7%, DNS fAi#snl B B3 s A E B8 P (b, sb
T AR A A A T TR SRR system-hostname (R&E-FHAH) |, H
1F Device (3£H) > Setup(i%XiE) > Management (‘§F¥f) > General Settings (—##k
) HREWIPT K TSR, B, MANTEN AR, BEERS S o4 [H5 0T, 8
FEREF/NS FRE 8. AIBE Oy 255 () FEER ()

Ethernet Interface @

Interface Type | Layer3

Netflow Profile | None

Config IPv4 IPv6 SD-WAN Advanced

Type Static PPPoE ° DHCP Client

Enable
Automatically create default route pointing to default gateway provided by server
Send Hostname system-hostname

Default Route Metric | 10

Show DHCP Client Runtime Info

“ concel

7o (D) %P KOS DHCP fAlflikds 2 HIH) % i A Default Route Metric (THRCEE A
) (ESCNERFES)  (HEE 1 £ 65535; THRMER 10) g hibn, s
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/INAY B BRI A . B, S e AR 10 Bk, FEEEAHR 100 Ay
Hio

b7 Kl B2 DHCP frl it éi < 1Y % Y Default Route Metric (YHRLES 2>
i) THEEAE 10, WREFRETHEE RS i 0.0.0.0/0 fii ] DHCP M-TiAFE 2 Ho
AT, HUES B A TER Metric () 12 10. FIL, A WigAT 2 10 1
B, BT ORI — Ik BEMERE L T — S, TGRS — RS B

PO LU I8 0 3 B dg el iR B Ot < THRE RS Y TR
e, SR R R s, % Layer 3 AT THGETHGERRERE 7§ Metric (2
) (FERAEZ 10) BEF AR 10 BIME (FEAREH 7% 100) WA
MU . FEBK R, B ASIAEEIR 100, M, 8o
INTERRAEZy 10, RZ 10 G EGEM 1000 SR, AN SR AA54 AR REIE B 1Y
Metric (A1) B4/ INA 10 BB (B0 6) , HIFERK Fh 2% A 0% bl 5280
ByHRNTE AT 6

8. (1) HUH%H Show DHCP Client Runtime Info (&7~ DHCP f P T B g
FO LU Pt DHCP R IR S48 & W T A 7 E

STEP 2| Commit (#238) ZEHIEEE.
%1 OK (%) Bl Commit ($257) -
KA T BIAE ELE Ethernet (£ K44E%) HE ¥ Dynamic-DHCP Client (7% DHCP
P ) #inZH IP Address (IP i) o

STEP 3| (iH]) WEMRDT A ) W—{E A TR g 4 DHCP FH P o

1. J#H Network (#4i%) > Interfaces (/1) > Ethernet (Z K#HE) , K& IP
Address (IP fiililh) | BEAEWBLENTHHE R T DHCP H 3o

2. %I Network (#4#) > Interfaces (411H) > VLAN, sA7%fa# IP Address (IP {i
HR) , BRAEWBLEA-TITE R T DHCP FH 3.
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N e F
("

& A IR AE 2% DHCP 7 i

By ot b A ER A TR S B S 1Pv4 B DHCP P, S H B AT AT LA DHCP frl ilegs 421
IPv4 frdik e EFRAEE S DHCP $IH 12 FHEIE 61, 5By JOR rT s = 3= M 42 AR AT P sk 1 g
I MEIR E DHCP Al iR %S

PFERE, AWS 1 Azure™ HRERZE R VM R AT KA & A T AR DHCP 7 G LVESH 1P A7
hE, TWIHERAE (P Ak, RAZEHETEENIRERRMN BB RTER, GEHE VM RAUDT KO

(AWS T Azure HHHY VM RFIBT JGtEBRSN) BAPAE B A _EH) DHCP. WildFire A1 Panorama 24
SE_EREERA AT IR L DHCP DRE.

- SRR F I JGRE TSR (AE VM R [ ERRE IP A hERCEE EAE (I
’ Al fE
- QNSRBI K it DHCP SR Az hE, HIFE DHCP fal ik 2% L8R —1# MAC i
Ik fR BRI A 2B IS » "2 lﬁ@%@ﬂ(ﬂ%ﬁ@ﬁ%@fﬁ%ﬁﬁ%@ IP ko
4k DHCP fal ik #% % Palo Alto Networks  [5 X%, G5B 101500 2y DHCP 1]
4RSS 6 2 AR RO B8 ik 1 =T

WR E TA THREE 2 DHCP P, LA BRA 3 T -
- BERRENG HA AR HEA T A HIESS (HAT B HAL #51) « BRhELE (HA2 5L HA2 1
fy) EEELEE (HAS) 1B F .

- BERBEAE BETIR% I (Device (3EH) > Setup (#%:E) > Services (li#%) > Service
Route Configuration (IR Hi#1AE) > Customize (HF]) ) WHEE MGT 1E& s/ 1H . 2
A&, AL Use default (f FHTERL) 21375 18 A HE 40 T % 60

- EASRERE S BRI A BN R 1P ok AR AR L R (HSM)e HSM P 3B O i 1P
ALhE A AERRE 1P ALkl , [RI& HSM BHE T 1P ArhkBRsslh JOrs, WRAESATREEL 1P Arhh 54
BEEE | HSM _EROVESENHE IE

B TARRSEIRAGE A E EA TR A JHRESZE DHCP fAlfilkes
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YHCP

STEP 1| A THRE S DHCP HFu, LMERZA T P DHCP fARER I 1P A2k (1Pv4). 4%
WEEE (1Pv4) I YEREHIE -
BeE, AN B A R e N, AT AR T SR AR A P
B ZE DHCP fafie% .
1. %Il Device (¥£#) > Setup (P E) > Management (5FH) | SAESwEE Management
Interface Settings CEHENTAKE)
2. ¥ 1P Type (1P JE7), %1 DHCP Client (DHCP Jfi/73) -
8. (D) 2B ORI E— W sl W& I LUMEE 2 DHCP Discover 8¢ Request sREHTH
DHCP fallllds o

- Send Hostname (fHi% T HEMRE) —HF Hostname (THEARE)  (WI(E Device (3
) >Setup (#XiE) > Management (‘FHL) HEF) 1EA DHCP #IH 12 B9
A%
- B P 1D P ek BB E A DHCP 1%IH 61 A—3B A Bt . P ik B
A ME—G B DHCP F P, DHCP faiRES M B & 5| HAA RS 8 kL .
4. #—F OK (HEE) »

STEP 2| (5] #Py JOfsEEE B DHCP fr AR AF R =A% A4 R AN AR 3k .
1. i%2H! Device (¥£H) > Setup (P F) > Management (5H) | SAEHWIE General
Settings (—MFAE) »
2. JEEHL— 1] m SR I -
- 12U DHCP falllk a2 0t 4280 — 07 JOB AT DHCP [ iR Uk 28 (il
). W%, KA DHCP AR EH AR UL Device (368) > Setup (FiE)
> Management (‘EH) W5 E LM BIA R Hostname (TEHEAHFE) o WHIREETH)
BOE AR, RIS EOR U SR T

- P DHCP fil s $2 ik B A — By SO nT A DHCP frl IRFs FR i Ik 2k H
DHCP fAiR#s 4L (DNS M) SHUL Device ($£%) > Setup (F%E) >
Management () HH5EMTE AT Domain (#i) o WREEFEHREH
B, RAIVRELERU .

3. #—F OK (&) -

STEP3| Commit (##5) #HyEEH .
F—F Commit (3¢f)) -
STEP 4| it DHCP FF it

1. %N Device (¥£E) > Setup (P E) > Management () , LAN Management
Interface Settings (EHINTHFRE)

2. F#—F Show DHCP Client Runtime Info (i~ DHCP P /TP BHE =) o
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YHCP

STEPS5| (i) [ DHCP fallRgs g sE# DHCP F CREFAZA) -
TE SR T A X A B e B A A Bt R R AR T 88

1. %I Device (¥£#) > Setup (P E) > Management (5FH) | SAEHwEE Management
Interface Settings (EHINTHIFRE)

2. #—"F Show DHCP Client Runtime Info ({7~ DHCP F a1 FE BrE ) o
8. #—F Renew () -

STEP 6|  (i%H]) B E DHCP MMRERALAT DHCP J%2IH:
- 1P fazik
- R R
- THEEME
- DNS flflRds (FEFMRE)
- NTP filflids (FEAKRE)
- HEEL (DNS )

(—) B & IP ALHEEAG AT I, A RANSUE HA S A B B DURERR , mt & B
L o M (T KR A o LA B

ffH CLI #:1Ef4 request dhcp client management-interface release.

©
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;‘{)—L e i ND » l:[ A)

WA T E A DHCP R AR
AT BT IO A T i B I 2 2 S DHCP SHUE, AZEMBT KOS E 2 DHCP kA
FRRES . AT 2 AT R s 2 M AR 1Pv4 DHCP fRIRZS AN\ 1Pvé DHCP falilkee. &%
ik P DHCPDISCOVER FE &L T A B e M RS, 048 58— (] =] i ] i s 2
DHCPOFFER FHEHE0 [F] 22K 1) FH 7 3
REM T
- B PA-5200 FRFNEL PA-7000 RFIBT K& AN, IEBTAERTA B O 5% rh 4H A 2 s 500 i

DHCP falfiligs (1Pv4) Bl DHCP ELXAFRE (1Pv4 B IPvo)

< fE PA-5220 By ks R, EATERE RS 500 il DHCP fAiRgs LA M 22 2,048 il DHCP ik A3
R (s E R DHCP fAResS) - flan, WBRERE 500 DHCP FRES, GrlsE
1,548 flil DHCP R HEFE L,

- fE PA-5250+ PA-5260 B8 PA-7000 RANT Xl , EATRBOERZ 500 il DHCP AR & AN %
% 4096 {f DHCP #IXCHRRE R, (JZFraEn) DHCP Al RE$H) - #ldn, nRE#HGE 500
il DHCP fal ik #%, EA#%E 3.596 ffl DHCP kA AR,

TERE DHCP R HEERT, 5B ERUE Layer 3 Ethernet 8¢ Layer 3 VLAN /M, H#Z/r
AT LR URAR e 4R % Fh s B [ Ao
STEP 1| 8L DHCP ¥,

J%H Network (44%) > DHCP > DHCP Relay (DHCP %) .

STEP 2| #5:E DHCP #A AR R s A B8 DHCP faliRds = 1P Ak,
1. f£ Interface (/") BAOZA, IEUEENES DHCP MR AR N1
2. JEHLUIPvA 5 IPv6, fE/NIEERER DHCP fAlRgs frikEiR .

3. FERIUT IPvA, HIYE DHCP Server IP Address (DHCP {22 IP (4i-) #lf:
i, Add () S DHCP A/ H 1 DHCP fAARZR AL

4. FHEECT IPvé, HIfE DHCP Server IPvé Address (DHCP filfili#s IPv6 firhik) Al
W Add GErtY) LS DHCP FUEE/ B DHCP fa iR Ak, iR Es & £ 2R
IEACHE, HITRZEHE E [ H Interface (/M) -

5. (I EEEBET SRS, BE P bk &S A &L/ (J DHCP R IRE Al .
STEP 3| #Exc#HRE,
¥%—F OK (ffis€) Hi Commit (#252) o
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B B EEHEHEAE DHCP
ERTLMRE CLI B a4, AR EFRURAG DHCP F sk DHCP falfi#s EFR YR B) Re Az AHIIR
A8 AEAIABNANE B BRHT, At T ASETE BRI .
- MR DHCP fRl IR ER &R
- JEkE DHCP FH#
- B DHCP F P s
- W DHCP Y BRE i

ot DHCP Al IR#5 &

BATIC TAE, LAt DHCP fEmEaterl. fRgs E45UR0 1P Stk BER MAC frhb. FHIEAY
CREBEEIAM], DAMFHIHBHIA RS . WHR B s A bR AE 7 Reserved Address (fR 85 [0 4E), HI
IRFEMI & £~ % reserved, Hi%H duration f lease time. GISKAHLIIFE%s Unlimited

(PR, B R R & 2N 0 1.

frtil DHCP ARG R FrigIRE) DHCP fAMRES (P Azl MAC £tk FHHRBR ABEL A
AR RE A B 46 B TR o

admin@PA-220> show dhcp server lease interface all

interface: "ethernetl/2" Allocated IPs:1, Total number of IPs

in pool:5. 20.0000% used ip mac state duration lease time
192.168.3.11 f0:2f:af:42:70:cf committed © Wed Jul 2 08:10:56 2014
admin@PA-220>

i DHCP IR &R IRAS 7 S 3 TH

admin@PA-220> show dhcp server settings all

Interface GW DNS1 DNS2 DNS-Suffix Inherit
source

ethernetl/2 192.168.3.1 10.43.2.10 10.44.2.10
ethernetl/3 admin@PA-220>

JERE DHCP FHEH
AT LLgs 8 26 I 5 B DHCP FH .
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(ERLERHI R BB RIR A (RTRES) (B ethernetl/2) BN DHCP T2 AT, S6iTHe
o el @ R E P AR

admin@PA-220> clear dhcp lease interface ethernetl/2 expired-only

R P AHERFEI, Bl 192.168.3.1.

admin@PA-220> clear dhcp lease interface ethernetl/2 ip 192.168.3.1

fRER E MAC SLhkFHI, BIan fO:2c:ae:29:71:34

admin@PA-220> clear dhcp lease interface ethernetl/2 mac
f0:2c:ae:29:71:34

Frdd DHCP FH P s
B O FIVE DHCP H w2 B 48 55 JORs iy 1P AzhbAH AR AE vl 1 ZIM ] Ay

z3

admin@PA-220>show dhcp client state <interface_name>

admin@PA-220> show dhcp client state all

Interface State IP Gateway Leased-until

ethernetl/1 Bound 10.43.14.80 10.43.14.1 70315 admin@PA-220>

EE DHCP A BRE, i H
A BT EAE DHCP MBARIERET I, SO T2 = — a4
admin@PA-220> debug dhcpd

admin@PA-220> debug management-server dhcpd
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TECHDOCS

DNS

I AR RS (ONS) A= HUEE e, FRSEH S 2 rt i sl s mg, fila
www.paloaltonetworks.com, BEEE (f#MT) % 1P Ak, DMEME HE RS Al IR% e B
%ﬁ%ﬁﬂx/\%ﬁ%iﬁ‘l,ﬁ\@%ﬁo

- DNS M=%
- DNS Proxy ¥t
- DNS Server Profile (faliR#$5% ERE)
- ZFHAT DNS #5E
#%5E DNS Proxy @
- BEE DNS fal IR #S s R i
- HRHZEG 1 BT GETRE DNS T

- AFHZEE] 2 ISP A DNS Proxy 28 EEELAEH R R 5N e PE R R i R IR Y
DNS fi#tfr

- HERZEB 30 By KOEEA A P s fa iR 25 [ AT DNS Proxy
- DNS Proxy ¥iHE FQDN Fr3#
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DNS M

DNS fEFit B A DU IR 2 1 B IEH], 08 & SR RO 1P (S bk T 8 PR 5 fal
frig e B R 1P ArhE AR DNS $RA T P S/ A AR DNS fRAE LT 5207y
DNS JH Pt e . AEPRIBUH A Bs s, QA BRI At B 2 H A Ay, BRI
i [ JEAHE RS 1P Sz dik o

HIBLAARERY DNS &5 2 MRS RE . Al A TEE 43k (TLD) ATELE—f TLD
(gTLD): com~ edus govs ints mils net 8 org (gov Al mil fE#E AR IEE) skBIS /lm AR
(ccTLD), #lam au (M) Flus (FEB) o ccTLD —MABlZ M B R R AR

SERA AR (FQDN) /AR MR BRI TLD, LAE DNS &5 5e S H$e & B
Bo Hlan, www.paloaltonetworks.com iia—1 FQDNo

B Palo Alto Netw@orks@’ By O CLI Bd A i FQDN B, B AORS0AZES T DNS gt
% FQDNo #F "FQDN EFIBIAIR,  BI7 KOt e 2 (58 FH WRRE DNS S8 R AT 2550

FQDN Y DNS RUsR SRR (TTU fE, (RTE, B KR DNS fAARZR AR TTL 2
FOPPRE IR B4 FQDN, HEE TTL AR BEE R EAEDT SO _ERGERT FOQDN BB
M, BB RS 30 MPITHRGHEME CREGE FQDN B NR) o R TTL EEH
B FQDN 7EL 2/ =y B IE R A, 2 6 IR & TR B Z B FQDN LA
MR At B m ] P E R IR . B, S48 B i B 1) S BRI AR A Y FQDN AT s Bl e
LR, T FQDN R PRHE AT T BELE I iRr R AU B b th R B

EIEEE FQDN BRI T IR, AT FRBIET O S TTLAER/ N AR 1P ALk A5 A
AARSHE, EATROE = 19 FQDN BB BRI N R, DA S0 17 R AN A B IR BT R S T
Ho BTJOREER DNS TTL REFRIFIFTRE FQDN FET R HR IR ] T R AP AR (E

Flan, WE FQDN A TTLEINR : FQDN B BRmEM MR e A a8/ () 1 TTL {H.

Uk FQDN BT BRIR ] T IR = | B R R B b ]

26

FQDN A 20 26

FQDN B 30 30

WO JOEAEARAT FQDN 1Y DNS Al RZ8EE DNS Proxy #H4%3) DNS [HIHERE, FQDN BT PR ETE;
Aok BHIAT R

AN, SEIERTEE Ja Ry, PAREERT SO RS I DNS fal IR#s REE S A FQDN %% G
) FENTRIRERHR B . TERRUE R AS e, R DNS R A LA, 3 FQDN HH
AT (BT ORI B FQDN THHE)

NHNBT O TAEE DNS FHEA -

- BT O RCE Al DNS iy, DMEILREM AT SR RG . BoE T EAIRE DNS fa fitds 2L
TR A IAS I DNS Proxy #0440 (01 12 B IOl 28 DNS f#8T JFRTR o
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INS

- EIRTEN AR 2 R PRI AT (B T

£ Kerbeross SNMP~ syslog &) 72y R E 5 RGFUREIRT DNS fEHTEY 7=, i H Z= 41
20 ISP AR DNS Proxy A& J@ AR Hd 4 250 WAL 2R & FIRBER DNS f#
o

- BOER K, DAURYER P ERAT DNS fRIMRES , anei 0] 30 By JOR 2 P B iz i 2 ]

) DNS Proxyo

- BUE N SRRSO ERE , LMW DNS AR A a7 BRI A
R RO | SRR R T R R R A
A IHTROE A DHCP fallias . 180T AMERT KA HAE DHCP ARG, M DNS EiflEx R

DHCP H P, DMEFrHRAEA DHCP H P imAEAE AR S 5 1 DNS fal &% .

p
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DNS Proxy #144:

i E R DNS Proxy, B3 JOfE#E DNS P B R Rgs < FIEH A BRI HAE DNS Proxy HREL
FRRRATA T, TVEZ DNS fARESAE o W AE DNS Proxy BB R RIS 4R8BS & E 4%
FE DNS Proxy ¥4 (F£ DNS EFIZIEER A B) S 9IE H RS SR EAEE o b7 O
FRIE AT 45 SR sy is ZAHIE DNS fFARAER o A RIARIMFFEE R, B GRS K FHTERLT DNS
el IR o

SERTLAE DNS Proxy P Ta0E, LARERT SO EA T VE 2y DNS Proxy. AT A DNS
Proxy YIPHHRIRSG B — R e R, BIORF 3L A i AT e i R4 2 Ml

- 5K DNS Proxy ¥ AR EEERSE, BRTLUEE DNS Server Profile (k@ BE i) ,
FOERE TR F BRI EE DNS fAREFALaE, DUSHANE . DNS frl a5 f8 ml i i 5oE 1 F
- INSRAER DNS Proxy ¥4, ERAZEE DNS RIS 2 /048 8 — (8 =2k o

i DNS e 2 E AT (ISP TR ) e, EEMH B CEEATH
DNS Proxy, LA BT ) DNS AR BELH A FE ] P8 IS

1E Proxy DI, 180T LUFE E LADT XOHsAE 2 DNS Proxy BT« AT DNS Proxy A& FH AR
Wik, ¥ DNS BRI BB — A #iX 2% DNS BEREE M EEEE h s fRIRI AT .

WA TE DNS Proxy 900F B, ATLAZ DNS Proxy $RALERRE TFQDN EIfzhE | ¥E, &I LI
37 DNS Proxy BRI, DAYEGIHEE FI A RER (BL Proxy BLRIFERF) K0 A 2 W DNS AR
o RTINS KOs FREER S 256 il DNS Proxy 114, {15 DNS Proxy ¥F18IR%, Device (25
H) >Setup (#%:E) > Services (JIR#) > DNSHiDevice (3&) > Virtual Systems ()i
HEZRSE) > vsys > General (—f%) > DNS Proxy, HIZZE RO HBURILEL EDNS [H]JE (18
Network (#Hi%) > DNS Proxy > Advanced (GEFE) JHF) o Itob, THRI DNS Proxy ¥1#Fa%E
7 DNS Proxy #1H1], HijiE L1 B0 75 EL O DB (BHECH U638 AR AT < A9Biag ) -

WY ORICE] FQDN Z#i#E  (DNS Proxy PREUHRIZAZAEAR) |, B O i FQDN H Y4
HRAREEL DNS Proxy #IHFH DNS Proxy $LRIH S 24RG . W SRIETER — DNS Proxy BRI TR AE
T2 miEE A RE, HEA R A AR, SR AR BRI DS Proxy #i
HIFEE FODN FES AR T B GRS T E FQDN A&75EEL DNS Proxy FRAIH I $EIA4 FRAHAT » B
RIARAF T DNS 2ERff % 22 BB ENT 28 Proxy YIFRCE M DNS A iRAR -
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DNS Server Profile (fa]IR#83% ERE)

B R RS AEAE, DNS fal iR A i ] iR s P se i R A% R A DNS
R IR 0 E BB R B (P fhk, DAKFAELE ZE DNS fal R g8 2 B3 b i s IR T A s Ja ar ik (IR
WS o PRI TH AT PROE SRS fhay; HAP sk Rst. Bk 1P AobEnl fEFe IR 7 2K IEA T
R AR N R TP AR . E A HE 1P A TE A4S SR A T REEE AR TR F . B S
FASE R E R B B 1P A TEE BRI 1P bR B E AL . AR I HAE S
DNS fa i ds = [ v 8 H B Hb Ak o

B RS R RS AR A ROE R g A S B AR A SR e 1 DNS fAik# (a
REWED o« (FrEHP DNS AR 21E Device (EE) > Virtual Systems (JFE#E &%) >
General (—/%) > DNS Proxy HiEF. ) WA AR RGIEER DNS kg, Rl ALy
By O 48 E 1) DNS fRIRES -

AR RERERSE #0E DNS ARG BUER; EABARaI Shared (JLH) frE.
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ZIHHAF DNS #3&

B K SRR DNS SR AGEE AR, P BRI ISP AEBT IO LA 2R P 3R
R R Z MM P B AP DNS 83 A =R

- AIEEE DNS fEHT— BT OB AS B T8 DNS AT, Ban, A7V 1 o SR A sie o8 5 I 4548 1
AT FQDN o B RS & 5 F RS % B 2 DNS falfilkes, RAfedks e s hes b, %A
DNS RN o

- EHRE ARG FAIE S FQDN AT — S8R s H A e F A Sel siRB T DNS 26, ]
MR RS () SR ONS ffiikgs, B DITERBCR 2 DNS filkés. 0
RIEHIE B 2 A R R BOE AR R DNS AIREF S, RIZERGE DNS Proxy 11
o MM ST REEBARIR DNS Proxy HIRERERATIMAF o U1RBEA 8 A L R E DNS
Rl , BT G 4t DNS ®oE

- R RS IR DNS ST — 7 it R 2y TONS fRpT ek 2k ) o FLAH P SRR
AIEFTRRAE, TR E R AR T AERLH P ) DNS keSS b (FEEAE T ffr. s
ESE DNS, iS5 P AT LUK A S 1 ISP DNS ] R £ 1 7 LA 7 HL AR B ] IR 2 4
WARATEY DNS 23flo DNS Proxy P RIAT 8 20#] DNS; FHA P A EE# DNS ZsREHT
B EH DNS RS, ML Ress%ER DNS AREs s ER T . DNS AR ey Ef B AT
EREERRE DNS fa e, LA IPv4 FIPve f DNS IR, &3S TER DNS &

AT DNS MBI, BAE N B e PUE MBI DNS Proxy Y. %7 i@, Sl
158 FH 22051 65 0 B IR A T RE T R E DINS B8 DAL DNS IRES,  FH LA By OGRS AR =
(FTRE) EEERSFTT DNS 5.

AT A HoBh: FEAE Vsys
A DNS Wb — BRI | 4K bl e

i S S 4] 1

GAAVERERE. S fMika s | B 2k AR RERE vsys
Pogale oy ke A ST 4

FERGRRAT— R L BRI ] 1 A SRS R 1 2

HAERIP KO BRI TP | BE

JOtE R DNS a9 DNS H B o -
3 B DNS Proxy fBHT— i s e Bl E] DNS ZERIIATIRT 1P ALhk.
BT Y SEITES N

- AFEAZEG] 1 B O E DNS f#bT

- AFFHZEE] 2 ISP AP DNS Proxy 2R EEHEAE H R EE RGN 222 R R SRR 1)
DNS fi##fr

- EFHZEE 3 B KOESVES P i BLAR Ak gs 2 [T RS DNS Proxy
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B E DNS Proxy ¥t

MR BB KA ERAE DNS Proxy, BISUATIE TAELARRE DNS Proxy P Proxy $04F I #E BT A 1)
ARSI, 808 H 2R E 1Y R R 5

ERUHIBTT JHe LA AE DNS Proxy 12, AHBIIfrscRt 2 HTTP a8l TLS EERAYRLBHR R,
AT FH P S 22 AR DINS sl 7 18 8 A S s LA S M A A ) B 13 O o RS
[, E DNS Proxy 12, HUHRUER L, DI prags 19 ZORRMEE R

STEP 1| #E DNS Proxy ¥Ry EA E
1. J%H! Network (#41%) > DNS Proxy, %A1 Add G it
2. HEREER Enable (HUH) o
AWM Name (4F8) o

3

4. ¥l Location (i) , SEEEERMTNER A . WREIEE Shared (JLH) , HI
WP E R /D —(F Primary (%) DNS filflRgsfrtl, SIS & Secondary (X
) frdk,

5. WREEBURRE RS, fER ONS (Al BUERER Server Profile (falflikgsatER) |
4% — T DNS Server Profile (DNS fil R a5 ER) LA ERTIROER . Sk
DNS fal IR i E A o

6. & Inheritance Source (REARZIR) BERCEE AR TER DNS Al IRE &8 B2 . T E
# None (JE) .

7. %1% Interface (411 #%—F Add (GFHE) |, WHEEEEH DNS Proxy PE 41

- SRS DNS Proxy #IEEAT DNS #R, RITFEA . By Ao € e A i b
DNS 2Lk, WEFTH Proxy EH

- AARAEHE DNS Proxy Y0t TR ARF S B, A2 AT E
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INS

STEP 2| (/) ¥84€ DNS Proxy ¥iH1.

STEP 3|

1.
2.

3.

4.

5.

7£ DNS Proxy Rules (DNS Proxy ¥i1]) E# b, Add GHri) #AIH Name (488) -

1R A L B GRS B AT (1 4954, 7% Turn on caching of domains resolved by this
mapping (BRI ERFAT < S PR o

7% Domain Name (#5i&4HE) , Add CGFr¥Y) —MWek2agsl, Gy —HEE, ik

e EeEE FQDN 2 BLiE Lo o, an S sl SRR A b () 3 — (B AR A, i i (e

EZRLUT RS R —, ETr (TR EERT—E R E0E)

- B Proxy WIAE ELEEFE E W Primary (%) 5k Secondary (WXE) DNS fifiligs.

- fE DNS falfias i e g &I Proxy 1145 €W Primary (%) 5k Secondary (X
B2) DNS falIR%s

DNS Proxy BUHIEL QDN LS A48 T B ORI th 3 FQDN H g8k 2 A8 DNS

Proxy B WERAEAF, #FHTHRE DNS fal IR a b &5

PR Location (f1'%) #%E, ¥ATLA ML A28 -

- IR T R RS, NI DNS Server profile (DNS il [REFTER) o

- ARG T Shared (ALH) , AU Primary (FEE) bl A7 DGERERMEHuEG A
Secondary (XZ) ik,

F—T OK (HEE) -

GEEH]) BT LLZS DNS Proxy #2A4LERAE TFQDN $Hzhl ) THH . §FE DNS IH H w37 ik
# FQDN gt 7 P frhik, TR AR 2 DNS A ids

1.
2.
3.

4.

1E Static Entries (i#fBIHHE) HE L, Add C¥1iH) Name (&4F%) -

T\ SE2 G 4T (FQDN).

7S Address (fzdh) , Add CBri¥S) FQDN JESERIRY 1P Arhk.

RERT DA T HAR AL AN 1P Srdike B SO A2 E DNS [ R LA IE L8 1P fztik, H
U SR L FH A Ak

&— 1 OK (HExE) -

STEP 4| % DNS Proxy RURA P 3% & HoAh I P 3% E

1.

3.

1E Advanced (GERE) EHE F, #E TCP Queries (TCP #53)) , LUBURAd A TCP Ay
DNS ##.

BRI E R — AT GRS Pt SZAB AT B TCP DNS EoR# ERR (#iE %
64-256; THRES 64)

#1774 UDP Queries Retries (UDP i E i) |, WA :

- MR () — —BUERERREM (BRI 1R 30, THRHER 2) , IRAEM AR
A [, R e AR

- BRI S N DNS fARERZ TR UDP ERIE EIR OREFESE — )
(FEEZ 1 3 30; THREMEZ 50 )

BEHN Cache (PRI , DAMERS JORPBCE TR A FQDN 2z hE¥ . Rt
DNS Proxy ¥ntE FABT MRS EAE &5 (RIAE Device (3£H) > Setup (WxE)
> Services (%) > DNS I, Eiff Device (#:'%) > Virtual Systems (%R

®
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) ) , HEREUEE 2% M General (—f%) > DNS Proxy, HIZ2AZERUT
Cache (PRHL) (MKBREHH) -

. I Enable TTL (HUA TTL) , LARRSIDT AR Procy #IFEIN DNS HR47E B BrA Y
FRHRAE. B

- i A\ Time to Live (sec) (7K (F)) ) , TEMERRIEE, MBERZARZ Proxy
R FrETEH » BBRESRIHB %, WEFRNT SARBUHT T DNS Bk, &5
2y 60-86,4000 BATHR TTL; BRFFHEE B 2IHT IO F P EGLRRE H 52 2 1k

- PLHU EDNS [H]JE—an 5t DNS Proxy #0444 B &3] (BIE Device (4%
H) >Setup (FE) > Services (IlR#%) > DNS T, mifEDevice (3£E) > Virtual
Systems (E#HRF) ) , HEEIURH R%5ifGeneral (—f) > DNS Proxy, HI
TR BEREE o

STEP5| Commit (##%) #HyEEH .
F—F OK (MfEE) B Commit ($£%2) -
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2L =1 I B 2L 2 1l
2 E DNS fal RS i i
FEE DNS Server Profile (DNS filllegsiiE i), A BA R LR KRR, Primary
DNS (3% DNS) & Secondary DNS (/X% DNS) {vhl-n] FHZCE S i R4 HE 2 DNS il R as
F DNS ZE3R

STEP 1| %% DNS fal[Re&sBUEmR iy 4 EIEE MR e Ry R RS, IARIEE EEAE DNS flfiik

Y iVA
1. I Device (#:%) > Server Profiles (fillli#3i%ERE) > DNS, A4 DNS filiiigs ik

ERG Add GHTiE) Name (£F%) -

2. %1%} Inheritance Source (HE7EAKIR) | BEIUEE HRUER FEB A5 .
3. %1%} Inheritance Source (#/EAIH) , WHRALER DNS AR EHALHE, FHi%E

None (fit) . M, &R E R ERRKEUER DNS fldr. WA EussE DNS flii
#%, #Et%— T Check inheritance source status (fi#EAEIRAE) | DU ZE R
8 Primary DNS (=% DNS) falfiiR#s1 [P fzhl, s #740%E Inheritance

Source (#EAKIR) |, HIFAEE % inherited (E#7K) .

FEIER, RS E FQDN, 1A IP fizdik, Hi#% FQDN B DNS & 1%
Device (3t'#) > Virtual Systems (HE#EZ %) > DNS Proxy HfRHT

5 5E Secondary DNS (VX DNS) falflR#s i |P izt , B4 7% Inheritance

Source (HEEAKIR) |, HIPAEE % inherited (EH#K) -

STEP 2| R#FHIE DNS fAllke#s 1y IP Atk RFVFERLE 1Pv4 B IPve, AECENT IOl e B B8 H r Ak
B H o

1.

2.

6.

7.

#—F Service Route IPv4 (IS H1 IPv4) | 2800 TEFN (Pv4 Srhik a] Vi 2 I i
(R HAE DNS bk 1Pv4 frdk) o

&€ Source Interface (AJF/NTH) , LLEEBURFS S H A 1 DNS IR RIR 1P 47

Hbo B GRS PE B R A TS URAS I il R ph 2, SRIERAE RIS H 2 P By 2 R
Frig A, DUEE H A% (195 Primary DNS (3% DNS) fidih) o

f85E IPv4 Source Address (AcIfitl) | BIEMEERLE R LL IPv4 Atk ZAdir DNS fal it

21

Ao

¥— 1 Service Route IPv6 (JIRFH M IPv6) |, fHAEEI M EIAN (Pvo Arhik rT 182 IR 5%

B (AR EH R DNS sk 1Pvé k) o

&€ Source Interface (AJFANTH) , DLSEEUIRES B A 1 DNS R IRESRIR 1P 7

hbo B KORS B PRE B A TR IRAS W R TR FH 2%, SRR AE R LIS Fh 2 1Y % R A P
frig iRy, DUSEE H A% (195 Primary DNS (%X DNS) fizth) .

f85E IPv6 Source Address (Aifzht) | BIEMEEREELL IPv4 Sk 2R AT DNS AR

FLET

Ao
Fe—F OK (FEE)

STEP 3| #ExciHfE.
F%—F OK (ffEZ) HL Commit (#2%7) -
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EAHZER 1. By JORETE DNS fAT

MR, B o R EHE et mEEAL S SRR (5407 750

. Kerbeross SNMPs syslog %) MAEPREM (HEETERTARES . BIfBsEE 850 WildFire) , %
SKIEFT FQDN B DNS fif#tfrz P FEBEIRBERIE T, FQDN S RSB A 260, ERER) DNS
AR AT ORI T R A R R SRR A BRI , DAARE A A ¢ . SR AT DNS IR
WEHATEE-FIHITIRERT DNS BT o

DNS Request
[LLICL] on
==) o

Firewall requires DNS
resolution

DNS Server

STEP 1| &Ll JOm T DNS ST A ZEFNREE DNS fal il o

T JAERT IO LT BrmsE 20 {1 DNS falflieds, 73R Sk iar SR RE; By
NS SR A AR ) DNS ARl il & esE , 120 ISP

1. %W Services (IR#) B (AR EER R GINPT K2 Device ($£8) >
Setup (#%iE) > Services (AR#) > Global (448) ; 7/ 48 22 m ik R 5L By Aot
HEH Device (#£E) > Setup (#%iE) > Services (JIRF) ) -

2. 1E Services (%) EHIK L, £1¥f DNS #H Servers (falfllies) , SA1E%I A Primary
DNS Server (1% DNS fijfi#s) {731 Secondary DNS Server (/X% DNS falfi &) L
fk.

3. #BEBELE 3.
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STEP 2| =¥, WREAHZRIEER DNS IEE (I, 3% DNS. DNS Proxy %5+ DNS Proxy #i
A BFRBIHHE K DNS #K) | BERTLAREE DNS Proxy P17F o
1. % Services (M) BOE (iR Z R R HIDT JOE 2 H Device (F£E) -
Setup (#%E) > Services (IR#) > Global (415) ; Z/R30 821 e RGP IOk
e Device (3£HE) > Setup (#%iE) > Services (JR%) ) o
2. 1F Services (%) EH# L, 1% DNS I DNS Proxy Object (DNS Proxy #114)

3. f£ DNS Proxy JEH A, SIE FHAHOE 2T DNS R DNS Proxy, %EH DNS
Proxy DAERE BT DNS Proxy #044, B840 R ok

1. #%—F Enable () , ZA%&HIA DNS Proxy #1141) Name (£88) o

2. (B2 MR RGP O ) $1% Location (F7E) |, 2 AT SN & N Y
43 DNS Proxy HR7EEH Shared (FLH)

$: 11 DNS Proxy /& (i ] DNS fal[lias e, R M 2 it
PP e 4 AR S5 e S IR 6 1

3. A Primary (FZL) DNS fallRes 1P fhl. 20 H A Secondary (VXZ) DNS i
Mes 1P Al

4. i Advanced (i) H#. #EARTHUH Cache (PLEL) IF EURUH Cache EDNS
Responses (LB EDNS [FlJf) (K FERIIARUH) -

5. #—F OK (HEE) Zkf#ifF DNS Proxy ¥4

STEP 3| (/1)) #E Minimum FQDN Refresh Time (sec) (FQDN FEHEHEEH PR (F)) ) AR
B ORI FQDN PREBUE B 1 ER

IRTERE, B JORSHAE DNS BUERh FOQDN ORI TTL B s R 19 & FQDN, HE TTL
KIABEF I FQDN BB R MRS (WIREBARE FQDN BRI R NI, Al
TTL ZEAR B 30 MPITERGRGE) o A E0E FQDN FEHr B m i ~RE, wotm A —E(E

(AT, #iE% 0 % 14400, TEBEZA 30) o BEL O Fonbi S HEsE DNS sisgt
B9 TTLAEE B FQDN; B AR A SR HIHAT FQDN BRI By GRS H DNS
TTL WA FQDN EE T BB ke ] PR R A A

4% DNS 1 FQDN W) TTL AR4H, {5 FQDN AT ANE 5 TTL IR [ 4 AR B 25
B, RANTRE A B, HIERRE FQDN BRI FR REf T PR LA S AN 4%
T 2B FQDN FHT R

STEP4| (i#]1]) 455 FQDN Stale Entry Timeout (min) (FQDN ZE%0H Hig: (4048) ), BIp5 o
TR AT DNS A iRAs REE S A FQDN SRRt R R (B A odE; @A 0 2
10,080; FHE{EZS 1,440)

WAE Ay O ZRRPT KA SRR FQDN RRUEH .

fEfR FQDN JRAH H G RHEE 4008, A et Sfad fIm i it (s & A4 42
), (HEHR, MErAENEECEIME SRR DL T EER g

STEPS5| #%—F OK (fifixZ) Hd Commit (1£%2) -
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EAHZE 2. ISP AP H DNS Proxy 2K i@ F A H 5
RN R A RIS 1 DNS Mt

PR G, B2 S (ISP #TRI) EFMPI IOk £, HBEREAH P #RRCE 10851
JEHEZRAE (voys) MIREHRERS dras , T EAG BE RS TS PRAE I B e B 7 Aot P9 S e 2R 556

Intranet

Internet

Extranet

Virtual systems

EHEFLH P EA H B 52 FERFR R B A AR s E i, A H e S e A S 8 s i 2o ek R A
B FEHERY (HIE 78 Kerbeross SNMP. syslog Z4) o

BB LIRS PR IR ) DNS i, SRS RGNS E A ARG/ DNS Proxy P, T EaEFEH
FEFTAEE R RSN R DNS i 7. 127 EA Location ({7'F) WIS, #F& (i H A
HERBEER DNS Proxy PH-HeE RN FQDN BYEEE (5 E) DNS falflkes, W~ & AR

M .
Virtual System Services for Tenant B \
Virtual System Services for Tenant A\

Reporting Security Policies
DNS Email Netflow
SNMP Trap syslog Kerberos

LDAP RADIUS TACACS+ /

DNS

FQDN Vel SysiEn s Primary DNS Server

Resolution DNS(_I_F;:;X':/t CB)l))ject Secondary DNS Server
[F)g[S)N Virtual System’s .
Resolution DNS Proxy Object Primary DNS Server
(TenantA) Secondary DNS Server
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STEP 1|

STEP 2|

SRR RGE, TRERTEAE A DNS Proxy.

1.

5.

#H Device (#£H) > Virtual Systems (JE#ER%T) , k1% Add CErtY) JE#E &R

S ID (FFE 2 1-255) AHEEMEHGEYE Name (28%) , TEMHEIGIH 2% Corpl
Corporation.

1t General (—%) H# 4% DNS Proxy SN BT Proxy. HEIFHEEL Corpl DNS
Proxy YE% Corp1 Corporation JE#E R & Proxy.

£t} Interfaces (JM1E) , #%—F Add GHr¥S) o fEHEMEIT, Ethernet1/20 St FH
A

£1¥} Virtual Routers (JE#HEHSHAT) |, #4—F Add i) o #&7% Corpl VR I EHERS H
ETRIRG I R, AR B UI6E .

—F OK (HE) -

AE DNS Proxy FIAMRESBOERE, LASCIRHEFERFN DNS AT

1.
2.
3.

H#HL Network (#91%) > DNS Proxy, 4% — ~ Add GFHH)

¥%—"F Enable (HUH) , sR%&# A DNS Proxy ] Name (&%) o

1%} Location () , iEBGFHA W EE RS, FEHEFIH % Corpl Corporation
(voysb)e (BT ARG Z5i%2#E Shared (/) DNS Proxy Ei. )

£1¥ Server Profile (fRIR#FHOERE) |, L —WE0Ers, ALLAEFTIUHEA P 8%
aPEFR SR IR g R e R IR T DNS faAT BT (s B B DNS Rl k2% o
WRFOERE WA TR E, #E1E Server Profile (fil[RE3FERE) BN HF%— T DNS Server
Profile (DNS frlllRgsicER) , LA e DN Ml e i e i o

DNS fal R 25 75 B R Sk 5 HR 3 R A B DNS Mt firfdi Fi A R ZER1REE DNS fal IR 2%
fY 1P Atk

WAL, S5 AR IR S i R P2 1 3% Service Route IPv4 (IR 1 IPv4) /5K
Service Route IPv6 (ISt IPv6) |, LA oS HBLAE L DNS BR Hp A

'] Source Interface (KA1 o WHRFZATEAZM 1P (bl FEFIEEE Source
Address (ZRJENIHE) o

B2 Advanced (IE[E) EH#. MELRERUH Cache (PRI I EHUH Cache EDNS
Responses (P EDNS [HJf) (TR AHUE) o W DNS proxy P4
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ffDevice (%) > Virtual Systems (JE#ZR%) > vsys > Genera (—f) > DNS
Proxy M, HI A7,

/. ¥—1F OK (#EE) -
8. #— T OK (#fxE) B Commit ($£%2) -

O

AT LA DNS Proxy Rules (DNS Proxy FiHll) Z&wte s A R shae, 4
3% DNSo. ana 5L {51 A5 DNS fa IR %5 w5 2 15 T 2 K-E2 DNS Proxy
Rule (DNS Proxy #i11]) /) Domain Name (#43#F%) HH44H) DNS fift# &
BriEm 25 —4l DNS Ak . {8226 3 44 5> # DNS.

WRSEAERHIRI B DNS Proxy Pth 6 FH M a5 8 DNS fARassoERs, — B DNS

Proxy, —fEFF DNS Proxy $RI, #Ferasd N o115

H

- SRR AR i R EFEAE DNS Proxy Frf AT DNS A soEfi s, R o

Mo

- IR SR AR ESSAE DNS Proxy BLRITFTE A9 DNS RS sER T, Bl A
i IR AR IS AR EY DNS Proxy {8 F ) DNS fa iR#S s E R e =1, 78
Commit ($#2732) &7 R & 3R T o aiE

ik
IF]

£ :DNS Proxy ¥+ &z DNS AistHEE DNS Proxy #: I AR % A
- ffiff] DNS Proxy ¥4 AR o

- IR A IR EFAEAET DNS (AR soE g, IR R & (] AR i

Hio

®

Al E B B AR
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i HZ] 32 B KOl A2 FH P s B AR] Al i 2 [T RS DNS
Proxy

FEMAE 2, B JOREALA DNS P38 DNS falfiikas 2 e AR ez 57 KOs
T A E, TR G B DNS Proxy IKBUEVFRIE L8 EHEAY DNS Ay fEEREEDLT, Bk
i S e B RT _EBAT DNS R

&
e -—]
i <. —]
—_—— - - | i
- irewall Performs Dataplane
DNS Resolution as the Proxy DNS Server

nnnnnnnnnnnnnnnnnnnn

B A AL TR 4% DNS W FEERESE T, DNS Proxy Fi I &rs e bR 35 4 ek 44 7% L S
# DNS ZDREFHE R 2 DNS Al fRgs . WRBEARFHEE , ARG ERE S C 2 EoR A R
WL DNS fal iR, FIA MRS E DNS fET /7.
TEERF1H DNS fiitht A, 4% PAN-OS i DNS Proxy E4Mi DNS fal R #5 (1 21& 5 1P £
Ik, # Proxy BIGZHE (JRIGESRHBIHL IP) o EFEAE DNS il I i E RS pATA]
MRS i, #ASE R . BN, WRESRAE M 172.16.1.1 52 DNS Proxy ({7

192.168.1.1) , HIMEZE DNS fAfkk#s (A7 10.10.10.10) WIERG &L 192.168.1.1
VEBAIR, A6LL 10.10.10.10 1E% H ) #.

STEP 1| I Network (#1#) - DNS Proxy, %tttk T Add (¥if) -
STEP 2| #%—F Enable (Fif) , SN DNS Proxy ) Name (%7%) o

STEP 3| &%l Location (fif) , SEHURH P HYESREREL, EMAMHIF% Corpl Corporation (vsys6)e
STEP4| &1¥%} Interface (/7)) , SEBUKETCHL Pl el DNS BLRIGAT, EMAHITH 2%

Ethernet1/20,
STEP 5| iEfE a7 Server Profile (fAliRAFEERE) , LAERT AL P #ENT DNS ZRE DNS
Al IR 2%

STEP 6| 1t DNS Proxy Rules (DNS Proxy #iHI|) H# -, Add (GFr¥E) FiHIA Name (&H88) .

STEP 7| (i) j#2HL Turn on caching of domains resolved by this mapping (B I3 FEMEAT 2 44
BRHITRER) .

STEP 8| Add CGEri) —f#l=Z# Domain Name (#IE#/%) |, A5 —MHIEH. DNS Proxy fHIE
FODN FEERA 4 T BT KOS T Lo B FQDN BE DNS Proxy #HIH BRI 44 8% .

STEP 9| £1%f DNS faliR 253 ERs , REHUERE . By O & el DNS B3R op i 4 1k 4% 7% 8L DNS Proxy
Rules (DNS Proxy #iHll) W iEHRMAE A/ WREHGHEE , Kt HEFEEN
DNS Server profile (DNS fallR #5#5%E ) K2 DNS ffiigs o
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STEP 10 | FEpb i, Rk 49444 myweb.corpl.com, HI&EFLE myweb DNS fal IR 4$
BOEREHAEFRN DNS flkas. WEREAWMAGEE, & HTE Server Profile (fil IR#s#%E
F&)  (Corpl DNS fIIRESHERE) TEFRR DNS AR

STEP 11 [ #%Wi I~ OK (HZE) -
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DNS Proxy #HIEL FQDN H ¥t

FEZR BT JORROE B DNS Proxy BLRIRT DNS Proxy PI7FRE, 7 SO FbiE DNS &3 ) FQDN
1 DNS Proxy BRI RISIARG. B AR T FIRE P8 T HERG -

FQDN i DNS Proxy #iHI A Hbig i

By IO B e FQDN A1 DNS Proxy BRI | *.boat. fish.com f & VU FESILIC: [*]
WA R RE s T . R ARG | [boat] [fish] [com]

o R ATES () BRI R (i A
TCo

FLSHE AL B bR ¥ b FQDN A | A fishing
LRI A A R RE e R IC ;. TR F fich o
AT FQODN: fish — ASHF

HERE LSRR AN B H S — | BRIl *.boat.com
ELime ) Rl LB EY S5, s
E5E (7)o * A LABL— (sl L Eh ST QDN _boat.com _ KiF

Ao
SRR ph (ST () R FQDN: www.blue.boat.com — £

AR AMEAEAT FQDN Bl—flsk Z{f5E5 | FQDN: boat.com — A~HIF
FITHRT

KR o*

FQDN: boat — HH%%

FQDN: www.boat.com — HH7F
FQDN: www.boat.com — HH7F

BT LA A B 0 dhseiocnr. | BHT: www.*.com
FheRoT 2 MR TE (HEEERE
PG " R FQDN: www.boat.com — HH£F
BTN R AT L) - °

FQDN: www.blue.boat.com — /%

BT www.*boat.*
FQDN: www.boat.com — £
FQDN: www.boat.fish.com — tH#F

#1H]: www.boat*.com — fEZK

AR E BT A2 ERH | BAl: a.*.d.*.com

FIU (%) FRERILICHT. FRERFICZ M ) -
AT, By - g | QDN: a.b.d.e.com — iRk
—(H B S B R TT RS FODN: a.b.c.d.e.f.com — 7%
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FQDN 52 DNS Proxy #i Il ] 8

Eill

FHRF; S5 A * B e AT £ FHAF)

FQDN: a.d.e.f.com — AH& (55— * #i d
FAF; BRI RE—E d RA D)

PR T T, 28
—AlEl Ay B e E R AR T
g ¥ = [ S 2  O0 A

EEPREE R R ATRLRT AT ASEATA
FQDN S p ] = 2 (st e BE T ARAT o

RhE TR I A T
FHI * % _boat.com

FQDN: www.blue.boat.com — tH#F

FQDN: www.blue.sail.boat.com — %%

Fh AR R TT 2 A A 8 T
FAI:
FQDN: www.blue.sail.boat.com — fH%F

FQDN: www.big.blue.sail.boat.com —
¥

www.*,* _boat.com

FhARBETCIE B A B T
ElIR

7

FQDN: www.boat.fish.com — /¥

i

www.boat.*.*

FQDN: www.boat.fish.ocean.com — /%

A S o

A

FQDN: boat — /AHIFF

FQDN: www.boat.com — 7%

FQDN: www.boat.com — 7%

[ —HRL A PR AT LA S AR A6 Y T
FICo

LR

FQDN: a.b.c.d.e.f.com — f4F (45— * B
b 1 ¢ HHF; 25 * B e FHA%; 265 —(# * B2 £ #f
)

FQDN: a.b.c.d.e.com — AHIAF (55—{F * B
b 1 ¢ HHF; 26 * B e HHAF; 26 —(# * 3 AM
FFI)

a.*.d.*.*.com

Implicit-tail-match #1 AL T 8 ST HE
AL

#iH]:  www.boat.fish

® i B B
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FQDN 52 DNS Proxy #i Il ] 8

SEGRRI N e dg— e oo AR -, W

RBH B Fr sh s E e B FQDN A1
7, RHCEGE RRss, RI6E FQDN 2R
FARRIBA B A NahaE T

il
FQDN:

.fish.com — HH{F

.boat

W ANEE 2 ) R Implicit-tail-match
FACABE .~ ERaRTRTA,; w7 LAE
— W B A E AT AR AT

FQDN: www.boat.fish.ocean.com — /%
FQDN: www.boat.fish — fIfF

FHl: www.boat.fish.*

FQODN: www.boat.fish.com — /¥

FQDN: www.boat.fish.ocean.com — %
FQDN: www.boat.fish — A (L FQDN #

BRI H T, )

W FQDN B2 (EHAERE, HiE%
fiEt B8 (tie-breaking) o 40 14 198 B A L

() MR, s, ZEak
T LAV ATt & STt
M7t () ELAI.

BHI 1. *.fish.com — HHfF

B2 *.com — M

FHI 3: boat.fish.com — MHAF, i
FQDN: boat.fish.com

FQDN B =AML ; By O R
3, FzEEER.

BHT 1. *.fish.com — AHISF
B2 *.com — M

BHI 3: boat.fish.com — A
FQDN: fish.com

FQDN BRI 1 AERF, % AT I ae st
JCo

FHAI 1: *,.fish.com — ¥, ELiE
FLHI 2
B 3: boat.fish.com — AHHMF
FQDN: blue.boat.fish.com

FQDN BRI 1 RN 2 A4 (IR * m] B {la sk
ZARGEREETTHTT) o BT ORI EERIAT 1, e
HE

*_ com — tH4F

TERFRE FH 0 () 1 Implicit-tail-match
FRHIEE ) ATREHBR FQDN B EKE HIAH
FFA0 H YR BT B LA TE Le R Al
ENIREE,

i
AT www.boat

® i B B
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FQDN 52 DNS Proxy #i Il ] 8

AT, WRMA Implicdt-tal-

match BCES HFIT (%) BURLHITAT S8
HIJA] LAz it 45 8 R R W sl st T2k B
Implicit-tail-match ¥81

Eill

Al www.boat.com

FA7. DNS Proxy B 51 Ak S b2 AR TR A SR A fe s

FERIER ARG T AL S TR Ak, LABE S Y
FHRTEEAS FQDN B 2 A5 AL T L HY

Implicit-tail-matcho

boat.com

AR E 7T (), IR AR
FERIR ST

A R B T DNS RUERA
DNS P& g 1t A A R o

*_boat.com

AR R 28 .

) 2B DNS il A g B A 2 A
I, A HA 2k dedk T A A R 2 B
AN 17 5] Bt B B R S S 51 o

P B BRI S A IR A AT A RR R T
W, R AR AR

FHT: *.corporation.com — DNS filflk#F A
FiH]: www.corporation.com — DNS fAfli#% B

KiH]: *.internal.corporation.com — DNS
iy C

}HI: www.internal.corporation.com —
DNS filik#s D

JiHI: mail.internal.corporation.com —
HL DNS il flids C AEAF

FOQDN: mail.corporation.com — Hi DNS fd
A A AT

®

M B IR
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TECHDOCS

DDNS

AR ENEE DNS (DDNS) IR0 o] B A A4 A8 22 1P Arhik 1 365 e DA HERE Y 1P Az EFRAE4S DNS
)fljﬁu’ﬁ"o

- HfER DNS HifsE

- b KRS T R E BN AE DNS
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[

AE DNS HFZL

AR IO B R IR AERT G B EH H B NAT JRRIGFBGE SRS, sl 7T E R LB K
1 BB AP HURE , TLAZEEIRR DNS (DDNS) AR E R i 2 0 T sl Py Ardib s eE (2RIl
BREALHERY DHCP P umel A RRREAIHE) B IPve fhbss s ((ERRERRENIHE) o« DDNS BRI
DB RS A I A RS 1P bR LA DNS P umde BheEmE g 1P Arhik, #2100 Al LAGEELYT SO
FIBT KOS B A IRE . DDNS 3 A GEE R B0 58 . R A7 KOs AT/ DDNS 52
%, B THEEINEICHE A RE I A P st (L ¥ ERE R 1P Ak,

By Kt S48 41 DONS HREALERT: DuckDNS DynDNS. FreeDNS Afraid.org Dynamic

APIL FreeDNS Afraid.org & No-I1P. BB DDNS AR R v] LA E R4t iR, Ban—(@ =
WAL ME 1P Arhk R IHE T B 1Pv6 frlibe Palo Alto Networks {5 FH P 25 58 3 5 B 5 14
DDNS JR¥5 b e 7l 42 A Ak 55587

Q EAETT M (HA) 488, FEHECE HA b7 JORSEHSERE (T Bl/piEe 8/ 8) Lrw
MR, K005 SO R H AT Palo Alto Networks P 2584 A< 4 5 DDNS 4H
A8, Palo Alto Networks 1] LLiZs it PN 2588 A58 B al 52 FH B DDNS k% . IIb4h, DDNS
PR AL e T LA o HAR LA IR . HA S 2 T O B AT RS A B 2 L
Ffl DDNS 7% 1 RE

0I5 It AN SR AR 25 SR e LR BRI R S (PPPOE) #1138 HA i T L {3 ]
DDNS.

LU #EEIT, B OS2 DDNS IRBEALER AT DDONS B . &4, DHCP falilRgs%s Ethernet
1/2 ATEFRIRA 1P A7 10.1.1.1. HAgHE NAT JEHIE AR AHE 10111 #ER AN KOS A0
Res A FUEBAHE (192.168.10.1)0

.... ﬂﬂ
Destination NAT translates 10.1.1.1 to 192.168.10.1 . D-aHCP Server
....... originally assigns
n Eth 1/210.1.1.1
=
k
Server A \
. 192.168.10.1
31
a
o
¢ P A
P el
\N\N\N 8 - ﬂ% DNS Server
0-\)3(\!//: aaaaaa 0,\ "\.
,,,,,,,, A
::::: 0™

DuckDNS.org
www.serverA.companyx.com = 10.1.1.1 (registered)

1. Efd FAEERB LS www.serverA.companyx.com H, {8 & & £ H A DNS AR
w5 EAEH P Arhk. www.serverA.companyx.com (B, #%7% duckdns.org RCEEH
CNAME: serverA.companyx.duckdns.org) 2B DDNS SR (CAHFIH % DuckDNS) AI4E
ke DNS fAIIREF &I DDNS (1 il s e ek ARAT 2250
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2. DNS fal a8 10.1.1.1 B A, 10.1.1.1 & www.serverA.companyx.com [ 1P fizhk .
3. HMbArhlzy 10.1.1.1 WE & B 2P KO AT Ethernet 1/2,

4. FEARFEGI, B OB B 06 2 H A2 B, SE8UT HATHE NAT J65% 10.1.1.1 95875
192.168.10.2.

—BEE, DHCP & mby KOs THETop ey 1P Aok, fEmiE%EE DONS 58, W FAms:

Destination NAT translates 10.1.2.2 to ;
192.168.10.1 . assigns new address
1 ------- Eth 1/2 10.1.2.2

‘‘‘‘‘ "Eth 1/2 10.1.2.2
Server A
192.168.10.1
(Certificate Profile
FW sends applies to DDNS Lo e
update to DDNS Service) o aN" -
(change 10.1.1.1 N e
t0 10.1.2.2) o W ,ﬂ% e
0e ',»""::/"T’\o‘“‘fl
T 590“58'
T RE
DDNS Service:

DuckDNS.org

www.serverA.companyx.com
www.serverA.companyx.com

1\1.1.1 (unregister)
10.1.2.2 (register)

1. DHCP falfiR#§% Ethernet 1/2 F8IRETHY 1P A2kl (10.1.2.2)0

2. BB ORISR AR S ERE LS www.serverA.companyx.com Frfziik (DDNS AR EEM)
(17 DDNS BRES BT (B O SRR ATt i ST IR P P B e e T . 7 R i
HTTPS e 443 f83% DDNS BE#. )

I, R PsRAE DNS fal liR#Es E2H) www.serverA.companyx.com F 1P fzdik H DNS fa iR 5k
A DONS HR#IE, DDNS ARE IR B H AL (10.1.2.2)0 BRI, f#FIE AT AU R & A
TATAZ AR5 38 57 K A T e D 17 BB ke FH AR =X

WIRBT K i HA EB /i) FEERE, WM HA B O R RBI s,
b7 K s &) DDNS IR {8i% DDNS B8, HA JARFBIL#I/%, DDNS & 7Er By ko
PR B, R HA B KOS B RGBS RS #1836 DDNS B3, &
B HIEN HA EEnE R Ehisa. wEriim, B0 A5 HeEh & A DDNS
o HA TR B EL APy GRS 1 0 P g L R A = B S B8, BB S
AFHEIE DDNS 58T, (FF HA T8/ 8isir, &P JOfE A A% 571 DDNS 41
RE H N7 [H) 2 DDNS 4HfE. )
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Zl GRS T ROEENHE DNS
TEA BT OB ATHE DDONS Z R0
- REREAE DDNS (LI R I T He 28«
.t DDNS FRBSEUE AP SSL MR i I ELME AT IO -

- (WEREAEF FreeDNS Afraid.org v1 5L FreeDNS Afraid.org Dynamic APl v1) FE DDNS 1
My £, BifE DNS IR H AR LU TSI AR — 1P BB BnE A5 e — G » 5 s BRI
IR, DDNS AR S8 DNS fesfh S a8 gy P Arik i EHRG, A E(E S —F
BEAAREEL 1P Azl A5 ELRE BRI T BRI M DNS Fiék, (T Link updates of
the same IP together? (i [F]— IP Y FHTIEHEAS NG ? ) #IH, DME DDNS AR A E T B
SEA DDNS HH 1P frhik 2 558 EHEA R DNS Fiéko

STEP 1| & DDNS.

1. I Network (#9i#%) > Interfaces (/1) > Ethernet (L KMEE) , SABEEEL Layer
3AHE TR KA (AE) AV ; 5% H Network (#81) > Interfaces (/1
) > VLAN, SABEERU T 7 1H

2. HEHU Advanced (HEf¥) > DDNS, $R1%i%HL Settings (&) o

3. Enable (UF) DDNS. ZZ5EHUH DONS A RES HAETRE.  (WHRER DDNS 4l
REARSERL, B LA EMARAE, BREMAGERTSHE, )

4. g NP KORS % 2 DDNS IR Update Interval (days) (B2 [BIRGRIRG (DAK#& R
fr) ), PAHEErEESR FQDN /Y 1P Aok (FERHER 1; #E%A 1 3 30) o R4 P Aok
H) A B DRI IR T [ B o (1917 TS R B 5 1) BT AN B4 17 K A A0 3817 1 5 B R e %
FTEHT . T, SR (08 P BT ] e PR IR S L S T RS W TR AN i L. )

5. EIAFE DDNS IR HFEMA AT Y Hostname (EHEAFH) (1

., www.serverA.companyx.com BY serverA) o

THEAR I =5 M A4 R B A TE DDNS AROS H i SE A A REAHT o (S E A E4 42
FGH) FQDN; 3 T HEsREERE(d ] DNS fEI 4R T R AR Teok, B
RSN B A2

6. IBRE IPv4 IF SR —(E s 2R IRG Y 1Pv4 Atk 5 Add GBrEE) 1Pv4 frhbk DB
WEARRABAIE (B, 10.1.1.1) o &L HEERI DDNS IR# FLFF Y (Pv4 rhkSs:
FraRER IPv4 AEHEEREAE DDNS IRESH . 18EE D—(# 1Pv4 5i—(# IPvé Atk

7. REIPv6 WFIEEL—E s 2 EFg RGN TR Pvo frdl, m6 Add GErS) IPvé kAR

WA TRAN B . 18822 BB DDNS IR FURF Y IPvo frhb ¥t . FTAEER IPv6 L

HE#ESEAE DDNS IREs bt B E/—[ 1Pv4 3i—1@ Pvé frhk.

8. JEEELAE A DDNS ARFSREAIY) SSL IR v i1 i E i (Certificate Profile (3

BECERD) ), DMERT KRS S —VOBARZ DDNS IR LAFEME 1P frhil K 4370 5 8 IH: s
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DDNS IRIEHY SSL IB#E . B 5T IO 4R 2 DONS IR LMERE B DDNS IR & 18155
KOEHRAL IR B I RE R (CA) BEAGAY SSL IRRE, LAMER SOk AT LLERRE DDNS I .
9. EPEUHA DDNS IR¥%M Vendor (JERT)  (MIAHENE) o

Layer3 Subinterface @
Interface Name
Comment | duckdns-v1
Teg [1
Netflow Profile | None “
Config IPvd4 IPvé& Advanced

Other Info ARP Entries ND Entries NDP Proxy DDNS

[ Settings
I Enable Update Interval (days) | 1

Certificate Profile | mycert ~ Hostname | textex duckdns.org

IPvd | 1PV vendor | ENEESIERH ~
DuckDNS v1

Olw ~ NAME e v
DynDNS v1

O 10123/32
FreeDNS Afraid.org Dynamic APl v1
FreeDNS Afraid org v1
No-IPvi

(® Add

n Caneel

Palo Alto Networks® T @il P 25 5 744 9 <7 PE 1) DDNS I «

1E TJRRT | WAL, Palo Alto Network DDNS %4 52 7% Palo Alto Networks 1)
RE (W SD-WAN H1 ZTP) fREZHIIRFE:, AHEER AR E T TAE. IR G
T U 365 E 1Y) <7 12 T RE R85 R 132 L Palo Alto Networks DDNS , 71 &r Hi 345
EiNH
10, JHEReT 48 0 e 2 BRI AL T LT E 1Y Name (&7%) B Value ({H) MHf7. F-Se(Ef
(LAEMERE R, R BRI BT O A EAE DDNS IRBS 28 #E AR Emnas, sl
DDNS WS AR AL R 20, LA AR SO AR DDONS IRESHCEEEHr, b7 XS
TR o

11. ¥%—F OK (HEE) -

STEP 2| (1]) An RAGA BB SO OE FHBR A RS T LA HoAts T B DDNS R8N, w4 DDNS
ROE MBI B (GOE SR Hs O A i A BURE ) o

STEP 3| Commit (12%) SHIZEI,

STEP 4| frtiATHIR) DDNS &iflo
1. %I Network (#41%) > Interfaces (/1) > Ethernet (£ K#8i%) =t Network (4
%) > Interfaces (/1) > VLAN, SABIEHEEEN N (DDNS BREAHEUR
DDNS 7RI TH — & —(EThRERMGL . )
2. i Advanced (%) > DDNS, A1%1#HL Settings (F&E) o
3. Show Runtime Info (¥URHUTREBIER) AR DONS &, G5 LR [ELHE
(LB FQDN BEFAESR) A1 DDNS B#s L ®) FQDN BEHTTIRER (H 8RR -

©
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TECHDOCS

NAT

A FET A S AL MRS (NAT) RN E BT KRS T NAT &R NAT #AEnT B RN 1Pv4
NrhEEEE Ay — a2 (AT I Y (P4 Atk RIGEEAR BB AHER A TS B P fchk. A NAT, T
DIEASTHES A EE (P Ak BT T 7 A B Sk 0 35 i @%ﬁﬁﬁéﬂmﬂéﬂ%o@
SETT(E ] NAT SR AR AR B ST B, 7 A i B v Il AH R (P ARSI KOs SCARAE
Laver 3 F1 Virtual Wire 471 L8 NAT

NATOA SRIFHE B (Pvo B IPva frtihs HFASERY (P @t &SRR A A 2 R bR WAt
AL IPvo BRI, (Pvé ¥ Ipve (BEBSEREIEGE) (NPTvo) Rl (Pvé BB a4
—{ IPv6 BHE. PAN-OS 48 FikFra hRE

HSRAEAE PO USRI PO RL 1P Rk, RUABR NAT AR A RCA MR A T 2E N 4 L
AL 6 PAN-OS o, SEATEE NAT JERILIACHR BT A ML E 6 R AT e 20
B, DR AR B A

- NAT JEHIFR A
- ZRIR NAT B H By NAT
- fHH DNS EE R E H By NAT {5 H =41

- NAT #RIZ =

- BIRE (P B RAE NAT TR
- BRI NAT qugﬁ”ﬂf AR
© EE NAT

- NAT #HREH ]
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NAT JEHIKER HIJ

- NAT JRAIBEZ A4
- AR AL PR NAT ik e 2% o
- NAT DLhERCEERERE I Proxy ARP

NAT JEHIHE A2

DR LABUE NAT BLAIZAC L3 0 B AR [ ek B Y A b ek B 17 IS, B mT MR
HYH BT ARJREE H Rkl DAR I AR U HERI o 80nT LA 26 NAT AT BT 2K
s & LA B2 AU A A A . — BB ERFE I NAT SRR HER], 28O Hph NAT
R A, SR NAT KRS BN BEAGE S5 D e 2 5 N WA, et € 52 S A Bl o s WA
LRI R

FREE NAT BLA SIS HAIP AT NAT. Rl ERERRRR NAT AR, BREE NAT B RAZHAE
B3 e )3 B R 7 i A HoAts NAT FAIZ Eo

NAT SRR AR, HORFAT o st BB B E Lt AT IR OB NAT #
H B2z b i RIS RU PR s il i, S RE SR AR P R e A R T B s O RN 2 e, L SR A
HE R E LR R NAT Fitt.

FEEAIE, By SO Sripdcirtl, W@ T ARy, LB A B B, BT Ok IR
PR/ H I, FIETE GRS EEFRAY NAT Bl M RARIRRET NAT I,
MRAMRIRIELG (FSE NAT) 2IA H b Aab TR, SEER/F GBS ra 2t mill. &%
FERHL IR, 2% 7 RS NAT BRI, 5 e o s A JUNT /i Al o7 b K5 e SIS o

R, FEEMELERBADT KA, AVEEEE (P kb B . NAT KRB A i I 3 5
I 1P ik (FHSE NAT fzhb). RETEHRIRHTHISE NAT IP AZuEAHRBHH Y IEEE NAT B

LR AE NAT JAIARE, AL Rt mg NAT Bk gL S R dfEa. hn
NAT AURF R SO IR S B i (P Arhk ) &b e ocEH i e A T B e, R S & 48
NAT [ 58 A T 2e 4 A

SIP WF-NY £ 836 By e s A Ry Y BB ) 5t R A 3 B R RERG fE — Al
HETHARY SIP FHE . 2 B VF AL B EUE 2R SO, SIP ALG WAEERRRG I
IP 7tk %38 NAT o USRI N4 5 R R 6 R e A R 1Y) &AMt (i I/ 2
B TR R P il 5E i NAT #58. NAT JRHIER I % B8 AE N o

AR NAT BURIBCE R U HERRAE NAT BLRI (RRAE NAT SR ERR) #EE PN ERA 1P frtk.
AEGEFRE NAT R, FETEE AT ARRFRIE, SARAEACTR R A A U AT

AT LLE IR Device (#EH) > Troubleshooting (REHEHEME) WG 2GS NAT 3
R, ARERE RS R NAT BRI Flan:
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Test Configuration Test Result Result Detail
NAT Policy Mach Result
Select Test | NAT Policy Match ) | L= ‘ s
From | 13-vian-trust - Result access-corp
To | I3-untrust R d

Source  10.54.21.28
Destination | 8.8.8.8
Source Port | [1 - 65535]
Destination Port | 445
Protocol |6
To Interface  None -

Ha Device ID | [0-1]

N

S BRI NAT A7 ik e % &5 [
12 NAT JFEHPR A E Dynamic IP (Hjf€ IP) B Dynamic IP and Port (HfiE IP B 200H) NAT
ArhEPCEE AT R A SIS A Y R R A e P PO R o AR AL T DR A P A2
bk 1P Aruk S E 1P AR

H A NAT I B2 4 i AU A BP0 P Sz P, TR B [ 40 P 2 ) e AR A it e
FHIA NAT BIRLEE 1 ARG RThn 3%, #0i0 TNAT-name | -

NAT {73 e 58 i [ 1Y) Proxy ARP

NAT o7tk e 5 4 N g 845 2T AT . NEFTIN JORMAE NAT (rhEECEsaEE b, SFE L hbgT
Proxy ARP FRERYFT 4o

[ ]
| SRC NAT: 10.1.1.1 to 192.168.2.2 b
g 10.1.1.4 192.168.2.3/24 —,
10.1.1.1 ARP 192.168.2.2

‘ Proxy ARP 192.168.2.2 is 54:22:07:33:98:21 }ﬁ

BF7 Ol e A T s 2RI NAT G sRIEAzRE 10.1.1.1 HEEA NAT £EI A Az
192.168.2.20 A& EGEEER B 28K B

SHEME AT B hEs SRR RIE 192.168.2.2 (KL 1P Arkk H 2 NAT Arhk£E R F f iz
hb) o, REEH ARP R EHEIR ZE BT Ak

- INSRAHEEC AT (192.168.2.2) Bl /s AT 1P AL (192.168.2.3/24) S E 148
B, B ORI LUK Proxy ARP [ Z(EIE 2K AT, WERoR 1P ALHERY Layer 2 MAC ik, i k&
FiR o

- ISR R EC RS (192.168.2.2) AT IO EATE RS, B OB EA S Proxy ARP 117
A B AR o 1B B E DIV B (1) I P 1% Fh A AR LI 213 192 .168.2.2 HRE M E
ELEE 2 AT, A8 T il R {2 [ 3 e B R o7 e, R T s o
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AR NAT L H i NAT

BT I SZ 3 AR AL b S/ B R SRS H B Ak A/ BlOE R
- I NAT
- HAHE NAT

AR NAT

AR NAT 85 B P A 2 B A R A i 2RI b S S (R REORFFFE AL . 2R
NAT A =FHEHA .

- HIfE 1P BLE IR (DIPP)— it 2 [ EMGE H AR 1P Arib s Xy [m]—(E A 2L 1P rhk, (HiEHaR
SRS ANA] . BB S NAT ArhbFCsssiE b N — [\ nr A AaE, 0T D e & 1P
11 Translated Address (iR fatl)  AossdifE . Arbb#ifE . FHEBaEELIEENEA .

DIPP & NAT frhb£E[E H N —ff o] AL hE I RRIEH |, W REEHRE Interface (/MTH) A HIAL
Ibo 18 NAT SRR FSEN TR, NAT BRI B B3R, LU A 22 B USR] {7
Ike DIPP A5 e AR 2 LA TH 6 R 1) NAT Bl 48 A7 b e R idas (NAPT) o

DIPP EATHREERY NAT b EERTEI L], 7R BD R RS0 [F]—{f i (P A7 kb B el S 1Y vk
B, IFRFEANEEN, 2R TRk P BEREE NAT 8JE5TRD B 50 DIPP NAT AU ST R
e

(5 BAE 28 — A% PA-7050-SMC-B 5l PA-7080-SMC-B A #2855 FE-F 1)
PA-7000 Z51I[5 G w185k B B i 1B 51 2 (PPTP) B DIPP NAT — ki A
BRF, 77 TG o PR S — (e A o RS2 () 1) 1P kb e et s By OGRS S4%
DIPP NAT. HEH J7Z /244 PA-7000 R4 15 K& A 2155 A% SMC-B F-

- BIRE IP— AU AR (P (ol (EEERAREEAE) A EhREE A NAT hEEEE A R —
PR E . NAT PO R 1A/ NERZ S A T E A i i P A . AR TR, AR AR
HEFCEEHE AR NAT MuEPCEsdiE , HEBrA R NAT b ERE, Rl EEFEihhE
FRAEEAR . AT U TERR T4, 7514 Advanced (Dynamic IP/Port Fallback) ([ (EhrE
IP/ AR ) |, DMEREREUE DIPP frht. £ BB —FARA T, B TR B H.
RN R AL HE T A A e, R RCEALHE, DA Y 4

BIAE P NAT SCHE AT (LR EIRE 1P NAT (kb Y8R IE,
B IP— AR AT 1P itk 1 % 1 pUERRBEEEE ) (RIS . AR 1P RN R
AP A2 A P LA R A B (5 ) 1 PO ] IR

H AL NAT

HB A H B AR F H A AL, RS B AR AT H B NAT B, B
s A3 H A IR AN H Ak H A3 NAT SEER AL 7 AR S T A A T e
af AR

M NAT Foathe e BB e .

- AR IP—RE M 2 MUY A ROE B RYIR . BT LA E RGN E B H A P 2
Bk 1P ArhbEERE R 1P AR, R B R B ks U R E TR R EOR R P Anhke Bk
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Tt R R G UG H R ALk AR R A (] e H st ikt tomiitase, WnRA 208 H i
frtk, B E — B AR AT 2, R R ABUE RS H A AhE R 2
P BBOE MR — I H BB AL, SRR s e B 58— A A Ml 4 p3 P st E [ 28—
s H R sk, R .

WRAEMEF H A NAT BEEERRE Pv4 (bl tnT DA A B O — (0 DNS AR T55 —0l L
PSR FQDNo B 1Pv4 Srhikf DNS (8] 8 R HERT A s, DNS 7 IR g € ) SN B R At
PIEE 1P ALk, BRIA P ERAE B R ANES 1P fzdike 42 PAN-OS 9.0.2 BIE MAETH) 9.0 A,
ERTROERT IO LAE DNS B (BRELHIAEAE) S 1P Aok, DAMEH P sl iR I H 1)
IR B A A Ik B A DNS R 2018 B A e in ] s IR

- HIRBIP (BRI CAERS BRI — H AL NAT FSEFROR LG B RO R WA 258 1P (o

hEAy H A AR IS, SRR FQDN RIMZEEYIPE, HATHE DNS IR [n 2 {EAhk. BhRE
P (PR AR B (ESCH% \Pv4 ke (EAEIRE P ArObRy H EOH NAT, FEGERIEIRE 1P E
ik A S B R A H o

W H LT 2 2L BT KRS AE 2 AL P BUR A NAT TAERE B, DAMGE
TAEBSBEAMf . B RERACE (FEEOTIR) « A 1P M. P RS P s
TAEREBE. W DNS a4 FQDN HE G (Pv4 Arik SIS 32 (8, RIb7 Ao & e
FIRT 32 {EfAzhE

R C R AL RS FQDN FRLHEft:, (AT fldT 2% IPvé kit AITH Y
NAT J A HI St FQDN A5 R AT o

il Dynamic IP (with session distribution) (FZhFE IP (3% TAEBSEGEUG) ), A2 NAT
B H AGH 1P Arhk M A 220 NAT 48 H M 1P Arhk No ARSI T, Alfdi B — NAT $H]
AT M x N B NAT 838 HB L% 2T K

E H U NAT, SmEBOEZ

BIRAE IP ALhEET Static IP (FRRE IP) (ke I fe ¥R Ot ll A R
A o b B e S e H A ok A B

- RS FQDN BYEREAIAE (B JORAS S 36 IP ALaE T B FA ) (IR
IP (PR TAERY Boffn) Arhbadiag.

DA 2057 O SO H AT NAT SRR LA

JEaE ALY H ATzt HEsE R A

H iyt A7k

AP 19216811 2222 SR UGB R A

flE m] RERY H A AL

192.168.1.1-192.168.1.4 22212224 R E AR A 5 A Y
fE T RERY H By HBALHLE

19216811 —HHEZE
2221

®
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JRgaEr ALY B Aok HEsE R

H st ik

192.168.1.2 —H¥ER
22202

192.168.1.3 —H¥ER
22223

192.168.1.4 —H¥ER
2224

192.168.1.1/30 2.2.2.1/30 R E AR 5 A Y
ERTRERY H B Mo A hE

19216811 —HHEZE
2221

19216812 —HEEZE
2222

19216813 —HEEZE
2223

19216814 —HEESE
2224

g HE 192.168.1.1/30 domainname.com JEIEEHE A VU H A sk
IP ($%H] A (FIELETT) s R

TAERE B AEAEAHEY FQDN AT Rl A
A P firdl, HIE— NAT FLHI
FREA 20 f# H B9 NAT B
o

HEH NAT 5 LB G SE BUE NAT BRI, Sl Bk B — 0 30 H Bk 254 e 2 85
FRIRAG AR AS B IR AU RN B B b =Mk o ARSI T, B B Hs R i A A5 B =
o i :

- JEPEHRREE — A SE H A M0 B e R S A FA N H B A (R AR [R] [ E e
SEE .

- PR o L H A R Ak B R SRR S A FA N B 1ML HE AN ] Y JE SR
PRI I B4 B PR 1) o 2 R A R 4 BB A o 7E NAT JEHIKLHIAY Translated Packet (HEE2AYEfAL) H
¥ L\ Translated Port (BEGEER) | AU ROE EEEIREEE . G520 ELA i )
B H 3 NAT.

i DNS B FE H By NAT {5 FHZ 51

WA H A NAT BUTHRE—(8 1Pv4 ALk E 5 —E 1Pv4 (rbk Ry EF e my, & mT L T At
—fRIR DNS IR AEATH P o) FQDNe EELAS 1P Ak DNS 5] DT KOt LA 22 P e
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By AN B R 1P ALHERAT NAT, B DNS fal iR &5 8 ) MRS EHR AL SR 1P Akl Bm Py
BN 1P Ak, DNS FH 7 v DR 4 jE AR 2 H A RS

TR RE R BT NAT JRAR RIRE RS (P Akl Sl SO LA DNS [al i i
SP AR (KA A RCER) o FER R EREGE 2 T2 8T, B AOREAE DNS B (Pv4 Ak

(FQDN fEHT) AT NAT; BL, F sl DA A BB b IREs 1 &E Ar k. B— NAT J&
IR F) (i 577 KR St B AR AT B B BT NAT, SR ERH JOREAE DNS [8] e p S5 B HI b 2 JE A
H B b 1k B H AT 1P ALEESET NAT .

DNS B AR Ui kMEls [iaEa) Jak bry THAMANE | SIS EaRes]
) HE BN THRMOE ) o TIsUREME ) HER BRI ETA AR GO e 200 5 DNS (Bl A
BTN, Py OR LT AR o] 2 75 8 BB A H A Azl 2 — HAFROAEAT A RC8R, 0T
IR

SENEFREAES NAT SR, By JORBAE DNS B 1P A7iEAT NAT 152 reverse (2
m) 8% forward (1E[]) :

- reverse (J[F)) —MA DNS [ g BEEFL I i est H B Ar b AH AR, HIEr (o FHRZ R HIET FH B9 A
FOEGEEE DNS [ TR flan, anRELHIH (P A2k 1.1.1.10 #53#4 192.168.1.10, HIlPS
SOt DNS [F#E 192.168.1.10 5 7% 1.1.1.10.

- forward (IE[A]) —anR DNS B BRI AT B R 4G H i A aE AT Bl B sz ki i fr F A9 AR
[ DNS Bl Tt i, SRR AL 1P A7k 1.1.1.10 #5% 7% 192.168.1.10, HIPS
KOpEEr DNS [ 1.1.1.10 EE % 192.168.1.10.

WREAEH T DNS EE AR NAT #A], HETI NAT HAIBH T DNS S
Wl A e R O SRS A 1) NAT $HIEEE DNS [ (571 reverse (J
[f]) BK forward (IE[A) BE) - BEEEL, 20 NAT HHIRIET .

FE2RBEE DNS HE A (g 26
- i DNS KA EERGE H B NAT 48 H 241
- fHH DNS IE M EE R H A H NAT 58 FH 241

fi 1] DNS S [ B o E H A NAT 5 2= 41

PUN{E 2G5BT LA reverse (SZIA)) U DNS BET0 H TR NAT 13 P FH 2200 A ] 22

BEAERY, DNS H 7. DNS A ARAR & B B B 2 S By Ko 2 Shoi s P il . M bR
UL, DNS H 7 sl B H A4 B B M fal IR A A B JOR AR i o (R0 DNS i BB 4 H Y
Hi e AR 2 AL AT KRS AR B, FE2 R0 DINS IF [ BB H i NAT (220 3 F1 4. )

fEFHZE] 1 T DNS FP S ALRET KOs A3, T DNS fal IRds Bl 4% B B A ik Es 2 A0
W R It e ARRHIESR DA M3 T DNS BEE . DNS A umasfl red.com 1 1P fizhk. R4
NAT BRI, B O e A (B R A 1.1.2.1) BPHEAHE 192.168.2.1. DNS
fal R4S 1 HE | red.com EAA IP Arhk 192.168.2.10. FHAME4ERUH DNS EE - [ H DNS

[ E 192.168.2.10 BUR A p H fy g bk 192.168.2.0/24 #8445, BT Ol € (8
RN reverse (fH)7) AYEEREES DNS B EEF TR . BTN, # 1.1.2.0/24 #ER

o] ST EE 2 1.1.2.10, BT B2y 192 168.2.10 LLEARMERES red.com.
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fEFAZEB 1 5% DNS F P B H Ay R AR AR G B KA RS . DNS fRIR& SRt NAT B
R H A AL AR Rz, R E B NAT KR reverse (M) ) $EEET DNS [nl i
.

DNS Query - red.com? - DNS Query - red.com?
Send Query to 1.1.2.1 : Send Query to 192.168.2.1 -
P —
After DNS Rewrl.tej: <« DNS Response i DNS Server
DNS Response is: red.com is 192.168.2.10 | 1.1.2.1
red.comis 1.1.2.10 ‘ *(192.168.2.1)
- N \ A Record:
After DNS DNAT Rule: \ red.com is
Rewrite, Translate Dst IP 192.168.2.10
Client sends to 1912212{32‘2‘ 532 .
1.1.2.10, which and DNS Rewrite —
translates to reverse
192.168.2.10
to reach red.com (Select reverse because
DNS Response must be “Il
translated using the
reverse of DNAT Rule: Server red.com
translate 192.168.2.10 to 192 168.2.10
1.1.2.10.)

R 2 HT DNS P iman B JOors P B, T DNS fAl ik B i A& B A iR g3 80073 A
IR EI . AZRBNER A H#AT DNS EE . DNS A red.com F 1P 2kl 38 NAT
AL, By a s (B 2Nl 192.168.2.1) BAAHE 1.1.2.1. DNS falfiik
i, red.com HA IP ikt 1.1.2.10. FHAVEFERUH DNS EE - Ka H DNS [BI# 1.1.2.10 8
FLR A H A i ashl 1.1.2.0/24 (57, BB JOfs & 8 B HI reverse (FH ) e st
DNS [n]EEf 7, SAIFUR, K 192.168.2.0/24 #:% 1.1.2.0/24, FIHT JOE & DNS 4]
JE1.1.2.10 EE % 192.168.2.10. DNS F & 20 Bl M A 2 192.168.2.10, HHIE#HiE
A 1.1.2.10 LUHEZMARES red.come

RG] 2 FEERAE 201 1 AR . DNS FP S B H A e s G BT JOR A F 3. DNS
fr i PR B NAT I AR H A AR A Atk R G B NAT BERI reverse (1
) ) TGRS DNS [ EEE TG

DNS Query - red.com? DNS Query - red.com?
— “— |
Send Query to 1.1.2.1 Send Query to 192.168.2.1
= o s W “ONS Glent |
= DNS Response After DNS Rewrite: > 192168.11
DNS Server; red.comis 1.1.2.10 DNS Response is:
1121 A red.com is 192.168.2.10
A Record:
red.com is DNAT Rule: After .DNS
11210 Translate Dst IP Rewrite,
192.168.2.0/24 to Client sends to
1.1.2.0/24 and 192.168.2.10,
DNS Rewrite — reverse which

translates to
(Select reverse because

DNS Response must be 1.1.210to
translated using the reach red.com
e T Bt

- translate 1.1.2.10 to
: Server red.com 192.168.2.10.)
11210

HEE/E DNS BE, i/ DNS EEHEH I NAT.
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i FH DNS 1E [ B 50E H AT NAT {8 H 24
AR Ad 2005800 7 LA forward (1E[A]) FOH ONS SE E9HD NAT o 33 Mg ZE 01 AR F 2

BEAETR, DNS P DNS Al K B B9 i 2 G B IOk Y 2 Ho E%V‘Jiﬁlﬁﬁ 4135 i PR
THDL, DNS P S AR B H A 4% H 1 3t i LA BT JGHa R — 3o (2R DNS FH A i B H £ %EE’]

e it S 77 BT Kt S TR o NH%FE{EEFH DNS lﬂJi%ﬂLEHHJﬂJ NAT fEFHZEH] 17 20 )

RG] 3 3T DNS F P i Bl 4% B A e AR A A B JORS P93, T DNS fa ARAR L
A e R 1 I - ﬂi@fﬁJ%XuEmﬁ DNS EE. DNS P imdrs# red.com B 1P firdik. 4R
B 1, B ORREiSEREGRE (BB ZENERAE 192.168.1.1) A 1.1.1.1. DNS fAfk#FE

J#, red.com EA P fdk 1.1.2.10. #H] 2 5ERUH DNS EE - IE[[ H DNS [FI#E 1.1.2.10 B
R 2 sy B i Ak 1.1.2.0/24 F4F,  DRIMRT KOs & {8 A B R AH 1) ) s s DS [B] S T
A2 R, 8 1.1.2.0/24 W3R 192.168.2.0/24, HIET AGE & DNS [HIE 1.1.2.10
HEA 192.168.2.10. DNS F 7 i & 22U ] A AH6 28 192.168.2.10 LAEARA ISR red.com.

ERZEE] 3 2 DNS A umEd B i A AR AL A BT KOS Fl—h. DNS fAIARAFFEALEL NAT #1
R FR A s B AR E AR AT A Akl DRI & (i B NAT BERIAHEIRY (forward (IE[A) ) %
DNS o] Tl

DNS Query - red.com? DNS Query - red.com?

Send Query to 192.168.1.1 Send Query to 1.1.1.1 _
| ............................................... O e T ——— II Il

After DNS Rewrite: | ==

: DNS Response s Response . DNS Server

; 192.168.2.20 red.com is red.com is 1.1.2.10 1111

192.168.2.10 | (192.168.1.1)

’ : \ A Record:
After DNS : ST red.com is 1.1.2.10
Rewrite, ;

Translate Dst IP

Clientsendsto 192.168.1.1 t0 1.1.1.1

192.168.2.10t0 |
reach red.com |

DNAT Rule 2:
v Translate Dst IP 1.1.2.0/24
to 192.168.2.0/24 and
DNS Rewrite — forward
 Server red.com (Select forward because
; 192.1682.10 DNS Response must be

translated the same way as
Rule 2: translate 1.1.2.10 to
192.168.1.10)

fEHIZH] 4 BT DNS F i B H B R IR YO0 BT Kt 3t , T DNS R AR#ER AL

AP ERIR T . AN EESR DAE MU T DNS TS DNS P red.com Y 1P fzhk.
BRI 2, PO e A sERE (VB2 AERM 1.1.2.1) % 192.168.2.1. DNS fiili#s
[, red.com BA 1P Ak 192.168.2.10. #H] 1 64 HUH DNS EE - 1A H DNS [/
192.168.2.10 BEHAI 1 FFAYJELE HRHALAE 192.168.2.0/24 M4, RGBT KOk & {8 FH B I #H
A R DNS [ TR . H 1 BUR, # 192.168.2.0/24 #EE% 1.1.2.0/24, KT K
HE e DNS [BIE 1.1.2.10 HE % 192.168.2.10. DNS F P& a0 b I EE E 1.1.2.10 LA
ARRIARES red.como

i I Z2 0 4 BB 22 3 AR . DNS FH 7 i B H A IR 867 BT SOk R —d . DNS
fa] IR A FR AL B NAT BRI A IR s B A aE A A Azl DR A B NAT RRRTAE E Y
(forward (1E[M]) ) S DNS [B] S TS,
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i DNS Query - red.com? . DNS Query - red.com? @&
“_Il Send Query to 192.168.2.1 Send Query to 1.1.2.1 Ly
= eseeessas s cemmmeeensmimsesmieeesmoeseseeesamsesmainee DNS Client §
DNS Server ; - Ao NG Rownt 11220
192.168.2.1 ! esponse er ewrite:
] i —  ——
: red.com is 192.168.2.10 DNS Response
ARecord: 1 red.comis 1.1.2.10
red.com is 192.168.2.10
’ \ After DNS
DNAT Rule 1: Rewrite,
Translate Dst IP 192.168.2.0/24 Client sends to
t0 1.1.2.0/24 and 1.1.2.10 to reach
DNS Rewrite — forward red.com 3
(Select forward because DNS llﬂ
Response must be translated

the same way as Rule 1:
translate 192.168.2.10 to

Server red.com |

1.1.2.10) etz
DNAT Rule 2:
Translate Dst IP 1.1.2.1 to
192.168.2.1
HEEME DNS BE, i/ DNS HEEHGEH MW NAT.
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NAT R 5

e U9 NAT BLAS H AP KR . nl T EFRE. BR8P (DIP) MENRE P BLEEIR (DIPP)
NAT e B AR AR o PR E2E NAT BV AR RIS H AN BB A NAT FAIA . S
DIPP, R RIFRADZARRET At AR B RERGE (8% 4 2 80 1) TiE, RS EBLAIA —H Tk
REHY 1P (Ao A EEREAR A R E A NAT AR RGBSR 1P AZEFRA, w5 6 Heiefs i T

>~ 0

P NAT MU % e 571 I
- RGBT HERERE, RIERMARZERSE AR RRIIEE ER, d ks NAT BA.

- ARG OE NAT FRA, RSB S 0F. REHHHIRAEIERE, R R Py i i
AR PR ZORE R FeeR By, RN BT AR
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L

RE P Bl NAT 85T

JUN

ERE 1P BLEIR (DIPP) NAT W] GREE [R] IR T A B B P (o P AR (2 Y 1P (i B Bo s ik
(8v 482 K)o A MM 1P ALk BLE AR ATRE ST (R ATl BB RERT Be) AL 1P 7tk
/DR E A TRFERIRE o TE RS DRSO AR BN F Y H A, R R AT & E— ek
B TAEREBL, i 58E AN RERE AT 8 AT B U B2 b ik / R AR [ R AR K/ N 8+ 4 B
2 fFo Blan, & FRFRIER TAERS B IERR M % 04K, HISELL 8 fEHIRERT R, &R 512K
) B AR PR B o

BT SR AR ST B L e R A S R . AR LL R ), R A e i ERT R
LT A O ikoE, BIEEA B ASL 1P ArhTiEEE T sTR, ek HrciEm. Gnr LugTE
ACROE M LR, BERAFER] 1 GER RN EAIRERTR) . EiEEERRE, B0 LAk s is
R, (HEIEN DIP B DIPP NAT SRS . AR ETR A, s 120 DIPP NAT 11
ERTRIEE A

IR AL Platform Default (“FETERY) |, HEBEAERMERAMEROE @R, IEERHRSE NAT
THEE DIPP Sl AT R LL G, dnps 2 L H R . Platform Default (57 SUE fLFF
T4 Bl R 45 R A

75 K B 22 SRR AFAE NAT LRI 256 MG 1P Ao, HAFERSE SR SO o 9GP Ak (81
BHEHETA NAT SR o WA R s A (RS AR ar il EFR (256 8), RIPT K&
i1 E B IR L], SRR RS R o (AR AT NAT FL R i A3 e e e A 5 Y s i
ERR, RS & R
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NA

GRS NAT LIRSS R ER
show running global-ippool 4 & &N BAEE A NAT FUIRBAE AR skl . K

/)N S B A et A Y T Mm: AL [Hop] FEH S A RE L B (M % DIPP ACEE
A ) LAT S L a0 B i B O R A T R

admin@PA-7050-HA-0 (active-primary)=show running global-ippool

Idx Type From To Mum  Ref.Cnt] Size Ratio
1 DynamiclP 201.0.0.0-201.0.255.255 210,0.0.0 4096 2 657072 N/A
2 DynamiclP 202.0.0.0-202.0.0.255 220,0.0.0 256 1 41232 N/A
3 DynamiclP/Port 200.0.2.100-200.0.2.100 200.0.3.11 1 1 63720 8

Usable NAT DIR/DIPP shared memory size: 58490064 € Total physical NAT memory (bytes)

Used NAT DIP/DIPP shared memory size: 767024 (1.3%) 4 Bytesand % of usable NAT memory

DynamicIP NAT Pool: 2 (1.19%) € Numberof DIP pools in use and % of total usable memorythatall DIP poolsuse
DynamicIP/Port NAT Pool: 1(0.12%) € Numberof DIPP pools in use and % of total usable memaory that all DIPP pools use

BN R RS NAT El8s5is4kl, show running ippool @id &R n iz~ & NAT HiH]
{5 FH A RO DRSO/ NS ] B AR IRE L 1) (81355 DIPP KA. LIRSt & RO EE B -
admin@PA-7050-HA-0vsysl (active-primary)> show runningippool

VSYS 1 has 4 NAT rules, DIP and DIPP rules:

Rule Type Used Available Mem Size
natl DynamiclP 0 4096 788144
nat2 DynamiclP 0 256 49424
nat3 DynamiclP/Port 0 638976 100576
natll DynamiclpP 0 4096 788144

show running nat-rule-ippool rule @4 AU A7 H BN 25 NAT BRI H A RC e
(BLTedH)e FHIZ a4 B E I, R P R H R A RO A

admin@PA-7050-HA-0 (active-primary) > show running nat-rule-ippool rule nat1

VSY51 Rulenatl:
Rule:natl, Poolindex:1, lmemor,'usage:?BSlM I

ReservelP:no
201.0.0.0-201.0.255.255 ==
210.0.0.0-210.0.15.255

Source ¥lat-Source Ref.Cnt (F) TTL(s)
Total IPsin use: 0

Total entries in time-reserve cache: 0
Total freelist left: 4096
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BT NAT

BUT T TAEFTBOE NAT BB B T RAUEEGISN, NAT AIREHEH]— @t ft— Lol

- A PESH P A 1P ALHE RS A SR P ik (BRI DIPP NAT)

- O P AR A R P DA A e ik s (A U-Turn NAT)
- UH A SRS 1 AR (BRAESKIR NAT)

- DNS EEROE HIHE NAT

- [EHENRE (P frhbsE H A NAT

- B DIPP NAT A3 5T R He )

- (REHEIRE 1P NAT ik

- A5 R AR T NAT

G HT = AE NAT $E61LAR 514R B R

£1/13101.1.1/24 — Internet
Trust Zone Untrust Zone
/24 £1/3203.0.113.100/24

B R, AT EES LU =F NAT A

Bi-Directional NAT U-Turn NAT
Original Packet SrcIP:10.1.1.11 Original Dst IP: 203.0.113.11
Original Packet Dst IP: 203.0.113.11 Packet
Translated Packet SrclIP:203.0.113.11 Translated DstIP: 10.1.1.11

Translated Packet DstIP: 10.1.1.11 Packet

Internet

~1 =

i al

1

1

| _

: S e e e —————
| -

- e Untrust

Source NAT

Original SrcIP:192.168.1.0
Packet

Translated  SrclP:203.0.113.100
Packet

- A RO P AR I B P S A A EU B B AT W%i%i%l@ﬂﬁ%m%@%ﬁ

R B Rl FEMGIRDLT , AR RE AR NAT (Ll 9 2R A MEFT 3T

HATEAzAE 203.0.113.100 E2AE A ES [ skl B 77 e ) B A B0 Hh B R o wﬁm%ﬁ

BH, sEZB8 P P us i 1P AR A AT 1P A2hE (ZRIE DIPP NAT) o
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- BT P ERAR I Y P S A DMZ IR rR A o T B R R gy, IR ROE R ST

%%ﬂ@ﬁﬁ%ﬂéﬁ01ymDMZ@%L%EH%“*W@&%MMTﬁW,ﬁ¢%%%%
HH B SR G B PR SRR A Bl R 2 A AR N B B B HBAE 203.0.113.11 2k EBIILHE
1), ARG (R A P B AR IRALHE) BUANME T (RIE GG B Bstirhl) sz NAT B
HI, DA H ARzt 2y DMZ IR A Azht . pUBERL Y H A3 NAT #8725 U-Turn NAT (L&
8 AMEFNETER) . AT HHBASIEA, RS2 BRUT s i by A s DA F A e filas (H
1 U-Turn NAT)

- AR R AR CRERIRE R DMZ #5 _E AR 1P A hERT Al SNl il 3 B A 3L k)

DMEGE M ACEESK B JORE I N BB AR AL (P AZE R AN (P Az, EASE Y
BHEERN IP AhEEE S Ak P Arhke FERT IR L, REAT 0 B — B AR AR NAT JEAN
SERERE (T AUAREIMERIETE) o FEZBRIRUT AL e iy B A I (AR A
NAT) o

B P ) 1P AR R A N I 1P A2l (BT DIPP NAT)

B PN AR 5 ) R P S (A R R | B P B AR IR 6 P A P Y 1P frhik . A SR
PN EBEE P RAN (P ALhE, F s R G R e AR AR i s bl PR AR AR AR B 0 H ) 2 I
\P bk s 2 ] 2 B I R A A2 hE

FERT K b, RIRE AR NAT JERI, RACIRALE (F% FH AR ) s R AN ALk DA T I
k. Iy ﬁﬁﬂm%ﬁﬁﬁﬂ@m%ﬁuﬁt@nﬁﬁ%Aﬂmﬁ&iﬁﬁ, W BIREFE 7R o

STEP 1| ZS#kAt FHAYSNES 1P Aribg sz btk Bt

1. j%HL Objects (#11F) > Addresses ({iilik) , k% Add (i) Name (&F%) |, i
FEIE Hbl A\ W1 Description (F#fiid)

2. 1% Type (FZ) JEHLJSEHL IP Netmask (1P $FgIER) | SRR A DT KOl BN 1T HY
P Ak, FESCERH A 203.0.113.100,

8. #—F OK (HEE) -

® HESRIEA AR A AL IE 1, (BRI RC R, e (B
B, AL BRI 275 Gk Ry SR, IRTMGR HRR R d FE fd

c®
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STEP 2| #~7 NAT JEHI.

1.

vk L

8.

1L Policies (JEH) > NAT, #8%#%—T Add () .
1f General (—ft) E L, HAJTHIMHIAYE Name (£55) o

CEEIT) B AR, 7 T A P sl R 500 O AR 7

$i77 NAT Type (NAT $H) | S1Lipva (TR .

#E Original Packet (JfUftEff1) ETE I, £ Source Zone (ASRIiibh) [ B SN Py IS

MRS I (B — TAdd (FTi) , AAMBRIREUER) |, Ifff Destination Zone (H
M) 7 B SR B A N AR s 2 S 1 e

1E Translated Packet (EGEMVEMEL) EE L, 7ESH B AR A bR R B
Translation Type (HE:EXHR) JEBE | 1% H Dynamic IP And Port (EhAE IP Hijdif:

Y

£1¥ Address Type (fhbEA) | A WEIEREE . 0T LLUEE Translated Address (#%
fIpzhk) , AREIE— T Add CGErdY) o SEEBCEREN R B Ak P o

77— Address Type (f7iiF37) /& Interface Address (/) , ERABEN T,
R AEAS N T 1P Arhibe SFEIEEEREE, RN TMEAZM P frtik, 0T AL
Interface (/"1A1) , G HET A IP Address (IP i) o

%—F OK (HEE) -

STEP 3| Commit (#857) #SHISEH.
F—F Commit (%2f})
STEP4| (/1)) 7ML CLI LABRREHIGE.

1.

fii] show session all & skt TAERE B, TR AR BRE 2 I 1P Az bk Fr s
DU ER R (P (LA R

2. {#iFH show session id <id_number> LIt A B TAE M B B 2 GRATE R o
3. WMREEBSEHRE P NAT, #H show counter global filter aspect

session severity drop | match nat @4, LU @& GA M TAERERE NAT
P ECETAN . RCECEERE P NAT BCES s P T a Arhk, Rl /e S s A s
RHZE

JCRH P EP A B 7 s A EC A Hefml ks (H BYHE U-Turn

NAT)

B R AE RS _E R AR DMZ AP ELE LA WA B R RS R BRI, DNS fal IR &l L AdbT &

NP k. FEBEHEERINE B GRS B R RS B A (A3 1P Ak, AR =
AT 3 AT AT o o B O A MU T e o8 P SR bR ) AR L b T A B IR

ot 1P ArhEEEE A DMZ S4B B ArhE, e ST B A NAT KRR, 0T JOR KR Ei%
DMZ RIS H AT, A0 AR
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STEP 1| g 7 (A B Al IR A A FH A kP
1. j%H! Objects (¥114) > Addresses (fizdih) , 4k Add (GHri) Name (4&48%) |, i
BV R HS 201 Description (F5i8)
0. A Type (JEAY) | I IP Netmask (IP SYEXIEE) | SRAE ALY B IR 24k P
frhk, fEMEBI 2 203.0.113.1 1,

FER AL R IP Netmask (IP #9150 ) P13 % FQDN, J7EWTN: #—
Resolve (i) , #i7n FQDN K¢, #%— 1 Use this FQDN (fi#i 1tk FQDN) - jZ%‘
7 Type (i%iiﬂ) , BEHL FQDN, s A A HEYIFH FQDN. i &# A FQDN
W#%—F Resolve (fi#fr) , WAGLH&HIR FQDN T 1P Arkibe A7 Z ALk
Type (JERY) 1% FQDN YIHRZEAE I 1P AZHERT [P Netmask (1P #EB§EE) | #%—TF
Use this address ({1t 7hE) | Type (FEAY) &1 ZE IP Netmask (IP i) |
T B g s 1P fArik.

3. #—F OK (HEE) »

STEP 2| #~7 NAT JEHI.
1. %H! Policies (JEHI) > NAT, $X%#—F Add (Grid)
2. 7f General (—f) H#& L, A NAT BAIWHEGAY: Name (#F8)

3. f£ Original Packet (JFUREffl) EHE L, ESource Zone (ZRKIRIEE) [& B H R HUZ YD
M R (F— FAdd GBIt | AABIEIURIE) | IF4E Destination Zone (HH)
Hlmidsk) 5 e Eitjﬁl\*ﬁﬁﬂﬁﬁi_iﬁ’][:ﬂi

4. 1f Destination Address (HHHiHE) [EEBH, Add CHE) &0 H Web fal R # g
ST BRI o

5. 1£ Translated Packet (FiERYEG) EHE L, $1% Destination Address Translation (H
HHBAZHEEEEE) 1Y Translation Type (H#aiR) | %I Static IP (5#RE IP) |, SA%%
T AF8IREE DM 2 Mg ERYE ARSI P Aztil, FEMLEEIh R 101.1.11. 50,
&R Translation Type (EEFEAET) 7% Dynamic IP (with session distribution) (&
RBIP (PR TAEREBLHU) ), A AVERA Y 14-H Translated Address (HE35H)
frhb) s 1P ARG P #iE B FQDN BIALEEREH . HIETRTE DNS & B Z2AF AL
hbo WAREEEH AT AR IE BT JGRE AR AR I EUY T E%{lutlt
UG A NAT TAEREBL, AT : Round Robin (TRERMECE)  (FTH#
#) - Source IP Hash (Z&J% IP %) « IP Modulo (IP ##{) . IP Hash (IP%&‘E@) B
Least Sessions (/> TAEPEEL)

6. H—TF OK (HEE)

STEP 3| #%—F Commit (%&f}) -

HUH AL AR as A -E R A2 0 E R (RRREACTR NAT)

B N S Ar] IR A B R G B ) A [ B D FRYRAAN (P A hERE, SRR NAT FE AR 6 e
fal Al g A AR IR A s A ARl . SR A] EST BRAE NAT AR IEAIHE 10.1.1.11 PSR A N4
H AR AL, fEAEF A 203.0.113.11.

(B A A U, A REES BRSO BRI R SR, A SR (2 1E R
WA e (50 P NS B A 9 H A3t 1P k) %ﬁrﬁkhhﬁ, ARSI o TSt B LA Hy 2R AR DMZ
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Ao AT LA ST BE R AIRRE NAT KU, IR SIREFATA . SRR FURIRRE NAT A H A — {2
Ho

>N

STEP 1| s ~r (b | (e PO BT 1P Ltk s RO L ik o

1. %I Objects (¥14) > Addresses (fizhft) |, #A7%% Add GHilfY) Name (#&4F%) , i
EVE bl A 11 Description (i)

2. 1% Type (JEMY) ¥ B A% E IP Netmask (1P §5gMEE) | SRBIIA DMZ #98% A9 A
MRS 1P Ak, FEsb#ifhs 10.1.1.11.

3. #—F OK (HEE) -
TR A G A 7 4 ) IR A LA bk B Sz i IS RS sk

STEP 2| #ES7 NAT JEHI,
1. JEH Policies (J5illl) > NAT, #Af&#%— T Add GHil) -
2. fE General (— ) EHL, i\ NAT BLAIMAIATE Name (4471 -

3. 7F Original Packet (JillrEl6l) HE L, 7F Source Zone (AkIwiEk) [wBistE%y
DMZ B (F%—FAdd GErtY) |, SRS |, Wf¢ Destination Zone (H
R Mt [ ) 37 B SR U S AR B s v A IR I

4. 1£ Source Address (Z&IEAzHE) B, Add GHrlE) EAENES Web fal IR AhE 2 7 1Y
ALHEPIE o

5. f£ Translated Packet (#ii#ME) EH# L, 7 Source Address Translation (Z&iF{74kE
) W B Translation Type (M) JEE, JBHL Static IP (FFREIP) | SATRME
Translated Address (B2 ki) 37 B HSE Oz AMER A B Al AR Sr bk g s AL ik P

6. £ Bi-directional (#[r)) BAfzH, I Yes (&) o

7. ¥%—F OK (HEE) -

STEP 3| &%,
¥—F Commit (%¢f}) -

R DNS EERAE H M NAT

BT E (P4 S HEETER REERR R H A NAT JFERIFR B, T DASE A, LUERT KSR

P A B B R G i (P ok, FEES DNS [FIRERY IPv4 Srhke 706 R RElE% 28 F P>
BT, B KHSEE DNS [ (BRI ¥ 1Pva Atk (FQDN EHT) BUT NAT; FitL, FF
it AT AR R A B 1 i AR ) 0 o7 1o

e DS R Z 0, AR B A EER T 1M i 2 7% reverse (SCIR)) J&/2 forward (1E
) .

EAIEAEHUN DNS R [H— NAT B UT Bi-directional (H:1R)) 2L
o
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STEP 1| #Sr HIHs NAT JFHIBAL, $8EP7 JORME B RIARART 2 IPvA (rhESTARFREIE RS [RIIRFHS
L IPva ALt (ZRE A FCER) B NAT BRI R G aloeE B A AT RS B KRS TE
DNS B EHEE P ik,
1. #HL Policies (JiH]) > NAT, 2% Add CHrdE) NAT JRHIELH].
2. (i%H]) 1 General (—#%) EHEY, WABAIAHHEE Name (£4F8)
3. #1¥% NAT Type (NAT ) | % ipv4.
4. f£ Original Packet (JFlfEff1) EH%H, Add GHrif) Destination Address ( H 13tifir

i) .

S R L — (A AR E Any (FEAAT) sRIEIR L, (H DNS EE & 1E4
BUOESREE A EEAS TRGEE) B L EMHANE. DNS B & 20
CEGGEEL ) BRI RTA HARBE A .
5. 1F Translated Packet (EE2fYEffu) HE L, 75 H MO HHEERE B, # Translation
Type (HEMEA) 7% Static IP (FEREIP)
6. %H—1F Translated Address (EFERAzHE) Bl AHr Az .
7. Enable DNS Rewrite (/] DNS %)) %28 Direction (/7)) :

- i DNS B EF Y 1P AHEFTEE NAT FLHIFE E R SO RE , 521 reverse (2
) (TEEE) o QIR DNS [EERF-AHLI g B ek, RileraE s BT
FRAE RO DNS [l I . D, an SRR 1P Arhk 1.1.1.10 B
192.168.1.10, BT K& Er# DNS B 192.168.1.10 EE% 1.1.1.10.

< H DNS [BEEFRRY 1P ALHETFEE NAT BLRIFEE I Rl Y % H forward (IE[A]) o
IR DNS B RS SRR g J5G B A A hE e 68 A R J BT FE 0 AR R e
DNS B EMEFTIEGE, Flan, WREAGEE 1P A2k 1.1.1.10 #i% % 192.168.1.10, I
JORE & DNS [FIHE 1.1.1.10 EE % 192.168.1.10.

8. #—F OK (HEE) »

STEP2| Commit (#835) 5.

i FHENRE P [rhkmoeE H AIH NAT

SEAT P AT, s Bie H A A iR B B A8 1P Arhk ELH FQDN A9 H A3 = A e i
fro (EFHENRE 1P AIUEAY H AYHE NAT, (SR8 1P 2 ht A B P i A o 2 i Y
EW ARG A (BhRE) 1P Akt SERRRAEEALH DNS ffkas AT B g NAT JEATREAL,
LIS 5 FH BB Y SRR TT P AR RS BB HY FQDIN 2 1P AZhESERET DNS frl ik -

WA FEIRE 1P (LhEROE B NAT R, BEEEMH FQDN (MAZ (P $HR M E ) 1P &
) o

LELAF#ipn ey P AR B =0 web JEAFR AR SS . MR E 2 P g (FLR)
TEARBPT ORI JGOfS AR 2 Bl ] AR A A A 958 ELB. BERRMEML, Amazon Web Services
(AWS) (FTIEEETT) S AR AR 75 R A e IRAG 0 ELB B9 FQDN #ri (MekR) 1P firhk. SN
0 ELB 1Y NAT i FQDN mIE B, A B R RIFEAS R R AT AN 1P Arhk, H R A
BHREHH, HAHL NAT S .
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FQDN Web Application
ielb.appweb.com Servers

|l
=)
FQDN Internal =
elb.appweb.com ELB
1= 192.168.1.1
I;l% External %
ELB =)
[CHE
Clients Internal
Destination NAT ELB =
translate to %
address object 192.168.1.2
that uses FQDN Internal ELBs load
ielb.appweb.com balance traffic to
servers.
FQDN for

ielb.appweb.com
resolves to a
dynamic list of IP
addresses for the
internal ELBs:
192.168.1.1,
192.168.1.2

STEP 1| (A A HEGRA kR ES FQDN Bz Arik Pt

1. %I Objects (#1F) > Addresses (fiifih) ilfifk Name (£%%) (4 post-NAT-
Internal-ELB) Add (¥ilt) (rib#fs.

2. %I FQDN E7%y Type (CHZY) A FQDN. TEULEIFIH, FQDN 2%
ielb.appweb.com.

3. #%—F OK (HEE) -
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STEP 2| ##~7HAvH NAT JEHI.

1. j%HL Policies (Jiifll) > NAT, fff General (—f%) HEH# F1k# Name (£
) Add CEriE) NAT JFRIELRT,

2. %L ipv4 1% NAT Type (NAT Ff)

3. f£ Original Packet (Jilfiff) EH# L, Add (GFlY) Source Zone (Z¢JRlmIE) i
Destination Zone (H i) .

4. ff Translated Packet (H:#/E f1) HE LR Destination Address Translation ( H HY#
HHEEEY B, # 3L Dynamic IP (with session distribution) (ERE IP (3% T/EREEL
Bffi) ) 1£% Translation Type (ALY

5. ¥} Translated Address (FEEEALHE) |, FRERUEZS FQDN EESZIALHED . TEILED
7, FQDN % post-NAT-Internal-ELB.

6. ¥ Session Distribution Method ( TAEBSERE Ui 1) |, 1REBCH A H A —TE:
- Round Robin (FIRAIEEIR) (THRRME) —H&EmimlE 88 TAERS BHRIRES 1P L
Hbo BRAEA S UGS, A RITEEREL B BB T REd A -

- Source IP Hash (ZIKI IP #32) —MR#EARIR P ALhbk i BRI T/ERS B, W IEH
K E BT P ALhE R, AR P M, B A T

- IP Modulo (IP #58) — By KOS & = B W 25 A B i - 1P A2 A B
OMEEAT XOR HRAERIBBGE R, &5 R0E T BT SO IR TAERE By 1P frdik.

- IPHash (IP t2s) — HAEAIEFN H e 1P Arhk i fe URos CAERSEL

- Least Sessions (F:/0 TAERSBL) —#ir TAEBS BHEIRAG B/ IR EEA TR CAEFRE BLY 1P
(ke AnSREER 2 A= fmilE HIADI) TAEPE B, Least Sessions (/b LIEREEL) &7
PR AL TS 1 T A P BRI o

FEZ2 A 1P A1k TR TARRE BEZ R, By JORE A& E H A3 1P 741k 37 B 75
BREZHLAY IP Srhiko B JOfE & LAE AR E R AL (R HUM TARREBLRY 70, A
BrhE TG TAERRE . (BN, R EEEER At A P B ALk AeA
HIL A —E S b2 M 2% 1P A2 hkR) FQDN, 1M o5 — (B LIt 2 A5 1
[ IP kbR EERE , AR AR i & B AR A )

/. ¥—T OK (HExE)
STEP3| Commit (15) fEHY%EH .

STEP4| (iEH) BAIBUET KM EFT I FQDN BYBEER (A 1 7O T2 DNS f#T).

&2 DIPP NAT Wi JEHT R 4

WHRRH AL P Sk B4, ARTREA DIPP NAT JBEFETRY , T AR/ 8 TR, PR
FIHEZ RFFR DIP BL DIPP NAT #HH1.
STEP 1| ##H DIPP NAT A =TEI L4

1. #Hl Device (%) > Setup (F&iE) > Session (LAEPEE!) > Session Settings ( T.AF
BEEREE) - Fifi NAT Oversubscription Rate (NAT HZEFZRELLA]) #%E -
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STEP 2| #::E DIPP NAT 18 ST R LA

i

1. fmis TVERSBEE R EL .
2. 1£ NAT Oversubscription Rate (NAT #AZEIZELLG]) JHH A, 2 1x. 2x. 4x 5%
8x, BTN LT E
Platform Default (“V-57H:%) w0 & E BRI RGBS E. W
R BLBEERRE, 752 1x.
3. #—F OK (#EE) ilf Commit (5¢ff) %4

BHENRE [P NAT frhk

RERTUOR BB RE P NAT ik (SH8TRBUE M EY), LA 1E RS L ik o 20y e B A R AT
P ArhEREEEA R . BUERE, REEE N EPrAE T R (P AL A TR

BPEREST A AVERENUTIEGE, SRR P AL hE RS T AR P ArhE R, R BRI 1P
BRI A TAERS B2, R R A ACE . RGO P AR i AR B
R, FHE A P AL AR BRI CE G PSR . BB 1P NAT 23—, W2 1P ik
RS EGEE P Aohh, AMEECBUERCEEE T, MEL T Ak g T I ReE e
I, TERZOR B R TAERE BORBHIG TR N 80, AEAT EAMACTR (P bk AR5 (o Or B UG 1P 2
hiko FERGETA B B TAERS BURBUR , U 1P/HG3E (P SR T T AR B BB AR e & B
A IREd o

RYERL, ANERBEAEMAhE. 0] LLAET KOS sl i RS B ERE 1P NAT Akt
Fyby K e R EhRE 1P NAT fztiks
LN NI i

admin@PA-3250# set setting nat reserve-ip yes

admin@PA-3250# set setting nat reserve-time <1-604800 secs>

PR R AL HEIRE (P NAT fzhk.
LN NI i

admin@PA-3250# set vsys <vsysid> setting nat reserve-ip yes

admin@PA-3250# set vsys <vsysid> setting nat reserve-time <1-604800
secs>

Ban, Bk nat reserve-time FEZy 28800 ) (8 /NEF) W, BIAE P NAT 22y 30
@k, HIEAEET 20 (#iEEE . BAE RS G REE 20 g, 0 HE MR 1P/ P ¥
JER BB — (8 TAEB B (J@MTMTIERFELY) RUARE, AR 1P Srhb A B #EsE 1P (rhkiE 8
/NEE, DGR P AChE R B OGS, A, M EECERIERI 10 (ML, R e A
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AT 1P Ak PR B B A, AR LAk AR B S AERZ AR (P Lk B Bt — 8 T i B )
15 B e IR o

EER T3, ST LORHERE A 1P 7tk BEAR 25 MO S R P AOARTR] NAT firdk; BIERz
REALIE T A B AR BB, AR At/ e B A R v O B R 1P A hE FR YR AR HA A

AR 1P/ P ¥ BRI AT A TAERE B E 2, H 8 /NIRRTy BB IG . "2 R
B LVERSBBRIRTE, RrEFAYEE L, HU/ERS BT B8 e a R A1k, ERRE R
Fige PR BELG, AR BR A AL

ELHi N set setting nat reserve-ip no M4 E nat reserve-time %45 2 AN
LM FH AR BB g 2 AT, BhAR 1P NAT BURS S AR B8 S e dl & R A 20

PREAI CLI iy 2 AN s 2 E) A8 (P BLEIEEIR (DIPP) ol ERiB 1P NAT BLEEsiE .

15 AR E MBI RIS NAT

ST LA E AR NAT B H A9 NAT R H DU P Az ki, Bl REEr A o AMRI, B AN T4 %
IR S MEAT NAT, Bl RN EEREBR R E AN TN A T NAT o R AFE e ase B e 457 FH =5 b
B NAT o
STEP 1| Z#Es7 NAT JEHI,
1. N Policies (J&H]) > NAT, %1% — T Add (GHrts) |, ZJEHEETHHEIATE Name (4
) o

2. 1£ Original Packet (Jillr#itl) EHE L, 7F Source Zone (Z&iFIwin) [ah B ISRz N ET
Mg R (F— FAdd GFrtY) |, AABEIUEIL) | 16 Destination Zone (H
HRRIEE) 7 B SR B ST AR % v ) [

3. %1% Source Address (ZKIE{zHE) |, #%—F Add GHrS) |, sABim A F Wb, #%—TF
OK (HEE)

4. 1t Translated Packet (FHEERYEIGL) EHHK b, AEHTEA AU A bR 8 I B v Y
Translation Type (EFFEAEM) JEH P %I None (f%) .

5. #%—TF OK (HEE)
STEP2| Commit (#£57) MMEEHE,
f&—F Commit (52ff) -

ABGIRGE LR T R P NAT MU, R NAT #3950 R B Al NAT Ji
HIZAT, AT AR AE LR S A AR S A Ak i3 2w o iR B A o
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NAT #H AEH 1]
- HHE NAT Hif]——%—% E
- FUA R R ) H A NAT
- HIHE NAT Hif]|——35 2 5 E
- SRIREL H i NAT Hif)
- REBEE AT NAT Hif)
- RERBEEBLERAE NAT Hif)
- EBEERE H A NAT i

H Ry NAT S ——35— 5

R NAT A2 MR I A o b R8st 25 [ L ik 0 o 6 A3 NAT REEI AP (6 A o7 ik
— G 2EE ARG 1P AhE (Rt TEEERA L) o BUTRIGE AT H B 1P Aok
MR, EEIE NAT BRI R H A (R e NAT HEgH 1P A2k,

LA JFE R A A & 27 JFUREN T 1P Aokl (Wb TE NAT Adik) o (H2, HAHbIESEL
AR AT AR A . HRATREEE, BATIRIE NAT H AU 1P ArhkAuik B 2 1%, EEIE
LA PRI R A Y F G e S

TETH—%—H I NAT SEEFI T, 2K H 4% Untrust-1.3 Z RIS FHE (R 1P A7k
192.0.2.100, FE4E DMZ Z B F ) FE RS 10.1.1.100.

Trust-L3
m / » -
/ 1/2 —L
192.168.1.0/24
DMZ
10.1.1.100

BOE NAT FAIZ 0T, 555 I Z S IE R -
O F#E 192.0.2.250 GEEAE 192.0.2.100 (H A fa R ER ATzl % ARP TR,

o By ARSI R Ethernet1/1 A _E B AHE 192.0.2.100 A9 ARP BREML, W ERHZER . Hiit
ERCER H B NAT BT By A& LLE 21 MAC fzhk B ARP ZE3R o

O RS LTINS NAT BRI SHEEEERN H M 1P Ak, B EE S WL untrust-13
WL untrust-13 1Y H B NAT BT, A 8K H AYHE 1P 192.0.2.100 #3245 10.1.1.1005

O PEEEAANEZ %, P eSS HAgH 10.1.1.100 $UTES AR, DLPER i . fEI
&, WA TE A, DMZ AT Ethernet1/26
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O By kST et R, DU A C AR RIEL Untrust-L3 £ DMZ i F .
TR T o B A\ J R £ A 2 B P P A [ A A o

Ltk R e 22 F G E T 1P Aok, Hod B H WAL 192.0.2.100.

O [y O & oot 2 M IR AN A Fthernet1/20 SHELEEBEDT JOMGE H A HbA b€ i
B2 10.1.1.1000

S &R, Ak webserver-private (10.1.1.100) 1 Webserver-public (192.0.2.100) Tfi#k
. TRGEM NAT HRIATEEM NER

Original Packet Translated Packet

NAME TAGS SOURCE ZONE | ZONE INTERFACE SOURCE ADDRESS | DESTINATION ADDRESS SERVICE SOURCE TRANSLATION

NAT LRI T S AR ph 2 RO A5 R
FIERBEACH untrust-13 [ AF A e A B © i e 2P R HI T RERR T B -

Source Destination
NAME ZONE ADDRESS ZONE ADDRESS APPLICATION SERVICE ACTION PROFILE OPTIONS
[ Untrust-13 any Z D17 = Webserver-pu. web-browsing | any @ Allow none

HAT T RO 0y H 1 NAT

NAME

TERLEGI T, KA B IR i A i e 8080 I HTTP iiat. M s i il 1P Azt
192.0.2.100 F1 TCP j##EH 80 A AFIA Efal Rgs . TiAF H By NAT BEHIEE 2l 1P Srtik Ay
BREEE L 10.1.1.100 1 TCP R 8080, NLhb#fE &% webserver-private (10.1.1.100) F
Servers-public (192.0.2.100) TiEE R .

DST NAT: 192.0.2.100 to 10.1.1.100

Destination Port: 80 to 8080
Untrust-L3 Trust-L3

'F\
- E1/1 E1/3 ;F
— 10.1.1.1/24 |
192.0.2.250 - E1/2 =
192.168.1.0/24

10.1.1.100:8080

TEMBIRAER Kol ERE T A NAT FZe R -

Original Packet Translated Packet

0 TIoN o
™ OURCE ZONE e o s |SERVICE | SOURCE TRANSLATION o o
Dst NAT-webserver A Untrust-L3 (=]t L [=} bl any
Source Destination
TAGS TYPE ZONE ADDRESS USER DEVICE ZONE ADDRESS DEVICE APPLICATION SERVICE ACTION
universal A Untrust-L3 any any any A DMz 12 Servers-public any web-browsing | any @ Allow

{§i[f] show session all Cl| 4 n] Bk,
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H Ry NAT #if]—— 5 25

FERLEEGI, (8 1P frhb S A MR R B9 PO BRI et & (o PP R A ) L B9
L B N

DST NAT: 192.0.2.100 to 10.1.1.100 Dst Port 80
192.0.2.100 t0 10.1.1.101 Dst Port 22

Untrust-i3 Trust-13

'- e/l E1/3 ;‘F‘F‘

- 10.1.1.1/24 £1/2 =

192.168.1.0/24
DMIZ E
E 10.1.1.101

10.1.1.100

RE O A HTTP M EE = F# 10.1.1.100, Ti#f SSH B EX EMMREE 10.1.1.101. FE
THALHE I

- Aa ks ST 1P ALAERY LA

- SSH frlfleas BB 1P ALUERY LI

- M E RS TR P AL AR R AL
feeava gl IvAIIR I EE

- Servers-public: 192.0.2.100

© SSH-server: 10.1.1.101

- webserver-private: 10.1.1.100

NAT FRIATHEU T Frs -

TaGS zoNE SERVI
| non PAUnetls P 98 se
=] =] 2 ser *®
2 N F —
4 .
LRI REU T Fr
s Destination
Mi Ik DDDDDDDDDDDDD NE ADDRESS | DEVICE | APPLICATION |SERVICE [ACTION
uuuuu orsal | g Untrust-L3 an P D7 (=1 b b I
universal = Untrust-L3 A DMZ (=1 b I

AR EL H B NAT i)

FESCETHI T, NAT R RIS P S R ] R e TRV SR (0 A A TEURT L A P Az

BRI NAT—HE Trust-L3 AR P o ik 2 Untrust-L3 [ AR ) 4R IR & 2 560 H ) AR IR
Ik, MREMEEE 192.168.1.0/24 HEIFANAHEHEEE LT JORS _EsamH AT 1P 2R (10.16.1.103)0
HRE | P B R S e R R R
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H W NAT— 25085806 FH P (i 2/ IR gs < B iy H gy ihr, 784 s 1A ik
(80.80.80.80) ¥ A R AF I FANLLIE (10.2.133.15)0

| SRC NAT: 192.168.1.0/24 to 10.16.1.103 |

I DST NAT: 80.80.80.80 to 10.2.133.15 I

- Untrust-L3 Trust-L3
E — E1/4 VLAN
— e

10.2.133.15

192.168.1.0/24 —

10.16.1.103

ELET¥ H iH NAT g7 F AR
- fAMRASTESE NAT: 80.80.80.80
- fAiRESES NAT: 10.2.133.15
T A7) A R T g A A A i AR H A NAT R B B A8 o

NAT Policy Rule

General | Original Packet | Translated Packet
[ Any Destination Zone Any [ Any
O | source zoNE ~ Untrust-L3 v

D SOURCE ADDRESS -~ D DESTINATION ADDRESS -~

0 emuseLs O 2 serverprenat
Destination Interface
any W
ervice
any ~
@ Add @ Add ® Add

MNAT Policy Rule

General | Original Packet | Translated Packet

Source Address Translation

Translation Type
Address Type
Interface

IP Address

EERERE,

Drynamic IP And Port
Interface Address
ethernetl/4

None

[HIRGIEAIES

Destination Address Translation
Translation Type | Static IP
Translated Address | Server-post-NAT
Translated Port

[[J Enable DNS Rewrite

“ Ceneel

FEEH CLI 4 show session all filter destination

80.80.80.80. AL EH I umArE 192.168.1.11 MR SEREREEEY 10 164 1,103 FIHHHE
BRERE . H Azl 80.80.80.80 &S 10.2.133.15.
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o eI NAT &)

Palo Alto Networks . B A I 58 8 450 A & 2 AR T PR (I3 WA e A PO B . AT LAG TS A
EEEE TR EM N E NAT. R NAT J88 . Z&IE NAT (FhEE (P, BhRE (P B
. BRAE) FOHMIHE NAT,

FFAIE A 1P A7 HEFEIRAS RN 2 R AT, R AR e (P (kb isese 2 1a 1P (ke SEE
BOE 1P ALHERCEE AT

TE R TH _ BT NAT B, A AR IR AL M iR TR ) 4RI TS e B A A 2
EETIERE TR . BT JORBAS S NAT ZIEAT Proxy ARP. AELE BT R Hes b
BOEB RS, DR e R R 6. AP E B HREAARAT 1P ALHERG ARP BESR | TiE
Le P ik R A R S —un S E A T b BT Proxy ARP RURERNET, REZ6 NAT (rHE
HEHIE Y Proxy ARPo

TE N HZIRE NAT i, et Al CREUR) BMR4A% vw-trust B Virtual Wire [FISEE 244
Py vw-untrust BRI .

ETFHHRET, CtE MM o DSR4 192.0.2.0/24 F1 172.16.1.0/24 Z 4R . ©
TETHAE 198.51.100.0/30 HEER Has < BIHEAS . EAE RIS Fas b ik i AR K B DAt 7 49
2 AR . TEBRIE RSB BT SO 2 B, AR f s AR BERN B R a0 T P

R1 _AYES

H 1 R,
172.16.1.0/24 198.51.100.2
R2 RIS H

i)

192.0.2.0/24 198.51.100.1

BITECAEM(E Layer 3 2& 5 2 FA]IM @ e e X R 8 B GG . EAERT JOfS _LRe fiE 2
198.51.100.9 & 198.51.100.14 [ NAT IP frht4ER . PrafE T-#EE 192.0.2.0/24 2z AT
RS 172.16.1.0/24 2 faiRAR @R, #EE1EE R, WEEEARAIEHE % 198.51.100.9 2
198.51.100. 140 A B fr] R AT i ] S5 ) 2235 2o ik o

AEEAYR NAT 15 LUEAE, AEAE R2 EBCEM A, LA LAHAb A% H
EEE R R g, DUNHREUR R2 BRSO dER; B b @R H 09
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198.51.100.9-198.51.100.14 By (a2 7488 198.51.100.8/29 LRI FHE) #5787 Aotk
26 R1,

R2 RIS H

ERihp:i il

198.51.100.8/29 198.51.100.1

R RERERE NAT S

FELLEGI R, 2o R AR 445 Trust ISR B2 W e 28 44 % Untrust B iz [ 3k
THE 192.0.2.100 ErpremEE A A0 198.51.100.100. T Bi-directional (&[f)) j#IFE,

B QOB Er 48 Untrust EIREE A NAT JERIZE Trust @I%. Untrust &35 B P e i il 1P Arhk
198.51.100.100 f7Hufal fRes, b7 ks aZ a2 198.0.2.100. fARARAE 192.0.2.100 H#H)
AT AR AR S A 2 Y 1P Ak 198.51.100.1005

rust
— L -
. 2 -

[ static NAT 192.0.2.100 10 198.51.100.100 | 172.16.1.0/24

R2 HIES H -

ERiRp:i

EBEEE TR H L NAT &)

Untrust ISP P& g il 1P Atk 198.51.100.100 fFBURIRSS , BT K bs Sl e fr i e 2
192.0.2.1000 WEBCENE Untrust [EIZE Trust WIS NAT F14e4E A

198.51.100.0/30
R Trust Untrust R2
== == -
L —— 4 B |

1

LI

192.0.2.0/24

| Destination NAT 198.51.100.100 to 192.0.2.100 ‘ 172.16.1.0/24

R2 RIS

H AT R

198.51.100.100/32 198.51.100.1
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NAT

| Original Packet | Translated Packet |
DESTINATION | DESTINATION
NAME SOURCEZONE | ZONE TERFACE SOURCE ADDRESS DESTINATION ADDRESS | SERVICE SOURCE TRANSLATION DESTINATION TRANSLATION
DSTNAT R [ any any S webserver-public any none destination-transiation

address: webserver-private
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TECHDOCS

NPTvé

IPv6 ¥ IPvé Network Prefix Translation (H9BSEAEEGE)  (NPTVE) €% IPvé BB T AR BE A5
RBfE g HEER L HAL (Pyvo B O EEERSRE) o NPTve A IR EES.

- AT LAWT 1IEAR 2R ) vy B 5 (L R A 7 (5 T B 5 ) I S R B
© NPTvE SO E & 2 B, e [m] 7 e 28] B s e A ] A 7 i o
- RAAFNAILALHE T 27, fnT DAsg s Horh— (I Ar bk R & s 85— o
- ETT LUK ME AR (T SRR T A ER Y o
AR FREE S AEE NAT WISEEBEIRAR Lo 508 NPTV Z BT, REMEE B AR NAT &,
- NPTvo HEEA 41
- AT fdE NPTV
- NDP Proxy
- NPTvé F1 NDP Proxy #ifi
- B NPTVO JRH]
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NPTV6

NPTvE WEEAAH

ARBR 1Pv6 B 1Pve Network Prefix Translation (RIS ETISEEE)  (NPTVO) MANMTH HEAT
SEo NPTVE AIJA REC 6296 HES. Pmommw@mmmsjﬁﬁsﬁﬂ%cqﬁi%%mﬁﬁﬁﬁafﬁa
HAFRY DI RERE RFC A

NPTvS AIHE IPvé P REMEAR BB o 55— 1PV B, HOAMEARREEE 1538 R Ea Mg
Sk R R TAERE B . NPTvo BERIREAR BB NATOS AN Palo Alto Networks 788 NPTV
REC 6296 EGHEEE ) TASSCHE NATO6.

HA (P4 2SI I AEHERR S, TR NAT A REKASATIS I FAN IPv4 (LhbissE e —al Lo (T 4
B Y IPva frtke SHEHME A 1Py Eht RS, mﬁwmumﬁﬁ RIS T3 2556 1Pv6 Akt
A IPv6 frhbe (B, (A REETEE [ NPTV ME N, TR JOBEE Pvo B,

%%?%%\Eﬁﬁ@ NPTv6 Aeftic et — B, SRR A IR (e At P )
, TR L 22 . NPTV6 AN el i il e R el . AR B8 T 17 v
E%% BUE BT Kot G R IRAN, LAECR G T B 7 s i o

NPTvO € 1Pve (CHERY E RS, (BN Gt SO R 2 i . el
WA, PRIIE ER - S AE DT SO R M m OR A A R o AR 2t i A B E A Hh PR AT B
THIGT KRR TR NPTV (NPTvo HATERE AR, (HEEEE CPU) -

- PA-7000 25115 K&

- PA-5200 RHF1B5 K&

- PA-3200 RHFIB5 K%

- PA-800 B K ifi

- PA-220 By Kl

VM -Series B7 Kl S48 NPTvo, (AAETETERERE T TR B o

- ME— AR

- fHH NPTVO I JRIA

ME— ARtk

REC 4193 Me—AH 1Py SLEMER A B EFAMNIE (ULA), HB 1Pv6 BLEHEIX AL, Wﬂu
ISR 1Pua SLHEID Pv6 (1 RFC 1978 FLAAEISAR I 1 (o RE FE A BT
A o

ULA 23—k m%&%m%m ULA 8 A AAIE R, LA AT ERuh al /D wl 2 45
AREIH B B Palo Alto Networks® FAEEEEHEIR ULA, {HEL NPTVé SR8 I SO Srissi s
FIEmg, G848 ULA.

5 NPTvé B

BESR AT A3 fH A A TL 1Pvo ArhbFe e, FERTRE S DR 5 8 JR (R T % 1Pvo firhibe NPTV :
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NPTv6

- BT IR ARS Rt — U SR 2R O oK B B R S A 2T (B0 /48) E iéﬂézﬂﬁmﬂ

B, R A AREIRRE dr o ST LA NPTve ST IR B A 2R e iy, T el
1) o B A U A (P (S hE A T B At o

- SRR — AR AR A RS (BN, ISP B ER S OHIARIMAEE ) |, AT

% o T A B S R IPvo TG, AR CHE, RTT AR Eiﬁ*ﬁ%?ﬂ*ﬁﬂﬁt [ ‘EPI%&H%E’\ i
BERAR I O A A R I R A OIS A bk o BB WRRE AR, BB LRR T NAT BRI, MRS R
mz@%um

- ST R ULA—fE0n] LAZERA AR B R R IR I ARk, X0 R K Attty L s 2y vl e ol

HIFBzhk. AT, BRI LABEA FA N EHEAI T i s ik D RE A E A1
FEARERER IPv6 BRI JEBR — A RN S ERE s EA, JRER (Pvo EISAYE R, (H

NPTv6 ARG et AREGREEE Pvo AhERY T BIRG R, IHLAERT Kl i R A A

HARMA DB O BRI ARIIHE o SHh, HIBIA S 4, HAB AL AT PR E T

c®
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NPTVé

i {dE FH NPTV

P NPTV6 BEEBHIEE, Palo Alto Networks® 5 A & (e M J7 1 -P THFRER— % — IPv6 1%,

MR R REC 6000 TP TIR AT .

TERAAME RGN R, BUT NPTV BT AR AL SR B R AR Ad B (e ) =M, Hrp
AN e i (o AT A P R S o R T TR R e R LR S S e B RS R
TERE 2 AR

S —EEREDCT, E AT AR Ry, NS E e R H N ETS (4 E iy

W) o NEETHT H BYHbEEE NPTVS BIRHE . HIEEE IPvo Arik BB aSEs s HOAN S A bk i 3 4%
a3, B E S AERT IO s SRR AR Rl o A NI, 7 A Pt Y AR R A 111255,

Translated Destination Address

'
'
|

DA 4001:5509:32E8:111::55/48 1 ‘ DA 8002:CD77:F955:111::56/48 ‘

- E
. _ .
- T Crsmmmn =

NPTVBE configured

/

PRI DARAR NPTvo ARt Ze e, SHEIERT NPTV NAT JRAIE thaSrcSES M T H h e L

SR

NAT 88 NPTv6 i R R4 A P Sk A s A ik [] P st e 2 (R0

TEREHT IPvo ERSERRRIBRIE S, I =P OB DIREEFERLIENE . NPTV NAT JRHIL &4t

JERIFT NDP Proxye

Bi SO A S N A E

- B KRR DT AR (ND) BB B A A Ak

- THEEE OXFRFE (AR4E REC 6200 FiER B)

- 1P Z B EE AL

- EHSREEREIR /31 B 1Pvé frdike

A ABENLHE . WRPT JORTE R A P RIOR S AR 1P Ak, BB AOEAE
T A A AL

- ] TCP Badi®IH (RFC 5925) Bamssmbh) TCP TAERE Bl

S NPTV BE, HIA NPTVO AR BR3P s B A B R AR R & 2 25 2

NPTvE FREFED KOs 2 AR FNAC IR BB IRE, B IPSec IPvo $EEME o HA e s Mok 5N /85 B A H:
IPv6 itk , R AT REME L |PSec Mitn. EHAEEMU NAT ZEEH MM IPSec IPv6 B NPTV6
FERCAE A

- BERIAGA A ST
L dEL G
- BRI NPTVO
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NPTVé

AR g Al 7 3

B IS s A TR NPTVG S BRSNSy, e 3o [ (o P R o s e g A R
TR BT A AR A A A R | T3 e A Al 1P REESH A AR A R 1Pvo RS TH AR AR AT A (RFC
1071)) o FHZE REC 0296 8 2.6 8 DABUS SRR ms o 7 3 E R REAN B 5l

IR IEEE ] NPTVO 3T H B9 NAT, EHTLAE test nptv6 CLI frdHREEH, FROLHT SO
AT AT 1Pvé BRI AN E IS/ EREE T . CLI & LASEAE NPTvé BE W R E15E H 2 48Rk
B ST AL Pye frak Al g,

e
TR A NP Tvo I ERE ) Translated Packet (E{FERIEfL) HE A Bi-directional (#[i)) 5

T A ISR T B A T 3, BB JORS DA B RS iy ) a7 S E YT NAT 38 NPTv6 #H5. Bi-
directional (E[r)) TH#AEH .

Q #IEHUT Bi-directional (7)) W%, FEH ORI B U DAl 7
A e SNSRI, Bi-directional (#15]) DREMF foiFdh €0 B & [,
BT REA A B R LB A

EH 2R ERB NPTV

Palo Alto Networks [ NPTvé B/ERR L EHRE G ThEE, TRRHIZER R B, Fid

£, NPTvO NG TIEEEREEE, i NPTve Has Pvo B, R HEBCAERE P B
(DIPP) #EERIME S (B2, 0T LUe & HAFE IS H R B A & sz NPTVO B #4575
rCERlE, &6 a2 NP Tve 5L, s R A Service (RIS

©
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NDP Proxy

TR IPve BT BRI E (NDP) BUTHIORE, BB 1Pv4 I ALHEAETE R E (ARP) BT

RALRIIRERE L. REC 48671 BETRM A 1P WA 6 (IPve) HIJ5HME 2. M B eIy Jofs &

S NDP 75 O ghes Fy BT Amas g il BHERTBEA0TTA  DAA BT DA R 1 5 e 45

JE ko SmELEE A H E O MAC ALHEFN (Pve Al @ragsRak B i B i Ak o

BB ELA A AR FE RS N B B LA T B, NDP 58 proxy RIS . BEE (B A0R)

HAT NDP Proxy Hfafa.

Palo Alto Networks® B S 7EHATT_E 088 NDP Rl NDP Proxy. S sE by KOS VE SRk NDP

Proxy R, 5 &R JORERE SRR R (ND) B4, W[ B ¥ER ND 75k, B sRer sk

TEBT KOS BTG IREIEE 2 1Pve EHER) MAC firdke 4t i AREERT KOS AE B Proxy Bk

bk (RENLHE)

HE L, HBEEHH NDP, HER FHIRE, B0E NPTV6 K, BFTFEE NDP Proxy:

- NPTV B4R B 75 B AT 45 7 By KOs B 2R 8 NDP Proxy Stk ND B8, TR
EE NDP Proxy prtik 7756

7 NDP Proxy 27807 K & AEDT KOs T & B E Lok, (HIFEAALENT KOS
1%, R EAE NDP Proxy #HRE R 15 & J5 #8 A Az bk o
- NDP &b SO A ND BB ST MAC S2EFT IPvé frlike  (GEZE] NPTvo HT NDP
Provy S HEE. ) HAEHEITFERT SO ND BRER LRI AT NPTV 158 i il iy
58, IR KA e ST L I TR o QSRR A A Tk Ay T 40 B AR Ao b 7 =
BB EA  HASE PR Y B R e 2 B RS AE R A R (RIS KON L i A T B AR
FFE B T40) | RleEA B &k 1Pvo Srhkse AR Byt a3 R b e A d o8
(AR BT NPTv6 B AAE ND PRECR AR, BIFERR syslog #FUE & RLERH4: NPTV6
Translation Failed.)

HUH NDP Proxy B EMCEEHE 1Pvo ALEEZOR MAC AZEER) ND R, SEEEA T HIRER

O By R ErE S ND PR CAREGRAS HHRAY Py Bl AR G A . IRAE ND Pl 8 fir
BE, W JORHE & 2206 ND 5K .

O HERACIE 1Pvo ALAE% O, R REM QA B AL EHIE 6, FLB IO & 20 ND

O By K& AT NDP Proxy frlik 5 B LS 5 SR EIF SR P A Azl an S B EL
S AR ERIAL (FE NDP Proxy THE A, HIBF KGR ErE5 ND 755K

0 AR BRI SART, HICRTEMMFRIAALES, NDP Proxy A& EIE ND #K. B
JOEE LA ND B, Gt g O MAC ALk E R e a2 5 i~ —E R MAC {2
fiko

Fy T IR NDP, By KSR e 81 N FITE HEUT NDP Proxy:
- MR (DAD),
- ND BREBCR A AzIE (KA AN HEAS B AT AOHS T2 @ i TR R THE) o
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N VO

NPTvé F1 NDP Proxy @i

TEAEE T NPTV Fil NDP Proxy S0 ) EAF

Untrust ; Trust FDD4:7A3E::1
) i )
e i —-
) ! ;
2001:DB8::1 FDD4:7A3E::2
ND
ND | .
A3E:
N
! ND ND ]
— 2001 ND
2001:DB8::2 (FDD4
ND —

|

— ———
2001:0B8::3

- NPTvé #ifiH g ND HeE

- NPTv6 #BIHE NDP Proxy
- NPTvo S ) NPTvS HEEE
- NEEESE ND PRI D 8

NPTvo FifH i) ND PeER

FE EIAGEFI R, 2 E i s R A AR BT JORE, 1 ND &8 AR S e 2 [ S
e AB K T, AR BT R A A A ) s e 2 T o

By XOfs ik 1) i B G S MRS 2 ND B ©AE(E s E S B

FDDA:7A3E:: 1« FDDA:7A3E:2 Fl FDDA:7A3E::3 EARERS K% FDDA:ZABE:99 B XS AL
AL, HAFAIHER 2001:DB8:99. BIREAZE T _ v Aol 0 HBAE ND P
F1: 2001:DB8:1. 2001:DB8:2 1 2001:DB8::3,

NPTvo FBIHTHY NDP Proxy

NP

FEBMAIZEB A, FAT LT IR S T AR 1R 4CE AT ISTER NDP Proxy. H BT K246 E
At/ FEE /ESALE HY NDP Proxy, HIAE ND fsRelE & A K A R Ao, B ZAA
BN B A M. ARAE NDP Proxy BoE Akl EAMEARLE ND PRECH, Bk
Tt (8 & [ e B IR ST SRR (T MRE A B, AR REE BN &k
P HEFRIRAR A E

TEMEFIF, ND Proxy RS HEEAIE 2001:DB8:0. FAHAE] 2001:DB8:100 ) ND
e, L2 scHegs bR HAN R EAS S ER B, RIRZ Proxy SR RERT JOS TSR EH0, W FERE
e By Ot s ELE B (F Y FDD4:7A3E: 100,

Tvé EEIHR) NPTVO

TEREIHIH, FAMA% Original Packet (JRUG% f1) 1) Source Address (FJAfhlk) #E4y
FDD4:/A3E:0, Hi#% Destination (HIW#) &% Any (f£1) o If LA Translated Address (&
REAzHE) 2001:DB8::0 #%4E Translated Packet (HFEMTEAL) o
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NPTv6

K, ARIEA FDD4:7ASE:O HE B gz 2% 2001:0B8:0. HA#H 2001:088:0 1 HA#Y
BRI A B g 4 FDD4: 7A3E::O.

AN ND PRI 757500

FEAREGIF, 15RO BB RS 1. 2 A8 AU, ks s SR
S 2 (AT AT s LAANE Tl LT e Bt B A A <1 o2 123, Btk i B AR
BITSER A ORFEA S, R EANEGRRAAE S B A A4S, WESUEIESE . 7y 7 E8 e
RIS A B SE, NPTv6 ANEEREAEE ND PRECh 2 Azt .

N-OS® 4SBT LR Version 10.2 226 ©2023 Palo Alto Ny



2 NPT A

MR ERGEE NAT NPTvo BUR LUK IPve EIEERES S —M IPvo B, sHUTIH T/E. S TAER
SEPG A2 -

- A IPv6. iEL Device ((EE) > Setup (#%iE) > Session (LAEFEEY) . #%—F Edit (%
) |, SR1BIEREL IPvé Firewalling (IPv6 [J5 K fi) o

- ST Layer 3 SORMBEA NI, SE AR IPv6 Qﬁtjﬂf‘ﬁlﬁﬁ Pvéoe J#HL Network (44i%) >
Interfaces (/i) > Ethernet (L K#is) , BEHUMIH, SMEAE IPv6 H ik [iEH Enable IPvé
on the interface (£ 1H_LHH IPv6) -

- HR NPTV ARt 2 et DRGSR IR A o
- PUERGE AT AR H AR AT
- R EE ] NPTVO TR R o

- T R AR R IPvo B,

STEP 1| 7 NPTv6 JEAN.
1. I Policies (J5iH]) > NAT, k& — T Add GHilE) -
2. 1f General (—) H#E L, WA NPTvS FHEHAIHEAYE Name (258) -
3. (#J1]) i\ Description (#tH]) 1 Tag (FE4) .
4. $T¥ NAT Type (NAT %) | EH NPTvé.

STEP 2| 45/ E @ AS ARSI, 56 Fra RIS R 2R NPTVO BEER
P R KR O S e [ o
1. 7F Original Packet (JRla¥itl) H#E L, #f Source Zone (ZilEtEL) £rEE% Any (fE
i), B Add CGFrE) 2 R A A dek o
i N H R HI ) Destination Zone ( H #bl )
(i#)1]) j#H Destination Interface ( H i/ 1)
(EEN) BRI Service (R¥5) LARR I SEEEE A 5 (AL

MR SR IEAE ST AR 55T\ Source Address (KAL) BEEL Any (FEfT)
FIALHE AT LA E . R A BRI FH 7 Source Address (Z&IE{74E) F1 Destination
Address (HBHAzHE) -

- BESRATDAE ST RTE AR, A% Original Packet (JR15%Ef1) F1 Translated
Packet (f#3EI6)) |, Source Address (Z&iifzlk) F11 Destination Address ( H 1)
HAhk) PIE R ZEE oooooooc:/yy e

< IPvo PLHEATT EZA TS () o

- CERATENSR RS /32 B /64,

- 4K Source Address (Z&IEA74E) i Destination Address ( H izl ) [ FERR
ELAny (fET) o
6. INREIEEFATAR I HITAT DGR i A\ Destination Address ( H FyMifzk) o
MR IEAEST B b | R 0AZE55 A\ Destination Address ( H fyHifzdl) o HAGHY

Gk W
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NPTv6

itk (FREFOLHEIE) MEASEEGEE | TNMEE R 1Pvo (il ARRER—EAE. H
TS A ZENEAE /32 B /64 EEP (L& /32 F1 /64) o i 2001:db8::/32.

STEP 3| fee®menyEitl.

1.

5.

1£ Translated Packet (EGEMEAL) HE L, FAEBITANEGRE 5E ORIEALIEE
i) [, £ Translation Type (HEGERR) JEEL Static IP (FFRE IP) o WIERGEAAH
HATAYREGE ) B None () o

MRS Static IP (FFAEIP) , HI&EN Translated Address (FBEERIALHE) M6z, B
NI 1Pv6 B MEEAIHE Y o R 20— B 51 Y R 1

# Translated Address (TEF2RAAE) 3% 8 2B KOl A ZAG R AL 2 E i
HAEmE . Flhn, mRAEZEEN TR AL 2001:1a:1b:1::99/64 , HI#
Translated Address (£ hE) #E %y 2001:1a:1b:1::0/64-

CEEHT) an SR AR T RS DASE R 8 B st S T TRV ST B NPTV B ) ISR Bi-

directional (#[A]) .

g R Bi-directional (BE[R)) R EGOECR A B HLA L ek I A
DAR R T I i i . s/ g8 LRI, Bi-directional (#[7])
W Fori o B B e e AT RN A I TR R
TrEEAT H B | 5512 E Destination Address Translation ( H Az HE#EE)
1f Translated Address (EREERIAHE) WA, ISBEEALHEYIHA:, sl A I8 B g Hifr
ko

Fi—T OK (HEE) -

STEP 4| & NDP Proxye

EERE BT KRS VER LR NDP Proxy B, 18 &R JOREIE TR ER (ND) B4, W ER
HEEER ND 753K, BLa5 R EREN IO B IBIRGEE 2 IPvé HEIT) MAC ik,

1.
2.

3.

I Network (#9i%) > Interfaces (/11H) > Ethernet (Z K#HE:) |, SRBHEEU I .
1t Advanced (Jf%) > NDP Proxy H 4 I-, 25 Enable NDP Proxy (k] NDP
Proxy) , AZ#&— "~ Add ()

SHEHOH NDP Proxy IIIEH , #ii A IP Address (es) (IP fizhib) o HATDIRALHE A7k
Bl A R . P ALHEEF AR, fEHAANGRRE TN, Bk & B EE NPTVS
PRI s R A [F]

WA HE 2y 4%, NDP Proxy & [l A TR I ETA (il RIS EZE
IBEIL ) Negate (1578) FHIEZL T-HES PRI SHE, a0 E— (R BRI .

(D) SHEEEAIERUT NDP Proxy FIHH , #IA—BRZEAE, 1#EH Negate (75
FE) o PN, GERTLMR LR ER T ROE R (P b E R e E S E T, S E R N ALk
TR HERIEAERT SO IR At o

STEP 5| #23z#HRE.
#—F OK (HfExE) B Commit ($£%2) -
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TECHDOCS

NAT64

WAIEA TR IPv4 $ERKIEFIRE, NATO4 4L T —FREHL AL IPve BT HIETRERER Pvo
A RS L 1Py AR E R, AT LAER NAT 64 K2 IEFT H B AR 1Pvo BEEER 1Pv4 (BAH
) o NATO4 AIFE Py H P A B IPv4 fIRES, nTE (Pv4 F P e IPvo fal kg . ERE
NATOA Z BT, EIERRAR NAT

- NAT64 HEEEA-4H

- R IPv4 /Y IPv6 ik

- DNS64 falfiRes

- ERAE MTU &

- IPv6 I

2 IPv6 HUEIRTIEEIEAE NAT64

- R IPvA ECEIRIEEEOE NATOA

- %y |PvA R A B RE R A M R E NAT 64
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NATAOA BEEA4H

YERTLALE Palo Alto Networks® B AR 13 IRREEL ) NATOA 3%, 45— REATHEEmifE (P Aotk

IR [ T [

- B OIS ST AR A R ER BRI NATO4 84T 1Pve HGEIE G, SRR € 28 1Pvo Arhk ¥ EE—
il 1Pv4 fprtik, FETMENA IPv4 fitke  (ANSZIRIEIREE NATO4, SREEEET G —(F (Pvo Ak
BRI 1Pv4 frdik, WASRERTZT IPv4 fihbe ) 7y [Pve HUENIEFRGE NATOA

- B GRS IR R AR B A AT P4 B EER, BRSO — W P4 SRR E R SRR
JERI—{F IPv6 frdibe 25 (P4 BCEN A EREE NATOAANE ST e S —
&l 1Pv4 FlERE R SR A AL fl i 22 (R SR 1Y (Pvo (bl FEMEAIEZ 1 1Pv4 ikl 7
Py RS ) B R S ) RS AE NAT 64

IPv4 SEAERT S NAT44 F NATO4 ; BEFFARBEER A NATO4 BT IPv4 bk .

NAT64 FE Layer 3 ArTH TS HFLEE N _FEVE. #EAE Palo Alto Networks By K A
NATO4 AT IPve HUEIIER, BEEER TR DNSo4 fillees sifddrgs, LAale DNS &
FIOREEL NAT B DNSo4 A Rgs &k HAE A DNS fARESHZIAT 1Pv4 SrbESmEAL (Pve T4
FEHY IPve Arhl, FETAE IPve EHERT IPv4 DNS frlfikes 2 Ml T

Palo Alto Networks 328 R %] NAT64 BIRE:

- PR (NAT U-Turn); BESh, NATo4 SZANERERTA BAAIRER o4:/n [ IPve B4, Prik
B[] o

- ¥ REC 6146 HEE TCP/UDP/ICMP B4 By KOl Sk i K 8% i s oA (e 1 I AR T g i
(ALG) A HA BRI . Blan, B ORI #EEE GRE B, iSFEEE AL NAT44 MR R
il AN SR AR 2] B s R N EORE T8 FE R E R ALG, By ARSI AS BR[0T 37
o

C IR REC 4884 fEFIRE R ICMP BB AT IPv4 B IPve 22 ST R,
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Nk (Pv4 /Y IPvo ALk

NAT64 A REC 6052 [PuA/IPvé BEEERE R E 1Pve Ehl dr i F P9k IPv4 B IPv6 firhike Ik
IPvA [ IPvé ALhbE—{ 32 fLTCHREmiE T 1Pv4 (rhkR IPve frtikbe IPvo ERERE (BT PL)
T IPvA SrtEAE 1Pvo rhb A B Amil e B, EAS R

e S T S s T S
PL 0 32--——-40 48 56 64 72 80--—88--—-%96—--104
e S T S s T S

3z prefix v4(32) u suffix
+-——-—FrFrFrr-F—-—-—F——-—-F— -+ —+———+
40 prefix vd (24) u (8) suffix
+-——-—FrFrFrr-F—-—-—F——-—-F— -+ —+———+
48 prefix vd (16) u (1) suffix
+-——-—FrFrFrr-F—-—-—F——-—-F— -+ —+———+
56 prefix w4 (8) u vd (24) suffix
+-——-—FrFrFrr-F—-—-—F——-—-F— -+ —+———+
64 prefix u v (32) suffix
+-——-—FrFrFrr-F—-—-—F——-—-F— -+ —+———+
LT3 prefix vd (32)

e S T S s T S

By KOs <7 $E iR 6 A SO B RS Y /32 /40. /48. /56. /64 11 /96 F-HAEE . B—7 K s 2L
B, B NATO4 FREH—EE S EiE LU AR E N (64:FF9B:/96) B AL AR i ME— 4 5 4
EERE (NSP) (IR EHIAIEEERER)  (DNS64 HEE) o NSP — LA 1Pve BB 4
Ho DNSO4 IHH K u AR EBIERCEAE ;B G& Z 05 L 7
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DNS64 fal ik #s

WEARETHH DNS, TIHBA (Pvo HEE s ssdT NAT64 g RILAE R IR DNSo4
AR AR SR AR ASEL NSP g7 A DNSo4 fRRTT R & 1Pvo T ERFIA A L
\Pvad FAEEAIIRE, DNS64 (il RAK mRERL DNS A AR a2 R RZ 800 1Pv4 frkke DNS fd]
MRESALALEERL S (A FOER) (B DNSO4 fafieds, Ha T EMARE 1Pv4 (k.

DNS64 fallilk st (P4 (rhbss e pl S Ar , IR iR s Ham i s Hsoe i i Pvo &
i (ATREREEER NSP) BIFIIE/\NLTT, B i (PvA 1 1Pve (nhlke DNSO4 fal AR 256
AAAA FLELERE BHE R (Pv4 2 IPvo LESEZR 1Pv4 FHEATRRT IPvo F .
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B MTU B
IPve WASE I EIEHEL RIS KRS (e FH P 7 32 21 S AT 3 40 1) 0 ) 7oK

- EHTJORERE DF OR9E]) MTTAERN IPvA BHERE, FOR R A DT O 4 EE A E

1, AEBT KRS 2y 1Py S (Fﬁ%fﬁ) SEIEE, R IPvo AN RIEL . AT LABT A
%{%Ei RERT IPvA D E R RN KN I ERE % NAT64 IPvé Minimum Network MTU (NAT64
IPvé6 /N MTU) fH, flifH RrC <1w PACMP RS . BT L NAT64 IPv6
Minimum Network MTU (NAT64 IPv6 /NS MTU) BOE & K1E (Device (#£HE) >
Setup (#%iF) > Session (TAEREEL) ) , iE&f JOMAEM (Pv4 EHEEEER Pve 20T, JE
s A E i /NN 1PVvGs (NAT64 IPv6 Minimum Network MTU (NAT64 IPv6 fx /N %
MTU) IEAEEEE /T MTU. )

- B Kt R AR 2 EN A 53— T BRI MTU 2% (PMTUD) 1E IPv4 GBI EER A, R

BHEEE IPvA EELEEE T DF Aol Hes i A B MTU ZNREaL, I JOB#EH PMTUD &
TR, W RZRIFEE ICMP T Destination Unreachable - fragmentation needed ) ( H A
AR - FESED) W RIEE A% B AR MTU, WEFrEIRE 6, ERERE MTU
AN, R EIRE.

®
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Pvé HEN A1 R

Y IPv6 ) Y BELET KOs 2 R R B AT B Py HBER 2T NAT IYEFIFERL. 3 1Pve A5 28
\PvA fRI AR B ENR , 2y IPvo R E NAT O,

TE NATOA JRRPFRAT | # FUIAAIRER E L IPvo EMEALIEER Any (FTATT) o 5 H I 1Pve (hiksk
FERYATEEASEL DNSo4 fARES B NSPo  CRRETERLAI e 5o ) 1Pve H BIHbAE. )

MRETFFEH ONS, RIFEH DNSod A a5 LA 1Pv4 DNS TA L &5 R B NATO4 EEAHF
B TAAAA L &5 ISR A DNS, HIFARSE REC 0052 BRI, AT IO ERERT IPv4 B
F ik K2 NAT64 EREEE S AL

SME A DNS BUERES, O REFn BRI T HL DNSo4 fAIRE Y EER. WERE
DNS64 fal IR 258 A TR E TS 64:FFOB:/96 BRI E R ERE (WG RFEC 6052)
(/32 /40~ /48. /56~ /64 B /96) o

TEBT IO s, SR NV E A B AR P R DUEEVEEIRRE NATO4 . SE0T LUK 2l i
REALIE R E A O BRI (P4 ik BANREREE B R B OGRS e AR ]
1 J50A H RS I P Sk R, SRR e RS 1 A A IR e H B3t 1Pv6 ArhEHEER B Sl
) 1Pv4 frhb, FETTE RN E

FEER] NATO4 FAIZ AT, By KOS EBI TS ARy, DAl A B B e et mig. &
JERELR T H 1 M PR YR AR NATO4 B, FRIZ NAT o4 EREAREREBT JORSES o By GRS mT
RESE NATO4 EREFRIRAATERIS ek E 5 NATOA BRE (WREAK T PO EA = 51
IS, [RIZ NAT 64 B ARG A5 i Bl Ho - T 0 [ ok B 3 1) s ph 22 o

IRIE W ERE—EEE N (R IRES o EATLUE NATO4 EEE R EE , I8 FH i R
PIHEGR NATO4 BREIY IPvé T ETRIREIEE & 1Y H pydbleisk. tooh, @iE@E A E —ES: Fiis
B NAT o4 BRI, &R NATO4 BHHERT IPv6 Tkt EAERT Ao e iy it s A8
GaEHEKEHERPER Pvo BH5, DS HWHERE, ABER NATO4 HHI.

TEFE T DNSo4 kR R RETIEEE P EIER . FEICEERI T, DNSo4 Rk gmoE i 2
R 64:FF9B:/960

1o IPv6 FHE ERIME AZEE A URL www.abc.com, ¥ DNS&4 fal IR B 2B T — IR 44 A fa] IR a2 el

(nslookup)o
2. DNSé4 AR ESH nslookup % E www.abc.com AR DNS faliRgs, BsRH 1Pv4 ik,
3.DNS fAfiRas il A GE8k, [ DNSo4 $24t 1Pv4 frdk,

4.DNS64 ] 1PV (f FHE L AAAA FEER, 1§ IPv4 /NBEE- A ALHE 198.51.100.1 B A5
WAL C633:6401, WESERRA IPvE6 BHE 64:FF9B:/96. [198 = C6 hex; 51 = 33 hex; 100 = 64
hex; 1 =01 hex.] &R EEE—EPNER 1Pv4 [ 1Pvé fdk 64:FF9B:C633:64010

ETERAE /96 EREH, 1Pv4 Al 1Pve Ak HARBEAI SR TN BT, 1R DNS64 fr A (i
/32~ /40~ /48+ /56~ /64 TG, IPv4 AN RFC 6052 7S Gl
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Public DNS Server

1P Internet

SENIE W A RRMENTIZ , IPvo EMEST RN APy IO R —(RE D, HP S DNSo4 fal IRas i E 1
IPv6 BRIEALIE AR H BYH 1Pvé fdl 64:FF9B:CA33:6401. B A HHK NAT FLHIBFT NATA4 B8
i

DNSG4 Server
WKP 64:FF98:/96

Original > Translated >
Src: 2001:DB8:

et serer
i
156511004724
ost
s 5192021
POOLDBES/95 oL ik ron:Cessiedon el Do i38514001
™ st |
= /
2001:DB8::; /
aintemet
T

192.0.2.1/24

H
H <
g

2

2
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2 IPvo EN A EN R E NAT 64
W E TAE N AR IEATHEEE [Py el 1m0 A 1 [ 3]
STEP 1| TEB X ERCHESEAER) 1PV6 o

1.

I Device (#£¥) > Setup (RiE) > Session (LVEFEEL) |, SABHmIEE Session
Settings (TAEPEBEGHRAE) -

2. j#H Enable IPv6 Firewalling (T IPv6 [5 K)o
3. #—F OK (fEE) -

STEP 2| % IPve HAMArhbg s bk iiE (FEEGE)
1. %I Objects (#14) > Addresses (fiilk) , #A#%F%— T Add (GHri) -
2. HAYIER) Name (#488) |, I nato4-1Pv4 Server
3. ¥R Type (JFY) | HEHLIP Netmask (1P #9BUEE) | SREBIA IPvo ERELLLF S

RFC 6052 (/32~ /40s /48 /56~ /64 8 /96) HIAEEEHERE . v] LU AR ik B AE
DNSOA il [ # _EBERE A A B R 8 e il o

FEHEFIF A 64:FF9B::/96,
AR H 1) 3t DA ZEAG R R O A9 0 S (TR )

(BEALEN TR E AL, RSRIEE ISR, b7 OB EA S 0 J5is B i
M 1Pvo ALHESEESRAS YT 1Pv4 frike FERCHEIEI R, HASE B E SRS S T S ALY
C633:6401, ¥R IPv4 HAGHAZAE 198.51.100.16 )

4. %1 OK (HEE) -

STEP 3 |

=

(EN) 5 1Pvo AGRAMEEE S AL (TR o

I Objects (#114:) > Addresses (fihik) |, k%% —TF Add (i) -

2. WHAPILEN) Name (£F8) o
3. HA Type (FEAY) | i%HL IP Netmask (IP #HigE"E) | SREBHIA IPvoe EMERIAHE, 1

4

WEHIH, 2 2001:DB8:5/96.
Fe—T OK (HEE) -

STEP 4| (1E)1]) &y IPvA AJRALHE S Ar ik (B

1.
2.
3.

1L Objects (#114) > Addresses (fihlt) , k%% — 1 Add GHriE) .
AR Name (4458)

¥h Type CKERL) | J#HL IP Netmask (IP 48E%I8E) | SR1&HM A DT JCHS S HIA TH 1Y
\Pva itk FEEFI, % 192.0.2.1,

Fie—T OK (HEE) -
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STEP S5 |

7 NATO4 FAT.

1.
2.

3.
4.

BEHL Policies (J5H]) > NAT, #A%&+%— 1 Add CHTIH)

1£ General (—%) HEHI L, f@A NATO4 FHIK Name (448%) |, il
nat6é4 ipvé inite

(%2 H) i\ Description (i) o
E1¥ NAT Type (NAT 7)) | I nat64.

STEP 6 | H57& ARSI H B B 7l

1.

#17* Original Packet (JiilaE L) | Add (GHi) Source Zone (Z&iIMIEK) , WLUESZ
{EAT IR

2. I Destination Zone (HRMi[EIEL) , EULEGIT, ZyAR2(F T,

(5201]) #EHL Destination Interface (H RN AE) SUEGRE (any (fFET) ) o

4. ¥17A Source Address (ZKIEAZAE) |, AL Any (fEfA) |, B Add CGErEY) 7% IPvé T

6.

ST
#1774 Destination Address ( HAgifzdl) |, Add GHrdE) &% 1Pve B R EE ST Az kY
f, TERLEIEIH, & natod-1Pv4 Servero

(1)) $7° Service (M%) , 2L any (fEA) o

STEP 7| fiE M E g

1.

#* Translated Packet (i1 61) | 7E Source Address Translation ({7 ki

) W % Translation Type (A7) %H Dynamic IP and Port (FhEE IP % jHi 4

Y

¥Hd Address Type (fribRERY) | SEELCL T/ H :

- 2 Translated Address (FEERAZHE) |, 9818 Add Gt 8% IPv4 AR HEEE T
FI AL o

- J2H Interface Address (/TEIfZHE) |, FEEREEIT, EEERAAGRALHEZA BT AR
WA E Y (P A2HEFIA RS B . SE R RAHEA L P Arhk, FIERE
Interface (/1) , WIEEEEHE A IP Address (IP {i7dl) o

/Ri#HL Destination Address Translation ( H FYMAZHFEGE) o (B AORERIE NAT 44

ARG B 45 € e iR, (EAEEF 1Pve ERERERL IPv4 kb, )

F—F OK (M) , VMR NATOA JEHIFLH

®
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STEP 8| wElid i, LMEgEEGE AR 128 HIRlE .

1.

B

0O 0 N O W

2 Network (#45%) > Interfaces (/1)) > Tunnel (GEjE) , k% Add GErl) i@
ﬁo
E1¥f Interface Name (M 1HIZAHE) |, T ASUEREM, @l 2.

1E Config (#HAE) EHE L, EEUIHE NATAOA F Virtual Router (RIS HEE) o

HA Security Zone (ZE4hlmisl) |, BEUEE (Pv4 falfikgs H B (e rhmiEl) MR H
) [ 3K

1E IPv6 EH 4 |, I Enable IPv6 on the interface (ESTH _ERUH IPv6) o

Fe—F Add CGEri) | SAE%A Address (fizhk) | i#H New Address (GHrfizilh) o
i AHLHE) Name (£4F8)

(EEH W A GEIEALHE Description (i) o

7 Type (BAL) | BHUIP Netmask (IP #HEGIES) | SRIZHIA IPvo EEFI B
B, TEMEIGI, A& 64:FF9B:/96,

10. #%—F OK (HEE) -

11. 1% H{Enable address on interface ({71 _EHUH IPv6) , SAEIE—F OK (HEE) o
12. #%—F OK (HE) -

13 #%—F OK (HfEE) LMifrimiA.

STEP9 | sz ZeattFAl, LAk B ZE1EREET NAT Fih.

1.
2.

I Policies (Jill) - Security (%4:M) , SAT5Add (A HI Name (#4F%) .

L Source (ZKIR) , k1% Add (i) Source Zone (ARG ; HEHL Trust (15
/fEE) o

#7Y Source Address (ZEJEAZHE) | BEEL Any (fE{]) o

18 Destination (HAJHL) , #41% Add (#71) Destination Zone (H ¥ ihl@ik) ; %
H Untrust (4F32151T) -

#77 Application (JEAFER) |, EEHL any (fFf1]) o
Hit Actions (BI{E) , IEHL Allow (fo#F) -
%—F OK (HEE) o

STEP 10| Commit (1235) #HIEEH,
¥—T Commit (%Zf) -
STEP 11 | JEATREEEHEAR S NATO4 TAEFE B o

> show session id <session-id>
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£y 1PvA RN IEEHEE NAT 64
o IPv4 FCEh R ER 1Pvo Rl AR < I I 1Pv4 FaEErR H B9 NAT B EIEERL. HAGHL IPv4 i
KB A8 P s (AR ¥ —iEGE) WESH M Pve Ak,

By It A 1PvA S bR K RFC 6052 HE I/ AR E i 64:FF9B:/96. FriEEEn) H 1 ifr
HAE BRI (PO (ihke B AR A A AR Z BT I F AL DMZ WA (Pvo fal AR 25 HRERR
W, —EEER IPvA RE @R IR E ] DNSo4 ik es.

DNS Serve

IPv4 Internet —  IPV6 Network

Untrust omz
/ Firewall
- NAT64 Gateway

IPv4 Host
192.1.2.8/24

STEP 1| TEBH JORS BRSO ZHEIER) 1PV6 o
1. #Hl Device (4£%) > Setup (F&iF) > Session (LAEMEKEL) , SATEHWMEHE Session
Settings (TAEREBLE) o
2. %I Enable IPv6 Firewalling (HUT] IPv6 [55 4 i)
8. #%—F OK (FEE) -
STEP 2|  (EE/{]) ¥ IPv4 £ DF AT ERE (B%y IPve NG ARIER) | BERELR IPvé EHEA
S H A 1Pvé B ERAE MT U,
1. J#H Device (3£%) > Setup (#%iE) > Session (TAFPEEY) |, AMBHIER Session
Settings (TAEREBE) -
2. %A NAT64 IPv6 Minimum Network MTU (NAT64 [Pv6 fe/NEEE MTU) -, S ATk

Tt 1Pv4 B FI R f/ M TS (B[RS 1280-9216, THRUEZ 1280) , LAMEHE
BRI IPV6o

@ MR AEATS 2T SO R 2 ) IPv4 BH60, R % MTU 58825 92160
ISR IPv6 B REBH IE, By KR EEEr A, WA ICMP &
1, RN AR H R, TR E
3. #—TF OK (HE) -

STEP 3| 7% IPv4 HHbAEgE S A (FEE)
1. %Il Objects (¥14) > Addresses (fiidih) , #A%B#%—F Add (GHitd) .
2. AP Name (£#4F%) , U0 natod ipdservero

3. ¥R Type (EIRL) | j#HL IP Netmask (IP #8%EE) | sR&l A JEZ SRR I N 1B K
HEATATEY 1PvA Srhib e 2L HEASTS8 AT rT 4R 50 BE el (A ) /32 MRS EE o 88 (o
A 198.51.19.1/32,

4. #—F OK (WEE)
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STEP 4| 7% |Pvé sRIRALHEEE S A hE it (T#EGEE)

1.
2.
3.

4,

L Objects (#114) > Addresses (fihb) , #K%%#%— T Add GHriY) o

W APIIEE) Name (£488) , 0 naté4 ipésources

EHN Type (F) | L IP Netmask (IP 48EEER) | FABHA NATOA [Pvo pitik AR
FFE REC 6052 (/32+ /40s /48~ /56~ /64 8K /96) HIKEEEEE S,

TEMLEBIH , BN 64:FF9B:/960

(B KRS (Pv4 AR AZE 192.1.2.8 i BG4S, EAHE AT/ SRR

C001:0208, )

—F OK (FEE)

STEP 5| 7 IPve HAEGHAHEEE S 29 (B )

STEP 6 |

1.
2.
3.

4.

%I Objects (#1{F) > Addresses ({ik) , #k%H%— T Add (Fr#d) -
I AYITE) Name (£48%) , B0 naté4 _server 2.

EHA Type (B | %I IP Netmask (IP SIS UES) | SRIZWI A IPvo fal RS 1Pvo for
U (BRI o FZAHEASS (o ATy 4 s i EE (e /128 SRR . L] b 4
2001:DB8::2/128.

Fe—T OK (HEE) -

7 NATO4 FAT.

1.
2.

3.

EEHU Policies (J5iHll) > NAT, 2R%&E+#%—F Add (Fi¥) -

1E General (—#%) EH# I, #A NATo4 AN Name (&8%) , il
nat6é4 ipv4 inite

E1¥ NAT Type (NAT £7) | I nat64.

STEP 7| $55E JFAACIEART H Y B Mo

1.

¥4 Original Packet (JiaE 1) | Add GHifY) Source Zone (Z&iFIMIEK) , HATRESE
e ET I

2. J%I Destination Zone (HHAYMilEIEL) |, HAlRE&=2 (S EREE DMZ Wik,
3. %A Source Address (ZIRAZHE) |, IEEL Any (fEf) |, 8% IPv4 T8 Add GErdd) iz

hEPE

#77% Destination Address ( H J#thfiil) , 7% IPv4 HAYH Add CErd) frhbdi:, feit
i, % naté4 ipdserver

HA Service (JIR¥) , i#HL any (fE{T) o

®
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STEP 8| frEM B
1. ¥ Translated Packet (£ EFL) |, 7ESource Address Translation (A& 4
i) W, % Translation Type (EFEAHA) 2N Static IP (FFiEIP) .
2. A Translated Address (EEERIALAE) | JRBUGEEE S AR EER AL 0 Y ok

natod ipbsources

3. ¥/ Destination Address Translation ( H b7 hb#EE) | 7F Translated Address (i
fArhl) R FREE— PO Stk (Rrhbf, AEBEBI R natéd server 2, BARINR
PRI IPVO SrtE) o

4. #—F OK (HEE) -

STEP 9| @ rZeatE)fl], LARSEFER B B2 BRI NAT 3R .
1. I%H Policies (J5Hl) > Security (‘Z47E) , AEAdd (Fr¥) #iH] Name (&%) -

2. j%H! Source (ZKJi) , FAf% Add (F13) Source Zone (ZEUIWHK) ; EEHL Untrust (3
ZAEE) o

3. ¥ Source Address (ZKIRE{AzHE) | i#EL Any (fEAT) o

4. I Destination (HAYHL) , #87%% Add (i) Destination Zone (H IWihlmig) ; 5
i DMZ.

. ¥ Actions (Fi{E) , 1EHL Allow (f0FF) -
6. F—F OK (H5E) -
STEP 10 | Commit (#232) &I 55T .
¥—F Commit (%¢ff) -

STEP 11 | AT REHERRE R NATo4 TARREEL

> show session id <session-id>
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Ay IPvA U] Y BELEL R N E s HROE NAT 04

BETARRESTAE Sy \PvA HUEN YT FHBOE NATOARIFEREZ b (HFEH] 1Pvo A i HY KL f [ A 2
JH B e R R s N A et e, AR Tty L BRI RS 1Py AR S2AR T i 1 P PR BB« 7RI
o, EEE 8080 MR HUE IR 80, My, FHAE NAToA JFAFHAIRYFIaE 1, @ Srmgi
B, 1€ H ARy 8080, HREREAE (L, BREERIES 80,

STEP 1| fEPs IOl L HUTZLENERY 1Pv6 o

1. ﬁﬂy Device (%E) > Setup (%&/_\HE) > SeSSiOn (I/ﬁEB%EQ) ’ %?ﬁ%ﬁiﬁ Session
Settings (TAEREBRE) -

2. %I Enable IPv6 Firewalling (HUT] IPv6 55 4 )

3. #%—F OK (HEE) -

STEP 2| (EE/)) B IPvA ) DF MITRERE (K% IPve ANFEIEE) | 2GR (Pvo AR

e H A 1Pvé SIS AYERAE MT U,

1. %I Device (3£'%) > Setup (#%:&) > Session (LAEFSEY) |, SXMEHWIH Session
Settings (LAEPEBERAE) -

2. ¥ NAT64 IPvé6 Minimum Network MTU (NAT64 [Pvé s/l MTU) -, ARG K

HEt 1Pv4 B FI R fe/ M TS (3RS 1280-9216, THRUEZ 1280) , LM#EHE
BRI IPV6o

O AN ARG A BT KRR T 3 ) IPv4 B0, HIBRERZ MTU S % 92160
TR R IPv6 B OLDINEE LA, BT A & e, 0538 ICMP &
B, R EAEA H A, T E

3. #%—F OK (HE) -

STEP 3| % IPv4 HE A Ak (THEE)
1. %25 Objects (#11f) > Addresses (fizlih) , SX%i%— K Add (GHrE) o
2. WAPIER) Name (#4H%) |, Bl natod ipdservero

3. ¥R Type (EIRL) | j#HLIP Netmask (IP #98%1E) | sRBH A JEZ (5 IEN 1B K
HEATET Y [PvA LA M B . LS 198.51.19.1/245

A %1 OK (HEE) -
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STEP 4| % IPvo AIRAIHEE S ACE i (EEE)
1. j%H! Objects (¥114) > Addresses (fizhik) , $A&#%—F Add CGHig) .
2. AR Name (£F%) , #lU0 natéd ipbsources

3. A Type (FEAY) | %I IP Netmask (IP ZIEMES) | SRIBHIA NATAO4 IPv6 fidik PAK

FFE REC 6052 (/32+ /40s /48~ /56~ /64 8K /96) HIKEEEEE S,
TEMLEFIF, WA 64:FF9B:/96

(B KRS (Pv4 AR AZE 192.1.2.8 i BG4S, EAHE AT/ SRR
C001:02085 )

4. #—F OK (HEE) -

STEP 5| 2y IPve HAGMALEEE S, AL (CEGE)
1. %Il Objects (#1F) > Addresses (fiifk) , #4%&%— T Add GHi) -
2. FAYIER Name (&%) , B0 natod server 2.

3. B Type (FHAY) | I IP Netmask (IP #HEEUES) | SRIZHIA [Pvo fal RS 1PV r

W (HRH) o BEEEEIH A 2001:DB8:2/64.
AEAN H W o A E A AH R A O R (IS RE) .

A %1 OK (HEE) -

STEP 6| #~7 NAT64 #HAHI.
1. J%H! Policies (JEHI) > NAT, $X%&#—F Add (GHrid) -

2. ff General (—%) HIE L, A NATA4 FHIK Name (448%) , il
nat6é4 ipv4 inite

3. &1¥ NAT Type (NAT i) | i%Hl naté4.

STEP 7| $&E FUAACIRAT H U I, SRS s, DARR I 25 B — i A e B R

1. %% Original Packet (JiiaE 1) | Add GHifY) Source Zone (Z&IFIMIK) , HATRESE

EZAFERI

I Destination Zone (HWilmts) | HrlgEzE T mEak DM Wik,
E Service (IR¥) , 1EGHT Service (IR¥E) o

#ylFs A\ Name (£488) , B0 Port 8080

EH TCP /£7% Protocol GEFHE) -

#1774 Destination Port ( H fHijE#:1R) | SR A 8080,

%1 OK (HfERE) LAREAAARF o

© N oW

e G

¥177 Source Address (ZKiE{74E) | EEL Any (fBfT) |, Bi% IPv4 8 Add GEriEY) 17

9. ¥ Destination Address ( HHJHbfral) | 7% IPv4 HAEH Add GErdY) Srubyft:, feit

B % natéd ipdservero
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STEP 8| fE M & el

1.

5.

¥ Translated Packet (19 61) | 7ESource Address Translation (25 hiE i
i) ", % Translation Type (HAEMY) 32HY Static IP (F#AEIP) »

174 Translated Address (BEEEALHE) | SIS T 1 2l P s o i W

natod ipbsources

#77% Destination Address Translation ( H (U7 HE#E3E) | 7F Translated Address (%
fArhl) R FREE— PO Stk (Rrhbf, AEBEBI R natéd server 2, BARINR
R IPv6 ALhE) o

HEFAN H I HE Translated Port (BEA% 4 ) S8 HRE 207 ORI H B A R e
FRCHEAER SR FEUCEE T, %% 80,

%— 1 OK (HEE) »

STEP 9 | sz ZeattFiAl, PAsfsk B EZEEREET NAT i,

1.
2.

#H Policies (J5HI) > Security (Z24M) | SKBAdd CGFri) #HI Name (&5%) -
L Source (ZEIR) , 2K Add (GHTi) Source Zone (ZRJAIRIE) ; #EHL Untrust (JF
ZAHEE)

#7% Source Address (ZIEALHE) | EEL Any (fEf]) o

I} Destination (H @) , #4% Add (¥11) Destination Zone ( H [yiilmig) ; i3
i DMZ.

5. ¥ Actions (H)fE) , I Allow (727F) -

6.

Fie—T OK (HEE) -

STEP 10 | Commit ($238) SR
¥—T Commit (%Zf) -
STEP 11 | iEf TR #EHERE SRR NAT 4 TAERE B

> show session id <session-id>
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4 paloalte

TECHDOCS

ECMP

SFEZ S (ECMP) BRI —REAIS DI EE, ] R e i 2 (50 P DU A A I A Sl o o
BEIhRE, RHEATZ M H A3 R B S5 0 finE, R BRI e S e i ph e s L p— (RS
SREFTIN B E RS e & A a (A HA O By, BRAE g i b o

IO FEABERS P 250 ECIMIP e, TR0l M SR 28 0o B4 PR 1M 5
(LT P

- B UL I (TRRED BT R B 4.

- ATREERIRITRIE H BRI 2 S OB AL, ARG (0 SIS

- SRR R, (AR AR ECMP R B R B R DI SRR B9 H A, TR R
WA ERL RIB BB AR RS/ Pl o B AN SR TR, 3 P W B AR A AR T

i Palo Alto Networks® B K JSRISE# 48 ECMP, T PA-7000 &%l PA-5200 &Fl. LAK
PA-3200 th B ARHREE . VM RAIBT SO BB S 5 ECMP. ML TR S AR
BB RE B 2 RIS 2

Layer 3+ Layer 3 PN VLAN. EE A L KBS TAT S 38 ECMP.
ST DAE 5B AR AT GRS SZ 3% A ARnT B RE Bl 18 SR 2 30 ECMPo

H % AR B e DU S R B0t T ELA DU B S ECMIP 6 h B T i e A R R PO R H
Al ECMP S 8 e i o I LA AR P B 2m R (AR AT e 60 0 2 S 1 T e 87 {68
Zutlahs, BRI ECMP BAETT RE & R (s i A

ST P FEIE P 1 AR S 45 80l JRE 5 P 6 HH R S 4% ECMPo

WG HA AR ECMP BEASIU IR, R 2R (B ) A BT ECVPs
DA #EEI ECMP A anda) 3 Holf 758 5E

- ECMP AP A

- (EHRRERS AR EEE ECMP

- $HEZAE BGP BEE RSHUT ECMP

- BREE ECMP

245


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/high-availability/ha-concepts/ecmp-in-activeactive-ha-mode.html

FCMP B -y v B
BB OSBRI (RIB) B8 1A 8 — H B A 2 (M 2 (IS SR IS _E R VER 2

2o ECMP &1 RIB ISR F LRSS, DIE SR FH (FIB). A% ECMP SRIEA
WP T, E FIB FR AR S AR FhagR R ) PROERT IO BRI TARRE B A A H B H BE A

ABGETIERBIES (MAREEEH) 2 ECMP BHEFE, By AR (ECMP) R S (E I
EEBHIAFT A TAEME B . G SR 1A 3 — H A b A S B RSS2 ECMP A BBl ECMP B4
WE . ECMP SR ERE M HCFENEE ) (84517 FIB H Y 2R i ) JueEHm
ECMP i MBS AR B b L RE S P — B P i v S

@ HUT (ST RS i3 L) ECMP MECR A TATRII RS 158, T ot
T T AR

VU {135 5325 3RS 0 ) s A R O B2 S B, 0T Piri

- AR 2 SR A R T R AR B 15T — 1P Modulo  (IP #580) #1 IP Hash (IP
M) AR R pEE (BIAAIEF H A Az hE ) RS . BN e TAERS
B AR S PR SE AL A AH ) B 2R R H R, TR IS LB T il LR B e n (&
SEIET o AR IP Hash (IP %) TS, AEAE T DABEERR AR B i fral, tmT DA
FRAIRALHE o i FHEESA AR AL LAY 1P Mg, B ARSI 1P bk B A TR B —E
TERT 0 S A B A P SR BN R (B A o DRI, RS HERE A A I AR B W R D) A e
Hefift o fERT DLSEERME M E Hash Seed (FEERE 1) f; WUREEATRAAEE H 1y p) K& T
VEBEBE, HATE ECMP jEAS 2 SFA 8 e 2o TAERR B, HI AT F5 Al — 4 AR e P A T

<SP R T R E B 148 )IE [ —Balanced Round Robin (CFEEFRRC EEIR) 1HEA
BAEEAS 2 PG AR TAERE B, MR IFE CAERS B e < AT, (TRIRICE Y
LN BRI EH FLEEIA T . ) MO, WRAE ECMP BEAH RS s R BRI i (B, sk
FEAH TP BB AAT ), Bt A S e A P 0 8 5 < TR R A ARR B BbAh, PR TAE
B Bt H )97 e PR PR B T B Bt B B AR P B BB 1) i s 8 e PR s 2 T Y, ELE AR
B R P OCE P RN, AR B b B e iR R R SRS B e

: ﬁﬂfgiﬁﬁ%ﬂiﬁféﬁ%%{%ﬁ/ﬁi@fﬁE"J@%JILH\F?—VE?% ECMP iEFH I LR RE A ASEAH , Palo
Alto Networks BAEHR it Weighted Round Robin (IITETEFRN B &R G s-Finsers, Her
B e A T SR A A A . AT LAE R R, M AEAE A T
RN R, R HAE AL ECMP Weights (ECMP RESRD)  (HifE2 1 % 255; FEHMER
100) FRIREAATIE, LA CR BT 0 7850 F1H B B e o

Ban, R OSBRI ISP I LS . ethernet1/1 (100 Mbps) Fl ethernet1/8 (200
Mbps)o HfESRIE LE R EEIEFE (HiFE i ethernet1/8 HYEAS P HRALE KOS, HIRI AT LUE
HEEE ethernetl/1 ARG FIL, &M E RO RES A A R &)
DIBHRESS 200 F/IREE ethernet1/8, WBHESL 100 $8IRES ethernetl/1. 2:1 AYRESL L] &
B AL A ethernet1/1 B TAERE BRRIOW A5 10 TAERSBUEE S ethernet1/8. [HA, H
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A ECMP 1@ sip A LA TAEPE BEAFERE A, ] Weighted Round Robin (JIEEERAC & &
) AR PO HRERRRAE ECMP Ei4E 2 & - o

FERLIE, M ECMP REBERIRAG AT B A& P e B s (LU ESRR D SSEKS) Mk
FHSEEE (P TT REELA SR A 0 B H HPase s i il ) o

@) i AR SR VR B s IR G o T A RS Yk e PR
AR S o IEMIERE TS, B OR T LA S LE B AR B TARRE B, TR
A 1 P2 EL rp — (W (B A A R A
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b S S Sy
FERRRERS s LR ECMP
T N YRR A R s LU ECMPo SEpdtt-an T frids -
- YN ERES AN T (Network (#81%) > Virtual Routers (JE#EES Hi#5) > Router
Settings (I HI#EE) > General (—%) ) o
- ¥BE 1P % HIE R E -
FOR A5 Pl s B R i e 1Y ECMP & it il R S B 0T RO R 1B 2%, 1B T B i al LA
et Sl
STEP 1| S E#HEM B ECMP.

1. #EHL Network (#9i#%) > Virtual Routers (JE#HEESHI#Y) , IABIRIERH ECMP B
TS B o

2. %I Router Settings (BH#R#%E) > ECMP, AL Enable (HUH)

STEP 2| (1)) U A Al g it E 365 48 ] 22 ) 3

521 Symmetric Return CEFRELR]) 52 e o] 50 G iy H 20 b B Bt B A B 3810328 1) ] — {1 A 1T o
AR BT7 KR A (5 FH A ([l BB g A I, TR ECMP /T Symmetric Return (¥
Ffela]) e e BUCE A . AR MRS R T um AR e s A I T A

STEP 3| g Strict Source Path (A& ARIREELS) |, DAMELRIR B BT KAS Y IKE A1 IPSec i AE IPSec
THTE F A 1P ik FT e A B B A T H

FIOH ECMP e, ARTERE, TEE BT ACHE AT IKE F1 IPSec W& ECMP & P4 7 B 2 1/ 1
W . B, AU B AR AR, SERT LARECRIR H B ORI IKE AT IPSec i Ga&4E 1PSec
TE AR P ASrhk i8S B B RS A T o E BT G 2R ISP SR AL EI[R — H MY S ER AR

F, FTCABURBLINRE. ISP IBH BT/ A KA (RPF) frdy (BGEE T HAAbkg A AR IE 1P frhk
i) |, DA e HBE W E — . R ECMP SREREER ECMP J7 Hae i
AT (AR EAEN THE A AT , BRSSP IITEIE, FIt ISP nlRE& £ 451
FI R . (EEREENL T, PR TR RIEIEAS ) DAMER IR 1PSec B IE HZRIR 1P
(kP A TR E 2 B AT, RPF BT sk ), H. ISP A Ryt

STEP 4| M§wJ1E& g aiUsE (RIB) 4L (3517 H HHbAEES) AV (BRI 8 F RIS E4A G S UE (FIR).
¥ A FFHY Max Path (B§1E_EFR) , #@A 2. 3 8% 4. FHEE: 2.
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STEP 5| JEBUSHEHS H av Y S A AL . SR AER 8T % M2 FER RSN, W26
ECMP B HFITHETS -

#1%f Load Balance (& #°F47) , 7 Method (J71%) i B s BT 41) B v — (] 7 -
AP AR (TERE) {8 AR R EE R A SRR B A 1P Atk A | DA S A

FCMP #H .
- IPHash (IP %) — A WiFE (P 2 7 35 nl e 2 (8 FHBME ECMIP BSH (FEAEBE 5 s
UM TE) -

- fERAIEAI IR (PAN-OS 8.0.3 MEEHHUART T H)
- RN H B 1P bk R (TERREY P HEE YR .
- PETEERICE IR —AE ECMP 2 FEE G BR AL B i, S0 M A5 5t o R i~ A
- IMRETEERIC B B — (o HUEBRIC B B IR SR ECMP BRI 2 ISR ER . 7 F 7228 ¢
Hg ERERL.
STEP 6| ([ 1P JiyE) #RE IP MEEIRIE,
WIRAESEEIP Hash (IP J%) 5% Method (/7%5)
1. ISR AEERE G A B IR TR 1P A2tk BT A TAER BEUR AR v] B B 22 {8 B A8 2 BRURH
[ A%, HIEEHL Use Source Address Only (fEff FHZEJEANE)  (FEPAN-OS 8.0.3 &
PRI ) o P MEESRIE AL T ERAORYE ) ML TR HEA . A SRR i8R I

BCEAME ] PAN-OS 8.0.3 ZRTAIRRAS, 1P Mo FACTRAN H A 1P 7kt (TERRR) 1P

AR B Use Source Address Only (£ FZlEAE) |, RIRTSAE
Panorama [F#fT PAN-OS 8.0.2+ 8.0.1 £ 8.0.0 [P K& AH B8

2. AL IP Hash (IP FE%) w6l F sk e H A R 980 | #5132 5L Use Source/
Destination Ports ({ FH 2/ H )

JHCFH IS8 TR Use Source Address Only  (EEAd FAZRIAAINE) 19 e (i A ) e
FEREMAL, RIS B AR 2R 1P Arhk iy TAE RS BE 2t
3. i\ Hash Seed (¥R 1) 1H (L IMEAESE) . 1552 Hash Seed (3EEFE 1) (H
DLtE—0 Bat R PR T . SR IEHEA Tuple EFIMIE A9 KIE TAEMS B, HIFE E R R
TEHAEFEH-
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STEP7| (f£IR Weighted Round Robin (IIFEIEERICE ) ) 78 ECMP 8 H & R EE N 1 B
o

WA E 2L Weighted Round Robin (IITHETRERACE &) 1E% Method (J73%) |, #HsIHEHME
2B B R AR H A i B T, SR IR (R ECMP R —
A RIATED, BN 1SP AL AETE A 1Y TH B A SE A A O 26 I RE S A TED) o

REMOEOR, & A 2B ) AR B BOsRBG S5 R A

. [F1] R P bR 2 S A5 41 R O R LU e 2 RS SR, S 2 (9 ECMP i
AL B PR o

1. $#%—F Add GFr) |, I Interface (/M) , LAEES7 ECMP BE#H.
2. f£ ECMP B4 Add GErE) Hofth AT .
3. %1 Weight (#E#0) WisEEEN PSS (BREE 1255; HERELE 100) -

STEP 8| fi#fF#HAE,
1. #%—TF OK (FEE) -
2. R ECMP HRBRER /R, #&—F Yes (/&) LATEBTRUE) 5% e o EEHT O] de 4 %
e AT RE it i TAERS B IR .

HA M ECMP A I BUA B di e, A SRR «

STEP 9| Commit (#232) HBERy%EH,
Commit (#£37) #HfE.
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ECMP

¥ 24 BCP H ¥ RHHUH ECMP

WIRBERE BCP, HARTAELf H 3 RS2 BRUT ECMP, #5807 I T1E. W IT/EERER
FE BGPo 1 NEH, Wifll+g1a H Mg ECMP MAS S @ik E it — BCP HEE R B — ISP M
AREIBIT S o

AS 65534

‘,E.~ 192.168.2.0/24
- R AS 65522
s
>N
RN
N
—E—
-
_-
_-
-
~

192.168.10.0/24

ERIE A PAEFS A H AR ECMP B el @ i A | BGP B3 A& R i EASIE 1SP 1T W (5
Kt o

AS 65534

‘.:~‘ 192.168.2.0124
e Sa el AS 65522
Ty “4{

192.168.15.0124 192.168.10.0/24

STEP 1| ®&E ECMP.
AE 2 B R e i BT ECMP.

STEP 2| &% BGP i§H, fEL2 B R M BHUH ECMP.

1. %I Network (#Hi%) > Virtual Routers (EHEESHAR) |, IABEICESI ¥ 2 BCP A
RGN ECMP AR HERS 25

2. %I BGP > Advanced (if[f) | sA1Z#HEL ECMP Multiple AS Support (ECMP £ AS 3¢
%) .

STEP3| Commit (##5%) #HIEEH .
#—F OK (#%E) B Commit ($2%0) -
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AR Y4
gy ECMP

S ECMP 30E H RS FHAr & R n X B R (FIB) g Hh iy WBLL s f 2 ECMP B BRI
ECMP % (B) Fn H2 B MR T — B0 AT ECMP. A7 2BREE ECMP, RIfHAT
PR AR FIB, MRS b 5 A S E 2 A

STEP 1| %I Network (#4i%) > Virtual Routers (JEH#EEHSH#T) -
STEP 2| FEHUH ECMP HyE#EES #s51H, #%— T More Runtime Stats (¥ 28 fTFE Biistat&kl)
STEP 3| j#H{ Routing (!%H1) > Forwarding Table (##%3) LIAH FIB.

ez, felatamE H i 2 Mg h CREAFRN ) 4854 TE) . 258
* | fRF ECMP BEAR I (I B 15 o
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4% paloalts

TECHDOCS

LLDP

Palo Alto Networks [ A 374t BHEZGE IR AE (LLDP), il e il femss g e, LA
WU E M HINRE. LLDP RFFBT A% M HoAth 48 i 7 %ﬂmﬁﬁzr'aﬁ%@ﬁi@q& LLDP ¥Rl
(LLDPDU PRI & A S Ut (A 15 22 S B BB FRU A (SNIMIP) Tﬁﬂlﬁﬁ MIB H. LLDP 3%

FEFEHER S SR A Sy, JUHAR Virtual Wire #0588, RIAFEMRE T, 105 HEILER ping BB SAE BE
EHIBTT A -

- LLDP 5

- 1E LLDP W24 TLV

+ LLDP Syslog #HEFI SNMP &k
- BRAE LLDP

- B LLDP BEERIRAE

- IEBR LLDP SntiEkl
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L LDP M3

LB E (LLDP) {#i ] MAC (ZhEAE OSI BAIR Laver 2 7. LLDPDU /&— RINEL K
AEPEAEZE B E R B BEE (TLVY) JTE. IEEE 802.1AB BEXEX | L DPDU E3 = MAC iz
HE: 01-80-C2-00-00-0E~ 01-80-C2-00-00-03 F1 01-80-C2-00-00-005

Palo Alto Networks® [ JCRESHEHMERFIEE LLDP BB, R B—(l MAC friik: 01-80-

C2-00-00-OF. sy, By A& 01-80-C2-00-00-0F 1E4 H i #h MAC fizht. FEHHE, By
JOfE &g 01-80-C2-00-00-0F /E2 H i MAC Arhksk e FgRla . fn SR B AOfsAE HoA i
2 LLDPDU HyHAME MAC Srk, B7 XSS ESITICIhREZ AT, SRV [F] S8 (e, ™ Ar

s
- RS S vwire, BT ORS B EORM AL 28 A E 4
AR 12, B O e R A AR VAN
SRR L3, B O E REE k.

ASZHE Panorama B8 WildFire 354

AFAE LLDP BN TG & TAP AT FHIE (HA). fBS58E4. Virtual Wire/vian/L.3 T, AR
PA-7000 &¥ HEEBEHR (LPC) /M H -

LLDP KM ESHEZL B R A

Destination MAC Source MAC | Ethertype | Chassis ID| PortlD | Time To Live| Optional End of LLDPDU | Frame Check
Preamble nyp = TLV TLV TLVs TLV Sequence
01:80:C2:00:00:0E Zero or more

T Station's e Type=2 | Type= complete Type=0,
01:80:C200:0003 | pggress | UooCC | Typest | Types2 | Type=3 | o\ Length=0
ar
01:80:C2:00:00:00
fE LLDP ZKMEHEZE A, TLV #EEA TS
TLV Type TLV Information TLV Information String

String Length

7 bits 9 bits 0-511 octets
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£ LLDP HsZi2 i) TLV

LLDPDU A& MEFLEA TLV. NERAHBT O S5 i A EE TLV

JEJEE D TLV

%%%k%ﬁ@o@ﬂ@%%ﬂ%ﬁﬁ%%ﬁ~ﬂ@~ﬁ@
Do Palo Alto Networks 5% FFIJREE 1D 7RERIE 4 (MAC i
hby , HErdiFH MAC fzhk FthO DARE LR IME—1:

JEEEE D TLV

R LLDPDU IR o FRIET A o - B i
LLDPDU #LE, fA— B D, jihe D 7HE% 5 (N
ZR) , BB R B O S A TR ifname
{Er e D.

AR R (TTL)
TLV

5 EMREEWEIN LLDPDU ERiAE AR SO R A U R
(MR (HEE 0-65535) o R LLDP {758 B Ik
B TTLAEZA O B, BB IS MEATAER, B oke
e MIB RS BRRZEIEH

LLDPDU TLV
ki

1E LLDP ZKMESHEZR 3R TLV A5 R

TZEHIH Palo Alto Networks B JGOHS Sz 48 K% TLV :

BT I B0 ORI

THEREHETAN TLV

LA BRI R R IR O R A ifAlias H0PF
AR TLV LA R A s CBUE MBI IO 4% o ] sysName #44

ZRERETHH TLV

LA R A e B Ko (] sysDescr #044:

AEINAE ST T B AR TIA
- BB HEE (MLJC 6) ThREEL [HAMh ) 7T (fioc 1) 54 L3
NI
- B MAC KEREAY (MiJT 3) ThAgdd [HAtb ) fioc (it 1) &
L2 A
- BT (MJC 2) ThREEL T HAMh) (7o (Mot 1) E4HE
BT

AL FADT IO BRI — B2 1P kb, W R AR

- EHL(MGT) A ERY 1P Ak

® ik E B 15w
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B TLV

BT K EAE AT H B9ATEERS

TLV %A

© SEY (P4 F/EE 1Pve Atk

SCIbeS hA1R

- AR PRI AL T A8 R e F AL

RS ALE T 1P Arkl, RITHR & E /18 8 MAC k.

Hrp & B BRI IR . AN B4R E B R E
HRERS I OID (ARBEH)

WREARELME B AL, RETERGETmp L, (K EIR
PR et . S P 2 DR E B AL .

R 2 W H TR B R

® i B B
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LLDP Syslog #REFH SNMP 7%

b7 JGRE AR SNMP 8 B AT BEHE I MIB W AF LLDP Bille AN IEAEERT SO Ei% B
LLDP ZH4E1) SNMP 8% FaiEEIRT syslog #iUE, HIAETE LLDP #ERE HHUH SNMP Syslog
Notification (SNMP Syslog iE%1) -

mka)M4Wk§LM%EﬁKHAb/% A E TR e, B MIB B EE R, um>
BB syslog Al SNMP #FE5HUE . Notification Interval GEZIMIFE) & LLH SRR &S LR,
LLDP 43 e THR %5@Ei&%o

HA LLDP syslog F1 SNMP i FERUE B A HRIR G, FI R AHAIE LR P 38 L DP &I sEEd
HAfL@P#%ﬁﬂ%%ﬂ%ﬁmUDPwﬁgﬂTMH B B B THIA T 2o

FEANTH (KM AE) IREERZ 5 [ MIB. BHERNF 2R EA — MIB. A EiEmR
i, HlerfEassisRsis tooManyNeighbors.
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2L

a A LLDP
HEFOE LLDP WSy LLDP BUERS, BVES B MEHE S EEE A (deviceadmin)e Bl XA
THSZ iR A 22 T LLDP Y8l

STEP 1| fEps it ERUH LLDP.

EEH Network (#41%) > LLDP, $k#&#EE LLDP General (— /%) [@E; #HL Enable (fi
) .

STEP 2| (/1) 85 LLDP 23EE .

1. %1%} Transmit Interval (sec) (MG (F)) ) , 8 LLDPDU e i ks (AR
). #ERE 1 E 3600; HHERMER 30.

2. %1%l Transmit Delay (sec) (EEIEIE (F)) ) , &AL TV JTTRETEERE, [Hik LLDP
ol 2 R IER R (CBEALRD ) o WERFF MBS a8 i LLDP B EUER =B, s8N
JEREE) , HIGEE AT 8007 1 LLDPDU #EREIE B . Transmit Delay ({E%EIR) WAZH/ N
Transmit Interval (SR o #EE 1 2 600; HBHER 2.

3. #1¥ Hold Time Multiple (frFEFFHE) |, 523k LA Transmit Interval ({4
W) M1, DAVGESE TTL ARESIER. SR 1 & 100; FERRES 4. MEnRuE%
far, TTL PREARER]_EFR 2 65535 .

4. ¥ Notification Interval CEFIMN) , fEEHA MIB IR, L DP Syslog 7
12 SNMP ke RIS (B AFD) - EERE 1 F 3600; FERREA So

5. #%—F OK (HE:E) -

STEP 3| #57 LLDP BERE
BRA TSR TLV BUHNIA, RESB L DP iz i 11V,
1. i%H! Network (#4i%) > Network Profiles (#4i%#%ER%) > LLDP Profile (LLDP #%i&
K& , SAE% LLDP #3UERE Add GFi) Name (£47F%) o
¥ Mode (£i:) |, i%®HL transmit-receive ({&iifii-#20) (FH7%) + transmit-only ({#
f-12080) 5% receive-only (f##:050)
3. #—F SNMP Syslog Notification (SNMP Syslog i#%1) , LUHUH SNMP #AIF] Syslog

U WRERUH, HIe{# 43, Notification Interval GEZIFIFE) o By IO &K
1 Device (#£#) > LogSettings (HEERE) > System (&%) > SNMP Trap

N

® BRI Version 1 258 ©202



Profile (SNMP #[G#0ERE) Bi Syslog Profile (Syslog #tER) MIRE, #H% SNMP
P EL Syslog .
A, SPATTIEERY TLV, SEEUEEMEERR TLV:
- EERER A
- REAARE
© REHL

5. (i%/1]) #E Management Address (‘& FLAz4E) LUBTHE—(#l 2k 28 B hE,
Add GErlY) —{EIName (£&F%) -

6. IEREUEARIHUS E ALK Interface (JMH) o WER EHUH Management Address (%
HAhE) TLV, AIFFEED—(@E AL RARFAEEHE P kb, R R & & (e
T MAC SLEREZ B AL IE TLV

7. %L IPv4 5 IPv6, FEARMSEURAGIH, METEE (A AR A E ERE I arhE)
BRE 1P (ks AGE
F—T OK (HEE) -

PR B 2 VU A AL . QR 18R 2 2 [l Management Address (& FEf74E) | &%
S TER B G |, R AR S Sl o AR AEY , FREEAzhE ) I
i Move Up (%) = Move Down ( ~#%) %4l

10, #%—F OK (HfExE) -

STEP 4| % LLDP SERFRIRE A TH -

1. %H Network (#i%) > Interfaces (/M) , SABIRBUELRIR LLDP s ER I 1H o

2. J%H Advanced (iE&[%) > LLDP.

3. %I Enable LLDP (H(ffl LLDP) , # LLDP S EREFEIRAS /118 o

A, 1¥ Profile (RUERE) |, IBIUECE HIECER . 2 None () SHUHE A AR
B9 LLDP: {856 =(F2AZE TIV AT transmit-receive ({Ei-1200) Fizt.
HEESOHBOERE, W% T LLDP Profile (LLDP #BER) , 4RI kA5 B 1
fTo

5 #%—F OK (HEE) -

H

STEP 5| Commit (#£57) 5,
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il LLDP 5% e Fiik g
BAT FHIFET AL LLDP BE Atk g
STEP 1| #5tfl LLDP &i#E .
i Network (#4#%) > LLDP.
fE LLDP —filiiH L, Enable (HUH) #ona @ BHUH LLDP.
- AARTHH LLDP, RIS BURCRCEN 2BROE (b, EimiE. (f 5 R e dnim
FIREIRR) o
< WRAHUE LLDP, RIS #UR 2 IE F R E .
BE LA, FE2RE0E [LDP.
STEP 2| ##fl LLDP RRBE .
1. J#HL Status (fRAE) EHE.
2. (M) SARESS DA S BUR AR
il il
- AT —EHERRIR LLDP BUERE I/ 1H 445 -
- LLDP—LLDP jiRR8: HUHEEH .
- BRI LLDP A T/Rxs {ERR Tx SEERR Rxo
© RERE—ARURAS A TH Y RBUE R £ o
LGk
- AR T R LLDPDU FHEG

- BERNEE— R AR A E AT LLDPDU . B, & REIEEERE
LLDPDU AT 3 A R 8 R

B

- AR T EUR R LLDP HEZRETE

- BEREN TV HIRHE T LLDP HEZEFH.

- SERR—AEATE_EE) HALS B RN TV 5T TV SERamaRE: — e 2R TV
B T EEL BSBEHEENEN, SR g

R — R FIRE L LLDP A AR R Mk 0 TLY B wiltm, TLV
FIAEAREE G TV S

- E PR TR A A TTL B T4 MIB ) MIBR A E B #HE.
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P

STEP 3| HathAresrial AR 2 BHEIF A M2 LLDP Billo

1. j%E Peers (¥145) H#.

2. (EJT]) s A DR BUR B B
A T — IR B AR B BT K A T
T ECE ID—SFEERICEE (Do KR MAC fizdiks
R ID—HSE A E R 1D
ZRE— AR
2GR AT P i SRR A (B TLY 2 b SR M E)
B MAC bk
- MAC fihk: 32EH) MAC fizitk.
C R HEST.
- REETH AR
- PR . EEERERE R
- EREHEN . A TEIAA AR
- R D By O EA AT ifnames

- REIHE: REHMRE. O3, P, ORI, WAL LAN, R-BE
W, T-m

- HWOMHIZORE: % ERUTRIZIRE.
- EEAE: BERE A
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N=N 174N =22 L YR M
H LLDP &aT&r
(ST AT LLDP St et

HRESEATHN LLDP G320kt

1. #EHL Network (#9i#%) > LLDP > Status (IRAE) | SRIBAEA i i —ul 2 (H EI5 %
LLDP #Er& kAT o

2. ¥— NN Clear LLDP Statistics (3%F% LLDP w1kl -
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4 paloalte

TECHDOCS

BFD

B3 I S P SR BT (BFD) (2 C 5600), iR RERR A, AT AT P 5 ] R
PSSR, BFD SRS R, RESE 75 LA A I 0 1 B e A 2
Y REAEE RS , T REB S D ORI SR AT R 2 ) 7 AR (0 b L 1
B, T BFD HRALRHR R

- BFD ML

- WE BFD

- B7%. BFD wEANEEH
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https://tools.ietf.org/html/rfc5880

BFD M

ISR BFD B, BFD & H = 7 s 21— (s d (B k%) B HA A S %R BFD ¥4 2
g — (8 TAERE B #EhE S P 215c Y BFD BUER P RoE 28, RS n] %7
B A A/ NG . IPv4 FT 1PV 1 BFD #EHEH B UDP MR 3784 {Hilf. % &R
PEEER BFD B 2B UDP M 4784 (il . B LA ] R 1 BFD il
L UDP EfaEfE,

fE#ES, BFD TARERSEHE, Palo Alto Networks® BHE BFD SI7E BBt FilklT, WS M
Pz i) b e T (GETEaAEEEE) o« RBEEAEERRERN (GHET ey
T bE e LME R RS P flEal, HEeRAs TERBROCR. (B JOSA g R
R, SRS, SHlE S e LB AR E P EE . )

IR EFRBES RO BFD A6 BT ARG EL BFD ¥ 2 I BFD TARREBACHURE, b7 JORAFE RIB
Ko FIB 3 PR B g A B Hh 0 A0 R i (IR P S 7 AR A A 45 . A it Al U 2 UH BFD
%, BFD il A il i c Ui 2 A SRR848 R, B KGRERD BFD 4 & 7B A8 L E 3T
@:%o

BFD B%ERS FUFFETOE BED B8, #HE R BB IO ) —{F 55 22 85 b s sl siER e i .
WRIEAEA B E R IEN NRUH BFD, By ol & (8 L TERE BFD #Eks (M HEraTERGR
FE) o AEEREYER BFD BOER

AT T HAL BFD SR i 2@ s ey, BFD & H 24 &1k Desired Minimum Tx
Interval (Frisfc/ Tx MIBE) BURRERT. w25 A Sl Ers him sl 20 B Do

FE/E) HA BEGFE BFD AN TAER B, 8/ E8) HA BEIAE,

BFD AIJA RFC 5880 HE#E(Y . PAN-OS A HE RFC 5880 WIFTATCH; #5280 BFD WA 4%
B RFC 7544

PAN-OS I H2 RFEC 58871, www.rfc editor.org/rfc/rfco88 1 txte FEMAFIL T, BFD € Ht mif#
iR IPv4 5 IPv6 IR BB RI R B HE . BFD B BOP A H4%F
1B HE L (R . PAN-OS 8E BFD £, U1 RFC 5883, wwww.rfc-editor.org/rfc/rfc5883. txt HFT
e HE, PAN-OS LB

- BFD BLUSE. A TR P i S 1%

- BFD B SZ8RRHY RFC T

- T A ERREES I BFD

- JE A B AR H I ER R E /Y BFD

BFD BU5E. A THIFN 2 v S 1%

AT BT KOS RIS 32 BFD: PA-800 Seriess PA-400 Seriess PA-220 F1 VM-50 Bl k%, 742
BFD RIS i RECH I BFD TARRSEL, fns i e T2 d s,

BFD AIFEERE 2 KAIE . B804 KM% (AE)s VAN FIEBIEA T (¥ VPN 1 LSVPN) LAK
Layer 3 T/ E_E#UT-

AW BFD F P4
- HE BRI ARRRES B (1Pv4 A IPVO)

©
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- OSPFv2 Fll OSPFV3 (A HIER G0 FE BERR . By BEF B S5 S0 e
- R B e 2 IR ELAH AT BGP IPv4 A IPVS (IBGP EBGP)
- RIP (HELEEED)

BFD B SZ3EH) RFEC JTif
- DRI
- B
- ERE R R R (B, BT OB R B R T A T R EE . (AR
s HBYH, BFD FIEE G EAMERE 1P Ak, )
il
- PRI

T FFRE IS T Y BFD

TrEAEERRERS B DA BFD, B GRS M ETRRERS B 5 — i D SRR E S 3% BFD TAERE B, BRfE
% 1E Next Hop (F—fif| B2 EL) %71 % IP Address (IP fizhih) A BFD &R .

WRNTHFOEA ZFFF e B 2 ¥ % (BFD TAEMBLEAMRIMZGR 1P AzaEFAEE B i 1P Az
ik , HIBE— BFD TAEMEBr& BB R L2 (MERREES . AT A e/ BFD TAERSEL. A ERREES H
HARFER BFD #ER, HIHAR/N Desired Minimum Tx Interval (Arfif/ Tx k) HIREE
A= 58

FEZAE DHCP B¢ PPPoE I s/ T b 2B RE IS A BFD MR, WEEFTIIIKIRSS . FET
RBES U BFD 23K Next Hop (N —1{[#EEY) B AZHZ IP Address (IP fiztik) o {HAE DHCP
o PPPoE MMTHIEESCHRE, ATH P fzhbBd N —(E RS (P Arhh (VEREREE) AN

IEWZESE BT ROE DHCP 8 PPPoE AP i U THRE ARSI & DHCP 8k PPPoE frl Al M) 7 K
WX P (P AL TERR RS (P fhk. SR, R UARERRRERE T (fEH DHCP 8¢ PPPoE H
P FE R R E A E A N — R« BT BFD WA T4 RS .

1B A B e HE R 2 7Y BFD
BT 3 A RBES ) BFD Ah, B JORSIEERE BGP. OSPF F RIP I il s E 248 BFD.
¢y PaboAlto Networks® FE/EZ B, BFD 34 R C 50073, i s 42 T B i 10 1 B )

A (BED) AUEHERR Sy, (BT IEEE . —FEREE )T 22 1E VPN i@ 7% BGP
P AE BFD. VPN JHIE W £ /NE M BFD Bids M E T R LB .

WAL OSPRV2 5 OSPFV3 BERRATHUH BFD Wy, OSPF €r{#Bi4g g ey (DR) M HeE s
% (BDR) &7 —M#l BFD TAEMEEL. frBh¥ BT L, OSPF &y Bl B AR 2 Iy b a7 —f# BFD L
VEPEBE . {ERREES 2 B0 T | OSPF € Blfg(a s & s~ —(% BFD TAERE B

B JOREASAE OSPE By OSPRV3 i HEEAS 3748 BFD.

FHE S B A A _E RS BED TARMSE . 83, WiflEk DA B ES s sl
(BGP+ OSPF #1RIP) WI:HAHE _ER—# BFD TAEREE.
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WRAEAR R 18 2 e S BOH BED 3 HLAB R E IR 1P Azhk B H f#h 1P Szt ke

A, JELE e o LA BFD TAERSEL, BRI _ErEp P& s (CPU) LA &
B, WREEELENERENEN BFD B#UE, AR —# BFD BEk: BEARMK
Desired Minimum Tx Interval (Jriss Tx [IFE) HUREHE . ISR c i A MHIE /) Desired
Minimum Tx Interval (Friste/ Tx HFE) , ECE 1) TAER B FH B S0ERE 430 FERRRBRS i
B OSPF HFME T/EMBIEIL Y, HiNFReE TR BURAEIRAC BB EEr, 1 OSPF S5 HIAS
THBARC, Rl ER B H B RE R AR

FEAE DL B BED TAERSBEM an f A, MOAT 2% nT 3 Ryl ot F e I et mT LAfst FH £
AHEIAAEAF 10 LR ZA8 BFD TARRS Bl St AR AR 1P B H A3t P frhkds o
BFD.

MRS _ER 1Pva B IPve —BEEESARFIE) BFD TAERE B, B EMa] LAE AR BFD BOE

fi o

@ WA R R EE/E BGP BFD Fll HA BS#€E ¥4, Palo Alto Networks &t N EEE BGP
Graceful Restart (AEJERIEEHRCE) o & BFD 5SS AT H B e HL B A B
B RE, BFD T LAfERS 2R h RS PRz 0 B R i bl MG E ARG SR I BB 2B &
BT, AU AE B )25 2R HA 7 N . an R E B AE BGP BFD~ BGP RS EH AT
A HA B8, RIS BFD B8 KNTHEAE Y Desired Minimum Tx Interval (Jir
S5/ Tx [EIPg) T Detection Time Multiplier (1Sl RS «
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2L
i AL BFD

TEMERRE B D M (ELEA SRR SO SR BT 2, JeRUTLA T EER, e BFD:

 BOE B S R RS

- SRS BFD ER BERBES B, HIROE — (R .

- AR BFD EH B dds e, RIECER HmEs T E (BCP. OSPEY OSPRVS BE RIP)

BFD TAFRI N BURTAZ R, BN B, MRt BFD BUE IIRRAEEE L
KRR ) SRR

STEP 1| #A7 BFD BER.

D) A REEE BFD RUERE P BLA BFD LIRS BUEAE M AU RUE LR sc 885, SR121T
JOE M BRRZ BFD TAERS B E B E AL, B O e e —(E AR et 2
admin down (1] BFD 61, S84SR — & G418 % b s 8 sl RE I
B A SRS EAE REC 5882, 3.2 F59r.

1. H Network (#4i#%) > Network Profiles (#i%%:EH:) > BFD Profile (BFD i%/E
R, kB % BFD BOERE Add GFrtY) Name (&488) o SR8 K/INE H A7 A
b7 SO R MR R R B 2. R ER AR

2. j%#E BFD HIEME Mode (130) -

- BB —BFD W AR B (R o B OHT [ BFD B AR
EH; AEREH.

- BB —BFD S50 8 S G (s P A AR 5 [

STEP 2| #%5& BFD [k
1. Wi Desired Minimum Tx Interval (ms) (Friss Tx Blfg (7)) . @842 BFD
EFE (F8% BFD) 5% BFD #hlEM AR/ NIIE (LAZERbRh) GRS 5
YT IG . PA-7000 M PA-5200 RS KA/ NERE % 505 VM 2RS5BT K Y £
/NHEIREA 2000 HKAEA 2.000; FHEAEA 1.0000

R PA-7000 25195 X% 1 Desired Minimum Tx Interval (i fc/s Tx [H
b)) WEEA 100 s LAL; AEERH 100, (FAEEE BFD fEH) 1) E -

WAL — A1 _EA 288 S F BFD #E R 1% s s s, il A
] Desired Minimum Tx Interval (fir5/)N Tx %) AEE BFD i EHE o
2. 1\ Required Minimum Rx Interval (ms) (Z3L:R#/)N Rx [iFgE (Z#) )o &£ BFD A%
W BFD & EH i/ NEBE (ZF)) o PA-7000 F1 PA-5200 5B K s B/ )N T g 2
50; VM R&HFIBE O B/ NERg 2 2000 KB 2y 2,000; TERAEZ 1,000

) HEK PA-7000 24115 )41 Required Minimum Rx Interval (ZE3R %/ Rx
PG BEA 100 s LAE; #EEH 100, (FAEEE BFD #EH) 1k -
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STEP 3| #:E Detection Time Multiplier ({HiHIFEEMITEE) o

i A\ Detection Time Multiplier ({HHIFFFIFEED o A RGMACEG RS ICE 1 Detection
Time Multiplier ({EHIREfE3fEH) e Lhizdm A48 FOFT A HIFE  (Required Minimum Rx
Interval (ZRiw/MEERM) LN EZ UL E] 1 Desired Minimum Tx Interval (fri e/ ME %
MR BUHR) 2REHEERI R . W I R B B2 BT BFD ARSI 2] BFD 54 E
1, Rlerssdbis. #EE 2 3 50; FHEES S.

Blan, kg 300 27 « 3 (EHEIHETE) = 900 R EHIRFH

HROE BFD SUERERF, 7508 PO E2EA TARPRBAISCE, WA i
Bk bk, I EATRERAT HLER TS h AR IR R AT . [RI, B KT RERR EE L
Tt A PR s e B D 1] PR N B e ST (3B D A R ) REASE () S v ) e
ARRI, TN AT IREE B A B R T

STEP 4| ¥ & BFD R

#iir A Hold Time (ms) ({REBIEM] (ZZF) ) o 2 BED il BED a0 2 ji i 4s Hioih 1%
FIREIEIREH (2£F)) - Hold Time (fREAIRFIA]) 5% BFD @ik, Wk BFD 7£ Hold
Time (fREARFR) HREAL BFD EHlE, HIerisi e, #EA 0-120000, THEA O, #*
7~ Hold Time ({REERFMH) M, BFD fEE 7 EAS %7 RIMEEL BFD il E .

STEPS5| (R EEFE BOP IPva EE) B BFD sE el T BB AH R E -
1. J®H Multihop (ZEBEEL) LG BCGP ZEBERUH BFD.
2. #i A Minimum R TTL (H5/NRxTTL) o 24 BGP iRZ HBES BFD I BFD #41E BFD
B AR (B0 s MEEE (BEH) o (FEREDS 1-254; MR S

TR EI) TTL /NAFTE R Minimum R TTL (570 RXTTL) |, [ KOs 6 25 3 A e
. BN, RS SERETE o (AERE A, BB TTL % 100 1Y BFD EHaL{E#E 217 X
i, AR R T SOt 9 Minimum Rx TTL (/) R TTL) 5% 96 BiLA b, by Jots e 52
EEEIN
STEP 6| f#7F BFD sER o
Fe—F OK (HEE) -
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STEP 7| (1%J1]) Z#rREssHEUH BFD.
77 K e B B B 10 5 — it ) S SR AT 8 BFD TAERE B
1. JEN Network (#d##) > Virtual Routers (FEHEHS %) , IAREIGBUERFREHS th A (e
(1 R R I 8
W% iE Static Routes (fRfERSH) HE.
BEIN IPv4 2L IPv6 EL4.
BRIEE ] BFD AR ERAEES o

B Interface (/M1H)  (RIEERAEEATZ DHCP fzdik) o Interface (MM ®OEA
fit% None ()

6. ¥ Next Hop (N —{FIEEEL) | J2ELIP Address (IP fiitik) |, SREBHAMART E/Y 1P
Ak
/. ¥ BFD BUERE BT S =1
- PR ERGE
- BERCER) BFD BUERE— R 2B TE BED SR
- BrEE BFD SERE — RIS BED BOE R

AR R

%1 None (Disable BFD) (%% ({5*ff BFD) ) , W%t ERAERS % H
BFD.

8. #—F OK (H#EE) -
IPv4 5% IPv6 E# L1 BFD M8~ AnRaEHEE HE &M BFD e o
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STEP 8|  (FE/]) #Frfl BGP A s — BGP BEHHUT BFD.

Q MR AR B = BFD, Fra¥dT BGP RIS hEr, 16 DL BFD THAREH Hr
HUH . iERTREE P ET T BGP Wi, (ENTHI_LRUT BFD %, By KRS i 1k B 5%
HAAY BGP 4%, DMEAESTE i E BFD. $IEER0SEE & (a2 BGP sy,
REESENES . AETEAA G A ER SRR IERBRUT BGP /a1
BFD.

@ IR [F] R E/E BGP BFD Fll HA B& 1S BA#% , Palo Alto Networks i a &N EEAE
BGP Graceful Restart (JERFERIEEFTHIE) o & BFD HEEHE 1947 171 H Bl
HERAS Byt MBS R, , BFD AT LA IS R Hh A B sz s 20 Bk vy, I0AEE SR
SR EHTRCED A AT, I A T (R R R A HA B GRS . AR B E BGP
BFD- BGP AR E BT RNl HA B5AS B s, RIIEZS BFD B8 KA TR E Y
Desired Minimum Tx Interval (firisf/)s Tx [EF&) F1 Detection Time Multiplier ({&
HIREH ) o

1. #EHL Network (#9i#%) > Virtual Routers (JEHEESHI%Y) , SABEEERE BOP W E#E
% 7 o
HH BGP H 4 .
() AHE BFD EHZER f ey LA BGP /1, #E(E BFD i B AL T
H2 —, SREF—F OK (HEE) -
- THR—E FHTERGR T -
- IERLER) BFD BUERE — a5 2 B0 BED BUERE
- BT BFD BUERE — URF B BED BOERE
521 None (Disable BFD) (4t ({%JH BFD) W%} iE#els higs FRY A BGP 4
[Hif5* FH BFD; #4853 B— BGP M THIHUH BFD-
Ao G BB BOP BRI IRUT BFD (UEEMER], A& UL BGP 1Y BFD
E) , AT A TAE:
1. j%H Peer Group (HfZ5EREA) HE.
2. SRIUCEEREH
4. 1t BFD {H 5, SR fa) s .
THR— 50 H TERGOE
Inherit-vr-global-setting (YH®!) —BGP 4568 n] K & 4 RS has 1Y BGP 4Jali%
B BFD 2HERE .

EERCEN) BFD BUERE —mF 2 RE BFD BUER .
1Y Disable BFD ({5 BFD) W15 BGP %1552 %) BFD.

5 1%—TF OK (#E) o
6. 1%—TF OK (#ExE) o
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BGP - SR /S 450 B E1Y BFD B RN A 3 E N BFD #ERT o

STEP 9| (i) 4Hh % OSPF 8; OSPFv3 B & —1l OSPF MTEIRUH BFD.

1. %H Network (#i%) > Virtual Routers (FEH#EISHIES) | SABIRIE R E OSPF 5L
OSPFV3 B EEHEH FH A o

%5 OSPF 5 OSPFv3 H#:.

) f£ BFD W55, LI T2 —, %A OSPF B OSPRV3 JrEIUH BFD, %4
BI— T OK (&) -

- VERE 1 TEREE
- IEEER BFD BUERE — s 2 BE BED BOERT
- HrEE BFD BUERE — REF I BED BOER
%21 None (Disable BFD) (4% ({=F] BFD) ) W% & #Ei% fes RIAMA
OSPF /r-Ta115 /|l BFD; 1848353 B — OSPF /1 BFD .

4. (R A B — OSPF ¥4EMATRUH BFD REREM, wie RIEBUt OSPF 1y
BFD &) , mHdUT Mo TAE:

1. BRI Areas ([milsh) OIS BRI

2. 1t Interface (/11H) H# LR

3. f£ BFD { i, @A MEMEIE, RfeE Ry OSPF #AEHIEOE BFD:
Te R — B FH R E

Inherit-vr-global-setting (THRX) —OSPF 450l ) 7 e e i th g8 4 & OSPF B
OSPFV3 1] BFD #/E o

BRUER BFD BUER —R B0 BrD BUER .
11 Disable BFD (1511 BFD) T]%% OSPF £ OSPFv3 Jr {51 BFD.

4. #%—F OK (HEE) -
5. #—TF OK (HEE) -
OSPF Interface (J1'1H) HE L1 BFD #F R AN THRE T BFD BER
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STEP 10| (i%/1]) B RIP 58— RIP A EEUH BFD.

1. J%H Network (#i%) > Virtual Routers (FEHEESHI#Y) | SABIRBUERE RIP 1 FHEE
B AR o

B RIP H & .

(EH]) f£ BFD JRHLA, EIUIRIHZ —, Ryl thar LA A Y RIP A TEEUH BFD,
SN —T OK (FEE) -

- YHRE—E FTERGRE -
- BEEER BFD BUEKE —RE 2 RE BRED BOCHE
- HTEE BFD BERE — FURE IR ST BED ERT

HEH ({527 BFD V¥R thes I ArE RIP A1 BFD; fdis:
¥ — RIP A THRUH BFDo

A0 (M) HEEE— RIP AMHEEUH BFD (REAMEM, wtg EEUt RIP # BFD #E)
AT A TAE:
1. 5 Interfaces (/r1H) EH &IV H .
2. 1t BFD i, IEELLL NI
TE R — A TR
Inherit-vr-global-setting (TE#%) —RIP 41 1H] P 48 78 2 K R o 1) RIP 4 dese BT
BFD BXER

EROER] BFD BUERS—mg 2B 50E BFED BER
%8I None (Disable BFD) (4% (/5/fl BFD) , W%} RIP /"-1HEI{5H BFD-

3. #—F OK (TE)
5 ¥%—F OK (f:E) -
Interface (/M) HE EHY BFD BFR I EROER BFD S &R
STEP 11 | {257 4H A8,
¥—"F Commit (32f}) o

STEP 12 | il BFD % M RHA Al

1. %I Network (#88%) > Virtual Routers (HHERSH%) | B NIBEESS i, A1
¥%#—"F More Runtime Stats (FHLZH TS FTER)

2. j%HL BFD Summary Information (BFD i & 5fl) HELA G EER, #i0 BFD ke
BT P B Rtk

3. CEJI) AERIBEATESIS, SR details (REATVEA) , BMRI 2% 0rD sHAIVEEL
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STEP 13 | Bifsi@E i s E s | Y BFD BERE; s BFD #ishgrl. ARMAIRAE
LT CLI a4

- show routing bfd active-profile [<name>]

- show routing bfd details [interface<name>][local-ip<ip>][multihop]
[peer-ip <ip>][session-id] [virtual-router<name>]

- show routing bfd drop-counters session-id <session-id>
- show counter global | match bfd

STEP 14| (%£)1]) ¥&Bk BFD {Hilf. B ESERHER -
clear routing bfd counters session-id all | <1-1024>
STEP 15| (/1)) THERMAEEER BFD TAERE B

clear routing bfd session-state session-id all | <1-1024>
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Ay
PIYYaN .

A R AR R A1 BED EH,

BFD BRAE A}

:‘:jgé’é

AHZ

R EE 12 W00 BF DR BFD 2 M r & o

TAEREB 1D 1 BFD TAEBEBLHY 1D 5%

AT ethernet1/12 BFD B THEEER AT -

R E STATIC(IPV4) FENTE BT BFD RIFRAEES B (BFARIS B A P Ardk
OSPF FH) A/ B AR R E -

A 1P Ak 10.55.55.2 AT 1P Ak

J5HB 1P Atk 10.55.55.1 BFD J5#PHT P Akl

RFD #&ERE

THR (M BFD T
VERS BEEA 2
BFD BT
A& (e
/N T MR (=

) ) | HIRiE

BT BFD BUERE ) 288 o

FH A 051 1 T 5L A R B B R o A T 3% R A
17 BFD # OSPF,  HEEs O (8 A 5 (% Desired
Minimum Tx Interval (Frisie/ Tx HFE) BIRGE

o AEBLERBI, A SCER R TR BOER o

BUARGERS . )
ARRE (A /) B R/ B AMEFIE S BFD ¥4809 BFD fIREE. ATREATINAREL
TS FRERARA. BAPH. EIGFIBAR.
B TIREH] 2h 36m 21s BFD BB REMEEE (VNEE. 8. BhFi=fb) .
419ms
SR (A2 1391591427/1 | AHEF R BFD ¥H2E B8R4
Yify)
P FH TEANTH _EFE BFD Ar@ it L@sopii).
BRI B H PAN-OS A& BFD BRI, FH—FERE
15 AR EE
N BEfsH BFD Z BHEE: CRUTTEH.
L ERE TTL LEREN TTL; #EA 1254, MWREZERE OIS
., B A,
AWML BT 0 (fE7ZH) ISR R A R 5 UG e A B i A

® ik E B 15w

274



O— 2B

4R T PR ] 2 3

0— [l ETRES AL
3R Y AR B BB PH A REE
4 — RV T B R

5—FEAS R A

6— HREL R A B PH
7—EHRE R B

8— S Ii] Ef L A A P

ERHSCR e

O (#EZE)

EUAE BFD SRS B A -

s

R D B PR ] Oms BFD {8l BFD 4zl (0 2 B 45 sl 12 14 £ B 1 ]
(%) o FREEFERR O ZRFon L AN . 4l
%5 0-120000 ZF.

W R FETRE RBR | 1000ms MR EW R R RIFE TR BFD S5 R Hlic fil £
BRITEIRE . HRAERy 2000 2.

5V ) e R 1000ms BFD Y55 ) 5 (B0 A8 BFD 42 362 B {0 T
(%) o HRMER 2000 2.

ez et 3 1 BFD SRR A R PR B (B, (A Ivg I ofe L
B F A RF A A RARI R R R 2 /T BFD A&
PEHBAERIE) BFD bR, RIS EbE. 4
% 2-500

IR (C#8H) | 3000ms (O) AHE I EL BRG] (b R TR e ARSI At

HH AT PRE T A 22 R0

T EHEOH (&
%)

9383 (420 Z
)

AR BFD f& il (LAK BFD {Hii s il &
A3 LABE H IRE R ) o

R IS (f
%)

9384 (407 Z
)

B BFD S HlE s (LA BFD Bl szl
A LR R ) o

AR i 1 - DP O 1E PA-7000 A5 Kot b FRIRA Al BFD TAER
BUR P A RER-TH CPU.
SR 0 BFD iR ¥.

® ik E B 15w
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1 OIR RS AR AL R R

AR 1 BFD RRAS
LN 0 BFD B&#AALIC; O FRARE
s Tx b T FR 1000ms 1 TR B A Sl i e 18— (1R 6 A T (e i B
TR

TR Ry fIFE FER | 1000ms 18 TR B A S 1Y) i 1 — (BT Y B F5 B A D
TR,

ERHES 3 1 AR AR A A L B 1B — (BB I (R e Bt

I 4 o 1 i R . A A —EME— R AERME, BEH
AR EFZ B2 BFD TAERE B

TP 4 1 o 1391591427 MR B AR —EME— AR RME, BEH
UARIR B 2 T 241 BFD TAERE B
A O (JE2En) 1% R B S A Sl 1 Bt — (R 2 B o
£ 24 BFD f&HlE A REE (focdl) .
BRALTC 0 PAN-OS A8 BFD ZsR ) F LB R c—F
WA 0 (BfER) -

BN IC 0 PAN-OS A3 #Ews 751, BB AT — 5
O (B2fFHD) -

EZ U 0 AL TC A A A BED 1817 B B3] 22 BESIE (o 7 4 B4
TEEEAI RO, EAREAE .

P F A ST AT 1 - SRR 1, AR BFD B{EA S E
FHE B (AP, BFD FEELS PP EME, ATE
ﬁ%%ﬁ%%%%ﬁ@%)oEWW{ﬁ¢,m
P — Ry

- ImREA O, %ﬁ%%%BHJ e B A 1
2 o
BB AL 0 PAN-OS AN 8 BFD B, RILEREFAENC—A

A Oo

®
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TECHDOCS
T AP B e B jan iy

m%ﬁ%ﬁ%%ﬂﬁ UDP B ICMPve TAEREBN2IEE, LAN IPvos NATO4 NAT JEEERT
v BEREZR RN MTUS I B4 BB Bes . BIMUATE (TR TR B I
%ﬁ B WA M DR R 321 EAE AT R Y AER B o

Tﬁ%w&ﬂz%ﬁﬁmLoaﬁﬁm%%E TCPv UDP M ICMPo N5 iB w2 i LA N,
i 2 HAA E B RFCo HAR A F-RERIE R TAER B e B R E

- [ TR B

- TCP

- Udp

- ICMP

- FEHIRER) ICMP B ICMPY6 FEAFIACHE
- R LAERE BUG R E

- AR B R

- RBOE TAERS B E

- By RS TCP 42 Ess R TAERE B
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T AR B g B e

(e I AR B

A AR BOS — B 2 R B AR — BRI I A RUE S .. AR BOE sy, AR RIR
HER. OSI R A =JF: g, TR BIEMEMNRENE, = AR R TAER B
4

G AR OSI BRLEY Layer 4 4%, SRR 2O AT EE A OB S (S BT i i o AR g 2
VR TAERE B A A it 000 L B S 475 (S P iU o2 (TCP) B0 A1 R ELis il o€ (UDP)o
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TAEPE B e B i

TCP

g HIEFAE (TCP) (REC /90) SR HEE T E (P) B FEEAp e —, FFFE
W, BEHE P — AR TCP/IP. HS TCP fE(di B bz [ B R g iR it gl it A . s8nl 288k
W, DANEHHE P2 E et M B PRI AR A vl 4 B T e . TCP ey BRI &
B BRI EL . TCP B nIB0EiReE, LG AE N FonE TAER BN, RETer e
BN 2 I A IR . TCP i hil B i et  [RIH AT JE FRAN B 0 T2 AR

TCP £ TAEME B e MR er 708, DAY B8 n] TAEPE B . [kl 18, ARG a ik RIPH T
VERE B, Hrhmismar e i FIN B0, IS E ACK BB s . Eh TCP TR B R Ac 1718
R PR MR =07 3c e GREASHR) |, BORIUTTECH T4 81582, BRI RE B i 4
o TCP EIsc 2255 SEBAA By 1k E 7 TCP %1502 TAERS B o

fEH TCP /E 24 H 0 s 2 i e R A B EEE R E (HTTP) T4 Em
Al (HTTPS)s REREEEFRAE (FTP) i T EIEEFRE (SMTP)s Telnets JaimEH
FEH 3 I (POP3). MBS FEAFBUEFIIAE (IMAP) MZ2FE (SSH).
NIRRT ] TCP 1 PAN-OS B 1,

- TCP BAPASE TCP WeMISF FrRT eSS

- REFREN RST RTHHFgE

- TCP S HIBC IR R

- FREBER/N (MSS)

SR DA LA B AL R [ ) T AR A B A I 2 B, SeE S A AN R Y
IPv TCP FlI 1Pve EMUElGR AT & SR E bk SR DL soeim e i, o 04e o e s
el T JORSREREETE SYN Bk (g ] SYN Cookie PARZ B KOk 25 358 H B AR 1 SYN &t
FLERRD SYN AL CORIEBA TIERSED o

TCP *RAMEL TCP HEH G frrTrEgs

TCP HARA LR A TCP KBAPHRIHEY, sZnTHees By A B 21 TAER B 28— FIN i
B, THRERR AL [TCP FRAR ), AR AES A e ek FIN. 28 EFHREEY, [TCP W%
Fry, Rl MH FIN Bl RST ATt .

UERB I A — {0 25— FIN R YRt JUDE R Y BOE St~ B PA 19 AR B B A B
PHo MR, WRABOEGE TIEREBRIBEE R, AT RE AT A B TR B, WM T IR T
A MR A TCP R PR R BUAHSIICR Y TCP I HISEAFRT IR, DR s (56 42 Bl PA
TAERE BB, ARSI TAER BER AT

R TCP JHLAR A LE AR P S T 58 B et A Al e i o
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T AR B g B e

. Server
Client
client State i " eIl
Irewa
ESTABLISHED
ESTABLISHED
Receive Close Signal __-'"‘-——-_.___ TCP Half- FIN Mormal Operation
from App, Send FIN Closed timer
triggered by \) ReceiveFIN,
first FIN seen ACK Send ACK,
FIN-WAIT1 Tell ApptoClose

Waitfor ACKand
FIN from Server

CLOSE-WAIT

(Waitfor App)

Appls Readyto

TCP TimeWait =" Close, SendFIN
timertriggered LAST-ACK

by second FIN
or RST

v Receive ACK
FIN-WAIT-2

Wait for Server FIN

Receive FIN,
L 4 Send ACK

Wait for ACK to FIN l

Receive ACK

CLOSED
Waitfor Double
Maximum Segment|
Life (MSL) Time

CLOSED Session Removed

=
-

ELR TR, TCP ISR R ae R R/ NS TCP 2Rl PR O 1R -

- BEEE FIN 2R R AR, AREREEARA 53— A TR ] S 2 Bl PH AR BL

- INRERAISE AR RS A IR R, DR AR AE RS ROT 888 Ml FIN 12, TARREBOA T 2R IR H]
PREFBARCZ #.  IRF ISR T I A NP TR, A DR VIR, (B RERR DT I A I P A 2 e
B8l ACK, Sl FT RE BT {5y HL ) L

TR TCP IS AFT IR OB RE 2 K TCP RBAPARHIR SR I9E, ARSI, (HE

Wb TCP ISR IR A AN Sl TCP B P RR s HO (EL

AT L w2 i, ton] IR AR UM B — o o ARTERBOE 29 A B AU

RIROE . WREAEEMRXER ERUE TCP SFAraTIgy, RS LTI & U E -

REEBI RST 5HE g

AR BT ORI E P E R (RST) Bk ER (FAETE TCP & 0N T3S T T9%, e

A HAREREREEAS) |, HIPRERFER RST SRR & s HIR IR 1) TAERS B, THEME S 30 #p, #HiFE &

1-600 #ho ARERFEM RST FTHHFE R ALER NN ZC 48T, AFH T 7728 B R ie o

RST EHH & A = #nT GERAS R -

- £ TCP @ 1AM RST B @rphEg.

- LE TCP B O W HI A B IETEI F9E G RIRT DU, W AR BRI RST SRR RE. I
A EBPT IEHE AR (DoS) T, MR E% BEt iy RST HEEEEIFT Ko, ErlE
A 1) TAERE B
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- A TCP B O N BE AT TSR RST B &R TCP R &S atm o e.

TCP ExcEEZE

UNR AR RS BOE SRR P AN RN A4 B9 =07 58, il DYy By 20 IsciR , allR] G B A S5 A 4E
Sl s R 5 E R R Y Split Handshake (73 %15242) BTGP LS, TCP TARRRBL.

Palo Alto Networks® B— R S RES 4 2150 7 B[R I B TV B~y | IE e T TR Bt
BLATA R Laver 7 JRIRFER , MU Split Handshake (70 %13c48) #IH. BAE2 e ital |
() Split Handshake (7> #|5c#2) J®IH (i TCP 2 BISCIE M 15 8) I N ST Wil
PO RERE Split Handshake (40#I5c42) SR1E, FKRC R & H BRI, 0 E i FRRHER) —
JT AR AR A I A T 7 TCP TAEMS B, A A di b

Split Handshake (73#I5c#8) 1S IHTHBZ15 H o

T EEIE B GRS GERRARE) ZHH PAN-OS By Ok,
JRIESE TCP TARRE BERERAE =7 5ciR

Session Initiator- A Listener-B
State i
Firewall State
SendSYN e
SYN '\) Receive SYN,
Send SYN-ACK

SYN-SENT
SYN-RECEIVED
SYN-ACK
Receive SYN-ACK, /
SEND ACK

ACK
L 4 B
Receive ACK W
ESTABLISHED ESTABLISHED

Split Handshake (7}#50#2) BEIELRES AR RAR I b ) [ Aol R T80 R P s o R T o B 25 I B
il BB T 25 g e P RS B AT [F) D R B (SYN) 060, BT IEEE AR s . 1 P Ay
A FOR TAER BUSEE , 10 B 2ol sCe SR YA MR i BUAR 2 A #i B LIFOR e 5
ERMCE IR BOT IR, TR R B FR A CRE «
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4-Way Split 4-Way Split Simultaneous Open 5-Way Split
Handshake Handshake Handshake
(Version 1) (Version 2)

1. A>B SYN 1. A>B SYN 1. A>B SYN 1. A>B SYN
2. ASCB ACK 2. ACB SYN 2. ACB SYN 2. ASB ACK
3. ACB SYN 3. A>B SYN-ACK 3. A>B SYN-ACK 3. A< B SYN
4. A> B ACK 4. AL B ACK 4. A< B SYN-ACK 4. A> B SYN-ACK

5. A< B ACK

BRI LART 157 TCP 2 #1538 #8 TAEFEEL

m K BRI (MSS)

FREEELAL (MTU) AR AT DMEEL— TCP 360 i iy ok foTR BN (E. MTU BIEEEAR
JE, DG MTU 36 KA A AL T AR ISR R R [ BRI (MSS), - RITAT DAL B — B i i 5 K
BORMALTTAL L
AIBOERT MSS R/ (AT FrR ) SUETB O LR R B R SR AT e B
BEIT BRSPS MSS SRR/, DAL AT MPLS BB VAN B
{UBCRER R

MTU

MSS adjustment size L MSS

T
Configurable bytes

WRASEARBOE DF (A BY AT, HEARCR MSS B/ N/ING MSS BRI A, I
WREIHAGEIEE R AR MTU. IRERE DF At HBE W MTU, A5 R £
il

(3 SERT DL tgioe By Ko, DAHER & T MTU 1Y IPv4 EHEEf T &1, RIHAE
FHLE T DF ekt 2. @ CLI @4 debug dataplane set ip4-
df-ignore yes % Layer 3 BB/ THIFI IPSec lIE A THIUHILhRE. fH CLI 74>
debug dataplane set ipv4-df-ignore no 5 K& F A TERRAT By o

B IO AELLR Layer 3 A TAIERL 3% (P4 R IPvé Stk SEEERTRRAERT MSS SR/ & KB
T B KHERG (AE). VLAN FIEEE . 1Pvé MSS FHB R/ IMELEA T _ERUT 1Pvé R .

WRAEA T E C R 1Pv4 F1IPv6 A HLRE IP Aol = [ MSS §i# ko NARIR], B,
IP VR A T H MSS {E T TCP ittt o

SR IPvA R IPv6 Srdik, B KOS 58 AR TR TCP BTEE . £ TCP B KR stEE )
PGB DR, B JORS Eristas DU BB PR B E A MISS 338 K/IN

- BRER MSS SRS RN
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T AR RS Brmt e B Ry

- TCP IR B H T TCP BRIR L (20) + 1P PSR B RS

AT A TE R E YT IO S R BB E A MSS SR/ Ne T, S SR MSS SRR/ NGy
42, HITEFEF MSS Y 1458 (FHEE MTU K/ NBEFHEEAR/N (1500 - 42]) o (A, TCP Ha7EE
SHHA A (EEESM TR 1P IRIH, K MSS SRR/ (20420+4) A 44, KREER) MSS 3
BRI A2 BN MSS B 1500-44=1456 (igckH, /NP TELIE.

TIEE MSS BT, RSB LI BT .
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Udp

FERFERMEFIE (UDP) (REC /68) 42 1P BEH By A — [ E il e, e TCP i
. UDP WA RRE, ALy, WARASIRENEOE TIEREL, & 2 WA
AR BOEIR A E A R EERE A H . UDP B A R AT SER @S e, AT Rt
FOAT S SRR BRI E T T B R T RE . AN AR LR T RE TR I AT, Rl
UDP REJR/DAEIE, tb TCP S A0 . UDP #ifRMEs S A eiin e, B B A T A% S =i
PR R e R H .

UDP ERHEEEELE 1P B0, UDP MRS (AR i SR O e B, (B i
NHERPITE SR SSRAE SO A LB, S0 hEARERBUT, MEH UDP A

7o UDP BA AT g B A A i 2 A o

UDP % F A B Pk . REREGE . BRI R FRS, 0 Voice over IP (VoIP). 5
PR ER IR B 3. UDP ASS 5% Atk DRt S T 2 i/ IS0 4 PR R (8
F, Il AR A (DNS) Bl B AR S8 (s sl o€ (TFTP) 2%

S5 EATEI A A0 PR B (s e R L, A B M B (0
58 UDP BH 11807 A 308 th RGN UDP B IIAERD UDP AR (R HEBLA TR
B o (BESR UDP AR, (H7 IG5 s TIERSBREHE P HHr) UDP Yokt I,
e UDP B OB TARBBORAR, NI A TR, Wt b S i — Vit )
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ICMP

AP A B RSB E (1ICMP) (REC 792) A8 ER A e i iU e 0 v B 75— (8] 3= 20 s
FE, fE OS| B AE s FEENE. ICMP FIR R BB, RIEs 1P VEZERI MBS RREIE, SR
R AR Bl R A R B RE A A A RIUE . B AR AR ICMP FRE, ATEE AN S AR e L
ping SFAERE A HFE .

(CMP BB E S, /O BN A LT 1 TR B, (LR, WIRAEE 2RI ICMP A
WL TR

Palo Alto Networks® B K HEST4E ICMPv4 BiL ICMPvée ZETT LA B R 51 4658 75 k8] ICMPva Fil

ICMPv6 B
ST LS (CMP R IOy e A R L SRR R IR I iemp 2 ipv6-icmp JEH TR
o

- A BOE LA BGE BEH] ICMPyo SRR
C BOET A R E A e e DT O BER S ICMP 8] ICMPY6 B LU R
Kt ZE B B RO ICMP B ICMPy6 EHLRIERD ICMP Bl ICMPve AR ORHEEERA
TAEBEE) o
R LA B A I | B A R
- A ICMP, AT DAE S SR R B AL, B R E B

- B ICMPVE BHAL CETL 1. 2. 3. 4 F1137) , BRTDMREDT KR ICMP TAERE B4
AR H e M AR, DAREE 25 A ICMPV6 B30 (7 IO A5 T 22 2 i I3
A, R P E € TAERS B B TR T 5. ) E BT K 25 st e v U R HITAR
PRI ICMPy6 EHELIRE, By IO & AR 5t H 56 R Rt ek A B o

A ICMP M1 ICMPvé B 2241k RE I

HAA LW R FE TAEREBERE, By IO A EiE% (CMP B ICMPv6 B (RIS KRG Ei% HoAh
FORMEE—ER) o BT IO i T7 X2 — e CAERS B RO IE I, B PRS2 ICMP
g ICMPvo SR ETEL, IBRE ICMP B ICMPve GRS I BB g £ -

- ICMP %874 3. 5. 11 f1 12 LI ICMPv6 287 1. 2. 3. 4 Fl 137K TERL, B SO &1t ik
e (WHEM) BYEIGERME RIS R PR 1P BT A i BB TR
BUHATE, Bl O Rea B TAEBS BORIAT 2 2ot IR AR R PR E ) TAE, kel E8E ICMP 5]
ICMPv6 3. (Y ICMPve 2L SnT DA LA B i e A5 ) BRI TER T 5. )
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TAERE B Bk

- HA ICMP 5 ICMPV6 EHELER— Py JORE &t (CMP B ICMPyé B0 2 a@ i i TAERE B,
TR AR BB AR (55 AORSHE 3% 50 % icmp B ipvé-icmp TAEBEEY) | By KOS eriRig e 4
PSRRI A ) TR e E a0 . e R A B H 56 & S o M R Bh 4

QR A BB O AT A e PR, B MGt T e PR IR RREAY , FeaF I sy i
e, MR R (PR EhE LR ] H RERieR) .

SR AT LABEES T U LAOT] H SR e, (BRI A i (o B
SETEDLITHBA TRy, Nt & 5 BE LTS R P R B i B e B RERSLT,
AN AR AR, AR HIATRCER ICMP 50 ICMPY6 B4

AT A AR T SRy AR R 2R IR DUE B RS R el BT A B AL ICMP 8 ICMPV6
ESREN

- S RAILLARE (BUERR) FTA ICMP B ICMPv6 B — e IR AR Al f8 &
JEFHRER icmp 2 ipv6é-iemp; By SO B o it (BHESR) Fra B ICMP B EE SRS (1)
ol (CMPv6 GBS 9ERE (58) AT P E G0 E iy A

- Ey HETERAESA M BOREA, LI (adE4R) &z R EE — S e
AT AT IR E R ICMP B ICMPYé FERIFIACHE

ICMPv6 R ER ]

(CMPv6 AR RS —RRETRAESR, Al By 3 AR R A ARDLEE DDoS BCRAY A . LETVEER ISR R
B R B R TT iy, W R R LAA, 0RO ICMP BB S B O DR A
A gk o BL o

4G, 43 ICMPv6 Error Packet Rate (per sec) ( ICMPv6 St tllisR (G F)) ) &l s
ICMPv6 SERREMLEIET JGRRIHE  THBEAER 100 [, fEEFF 10 2] 65535
o UNRPT ORI ICMPv6 SERREMELER | FEmELc s E & B IGEE, RSB HR, WF
Fridt o

R i T A R S s i T e CMIP RRELR R . BT A HR i RE e T H 2T EE
(), B A EEN ICMPY6 FE . % ICMPV6 BB —Ik, sEaedoTsH e
bR FTT AR AR R R (A ICMPY6 FRE, BEE) S —rEm i o 23
JCPEA Ay 1l o Rz TT RS A TER R /NGy 100 ERRRET (FHHa), #FEE 10 3 65535 (#FERd
TGo

LA YE T E A BT A R/ NE S R B AR R 2R T E TSRS E — .

S® 482 7 BT Version 11 288



TAERE B Bk

PR ICMP 3 ICMPY6 JBLRI AR
AL T AR, F 3T IOMP B8 ICMPy6 REFIRRR, SAERES 20 AR, LAAsslin @
Mo
STEP 1| 7% ICMP B¢ ICMPve sHEJRREUAMACHEEE 7 H AT i AR
1. L Object (#11f) > Applications (JE/HFE) , #4% Add Cirts) BRI

2. {E Configuration (#1) LIHCE, WA IR MEATEA Name (4758) A1l
Description ({liif) o #t, #AMHE pingse

#1774 Category CEAHI) , i#HL networking (#91%)

¥77> Subcategory (1K) , i#HL ip-protocol (IPEFIE) -
7% Technology (#7f7) , #H network-protocol (#9E%iEFHT) -
H%—F OK (HEE) -

1F Advanced (GE[E) ZKT[HE4 - #H ICMP Type (ICMP %i%) 5 ICMPvé

Type (ICMPv6 %i7) .

8. A Type (B) |, WIAFRCEEATSIEALR ICMP 5t ICMPv6 FHEBEB I EEY (H
B % 0-255) o il Echo Request #E (&) % 128

9. nSFEIALS T ACHE, Bl A E NS E R EIEAR N Type (JEA) {EF Code (f{
TE) #F (HEZ 0-255) o K28 Type (FEA) (HMEACHE Oo

10. #%—F OK (HfERE) -
STEP 2| sareatbJF AR, st aldi A 1Y 5 R IR .

ST A IR E . 7E Application (FEFIFER) EEE L, $REATESIH AR EARR 4
Fho

No W

STEP3| Commit (##5) #SHIEEH .
F—F Commit (%2ff) -
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2L Ev B e

SOE LAE P Bra R E
TAEBS B HE B35 T/ BORTEEI A, PAN-OS TEFT KOS F 4k TR BRI {7
w, R T AR B R s e S ey, PAN-OS SrRABH TA/EME B, AT LU B S1% TCP. UDP
M ICMP TAERSBUE SR @IS 8. THBOE e ) ST HAER A TAERS B, @iy, =k
FeMaERZEN KOk B R TAER B .

BEAN, SR AT ARP PRIBUBLIRFBEE , 12 HIPT SO AE PRI O EF ARP IHH (1P {41k SRR
HESE) RS o

BT ek e, 1EIETTAE Objects (#114F) > Applications (JEFFER) B ESHEHE 509 A
R EREE . By o eisEmRaREH S ER Tedr ) REMEARES. #ER, EH
FER BB e B A, TCP 5t UDP TARREBhE

O AR AEAE AR B A B35 E TCP 5 UDP wHIRE, 15 L8 FITA TR & 2619 IE AR UL
NI A AT AR R RHR AR, AT R R 15 LAELE . AR I AR U s i
de B TR R RS, NS, B RT AR, [ RIRME RS, SRR BT
JEIRE TR R 22— R R

WMRETFEE TCPy UDP. ICMP. #9870 Bt al ot R A0 TAEPR BL, & HA Tt TAVERS Bé
AR E I TERRE, F5HUTLAT TAF. A B B AR & B AT

THBHA R E AT, RT AR A 5 SRS S 28 (H . HEBUS BT RE & IR
T B S R E , AR BT O S AR o SR A3 e FI T RE S
RS o

STEP 1| fFHUT/ERE BUETI -

I Device (Z£%) > Setup (FX:E) > Session (TAEPEEL) | SR1EHmIHE Session
Timeouts (TAERSBHERF)

STEP 2| (i) %o M VE A P (E

- Default (FH#E) —IE TCP/UDP E ICMP TAE RS BHAE 1% 45 0] JE A 1770 AT BRSO =
FERR (BEEAE 1 £ 15,999,999; FEBEMELE 30) -

- Discard Default (¥&ZEFERHE) — 8 PAN-OS HRAEFT O b3 12 20k R HIFE 48 TAERSBE
%, 9E TCP/UDP TAEFE B AR FrBHR IR R BIR (BEZ 1 & 15,999.999; THRRMEA
60) .

- Scan (fitft) —AHEM TAEPS B A g AR 1%, 5% TAERS BHORFF BRI R B
FR; i F AL = 2 M AR U e Fe B e P A s 12 Bl P, (e AR 2 B A AR
H(FEER 5 F 30; TERMERE 10) .

- BB O D #Eh — 4 E s A E R R BeE AR B . A A BCEDR N,
ZEAE I3 B FR i A B e i 0 p D B (MR 1 & 15.999.999; THEREAL 30) -

- FEWEEERRS A AT, AR e AR D@y (a0 TR B R AR A 2 HA
FEfE) , Pl Device (#5'%) > User Identification ({# % #%73]) > Authentication
Portal Settings (B A\ AHUERE) o wl SR B A4l
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TAERE B Bk

STEP 3 |

STEP 4|

STEP 5|

() &5 TCP Ml

- TR TCP—H RAUMRIRNT SO L B M ITEAR TARRE B, TCP TARRE BLARFF B

PR T BRI . #iERE 1 £ 15,999,999, TEHRREZ 90,

- TCP—H TCP TAERSBUER [T SIRFBMR (IR EIESE SRR AN/ B I A (e 5

BLHEE) , TCP LAERE BAE A 1 ERRI T SR FFPE AR R B LR . #7212
15,999,999; FHEELy 3,600,

- TCP A4 —fEURE] SYN-ACK BABHRY ACK LASEA S, TAEME B M AR A R EFR .

EEE 1 E 60; FERMEE 100

- TCP A — R TCP s EFHREES AT, 7EUE] SYN B SYN-ACK Z M e if iy e R _ERR .

B 1 E 60; THRRES So

- TCP FABA—AEU B4 —(# FIN FIULR] RST BLAE A FIN Z MRS FRR. #iE 2 1

£ 604,800; TH#BIEE 1200

- TCP WS —TEURE) RST 88— FIN R RFHHE LR #EE 1 2 600; FHEHES

15.

- RBEEER RST—AEIN B ME R BREs ) RST (RST ££ TCP W W, (HRR S8 A ETEISE, 5t RST

ACEARBREIAS) RAVREFHRE EIR. $EEE 1 2 600; (R 30,

© A2 G AAUTMERTE (i ) Scan () @R

(i )1]) %5 UDP M.

- FR I UDP—H RARIERT SOk _ERE Y2 MR AIER TR B, UDP TARREBLOR$55E

R R B FRR . #iE 2 1 3] 15,999,999 THEEZS 40,

- UDP—FE# A UDP BIERIENL T UDP TARRE BLOR TS BRI R A R IR #EEE 1 2

15,999,999 FEHRAER 30.

- AREZH GEN) AT AERTE I E A Scan (Fifl) LI

GE ) B4 |CMP

- ICMP—4£7%A ICMP [ EREHL T ICMP AR Ba] B FE M ERR . HE 2% 1 5

15,999,999; FEREE 6.

C AEESE R A E — i §Y Discard Default (F5327HFZ(E) #1 Scan (¥

fii) .

STEP 6| #—F OK (#fxE) Hi Commit (#232)

STEP 7|

(% 1]) B ARP PLHUA .

1. FFEL CLI AR 2T Ao AR DR A4 ARP TE H R . (H#R/Ed 4% set system
setting arp-cache-timeout <value>, HH#HiE % 60 & 65535; THRAHS
1,800,

USRI R (R, T ELARBUT BUE T E A TTL RTAFTRIEIRE, JIBT IO &8 frig L

TH H A EH R ARP PRE ARG Ia R, T HBAEE R TTL /INA ST R e,
HIEAMTE s TTL 8, M0 ELRS A & P IBU@ (B R R BT H

2. fEH#EAE CLI 4 show system setting arp-cache-timeout i ARP HHLE

IRFRAE o
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e LAEPE B e
AR AR W R DA SN & R TAEPE BEROE » QR B EAS HIERGR S, T Mo A%
STEP 1| %W TAEREBGHRIE
L Device (%) > Setup (FXiE) > Session (LAEPEEL) | sR1EHmIE Session
Settings (TLAERYBIRAE) o
STEP 2| f57E &% CAEES T i) TAERS BB A Hrst e i & atE R HIEE AL

#H! Rematch all sessions on config policy change (i 5 HII 4 B IHE 80 L S i T AR RS
B DA EAEES TR TAERE B s e i ek R Al o AR TERE S HUH L DR . AR A&
TERRIC IO, BT T AT R R 80 i s i R e T A R 1 T AR PR B o

B, R ERE Telnet TAEMEEL, FIRFRERTF Telnet RAHBAJRAPER], MBS
SR ARIEAR Telnet, RIBH ORI RHE AR ANIEH 2 B B R TA/ER BOE B8 S
STEP 3| 1T IPv6 BEAE
- ICMPV6 53 oA R/ N—THRRAE : 100 HsEaE . sE2R (CMPyo RGN
- ICMPV6 SRl (FRFD) —THRRME: 10055260 |CVPvo vl /N

- FUH 1Pv6 B IO — U 1Pve BT KRS ThaE. TEARMUN 1Pvé, FFA IPve SRR 2 Z
Mo BIE 2 TRIOR (Pve, s 2B IPv6 Firewalling (1Pvé [ ks) %8, IPvé A REE
Yo
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STEP 4| R{AH Jumbo Frame Wi&E MTUo

1. J#H! Enable Jumbo Frame (U Jumbo Frame) PAEZ KB T _ERUH Jumbo Frame
iR, BRINEZLER 9216 Mot E KA A (MTU), W REAER e R 9E B A .
2. REEGHA Jumbo Frame #5E Global MTU (44 MTU) -

- IRRROH Jumbo Frame, Global MTU (4215 MTU) #7824 1,500 (LocaH ; #iE
=576 3] 1,500 gt

< WERHCAH Enable Jumbo Frame (U Jumbo Frame) , Hi Global MTU (41
MTU) FERA 9,192 frooi; #EE 9192 2] 9216 frJti.

HEEE AR, ERUNESE A £ T LIS A5 AR R RC s, I BT
FE R E R A ECE D> 20%. B T A BLRE . E R A R A
fih T AL R PSS K /N e A PAN-OS 8.1, A R HUH B AUAESE
A3 MTU 5358 00 BB RCBIBT A, AR BB a6 4% 1oy e A TR A5 i
R Jumbo HEZE

RO ROT EAMEZE M HBRA R BISE MTU B9, HIARLES - iHs B Bl & U
EAEZE /N (AL, AU ERMEZ 2R/, IREAIEMT A EA B RAE LAY
I, S R MTU BUER 1500 Az e HAB .

WRZEEN (Device (3£7) > Setup (#E) > Operations (f#{F) >
Import (REN) ) AF#E A CHUH Jumbo Frame RIAHEE , SXFB1EAC B %A RUT
Jumbo Frame H55 Jf% . Hi] Enable Jumbo Frame (Tl Jumbo Frame) #:E
AN B AHRE . R 5C Enable Jumbo Frame (U Jumbo Frame) , &
BTRCE) SRIBEEN. AT AAE.

STEP 5| #H%E NAT TAEMEBIEE.
- NAT64 IPv6 Minimum Network MTU (NATA4 [Pvé Be/NEES MTU) —25 1Py SRR &
POEATEL MTU. TERREZ 1,280 (s, B8R IPvé TR SRR /N MTU Z3EmE,
- NAT B ERTB ] — st NAT 5%y [EhRE (P B | (DIPP) R, R sE R e
FTRIEL, n b (o e 3fe LA [ (e A ] — (] U iast | P 7k B s e vk B, He )2
1v 2~ 4 8Y 8o THRREEIT AR5 o
- He A 1 HIFERIA TR RT R, A O AY P Lk B R i S — ) R IRk

- WRBUERy Platform Default ((F& 1) , IR HEBOEEH, Hae Mg
SR TEBOE R B E Bl o

PRI JRE 3T 58] L) 65 ol D AR P B e, (H BRI 9 NAT BRI
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STEP 6 | W EEIHE KU o

21 Accelerated Aging (NI E ) DAGER] B 1 TAEME BOIS @Iy . Gt a8 sm bl FUE (%) F
TR

o R S E— IR R B AR, TARPRBRNAY T e THRRES 80%. B TAERY
BURBE LR FE (% W) I, PAN-OS S st (s R MeE MBI A A TARRE B2 st
o

I R PR — A R AR PR (T AR R TS RRBUR S 2, iE o
P A (R R P R IR TR A P (5 bR o 1 380 1Y T B IR TR LA 2 XL I PR i~ T B Pk
. % TR TAEBE B 2, PAN-OS St it A B IREfH) (B AR B4
FATY) B AR BRSO TR B 8 I

B, WMRAGBRECE 10, —BEE 3600 &R TAER B AE R nT eI 10 £5 (1
M 1/10), WHELEFE 360 FMEBE .

STEP 7| R b0 i fl i (R o
1. EICE s iR, LACERT SRS RES S35 T AR 2l 6 A iy [ K 138 Bl B it e 25
SR AR BEORBU A I, THBOREUT o
2. WARBURE LS ORdE AT CAGH R R At 2 oy [ Rt 0 Lo D A Bl (AT
AT o

- Alert (%) (F571 (%))« B CLER A I A FH A0 H IR FHERS, B O 7 H st
o TERERFUALy 50%, #EZ 0% & 99%. HIEREZR 0%, HIBT KA g s
BiE e

- Activate (%) (U (%)) : 075 i [ A1 FH 2k i UL B GRS B T 1Y
TAERSBE AR ERE (RED). THREOES 80%, #EL 0% & 99%. A IERK
L 0%, HIFTKEAEER RED.

TONFIRLERAE RBEHBEN - BRFTR . 553 TAERBOMEEH 1P (k=R
RUERAE B H st

- Block Hold Time (sec) (EfSHREAREH (F)) ) : 7RSS LAEPEBLZ /T, AFF RED F#
R AR BHB AT I R o (R TERR, BSR4 00 Bbo HE O = 65,535
o FIERE R O, HIBT SO A SR8 =6 45 il I s 52 TR B

- Block Duration (sec) (SRR (F)) ) : HWioEER T TAFRE B RFriE e P
R FESEBUR AR PRI . T3 3,600 B, L O B 15999999 B. #
BLAEREE R O, R AR AR 6 0 B (RS 8 T4 B st 8 1P ot

STEP 8| JHiUH 2 B Ek i i i e B 6 B Al o

1. JEH! Multicast Route Setup Buffering (2 B{Hi% % R 5218) |, 7525 B B sl
DEEEISE (FIB) T H AR I 2 BHERS A rP O TEAE R, (B JORSAE 22 B0 TAERY Brh 47
AL IRTEER, By ISR TAER BE R RS8R 58— 2 Bt staa, e
— R AT 22 B IS o 1 2 ISR B TE I T A FUE R AR RS B
BREDT IO ELAY ERT R M A2 TR B A s — B 238, AR ERUT
% BRI RE Rl . R IE TR A S
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2. WURGEHCT SRR, ] L% Buffer Size (BRI A/DN) |, KT ETEE B AN B
KfE R B B %2 5,000 AL,

st o] DUAE TAERE BEAS AR RS LARD 20 B 36T 6% PR 2 P TR0 B 1) 22 B (005 25 Pl ol
FERFE RG], 5 R B P A R % ph A 10 R R PR Ay LI T S B
BEE ((EEHES H aR4HAE TR 1) Multicast (£ EHE%) > Advanced (GEFE)
E 4 7 E Multicast Route Age Out Time (sec) (52 BB % b i e ]
() )

STEP 9| fffF TAERSBGRE
¥e—T OK (HEE) -

STEP 10 | $R%& Layer 3 MM f KB/ (MSS) TR/ NRAE
1. 32HU Network (#9#) > Interfaces (/1) , FH#HL Ethernet (£ K#9#%) .« VLAN ¥
Loopback ([Fli%) , #AMZIEH Layer 3 M.
2. %L Advanced (iEF%) > OtherInfo (HAEHF) -
3. J%HL Adjust TCP MSS (% TCP MSS) |, SA& 2 AT —TH ok i SH i A {8 -
- IPv4 MSS Adjustment Size (IPv4 MSS Fi%K/N) (#2440 2 300 f7Té; 7K
%5 40 SiocH) o
- IPv6 MSS Adjustment Size (IPvé MSS FH%K/N)  (#E% 60 2 300 fiocél; THiK
& 60 Arotil) o
4. ¥—F OK (WEE) -
STEP 11| Commit ($25¢) fERYEEH.
¥—F Commit (%)
STEP 12 | %58 Jumbo HEZLAHREMR , FHTHUEINT S

1. J%H! Device (%) > Setup (FE) > Operations (FE{F) o
2. f#—F Reboot Device (FEFHEIHEE) -

®
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TAE RS Bl 5 A

TAERE BUGIRHIEFE 7 PA-5200 F1 PA-7000 RSB KO Ana] AL 7T KOs ARG AT 1 L g
(DP) BRI (App-ID~ Content-IDs URL fifii#. SSL f#25LLK IPSec) o 4338 HI#FE
P& 1 e A A B BRI A ) O AH RE TSR, DAREER BT s DA s R B TAERS B il , 3
B LAERE B R 5B A FH KT AR NAT ROBRHR

B3 i 0 DP S AR B IR R %

By K 7 558

ORI R P AR EH

PA-7000 &%

BT T AR MR (NPO) OB . 450 NPC A S HEDR F I

HEER (DP), f&0T LAERS K 42 4 28 NPCo

PA-5220 BJj K &

1

T) PA-5220 By SRS A —{F DP, R T A/E PR B i Al
HEAENER . HFRIBOE ATERE (ERALE) -

PA-5250 B Kt 2
PA-5260 i PA-5280 | 3

By Kt

PA-5450 By K i

P pr 2R 3 < (DPC) B9HH

ARG TR TAERE B A ey a B A AR SR LR e A ERR B A TR

H R B e

- TAERR B A

- SR T AR B R L S e wt Ok

TAERE B E A A

NERII T AR B A B R, LAt Bl S B B A B FH BRSNS IR A AR A SR o

TAERE B

FURFAETE E BT AT I 4 2V A el T 2

RS
(DP)o
IR URED I SE

hash 75 KRR AR 15 H At ALk B A AR B AR
Bt HRBUAAEZE IR T NAT Aok TR BARCR, F

® ik E B 15w

296



TAERE B Bk

TAERE B

OBSRIEAE P AChEEGE BRI, R NAT TARREB

HSE R o

ATTE(E RIS NAT FERCE R 1P Mok B 58 1P A jE 4
PSS Bl 2 Y BRI RS I R . RN RE (P
e, HIEENL source (rhbiSErH, & (1 FHBIAE 1P Al Bt
FEEERE % destination (7 hFi%EIH.

g AERE (PA- /000

HFE AR

K510P7 Kt b

(R A 7000 25115 JOE) e H TAVERE BrAalk4a TA/ERY
BYH B EEHHRER NPC L) DP. B T/EME B & #
THEVLIEE DP, (BAEEREEN T, AFRRH TA/ER B
A NPC _ERY DP

WP AR e, SR — R REFR R i R B
AR A RO

T SRy AR A R 8 NPC L, AT B b SR R A
DREE . A 22 NPC BB O (140 PA-7000 20G
I PA-7000 20GXM) , BEJEAIAT A W B IE NPC BT
KAE:, WipBIBEEE NPC JeR )2,

it

75 K 1ot BRI I DP JEAT A RS B R 3 o

PEBRELE (0A 5200

HTE AR

K50B7 Kt b

17 K st R BRI LAY, AR (8 v R 2 ]2
WCEORF g B &, LAEAERTA BOR-F i _E3E S/t
et pRFL I RE o

AR e S Sl T PR B A Y Bk A IR v 2 R ER
S rp A LR

FE R BOR B, P A AR B s Rk

TAER BEE

U I B B C B S R AR, B0 T S e o ) B

T ST 8 A ArT A TAERS Be LA LA DP BI-P#T. fn
TAERE BAF BRI A AH ], DP FTREN A REAR R 2 &
o Blhn, W JGEA = DP, DPO T 25% %
i, DPLAT 25% &im, DP2 T 50% &%, #HiL
VEBE BHBTRAHESE (T /DS ) DP. 54 BIiMe it
= BT

AIFE AR BORU A 228 NPC J RS ) B2 35 op 4 FH ik i
A, a0 fd i R s A AR R, sl H R R e
MIEREEH . AnSRET KOSt T — RPN A AR TVERE
B NPC, 80 AT LA e S H1 mloliy A $ s R R (451
0 PA-7000 20G F1 PA-7000 20GXM NPC FIRHE) -

B MEZ

(AT PAN-OS 8.0 B EEF AR PA-5200 RFIFI
A-/000 AT G BT KRR TR 2 ARIEAN B Y i

® ik E B 15w
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LA B e B Iy

TAERE B

\P AChE ARSI DP. SR ARZS 20 H 7 3 (s20) i f Al
P B R s (c2s) fimr (BT KA NAT)

I B EU 48 A A IR P R

AR E R IPSec By GTP #0E H s B itk A

BB LGEFE , AT A A AR A e e, T

G PR AR T A o USRI BERRECR AR 5 A 4 B FR YR AH

FIR) DP, KRIETREFT DP Z RGN, IR T %kE
kN T HER o

S o AR BRI AN i s ke
A T AR (e B0 LKA T R o R RS (OP) 19

TARRE BT Bk

TAE

R TAERE BRI

Il

fi[f] show session distribution policy SR i ] T

AR B B I H o

AR E A TUE NPC (AR 2. 10. 11 F1 12) Tl
HUH T ingress-slot #UfiJEHIHT PA-7080 b5 A i :

> show session distribution policy

WA REEUHBOR . ingress-slot

WO AREs . (2, 10, 11, 12]UHEa R r LR+
[2, 10, 11, 12]

AR i AR B B ik
(LR

ffiff] set session distribution-policy <policy> A% 4#

8 FH P AR RE BERUAIBUR .
W, 27 ESEE session- load JERI, RIS AR #7164

> set session distribution-policy session-load

WL T (R B
Ek

ffif] show session distribution statistics @&l Kk
s b BRI R EREE (DP) DAMEHEM T DP _ER TAER B .

THE PA-7080 By Kot i H

® i B B
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LA B e B Iy

T

%
> show session distribution statistics DP Act
ive Dispatched Dispatched/sec ----------------

-------------------------- s1dp® 78698 7829
818 1473 sldpl 78775 7831384 1535 s3dp®

7796 736639 1488 s3dpl 7707 737
026 1442

DP Active column H5IH 1 42 i) NPC b &E— &R

[T T (3 o T - e 11 2 ooz N = o o 11 - DO
W, s1dpO FRHEfl 1 H NPC _ERERSFTE O, s1dpl Faidfl 1
NPC bR 1.

Dispatched W /R H 97 KO b OB 12 B BE PG A
B B

Dispatched/sec #5173 IRiEZR . A% Dispatched i+
PSS, SR AP GRS B AR TR B, & T LA T
show session info CLI| fy& skt i H b TR BHEEL.

PA-5200 Z 577 Kl i H AL, Ho& DP #ia il T
AR T H A NPC il (s1).

® 4k B0 B
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TAERE B Bk

: o \ gzl 2 b L
B3 187 TCP o EIAc 18 TAEFE L
ST AT I AR R R A TP v ifilsc 2 2552, DAR kg sy A (o R HE = 7 55428 1 TCP A
BB, M TARMREE AN TR T —H etk W, i, S8y i TCP f#sc iz gy TAE
B
STEP 1| #oEWREERueErs, AP IEEH = 7 5o 42 LASMTE B g7 TAERE BeRY TCP TAERSEL .
1. #H Network (#9#%) > Network Profiles (#4i&w#%EF) > Zone Protection (l&IE{f
W), AME ADd CHTHY) OFrEERE (BUERBEUAROER) o
2. WnREEE S HRCERE, FHIN A GCER T Name (&%) |, SR A% Description (it
W) o
3. i%Hl Packet Based Attack Protection (JEAEfALAIE(E#) > TCP Drop (TCP %
) | SRBIEHL Split Handshake (7:#158#8) o

4 T OK (FEE) -

STEP 2| M EfERE 2 MT e,

1. EEHU Network (##%) > Zones (l¥h) , SAREEHEEURIE IR E ST RS R

2. fE Zone (I&IK) #iwH, 7% Zone Protection Profile ([misiff ik Ehe) THHH, 1%L
A L — s E M EUERE
i WA LAFE— T Zone Protection Profile ([WIR#ERERS) | (EUMLBHIAE S FrikE
R, AEDUIE DL ERT LAAH I M A S0 T o

3. #%—F OK (HEE) -

A (EH]) BEEER 13 UEERE R 2 HAb .

STEP3| Commit (##5%) #SHIEEH .
#%— 1 OK (ffE) B Commit ($258) -
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4% paloalts

TECHDOCS
GHELAESY; e

P75 K o AR A% L 5 RV R el SO T U R e 2

- R H A (GRE) (RFC 2784)

- JEn%E IPSec Fivi [IPSec B NULL INEE A (REC 24710) BRI AH IPSec B NULL fn%
T

- RAEOERERG (GPRS) (& B RHEEE I E (C1P-U)

- AR T HE R R (VXLAN) (REC 7348)

A TE P A A A 0 P A ST T, AN T A A I i i iy VPN B LSVPN GliE

SR o FH 28 58 P9 A A DA S SEl JE R p SR AT e E . DoS fi#E. Qos JRA, LA
R AE 5 — Al SO A EAR A R _sRE AT (B, 7E GRE WE N Null T IPSec 1HiE) -
0T LME ACC PR B TE A H 56 M 15 B DU SR i i A A S A 2 e e A B R o

P A RS RIBT OREIS8E GRE FEMNEE IPSec F1 VXLAN B EBE N EHE. (i cTp 2@
PTG B GTP-U 1l N A — A B S48 GTP Fl SCTP L ERIBT JORALEE PAN-OS it
A, THZ B R
RTERE, 2 MBS T EE D, DR S el GRE #iE. VXLAN BIEF GTP-U #iE
HI RIS i o I TE IR AL T AR I IR, DAY/ DB T A A B I T O R, 0 AR B
AR N R G RO . ER AT DA 5 P . AT B AR

- JETE N AR A A A

B A
18
- WAL e T

AR R TR
B
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HE N AR

1@@ m%zﬁ/\éﬁ%% l )é(

WA E e AR E & L mE, & MWA%Twﬁﬁ%LﬁﬁuﬁmLng BT G AE
CRE~ JEMNE IPSecs GTP-U B VXLAN 18 ATESAS ) HITIS AORS R Rgras i 1 P 25

- T IEE N AR PR LM GREY VXLAN BAEMNSZS 1PSec il B B KOs i385
jé$m$ B 7 aca e QoS I & T R JRIA, T REA ST I E Y TR i

- IRBARAEE F AT LR GTP-U iBiE I BT B R SRR B ] REA A N
AR IEE S E, A0 ERCERAk H N & 1 8 &k

By IO STABAE O R BB A T B AT AE A TE VLAN AT VPN A LSVPN s e s
HENA, (%A%wﬁm%X%L@Tbuﬁ@mﬂﬁk%MunmswwLﬁw,l%m
VPN B LSVPN B iE A1 . ﬁﬁﬁﬁ %A%mvmu§§WN%%%,%K%ﬂuﬁﬁﬁﬁm
R SR WA AT FE i T 1 U S AT e

Layer 3~ Layer 2+ Virtual Wires %ﬁ?ﬁﬁ%*iﬁi'}ﬁ_iﬁwgﬁﬁﬁo TH T PN AR FH A S F [ A
B AR5 2 R AR

Single Tunnel

Outer Tunnel
(Session ID: 41633)

[ Data Packet Data Packet Session Header ]

Original Session
(Session 1D: 43276)

Tunnel-in-Tunnel

Outer Tunnel Inner Tunnel

: . Data Packet Data Packet i
(Session ID: 10821) (Session ID: 29543) [ Session Header ]

Original Session
(Session ID: 49107)

Security policy check before each tunnel is inspected

\

T P 8 PR AR T B KOS RS T AT A8 A 8 P AR . B RROE T AR SR IR R

pLe e Eagai R

- By KOS R I LIRS 2 AR SRR T il E SR (EARE)
(IPv4 FT IPv6 BB FH I E A2 1B TE N S 18 FE s E. )

- R R SRR A IR ORGSR AR I e AR Az hE . BRIEE . H b
AT E k2R He 0 B e A A R R R o E e AR IR RE T B OGRS R i
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THIE N A

BRI E . Faf R RO S Al (BRI Y HEIE) R AT RS AR RO

0760 Bk AR 2 EE I R E R, DARRAT SRS AR R AU E L

- WREME T E e E A LR, BT ORI A AN A, BN
GafEERA] (L) LUK ER HAba g . GO RS TARR BORHIDERIS A T 3%

) o

- BT SO R A, B KGRI E AT R L, DA SR TARAREE, MR A E A Y 5
TR IR, e AR AT 1 5 A A e R R RS B ot A e P A Y
WEA R, AR R .

- ISR SR A AR AR BT JORERE % N AR IR T e eV IR, SRR M

Frim TE S IR o JEC7E PRSI fS A0 T 20 Tt A ) R B A A/t 1 v ot 2
B E A -

- WERHH AU SR R AR AR, B AR IR R A i e H SR AR OTA FrsUE 2
B i E A A AL, AT IEED 1

TRTHRE, BHEAEIEIE Y A A BB AR R A e VE e, R G IR i i s Y 22 4 e U
o (B, 00T DA — (B0 [, 8 M R0 Tt 2y P 70 P 2 B T 2 e S R AU A [
A2 R RS A o o R A 0 o o 5 A () A e A R, R ZEH e oy T E A S 0 s
MR, WA RERE, PO s —gE 4.

75 KA SCA T EE 37 LR TR BT O 2 308 T Fo A e T B U] 7 Aot 25 S B S il AR i
BARFFRE . B, 50 1PSec B RRPT IO, RIA O S B b 2 Sl GE A A A T E A
A JFRFR AT B3 K O A b e P Al i, DR e e A AR o

S PR AEE T 1 S A A P T P T A Bl 5 2 A B e B AR gt < PRI Al A, (HLAR R
ey T AR e 28 e L B AR e < I Y TR TR TOE B W s, B M ERr & B E e
T ) 2 e AT AL o

P FR A E A B BT SRR IE A B BRI RERE R BT IR R SR A ok TARPR B AR o
NERAZBGE SRS TR LA AMEIEE TARRE B PO TAERR B AR AR A TR R BEE

) S I 2
R FINERIEE TAEPEE: | PslamiE TAERR B | Rt is TAER B
App-Override (JERFEAE v - v
)
fif
DoS i v v v
NAT v - -
ETR AR E0E (PBF) A1 v — _
e [m]
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T T P AP T

FhEREE AERE B | POEBEE LAERE B | PORBIR LG TAERE B

QoS v

zath () v v v
1D v v v
il PR v v v

VXLAN B H A BRI EASE o By SRS T LARE B P AHAS R CAERS B4 8 b i — 42k 5 VX LAN

JEE A AN A T AR PR B

- VXLAN UDP TAERSB——7 et ([Wisk. 295 1P HAYHL 1Py @RS 2RI R
A H By R ) 7T LA ST VXLAN UDP LAERSEL .

-WMIW%&f~m@§@ﬁ[>WMANﬁ%%w%,vw)ﬁﬁﬁﬁﬁ\%ﬁw\E%ﬁ
‘ﬁ%%ﬁpﬁ[wmmmﬂﬁﬁﬁﬁﬂuijvmIW%&

PRET DAFE ACC Bl U & (1 i 15 B kil H sE b 1 iE Ealle A TERMEMR , ITEER
PEREAR ) DU AE IS R AR T sl Y I i R A R

ACC THIETHBI7E 2 (it R 4R 4t 78Rk, S7hE (D . BiE SR DL ETE E AR
i, bytes (f7JC##) . sessions ((LAEPEEIEL) . threats (JH&i&%) . content (PN%Y)

F1 URLs B2 H A i 2R i . S IE (& B A 1P FE5E H e 1P
&, bytes (i CAHEL) F sessions (TAEFSBIHD) AIRORIZKE B AT EE i 2R, threats (Jill&
B BRI B, URLs BRI B URL 25 contents (%) MRk HNE R
BRlE (B HESN ) .

WRAEAES T _ERUH NetFlow, NetFlow AHEBIBOMNBEIE R SRR, LAIREERH (FHEIMD
PR R AL TR ) o

ST R B 5% B i A S AR AR [ S e, WE 2B i A

NIRRT KA ZEERTIE AT, A FER T 2 A R A 2 e AR E R A
Jo T BB E AR e . A A RS A MG C; HAbimE R G A
UG Do FO T BRKAE AR E BSAS Y B Kt _EERE T — 8P Kl uhe A NS C Z [HisE
LRI KO AT AR e A MG S D Z FIEE LT KO A E R A A%
TE A A R R

'.Ell[
\
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?>_
[t

Site B

Site C

Site A

Central IT

1. Security Policy — Allow Site A to Site C, App-ID GRE

2. Tunnel Inspection Policy

Site E

2. No Tunnel Inspection Policy

Site D

1. Security Policy — Allow Site A to Site D, App-ID GRE.
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GIERAESY ey

R EEE A e
BUTHETAE, 2R IE A o B 288 A T h S e A 1 AR
STEP 1| s~z th AR, AR R E AR (0 CRE EMRE) AR EEimE (AR
[ 3 AR ) o
sy e AR A

@ By e rAE CAERS BEBE G TAERS BEAS A Rp i (7] R i (18] Bl ] S e S i i A A H
ibo ALt FAIBHITEE Actions (BIE) W, 757 B WRERHIHCR A8 E TAERE B
(1 GRE TAEPEBE) #HU Log at Session Start ( TAEMSEXBHIARERCEE) ©
STEP 2| #~r@iEsar R A
1. 25 Policies (J5H]) > Tunnel Inspection (GlEM) , #k% Add Gl JRAER
A,
2. 1F General (—#%) HE L, i dEiEmE A Name (£88) |, DA CEAEA,
HAGEE ZE 7 Te. IREAE. EFSE. BNt FoTi ARG .
3. () #iA Description () o
A (EEN) N AN FIECER, HRAE Tag (BEER) |, AKERBTRATG i iE i i IR I Y
£,
STEP 3| $i5 2 F i il a2 10 e w2 Jir FI B3 FH 2 BB A e R
1. %I Source (ZKIF) HE.
2. fREIIEIEE Add (FTHY) Source Zone (AURIEIS) (FHEEZy Any (fET) ) o

3. (%) Add (i) Source Address (FEJRAZNE) o FRETLUEA IPv4 BE IPvé fzdiks fr
hEFEAH b ER R E I (Any (FEAT) )

4. () JEHU Negate (54E) , PIBEFRARA BRAGHs & Ak SMA AL o
5. (1) Add (Hr¥E) Source User (ZRIRMHAHZ) (T4 any ({EfT) ) - Known-

user (CAIEAE) & CHGRBREINI A ; Unknown (RAT) {2 R SRR -

STEP 4| 55 H AR xRS H 2 306 5 iR #ER
1. %I Destination (HIWHh) EH#.
2. FEEIIEHE Add (i) Destination Zone (H A HBIEEL)  (FEH#Z Any (fE{T) )
8. (1) Add (i) Destination Address (HRHifzil) o ZATLAIA IPv4 8 IPv6 {7
Bk AuEHEAR O PR R AT (BRECS Any (FEAT) ) o
R vl AROE Fr bk sl Ar iR A
A0 () J#HU Negate (15:E) , AIEERAEATEREE EALUESM AL L
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T T P AP T

STEP 5| 53 A sttsff 25 e AR AU 2 B 20 A U o

1.

HH Inspection (F5i7%) Eﬁéﬁ

2. Add (Br¥g) —aki ZAEEERT Ok Y EE Protocols (GEFE)

STEP 6| #&

- GRE—[5 K% &t i vh 8 Fl Generic Route Encapsulation (GRE) HIFF .
: GTP U—B7 O g i o R A B A SRR TR IR TS (GPRS) i A Rl i il

E (GTP-U) My,

- Non-encrypted IPSec (IENN% IPSec) — B Al & i imiE (i AR N2 1PSec (Null

Hnag 1PSec B EfIfE AH IPSec) PIEEL.

* VXLAN — 517 i (8 A 408 T {6l P R RE T S ot R ABAR % (VX LAIN) 208 Al s Y

o

TEWIT et B B TR A L R 75 Ol 25 B B RO Ao

1. #H{ Inspect Options (F&rilH) .

2.

LT KOFS #6211 Maximum Tunnel Inspection Levels (GEjE A @48 FIR) -
- OneLevel (—#%) (TEEL) —By oS {Ehm sMREE TN 2o

EA VXLAN BT JOfS e VXLAN 7k, DUIEHEE P S A s R |
S UXLAN e A fEAMERETE | BA7HI%E One Level (—ffJE4#%)

- WIS CGEE A REE) —B5 IOk /MR IEE A P9 R A A

3. EBURFUTATEIA. Fra@ecngE, ieepy JOMEa EBmRIE T ZaeEt:

- AAGE T EE R R BRI ZE S R E P S B B R A B R I

% E [ Maximum Tunnel Inspection Levels GEIE A G EIR) |, By Jofsi =5
ZEM

+ AR T R A S AR A, N E s — R E A A 0 T AU

s P ) B SR B SR 1 RFC ANARAY, By O Bz . AR ] e
KRBT EEREAL . MO IEHE (T KSR RFC 2890 b GRE 225H.

WERPT SO FBAT REC 2890 ZHTH] GRE iRA %% GRE $2ftimiE, HIA
1A Drop packet if tunnel protocol fails strict header check (Un- R iHiE 5
Al e ek s A A EE, HI S geEra) 18IH

- REENAARRIE R E, AZE s —AURE LS T BT Kl S R B T

PR E, B K 25 SR

B, N SRASREOMSRIE | B KOS 2 e e A A R R R AE A 1 i 1PSec #14
R &l oG el BUE Lo . I, AT PAARFETF IPSec B, (HPT SO /o 7R
fnEs 1PSec fl AH IPSec E£3.

- Return scanned VXLAN tunnel to source (i##iiA VXLAN HiE R [0 3 ) —5

T ETE A BT O, VXLAN R ﬁ%ﬁﬁﬁ“ﬁim%%¢mﬁ%
o HH Return scanned VXLAN tunnel to source (##ii VXLAN 838 1 [7] 2 3¢
P LI E SR AT EN IR 8] 2 5A VXLAN B E R (VTEP). HGETHEES =, 5
=JETrEs S =N, LU VAN B

4. #%—F OK (HERE) -
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6. %A/ —E A s E AR R
B — RV R e e E A A e, FECERT GRS _EREE =R

P ——HEE A Loyer 3 ZAMIRYTJHATIS:, RIS RAED) AR % 4 9005 1 24
BRI )R . AR E R RORSCHIRLAL AR A B AR T, I
ST AR R A T

- BB R ABUE R —soe R TS G R P E R AR R R B gl . AR EE A
AERRE SRR R — (8 B R A = AR CRUER . SUERE E R L 2RI H Y Layer 3 88
A Layer 1 EWINGEGE. WRGE 77 (R a8 m)) SRR A AR ST SO
AT LA oy BEC42 17 K st B 2 4 i 2 PR ARAOGEREAR L o BT 2 (S FH A Layer 3 22, &AL
TEETFIREAY 58— R AR — (4 B A B e 1) TARBE Bt (R-F) ok

- At e A RE S A R — SR RIS R S e 2 2 2 Gl b H S 2 A8 R 1 (Layer 3) G
AT BT A R o SRR S 2B 0 31 2 G i et A AR H 3 (]
B EHREARH o TR IR TR E P B B e e G O U R LSRR TLS i
e ARREE TLS WAL AR TLS IR EGR R R G . S0 AT LATE AR SRR R AR g —
fAE AR BOER, DARE R MRt i 2 ai (LUPr T A soe itz -

ik U s A T S A ] 0 A e A0 s 0 AR 5 B SRR

2y IS AR IR e B s B B AR AU U I T, B B AR AU B AE B SOt App-1D R
B A RERA R AR IEAREURAE App- 1D BRBUT, RS KOs S ittt 4 a8, 0K 4 s A
FeRFRLRI A BUE AL B it B A B WERIEREUAR App-1D BRIV, IR JOfd LAAR %
O AR 2 RIAR R N L B e B AP SR R P i S Y 7 UM s 214 4

B AR TLS AEE TLS vk, B JORHRE RS — (8 TAEPEBLAT App-1D PREUP 248 ERTRR S, [t
75 ot A e AR R T R R R R S i 1 7 O PR Ao

B TLS Fiht, EEARCR S8 TR B, i e B RE AR RIE TAERE B IEAE Y
fips, A sl BLAEMREC. IR E AR A AT RN B 2464 App-1D BRECH, R
BRI RA M A R L el Fi) 2 2 e R e at R _EBOE R0 0 b 195
Ho WP IR MR IR , B e 7 BRI AR A L2 AE App- 1D BREL A SR F] —
JEE ARy 58 AR AR A TAEREBL, i e E RSB AR App-1D BREUR, #HHE
CUAEIRE I B Ty, ELI RS 5 H PR e ok 3 2 4

»
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R LR ELRLR

HEM i 38 A e B B AR 5
R B 250 BB 60 (R OB
L. HETLL T 5o B TR A

1 BN PSRN,
2. (EAMPEE GRS - #E Assets (&) > Devices ()

3. PE| EAE AU AR R U TR SR U S, IR Actions (B11F) (8%
SRR o

4. 1t Activate Licenses (FEEIRME) TJ7, EEHL Activate Feature License (FEEIDIRESRE)
5. j%H Network Packet Broker (#digEMIREIFER) RBITHE.
6. i1 Agree and Submit ([FEIE %)

- FEBIT K fie B

1. I Device (3£%) > Licenses (#%#)

2. ##—T Retrieve license keys from the license server ({&IZHEMIIREHEBUZHES ) -

3. iR Device ($5E) > Licenses (1) EIAIMURNA MG B A IIRE B REBIAE B AERT JOf% b
JE IR B

4. THRE K (Device (BE%) > Setup (F4iE) > Operations (F4F) ) o FEBF A E
HrREh 2 AT, ARG E AR A R TREE

T DA i B AR A AR Panorama HEIR 2528 BRIT JORG . TR ZHE T
RSN 17 et 74 R 452 PR A 8L B 5 T

- ZyE R AL RE U App-1D PRI

1. App-ID FweA o M AIBUER CLI At HRU -

admin@PA-3260# set deviceconfig setting application cache yes

2. OB JEERT App-1D PRI E A

admin@PA-3260# set deviceconfig setting application use-cache-
for-identification yes

AEWE, MR Application cache (BRI &% yes (&) , HUse cache
for appid GHEREUHR appid) #EX yes (&) :

admin@PA-3260> show running application setting Application
setting:Application cache : yes Supernode : yes Heuristics : yes
Cache Threshold :1 Bypass when exceeds queue limit: no Traceroute
appid : yes Traceroute TTL threshold :30 Use cache for appid : yes
Use simple appsigs for ident : yes Use AppID cache on SSL/SNI : no

®

Al E B B AR 321


https://support.paloaltonetworks.com

4R L A ER S

Unknown capture : on Max. unknown sessions :5000 Current unknown
sessions :33 Application capture : off

Current APPID Signature Memory Usage :16768 KB (Actual 16461 KB)
TCP 1 C2S : regex 11898 states TCP 1 S2C : regex 4549 states UDP 1
C2S : regex 4263 states UDP 1 S2C : regex 1605 states

4. e B B — (Pl A 22 S AT
5. W AR RRIRHE, R R Layer | BUING BEROXE I MG Loyer 3 RS, (ETITHE
FEASAEDT I R MRV % 46 % T
SRR G T T ATRR (IR Layer 3 %A HI28 . IR B o EL A
S 2 IR T FBE B+ (T ARG, SR ORI e 1 T R 22 2.
WA Layer | BUINGHSE, A5 28 2500 — MU DT AT, 2 Laver 1
SRR
R A
6. LR IVEEI TS ST 4 R B 1
B Layer 1BUINGEGE, GTRERERE Layer | ZARHR— B D A TS
AT AR TRBIERY 10K 710 22 4 B M
AR I Layer 3 88, — R AU/ TS AT AR ko B L RS 1
SRS Loyer 3 2228 AT T ATt
SRS HI) Layer 5 88, AT LA 22 RSP A A0 TS0 T/ 0 SRS 0 TR ¢
SRR

0
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=YLz R

O 105 WG 13 4 4 i

Layer 1 BN L 2GR — RV ERERN SRR E MR I 2 2, 48— BT IO g%
Fihit, SRMRFRER S — By ORI R, I i f

FEBUE S GG L 2 /T, FEERBULER MR i i e QR R ORETT e B2

g B A B B AR IE A
L 2 IR B U AR L,

DT Gt B2 ST B e e A B 2 e

st Layer 1 B WIRGEE G 2gE . By O b BVEREE BG4 gl AT G R S AT Y Layer 3 22K
AT o A AR CRACHIEA AL 50 ) 23 [H] SR A B T TR R W4 B2

Layer 1 &M @ RO M 2 ) — (R e, Ry e MARE .

STEP 1| RUHMIME Layer 3 KA T 25 e itk A0 QR RE A A T o

. HEHL Network (#41%)

> Interfaces (FLH])

> Ethernet (2 K4H8%) -

o SRR {8 FH ) 2 A o T A 2 A 0 A QR s A T A — {1

1
2
3. ¥ Interface Type (/" HIZHM) 7% Layer3.
4 I [ A URS 1Y [ 35K

. 1E Config (i%iE) F5IHE4 L,

REMAIRAE TR — [ I P R P 18] 2 A A1 T o

5. EHEMILAE, 1 Config (iad) ZR5I1MRAK L, A ECHE 7 — (855 fi et ph A A TR YR AT o
A5k PSR P O R 1 i v e e i e A AR 5 T B L A e R A 0

6. #Hl Advanced ()
S1H

, SR1%1%H Network Packet Broker (#8igEffufCHAE) LURUH

Ethernet Interface

7. 15— T OK (FfESE) fafif7/riAiig.

Cancel

8. fE53 A FH Y LKA /i1 b BRI P LASOE 73— (B A s e AR RE SO A1 1

)S® Al A T BT
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STEP 2| #o@ SR 2R R LA G A i X 2 Layer 1 B G 20E
1. j#H Objects (#1ff) > Packet Broker Profile (H[fufCHIfEEERE) |, /% Add (i
BB BT R S A SR
2. B ERGTRIE Name (44%%) F1 Description (SEH) |, DASEASAT DABSEZ 5k i1 s
3. 1£ General (— /%) K5I L

- 1%H Transparent Bridge (Layer 1) (iZW]#&#% (Layer 1)) 1E%% Security Chain Type (%4>
G .

- IR R Ay IPv6 e, #h Enable IPv6 (U IPv6) o
- %I Flow Direction (JiiftJ51f])

MBS BEUE T R R R . T A RRE KB
[Alo

B — BT IO AT c2s R s2c TAERS B 214208 | N0 A 75— Py O A1
FRAE L A S [ () i3 R CAERE B, HIEEEX Unidirectional (¥i[A]) o
L HATE 14 25 Wi 3] & L8 IOk B a8 soc i, FIREHATE 2 #F s2c
THHOX B 22 A BN AR B 28R c2s T, HIEI Bidirectional (#:7]) .

- AEATE A RIS 2 RS e A s A B SO A T Y . R RO PR AL A T A RE AR
P AAHER (B R AT E IR o ERCEWME A E N1 1 LA
N WBAE A TR AT 2 B, RE TR

Packet Broker Profile @

4. Security Chains (Z48#) ZR5[1EE AR ERER
5. 7£ Health Monitor ({&HélEin Bs) Ko HEE L
- SRR SA AR AT ) — e Bl 2o R R I B s R DG A ] A A A A B B

AN 20T LUEL Path Monitoring (%1€ Ei1%) « HTTP Monitoring (HTTP £t
) F1 HTTP Monitoring Latency (HTTP EX#5 7)) il —(f. WifiE ek 230,
Path Monitoring (E1SE#E) — ] ping e B4 .
HTTP Monitoring (HTTP E&#4%) — o2 B ) B A o] e ] o
HTTP Monitoring Latency (HTTP Bi#5HEiE) — s i rl EfRes . & st
HRIERY & HEHUH HTTP Monitoring (HTTP Bif%) o

- RUH R R 22 R R A £ R L B4 & RUH On Health Check Failure (3 {8 U &
SCRIRE) GSRTH, RZEETEAE O B e g RS OB, BT GRS T e] R e S
IRIE A5G Bypass Security Chain (#5218 4:44%) F1 Block Session (#1485 TA/EMEEL) o

i3
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Bypass Security Chain (&0 %24H) — B SO gt 21 B AU & 4L 288
RT3 E M R 2 BUERE AR EE H 23R .
Block Session (E[#H TAEPEE) — By JOfsET 85 TAEPE B -
SIS 7 2CIRS I A e S T R, A RN R

- SR AA ISR I S (I (R U AT ISR I | R A AT {1 A SR T R R A
(OR Condition (OR &) ) e, By KofbHa Bt iR et A e B (fE R ik 2k
HOE) R BT A I E B R AT RO R R %4 (AND Condition (AND 14
) ) B, AMHE S DU A A A B, SR SR A 4 — (e A i T L
Horp— SRR R M AF, AR L OR Condition (OR &44) , HIBT KR
Tyt AR N WA TELE On Health Check Failure ({8 BEff s 22 i)
T EMEE. WIRESEEC T AND Condition (AND 645) |, [ KOS AT Sl 2 i 40 2 fa e
(), R 2 A {1 i B R AR5 AR I o

Packet Broker Profile @

6. 1% — T OK (FfEE) AAhfraERm
STEP 3| muEB MR FAILIUERZMILE] Layer 1 BYIGE L 2 RHT .

1. 2 Policies (J5Hl]) > Network Packet Broker (#4i%EfAufCHEFER) |, 4% Add CGHr
1) B HFR R B A R LA .

2. 7f General (—M) R5I1EHE L, &) AFEHAIEME Name (£%%) FI Description (i) |
DIME AR AR R 5 0 i . 8% Audit Comment (FERZEEMR) |, W TTREES (fn SRl
) o

3. 1£ Source (ZKIF) ZBIMEEE b e e A SRR HIE 6 24 20 A B 37 B O AR YR It I Ao
b AR

4. 1f Destination (HH) K5 L, A G LR RIEE ) 22 28 r i Lt i B bl
B 1P i RISEE

5. 1t Application/Service/Traffic (JEMRE/MRGiiie) =5 b, AlEE A BRI NS )
AR R SRR o Bl R A B ) A ot e R I s o P AR X (B e
FTEARER) |, AHIEEMGEH Service (JIRFS) #E %y Application Default (JEF
FEFRAE) , DAfE S SR R 207 30 5 ) A A o6 i B B A e
EHA Traffic Type (JinfifY) | SIS A S RIE00E 21 20 2 88 ) BT A 3 5i 288 . Forward
TLS(Decrypted) Traffic (% TLS (M%) ¥ht) STHE#EE. &0 LUE Forward
TLS(Decrypted) Traffic (#i% TLS (f#%%) ¥ikt) « Forward TLS(Non-Decrypted) (%
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TLS (JFfi#2%) ) Fi1 Forward Non-TLS Traffic (Hi%dE TLS fiiit) W T4 & DAEGE 3404

Network Packet Broker Policy Rule @

n | Application / Service / Traffic

For
For
For
Any applic
O | appuications 0 service
@A ® ndd

6. 1t Path Selection (IS78i%#E) ZXK5[HH4R F JREUEAE LI O s i B AR RE
R, BT ROE R, A ) A ] sk e R FU 2 ] AR e (e 21 2 4

STEP 4| EHIER | BDEE 5, # B L Layer | BUREEL 28,

BHAG— Layer 1 1B WIRGIEZ 5

o FVEAR A AR PR 6 A0 T 14 P (1 £ R AR B TR AL BB T A e i I8 A 4
YA 1) KB A TR BE AT oAt P 2wl AT A At o

o BRI A R A AR AR SR A T B AR AR R — W Layer 1 B BING L 2.

Rnr Ll s A i G A QBRI AR R A B P e, 5 LRI AR WG 1 e el 2 THTAH
BrE s FRU . Al A AR, 5 PR E R MR e R M i R R 2 i

Layer 1 EWING 124 200 LA 2 7 a88, R EMREh. (EHE
B AR ABUER /) Health Monitor (fEFEFETLELTE) RIIERER, SUEH GG
Bz GBI ] IR B A

S® A B B AR
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A s o AL AR 5

OEMS I Layer 3 2044
BRI Loyer 3 504 BRI B Bl — RO Ve RHG AR RIS 20 ST G A | O
FEBCE 1 5
(R 85 e A B BT, BRGS0 B A B T, AR B %
S T O (. B AR5 A L JE 02 ] 2, A 0 P B

SEFERTT IS B e B AR RS Y Layer 3 2 SHHAN TR B S H Y Layer 3 S KM, BT
PIEZREN—{ Layer 3 L9k, s FHPT KOs B 22 48 FTI0 o B P I Fl g S s el
B TVER B (AP Bz iz o4 [ Layer 3 L4gi.

R G (B A A AL Hh (1) Layer 3 202 WK IPV6 it BHREIX IPv6 i,
r (o I WIKG 4% (Layer 1) %48,
STEP 1| HUHWiflE Layer 3 KRS 12y it A0 AR XU A T
1. i Network (##%) > Interfaces (#ilfi) > Ethernet (£ K#HE%) -
2. SR IRl A FH ) L AR 555 TR AV 2 o 1 4 g 0 A QTR ok A i+ ) — o
3. # Interface Type (JrHIFEAY) % Layer3.
4. 1t Config (RWOE) FR5 AL b, (82 r) HAB YRS 1T Y 5 35K

AT TR] — [ Il P R T 1] 2 A T o

5. BAEMOE I, 15 Config (iE) oA b, (0 EE sy — (S e A 2 5 IR T
{5 FH S FH 1 AR IS E 4 P A O A B G A B AR G TR A o B 3 e PR 2 i o

6. =5 Advanced (GERE) |, SA1%i%H Network Packet Broker (4t CHIFE) LU
A1

Ethernet Interface Q@

7. #%—F OK (HfE%E) ffif7/rIHAHRE.
8. 15— HAAE Y £ KM 1T _E B MRE Fe LA g o — (AR i B A QAR U A1 I o
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STEP 2| #oEHPEHRE AR E R LAY ) Q] s 37 et B35 21 B HH 1Y Layer 3 2244,
1. j#H Objects (#1ff) > Packet Broker Profile (H[fufCHIfEEERE) |, /% Add (i
W) FrECERS SIS B A BUER .
2. B ERGTRIE Name (44%%) F1 Description (SEH) |, DASEASAT DABSEZ 5k i1 s
3. 1t General (—f) Z5IHEE L
- j#H Routed (Layer 3) (C.#H (Layer 3)) {E% Security Chain Type (%4 §isiAl) .
- J#Hl Flow Direction (Ji&:/7H]) o
IEHIR AR YLE T M B R . (T — R RE KRB
] o
BE BT SO T c2s A s2c TARRS Brmimngt 24208 A0 H 5 —[EP7 SO
PR e g R ] 1 iE Wi TAERS B, HIIZE Unidirectional (FifA])
BUE A 1A% 20 IHEHE 2] &2 288 IOk B 2288 s2c 3, FIREH A 2 4% s2c
VRHHOX B 22 T RN AR B 28R c2s i, HIF2E Bidirectional (#:17]) .
< AEATH A FAATE 2 R E A R A AR S A T . AR IR P A TET A RE A
A E QB (BRAEE 1) o EREEME AT 1 DU E A T2/ 2
RF, FHIEREIRA .

Packet Broker Profile @

TAEREBLEM (BT SR TAERE B, BT MO A S e TAER B
MEF PR . BT ORSER TAERE B2 %S Tup)  (FEMH. {@
FRE) WA
4. 1f Security Chains (Z:428H) Z51HE485 F, Add CGErlY) ZEELRAEEES H Layver 3 264
G A — R e — B 1P fhk. BWEZ /DIEE ML, SR IO R
Rl HIS LT RER
WSRAR E 2 Y Layer 3 248, RIE T EAENT IO TN 2 28 2 A B E e 1Y %% P
s SRR B E E I T IERER B o A1, FEAE Session Distribution Method ( T{E
B BB 7 =) DABCP i e g TR I o
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Packet Broker Profile @

nnnnnnnnnnn

_ ::\‘::‘ mmmmm I
5. 7f Health Monitor (fEHEES) K511 L.

- BB T ) — R B A A (AT 0 B | DU AASRT LU 1A 2 4 Y B i o R
AT

AT LASEEL Path Monitoring (B&75E4%) « HTTP Monitoring (HTTP E+%) #l HTTP
Monitoring Latency (HTTP BEi#s2EiE) HHag—qE. Pk 458,

Path Monitoring (B&1CELHE) — (i ping frfr s B A
HTTP Monitoring (HTTP Ei#%) — Firaeshs & ] B LA [a] R R

HTTP Monitoring Latency (HTTP Eif#3EiR) — fidde B R P AR . 1 s I
SR, @ E BT HTTP Monitoring (HTTP Bif%) .

- JOR — e Bl 22 R AR AR (e T B S € U On Health Check Failure ({8 8% Pl s
SRy ) RTE, BOEIEAEE B e G S OO, B JORS ] R e e R

WRAE—FHEE I Layer 3 #ESEMEARBEREN I ER0E T 2 agl, QiE—[fas
G A MUY S A S AL R A R R e g, QIR T R IR HE A SR R A
A 2e 4 g [ OSBRI On Health Check Failure (7 fa BEIB DM e 2 B ) R
KB . #IEf14E Bypass Security Chain (4%2ifh4¢4>44) F Block Session (144 T/F[E
B -

Bypass Security Chain (#Ei 4 44E) — By ORI S 21 H 5 iR & 42 281
A E I & 2 AR E H 2 i .
Block Session (EM#H{TAEREE) — By JOREN S TAERREL
PSR 7 RS, i e A S TR R, A SN R R

- NSRS HL 2 (A (I A ISR, ISR A B A ] — {18 B I T R B A U AR
(OR Condition (OR &) ) R, 7 kofEtHa BelGiiha a2l (R Il & 2k
FOAE) TR T A% B IR AT RO R R S (AND Condition (AND f%
) ) W, AAHE S DU AR A e B, SR SRR A — (e e VA R I L
Horp— S TR SR B MU A, IR AEEi%H OR Condition (OR 544 , RIIFT K fi
Lyl AR S AT ETE On Health Check Failure (7 {8 B b es 2 B ) o
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TREMEE. WRAEE T AND Condition (AND 16&15) |, Bl OIS ATy Sl s 45 fdt
[, DRI H A R F R AR 1R

Packet Broker Profile @

6. 14— T OK (HfEE) AAGffrtER .
STEP 3| mueH e AR A LUE e Bk 2 1Y Layer 3 Z gl it

1. 5 Policies (J5Hl]) > Network Packet Broker (#4i%EfeifCHEFER) |, /%% Add CHr
1) B R R B A R A AL

2. 7f General (—f#) R5IHEE L, AR ABTAIFEME Name (#%%) F1 Description (FiH) |
DIME AT AR R 8 B i . 373 Audit Comment (FERZELRR) |, W HTREES (hn gl
AL o

3. 7£ Source (ZKIF) Z=5IHEEE I, A 1A R R a6 280 22 A B A e AR It 1P Ao
b FEHEMEE.

4. ff Destination (F M) Z5HE4 L, fifE fa BN 22 g A3 A9 H BB
$ 1P A FISEE

5. 7& Application/Service/Traffic (JEHFE/ AR min) 25 HE45 A 1A 2 R sE0s 2
LA GE N R RIS o BRAE & A B2 (0 A A e e i HI s i AR (s B
STERRERS) |, AHIREME 2 Service (IR7%) #XE 7% Application Default (2=
TERAE) |, DAfE ] SR R 27 30 5 ) A A o6 ol e B B e

HA Traffic Type (JihtBR) | JSRIPUEA B H IR 2 22 288 B A T 8 . Forward
TLS(Decrypted) Traffic (41X TLS (fi#%) Wite) JefHBo . A LUEH Forward
TLS(Decrypted) Traffic (% TLS (fi#%) ki) « Forward TLS(Non-Decrypted) (%
TLS (dEf##) ) 1 Forward Non-TLS Traffic (#i%dE TLS i) WAL G DAL 2 404

Network Packet Broker Policy Rule @

urce | Destination | Application / Service / Traffic | Path Selectio

B Ay v
]| apeucations - 0| service ~
® €]

6. 1t Path Selection (IS75i%#E) K514 F BB LI O s i EH AR RE
R, Bl SR RE R, A i) Ay sk D DR FU s ) AR e (e 21 4 4
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STEP 4| SR vy s AN TR SR Bl Aot o T 0 ) B 6y Layer 3 %0 adll, mEEARUER | BIDER O
LA Sy B 2o i B QR a2 i o VAN it AR AUk A T A W) Layer 3 ZKHY
BT AL BT I 4, N RE PR AR AT HoAt P S SR Ay A o
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MR E AR HA T8

[ 1ol FH B0 AR RE SR A P RT P Y B ASE ATISE A A 1 0L B4 A By Wb 2 e b, At ] LAAE
HA i B B AR Uk 7 1T O B O B E i i T (HA), LABR 1B AORTS e AL

FERD HA ANERTB 112 gl & T By 1B At o

AR OB ACCR TE Bh /e HA BCdte E3)/E8) HA BCBAZ S0, N /B A E AR
BUE R P 1 TR AR R A S T

B, e SSL B ESL, Ay SSLIRREARAE HA BiEFZ D . A R AR B O IE M

2, HEIEREER SIS TCP IHFr, RIAISC Rt S .
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R LR ELRLR

At L AR U (56 2 T B

M E AR EACT PAN-OS 8.1 5| AR ThEE, Wik H el R A IER
5 TLS AR TLS PAKM#EE TLS sk )48, & T S RFREL, PAN-OS 10.2 f#
FHEA TS T T LA S o

- ] (Policies (J5iHI) > Network Packet Broker (#8igEMIRIHREE) ) EEEREA EE
FEE B Lo R B b, OB hn— (4 g B AR R S R A0 s 1 AT 5185 45 < T e ik 24

i o A PR ol P A 2 HL R U (518 A TLS it e Wt B e i o BT AR B AR
PERE A R IR A B FT DUSRER AR 1Y TLS tiat, AT LUSEER N5 A TLS el
A TLS i Ko

- HTERE (Objects (#114F) > Packet Broker Profile (E[AuQHEFEAFEER) ) BULE R E
F% (Objects (#1f4+) > Decryption (fi#%%) > Decryption Broker Profile (fft#ACHLFE
FOEME) ), FEIRE A IR R WAL e s B e A i DA B R AN I A FR AT . A
General (—%) 2514 b, 0 A S BT GRS 8 56 00 QAR X A T 8 M 57 22 A8 43 71
e TEFEAE ) OM TXEAE | 25 % Interface #1 (/71 1) 1 Interface #2 (/11 2) -

- ML Policies (J5UHI) > Network Packet Broker (#9E%EMUCHIFER) By, ZBIEWLIAE
Policy Optimizer (JRAGHEAL TH) FHSEEAT(T Rule Usaoe (BLHIE TSN 2IE , At 44
B ELAC AR S F R &R Rule Usage CFRHIGEREI) Hateorlnl # B &G, 2
BLLR A A A 4 s B A CEE AR SR AL, 0 T A S 85 17 s B B fe DA/ D A v o

A BRIV TR AR MR A TR B L e R . R
JEIA fF Options (#I1H) 235|124 I Decrypt and Forward (fif#a5 17 853%) #IE /A FEJFH]
FIPRILEY Action (EifE) , Forwarding Profile (HIABUERS) WML ERERR, HABIE, M
s A B A 2 S _E AR

- F£ Network (#l%) > Interfaces (/') > Ethernet (£ K#i) W, E&H Interface
Type (JrIEZERY) #ERy Laver 3, SABIRIL Advanced GERE) Z5[HEE R, HMRUH AT
V2R B B AR AR S e N T W ARZ BT SRR A REAE | A% | 2855 7% Network Packet
Broker (#5EMEAHEFE)

- ¥J> Device (4¢E) > AdminRoles (FEEEith) , f£ Web Ul X518 [, AW EEAE

- 1£ Policies (JRH]) F, &HIERLAFEE Network Packet Broker (4 EM 0 fCHIRER) 458
B amERR

- f£ Objects (¥11F) T, Decryption (fi#?%) > Forwarding Profile (%% ERs) RIHTH
B, WEERGOA B FILE M (O REBR ) Packet Broker Profile (CEMIACFRRER BER) 12

- FER KRS L, 7% Monitor (B7%) > Manage Custom Reports (&F T4 |, W&
7 RN HES ) gkl Traffic Log (Wiiht H#6) 1F7%% Database (EFLE) [, fE Available
Columns (7] ) THE, #BILE A LU%EL Forwarded to Security Chain ( DV E% 44
§E) .

1E Panorama L, ¥f/» Monitor (!#1%) > Manage Custom Reports (&P H7THE) |, &
A THEANHEE ) J9%E Panorama Traffic Log (Panorama ikt H#6) 1£7%y Database (&
BHE) IR, £ Available Columns (FJJHIHE) TH &+, ZHIAER LUZHEL Forwarded to Security
Chain (DEIX L 425E) .
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C fERAE HEE, TR L. | B EHri 44 % Forwarded to Security Chain ( BB £ 404
§i) o FEE HESHIREAIRA A, fF Flags (B2 [EEB:, ZEUTH [#®EEix | 2FEm s
% Forwarded to Security Chain ( Tk 202 4#)

C ZIIRER R BRI RS Fri 4% Packet Broker (EfELRHEFEL) o WIREH
By Kt A G B i g AR PR SR, TR PAN-OS 10,1 R, e HEss . AR
WA AR WIIRE A R

©
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YR B LT

A i B AR AR U Y PR 1

KZ W Palo Alto Networks & TR E AR, HAMDASER, WARRMFAE LR
il -

- Prisma Access 8¢ NSX AT &,
- AWS. Azure Rl GCP 2 1RBE Y Layer 3 428,

s AR U Panorama 32 B HERT JOBA —LER &, HA—LH RG] . ££ Panorama
E:

- R B A AR U R IR B A IR JORS , RILAJH BT RCE P At A REA A R
A BRI B Y i T T &R

- SRR A P S B AR BUER, A e B A R SO e e A
[

- ANFRSEERF A EETS IR A9 B e A RE AR E R

- Panorama fEEAS AR AR HERECRE (AR S AR RE SR HIFR HITFIROERS) IS 283
TR 10.1 Z PAN-OS KA Kf% rE B4

TR A A A R R R A P A BRI B A A ST 2l PAN-OS il
AT IO AT BE ARSI T R 10.1 B9 PAN-OS MRASEST, RIS 10.2 Z i
By KA 2 PAN-OS 10.2, sRRESEBERHHBE 10.2 ZaTBT Jofs , SR REHERS RS EER
PRFEAEE

ST LA Panorama s# B Jn 28 fige s Dt I R ) P A QB AR U R iR 21 B 40
i ARSI MERY 10.1 Z BTHIBT JO% . BRI (Options (%IH) Z5[1E4) 1
Action (EI{E) W7/E/2 Decrypt and Forward (fifs0i8%) | HAE A
PARE R EIHIH] (Options (1521H) 755 |12524% -1 Decryption Profile (fi#%#
FERE) BE) o 10.2 Z RTINSOt B A B R E R AR AR Y
fif LA ROERE o s IR R I i 7 O & BRI RE i o
gt SRR U S 3 B AR A% SSL i (Fi s AR EEARE AN S4B I 1Y) SSL i
AT .

- EIEAE PAN-OS 10.0 FHEZE PAN-OS 10.1 By, HA M AQERRE R A g o R I
HI & f el 25 4 B B o A BRI o 8 Panorama $3% Z5 57 s A0 fir o A A = R HI 6
f£ Panorama - HEIRE | (EOREAERT KOk - B Bifs . e IO AR E M g AR
2 IR B e A e 2 5 GRS B R RS S AR R R . BHAE Panorama _EiE T
A, Panorama WAZEET JORBHAT 0 —IREERCHE: , A REFRIZE BB ZE Panorama LIRS EEL
AERRR R A 0 i 2 AR AR =GR o

- B PAN-OS 10.2 BEFRE] PAN-OS 10.0 K, #HEaAHEBEREA S A Bk,

A i A AR U A — LB I BR A -
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- ISR R AR AR T O B BT AR B AL IR (SNAT), Ham sy, APy
JOBEETRBAT NAT, MR EE R L 28, L8 GBS NAT ik, TAEE
B A A A
1. 7 Kt P S TR T NAT
2. 7 JORE B R R A, ELRTA S U ER AL ZERRTA NAT fzhks
3. HIREML AR AL BIAE R NAT Az, N2 R GE e A & A 2 NAT fzhk. BMAEAE

BB P i AR A o
4. WL AR BB ORI, AR AR A HITE .
TEAT LAE A T AR RS B i H S0 5 60 BiE 28 F SERA R , A H i AR B B A<t
Ho Wi H eSS IR AGRAIE () DIE HHIETACIR I ) AT SNAT £tk

TSP LAMEDT JORE 2 SN A B AT NAT SR S s F L

- NSCEMRE SSH 22 B IR BERR I Ao
- ROA MRS, SSL M AME AN SCHR P S Bt o

- AE Layer 1 IEWIRGEARH, WURZAGEEE A, A EEITAE R, A% 6 & G 1
AR, AR A B E AR 2B Gt i S AR S (el (RIS Layer 1
R, R R T AR A E . )

- SEAREAE Layer 1 EMIRGRASUHIOE 1Pvo Fitd. EIEETEH (Layer 3) BHEIE 1Pvo
Tt

- A A T B R 3R TR i B A AR A T

- AR ELACEE AR S T o ) B R R A U A

< PR TSR ZEL A ] g

o AR A b S B DS IR IS TAERE BGOSR 1P frdil. HAYHE 1P frhik. ARYEE . H A
TR BB, R O S B 5 SOl 1 T S BEHR 0 TR RS BB T IR, 1R & EE
I

- PESA B/ ED HA B OB S A s AR R B T . A T B JORE D
$ A SR A B B AR S AT M

© SSLVEAS R = . A MR ER SSL TAERE B,

- EIEHE PAN-OS 10.0 FFZE PAN-OS 10.1 B, AR A BRE 20 ASAR At I FIE F e R e
B AR AR A

- OEEGE PAN-OS 10.2 FESEFE] PAN-OS 10.0 [, #9883t CHRE R R B & B 3R 8

S
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S B A AR T A T B H

IR E A s B AR R S I, F@ma LN
- B JORERE -
- MDA U R R L, MECRIEREE T IEMER B
- GEAEERPTOEN Y 1P Azl HECRAEEH AR A %FAEPIEEEﬁ\)\TJﬁt%{Enﬂ
CINRHUT T HA, FERERCE R TR AR E T IEMER T
- T TR G R A A
- HEORBOE R N0 2 A
- LRGEROE , B
AR R R Y 1P Arkby T I BB AL R R R

- PPN R TS E (PR SCHRERSE) BUEE, BHEAGELE P Akl
E&E£$DﬁnXFﬁLnXE§ﬁ§n

- B ORI 2 P A B AR
- WD ORI H RS, DA AR P A R AR BOE 1 [ BN ) .
- HHM CLI fir A4
- show rulebase network-packet-broker
- show running network-packet-broker status
- show running network-packet-broker statistics
- show running application-cache all

: show running application setting—#EEEERUH App-1D PREEEZ PR App-
, AR B EROE S .
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TECHDOCS

1 P i

PAN-OS® 10.2 $RAGER S 58, AT JOMBIRIIRE, WA KR L. ISP, RSEMEs
MFFRMERE S S RRER i PR % D RE . ERR IR 5 | BB i A B A BOE ML TR,

A A R B AR, TR e B Ay 2 A R i AL BT E K RE R e R AR A
) BiFISE O R 125 2 (W R S P e A R R AR T o PR BT R, 5 R EORT U A 2 1
L. BCP BISEREAHMBI RG] IMERRBOE , f BOP BEIngdE.

VPR EE B | S5 SRR RERS . BGP. MP-BGP. OSPFv2. OSPFv3. RIPV2. IPv4 £ B %
B BFD~ B BHEmneEs] RIB. FBUEHE . iETE B8 b e,

Q Z;%EE%E@IJJ%‘EKTﬁ%ﬁﬁﬂ%ﬂaé‘l%@%%ﬂi&ﬁ%ﬁ%m%@% TS EAEAE 2 T s W A T
REHTAZ S ARAZ PR PS8 H

DA B 555 7 PR B i 5 | 2

- PA-7000 &

- PA-5400 &

- PA-5200 &4

- PA-3400 Series

- PA-3200 &5

- PA-400 &%

- VM-Series

- M-700 #et

- M-600 #H

- M-500 FAH

- M-300 #&fH

- M-200 et
R AR P B s R TS T A N A5 A R HEE P v i
- R ERE %

- EERE I A i
©ROE B

- ST ERARES B

- (EIERE RS 5 1 EROE BGP

- 37 BGOP B HIRCERS

- RiERE RS B [ EE ST SR g

- FEAEPE S 5 E#E ERUE OSPRV2

- #S7 OSPF s ERE
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- LEHERR IS 5 12 EROE OSPRV3

- #7 OSPRV3 I8 R ERE

- (EIEREES 512 ERUE RIPV2

- ST RIPV2 % R ER

- #S7 BFD BOERE
(PAN-OS 10.2.2 FIE & 10.2 fiA)
(PAN-OS 10.2.2 FIFE &1 10.2 W)
(PAN-OS 10.2.2 R R 10.2 BA)

FAE IPv4 £ B {EE
TN 22 B I HROE RS
57 IPv4 MRoute
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THE PR

JRSCPH T B 5 e
fuli B 52 S PR A e R AL AT fok 8 it iy 5 | B O RO A S TR EE B Bt 5 | B g, (B U —
S P 5 1 B A2 AU T BT GRS (T 1 5 | B RSO 3057 R B T 6 ph A9 ) A7 HBGEE B 5 | B 8 i
SIEE) IR, PRSI AERBOE W EHTHUEIT IR LA T A

FEDIH SR It 51 AT, wte (0 R R AT SUE -

[FIRR, S SRAG RO =l P B i o A SEEARRE Panorama,  RIFESR SIS AL BISE AR
T A B B R A T ) S B RE A T A2

#¢AE Panorama W, Z5Fr A AR ERS B FHREE (R EHUHBEHYT ) MaEE i
STAEERHHFEIA . Panorama /NS T IEE RS I EH Y AR HEDE BN ST PR E RS % R
IR KOG o SBHAE S8l SRS, Panorama BHEEEENGRE (WIRAELE) -

TERS K HH 5 |2 iR 2R Bty (TR 5 12 B g i) o SCIRB iR Es
B BRI MO SR ELBEE R 5 | S SR 1) Jd A B ae O R R . D, R B F 51
BHAT I EMNIIRERET, W BT UAEEM 2 BCP HEEHAH ol Sl A S0ERE (B
FIHRERS . (bR E U ROER) PRI TR 2 E . IEREEE 51 % LB AT L AR R
H+ OSPF. OSPFv3. RIPv2. ZEMEGER] BFD BEo

HERR I 5 | B 8 RIB FifigE, T RS AT LU T ey ) IR L S R At ey w0 LAt hh i wTUbe o
PRy, EIMTRRE RIB R B thE 2 B o X DDRE A RIB B FIB i/ N K
st 5 AEAT PR T LA 0 B R P BT, i AR (LAt s P RO AR

STEP 1| fEMUHIERY s b < B0 % BT SE -
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STEP 2| JMUHMERS B th5] %,
1. #H Device (Z£H) > Setup (F%E) > Management () | SR1EHHER General
Settings (—EAE)
2. WA Advanced Routing GEF¥IHH) -
General Settings @

Hostname | WM-17-233

Domain

Login Banner | VIM-17-233

|:| Force Admins to Acknowledge Login Banner

S5L/TLS Service Profile | None R
Time Zone | US/Pacific e
Locale | en R
Date | 2021/06/09 e
Time | 17:33:34 e
Latitude
Longitude

|:| Automatically Acquire Commit Lock

[] Certificate Expiration Check

Use Hypervisor Assigned MAC Addresses
[] GTP Security

[] 5CTP Security

Advanced Routing

Tunnel Acceleration

“ CaI‘LL\I

3. E¥—F OK (WEE) 20T, FHERE RS H 5 S REE.
. 1 OK (HEE)
5. HBIARMTEHERIEE,; & —T Yes (J&) #45.

Advanced Routing (Preview Mode)

Enabling Advanced Routing in preview mode will require you to commit
and reboot the firewall. In preview mode, the Advanced Routing engine's
feature set is limited. Please reference the Administrator Guide for mare
information on which features are supported. Do you wish to continue?

Commit (F8H]) »
I Device (#£%) > Setup (FXiZ) > Operations (IfE) , SA7%i%I Reboot
Device (FEHTHUEISEE)

STEP 3| EFrE ANBT Kfid
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STEP 4| #H Network (498%) .

FEEIIRERIEH , eMILEMmIIRER EREMEIHE (R e BAFa TR
#F4l. Routing (M) f1fF Logical Routers (#i#iEiH1#%) F Routing Profiles (i Hi#k
SERE) T HEOE % (245 BGP. BFD. OSPF. OSPFv3. RIPV2. Filters (fiisegs) Al
Multicast (£ 2iEi%) .

MONITOR POLICIES OBJECTS NETWORK

D NAME INTERFACES GENERAL BGP STATIC RUNTIME STATS
: [T ethernet1/1 ECMP Max Paths: 2 Enabled Maore Runtime Stats
ethernet1/4.1 Peer Group Count: 1
“® L;m Routers loopback.1 Peer Count: 1

" Routing Profiles 0 w3 ethernet1/3 ECMP Max Paths: 2 Peer Group Count: 0 Maere Runtime Stats
R ethemet1/4.3
BFD
OSPF
OSPFv3
RIPV2
Filters

Multicast
@Y 1Psec ls.

¢ GRE Tunnels
£ DHCP

STEP 5| EHU Interfaces (JM1f) WiE —fEa 2L ARG (P ALHEE 1 s 2 DHCP
55— JE A 1A
STEP 6|  (I5EH]) T B A e R LA i P 12 ph 5 | 2 F e % 2 R 865 e e R AR A7
HUHE
1. %5 Device (#£H) > AdminRoles (¥ Effift) , S5 Name (&F%) Add Gt
) EHEMOHER,
2. i#H Web Ul.

3. Enable (F/H) . Disable ({¥H) , B2l Read Only (MEfE) AT
JH: Network (#4i#%) . Routing (H) - Logical Routers (i#i#Ei H#%) « Routing

® 4B LT Version 1 343 20



Profiles (i H#ERE)
Multicast (£ BhEi%)

Admin Role Profile

. BGP. BFD. OSPF. OSPFv3. RIPv2. Filters (fifii#as) Fi

(FEREA Enable (U )

MName |

Description

Web Ul XMLAPI

R —
@l\utwm k
()Interfaces
() Zones
(VLANs
()Virtual Wires
@Rﬂu[il'lg
()Logical Routers
(/)Routing Profiles
()BGP
()BFD
()OsPF
()OSPFVa
(ARIPv2
()Filters

[ IMulticast
4

Command Line REST API

Legend: (/) Enable Read Only (%) Disable

Cancel

4. ¥—F OK (HEE) -

5. REBBEEMO. BUCh JOEELRRT .

STEP7| Commit (HE5) A .

STEP 8| &g el i hidv o

PAN-OS® 4 P B LI Version 10.2
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TE|

(2

O e EH

3 Wi i DB

B77 2 o 145 375 308 15 T B o PR A B Pl 2 B — (W el S 1 28 = J it iR e (BhREES ) , (I
HEL B P A TS 1) HAt A B 10 28 =R o B OIS 3 28 7 QU 1 1 F AR B i 1
P % Y RTURE (RIB)o i EMELRY B A G AR LR 1 4 i i, SR 23 &AL RIB B S fE I8
B, AFHBMOAEEEEE (FIB), Wk it s] FIB FEFR M N —(FREEE has. By JORs e H
KB ASA AR E R —(F 1P PR by e E . (REMEH covp, RPN e —E 5 Er
LA FIB, TEEMEMT, ArA S il A FiB. )

By s e SRS VLAN FIIEE A T Al O 0k Layer 3 B.  H BB IRAACIT A 8%
HEQ PR E MV A, BT GRS AR AR, LAR SLE (B s R e e PR A . R T i%
B AR B LAON, WRAERE T — AR R ) P A SR e, LSS phy i P LA Fh AR 1A
75 et P L A A i o

AT LA S0 Layer 3 7111, LAZ BB RRES th@f & (BCP. OSPF. OSPRVB BL RIP) , DAAHTIE
BRAEES o (AT 2R RS i, BRI B h AR AR PR IS B, AR RS h ae 2 [H]
S, RSN A T CE A A % AT %

AT AR BRI R e P o — (W D T, A P {1 [0 38 T T oy — (AR AR H , SRRREUE
{18 2B A o 2 s A L T [ D T e S A (T i )2 — (R P
Tl G o

FEBT K b e SR AR SR =8 O KB 1%, VLAN A IEE A T ER A/ B MR B T A A B .
SNAFAR T RE R T — (W R i ph e, E ] ARy BRI P 0 20 (i P A U S B BB o
st A LI P 45 FROE Y R B Ay BRI B L G 2 T, R B R E
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TEE P i

DL S N E1s)
s A I FH A
EHA TS, JERSES 5 SRS R DROE MRS i, ASEAETER AR thar . i
6% PR A A (] B 1 o P TR, I LR B R R A A RS Ay . JERS RS fh 5 R
% PR AR AR A S
WARSE I IERS It SRR RE R BRI R A8 o
STEP 1| %Il Network (#41) > Routing (!H) > Logical Routers (TR HEE) , IRBI%
Name (&4H8%) (&% 31 ff57C) Add GErdY) #iEes hdr. SRR ZEDTEEFIT. KA ()
BCHESE () BHEE, WS TEHEETT. RS () BUEESE () A ARFHETHEE () Btk
STEP 2 | KA\ THI 74 21 B LS 49
1. ASA(EETEEE 4T General (—fi%) HE L, 1B Interface (J11H) HEK
2. BTG R TR B, S Add GBS BLEERES RS v S AEE A
AR B . B LIRS ER DGR 201, WA N FEG R 4475 LR-1 AR Ay

Logical Router - LR-1 @
i Narme [ LR-1
Static - . . .
Interface Administrative Distances ECMP RIB Filter
OSPF
INTERFACE ~
OSPFv3 O
[] | ethermet1/1
RIPv2
[] | ethemnet1/4.1
BGP ] | loopback.1
Multicast
(P Add

“ Cd " L.L..l
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TEPE B HH

STEP 3| (%) i%H! Administrative Distances (45 FHEFEE) [Ls# 5 & FRRETR I Hy 119 4 e A BRI e
(THRRBOERLR) o

Logical Router - LR-1 @

General Name | LR-1
Stahc . L . . .
Interface Administrative Distances ECMP RIE Filter

OSPF

Static | 10
OSPFv3

Static [Pvé | 10

ek OSPF Intra Area | 110

BGP OSPF Inter Area | 110

Multicast OS5PF External | 110

OS5PFv3 Intra Area | 110

OSPFy3 Inter Area | 110

O5PFv3 External | 110
BGF AS Internal | 200
BGP AS External | 20
BGP Local Route | 20

RIP | 120

n CJI-LLI

- Static (FFAE) —#iFE 2 1 £ 255; THRMEA 10.

- Static IPv6 (i#f& IPv6) —#i[# 2 1 & 255; THI{ER 10.

- OSPF Intra Area (OSPF [milsh ) —&#ifE & 1 2 255; THEZS 110.

- OSPF Inter Area (OSPF [@IsfH]) —#iEZ 1 & 255; FEES 1100

- OSPF External (OSPF M) —#il 2 1 % 255; THRER 110,

- OSPFv3 Intra Area (OSPFv3 i) —#ilE& 1 & 255; THRAEZ 1100
- OSPFv3 Inter Area (OSPFv3 [mig[i]) —#ifE 2 1 2 255; THBAE% 110
- OSPFv3 External (OSPFv3 /i) —#ilE & 1 2 255; THRHMEZY 1100

- BGP AS Internal (BGP AS i) —#il&E 1 2 255; FR(ER 200,

- BGP AS External (BGP AS /M) —#iE /2 1 % 255; FHEHES 20,

- BGP Local Route (BGP Al ) —#ifH & 1 2 255; THifERy 120,

- RIP—#iF & 1 2 255; THRMES 120,

STEP 4| $%—F OK (HEE) -

©
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STEP 5| (fr iz (i i 2 by ol ) R ua i th#s FRIRAS R 1 R 4R
1. Il Device (4:%) > Virtual Systems (H#ERA) , BE—HEE AR5, ABIRI
General (—#%) -
2. Add (GBris) —{EiZ{f Logical Routers (GEHHESHAY) o
3. #%—F OK (HEE) -
. Virtual System

D1
[] Mllow torwarding of decrypted content

Mame |vsys-1

General Resource

DS Proxy | None

E INTERFACES E VILANS E VIRTUAL WIRES E LOGICAL ROUTERS VISIBLE VIRTUAL
SYSTEM

all (@l vsys) O

“ e

STEP 6| #%—F OK (HESE) -

STEP 7| (1) #LNF TR A s h#s i E FCMP: EE %2 Network (#9#%) > Routing (%
i) > Logical Routers (ERE{SHAY) |, 1BEC—EE#E S hay, ARIZI General (—%)
B0 291 2y

> ECMP. 1% U85 Uit 15 12 b 10 R BRI Fh e ECMP YT, Rl iy et
ECMPo

STEP 8| Commit (#253) &1,

OS® 4
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STEP 9| (M) FartH R &% AU T PR BER R E KL
1. SR E RIS 2y, SREUR A IHY) More Runtime Stats (23T B & AT E
B o
2. EAEAEIBEN B, F5E Routing (H) H# L, %2 Route Table (%

%) Fi Display Address Family (ZE/~f7hE50%) : IPv4 and IPv6 (IPv4 il
IPv6) . IPv4 Only ({£FR IPv4) = Pv6 Only (%[ IPv6) -

Logical Router - LR-1 @

Routing OSPF OS5PFv3 BGP Multicast BFD Summary Information

Route Table Forwarding Table Static Route Monitoring

Display Address Family | IPv4 and IPwé e
'_'\ O items % b4
DESTINATION NEXT HOP PROTOCOL METRIC SELECTED AGE ACTIVE INTERFACE
Close

A A AR (FIB) FRYIEHE | #Hi% I Forwarding Table (HLX3) .

1Y Static Route Monitoring (EFRERS B ) LIS G IFAE BAAs BRRERE .

L BGP H4, AR Summary (%) IR BCP #E.

BB Peer (%%) Wg% BGP #HSERRE -

HEH Peer Group (HIZEREAH) LIS A BOP ¥EERHAHRLE

%I Route (HH1) , 9A12i1%HEL Display Address Family (¥~ %) : IPv4 and

IPv6 (IPv4 F11Pv6) « IPv4 Only ({%F IPv4) =E IPv6 Only (£ IPv6) |, UUdHE
BGP ik H Y B 1

STEP 10 | 725 CLI AR IS o PAN-OS CLI BB A A H T CLI sl e i
4+ Networking (F—#: #E) -

© N oW

©
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THE PR

AT RIS

A
/\
E /AL

STEP 1|

STEP 2|

vanced Routing Engine  (JEREFES 5[5 b2 ik ph A i 7 B AR He o
T AL TR iR I

TR B

1. #HL Network (#9i#%) > Routing (1) > Logical Routers CGEFRESHIZY) , SREIHEL
BRI AR o

2. J%H Static (FFfE) , W% Name (&F) (&% 63 F7T) Add (F3E) IPv4 5 IPv6
BRREES . AREZHLIREIEIC. JIRAR () BOE % () BIEH, WA KBTI, AR
FERMAH G . AR RS () B

3. ¥4 Destination (HIJ#l) | $a AB& AN ES S (B2 (Pv4 Arhbim A
192.168.2.0/24, %y IPv6 prtib#ii A 2001:db8:123:1:0/64) o ANFRMAE 7 TR H
HI# ANTERE (B IPv4 ACiEE A 0.0.0.0/0, % IPvo ACiE#IA /0) o B, &nT LIS
TpU a7 R A (P AR B ) S kP

A HA Interface (1) , FREEMEHREN T —E BB EH AT F5E /T AT DA
e g7 A 77 % (56 P IR A TR T A A kP B 3w 9 0 T R L e R %y 1T — (I
1%50

5. #iA Next Hop (F—{RIBEEL) | SEECL ML IH:
- IP Address (IP fizlik) 5% IPv6 Address (IPv6 fiitilh) — a7y 2R th B E T~ —
EHEEE, W 1P Akt (Fln 192.168.56.1 B, 2001:db8:49e:1:1) o FE #iE Laye
S il e, %5578 Enable IPvé6 on the interface (FE/TH BT IPv6) A REM 1Pvo
N (E BRI o W RS TS TR, A Next Hop (N —f{RIBEES) |, GS/E
HUIP Address (IP fizhik) | SR &Wa AP B RHE Y 1P Arhb (D 192.168.56.1 8
2001:db8:4%e:1:1) o B, AT LA KA (P 4K SRS IPv4 BOACHE
YA EA /32 BRI EE  Pvo HIE /128,
- Next LR ('F—f{F LR) —®EUMIE, {f ~F—EREEE hHey (RS fhag ) ml
By N B
- FQDN—ifi \5E SR 24 % o
CREEE— RBUNGRTEE , S EFEENEIE M pE .
g — AR VA T E RS, FERBUSEIE, Filn, SRR AR N (R B
R A A — 877 1A
6. FERReRg i A Admin Dist (5FLEIEL)  (FEZA 10 2 240; JHERMEA 10) o WEHS
B 2B dE i 2R +5 A2 1Y Static (5%HE) mk Static IPv6 (FHAE IPv6) & HHIFEE,
/. RERREES A Metric (JEi)  (HiE& 1 2 65535; FHBEA 10) .
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8. (N AREAEH] BFD, wHERIL—EA# 7 BFD Profile (BFD #/ERs) , BUZEH
default (THR%) ®OERs, BBy BFD S E i LIEH S5 1, THR%% None
(Disable BFD) (& ({1 BFD) ) -

Static Routes - IP @
e )
Destination | o |
nterface | None e
Mext Hop | None o
Admin Dist
Metric | 10
BFD Profile | None i

[[J Path Monitoring

STEP 3| (I#]1]) ZEFRERS B S s, Wim L LA S 128 (6FFAEIS H o
1. J%H Path Monitoring (B§1SE1E) DAREFROC IS (FERAEH) -
2. Enable (JUH) B$FEESyE (FEHRAER) -
3. Failure Condition (ZMf&f4) M ERRAERS S BE R 3 — () B4z
B H R . EBURERFRERS AT Any (FE(]) 322 Al (Th) 28 H B S LS
i ICMP HEZREE By JORSA & 78 RIB A FIB B IRaznaeish, WA A T — Bl E s n
ERRERs GAEME—HBM) BN E FIR.

@ BELAIN (FrA) Reled (B1a0) & B R HE R A ARy, BB EH
0% R AR B (R 5k

4. (%)) +8:EPreemptive Hold Time (min) (GGG EERME (4) ) , FENT IO ER RS
HEHT 2363 RIB 207, ERPARBSEE B ad A E SRR BRIk RE B 0 8, R O &
1,440; THRHER 2. AR0ER 0 (&) , by JORIERS A B Hotk BB Rz Z1
Wi BT LR RIB,
BEAC B s B AL B B th W P sz ks H i, 0KHR S Any (FB4T) = AL (B
B R HBL W RAE R R Py A B PA SRR B, 3 A5 IR IEH IR, BRASEE Y
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HAE, H. Preemptive Hold Time (JefGfREEIGMH) SEE, 1EMEEETR G EEEH
ZZL\
5. % Name (£F5) Add CGEri) BSASEE H AHD.
Path Monitoring Destination @
| |
[ Enable
P |

6. Enable (FUH]) &SR H M.
7. ¥ Source IP (ZEIR IP) , MUY JGREAE ICMP {3 H A e AR Az B H i) 1P A
il
- A AR P ALhE, EESRE— .
- CTERE, AT, B O e AR IRA A TR B S 1P frtik.
- EARIEE DHCP (Use DHCP Client address) (DHCP ({#i /] DHCP JH Fiiifir
m>> By O & i ] DHCP 8RN T frhik . 2 EA R DHCP fhlk, 7l m
Network (#4#%) > Interfaces (41'1) > Ethernet (£ K#HE%) ifE 4 KEEEA

HI%I R, #k4%#%—F Dynamic DHCP Client (E1f& DHCP H /%) - IP uﬁtgféﬁTE
Dynamic IP Interface Status (BjfE P A-THIARAE) HLE .

8. {jA Destination IP (H ML IP) | M AR KA B FLERAK 1) P Artk sl it &2
B H BRI ER AR i H Hﬁiﬂzz@@ﬂ% MFEINCHEE RS (1Pv4 B IPVE) o

@ H A 1P {7tk R o s T 5 i Bl SR A B A B s R AR S AR S E B ]
SEREEE .
9. (%)) 5% ICMP Ping Interval (sec) (Ping [iFE () ) , LAREERT AOfS Biias 48 i 4E
R O(HEE 1R 60; FREE3) o

10, () 587 B il 341 ICMP Ping Count (Ping 5140 |, #H EHE,
By e R A e R BH 0K HAE RIB AT FIB W RERR (iR % 3 i 10; THBAEZ
5)

11 #%—F OK (FfERE) LMiffrif A By H A,
12, 4%~ OK (HfERE) LAHATHEREHS H o

c®
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TEE P i

STEP 4 |

STEP 5

STEP 6

STEP 7

CEEH]) fEHRCEAE 2 RIB HRRFREHS o

SESOT R B SRR A A AR 2P0, AT 0 P B AR A i 2
RIB o T AE AP REE BRSBTS 25 RIS

1. %5 Network (#4i%) > Routing (#H1) > Logical Routers (R HZY) , SRR
— (R S o
2. JEHURIB Filter (RIB filiised) LATCTis Bt A\ B L5 B2 4238 RIB.

Logical Router - LR-1 @
General Mame | LR-1
Static - - . .

Interface Administrative Distances ECMP RIB Filter
OSPF

1Pwd IPvé&
OSPFv3

BGP Route-Map | None e BGP Route-Map | None

RIPv2 O5PFv2 Route-Map | None ~ OSPFv3 Route-Map | None
BGP Static Route-Map | None e Static Route-Map | None
Multicast RIP Route-Map | None i

“ Cd " L.L..l

3. Hfiiik (Pv4 BRAEES AN HARES i, %0 Static Route-Map (BRAEHS fH¥HIE) | IE—
(R EEHT BB F B, B T

4. B (Pvo FREERS AN O A%, ¥t Static Route-Map (EFRERS %)) | %H—
{8 BT R B, B T Y

5. ¥%—F OK (f:E) -
CET) BEFER IS (2 U ERAB (P4 FOERAE (Pvo B H T s PR R
Commit ($#232) ##H,

(I CLL DAMR BB e i A< 5 2% . show advanced-routing static-route-
path-monitor. PAN-OS CLIPREAMBIH T CLI AL 204 Networking (F—
£ ) o
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FEERR IR 51 2 _ERUE BGP

BUATTHITAR, AEAEPR i 5 | 5 B2y th g BOP.

6
2Ll

A AE
(SRR o ST S E R A SR AR o

STEP 1| it i 1723

A

4o BE B

BRI HEH & BOP B4, %

FERBLE BOP 21, #H%5 R A FHEEAY i fingEdr, &
A EOBTRUT RN SreElies eHIBCR 78T A OE RF I ARy — B f0n] LR AT EAESUE BGP

o Networks, Inc.
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TEPE B HH

STEP 2|

A BGP AT BGP 3% & o

1.

2.

10.

11.

BEHL Network (#i%) > Routing (#%Hi) > Logical Routers (BRI H#Y) |, SATAEREL
— (R S S o

I BGP > General (—%) , AB A% &R 4t Enable (HUH) BGP.

Logical Router - LR-1 @
General R
General Peer Group Metwork Redistribution Aggregate Route
Static
Enable
OsPF
Router ID

SHARE Local AS
RIPv2 Global BFD Profile | Mone e
BGP Options
Multicast D Install Route D ECMP Multiple AS Support

Fast Failover Enforce First AS

D Graceful Shutdown Default Local Preference | 100

Graceful Restart

Enable
Stale Route Time (sec) | 120
Max Peer Restart Time (sec) | 120

Local Restart Time | 120

Path Selection

D Always Compare MED Deterministic MED Comparison

FE RS AR Y BGP $8UKk—1 Router ID (B&HI#F ID) , — Mz IPv4 frdil, DARECRES H
1D EME—,

f8UK Local AS (A AS) | RIEEFHRES fHasFT BT AS F56k; #ELE 1 3

4,294.967.295,

WRE BFD £H % BGP, %17 Global BFD Profile (4% BFD #/EHs) |, wiis B
S BFD BOERE, BRI default (THFEL) BOERE, BCEE N BED BOCR; THENS
None (Disable BFD) (& ({£H BFD) ) »

BEI Install Route (Z4EigH]) , LUK 2R BGP % L4638 e lig a8, THRA
1=/

21U Fast Failover (PRilZ¥elifots) | DL7EBL AR SR it iy w45 B H R BOP 4% 1B
SR TR B, TR ORI ,; TERA U -

BEH Graceful Shutdown (FEERPERAIRE) |, LIGE BGP fEMEE IR ESE MIAIFRAIR cBGP %
SR SRR, DME BGP B LIRSS REC 8200 BB ENR RIS, THREAE M .
MR E T ECMP WA EBAEZE BGP B R 3T ECMP, HIEEIL ECMP Multiple
AS Support (ECMP £ AS 574%) ; Wi AE M.

Enforce First AS (CHUATZE (i AS) , (T IO RZALE AS_PATH BYEH eBCP 4
AEV) AS SERES 25— AS SERERY eBGP B4 BB A S a6l TEB AU .

¥58F Default Local Preference (TERCAME M ITFRE) , Hoal FH M EAS [R] B A A ) i 1
HROE; EEE O FE 4.294.967.295; FHEEAE 100,

©
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THE P %

12. Enable (i) ABACHRMEETBIHGE, SAERUE T YRR |
©OIEEEEG R (FD) 4R EK T ORI IR BB R RERR B (DARD 2B, SRR 2
1 2 3600; THEEZ 120) -

- BORBAEETREN R (F)) — R A B e S S A R T B F T Rl I T A 1
PR LR (L 7sBAL, #FS 1 2 3.600; iR 120) .

- Local Restart Time (AHEFEEBrRUENR) — 48 AHEEE B 25 15 T BT RCE) IO R 2
AR AN . S E A0l (FES 1 2 3,600, THBEE 120) -

13. %77 Path Selection (IE{55H) -
- Always Compare MED (fA#% 08 MED) — U I FLI rT A AN TR] [ %5 22400 FP A 97 A 138
FRERAS; BRI

- Deterministic MED Comparison (EJRE M MED thig) —RUH I LIS AT AE 1BGP #
& (HRBERSKTH BGP B5F) B AR 2 RS, THRUSHUH

14, #%—F OK (HEE)

STEP 3| F&iE BGP #EEREAH.
1. #EH - Routing (#%H) > Logical Routers (BEREHIAT) |, SRISIEIL—(EE B % o

2. 1#Hl BGP > Peer Group (H5Eff#H) , /AMZH% Name (&) (&% o3 ([l
JC) Add CGBrS) —fil BCP ¥R . SMAEIEEITIT. AR () BET5E () BY
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BH, AT T T JRAREE TR AR () Bt AR
SEL S Y P A P TR LA i S ME Y

BGP - Peer Group @
Peer Group Connection Options
Mame | Auth Profile | None
Enable Timer Profile | None
Type IBGP o EBGP Multi Hop | 0
Pvd Address Family | None b Dampening Profile | None R
Pvé Address Family | Mone

IPv4 Filtering Profile | None

|Pvé Filtering Profile | None w
A Ditems | =
D PEER EMABLE PEER A5 INHERIT LOCAL ADDRESS PEER ADDRESS
() Adc
Cancel

3. Enable (FUH) ¥55RE4H.

4. SEBUCHESERFAN Type (%) : IBGP =k EBGP.

5. BEAHERAATEE 2 IPv4 Address Family (IPv4 (hE5205) JRIE, i5s B8 /48
[] AFI Profile (AFIZERS) | 2L default (FARE) WERE, BUEE 7010 DO (k50
FLE T THRCZ None (J) o

6. LA E 2 IPv6 Address Family (IPv6 k5 0%) 1#IH, w5sE—(f g7
i) AFI Profile (AFI #ERS) |, 2 default (TERY) BOEkE, B 8ny BOP (bl 54k
RO THRCZ None (f)

/. B IPv4 Filtering Profile (IPv4 S h) EIHE M 2B SR, s B — (R ag
571 BGP Filtering Profile (BGP i) , ki v iii BOP fistioc i, i
None () .

SOP BN E IR T A 2y IPv4 5% 5E 2 BGP 3% TE , 510 B\ Bl B H
BGP %+ szl fH IS T 2 A8 BGP RIB. A1 A S H, AN
BRI B AT ol b R A B
8. ZL% IPv6 Filtering Profile (IPvé filiif il e ) IEIE M 2 ¥ SR, s — (g
37.H) BGP Filtering Profile (BGP fifi S¢S &) |, B 0 BOP fhstiE iy, BHss
None (#) .

©
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BOP S KR T ) 2y IPvé 3% 21 BGP SEIE 451 11 BE N\ a5k BE
BGP % Hesz i FH 1 T IS 2 A BGP RIB. A5 A58 H , B
ERCTES I 41T o1 b A 2 A B o
9. VM EZLEEIE | SEL—{# Auth Profile (BEREHCER) |, B BOP BEEOER,
DAy S SRR P BOP SRS 2 1 MDS BRis. TH#R(E% None (f%) .
10. J# B —{# Timer Profile (FIRFSHCEHE) s i BOP Gl r i, DA S 520
FRIS SR A 8% 2 TR A &R BOP gy . THRRIE% None () .
11. 3% Multi Hop (ZE R —IP S F R IREE (TTL) fH (HiE A O 2 255; THRHE
% 0) o ¥ eBGP H, THRME O F£/RN 1. ¥ BGP IS, TEHRHE 0 FI8 255,
12. i —{{ Dampening Profile (HIHIFERE) B0 NG R, DA RS el RS 18
BB I e, BRIEEEAIE. THRES None (fE)

©
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THE PR

STEP 4| % BGP <Ehiprty 2 B4 .
1. 1% Name (#F%) (% 6387 C) Add GHrid) ¥I4ERE. ZMOAELIITIC. IRER
() BEFHE () BHEA, WSR2 Ir. JRAEGE T . AT R () 5
Mo B4AATRAEREEES Fh 2% PRI A R B i a8 h DB ME— Y o
Enable (FA) #5568, TESARUH.
BEHY Passive (7)) DARH LF S S5 o o B L0 10 TR B, TR A H
B N CBHERLATBE 1 Peer AS (¥145 AS) ; #i[E 4 1 & 4,294.967.295,
B2 Addressing (Fhib) |, SRTRIREUE SRS GG E S R Inherit (B7K) 1Pv4 I
IPvé AFI LR HCERS : Yes (&)  (FH#) B No () -
6. WIRGGEEE Yes (J2) , w2 B SRR E L FINA:
- ¥ Local Address (ASHEfhl) | BREUEZLROE BGP [ Interface (JM1H) o W%
A ZAE 1P Akl REBGZ AT EEZ BGP H4E#E 1 IP Address (IP fi2fk) o

- ¥ Peer Address (HF4Eftik) |, BEEIP WASEHEL 1P itk alse el s Ak
£ SRR FQDN i A FQDN BER % FQDN ALk

AR

By OIS {4 ) FQDN 1 DNS i /520 i1 1P Azl (2K 5 424 IPv4 B¢ IPvé
LHEEERL) o TR DNS bR Bl ZARALhE By KOS e (8 B2 BGP S 55
BEAER 1P ZBEER (IPv4 55 IPv6) FHAFIRET IP Artike Wi IP Akl /2 DNS
fa AR AE A A 18] R AR AR (BT B 58— ik o R ik B AR AR nl | 4
L ME T anAey Bis KO O B S A E A e i o

BGP - Peer Group - Peer )

Peer AS

Addressing Connection Options Advanced

Inherit 0 Yes
Local Address
nterface |
IP Address | Mone
Peer Address
IP|IP R R

Cance

/o RIS ETEE A Inherit (8K) (LHEEEE No (7)) |, REAyB SR E LN NA:

- B A = 2 fF IPv4 Address Family (IPv4 {HEZE0) JRIE, il B g
<71 AFl Profile (AFIZERS) « 2L default (FER) #ERE. 12H inherit (Inherit
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from Peer-Group) (MK (FESFEERHAHMEIR) ), B0 BOP Arhk g i i

TH# %5 none (Disable IPv4 AFI) (4 (/= IPv4 AFl) )

o) AFI 3R ORI B RO TE 0 2 8% 1 SRR s P o 8% PR e R i
FrE S R A 15 RO B e HAb S SR e T iBGP sE 2
IR B TFEL . QAR A S S B st s AR U P, HIl BGP R )7
W T T S e B T e

- B A = 4 fF] IPv6 Address Family (IPv6 fHEZE05) JRIH, wisfs— (g

S7.HJ AFI Profile (AFI#ERE) + B3 inherit (Inherit from Peer-Group) (#/& (1%
SR R) ), BUEE ORI BOP (LHE SR ERS TR none (Disable IPv6
AFl) (4 ({1 IPv6 AFI) ) .

AF | 50 E R o A1 3 S R i A 2ol ey SO AR 2 P o 6 o S RE ot
Jirhr SRS R I A O i SO B i A SRS AR IR 1 IBGP 58424
SRR B o P R A 30 SR R o gl ey SRR U P, Al BGP R )
8 P AT BRI S e R e S

- B34 IPv4 Filtering Profile (IPv4 filiSiE ) S F A Al s I — (145

#3571 BGP Filtering Profile (BGP it &% &) , 2L inherit (Inherit from Peer-
Group) (KE/K (TESSFRFAHAEIK) ) |, B0 BOP iSRG, THRZAS none
(Disable IPv4 Filtering) (f& ({11 IPv4 fiiii) )

- L IPv6 Filtering Profile (IPvé6 fii&ERER) 1SHIHEH 2B, FHsI— (A4

rE
7.1 BGP Filtering Profile (BGP ffii#i% &) , %I inherit (Inherit from Peer-
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Group) (MK (EBEREHAER) ) |, sy BOP Gk, THE% % none
(Disable IPv6 Filtering) (& ({5H IPv6 i) ) -

- ¥7% Local Address (ABéfrhl) | SEEUEERE BGP 1Y Interface (JM1H) - WX

TG ZAE 1P Akl REBEGZA- TS BGP HE#E 1 IP address (IP fi7hk)

- ¥} Peer Address (¥FSEAzhE) |, BSEICIP AGISEHL 1P frhlk, SEIRIECEE ALY

fF, B%E FQDN i A FQDN BER % FQDN H Akt

BGP - Peer Group - Peer @

Name | |
Enable

[[] Passive

Peer AS

Addressing Connection Options Advanced
Inherit Yes o MNo
Pw4 Address Family | none
Pwé Address Family | none

IPv4 Filtering Profile | none

Cl<|[<]]<

IPvé Filtering Profile | none

Local Address

nterface

IP Address | None

Peer Address

Type | IP o '

Cancel

WNR BGP H 45 H R T IPv4 kS8 s ERE T IPv6 ik 58 i ik

FERE, NI R % B SR A SR A s BB (=) BOoEs TH

] No (75) (77— (¥ ZERE N EE R BRI A 5% o« IRTERE,
SR P Y FT A H SRR G IPv4 (kR ERERS . IPv6 Stk R R E
T~ IPv4 i sk E R T IPV6 Bl 1% ik e R o2 2 none (JE) o W] LLISEHR
MR (EESEER) |, SO B RS U e B R A U S 4
FERH. I, 18R] LUK SR RERE % inherit (#87K)  IPv4 (rhk R RECERS I
inherit (47K) IPv4 fIEBOERS, SRR IPv6 ALk GEREREH IPV6 i
R TR AR S SR A B L e

8. ZyHHEEELSEHEY Connection Options (JEARITETE) DAZE FH B BEAH AN [E] AR E
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BGP - Peer Group - Peer @

Name | |
Enable

D Passive

Peer AS

Addressing Connection Options Advanced

Auth Profile | inherit
Timer Profile | inherit

Multi Hop | inherit

(S IR IR SR

Dampening Profile | inherit

Cancel

9. J%H Auth Profile (B &) « inherit (Inherit from Peer-Group) (4% (fE¥I457f
AHMR) ), BUEEEIN BOP BEREEOERE, LAEH BCP ¥R R MDS BiFE .

10. J=H—{# Timer Profile (FIHFAFEERE) + inherit (Inherit from Peer-Group) (#7& (1
BEERHAR) ) Y BOP BRI EOERS, SR default (FHREE) BOERE, LS
i) 5 ZBE LR B AN H 0 2 SE TS I SRR BGP wHERSY -

11, 8% Multi Hop (ZEES) |, M P EEEE AR IR (TTU) (E (BB O 2 255)
YE R E % inherit (Inherit from Peer-Group) (X% ({EBSERHHAEK) ) »

12. #1 Dampening Profile (#Ifi|5:EH%) ~ inherit (Inherit from Peer-Group) (& (1%
SREHAEK) ), BRI R DA an el BET R i By AR I e, ELR

13. {5 Advanced (iERE) | 441%i%H Enable Sender Side Loop Detection (it &% 5
(), BT MR SE e FIB AR AR A AS_PATH B, PR H R RS RZ %

©
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DARERRESE AS SEIEATE AS PATH IBELH . M52, B KM BR AS Sk LABT 1E 3%
e o

14. ZLl BFD Profile (BFD SiCHs) £ 2845 (N ZARMEE RN ks LA BGP &M
BFD, BB/ BGP K BFD #%iE) , #ifE 4 Hrp—IH:

- default (FH#%) #%ER .
- BUAK) BFD BERE

- Inherit-Ir-global-setting (47 iE I & 141k BFD #0EhE)  (THRY) —HE i
FRIE IR ER S R 2510 BOP 2lGREY BFD #E R

- AR None (Disable BFD) (f ({5:/f] BFD) )
-~ FESTET BFD BERE .

BGP - Peer Group - Peer @

Mame | |
Enable

[ Passive

Peer AS | |

Addressing Connection Options Advanced

Enable Sender Side Loop Detection
BFD Profile | Inherit-lr-global-setting i

Cancel

15 #%—F OK (HEE) -
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STEP 5| f5/E B T5 M0 B I B S o

o) EH@@?)\?@%%JT (v F) - A i e B I 2 B A0 4%, Netwoork (%) DIRERFBIA

1.
2.

I Network (#91%) -
Always Advertise Network Route (IA#& /A L4EEEESH)  (TERERUH) PAIRESH 3% 14
B A4S BOP ¥4 HEsm e M e Gl HEAR . R ASE P ILSRIE ) JIBT O AR
FH A 6% PR AR AT S 65 B R A 1 40 B 0865 o
I IPv4 58 IPv6 USRI ey KA
Add (i) %ﬁ%ﬁﬁﬁ%ﬁ"] Network (#45%) .
EEH Unicast (LEGEIR) | FEBBHMEE AL GO% b A R A B B H TR HIOH .
AR %K%K@ﬁ%ﬁ@% SAF| tF‘/A%E%EE

(FERR 1ova) SRHL Z2 BRI LUK I A e i 5 2 2 B R AL IE 0 . TR BT
KN AE L2 BEEE SAF| HR A AR I

(50 104 i82HX Backdoor (f&Ff) FIFIE BGP 78 AS AMTA S BTG, T
BHAE AS Wo BT REEHEEREE R IGP B& I BGP B 7RIS, Fps i s g
T, R EREAE %, (7 by 3 A e i et 17 T B S IR SR T o TR

Logical Router - LR-1 @
General R
General Peer Group Network Redistribution Aggregate Route
Static
Wy Always Advertise Network Route
OSPF =
IPv4 IPvé
OSPFv3
RIPv2 “ litem | 3 %
NETWORK UNICAST MULTICAST BACHKDOOR
BGP
. ] ]
Multicast
@ Add @ Delete
Cancel
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TEPE B HH

STEP 6| H4#gfE. TEZ. OSPF. OSPFv3 B RIPV2 BE HE T HUGE] BGP.

o) £ BGP EHT AU R, ) FH it ol 360 IR F S T P 20 i S A B A WA L
P A LA R A5 8 2R e IR 1

1. #HL Redistribution (EFTEUMG) -

0. SELEETEUG IPvA B, %7 IPv4 Redistribution Profile -- Unicast (IPv4 T Hiiffist &
e -- BEEEELX) | FHEEEC I BOP FHTHUN e R e S AT R AT RO OSSP
None () .

3. FEEHTHUA IPvo 5, ¥ IPvé Redistribution Profile -- Unicast (IPv6 i ffisk i
R -- BEEEELX) | FHEEEC I BOP FHTHU e R e S AT R AT O OSSP
None () .

Logical Router - LR-1 @
General N

General | PeerGroup | Network | Redistribution | Aggregate Route
Static

Pwd Redistribution Profile Unicast | None ~
QOSPF

Pv6 Redistribution Profile Unicast | None -
OSPFv3
RIPv2
BGP

Multicast

STEP 7| - 7 is Bk LIBAS BGP BRAR AT 0 FE18 A 540 S Sl
1. %Il Aggregate Route (HAiiki) , if#% Name (&%) (% 63 {HF7C) Add Cir
B SR UK . ARRAE LA TT. AR () BOEESE () BHBH, WS TT.
JERARFIE TS AS TR S () Bt

i N B B Y ECSE Description (REH]) o
Enable (FtH) BUK.

BGP - Aggregate Routes @

= EE

Cancel

4. R Summary Only (EFRFEED) LUMEE R J5# A5 Summary Prefix (FEEEME) | A
DSBS T8 Il I R G N B B O R R AR AN (FERE ) o
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DR [] FRp P e AL PR FTR ol ARt ] PR N B, 55 AN 2588 Summary Only ({2 FR 4
%) o

Summary Only ({£FRf#%E) F1 Suppress Map (IS5 HE) BEHJFH; ARER
HFFiE E T o

@ R AR H Summary Only (EFRHEE) | (HIEREA S H, HIAT
DLty —ffl BOP s ey, Hor S B 51 % i AHAF 1Y Unsuppress
Map (BUHFEE ) B .
5. JRELAS Set (AS FE) LA AR AR AR Y AS SmSii BAd is, TEB A .
6. Il Aggregate Same MED Only ({56 fH[R MED) LMELERS B AR Mult-Exit
Discriminator (MED) (£t H#BIEF (MED) ) (EREA 5] ERE i, TN .
/. IRBUREEEK B Type (ZHAY) : IPv4 B IPv6.
8. FHAGERFMENSEE, REGEIEE P bk A% S e A Y, i\ 0SS
Summary Prefix (i 5H) -
9. BEPTIEEAE RS L (FoREEAR) |, RHIEHEL Suppress Map (FEURCE ) B S ik
NOFTIT BGP B i, H ISR B S TE LE S f Y 1Pv4 8] IPv6 A BGE Bl
EIE R ; THRA None () .

@ IR, RS R MY E LI A S . UL, B
e, G permit (FLAF) BIMLILASAARORE T (RE deny (Hidh) 32H
ILFH B )

Summary Only ({%BE1H%) F1 Suppress Map (FEjcENE) 2 H R, ARERE
R AE T o
10, EROERMEE M EIE SR (eRA RN, R WSS, T mEas) |, msi—
{f] Attribute Map (JEYEETE) e ¥HE, i (8001 BOP B i S e T e
WS B (ELLEERD) o WER AR HEE (None () ) , MBS B A THEE
Mo TEi(EZ None (fIE) .

STEP8| #%—F OK (HE) -

S® 4R IR Version 1 366 ©200



TEE P i

STEP 9 |

(EEH]) fERIBCEAE 2 RIB HEY BGP B

TR RE B I p I R A AT, (R A B A e B A I Rt S ) AR SR BRI RIB
o BERTRE AR RE i BT HE B 43 RIB

1. %5 Network (#4i%) > Routing (#H1) > Logical Routers (R HZY) , SRR

IR A A o

2. JEHURIB Filter (RIB firistdly) LATCRT S HITE AR 115#F i b £1) 26 RIB.

Logical Router - LR-1 @
General Mame | LR-1
Static - - . .

Interface Administrative Distances ECMP RIB Filter
OSPF

1Pwd IPvé&
OSPFv3

BGP Route-Map | None e BGP Route-Map | None

RIPv2 O5PFv2 Route-Map | None ~ O5PFv3 Route-Map | None
BGP Static Route-Map | None e Static Route-Map | None
Multicast RIP Route-Map | None w

“ Cd " L.L..l

3. B Pv4 BGP 1, 1£ IPv4 Wi, ¥17% BGP Route-Map (BGP i %) | 2L
— (R EHTHOM S R, s — T

4. Bk

IPvé BGP B%H1, £ IPv6 [iEH %77» BGP Route-Map (BGP [ ¥ JfE) | %2

TGRS B, B (T

5 #—F OK (HEE) -
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pie

P i

a7 BGP B s ERE

EERE S 58 L BOP B L RE, Bl LU HAE 3% ERE Pt Eis LeitE, ABEME
BGP 4 HEAH o 3 e o B I o EEAEE SR, DIt ) 22 S0 (W i 55 vy 4 R el i
Rt HEN LA FERAROERE, UASE T SRR R 1S SR s S5l . BOP B4R
AN Sl 4 R 2 IEER . AT LAy BGP SRR 2 7 —H e E R AR B ik e R, LA
%y BGP S — (B ek, DAV SR pr B S S B R s e R o
AR FRE¥ BGP % SRS TN AR 0 R I Q0] 7 A o
- BGP Authentication Profiles (BGP Eiif ik Cif) —45:8 MDS FRis & adn, e HkfE
BGP $&: 2 I, AP E e M2 LAH M. 2 BOP ¥4 s 8 s e P A E
T o
- BGP Timer Profiles (BGP wHEaSROERs) — 14 Hil5 B R Rl B AN B 5 A 2 6 2 RIS B 25
BGP FHEdR. 2 BCP ¥ S AH ol BB HUE B RUERE -
- BGP Address Family Profiles (BGP (il Z¢ & e M) —HRES BOP H 8 AR &u i I RERE A Y
ArHEEE PV B IPvA HI TR, 2218 BOP 5 AN a4 B e 2 FP A ERE
- BGP Dampening Profiles (BGP #Illfil&ERs) — PR i@ i th I e, EEE
FEEL . 20 BOP ¥ A BOE 2L 3 TP I BERE
- BGP Redistribution Profiles (BGP E#iEffistc i) —AHFEE. CEgl. OSPF. OSPRVE 5§
RIP B (fFE gk B BN ¥ER]) EHrHUG 2 BGP, WK H¥IE Set (%E) BIEEH
BEPHUGRISE H . 208 Network (491%) > Routing (#%H) > Logical Routers (g% H
#%) > BGP > Redistribution (F#rHufi) FAIFER

- BGP Filtering Profiles (BGP fifiigt st/ i) — [FIRH 2 (il finde & M 2 B R B 55, DT
NAERAE
LR ERRE AS BISHIES R (BRI AS IS BUE ) o
- AEEARE AS BCHYES (B AS B IURELD) o
- FAEE EECEISIE . (AN RER AR A — (R BUERE ) e B4 BGP RIB HYES
Hio HUME B AT B o SR R AR 1P kil DUBEEC e AN o o A L A B Aor
it/ ER R .
: %)ﬁé%&%ﬁﬁ@iﬁﬁ%ﬁﬁ (ZERERIIREAE R — (A iR ERE ) A2 H A BGP RIB 1Y
AR E il R M HE I AR B BGP RIB H, BRI ROE B
© AN EREE I R R A B, WSRO B
- AR A SRR RS B GREAAAETERD) .
- AR A ST GRS ) GREAAAAERERD) .
- IO AT ) B LA 1 o
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STEP 1| 77 BOP i e .
1. J%H! Network (#4#%) > Routing (1) > Routing Profiles (i &) > BGPs

O PA-VM ACC  MONITOR  POLICIES  OBJECTS = NETWORK  DEVICE

& Interfaces
A Zones
o VLANS -
Bg virtual Wires O | name
~ Routing
Logical Routers
~ Routing Profiles
BGP
BFD
OSPF ® Add
0SPFV3
RIPVZ BGP Timer Profiles

BGP Auth Profiles

O | name KEEP ALIVE HOLD MRAI

[ default 30 90

2. ¥ Name (&4HF8) (&% 63 M%) Add (F#) BGP Auth Profile (BGP Eissat i
Fi) DARR B RE RS . ARRMEVTERCT T, ISAR () BB TSR () BHEE, &5 oT.
RAREOE FHEAAH G o A ARFHE RS () Bt

3. WA Secret (HHE) , 4k{% Confirm Secret (FEREZME) o w2 HI/E MDS B4
%H%o

A % —F OK (HEE) -

STEP 2| #37 BGP RHRF#REER .
1. U Network (498%) > Routing (¥%H1) > Routing Profiles (% H#5ER) > BGP.
2. 1E BOP FHRF&ROERGRE T, I default (THR%) BOP sHESRSUER, A R
FEREROE :
BGP Timer Profile @

Mame | default
Keep Alive Interval (sec) | 30
Haold Time (sec) | 90
Reconnect Retry Interval | 15
Open Delay Time (sec) | O

Minimum Route Advertise Interval (sec) | 30

n CdI.LLI

8. WARFHFR) BGP FHEGSRUEMTE N RETER], 7514 Name (HH8) (W% 63 ¥
Jt) Add (¥71) BGP Timer Profile (BGP wHiRFassERE) o ARRLZLIIEHTF I ik
) BOEFYE () BEH, WS IREETIT. IREBEETFIRIIAE G . A RFHE TR () Bias
%o

4. #5E Keep Alive Interval (sec) ({RFHEMERIRIRG (F) ) —BGP 35 E44 Keepalive %
FEWE WG, DR AREA (FEA 0 3 1,200; THRMES 30) o A0SRLEGF5RE R i bs
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pie

%

W=gis

IR A SR Keepalive, RIERAR BGP ¥45E M. W, (REFRFHZREE
HEVERIFER —=f%, AFFE BGP #5%5 BEREE B 2 BTN =X Keepaliveo

. BUE Hold Time (sec) (PREAIFIH] (7)) ) —BAPHSBAEERR 2 /i, 206 F 32 A g

Keepalive B¢ Update R T REREFH BT (LARDZ AL, R4 3 & 3600, THEH
% 90) o

. #E Reconnect Retry Interval (FEFrHAREEHIE) — B R H ERER, EHEmiE

AREFFATFEF DR (FR% 1 X 3.600; HHER 15) -

. BUE Open Delay Time (sec) (BHHUEIERF] (7)) ) —Mi AP LA SR TCP HARE]

EE S —W BGP BIHGRE LAy, BGP EgR 2 ML (#iE % O & 240; FHEHE
Z0) o

. #%E Minimum Route Advertise Interval (sec) (F/DMgHASHIRE (FY) ) —BGP #5

) S R N5/ Bl R B4 R E A % pR 2 A A 1 B R DARD A B
(FE % 1 3] 600; THRMES 30) .

. H—F OK (HEE) -
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STEP3 | EAHF MP-BCP, FEESI BN BGP ARG (AF) BER
1. J%H! Network (#4#%) > Routing (1) > Routing Profiles (i &) > BGPs
2. i Name (&%) (% 637 C) Add GHEE) BGP {VhEZ ikik e . ARG /HE LI
WFTT A () BOESSE () BEH, ITESIEE T, IRGEGEFIENA S . AR
2 () Bk

BGP AFI Profile @
MName | |
AFl @ I1Pva 1P
unicast multicast
|:| Enable SAFI

Soft reconfiguration of peer with stored routes

[ Advertise all paths to a peer

|:| Advertise the bestpath per each neighboring AS

D Owerride ASNs in outbound updates if AS-Path equals Remote-AS
D Route Reflector Client

[] Originate Default Route

Default Originate | None i
Route-Map

Allow AS In | None o
Number Prefixes | 1000
Threshold | 100
Action ° Warning Only Restart
MNext Hop | None e
Remove Private AS | None
Send Community | None

ORF List | none o

Cancel

3. EHL IPv4 Bf IPv6 AF| LUFS ERCE R L
4. L unicast (BELELHEI%) B multicast (ZEHEI%)

7 IPv4 AFI BOERSSCHE Multicast (£ B6H1%) o
5. fF unicast (FLE;{H%) EHH L, Enable SAFI (T SAFI) LA 2y e A O B e

1% SAFl. 7F multicast (ZEE%X) EHEE [, Enable SAFI (JUH SAFI) LME Ak ek
JCHH 22 BEE SAFL. TNERIA %y unicast (BHLENERE) F1 multicast (£ 25{Hi%) Enable
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10.

11.

12.

13.

14.

15.

16.

17/.

SAFI (JUH SAFL) | BIWi{E SAFI #& U . A ZEDRUA—M SAFI, BGP BUERA &
B

I Soft reconfiguration of peer with stored routes (fifi [T i /715 H 36 ) 8 A T R
PEkE) RIENT KRS E AT BOP ¥ERE RS AR BT B TICER . (THRARK
M)

Advertise all paths to peers (T A S AL 4GH ) —E BOP AT A BRI A S
Fa T b, AR R 4B N ER Y 2 E R AK TN RE -

Advertise the bestpath for each neighboring AS (/A E:(EAHAS AS HIF RS | &
BGP # B AR EES NS4 T7 D, LAMR BB ) 2 BT RE . WRE M A A3
AR NS HERESAS, 555 I EE.

Override ASNs in outbound updates if AS-Path equals Remote-AS (£ AS-Path %%
67/~ Remote-AS, HIIHUAH B3 1) ASN)  — I I8 S f1 48wk 8 A FH IR 1) AS B
S8 (I AS 64512) , HWEZMA DM AS, ECEERA . WG 2 H
HescE] TEH ), ZH A ST FEL AS 64512 MBS H . 25 7 85 s ARk A HoAb,
TEAS 64512 AR (TR, R EER AS 64512 BURH B O AS Sk
(ASN), Bl AS 64522,

M Route Reflector Client (i s 2= CH Pu) | {8 BGP #55azy IBGP #9111

% R SRR S P

Originate Default Route (ZEFCTHFRLES ) — S HUHSE T ] 28 A= TR bl H i B AE A
# BGP RIB H,

Default Originate Route-Map (THRF IR ) — SR Hal 7 b6k 3 R A9 1) YRt
6% R AR E

Allow AS in (707 AS 25 LA AREE) -

- Origin (JEf) —BRIM# AS PATH AN KOS B B AS, iz .

- Occurrence (EEABEZE) —Pi KA H B AS AIFE AS PATH HHATRHEL

- None (#) — (WHFEGHKE) ARHITIEATEE

Number Prefixes (ERS%HUR) —E8EE2 () MEKEIHEE. #HELS 17
4294967 295; THRAEA 1,0000

Threshold (FAfE) —Hm KEMEHIIBME A 2. EHEEHE £ BOP A% RIB . (R
NS BRE, HIPT SO THR E 1 EIME (Warning Only (f£%45) &} Restart (I
BECGED ) o #IEE 1R 100; FER(ES 100,

Action (BifE) —fEEHERKEIEE, £ RGeH % H Warning Only (£%5) &
K., B Restart (FEHTHE)) BCOP ¥55FH AR,

B Next Hop (F—1{REI#EEEL) -

- Self (HI&) — (P JOREAEMEE T 280, A F—EEERhE (R THEHr
v BEEE A TEEHT ) PHARE N 1P frhk. WP IO IEAEE EBGP B s (FER—1M
AS H1) AN IBGP B8 Hes (FEHECH AS ) AT Eae, WEERAEM. #in,
LR AS 64512 1 BGP THHr | Wy F—EERE A28 s 2 ( THEHr ) f2H
H e AS 64518) WA P frhibe  TEEHr ) Fon, BERERK L 2 FAANE
MIRERE WS I es 2 N — (BB Al . 182 WRET Ao T Bk E
AS 64512 HIHT IBGP J5#E, HIARSEF B s 2 19 F—(REREAI AS 64512 Z b,
H IBCP J5#ZE1RM IS . WS Self (HIR) W, By AOHE1 ~—(H B a4

1l
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e i

HAHACH P Al DME BGP 8 nT A RZ F— B2 2R ks, ] LA
35 eBGP B HEs o

- Self Force (H M) —aiilig S B AEHT T —EBEROER THIK] -
- None () — (FHRBUE) MR —(HERR R B AL P

18. FEG# BOP 1EH7 JOMEE 2 75—l AS 2 ¥I55ERY TR HAY AS_PATH BIEF R ERAL

N AS #@5E, #E1E Remove Private AS (F5FRFAN AS) A, I DA Hrp—{5IH
<Al (&) —BERITERLN AS k.
- Replace AS (U AS) —HIBT KA AT AS B9l RLAN AS Bk
- None (ff) — (THEHE) ABITAEATEIE,

9. ¥ Send Community (FEAE) | SEHEEAEEH THH ) B EREn BGr AR

PHEREA -

Al (&) — T A

- Both (W) —{HRIEEEALRERTAE AL A .

- Extended (ZEfH) —EHRIEARAERE (RFEC 4240)0
- Large (KHY) —IXKIUAERE (RFEC 8092),

- Standard (f53E) —EEEEAEELLRE (REC 1997),
- None () — (TH#HE) ANEIEATTHEHAE.

. #JJ7* ORF List (ORF {i ) — /i S5 FpA mi 36y <5 A0 (5006 1 i SR/ sl i s T e

DI IR B VR H 0 F SR (ORF), dETAE TR ) FP e el O AR 1Y B AG 11 RE

F1. B ORF ThEERRE -

- None (ff) — (THEGHOE) HERHHOE SR (HPEH T AR BUERE) %A ORF
ht.

- both (W) —AGEEHAHEER (HPEHTIE AR %ER) 7L send (f#
iX) ESTE A receive (FRUR) ERSIEELLVEAE ORF.

- receive (M) —AHEEHBEERE (HPER T AR BOERS) AT LASCE T
BLUVEAE ORFo AHES SR e i IO E S ) ORF DIRER EETE ., BLEH e
B AR Ayl I PR RSE AN

- send (fHi%) —AHBSEHECHERE (HPER T I AR BOERS) 1T LMEE i
DVEAE ORF. imumfSeas (EAHLIhRE) &Ik ORF ThRE, WS 5 2 1H
IRV e, A LSO RS IR R A I PR SRR

ORF MM EVEAE R E IR TR o) BAEATFEWEE MR EEE, b) e

Wb AR T REAR R I B S . IS EHU T UL T EIEAREAE ORF:

1. FEMHER G ERE I E ORF HIRE.

2. BAMELEENG (send (fHi%) i both (WF) DIRE) MWMFSERFAHECESERE ) G aar
EETE R oA S B ) —A

3. 37 BGP fiSERERE, SABAEH A B ASIE B S U S i AT

4. HY BOP B AL | IR AL R IREGERS, DO B E . iR
A, MRS RBUEES M ATESOCR (HIE R EIIEE) o RS SR e
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THE PR

SERAE R ORF #50um , RIAST IR RER, NS Bk R R ER AR~ ORF
receive () ThRERIT] .

21, #%—TF OK (HEE) o

STEP 4| #~7 BGP I ERE .

1.
2.

8.

L Network (#8%) > Routing (1) > Routing Profiles (i3 :EHE) > BGP.
¥ Name (&4F%) Add (i) BGP Dampening Profile (BGP IR ERS) o #RBE
IS0 IRER () B 9% () BHEE, WS . R EF NG . AR
fSEFHES () Btk

i \ A FI 1) Description (32H1)

Suppress Limit (ERRG]) — A BERE (REIESIWRGHME) |, Rz 5 5%
B FrA R B, FEA 1 £ 20000; THRMEZE 2,0000

Reuse Limit (EEM(EHIRE]) —d A —@{E, SRIEEE Half Life /&4 0082745 6 e
AT A M . EiE A 1 2 20,000; FHRREZ 7500

Half Life (min) (Half Life (734%) ) —f AP FREEREM 88, LAEHIE - 2B
MR EME R (BE]) o ®iEA 1 2 45; TERES 15, BEMEEM 1,000 BiLG.
TEZ RS iR E 2%, Half Life s S AIME 2R, HWREREEKHHRNT
— (AR e R A ST BT A —2 (500). AL —HAEM, B SN EE/NA
Reuse Limit (B[RS B—3, AERGRHK AP ERECEE R,

Maximum Suppress Time (min) (BRI (88) ) — A AT ARSI HH A oK s
SEH, MRS ZAREL .. #EA 1 E 255; FERMES 60,

BGP Dampening Profile @

Mame | |

Description
Suppress Limit | 2000

Reuse Limit | 750
Half Life (min} | 15

Manimum Suppress Time (min) | 60

¥e—T OK (HEE) -
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STEP S5 |

S BOP BB ERS, KRR, DL OSPF B (UCECHMERY 6t E) ST Bt
% BGP.

1. %I Network (#4i%) > Routing (# 1) > Routing Profiles (i%i# &) > BGP.

2. ¥ Name (£/) (&% 63 57C) Add (i) BGP Redistribution Profile (BGP
PrEUGEERS) « AREMEUIIETIT. JRAR () BOETSE () PHEE, ESEETIT. R
ARG TG o A RFE RS () Bl

8. IRBCEEHHUGIIEH ) AFL: IPv4 5 IPvé.

BGP Redistribution Profile @
Name | |
AFl @ 1Pua 6
[ statie [JJospF
[ Connected COrip

4. JRIY Static (BFRE) LARCCERRERES B i -

5. Enable (HUH) IPv4 81 IPvo BRABES HATEFTHUN (RGO AFD .

6. @A Metric (Fin) DEHZZEHHUZE BCP TRIEREI M (HES 1 2
65,535) »

/. L Route-Map (i H3¥HE) DA A8 PR A8 B E HT HOM RS B3 AR B Hh 1 LL R R o FERE
{H%5 None () o WIRES ¥ Set (B0E) ARBES Metric Action (JEIREIfE) FI
Metric Value (JE&EE) , Rl EMER 2 I b, AR, o8 E e
FEAE _EROE B B 2 A B

8. %I Connected (E#AR) LAi%E B ARES B E BT HUM -

9. Enable (JUH) AHEGHLRI IPv4 5L IPvo B T B (R ERELY AFT) o

10. BE Metric (JEhY) DIEHREEFHHME BCP TR CEASH (HFES 1 2
65,535) o

11. J% 5 Route Map (1% H¥%HE) LAHR E PE BB B WLt £ s AR i A LL R A THER
{HA None () o WIREGHBE Set (%) #HABELS Metric Action (FEEREIE)
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12.
13.
14.

15.

16.
17.
18.

19.

20.
21.
22.

23.

24.

Metric Value (JEAH) , Rl EMEHZEHEGEE. SR, S8 EiuhE
FERE L BOE M e 2 R U

(FEFR o0 AR J2EL OSPFV2 LAREAE OSPFV2 B% B HT B o

Enable (FIUT) OSPFv2 i ) E 5 5L

WA Metric (J¥i) DIEHZZEEPHUGZE BGP Y OSPF Bl (HiER 1 2
65,535) o

I Route-Map (1% HI¥HE) AR EPE EE B iiLe OSPF B i Y EL SR A TR
{H7%5 None () o WIIREK ¥ Set (RE) MHRBELS Metric Action (JEmEI{E)
Metric Value (JEHAH) , Rl CMER EEHEGEsh. SR, S8 E T
FERE B ROE B R A EE A Y

(FERRE 1Pua AT JEEL RIPV2 LAREE RIPV2 8% B BB B

Enable (FUH) RIPv2 5 BB B8 »

iE Metric (&) DUERZEETHHMZE BCP 1Y RIP W (FiEA 1 2

65,535) o

BEH Route-Map (% H¥HE) DA B P AE B EHT RO WL RIP % H A EL SRR THRER
{E%5 None () o WNIRESH¥IE Set (B0E) MRS Metric Action (JEmEIME) F
Metric Value (JEHAH) , RlECMER EEHEGngh. SR, 8T
T _EROE I R F A A B

(FEFE 1Pvs AFD #EEL OSPFV3 LIRS E OSPRV3 B i BB B o

Enable (BH) OSPFRV3 B H A B BT HL

PO Metric (i) UEREZEEHHMZE BCP Y OSPRVS IS (HifA 1 &
65,535) o

I Route-Map (1% H¥HE) DA G e B EFrHUAREE OSPRYS % H Y EL ¥R AN, TH
P(E% None (fEE) o WARESHH¥HE Set (80E) #HABEL S Metric Action (EmEIE) F1
Metric Value (JEHAH) , RleideMEd ZE\Eiauniish. SR, e i
FEE _EROE I B A A B

Fe—F OK (FEE)
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STEP 6 |

7 BGP s sER o

1.
2.

3.
4.,

el

BEH Network (#i#%) > Routing (#%H) > Routing Profiles (i H#% &) > BGPs

% Name (&4F%) (% 63 5 7C) Add (HrkE) BGP Filtering Profile (BGP fifiift % &
R o FRRMEVTEHCTIC. AR () BOEFSE () BHYA, ITESTET I, IRAREE T
WA ASFURFAE B () B .

it \AG 1) Description (#tHH)
I IPv4 58 IPV6 (kS8 03 (AFI) LAFE 7 S 61 i iy e

BGP Filtering Profile @
Mame | |
Description
AFL @ IPv4 IPvé
Unicast Multicast
D Inherit from Unicast
Inbound Filter List | None | Outbound Filter List | None R

%waurk Filter

Inbound Outbound
Distribute List | None v Distribute List | None
Prefix List | None v Prefix List | None
mbound Route Map | None e Outbound Route | Mone R
Map
Conditional Advertisement
Exist Non-Exist
Exist Map | None b Mon Exist Map | None
Advertise Map | None v Advertise Map | None
Unsuppress Map | None w

Cancel

BEHY Unicast (BHLELHE%) o Multicast (2B {#i%) B HER GRS (SAF) FHA,
$% Unicast (FLELE%) . Inbound Filter List (i \fiiise#ai B ) —iHL—{ AS B{AE
FREE BB ] AS B FIOE L, DA R Sl e, e e S B el )
SEpmE N EUEFEE AS BREEHIE r, RITHE 2= A4 BGP RIB.

1E [#9p%eR%es | Wi, Inbound (i \) —Distribute List (Uil s) — & FH{7HGH
BRI TAGRAZHE ), ABH THAHAZRE ) ) R BGP 3K BGP B &R .
HeL B — SR RS R R N TR LR

Prefix List (EMSIGEEL) — o FH E Als B A S A AR s B T BT %8 BGP #2UY BGP B ¥
Mo BB — R BOERE T i A BRI B R R .

Inbound Route Map (i A\l F 36 ) —fuf it Pl S PT LRE 007 o s 1) 037 AR L 18 Py 3 N
AHE BGP RIB (FL¥HHALD | WEkmryEt GHEiEm) « fl, &nTLUEEIER H
) AS BREERTTT AN B AS 2t 8% i e o

TR SRS P i A\ A B T B T I A R I, R R PR A B
M BRI LA F (% AND) o
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10. Outbound Filter List (it fifii% #8550 ) —iE—{ AS BASAFIEE RS A5 1%
PSR DAREMES B AS BSR4 RS ey (BEH VAR 1%
SRR Bl AR

11. Outbound (i) —Distribute List (BUffiiEE) — A HOE AR B 19 1P 7kt
B BGP A5 1Y BGP % & wH. Bl B — st e b b it e s B B R

12. Prefix List (EAIEHE) — B 55 B AR IR A B B S i BGP A4 1Y BGP B
o HEL A — SR R R A HH A R B R

13. Outbound Route Map (i Hi i Fh ¥ ) — e FH it by 60 0T DARE (7 b 1) BGP 22 19 5%
B (EREHRAD | WA R e B

Tn SRS P i A A T B T S R I, R R PR A i
HEH BRI BRI E (5 AND) o

14, BEEMAE A TR 6 A Mg BOP RIB HEAER A TEAEAS B % H e | BEAM A Ip st
B AFEERAME BGP RIB I AT BE R I A7 A 55 B alim AR Tt . (AR
BB AS B8 H B — M AS BB, A S g, Fltn, o
RIEELEH AR 1SP AAERAE s 4s | MBI i fh 2 — iRk, (EHEE Wi
MR AL E AR TP BT I 2 50— R A, AU E T RE . R0 A 4 Exist (7
1E) s

A Exist Map (TA(EHIE) MR, Pos Il sl o et e, DR 0 P 5t A5 9 Lo
Al RE RO R Match (3D 359, €720 Set (BE) W5
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S5 % F

)Dﬂ-

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

- Advertise Map (AH¥IE) — SRR a7 B I, AR EAEAT A I 1 A5 1 B
B (R EFAEAE BGP RIB HY Exist Map (TF7ESHE) MIESH) o HEEibma
K R Match (ER¥E) #B4; & 20% Set (GRAE) B4

TEfAE R A4S Non-Exist (NEAE) [ :

- f£ Non-Exist Map (/NA7AEEHIE) A AL HPose B el g a7 B pH S I, 2 A4 BGP RIB H
AAFAER) B e 2 O BHR A DAE A A A 0 o 8 TR A (57 P 2% p 6 TR Y
Match (Eb¥t) #9; &2 Set (GRE) #897

- Advertise Map (/A2 HT) — SRR ECEE ST B I DAFR @ B AN S5 I R 1 B oA
TEAME BGP RIB FHIRFEAS IS o H&r 2 BRI 7 P B S R Match (Hb#) &8
4% GG Set (GRE) 4o

Unsuppress Map (I FSsie i) — 32 B ek H 57 R B BT Bt 1) 2% i 10 B Pl S 2

7T BE R A AR L P LA BB, s BRI A 155 S B i) R R T o B, {ELAES AR A 455 x5 P

(BUHBERT) o

(FER v AR I2EHL Multicast (22 BE0%) DARTIE MP-BGP 2B EE I . Wk

A B2k LB EE SAF| AT A g th & H 2 2 BhEi% SAFI, F5IEHL Inherit from

Unicast (TEHLEMEAMERK) o AHI, BTSN R .

¥ Multicast (£ Bi{#i%) . Inbound Filter List (¥ \fifiEaHiE ) —HE—{f AS ¥

PEAFBOH BB (] AS BTG R, AR B R i iy, N E e B S ul

HHEERE N EAHE AS BEASHIEE H, BUBrE 2 AK BGP RIB.

1E T4 nEes | Wi, Inbound (il \) —Distribute List (HUfffifi ) — & AHFEGS

BB TARGIE ), AN TH M) ) A% BCP Bk BGP B IR

L B — SR R R TP N T B R

Prefix List (EASIH ) — {0 F B A9 B A S A A B B IS 28 BGP B2l BGP Bl &

o HEL B — BSR R R PP A A A A 7 B R

Inbound Route Map (i A\ i FH 36 IR ) — {65 1% g 36 R o) B -l 2 i) 0 R0 IR 6 Pl i

AHEBGP RIB (Fe¥HRAD | WECEEHENE GUEi®RE) o Flu, &rTLLEBAR H

[ AS BRESHT T 0 b AS s t R I3 E o

T SR FH i A\ BT B R RS R T T A N S R EIDA TR R A I

F S ERITE B R (G AND) -
Outbound Filter List (#ijtH fiiSEaeig5) —SEE—(F AS BSAR A IEH Bl 210 A 1%
EAFIEE ) AR S AR AS BRI & B HE I Ry (BRI hsedn¥
LR )
Outbound (¥iitfi) —Distribute List (FfiiEE) — i RO FACHRE H B9 1P ik
fifii% BGP A5 1Y BGP % &R Bl B — st s e i i fier o s B B R
Prefix List (EASIGEE) —(f F e i s B A AR SR 4R B RIS B 18 BGP A5 19 BGP B% &
il L A — SR R R e U B AR
Outbound Route Map (¥ HH i F 3 ) — i FH i by 360 v AR A b s 1) BGP A 15 1 %
M (EESEEAL ) IEA A BB i aoE B I

Qa7 SR A P i A T R R A IR B A T A S R R A A
S ERITE B AR (G AND) -
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THE PR

26, BEMBAER A AR A BGP RIB FAEAEBAAFAEA IS i, BN st
BT o AEFAERAME BGP RIB HHAYES 1 AT REFR IA A7 7R3 45 Eosnl i A E b e . AR
EERHIE I AS B A M AS AEDUEE, A KA . Bl
RIEELK RSP M B RGEAS ) TEERR i 2 — (AR, EEE Wi
AISR Ot E AR R B A I 2 ) — (MRt BRIt shaE. A Exist (FF
1E) i

- 1 Exist Map ({F/ESI0E) A (o i Eml 2~y it S IR LIRS 6 0 A 1 e
Hlo N gt o ik h R Match (Fb¥) 35, &2 Set (BHE) H5e
- Advertise Map (/A2%I0E) — S HL R B% VB E  DUFR EAEAG 6 1 R B A 5 O %
H (R A EAEAAHE BGP RIB H1 Exist Map ({EAESEIE) (B HT) o H & it
WS S ERY Match (EL¥t) HB4; &2 Set (FE) #B57.
27, FEMGER A Non-Exist (NFEAE) (R :

- f£ Non-Exist Map (NFAESHEE) MRAL FPist B al a7 i S8 E 2 R4 BGP RIB
AAFAEN) B 18 2 OB A DA AR A T o 8 g oA o7 P 2% E 6 TR Y
Match (Lb3#) #895; G ZME Set (RE) #5o
- Advertise Map (AT H) — SR EEE NI T DAYE 8 5 AN AR S I A Y B R
TEAME BGP RIB A IS o H& 5 I O 2% IR Match (Lb#) &8
9 GAE Set (BRGE) B
28. Unsuppress Map (B FECE ) — S Bl g 7 GAREE U Bt i 8% i 2% S e, &
AT RE R 2 LA B R LARE Bk, Bl DR 245 & 41k 62 R T 4t Bl (A AR A A R o %
(BUH bR -
29 ¥%—TF OK (H#EE) -
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TE|

(2 nﬁ

)[:“1-

HH

S tERE i S

b ScavAliEET

TR 5 SRR RN AR R B . FHOE . EISE R = RUhs e Er ER 2
BGP. OSPFv2+ OSPFv3 Fll RIPV2. FHUEHMEISNEHM AT UERZE 1Pv4 28 E%, 2 BhHE%
% S R R 1Pv4 2o BhEIE . AS BERAFROE . ARG A BGP I iy 8 7 BGP.

SN it RS AR OE R B o B | gy, DAMCEERRR — BOtE s dil A B LU S
FE: MEESFRGEUAME RIB MU 2 A i B S AIRIE A S SUERTE (Al
e BEE 5 Y/ N A P ) AL P e I Pl e ORI 8 o I A 55 o

A7 B A O

- B IPV4/IPVO BEIRALHERT IPv4 H RO HBALHE RS B S i . ST IPvA (P HOEE, TTLAER
ALhEAES P e e S AR AL A H Azl DL NArib i . IPve FBUHE AT LR E
BRI HEFN T4 1

- {E BCP MR ERE T, HEMATIEE (FROEE) LUES BGP A S S 4 al 6 S iE
(OFHB) Tz WRLEEK o 15 R AR 35 BAH AR (P O B HIAR A A B Hh A e C B E A BGP RIB
s B ARG B R AHAS 0% B S B R A BGP RIB . i BOP MR EREH £
[fifiisE |PvA BELEREE ) Bl (SR Pvo BHENELE | MG HY BOP ¥R S8 . (S
FI AT ARE, 7RI Inherit No (ANER) o ) B ERERE i BRI RE

- 1E BGP fins g, faemtiumig e (FEOEE) |, DIEREWHEF BGP F &1
By K 1) S SR A S S A R B . SRTB0KF BOP s ERERE 5% 1Pv4 B
BEEGK | B TERISE (Pvo BHELERS | BAAIFPAY BOP SIS AN E B4R, (B RS SR TI
BE ) BRI Inherit No (RHEK) o ) SRR B B A S RS

- VEAEFTHUMES S E R I EL AT, AR IPv4 88 1Pve B RTHBAIIE . T — {18 B ek
2RI

- 1F BGP B H¥IEF | VA IPv4 (kb T8 BE RS AR LA, 1Pve Arhb i R A

-+ AE OSPFv2 F1 OSPFV3 H | [EEIgE TS FHAF (ABR) HYHE A B BE H 15 5

- By IPvA L2 BHERETRE PIM FEAHRERR
A7 TR B FH A g8 (o FH 2 im el p R At e vk

A G AT LA ZARRA ;A% AR RSt AT o R I el B (BRI AR
[, I EEAE THEAR ) B (AR ) S0, B G FARIRR m AR I Rr Al i e o

SRR A DU R BOE R, G LA ABURFBUR L, MRS HE T ER .

- Prefix Lists (EfSIEEL) — (0 FH B iIE EL

- BN BRSPS S AT SR B A RIB B ARSI e

- 1E BGP B e, T8 N\ B ieTE B LA ] BOP M SR A sl 58l O B
WL K o T R A B AR o AR B AR A B RN B AR AN BGP RIB 5 B ARRF
TGS B H RS 10 B & i B AE A S BGP RIB HH. SR4H BGP BRERNERMERE [k
Pv4 BREREE | B TERSR (Pvo BELELERX | MAZFRAY BOP B . (A Y S mba T g
1E, FHIZHL Inherit No (REEK) o ) BEERERCEETRA S SERERE .

<
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- {F BGP fifiERER T, fRaimt misige, DU ERI ST BGP HB2 1Py IOk [
SR AH Bl A AR RS IR . SRS BOP BERCERNE N E [Hi% 1Pv4 BLEMEE | B
(RIS (Pvo BLERELE | MIAZ AT BOP SR AN E T al (B AW T IR, G
B Inherit No (OREK) o ) SERERCEELN S SR T

- VEREHEUES R R EE R MR E (Pv4 B IPve HIIHBALAE TR {18 i
FH A o

- 1E BGP B H¥EF , VA IPv4 (rhl. T —EBEEE i AR AR, 1Pve Arhb s LE R AL

- BIRSLARIR IR OSPRV2 B OSPFV3 ABR, R A i8R 25 17 B i ) it st e B

- TE IPvA ZBRERE PIM T AT EE LATEAE SPT BIE.

- AE IPvA 2o BEEE RSl

— (RIS BT LA ZARER R KA (a8 e B TR A o B Pl B — (R R AR AT

WE, AEEd THEAR) ol TRsF) 8E, HAGFRBR S A RE B b . EilTs AR

W, RAEAHESCEAEWER CGLREREN) e, WiERise mEEN. /N

A BEE A AR B AR E R o B GRS A s B 0 0 = A B B

- Redistribution Route Maps ( EEHTHUM Ik 3 E)  — (i FH BT B e A T 1) B8 i 5 Pl

W, AHgEENIELE BGP. OSPRV2. OSPRV3. RIP. TLEZREKEFAEES H CREEATE) T
W% BGPy OSPFv2. OSPFv3. RIP BiAHE RIB (H B EEIHE) o« BIETT LUK BGP T
B EBTHUGE] BGP ¥4, ¥R AT E S HABOE EA E SIS R R 1Pv4 F1 IPvé itk

(B A R LA 2RI RN (R H i A TR Al o Ik B {lE I
FAHRFR, #f et edbidazig i, BN S FIRIRR A H ebiliis o MR HA e
CReEE ), ST K i S TR ) R B O B B A O

- Multicast Route Maps (£ B E K ¥ ) — 57 22 Bh 04 % S i LARRDSE SR8 IGMP A Ta

2 o

DA il 38 g 4508 FH T BGPo

AS S IOE B — 7 AS BRI

- HTAERIREAZ B 75— % g1 e i BOP Bl (B BGP RIB 1) , 1 BOP fili i E
i A AHEAH A o fin, AR SR M A IR E H B RGRE H

- JHIRAE IS BOP i R L 2 55— (B fr e, A BOP A8 e R A i A SR i B P (s o
- HTARAT BOP B S R IS THUEMTERAE, £ BGP i H S R EESBHLI
- FIAEFTHM BOP M, £ BOP FFTHUMES B (AS ) A LB

—{lf AS BSEFEUR L T LA o4 [EEH], 6 PAEES Permit Any (RRFHTA]) MHIGEE. ff
FAS BRI BOE S ACHEAR 55 R o AFHLNE TR 5T B S FR A TR A o 3 iy B — (R Hij DT
BoHE, Aasd: THEAR ) =% [ o) #E, HON S PR EAE I p R BIEEAl B i .

i
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THE P %

- AR S AR
- £ BGP BB ER S, DA EARE DI i H B 28 A9 BGP +LREE . #ilhn, &
AT —dH Gt (LR ) s 2 B R 1 el AR U A
- fE BCGP B EHERROEBIER S, DA & LL B I A 8 B B
- RS P BT O % E ST I RO 1 B pE P EE S RGP AL

AR BT LA Z B LN A I it el A T Aty o i s oy B IR U AR A
[, FFEEAE (AR Bl TAARF) S0, B G FHRIRR I AR Rl i o

- BGP % ¥} E— 7. BGP % % -

- A BGP AF| 3% EREIT) Default Originate Route-Map  (TE R JE 1A% 15T E) Hifr; Ho¥HE
HIZE TR A AR TS Y (0.0.0.0) # BGP AF| BEEREE I E BCP B4 ul BH4kat, 11
SR AT DU 28, WRAAAEBIA BOP MM ngsE, Rler s kit il Bh¥
JEH) Set (FRE) FME NG MR, FETT LA P H % S0 e sl 2 s A= O TR ik
TR

CWOE (HUR) BGP X EIEEHERT BCP Bk .

- NAT, A IEE A I — A4 E ISR E AR AL A 1Pv4 N —(EBRES ) Ak H
NAT A —E A 1P Arhk ABUAREL A 1P £tk

- IGERRE. DOEIZREL OSPF M EFHUGiE] BGP H; SKMEAE BGP EHEis ERE TS 1 BGP
% S A

- £ BGP Fi#s ERE T, 4] Inbound Route Map (il A% %) 5 Outbound Route
Map (s ¥ E) HAT BOP B HSHE, St BOP WM (82H) A BGP
RIB (HfiA) BLAEE] BOP H4&RE (W) A%,

- BRI AT BGP B, FEAE BCP st RoC g . — (i Exist Map (fFA/E¥1E) |, 45
TE AT AL B TP S O BRI Advertise Map (A5SHE) A H. B0E, fRER
TE R LEAEIRE, BE7A Non-Exist Advertise Map (NEFEA S EHE) A5 o

- fE BGP fisERERg T, #F 1Pv4 N —EBBEOE 2 M A NAT ALk A FAN AL

- 1E BGP B ERE T, i BOP B Fh Y65 IR A RIS [ 1 165 by 491 1) g ope 4 T o ) B85 o

- AR Hb A T SRR, RS AR R AV EOE BGP Aggregate Routes (ZEAEESH)
W HEHE Suppress Map (FZjcEHE)

- LS e B BB R E BGP Aggregate Routes (FriflitHy) | PR
Attribute Map (JEMEHE)

s dr ] LUE 2R B ORI 9% (Seq) MRIEARIE 4SRRI REAE B el tr o 3
B Ol b AR AR IR, B (AR ) = TR ) e, B & PRI m AR el
LE

o) % AS BRI A IGE AN T A it g ER LA Deny Any (JEZBAEAT) BIAIGERE. KR
AS B A BUR BN T g an A H 20— (6 Permit (FUiF) FHI; A1,
Firfy R i /5 A B E AR . AS RS BOE B LA Permit Any (RREHE
i) FLRIR .

EEBOEN Seq e LABH RO IS HAEEA T £ CRUE IR HHER (8 Action (E
fE) WAL, LMEEM TAFF) B0 TEE ) BifE.
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THE P %

PR SRR MR R A AR 9%, AR sl A fifisg e v id A
Hio i, 137 Seq #%% 10~ 20+ 30 %,

STEP 1| s A BGHE LAART R R IR E A B MY 1Pv4 B IPve Aotk

1. J%H! Network (#491%) > Routing (#%H1) > Filters (ffii%es) o
2. ¥ Name (%&F8) (&% 63 H%IC) Add (Grl4) Filters Access List (i & (7B

H) o ARRMELSCHCIT T AR () sk () BEE, MEESEMTIT. R EGE TR
MIAH G AN AFHE AR () B

. @ AN Description (G28) o
CEBUFRGEED Type (B : IPv4 5% IPv6.

1. #A 1Pv4, Add CGFFiE) —{F IPv4 Entry (IPv4 IEEH) | SREBE AR Seq sk
(B A 1 2 65535) o

2. i®H Action (E1{E) : Deny (FE&R) (TH#(H) K Permit (70iF) -

3. ¥t Source Address (ZRIFAZHE) | A —(FSEIE: J®E Address (hl) | FEFETRIT
Address (fzht) HAfz, #A—{# Pv4 fzdike A1 Wildcard (3% HF0T) M
DIg~ i . e (0) FoniZhroe A EE A M B AL T ALY R R —
(1) Frn TERIEE ) (7c. HALEIEZ Any (fTf) = None () .

4. ¥> Destination Address ( H sz kb)) | i%2H Address (fhh) , fERERHY
Address (fiitik) 6z, wA—(F 1Pv4 fidk. A —1# Wildcard (B FI0) o ¥

®
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R (0) FOR MEMFRIALTT; EER R — (1) o8 TR 1T, HAbiRIE
%5 Any (fEf) 5 None (#) .

5. #%— 1 OK (HEE) LAMAFHEH -
Filters Access List @

Mame | filter_networks_to_allow
Description | permit 192.148.0.0 subnets

Type @ IPvd IPvé

Entry | sEQ ACTION SRC NETWORK | WILDCARD DST NETWORK | WILDCARD
5 permit 192.168.2.1 0.0.255.255 none

“ CdI.LLI

5. 8E, $H¥ Type (FHA) %HL IPvé6.

1. $# 1Pve, Add GErES) —{F IPv6 Entry (IPv6 JEEH) , SX&HIA Seq fmE (il %
12 65535) o

2. % Action (FifE) : Deny (fE4%) (TH#H) X Permit (7FF) -

3. ¥/ Source Address (ZRIE{zHE) | A= {HI%IH: JEH Address (i) |, FERERN
Address (fizht) MGz, dgm A —{# Pvé Address (frdik) o AT DIKHFEZEI2E Exact
Match of this address (I A7HEFSERAMFTIR) |, G OB B B Al B AR ATt T L
g, M H M ESERARE, I, B GRRAR R B 2 75 B EE i E S AL F] — 1
A PR E R LU . (WUERAIEAZ LS Any (fE{T) B None (i) , RIJfRMED:
21 Exact Match of this address (IVA7HERI5ESHIFFIE) o ) HAWSRIEZ Any (1T
i) B None (f&) .

©
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4. Hi—T OK (M) LIGKAFEH . WLV EHgm S1EH.

Filters Access List

Mame |

Description
Type () IPva @ IPvé

Entry | sEQ | ACTION SRC NETWORK/MASK EXACT MATCH

(¥ Add
Cancel

6. %1 OK (HEE) LM/ IHER
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A B 55

STEP 2| s 7 EisTs .
1. j%H Network (#i%) > Routing (IH1) > Filters (fifii%%s) o

2. f% Name (&%) (% 63 HF7T) Add (GEiY) Filters Prefix List (fifiiSe s fy il
) o ARAEDISEIT T RAR () BBTEE () BIEE, IESEEITIT. IRAREGE TR
WAL A o ASFURFEFES () B

3. WA Description (HiH])
A SRR B SR 1 RS Type (BFY) @ IPv4 5 IPvé6.

Filters Prefix List @
Name | |
Description
Type @ IPv4 Pué
Entry == MAX <= MAX
PREFIX PREFIX
SEQ ACTION | NETWO... | LENGTH LENGTH

1. ¥4 Pv4, Add GErde) —{ IPv4 Entry (IPv4 TEH) | SK&im AT Seq %t ;
% 1 & 65535,

2. % Action (FifE) : Deny (fE4%) (TH#%(H) X Permit (7FF) -

3. ¥4 Prefix (PHE) , A {HRIE; TH#H None (fE) . 73—{HiIEZIEN
Network any (#B6(ER) o 58 —(HESTZER Entry (HH) , &I
FHELAY 1Pv4 Network (48 RIS B R LASE IR (M40, il
192.168.2.0/24. #7528 E SRS Greater Than Or Equal (KAEEER) — (i
oy (RPBEHRENFARE —HOK, #5021 32) o BIFTEH5E Less Than
Or Equal (/NABRSA) —llT (M T WHEE VEIEARE A, AFE/H

©
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v

THE P 6%

I
—

Greater Than Or Equal (KJAEGER) RE (WERCHE) —HK; #ESs 0 2
32) , DMEEsiEm LR,

New IPv4 Entry @
on @ De
Prefix |Enlry v
etwork | |
Greater Than Or Equal
Less Than Or Equal
Cance

A I ELET ISR (1Pv4 81 1Pv6) AT LR H SRR > 2 AR B - 1) 50K o R B 4 i o
frivte 2) AR B R E (AR ) B T/NABEERY ) ) EITHRE . 4

o, FREMES 192.168.3.0/24 MEMSHRHEHR], DLKIAEER 26 H/ANABER 30 HY
R . FREUS TEGEFEE S, R EM SR ] s B e b e
BOEREME ( THEAR) = TREF ) o

% E AR
19216830/28 | il SRR E AESUSAAEA.
192.168.2.0/30 JH A B IR o
192.168.3.0/32 R ESR B RIARY .

TEHLA R AR 22, LOU SR A BT (SR KRB /INATEER) o >=
FORNEMRERN N EAZE,;, CEEmRERENS/ M. <= FREmsRE/ IR E
R, ERE R E N R E.

5. m#, Add (HTH) IPv6 Entry (lpvé THH) , LSS 1Pv4 ERERTHIREE
BRYRAE . IR IPve EER)E, Greater Than or Equal (KJAELEEA) MIHIEZ 0 &
128, Less Than Or Equal (/NAEKEER) HIEIRE A O & 128,

Ban, ZEAEN 2001:db8:1/48 B E RIS BRI, DAK KA EEER 56 H/NREREER 64
FIEIEREE ., NREUS 7RIS, UL MRS w188 e e
IREMENE ( THEAR ) Bk TRFF) ) o

% HER
2001:db8:1/64 W A RSN AR B HI A AT o
2001:db8:2/48 SR A I B IR AS
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TEEPE et

% i 4R
2001:db8:1/65 SR B R B IR

6. %1 OK (HEE) LA B o n] LI EEr i 2 T H
/. %N OK (HERE) LM e s oo

STEP 3| % BGP a7 AS B GFEURH .
1. j%HL Network (#4l%) > Routing (1) > Filters (ffii%Ess) -

2. ¥ Name (%4F%) (&% 63 {f%7t) Add (i) AS Path Acess List (AS IS 7HLE
) o ARAEDIEIT T AR () BETEE () BIYE, WESEETIT. RAREGE TR
MIELA o ASFURFEFEY () B

3. i@ A\ M) Description (32H7) o
4. Add (F3) —ff Entry (JHH) , A& Seq S5k, #FEZ 1 2 65535,
5. BN Action (H)fE) : Deny (fE#%) (THR(E) =X Permit (7oiF) -

FHH AS B AFHUR A LABEE Permit Any (RRFHET) HHIAEE. fEH AS
AR IOE B A AR H 3 A5
6. Ll regexl:regex2:regex3 1%l A Aspath Regex (FIHIIEH ) | HPHEYE ()
SBR=M AS {H. RFFRIFICERE: 1234567890 MLO0I1$ +.2-\o I, Deny BA=
H 265000 HEBRIRE AS 65000 R E .

Filters AS Path Access List @
Name | |
Description
Entry REGULAR
SEQ ACTION EXPRESSION

Cancel

/. F—F OK (MEE) LM H. L0l — M AS IEGEIGEHF RL i
i o4 HEHE .

8. F—F OK (M) LMifF AS BASGFHUE .,
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THE PR

STEP 4| ey HAfHE.
1. j%H Network (#i%) > Routing (IH1) > Filters (fifii%%s) o

2. % Name (&F%) (&% 63 MFIC) Add (i) Filters Community List (&fiseds i
EH) o ZRNEUEEITIC. AR () BTSSR () BHEE, WASIEETIC. IRAREE T
SRR A ASFURFA B () BEH.

3. WA Description (HiH])

Filters Community List @
MName | |
Description
01 A Regular] i |
Entry | Q) Oitems | > X
O | seq ACTION COMMUNITY
@ Add

4. B Type (BIR)
- Regular (H#l) —Add (FrHY) —f{ Seq w45 (#ifE %A 1 % 65535) , B
Action (H){F) : Deny (4F48) (¥H#(H) 3{ Permit (foif) , /1% Add (%) —
s L EAT R, BEE— (e MR AT RE, s A AL BHER A 2 A A A
i AR () IR EALEE, 61U 6409:10(6520:13 | internet. f£ Regular (i
) HH FAD HiAmZ 16 .
ORI BEE AR A AANN, HR AA Zy AS Bi%, NN AR ST (10
BHA O & 65,535) »

- accept-own—E R FI A AEEE ACCEPT-OWN (OxFFFFO001)

- blackhole—3E /R FI & A HEE BLACKHOLE (OXFFFFO29A). AEASAE IS MRS ST 8y
ASA AL o

- graceful-shutdown— /R A GRACEFUL SHUTDOWN (OxFFFFO000)

- internet—ZFE R HEHE O (Ox00). HF EHEANSLEFTA BGP 558

- local-as—FE /RN HI A HFHE NO EXPORT SUBCONFED (OxFFFFFFO3)s HAUREMRN
TR T AS ZIMAEETE.

- no-advertise—E R GHEHME NO ADVERTISE (OxFFFFFFO2)o It e ET I 20
fify, EERERIL BGP HERE &  ESE R BGP MR, [HA g R AT A
ERE
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- no-export— £ RHIZAEHE NO EXPORT (OXFFFFFFO1)o S HT FRERT I 2 55 |
TR E R BOP #AERKE ] IBGP AHbASZ i, TASH AS SN I8 A
He

= o

- no-peer— /N FAARHE NOPEER (OxFFFFFFO4)o
- route-filter-v4—FE /R HIZALEHME ROUTE FILTER v4 (OxFFFFO003),
- route-filter-v6—E£ /N HI ZATHEE ROUTE FILTER vé (OxFFFFO005)s

Regular Entry )

s |

Action () Deny oP:_'llllil

O | community ~
= =
accept-own [Represents well-known community value ACCEPT_OWNHN (OxFFFFOO0....

blackhole (Represents well-known community value BLACKHOLE [0xFFFFO2%A))
graceful-shutdown (Represents well-known community value GRACEFUL_SHUTD...
internet (Represents well-known community value O (0x00))

local-as (Represents well-known community value NO_EXPORT_SUBCONFED (0x...
no-advertise (Represents well-known community value NO_ADWVERTISE (OxFFFFF...
no-export (Represents well-known community value NO_EXPORT (0xFFFFFFOL))

no-pect (Represents well-known community value NOPEER (OxFFFFFFO4))

@ 4 route-filter-v4 (Represents well-known community value ROUTE_FILTER_v4 (OxFF...

route-filter-wé [Represents well-known community value ROUTE_FILTER _wé (OxFF...

Cancel

- Large (KA —Add (Hid4) —f{i Seq #m%k (#ilE 2y 1 # 65535) ,
Action (EI{E) : Deny (#H4%) (TH#(H) K Permit (FoiF) , 2A% Add GHrS) —
AT R A A L (LC REGEX) TH o TIH AT TFICasE: 1234567890
LO0IS + 2\ AR(EAEFE RIS U6 ZE % regexl: regex2: regex3; fi
n, 203[1-2]1:205[2-5]1:206[5-6]1. 7t Large (K% THEH (GRAD HimAxZ
J\ AL

Large Entry @
sa |
Action (7) Deny 'o Permit
Regex | 1 it
eaex [_,]\ 1itemn 9 e
LC REGEX

®HAdd (© Delete

Cancel
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- Extended (ZEff) —Add CHi) —f{Fl Seq #m9% (il %y 1 3 65,535)
BEI Action (HIE) : Deny (#E4%) (THEH) =X Permit (7oFF)
A% Add GErE) BOP SE(fE AR A (EC REGEX). fudFi et
Fh: 1234567890 MO0 + 2\ BREAE(RAE RS ZCHT 76 7% regexl: regex2;
filtn, 204*%[3-8]:205*%[4-8]. 7t Extended (#EfH) IEHE (KA Higg AfZ/\
AR

Extended Entry @

Seq | |

Action Deny o Permit

EC REGEX

Cancel

5. ¥—TF OK (M) VIHH A EA TGS A HFREIIEE 2 MEERMNIEE ( Ty
o TR 8 TgEff) ) o
6. F—F OK () LAREFAHHEG B
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THE PR

STEP 5| ZES7 BGP i ¥,
1. j%H Network (#i%) > Routing (IH1) > Filters (fifii%%s) o

2. 1% Name (£&8) (% 43 HFIC) Add (GHl#) Filters Route Maps BGP (fifii# 5%
(% BGP) o ARBAEIABERITIT. AR () BUETNE () BIEE, AT T, R
RO A G o AT RS () B

3. g NG E B ¥ E Description (#7H)

Filters Route Maps BGP @
Mame | |
Description
L3 0 items 9 e
D SEQ DESCRIPTION ACTION
@-"-_:'.'.‘
Cancel

4. Add (Br8E) —(EESEE, SMELE Entry (HE) H# L, f8UR—{H Seq #i%t; HFE %
1 & 65,5350

O FRUR IR LA 2l 22 (R S A P, DA B HEOR (O T AL, e A A B
ZIHH

5. EIANEHEHBIMIEE (] Description (M) -
6. ¥ Action (FI{E) , BEH Deny (#H4%) = Permit (72FF) -

/. f£ Match (He¥f) HE L, F5E e E WL i 2 7 (o P ek 60 T 2 R B 28
Hlo ZARB MR AND #8, TTRE LN Fr A 7EH] .
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Filters Route Map - BGP

Entry Match Set
AS Path Access List | Mone e Interface | None
Regular Community | None w Origin | none
Large Community | None e Tag
Extended Community | None R Local Preference
Metric Peer | none
IPv4 IPvé&

Address Mext Hop Route Source

Access List | None

Prefix List | None

Cancel

- AS Path Access List (AS BEIEAFHUEE) —#H—f AS BRI THRES

None () .

- Regular Community (it RE) —SRE—#AHFEE . TERES None (4E) .
- Large Community (CKBUARE) — I (F KRB ARG . H(E% None (f) .
- Extended Community (GEffiftH) —SRH it BEE B . THEH S

None ({f) .

- Metric () —Hi Al 0 3] 4294967295 #iE N FH .
- Interface (JM1H) —EATA EEEES HHA8 1 FTA /0 THE B SR B — AN THT . SR

(] A A B AR RS YRR g /T THRR(EA None () o FEFRSCHE, Pk
ot B b T TR ) 9 T 7 O T A IEAE 0 WY TR S R 45 o

- Origin (JREY) —REUK HI1Y)5E: ebgp. ibgp 2 incomplete. TEHFR(EH %

one (fE) .

- Tag (BEEL) —d A\ —MR/EER B P A S RAEEENE, SRS 0 & 4,294,967,295,
- Local Preference (AMfhtfaiE) —HA—{f O 2 4.294,967,295 #HilE N H1HE.
- Peer (¥1%5) —HEUHZ:HE & fGal local (Static or Redistributed routes) (A4 (#F7E

BRI ) ) o THRMEZY one (M) o

8. HEHL IPv4 i IPv6 VAL S IR Atk o TSR EL IPv4

1E Address (i) E# F, #EL—{# Access List (fFHUNH) LG EZ L SAGAE
i
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- JEHU - Prefix List (FASIEE) LMRE R ESRYALE. & BB SRR Ay Er ek

R 55— e b T A 8 o ) E R A A

QR R 1A BUR B ISR, B[R R 2 s 2R R
AND) -

- £ Next Hop ( ~—{RHEES) HH L, #H—{# Access List (fFHUFH) LMEEEL

£ ) N[ 158 i 0

- EHU—[ Prefix List (ETiSIEE) AR ZE LB~ — (B Ak
- 1£ Route Source (#fHZEIH) EHE L, #E—1# Access List ({FHUEH) LIgEELL

S AR 1P Arhb e BN, AFEBGE R AT LASSER ARy 192.168.2.2 i it 6 e il
W A B IR B . ] LAFERS AR IRALAE 192.168.2.2 Bl BGP % 3 E
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PL, SR B hE 192.168.2.2 FIRF S t 12 2RI, SRILARER , 50
ey B A P AT R O % e T (LR
f67E Prefix List (FASTHHL) LA E (8l 20 08 22 3 R AR i R o

9. MNSLEEL IPvé6:
- f£ Address (fiihl) EHE I, SEHL—(# Access List (fFHUEH) LAgEZ LA

hiko

- EHL{H Prefix List (EASIEH) LA E S LSRRI

- £ Next Hop ( F—{FHEEL) HH

b, JBEHU {1 Access List (fFHUHE) LR EELL
E ) N 5 i3

10. Zyi R BRI ) Set (B0E) LA MR B

Filters Route Map - BGP

Entry Match Set
D Enable BGP atomic aggregate Local Preference
Aggregator Tag
Aggregator AS Metric Action | None B Metric Value
Router ID Weight
P Origin | none
Originator 1D
IPvd | IPv6 e
Delete Regular | None
Source Address | None w Community

IPv4 Next-Hop | None

AS Path

Y

ASPATH EXCLUDE

Delete Large | None
Community

Regular Community Large Community

D Overwrite Regular Community

oitems |3 % || Q) Oitems

ASPATH PREFEND

- X

[ | REGULAR COMMUNITY ~ L&}

LARGE COMMUNITY

- Enable BGP atomic aggregate (/T BGP [l 7-2248) — 1% A s A A K H A

M, FAT DM ATOMIC_ AGGREGATE A—{EAIZFIEIE, B HSATRR
BGP 3 57 A S Hapsaim 28 TR, KIS ek SnT REAS R 252 H A Hb A e+
PRI, WA T B ga e BRI R T H e Router- 1D Bt nE sAR R
AGGREGATOR-ID JEMEH, WARYR & A OR B2 H 3400 AR AS_PATH BHR, 2RIk
ERLHE ATOMIC AGGREGATE Bt .

D Owerwrite Large Community

Oitems

)S® Al A T BT

©
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- X
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- Aggregator AS (ZEA T H AS) —iifi N3fl T H AS. Hehd T H B MEAF5IR B it ik

R AR Y AS BSEA 1P frkiko P ALk RS T FhGe 2 6 R 2 Y % 6 1D

- Router ID (I H#F ID) —#ii A\sef T HEAYEE A% 1D (GEF & BLEAE) -
- Local Preference (AMEMmITFHGE) — i NFE LB H AR 07 350E ; #iE 2 O 2

4294967295, IBGP Update BT AR 3% e, HIER BGP BEAL. EA
2 2 55— AS BRE, By R SR A v 1 AR it U7 3 o

- Tag (HEEF) — % Eilsg; #WEA 1 2 4294967295,
- Metric Action (JFia@i{F) —ZHE{E: set (3%E) -« add (B4hn) B subtract (i

) o BATLIEESRER Metric Value (EifH) , sk& e e/ Metric Value (J&F
HOE) MR L BHES B SR G RE RE, BCE A L I A A R (e e B Y
Metric Value (JEAE) ; TEHRE set (FEAE) - B add (3EhM) =% subtract (J8Z)
B VELATARE R i, PRI /& sl B A L 3B Pl SR

© Metric Value (JEit{E) —#A\JERE(E, DU EES% i ae B JRUG BERL(E, s in 3

TR E, s IR IR Ds; #FE A O 3] 4294967295,

- Weight (f#E#0) —BOERESL (AHER,; AEEE) ; SRS 0 2 4294967295,
- Origin (JEEY) —®CE B A HEL: ebgp. ibgp Bl incomplete (A48 %t fnfay

HEE RIB)

- Originator ID (17484 ID) —®UE HOBHES H 2 1885 1Y 1P Akt
- Delete Regular Community (il 5 AR —IS ORI BR A H AL . TERR(E 2y

None () .

- Delete Large Community (M{IBRARIALHE) — iSRRI BR ) KRR HE . TERE S

None ({f) .

- L IPv4 5 IPv6 1E4 AFle
- TE IPv4 B L, PERTA R s 1) P A AR I R B S E 1Y Source

Address (ZRIRAZHE) , S None (fE) o KN, P JCfis Erbm s fEst iR 2T
S b 7 A LA R ) R LA o

- JEHL—{# IPv4 Next-Hop (IPv4 N —{EEEL) LIF%E: none (f) . peer-address

(Use Peer Address) SNkl (ff FH¥SEA4E) ) 5k unchanged (REEHEE)

- {EIPv6 HE b, 1%HL IPvé Nexthop Prefer Global Address (IPv6 T — 1l B B SE(f

Fasail) |, DMEZR T AR T R 2 R A A, 1A HAL 1Pvo Arhik
U (GETAMAIIE . AT (RO s 2 B A ) o (IRTERR, CHARESFEHE
SO AT AT (B ALE AR e AR, )

- AEIPv6 HEL L, TERT A R A A AT A AR k35 B P L (E 2EBUERY Source

Address (ZJEfzHE) |, SHi%EL None (f%) o FFHEACHRE, B JORS ek (A 1 21 I
(N hE A A A I AE R E I i Fh 2 o

- JEE—1F IPv6 Next-Hop (IPvé 2L LIFE: none (#) 5k peer-address

(Use Peer Address) (¥f2efihl (i F¥#EAHE) ) o

- AR TAS B B, Add (FT) 2 DAk AS IRAELAGE ELEHE f T AS BEEH

Exclude (HEFR) , WIREERBERAK B AT AS.
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G PR 126

- Add GHTHY) FeZ DU AS B51ELL Prepend (FERTTEIN_E) ZEHCEHES Y AS BE1E (i
AN I RIET RS ) .

- AE TR ) R, %E Overwrite Regular Community (75 &AL DA
R a8

- Add CHi#E) Regular Community (FRIAERE) LRI —(# sl 2 5 AL T
CfE TRBIARE ) T, I Overwrite Large Community (75 KBALRE) DS
KIUAEFE
- Add GHrtE) Large Community (KFIALTE) DUFrHG—{Fmk 2 KA AL FE
- A TEHIARE ) AT, 2 Overwrite Regular Community (35 & HiHE) LA
J=AC TR awi
- Add (H#%) Regular Community (FRIALEE) LUBTIE—{ ek 28 5 et if .
S AE TRAHRE ) BB, #E Overwrite Large Community (755 KRR UABE
KA HE
- Add (GHrtE) Large Community (RFIALFE) DUFHG—{Emk 28 KR AL FE
11. 4% —F OK (HfExE) LAEAZES B EEE . nT DR FRE IS 20 E .
12.#%—F OK (WERE) LAGEATF BGP i ¥ .

STEP 6| g7 B g ¥

1. #HL Network (#9#%) > Routing (#H1) > Filters (fifii#es) -

2. 1% Name (&H) (&% 63 fHF7C) Add (¥3#) Filters Route Maps
Redistribution (st s i% B EFEFEUG) - AROEUTEET I, I () SRS ()
PHEE, WASHEETFIC. JRFECHE TG . AN AL () sSHK.

3. g A H) Description (32H7) o

4. HiHt Source Protocol (AKTFERNAE) EHrEUfi, 5% BGP. OSPF. OSPFv3. RIP
o}, Connected Static (2 HEARERE)  AJUEFERLEH Match (Fe¥) SBIAIALE .

5. LG BT EUE] Destination Protocol ( H b &) TZM%/E RIB, #HiEIEL
BGP. OSPF. OSPFv3. RIP =i Rib. H Wil e aEM Set (B8) BB E .
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AL EE L AT AT H A R R e R IR I AR R S . (M ERER T EHTHL
#iE] OSPF Y BGP HIEif]. )

Filters Route Maps Redistribution

\Jau'l_-|

Description
Source Protocol | BGP

Destination | OSPF
Protocol

D SEQ DESCRIPTI& ACTION

@,"'-.:'.'_'
6. Add GHFr#4) —{# Entry (JEHH) , A&HIA Seq #n9% (HiFE% 1 % 65535) .
7. W N FI) Description (GiB) o
8. J#HL Action (F{E) : Deny (fE4Z) =i Permit (7iF)
9. #EH Match (Ib¥) BHE, DEUEKEE R e ER; HETe e S L) BGP B

o

Redistribution - BGP - OSPF ©)

Entry Match Set

AS5 Path Access List | Mone R nterface | Mone
Regular Community | Mone e Origin | none
Large Community | None i Tag
Extended Community | None e Local Preference
Metric Peer | none ~

Address Mext Hop Route Source

Access List | None et

Prefix List | Mone e

Cancel

10. #HL—{# AS Path Access List (AS HSFHUEH) ; THREZ None () .
11. i%HL—1F Regular Community (F#itLiF) ; THB(EZ None (HE) .

12. #H—{# Large Community (CKBUAHHE) ; FHK(EZ% None (fE) .

13. #H—{# Extended Community (ZEfiERE) ; FERUEZ None () .

14. Wi\ Metric (JEH) ; #ER O 2 4294967295,
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pie

(g
NE] Ji2

% H

15. BHL—(# Interface (J11H) ; THREZ None (f%)

16. HEUEE Y Origin (JREE) : ebgp- ibgp & incomplete; (% none () .

17. Wi\ Tag (HE48) ; #iFE %A 1 £ 4294967295,

18. i\ Local Preference (AMRIFEE) ; HilEL O 2 4,294.967,295,

19, J%H Peer (HEH45:HS) 44#%5) local (Static or Redistributed routes) (Z5# (BFREELEHTHL
s ) ) THEZS none () .

20. Address (fizhl) EEIEEE A i) HAzhk . 12 E Access List (fFHUSR) |, LIiEEH
H B HE A EARSF A RE S HTHUf B HH o THRRME %S None () o

271. 1 Prefix List (EASIE) , LMEE H pyishk EARSS A RE T Hr e % i . TR
%5 None () .

22, L Set (FE) HEK, LARw BB HARAT I 5E A TROENE , S LR Fh s ERT L
iz H g . (FELCEFF, B s E % OSPF. )

Redistribution - BGP - OSPF @
Entry Match Set
Metric
M tion | None i

Cancel

23, FyEHrEUG R Metric Action (JEEi{E) « &AL set (F%3E) Metric Value (J&
HH) , HHEER Metric Value (JE1EH) add (B5hn) 2 HEHEE i pg JRIAE (E, Bl
FELL S Y UG B B subtract (J825) $REMY Metric Value (FEH(H) ; THRA
None (f%) . j#Hladd (3§hn) 5L subtract (J825) BH{ELAFHECREGE ) RTMHE 2k FEAI%
FbS6F i R B SENEY o
fan, f&nT LA BB 1GP ARG BGP H. s% TR EERBNY, &n] LARE H b
WNEAE, A EBOE AT .

24. g N—{ Metric Value (JEIifH) , DARCEE R BB E el e by ds; %5 0
F 4094967295,

25. %I Metric Type (i) @ Typel (B 1) = Type2 (JEAL 2) (AU &K (H
M OSPF 1E2 H M HUEFR I E) -

26. ¥85F Tag (FE4) ; HEZS 1 2 4294967295,

27 ¥—F OK (HEE) ZRGEFHIAI. sy 28]

28, ¥—"F OK (HfExE) LA B b .

® ik E B 15w ion 1 400



FEAE PR i H 5 [ 2

/—)

RIS 5 S R S8 IPv4 SAEAY OSPRV2. fERRE OSPRV2 21T, TEIERZIEMR OSPr ME&
ZREAEHZ OSPF B OSPE i F i c R RS as A8 T2 o R R M A — 25t o J8mT LASR AT

BAER

RAE OSPRV2 BB AE Hp Sy BOE RS A i 48

STEP 1| moUC# K i

STEP 2| JH OSPFv2 WEfT— /e

1.

2.

21 Network (#9i%) > Routing (#H1) > Logical Routers (EHEESHI#Y) , SRR
— (RS 2 o
151 OSPF i Enable (H(f) -

Logical Router - LR-1 @
General D Enable Global General Timer | None
Static Router ID Global Interface Timer | None
QSPF BFD Profile | None L Redistribution Profile | None
OSPFv3 Area | Advanced
RIPv2 — o
L3 Ditems | = >
BGP D AREAID TYPE AUTHEMTICATION RAMGE INTERFACE
Multicast
() Add

“ Cd ! Lul

P IPv4 (k% A Router ID (B 4% ID) -
WEREW BFD £EH % OSPF, HiE (8% 7. #) BFD Profile (BFD @tERs) , Bt
HU default (FHREL) &, B80T BED BOERE . THE(EZS None (Disable BFD) €5
({1 BFD) ) -
EH—{f] OSPF Global General Timer (23— METHRERS) BoEh, sy —(E s
i
BeH—1 OSPF Global Interface Timer (&I HEFIEEY) BOER, B (% E
/rmo

I OSPF Redistribution Profile (EEHHUMRCERS) |, moai v ik, LA

e IPvA FRREES . EEAREE . RIPV2 BSH . IPv4 BGPE%HﬂUPva St FH B R
#| OSPF,
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THE PR

STEP 3| 357 OSPF [l (Tl AR 8 i R Fi2 e A 1 o

1.

N

=

»

W

HEEL Area (1) |, F Add CGEFFEY) 1 xooxx #8300 Area ID ([0 ID) R i e 4 o
O (TR A S 2 A I D ) — 8 3 A B 32 ATl ) Al

L Type (JEA!) HE, H¥7A Authentication (BiiE) |, HHL (B ERGE 47
I B RE RERE

BRI Type (BHY) -

- Normal (IE%) —BARS; sZImE0T DURKET AR (I i b ]

B HIAI AN D) o

- Stub (HERHN) —ICRIECEE o A SRR M ASNY H B, i s R i

AR JHL A o ol A S0 5 R (ABR)o

- NSSA(Not-So-Stubby-Area)—NSSA BAET stub B totally stubby ThaE, HEEHIEAR

i R e (ASBR)e ASBR ZEA:AEEAY 7 [ SA H ABR BRI 5 WA OSPF 44
B HARE Y. CFREETR 2IZEL NSSA. )
(PR Ston B NSO [l 12 E no-summary (FEFHEE) DLFH IFRZ I s csE A 3 fiiss

LSA, FETTR DR BB A3t o

(R PSS A [l 1% Default information originate (TERCEHIAEIR) LAME OSPF %

AL TH S o
- TR Y Metric (D) ; #ERS 1 2 16,777.214; THBES 100
- 2 Metric-Type (JEEKA) : Type1l (FHAY 1) ok Type2 (M 2) . KA £1 hk

A2 SN A N L B et ey B PR AR AR o U B2 LR RZ I R AN AR o B
an, AR R AR e T R TR, E T RETRA
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- 1 Inbound Filter List (Hi A fiEEEHEF) SO0 T, DAREEA R

- J%H—{# Outbound Filter List (Uit ffisess i B ) sa i i e iisis &, sy A

QSPF - Area @

Area ID | |

Type Range Interface Wirtual Link

Authentication | None

Type | NSSA

D Mno-summanry

] Default information originate

[ ABR

Cancel

BRI ABR AR H e o S B, AR E LA T il de
- IR Import-list (FEAJEH) B EFT 1A B0, DUREE 1Py ARALE

Bl ERAE o) — (818 A N LSA PRI ARSI phy , (R T R B BEL L1 12 ph i M 21 el
RIB GRFAFBGE R A H AL IER B S H) o

- JBHU— @ Export-list (R HYE ) BCE A AP L AR SRR ] R LA A A B B

F L DASOET SRR b8 phy -t 80 A s

X

[ S U 4 B P RS

ij&l‘t

[ S AR B RS, AH LR A o B At R

- RIS Type CEEAY) 75 NSSA, Hi#HU T ABR, HI Add CGFil) —1f IPv4

Prefix (IPv4 Efl) LUKE—#1 S50 T4 B A 2 2 BEAE Type-7 LSA, AR Hilds 7y
Type-5 LSA, S Advertise (ZA45F) IR L5 21 5 5 5 o
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HEE 5

STEP 4 | Hi5 5 ok i) e 5% A
1. #H( Range (#ifF) 1f Add (1) IP Address/Netmask (IP {rhih/#dpsEas) | Hijss
RIS B o S TR I S L SR P 1 &I R e Py A B (R I R A L SA
i), EEE U AR G 2 B pE R AL -3 i LS AR Mg R lEm .

G AT LSDB 2R IS B, A FH L Range (HIE) ZRHH 2L
Hi, M98/ LSA ikt o
2. Wi\ fF Substitute (FFfR) 1P AR/ AEBRESE, SRk, WREREESE S AE L
— S E IP Address/Netmask (1P f7hik /485850 ) /9w 4%, A B3 1P
WL /4 0 B AR - 3 R LSA A2 i R I

@ {8 Substitute (FAX) 1P (itib/4F 6 208 B FA A BB 2 A R (ko SR
Advertise () #fEH, Hi Substitute (AR frhikfERL,

3. N Advertise (/A7) LA By i DL AC YA IRRE A (LSA); THRCRHUT o

OSPF - Area @
Area ID || |
Type Range Interface irtual Link
0 items % e
IP ADDRESS/NETMASK SUBSTITUTE ADVERTISE
(*) Add
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STEP 5| #E BAL & e g A B8 /1
1. EE {8/ r Enable (BUT) 2K Add GETH) Interface (/M)
2. JEELMTU Ignore (MTU Z20) UL R Skak s b HEIRS 22 5 A (IR BL0L (MTU) AR/ I
(FR A, @A MTU HEEHRES) « REC 2000 AT MTU 3625 BT 5B
AR BB B B 1P BERME RN (LA S ENL) ) o
3. I Passive (WBY) , DAREFASEATIHE, (RS2 L g, &
¥} leaf /M HTRA H o

Interface 6]

nterface | e
Enable
[ MTU Ignare
[] Passive
Link Type | Broadcast o
Priority | 1

Timer Profile | None
Authentication | Mone
BFD Profile | Inherit-Ir-global-setting  ~

Cost | 10

4. JHL Link Type (GHEASRERL) -

- Broadcast () —iEiEL BiEIE OSPF Hello FUEAK HEBHFE R AT E B E (Hln s
KAEEATE) AFIU FrA 58 o
- p2p (EREED 0] BB A
- p2mp (FEERELZEL) —WVETFEIEFE M A n RN AR FT A S Add GBI
H) Neighbor (J5#6) P fizhl, DA E A5 ER A (DR) S 18 e 1 hamist E 1 &
{50 Priority (B5EIE)T) ; #FE % O & 255; THSUHEE 1.
5. AELIERLTREM Hr (DR) S0+ i ey (BDR) B/ T A OSPF Priority (#56)IH
Fr) ; #EA O E 255; TEREA 1. HiEHER, Nk hE%s DR 8 BDR.
6. IEREEEMZA/ TN Timer Profile (FHRRSSUERS) sl 011 OSPE AL
o I OSPF MrHFTEE# R ERE G BUREH 2 OSPF 238N T FHRFS o
7. BEEEEHEATN (BREERER) sl OSPE B e . IR R e R
THRREH ZZIRm I BE ROk (F Type (A HE L)
8. IRTER, NHEAFEAEER S OSPF @i h# 1 BFD BERE (Inherit-Ir-global-
setting). o, I default (THRY) BOCkE. 25— BFD Profile (BFD &
R EENE BED ROERT, Bi%HL None (Disable BFD) (# ({%/f] BFD) ) LAMEHA
H ) BFDo
9. WAANTA OSPF Cost (JUA)  (H& s Bk i) ; &2 1 3 655535; THEHE
F5 100 FERSHSRBUNR], ot AR OR (6 B EHE A TE 1 BNk A)
FIESH, A2 B AR RE A o
10. #—F OK (H§EE) -
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TEE P i

STEP 6| iR ABR A ZI Wk A EREEAS ) S A B AL 20 E Wl [F] — w3 —(3
FITHE ABR 11 A

1. J®HL Virtual Link (EH#GHES) o
2. % Name (%H%) Add () A4S
3. Enable (JUH) HE#EHA: .

OSPF - Area - Virtual Link @
Mame | |

Enable
Area | - |

Router ID | |

Timer Profile | None

Authentication | None

Cancel

19 L B i I J A B R A Y Y ABR FITFE RIS Area (IFIEL)

i N\ R 4G i i _E 58 ABR 1Y Router ID (P& HI#% ID)

6. EHL—{ Timer Profile (FHFAREERS) BOHTEE GT A o E i A H 2 B HEELS . I
OSPF /R st ERE S HBUREH 2 OSPF AU TE SR ESTNEH B A OSPF 4
T2 iR E R o

/. i1 Authentication (B3@5) SEREECH Al C i E A 2 EREAS . ERRER
EREIAE N EZIBE N BESRER (F Type JER) HE L) FMEHEAHI B
FERE o

8. #%—FOK (HEE) -

STEP 7| #%—TF OK (HEE) LM L.

GEES
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HE e i

STEP 8 |

% OSPFV2 #5E OSPF Graceful Restart (OSPF JEJC ik BT RHLE) 1 RFC 1583 FEAME.

1.

2.
3.

HEHL Network (#9#) > Routing (%) > Logical Routers (GEHfI %) |, SRIEEREL
HEFE S B A o

#H OSPF > Advanced GE[%) -

B2HY rfc-1583 compatibility (rfc-1583 HHZ1:) PAs@d|EE RFC 1583 HH2Y, BARFFE
OSPF #1938 2508 FIK 28 (ASBR) MYRRIER . TERAE, EEWE OSPF
6 R TT AR FR e TP ks 221 AS PRBRAS, FEImT I Lk B Pl e

Logical Router - LR-1 ©)]
General D Enable Global General Timer | None
Static Router ID Global Interface Timer | None
OSPF BFD Profile | None ~ Redistribution Profile | None
OSPFv3 Area | Advanced
RIPv2 Graceful Restart [ rfe-1583 compatibility
BGFP Enable Graceful Restart
Multicast Enable Helper Mode
Enabile Strict LSA Checking
Grace Period (sec) | 120

Max Neighbor | 140
Restart Time (sec)

“ CdI\L.L.l

Enable Graceful Restart (i AEFRIEEFTHCE)) | A iEig Has iU OoPr JELEE
TR . TERR AU o

Enable Helper Mode (HUAHBfEIIRL) | (H@EEs s nEAAE [ BRI EHT R
By B IEAE . THECARUE

Enable Strict LSA Checking (R Eits LSA Mydy) |, DAfHf IS 2845 11 f 7l s
2, AAE AR B A SRR A B B A T R L AR AR BT AR P . TEREA U

f8/F Grace Period (sec) (ZFRI (F)) ) —EN JOERABHEATT 2 1%, i e
RS E B OBl 2 AT AR B, | 5 2 1.800; THREZA 120

f5 & Max Neighbor Restart Time (sec) (FAJFHPEFHGEIREM (7)) ) ; FEE S 2
1.800; FHBE® 140,

%1 OK (&) -

©
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TEE P i

STEP 9 | e ik 5 P9 28 LAHE 2 WRLE OSPRV2 i U AE 42248 RIB o

FEATREE B3 OSPRV2 BT EFHEUG M, (AR EEMAESR RIB F; KA EH 5
FEAE OSPRv2 B AT 248 RIB.
1. L Network (#9i%) > Routing (1) > Logical Routers GEFRESHI#R) , IAEIEIL

— (i R B 2
#HL RIB Filter (RIB fiii#2%) o
LR RIB [ IPv4 OSPRV2 BSH, #5/E OSPFv2 Route-Map (OSPFv2 i ¥}
JRE) H, ISRER I AA A N O R B P S IR I A (DR Y R A e e ok
PUER A OSPE, H A HLIEFIE %4 RIBo

Logical Router - LR-1 @
General Mame | LR-1
Static - - . .

Interface Administrative Distances ECMP RIB Filter
OSPF

1Pwd IPvé&
OSPFv3

BGP Route-Map | None e BGP Route-Map | None

RIPv2 O5PFv2 Route-Map | None o OSPFv3 Route-Map | None
BGP Static Route-Map | None e Static Route-Map | None
Multicast RIP Route-Map | None i

“ Cancel
4. H T OK (HEE) o
STEP 10| (I%/]) BEHTMEGNS 2500 OSPF sy ISR 913 o 0 TR 5 BB
STEP 11| Commit (&&F) o

STEP 12 | ¥t OSPFv2 FlE AR REERLE (LSDB) FYHER I . PAN-OS CLI HLEAMFIH T CL
HWERFR®S: Networking (F—4: #i%) .

AN-OS® H & T B 5 HT Version 10.2 408 ©2023 Palo Alto Networks, Inc.
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THE P %

N 2L gl
ST OSPF I sk EfE
HEREES 5123288 OSPRv2; B LU R e VEH 2l e, e B, =580 %Em
] LA SO AR e T e R R« A REANAR T A A a5 e R M 5 IR 0] 3 2 B
- OSPF Global Timer Profiles (OSPF 41l FFasist ) — A4S iRaBAE (LSA) e/ NEIEERE
FHRERS, DAKZS OSPRv2 [RISEEE S A BB 5E (SPR) wHIERS o 12 OSPF — e & %R
FERE o
- OSPF Interface Authentication Profiles (OSPF /- 1H Biis ik EfE) — 5 & &M MDS 1Y
B, IR ERE T E OSPF M. A /st s s .

- OSPF Interface Timer Profiles (OSPF /1w HE 4 ER ) — ik B/ TR B EAH A 0 RIS
B4 OSPF hello IR EEFIRGE) . AFICERUERMER E OSPF —MsaE s TN /sl e
o

Mg o

- OSPF Redistribution Profiles (OSPF E iz i) —i&cUi# 1Pva FREBIES . B4R
B BGP IPv4 B RIPV2 B8 LAK P4 TERREE B B US| OSPF. 1E OSPF — Gk E
B % ER
STEP 1| #37 OSPF 4 IdsT Mgl e .
1. J%H! Network (#41£) > Routing (![]) > Routing Profiles (iM% ER%) > OSPF.

2. f& Name (&%) (% 63 fH57C) Add (FiE) OSPF Global Timer Profile (OSPF 4=
WEIREUERS) o ARAEDIEITIT. IR () BB TSR () BIEH, WA ST IT.
JFEAREGH TR A . A AR B () BUES .

3. Wi\ LSA min-arrival (LSA f/NE13E) |, BIFE— LSA (MHEKAGEHE D HIE
[ LSA JERIFIAHEI Y LSA 1D) A PRI {1 A e i < i s R RS (AR AR
A1) o TERAMHIEIR LA BAEUE MFREE, HI LSA M EEE., #ES 1 2 10; %
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fH%5 50 LSA F/NREAE S RFC 2328 HHY MinLSintervalo HAREIE AT B2 AE 4R 55 5
R D BT R A R o

A AE SPF RIEH Wi AR RS F AR R P BE A T B T i B A S (SPR) BHELAY Initial
delay (#URIEIE) (LAFDAREAL)  #iE A O 2 600; THRER 5o BHRAE R hipk
OSPF BB G- BT IO S5 10 i ph AR M 00 AR R B Rl DARAEAL R A IRETH o

5. W AGEAE SPF FHE 2B Initial hold time (RIUATRFFIREM])  (LIRMZSi6r) ; #lE 2% O
Z 600; THEMES 5.

6. Hii N Maximum hold time (FRPRFFIRFA]) (AR EEAL) | G5 R i FR 1 2 4
T E MR RE,; HE A O & 600; THRBUHEZ 5.

OSPF Global Timer Profile @

Name | |

Throttle

SPF

nitial hold time | 5

Maximum hold time | 5

/. %=1 OK (#:E) -

STEP 2| ##s7 OSPF /B S SEERT -
1. %I Network (#41%) > Routing (#H) > Routing Profiles (iHER) > OSPF.
2. #% Name (%8%) (5% 63 {H770) Add (¥71) OSPF Auth Profile (OSPF ki
FE) o ARBAEDITEHFIT. AR () BOEFSE () BHEH, ITESTEE T, IR 8
B A ASFUEFE R B () 3.
3. EUETED Type (Fi) . Password (1) = MD5.

- IR Password (M), RAlAI Password (M) (&% /\{#FoT) M
Confirm Password (HE2250E) -

OSPF Auth Profile ®
Name | |
Type @ Password MDS
Password
Confirm Password
Cance

- IRAEEEEE MD5, 75 Add GEFE) MDS &8 1D (HEE A 0 2 255) fil Key (4
M) (Z 16 HYEHFTT) - B Preferred (fWiF) LAMESEIREL MDS 48142
HAth MD5 <88, FEPESCHAR], D7 O afe L2 MR EeiE s, Preferred (IRIF)
S ERIEHEIETS, MEHTESN Preferred (IWlF) S8.  (BAjmhs, WHRAE
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BIZAWE Preferred (i) MDS 4xtl, HifmfE—i®EE% Preferred (M) M4
WA Preferred (fRlF) 48@. )

OSPF Auth Profile @
Namel |
Type () Password ) MDS
Q Qitems | >
MD5 | KEY | PREFERRED |
() Add
Cancel

4. F—F OK (HfEE) -

PAN-OS® 4 #38 ELHRI Version 10.2 411 ©2023 Palo Alto |
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STEP 3 |

A7 OSPF SRR BOERE o
1. 5 Network (#9i%) > Routing (#H1) > Routing Profiles (&% EFR%) > OSPF.

2. ¥ Name (£f) (&% 63 MF7C) Add (GHiifY) OSPF Interface Timer Profile (OSPF
IR ROERS) o AR LIRECTIT. AR () sl 5% () BIsH, IS wms
IO~ ARG G o AN A T () B

OSPF Interface Timer Profile @

Mame | |

Hello Interval | 10

Cancel

3. i\ Hello Interval (Hello [fF&) , EIE5 GRS mIATAIE H Hello 35061 LAAEE 5 #EBAAR < [
MR (AR ARAr)  #iEA 1 & 3600; THEEA 10

4. B\ Dead Count (MERGEEL) |, BIAE OSPF I MM A BB 1T, OSPF ARAERZT5H8L
F| Hello BEAAEN T, sZI5H8nl RE¥E 4R Hello MIFERYRHE, #iE%A 3 £ 20; THRMES
4,

5. ¥ Retransmit Interval (EEFTEMING) , BIWN LSA B Er a2 FAR S s 2 R F>
W RS 1 E 1800; FHRES 5.

6. Wi Transmit Delay ({H#7ERE) | RIGE A i E# A R = W R R 8. 558
EEL P HEAT IR RE A A B A, A B I AR Y . #iE Y 1 2 1800; HHEHHE
H 1o

/. i AGraceful Restart Hello Delay (sec) (JFJ<iii: E#TH(E Hello ZEiE (7)) ) (VIR
ALY, HE AR B ROE S H) /4 & ] YRR OSPF /. Graceful Restart Hello
Delay (JERFRIEFEFTHE Hello HER) ZP7JGELL 1 B RIFREIRIEERYE (SA HERTE
HIRERHR . 7EiE BHRE I, ANEAE IEAF EHTRCED B By JOfsE% Hello 8. R E Bk
AR, $ERETEEES (Hello Interval (Hello [iBg) LA Dead Counts (HERGET#) ) ther
FIEE R R EEET RS AT, AT R 3R AR M BB I T A Hello ZEIBE TR
P R, Bl st es 2 /0 sk E B Graceful Restart Hello Delay (RSt T #r
JCE) Hello E38) ERIPURE. #lin, 10 B Hello Interval (Hello [HRG) F1 4 B Dead
Counts (HERHEI) ®EA 40 P EEETRESS . &8 Graceful Restart Hello Delay (3
AR ERTE Hello ZEB) #%72% 10 #, #% 10 FHY Hello EHELEESE 40 TN R
R I 5 AR 1Y, b —2, A N S e AR LR BT R id ief . RS 1 &2
10; TH#EZS 10

8. #%—T1 OK (#:E) -

® 4B LT Version 1 412 ©202



THE PR

STEP 4| 37 OSPF BEHTHUMRCERS, LAg e BEHHUNE] OSPF 1 IPv4 BRREES . THARES
H+ BGP IPv4 BSH RIPv2 B HFITERS IPv4 i TS

1.
2.

3.

2 Network (#41%) > Routing (#H) > Routing Profiles (IH#%ERE) > OSPF.
% Name (&4F%) (% 63 FIC) Add (HrHE) OSPF Redistribution Profile (OSPF
EHTHUNROERS) o« SREDIIERIT I, AR () BB TR () BHEE, WEESIEEFIC.
JRAREGE TR G o A RFHE B () Btk

QSPF Redistribution Profile @
Marne | |
[ 1Pv4 Static [CJBGP AFI IPv4
[ connected [ 1Pv4 Default Route
CJripv2

HEEHL IPv4 Static (IPv4 F#EE) LASCHFSBOE R HYE — i TROE -

- Enable (FUH) SCEREH IPv4 Static (IPv4 BRRE) #547.

- B Metric (i) DAEMZREEPHUGE] OSPF EREI M (#EA 1 2
65,535) o

- ¥55E Metric-Type (A @ Typel (JEM 1) (OSPF i) B Type 2 (KA

2) (TH#E) o WERAMGEH s d, W HEME AR A, e
SRR 0 BTN B 1 B .

- J%H—{# Redistribute Route-Map (FE UMl i HE) B (g g it

B BRI R L 1Py4 BRAER I EHTHUG R OSPF. THRMEZ

None (fE) . UnEREEH¥IE Set (F%E) #HAEES Metric Action (JEwEIE)
Metric Value (JERE) , AlEEMEHRZEZHHmINEH. SR, Sk EErEun
BOERE LRCEN S RE A R EREUGIES . B, BSH¥IE Set GE) AHEHM

S® 4R IR Version 1 413 ©200
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Metric Type (JERFARY) ABSEHE I BB BOERE PR E R Metric Type (JEEHH
Zin DI

4. 2L Connected (T.HIAR) LAAHFH Rk s — 3B Ti%iE
- Enable (BUH) #ERE) Connected (EE4R) #59

- RE Metric (FZh) DB R ZEFEUNE] OSPF YA o (M5 1 2
65,535) o

- {85 Metric-Type (JEEEAD) . Type1l (JHA! 1) = Type2 (HA!2) (FH#K
fH) o B E1 AN AN 20w 5 A B A R . JER Fo HUR A
AN AR . BIan, AR [R]— AN f T B P, TS AT REARA H

- I#H—{ Redistribute Route-Map (EEHTHUfiEs fBH ) ola (00T i s i
S, L E S HI s e R AR I PR R 2 OSPF. THRXE % None (fE) o
TR ¥ E Set (%8) MHRERLS Metric Action (JEREIVE) 1 Metric Value (JE&:
H) , Mg eMEHEENEURIRH. AR, S E R e L soe ) E
MEHZIHEAGTIMH. FEE, BMHEE Set (FE) BT Metric Type (JER
B S EIC B U EE RS P ROE N Metric Type (EEREM) o

5. L RIPv2 DAAET S E RS 18— TRE -

- Enable (HUH) BUERE RIPV2 #4950

- B Metric (JFi) DB EEERHRHGE] OSPF A9 RIPV2 i (HiE% 0 £
4.294.967.295) .

- ¥65F Metric-Type (JERERD) . Type1 (KA 1) =; Type2 CHEA!2) (FH#%
fE) -

- %I —{# Redistribute Route-Map (FEHTHUMES H ) Bl v — 00T 0T HfEs
S H SR R A ELE RIPy2 B EHTEU S OSPF. THRZ(EZ None (fE) .
TR IS B HE Set (B%E) SHAEMS Metric Action (JEwEE) I Metric Value (JEH:
fg) , HieeMEl S EHEUGEH. SR, S s e tRe e
wEHZEEHEME . FEE, BEBE Sset (3E) HBEHR Metric Type (JEi:
B ESERE N E UG BOE R RUE R Metric Type (EEER)

6. I BGP AFI IPv4 LA ilr e e B — B A T8

- Enable (HUH) BUERET) BGP AFIIPv4 F55 o

- g Metric (&) DIER S EFHUGE] OSPF 1Y BGP B$H (HifA 0 &
4.294.967.295) o

- ¥65F Metric-Type (JERERD) . Type1 (BEA! 1) = Type2 (JEA!2) (FH#%
fH) -

- J®H—1# Redistribute Route-Map (EEHTHUMES ) ot o5 T Hif
P SR R I LS BGP (Pv4 B8 BB HU ] OSPF. TEREIE
None (ff) . WIS H¥EE Set (FE) AREAE Metric Action (FEEEEIE)
Metric Value (JE&(E) , RleEMEH 2 EHHmEH. AR, S8 E T
PO LRCERE R EH 2 FEUAES . [FER, BEHEIE Set oE) HEBHW
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Metric Type (BERFEAL) BESERAEI BT EUGRE R T ROER Metric Type (JERHH
Al .

7. i#IL IPv4 Default Route (IPv4 TEFEES ) LA e R iiE — 5B TiE -
- R Always (I8 DAGRESE 1PvA TERREE BB HraUfhs] OSPF; TERRZMUH
- Enable (HUH) BCERSH IPv4 Default Route (IPvA TEREESH) 59

- A Metric (i) DB R ZEPHUGE] OSPF ATHRR o (#EF 7% O 2
4,294,967,295) o

- ¥65F Metric-Type (JERERD) . Type1 (KEA! 1) =i Type2 (JEA!2) (FH#%
fH) -
8. #%—F OK (HEE) -

STEP5| Commit (iZFA]) -

©
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FEERE I 5 |28 _LRE OSPRVS
HEPS I 5 | 1R 18 1Pvé 3k OSPRVE. fERE OSPRVE Z BT, WEMEZMEAR OSPr W&,

FIRATEMZE OSPRv3 B OSPHE B I E RIS 0, FEIm 62 € Ry ARy — Bk . ST
ISR BT EAERBCE OSPRVE I AR s 7 moE RN g d o

STEP 1| SE @R Hes

PAN-OS® #i & B ¥574 Version 10.2 416 ©2023 Palo Alto Networks, Inc.
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STEP 2|

1.

2.

FE— K OSPRV3 % H#IH

521 Network (‘ﬁﬁ%) > Routing (#H1) > Logical Routers (GEEFEISHZY) , SRBIREL
IS 45 o

vBg N N
%20 OSPFv3 i Enable () -
Logical Router - LR-1 @
General o " Al Tirn I
D Enable Global General Timer | None
Static Router ID Global Interface Timer | None
RIP BFD Profile | None w Redistribution Profile | None
OSPF Area Adwvanced
OSPFv3 -
Ll Ditems 9 4
B D AREA ID TYPE AUTHENTICATIOMN RAMNGE INTERFACE
Multicast
(*+) Add

LIRS I ER OPSFV3 #8IR—1# Router ID (B HI#% ID) |, i@ 2 IPv4 fArhk (BPfd
OSPFv3 HA IPv6 b)) | LIHECRES &% 1D 2 ME—.

WREW BFD £ 2 OSPRVE, wrEH—[1&E# 71 BFD Profile (BFD ®ERE) , o
B default (FEFR) SRERS, BUEHNY BED HERE, DA Z B R RIS 2 e
OSPFV3 41 i . TEEE(E % None (Disable BFD) (fE ({%/f BFD) ) o

2 —1# Global General Timer (&l —HIHg) BER B —(F0HT 1) e R, DAk
FE SPF A wT e 00 5 AH R A IR BB A (LSA) E’J:Zéh%% T [ e N B o

I—{# Global Interface Timer (I THIFTIRERY) FoEREE il (fHaochs, Pk
FE Hello [k FFr e M e H AR E .

EEH—{] Redistribution Profile (FEBIEUMimERE) S0t REh:, Ll IPvo
BH AR H. IPvo BGP B HEL IPvé THRE HEBEUiE] OSPFV3.

F&— 1 OK (HEE) -

©
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STEP 3| g7 OSPRV3 IR M4 (W s 18 e Rk o
1. HEH Network (#i%) > Routing (#%H1) > Logical Routers (EEEME &) |, SREIEREL

IS 45 o
2. %I OSPFv3 > Area ([miih) , W% AreaID (Wi ID) (IPv4 fizdlk) Add (GHrdd) [
i

3. 1E Type (M) HE L, ZeZmigiEi—(# Authentication (Fii) W&, v —
8T B i BOER -

4. FRERIET Type (FEAL)
C VARG I I T DA A R Y B

© Stub (lERCH) —ICUEIEME O A EERZ R LASN H AT, SR i
AR E HAR AR IR B O 1 I 50 5L T 6 (ABR)o

- NSSA (Not So Stubby Area)—ifite Al LAE #2EEBHRZ Wi, (H L REiE @ FHAE OSPF #%

H o
5. (CEERE Stob BN SoA [nil) j#EL no-summary (REFRZE)  DAPH I 5% W s il 3 s
LSA, FRTTIE DR A I o
6. (FEFE N SoA Tkl i%H Default information originate (TERE RIS LM#E OSPFV3
BEROTH S H

- B THECES Y Metric (JEir) 5 #FES 1 2 16,777214; BEER 100

- R Metric-Type (JEEFT) : Typel (BRI 1) o Type2 (HiFL2) . FHAI E1 AL
AR AN A TN B B RS B PR AR B SRR . B B2 B REES Y AN AR . 5]
o, AR R — ANER S F B T B T R BT REIRA H

©
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/.
8.

10.

11.

12.

OSPFv3 - Area @

Area D | |

Type Range Interface Wirtual Link

Authentication | None
Type | NSSA

D no-SUmmary

[ Default information originate

Iy

Cancel

ﬂu%%%&%ﬁ% SEiSEIE, FHEH ABR.

S H—1{# Import-list (E)\F””) BT O B
B3 L | SA NS RIS E R S
BEI—{ Export-list (FEHIER) S0 A usg s, AR A 206 3 $5 2 [Wel > [
3o P B A ) SEL i [ Ak R - 3 R L SA

#EHL—{ Inbound Filter List (Wil A\ffiSEasii ) B0 e sy, DANEE AW
ol AR - 3 AR L SA.

i

BB -3 [ SA; ER RS

RSB TR A A BGS FLAT A ERSIE EE, BIY SOl 660 AND #24F
(AL ZH A R BE A IR ) o

B2 —1f Outbound Filter List (i finsEariF ) e iy s iiys i, DAREZR 3
I R -3 T [LSA

NSRS F (0 B LB A IO A BTSRRI A AND #4E
(A7 R PR B AR o
W) Type CEEA!) 7% NSSA, Hi#®H( T ABR, H] Add (%) —1{f IPvé
Prefix (IPv6 EHE) LA AL SN 74 B SR B R 7 LSA, SRE G I AR 5
| SA, HERIEE Advertise (A1) S H A2 B IR I

ii%t:

©
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HEE 5

STEP 4| SR I sl 45 1 S [ P 1) 22 /0 — (W I sk O A B (D B Pl A el i LA i) wifR e
-3 IR LSA A5 2 i W el ) A9 B A I

1. #EHY Range (#i[&#) iff Add (i) IPvé Address/Netmask (IPvé {ihil/4HisE ) |
AR ERZ I B o W SR i I B S I 9 1 D — (R R I 9 A, HILK HA B
B0 M ) B P TR 3 T L SA S 2 R R I

2. I Advertise (/7)) LU LSA FAHRFIY B 2 2 e . WA Advertise (2
Y BER No (), RIRZIR IS, A7 A8 AR (T A A B4 [0 P9 2 RS A 8 (8 B R Jl v 2

et
= o
OSPFv3 - Area @
Area D | |
Type Range Interface Virtual Link
O items 9 Y
IPV& ADDRESS/NETMASK ADVERTISE
() Add
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TEPE B HH

STEP5|

1.
2.

10.

A THD 2 IR I
1F Interface (JrH) HE L, BZiERATE Add CGHriY) Interface (/11HI) o
Enable (FHUH) 4

Interface @
nterface | e
Enable
[ MTU Ignare
[ Passive
Instance ID | O
Link Type | Broadcast o
Priority | 1
Timer Profile | None o
Authentication | None e

BFD Profile | Inherit-vi-global-setting  ~

Cost | 10

Cancel

I MTU Ignore (MTU ZI%)  LIFEE Tl N7 43 e 20 t K A3 B2 (MTU) ASFHAFIE

(THRAIE; EfT MTU )

HEHL Passive (#¢@h) LARHIEFRIVATEERE OSPF Hello EH40, #EMIRH (AR th gy a7

BAFFHRAY OSPF MR, A, A E S EEAE AR R R b o i, dn iR A1 E

ARENACHRES AT LAMEATH BRI RE | [RIA AL 1A B S TS T T E3% Hello

I,

{345 Instance ID (A T{ERE ID) #%E4 O, FZ& R ARF OSPRVS B — {3 A T HE

I Link Type (GELASKEA) .

- Broadcast (&) —iEiBL BHELE OSPF Hello SUEAK HEBMA R WIE BN (Hlins
KAHFEATH) LB A 536

- p2p (EGEIED —n] 5 AR

- p2mp (FEEREZEL —WHFEEFR AL AE RN LR T A JA Add (GBI
H4) Neighbor (F5#5) 1Pvo frhl, AN B AR ER B (DR) M0 15 5 1 hdvisedE
HIEHE TSR Priority (BE4BNE)Y) ; EEZA O 2 255; THRUHES 1.

B AT Priority (BB5CIHFY) — R4 M H#s (DR) B +5 i e (BDR) 2

B A IE ; A O 2 255; THRMES 1. WHUEAZERE, AN HaHEs

DR B BDR.

B[ OSPFV3 411 Timer Profile (FIHFgssERS) iy e IEH 2%

1. I OSPRVE A THFT R i ERE U EH 2 OSPRVE BN TR RS -

BEH—E OSPFv3 /11H Authentication (B§#5) wERs ol (i e AE A £5%

N MERERUER S EURE ] 2 Z M B SER (fF Type CERL) HE L)

WCTERL, MR EE R 2 OSPRVG IR 2711 BFD #%ER (Inherit-vr-global-

setting). ok, iBH default (FHRE:) ChE. SEH—(#& %71 BFD Profile (BFD 7%

S® Ml B BAER Version 1 421

©



R o T ERE ) 5% None (Disable BFD) (f% (151 BFD) ) DAUARLE
OSPFV3 B E M BFD BUERE

11, S AT OSPFVE Cost (JliAY)  (HEr i 2k isei) ; & & 1 21 655535; THK
fH7% 10. FEHRBERUNR, SR AR AT (ff F A AR AT i 20k
) B, AR AR RET AR H

12. ¥%—TF OK (HfxE) LAREAFA T

STEP 6| fnif ABR A 2 E eIk i B HAS , B A B A 2 S e sy R — B3y, #oe—{H
FIF5HE ABR i B 145

WAJE A IS B 5 (ABR) :EF LA Nk, HMEE R (0.0.0.0) FFETR .
1. J¥HL Virtual Link (FH#GELS) o

2. 1% Name (%&#) 2% 31 {fFJC) Add CGFrk) Virtual Link (FE#HEEELS) o
3. Enable (JiH) HE#EEHLS.

OS5PFv3 - Area - Virtual Link @
ame |
Enable
pea| ]
Router ID | |
Timer Profile | None
[} Authentication | None

19 L B i I J A B R A Y Y ABR FITFE RIS Area (IFIEL)

B AR LS s ETSHR ABR [ Router ID (84 H1E% ID)

6. JREL—{H OSPFv3 4118 Timer Profile (FHEFesiERs) BOI R ik R LIE H 2
BEHAE . I OSPRVE M HEHEE S UER ST BUREH 2 OSPRVE &N T R A2 H
ZEAEA OSPFV3 A FHER e s E R o

7. ] OSPF /118 Authentication (B3a5) SRERSECHT 2L il e i A H 2 e E
4. IEERCER IS N EZ RN B ROER (fF Type (R HE L) fMEM
A TH) B R E R o

8. #%—F OK (#EE) -

GEES
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STEP 7| #—F OK () LA I

21

B OSPRV3 ThEE.

STEP 8|

1.

SREN

9.

I Network (#i#%) > Routing (#H) > Logical Routers (GEHRESH#T) , SAEIHEIL
B AT o
¥ OSPFv3 > Advanced (i) .

Enable Graceful Restart (HUFHAEAFERIEEHTHCED) | A iEeg & RO BB E EHT L
B, TR .

Enable Helper Mode (FUAHHHENARZ) | (@RS fhas REAAE [ AR SR ME 30 Rc) i
B ) wa AR THRR AU o

Enable Strict LSA Checking (R s LSA Myay) |, DAfHfl % 245 1 A7l B s
X, ACAEEAEAR BB A5 R R A B A0 £ A o R 1 AR AR M BT R R . TER AU o
féi N\ Grace Period (sec) (ZFR# (Fp) ) —FEBF JORSBAPHE RN AT H 2 1%, SRR Hh s
ARSI TR E 2 AT AR 8L, S 5 2 1.800; THRHES 120

fiii \. Max Neighbor Restart Time (sec) (KI5 #8EFHBIRE (F)) ) —HEREEEE a5 E
T A R IR PR R DT R D SR R, R 5 & 1.800; THIRAEA 140,
11 Disable R-Bit and v6-Bit ({5 R (. JCF1 v6 177T) LATE KL b il 5 v i (2026 1Y) g%
H#F LSA HHY R ATl Vo fraT, PATR/ARBT SO JEVE FRRE. @R IIRRERE ) Pk
S22 81 OSPRVE, (EAVEE B R EL IPve BRME. fEMIRRE T, (& i Al ik
ZI5 KOS o E A A T A P S A AR P T AR, DR A TR OS2 R EE
B B . FE20 REC 5340,

Logical Router - LR-1 @
General D Enable Global General Timer | Mone
Static Router ID Global Interface Timer | None
RIP BFD Profile | None R Redistribution Profile | None
OSPF Area Advanced
OSPFv3 Graceful Restart [] isable R-Bit and vé-Bit
BGP Enable Graceful Restart
Multicast Enable Helper Mode
Enable Strict LSA Checking
Grace Period (sec) | 120

Max Neighbor | 140
Restart Time (sec)

“ CdI.LLI

%—T OK (HfExE) LMififr iRy s e -

©
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TEE P i

STEP 9| H & WIS P fifi i DARE E WRLL OSPRV3 B BB fE 48 RIB He

AT RE e &Y OSPRY3 I B HT Ui M, (EAHEEMESRE RIB H; Bl femE R AR
55 E OSPRV3 I AT 438 RIBo
1. L Network (#9i%) > Routing (1) > Logical Routers GEFRESHI#R) , IAEIEIL

— R A
2HL RIB Filter (RIB ffii#28)
A4 RIB 1Y IPv6 OSPRVE HH, %f7* OSPFv3 Route-Map (OSPFv3 % ¥}
JRE) R (R A N ) EE A A p S IR R A I ) TR A R AR
T E A OSPRVE,  H By HE 7 €% RIBo

Logical Router - LR-1 @
General Mame | LR-1
Static - - . .

Interface Administrative Distances ECMP RIB Filter
OSPF

1Pwd IPvé&
OSPFv3

BGP Route-Map | None e BGP Route-Map | None

RIPv2 O5PFv2 Route-Map | None o OSPFv3 Route-Map | None
BGP Static Route-Map | None e Static Route-Map | None
Multicast RIP Route-Map | None i

“ Ca " uul

4. F—F OK (H§EE) -

STEP 10| (/1) #eEELA R I% I A RN OSPRVE I OSPFV3 [EIEIIFT OSPRV3 N Y
TE R PR

STEP 11 | Commit (ZZF]) -

STEP 12 | #gr#il OSPFV3 FlEAHIRREERLE (LSDB) YHER i &R PAN-OS CLI PLUEAMFIH T CL
HWAEEFSS: Networking (F—#: #5%) .
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TEPE B HH

N 2L o pls
@7 OSPFRYS BE H ek wEfe
TR 5 25788 OSPRV3; 57 OSPRVE 2lFEH e i ERE . Bk ERE . T H R sE RSl

FERTARCER, YEME OSPRvE. AT T BSOS st A g e B (i
BB 5 8 B RE OSPRVS RS R EAM.

- OSPFv3 Global Timer Profiles (OSPFv3 233! it Ehs) — @i i Ara OSPRVS i
) EHAE R RE A (LSA) [IBR. SPF RIEIELEE . IR AR e R R R O RS o SPF
Throttle (SPF i) #E RFFEF R C M ATEE (IEEETHEEER) RREE LA BRI
HREE . £ OSPRVE BENE HRRCERS . e e i SR 48 1Y OSPRVE 4ieiii
;180T LA ST 22 (s A DA RR A8 T gl HIRE A o

- OSPFv3 Interface Authentication Profiles (OSPFv3 /g S ERE) —OSPRV3 A EH O K
BB IHRE,; BRI IPSec AT HR 2 AT OSPRVS FHUE. £ OSPFv3 Area (OSPFv3 [#)
> Type (F) HEEHZHRER

- OSPFv3 Interface Timer Profiles (OSPFv3 /il es i i f) — 158 B TR R EAH A A0 w1y
#r, i OSPFV3 hello FHFEARERMEEFE . ££—M OSPRVE BOE HE HRZRUERS o

- OSPFv3 FEHTHUMEERE 1% Pvo BRE. TUHAREL [Pvo BGP B HEE (Pvo TEREH b B8 S £
OSPFV3e fE—f OSPFV3 B E 3R TR,

©
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STEP 1| #~7 OSPFv3 & dEt s es st e .

1. #H Network (44#%) > Routing (#%/1) > Routing Profiles (I% i ER:) >
OSPFv3.

2. ¥ Name (£f) (&% 635 7C) Add (Hitl) OSPFv3 Global Timer
Profile (OSPFv3 2JalmtHeanistER) o AR AATEEIFIC. AR () sl 5% () BH
H, WEESTEHTIC. JRGEEFIEIAEG . AR HE () 3is 1

3. i\ LSA min-arrival (LSA f/83%) (LARPZBGL) |, BB O B Hrst6 SPr ik H
SR A/ NS #iEA 1 2 10; THRES 5. B AEe L KM ETHIE (LRE
HIHERAR) o

4. fE SPF Throttle (SPF fiii) [E3sH, i AAE R HELES R 2 02 H B8 A o 213U T i JE S A48
5% (SPF) #HELHY Initial delay (RIIAHER) (LARDZHAL) 5 &% O 2 600; THRHZS
5.

5. W AEIWUGESE SPF FHEZ Y Initial hold time (#IIA{-45IEM)  (LARDAREAL) 5 &
B % 0 2 600; THRAES 5. SHEEBENRRFREE 2 — SRR MRS, BELEIREr
R [ 2 1) e R AR R FRE T o

6. Hi A Maximum hold time (B KfRIFREA])  (LARDZSEAL) | 18RRI R IR R R AR E
ZATAT DAE B B oK R SR O 2 600; THRES 5o

O5PFv3 Global Timer Profile @

MName || |

LSA min-arrival | 5
SPF Throttle
nitial delay | 5
nitial hold time | 5

Masximum hold time | 5

/. #%—TF OK (#xE)
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STEP 2|

N7 OSPRV3 A1 TH BRFERERE o
1. J%HL Network (48i%) > Routing (}4Hi) > Routing Profiles (% [z ERS) >
OSPFv3.

2. % Name (#F%) (% 63 ffFIC) Add (H#4) OSPFv3 Auth Profile (OSPFv3 it
BOERE) o AMRLHLIZEHTIT. AR () BOE TR () BHEH, A& IEHTIT. RS
TR G A RFFEE () 3.

3. HAA SPI (ZAEBHRES]) , w%R5I AL OSPRS FHASTE R M AT o

4. J®EHL Protocol (GHFNAE) : ESP (EEELARMAR) () st AH (BaFiiss) .

5. BREUERER Type (F) .

- SHA1 (FH®MH) LaMezEiEEs 1
- SHA256

- SHA384

- SHA512

- MD5

- I

6. FANERTE Key (88) , MR EE 8 [T/ A FIeH 5 ME+ Azl se, #adt 40 |
FAERFIT (B0, ASDEC4ADD155A695A8B983AACEAASAY7CHAECBODT)

7. i A F 48K Confirm Key (HERREET) o

OSPFv3 Auth Profile @

8. (fEEAIA CoP) BEEUINE Algorithm (JEHEL) -
- 3des (TH#HH)
- aes-128-cbc
- aes-192-cbc
- aes-256-cbc
- null
9. DL SRk U AN Key (588) ; MR ESP I BRI FH e Y TR B
- Bdes—FEE MRS o Ml N IEALI L .
- aes-128-chc—fE i P AL A 4 (7S R EL
- aes-192-cbc— e # AL o ff AL B

®
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- aes-256-cbc—E A P AR LA S SN B o

10. F il AAHIE 48875 Confirm Key (FERR4EH) o
11. #%—F OK (HEZE) -

STEP 3| #57 OSPFV3 AT e i E R

1.

2.

12 Network (#41%) > Routing (#H) > Routing Profiles (i HER) >
OSPFv3.

¥% Name (&4F%) (1% 63 5 IC) Add (Hrtf) OSPFv3 Interface Timer

Profile (OSPFv3 /i =I IR ERE) o AREAETEEIT I iR () sE 5% () B
9H, MASIEEUT T R EGE FHRIA A . A FUEE A RS () sl s .

QSPFv3 Interface Timer Profile @

MName | |

Hello Interval | 10
Dead Count | 4
Retransmit Interval | 5
Transmit Delay | 1

Graceful Restart | 10

Hello Delay (sec)
Cancel

6 A\ Hello Interval (Hello f&1F5) , HI OSPFv3 f#i% Hello BHaIREE (LAY &AL
HFE A 1 2 3,600; FEHRMER 100

i\ Dead Count (ZEXGEHEL) | HIAE OSPRVS 5 A 2 B, OSPFV3 KAEwZTy
I E] Hello HEBEI T, AR RESE A4 Hello FIBSAG RS, #2483 & 20; TH
FAEA 4o

i \ Retransmit Interval (FFr{EfHFE) , R OSPRV3 EHE | SA 2RI OSPFVE £
RS #A LSA B ACK BYRDS . #iE % 1 & 1.800; THRRIEZE 5.

1\ Transmit Delay ({EfZEE) |, Bl OSPFv3 EHF [ SA B0 S\ 1 2 B 1B {36 [ SA
MR8, FEA 1 2 1.800; THRES 1.

il \ Graceful Restart Hello Delay (sec) (AEZ<i-MEEHIRCE Hello 258 (#)) ) (LAF)
ALY HEA 1 E 10, THRMA 10. EHOE 78/ a8 HA B, S E s A
OSPFv3 /M. Graceful Restart Hello Delay (FESRFRMETHTHUED Hello 1E1E) B XOf%
LA 1 PSR AR LR LA BT MRS, 1EE BRI, N EAE B )
By KOs 3% Hello BEL. FEEFTHGEIIAR], M35 (B Hello Interval (Hello [HF%) 3k
LA Dead Count (EERGETEL) ) tLer¥Ehms. I matmegs e, AHAs e ey (Rl 4 2 5R
MEHT RGN A A2 Hello ZEIBTIRARH . R, B A MGy 2/ 0a%E %y Graceful
Restart Hello Delay (JEZERMEEHRUED Hello ZE8) (EETMURS. Blan, 10 #1 Hello
Interval (Hello [41f5) #1 4 7Xf¥) Dead Counts (fERLHHED) ®jaEd: 40 FOH MRS o
# 4% Graceful Restart Hello Delay (JEJCERMEEHTRUE Hello #EiE) #%74 10 7, #% 10
O Hello B ELAEIEE 40 O Y A SERCHT IRERR 10 5 A0 1Y, Wi —2k, AHSR A & e
B SRR B BT RO T E e

F—TF OK (HEE) -
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STEP 4| @7 OSPFv3 EEHHMEERE, LAEEEEREUmE] OSPFV3 /Y IPv6 BRABES . B HI RS
M IPv6 BGP % BARITERR IPvo B EEHEG .

1. %I Network (#4i%) > Routing (#H1) > Routing Profiles (I HHERE) >
OSPFv3.

2. ¥% Name (&H8) (&% 63 ffF7C) Add (GHitY) OSPFv3 Redistribution
Profile (OSPFv3 FE#itlMfis EfE) - ARAELATEI T I0. AR () s F 5% () B,
WS IHT IO ARG THEALS o A AFFE B, () 8BS H .

OSPFv3 Redistribution Profile @
Mame | |
] 1Pvé Static [CJBGP AF1 IPv6
[J Connected [J1Pvé Default Route

3. %I IPv6 Static (IPv6 f#fiE) DAALEFSRER IiE — 3B T E
- Enable () BUEREN IPvo BRREEHIEUMGT -

- Wi\ Metric (JEi) UUEHZEEFREUGEE] OSPFV3 1Y IPvé BRIEH; #FEZE 1 3
65,535,

- JEH Metric Type (JEHRFEAR!) : Typel (FEM 1) 5L Type2 (FHA! 2) .

- %I —{# Redistribute Route-Map (FEHTHUMES d %) Bl (88 dop s
B SR R A L (Pyo BRABRS BT E R OSPRVE. THRK(ES
None (ff) . USRS H¥E Set (BE) MREAE Metric Action (FEEEEME)
Metric Value (JERHE) , RIS EMERZEHEGIIEE. SR, S EErEu
POERE EROEM R EH 2B . FIEE, BHEIE Set (RoE) MRET
Metric Type (BERFER) ESE AR BT BUMBOERE FRE R Metric Type (EHJH
Y

4. %I Connected (EHAR) PAALHF¥IEEREATIE TR THE

- Enable (HUH) BOEREN) CIESRES i EHTHUMER

- B Metric (JEhr) DAEMEEEFEUGE] OSPRVE 1Y EEARS h (HEA 1 &2
65,535) o

- I Metric Type (EHETE) : Typel (FiB!1) =k Type2 (Hifl2) .

- 12— Redistribute Route-Map (EEHTHUMfills fsH ) w0 F i it
A p S L B S I A 67 R e 0 S 4R B P BT B OSPRV3e TERHE A
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None (f) . WNAES ¥ Set (GRE) AHREMLS Metric Action (JEHREIE)
Metric Value (JERAE) , Al CMERZTEHEUHAIEE M. SR, S E b
POERE LRENE R EH EEIEUGIES B, A, BSHEIE Set (%E) A
Metric Type (BERFARL) SR EH UM EOERS HEUER Metric Type (EREHH
Ay
5. L BGP AFI IPv6 UL i BB R I iE — i TR
- Enable () ®EERER) BGP AFI IPv6 B8 B BB HUM ) o

- WA Metric (JE1E) LB E\EHEUGE] OSPRV3 B IPve BGP B%HT; #iEZ 0 2
4294967295,

- JEH Metric Type (JEHRFEAD) - Typel (M 1) =5 Type2 (FHA!2) .

- J%H—{[# Redistribute Route-Map (FE Uil i HE) Bl v — (g S g it
i b ECH SR RIS R 1Py BGP B BB E] OSPRV3. TERRIEZ
None (f) . WNAES ¥ Set (GRE) ARERLS Metric Action (JEREH{E)
Metric Value (JERAE) , A€ CMERZE IR M. SR, S E s
POERE EROEM R EH 2GRS . FIEE, BHEIE Set (GRE) MREF
Metric Type (JERFER) ESEHAE I BT BUGEERE T EER Metric Type (EEHH
A .

6. JEILIPv6 Default Route (IPv6 Tt ) LASCRFEUERE NYIE— MBI TR0E -

- JEH Always (IH#%) | DAGHCEE ST YRS H WA HEFrEi®] OSPRv3, RIHES i as
AT R, BRI . RREE Always (1A%, HIE ABR L
A TE RS RS, N ERT A YE L F o

- Enable (HUH) SCERGN 1Pv6 THRERS B B EU 55

- A Metric (i) UEREEHHUGE] OSPRVS 1Y IPvo T H; #EZE O 2
4294967295,

- I Metric Type (JEinfi) : Type1l (B 1) B Type2 (FiF2) .

/. ¥—F OK (FEE)

STEP5| Commit (F2H]) -
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FEMEPE B 5 | ZE_ERYE RIPV2

MERR I 5 [ 5502 RIPV2.

FZ A EHZE RIPV2 [ RIPV2 8% e RIS e A s R AR — 2k . T LARR
BUERAE R E RIPV2 AR 8 7 B e R P R 4 o

STEP 1| SE @R Hes
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STEP 2|
1

2.

FCH RIPV2 W AT AR E

L Network (#91%) > Routing (#%H)
— (A LS s o

I RIPv2 i Enable (FUT) -

> Logical Routers (EHHISHAY) , IARIZEHL

Logical Router - LR-1 @
Szl Enable Global General Timer | None v
Static D advertice default route in RIP Auth Profile | None W
OSPF BFD Profile | None w Redistribution Profile | Mone i
OSPEv3 r|l:r1.a;u. |'|L\uur.|ﬂ MNone |'|Lu'[:-L.|_- Q.JLL‘ULI[IIﬂ Mone s
Distribute List Distribute List

RIPv2 Q Oitems ) 5 X
BGR INTERFACE ENABLE AUTH PROFILE BFD MODE
Multicast

(*) Add

n Cdl\ttl

11 advertise default route in RIP (7 RIP FF AL TEFERIG ), DAL FeERks il (HIAE

TERR S AR S 2 RIB FRARTEAEt 2 L) -

WARES BFD B2 RIPv2, G757 () BFD Profile (BFD #/&h) |, Higt

U default (FER) #ERE, B 91 BED BEERE . TER(E % None (Disable BFD) (4
(f#H1 BFD) ) -

B2l Global General Timer (&f{—#wtegs) |, a5 RIPv2 Al e il

JEEHC—{lH] Auth Profile (BEimERs) BCEE . HHTHY RIPVD B SE R

EEH—{f] Redistribution Profile (EEFrEUfiimc ) Bty iy Fpr i e ns, LA

HE P4 BRABES . EEARES B, BGP IPv4 BEFEL OSPRV2 B B EHIHUA S RIPV2.

#EH—1# Global Inbound Distribute List (43 A HUfiTE ) LA 532 BB H

1 Global Outbound Distribute List (48l tH ftifivg ) , DAEHI A5 2] RIP I7HAY

B H o

)S® Al A T BT
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STEP 3| 7 RIPV2 B5ENTH
1. BEiIEE—EE 7 Enable () 2K Add (¥73) Interface (M) -

Interface 6]
r|l'_'rf£|;L-| e |
Enable
Split Horizon | split-horizon e
Mode | active e
Authentication | None e
BFD Profile | Inherit-Ir-global-setting e
Interface Inbound Distribute List Interface Outbound Distribute List
Access List | None e Access List | None e
Metric Metric
Cancel

2. ¥ Split Horizon (/KF43E)) | iBECRF) Hp—IH:
- split-horizon— /7RI H 114 [/l — A THT B 25 e o
- no-split-horizon—15* FH 7K V-3l o
- no-split-horizon-with-poison-reverse— .51/ 45 [AI B F2ICE Y [F]— A1, KRS LE8%
M R REE A RIP R IR (B 16) -
3. % Mode (#z{) :
- active (F&)) — T E B EIX RIP BT
- passive (F5H)) — N THAS SRS, EAERE RIP BH.  (CEMEEA RIP B HAREE
AN, BRI A B e EEIE RIP 3. )

- send-only ({E{Hi%) —IRPT IO S A AR B BRI RIP A5 B, [HAE 5
B PR ol TERC S B 2SN e A, HI AT DA s I

A QSRR A R # R A e T RUERE, R Authentication (5ia)
FERE o

5. RTHEE, MG EE R RIPv2 B 2R BFD #UERE (Inherit-Ir-global-
setting). =&, 1E2HUS—{F BFD Profile (BFD SERE) « /i BFD doER, 55%
HZ None (Disable BFD) ({% ({5 BFD) ) LMERNHEIN BFD-

6. ¥ Interface Inbound Distribute List (/T ABUfIEE) |, i#E—{# Access List (17
OB L) LA 38 A RZ AT %
IEEEMHZEABHK Metric (JE18) ; #lEZ 1 2 160
#47% Interface Outbound Distribute List (/1 HEhIE ) | iS=H—{# Access
List (FHUES) DSHIRILA AR 2] RIP J5H8 18 H

9. IEEEMAZEAEKAN Metric (EH) ; ®EAS 1 E 16,

10. #%—F OK (HEE)

STEP 4| #%—F OK (HE) -

©
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STEPS5| (M) #HIBEASE RIB T RIP B H.

TR RE B I p I R A AT, (R A B A e B A I Rt S ) AR SR BRI RIB
o BERTRE AR RE i BT HE B 43 RIB

1. %5 Network (#4i%) > Routing (#H1) > Logical Routers (R HZY) , SRR
— I P A
2. I RIB Filter (RIB fifii#eas) LAAat i i A Bl BH K% B B 2 4205 RIB.
Logical Router - LR-1

General

Mame | LR-1

Static _ . . .

Interface Administrative Distances ECMP RIB Filter
OsPF

IPvd IPvé
O5PFv3

BGP Route-Map | None e BGP Route-Map | None e

RIPv2 O5PFv2 Route-Map | None e O5PFv3 Route-Map | None e
BGP Static Route-Map | None e Static Route-Map | None e
Multicast RIP Route-Map | None Y

3. HEEFEEELE RIB A RIPV2 B8, FELE IPv4 [, %177 BGP Route-Map (BGP % Hi %}
), RIS R, sl T

4. $#—F OK (WEE) -
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. 2L P s
ST RIPV2 BE i E RS
HEREES B 123018 RIPV2; REEEST FAIBOERE AEH 258 » BOERE 1] LARS 22 f 2 fits th e A
R RBMEH . ARFENER T AH RS R R I 3% 8 B A .
- RIPv2 Global Timer Profiles (RIPv2 25t Hgs s EfE) —F8E RIPV2 8. IR 4
o 7E RIPv2 —MEE R E R EHUERE
- RIPv2 Interface Authentication Profiles (RIPv2 /[ B et —He & M 205 s, MDS5 1
RIPv2 B, 1E RIPV2 — ek B T sk ERe
- RIPv2 Redistribution Profiles (RIPv2 HEHTHUMECERS) —F8 &K 1Pv4 FRAERS . B4R
B BGP IPv4 B ak OSPFv2 B FHEHTHUME] RIPV2. 7E RIPV2 —MEE HE R ROERE -
STEP 1| #~7 RIPV2 A IET i as st o
1. L Network (#4i%) > Routing (¥Hi) > Routing Profiles (I Hi#tERE) > RIPv2.

2. % Name (&%) (&% 63 H5IC) Add (GHritY) RIPv2 Global Timer Profile (RIPv2
G REARROER) o ARAEUIEEIT T JRAR () BTSSR () BHEE, IS 0T
To~ IRAREETYEAVAL S o A AR L () B3 .

RIPv2 Global Timer Profile @

Name | |

Update Intervals | 30
Expire Intervals | 180
Delete Intervals | 120

Cancel

3. {8 Update Interval (FBEIFE) (LARDAREAL) | S i T sEZ M
W, @Y% S F 2,147.483,647; FERAES 30.

4. 5:E Expire Interval (EIBAfMG)  (IEDSEAL) | G525 B AT DASERS 3 TP e gk
TR RS R, HE A 5 £ 2.147.483,647; THREZA 180. R 2R, BEM
AT TR flEH, EERER MR

5. $57€ Delete Interval (MHIFEHNG) (DAFZSEAL) 5 #5282 2,147,483,647; HiR{H
By 1200 B E 00 B ph IR BRI PEIRE, Sk T e B 2R R BR

6. ¥—F OK (HEE) -
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STEP 2|

FEST RIPV2 BRTERER o
1. J%H! Network (#9#%) > Routing (1) > Routing Profiles (i Hi# &) > RIPv2.

2. 1% Name (#f) (&% ¢31{H7IC) Add (Hri) RIPv2 Authentication Profile (RIPv2
BRABHERE) o ARRELIBENCT I, AR () SRR () B, AS It AR
BE TR G o SRR () s

RIPv2 Authentication Profile @
Name [ |
type (| ~]

md5 (use RIP MD5 authentication method)

password (Simple password authentication)

3. ¥BEFEN type (F%) : md5 (use RIP MD5 authentication method) (md5 (f#i /]
RIP MD5 B /i) ) 8 password (Simple password authentication) (%57 (fifj B 2515
Big) ) o

4. BRSNS, Wi Password (%5M) (5% 16 fF5T) 1 Confirm
Password (HfEi M) o

RIPv2 Authentication Profile @
MName | |
type | password (Simple password authentication) R |
Password
Confirm
Password
Cancel

5. ¥JA RIP MD5 B -
- Add G MDS5 Key-1D; #ilEZ 0 3 255,
- WA Key (&880 (8% 16 M58 FIC) Al Confirm Key (FERR4) -

- %1 use this key when sending packet ({ELXE[EIRS HIC ) |, L aiass
Preferred (fRiF) 488,

Message Digest ©)

MDs || |

Key | |

Confirm Key | |

D use this key when sending packet

Cancel

6. #%—TF OK (H:E) -

S® 482 7 BT Version 11 436

©



THE PR

STEP 3| #E57 RIPv2 BEHTHUMGRERE, LA EBEERHUGE] RIPV2 [ IPv4 GRABES . ELELARE
. BGP IPv4 Bl OSPFv2 AT EAL S
1. I Network (#9#%) > Routing (#H) > Routing Profiles (I H#ER) > RIPV2.
2. % Name (&4F8) (&% 63 1fFIC) Add (GFH) RIPv2 Redistribution Profile (RIPv2
BORTEUROERS) o ARREDIIST I, IRAR () BCETEE () BIEE, WES ST T,
JRAREGE TR G o A RFHE B () Btk

RIPv2 Redistribution Profile @
Name ‘\ ‘
(WL tatic () BGPAFI IPv4
[ Connected [JOsPFv2

SRR

paig

3. J%HL IPv4 Static (IPv4 i#i8) LAAaFsoEfsiE—
- Enable (JUH) FEEREN IPv4 BRRETHIHUAMT S
- B Metric (i) DVEMZREEHUGE RIPV2 HIFFEH (HES 1 2
65,535) o
- 21 Redistribute Route-Map (EEHTHUMES FH¥HIE) el {8 S0
% P R SR I A MR Py BREBER R EEETRIUG R RIPV2. TEHRHMEZ
None () . WA HBIE Set () MBS Metric Action (EEEIE) Al
Metric Value (JERAE) , AIE#CMERZEHEUmmEsh. SR, S E s
HOERE LROE N E R S E UG
4. 2L Connected (THIAR) LAAHFH B EREHE B Ti%E
- Enable (FtH) BOEREN) B EARES B E BT HUM TR
- ¥8E Metric (JE &) DEMEEEFHEUGE] RIPV2 MBS H (HEL 12
65,535) o

- %I Redistribute Route-Map (FFTHUME 3 ) mlg i v (08T 1 S B B i 1 )
[, THRR(EZ None (M) o QnREEH¥IE Set (3%E) #HREMS Metric Action (JE&:
B{E) Al Metric Value (ERAE) , I EMER S EFEUGRE. SR, Skt
BHTE R E RS R I 2 TR Y o

5. J%HU BGP AFI IPv4 LI s 33 s 1 — 5 B T e

- Enable (FUT) SCEREH] BCP IPvA B BB HUMiER 7 -

- A Metric (JEhD) DIEH EEEFHAGE] RIPv2 B BGP Bg (HiE% 0 2
4094967.295) .

- 1 Redistribute Route-Map (FHTiBs f36 ) Bl v (I 1) S i s )
[ THREZ None (fi6) o A REKH¥IE Set (E) MHABGLE Metric Action (EEiE
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FE) Fl Metric Value (ERME) , HIg¥eMERZEREUGMSKH. SR, et
BT RE RS bR Y P A SR B B
6. BEHL OSPFv2 LAt s e i 118 — B A T e o
- Enable (FUH) #EREI OSPRV2 Il BT B o
- Enable (FUH) BOEREHY P4 FERES b EBr st s -

- WA Metric (JEit) DIEH EEEFHUGE] RIPv2 FITHRGS B (HiFE 2 0 2
4094967.295) .
- 12 Redistribute Route-Map (U AUl ) B0 (057 19 AT s
[, THRZ None (M) o WIREEH¥IME Set (GRE) AHREGLS Metric Action (JEindE)
fE) Fl Metric Value (JERAE) , Qe eMEH S EHEGHE. SR, ekitE
PrEUAEOE R RO M S R 2 F UGB
/. ¥%—F OK (HERE)
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HE e i

AR ] W 2
N7 BFD ek

TEJEPS R 5 18 b F0] DA B Aot () (BFD) ERs , BSER MG BFD StEE 1 Eigieik i
S B E A . AT DA P TERGEUE RS (MERE) BUEESBTE BFD BUERE

EEES, BFD SCEREZ BT, sS8UT FAIHRAE:

- ERE RS Ay

- ISRAEHE BED EHRIERRBES B, FEROC —(F s 2 (HERRRES i o

- R BFD EH 2 s e, mE ol — (S B iEER i (BGP. OSPF. OSPFv3 &k

RIPv2) . filtn, a7 AFERE — M BGP BERFER BFD e .
BFD EVERIRU B AL E R, Flini el S0 BFD o IR FE & L
TR Y BT R

STEP 1| j%H! Network (#4#%) > Routing (%) > Routing Profiles (i H=ERE) > BFDs

STEP 2| #% Name (%F5) (2 63 (A1) Add (GFHE) BFD #ER. SRBIE S K/ NE HALJEAE
(BB IO R — e FEEM AT B, PR . AT R () A

BFD Profile @

Mame | |

Mode @) Active Passive

Desired Minimum Tx Interval ims) | 1000
Decired Minimum Rx Interval (ms) | 2000
Detection Time Multiplier | 3
Hold Time (ms) | O
[C] Enable Multihop

STEP 3| 42 BFD RYEAE Mode (1)
- EB—BFD BB B SR EA SR EC () o 2OHP - BFD HEERAHR T H;
AR
© BB —BFD S8 S R (s P e AR [

STEP 4| 5 A\ Desired Minimum Tx Interval (ms) (Frissm/MEEFE () ) , S5284%E BFD @
AU A (% BFD EHlE RS/ NEFE (Ll®bal) ; ER g s S i HiE. PA-
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PA-7000 Seriess PA-5200 Seriesfll PA-5450 Bj K% B #EE % 50 2 10,000; PA-3200 Series
I 2% 100 & 10,000; VM-Series HI#E %y 200 2 10,000, THEHAEZY 1,0000

WRAEE — A1 _EAA 28 8 /R [E] BFD 33 E R 1 s s g, ws iR
Desired Minimum Tx Interval (Firs &/ Tx [HIFE) AEEE BFD #ER o

1E PA-7000 Series [J7 ‘K& L=, i Desired Minimum Tx Interval (It f5c/)ME ]
bE) WoER 100 BiLA b, AEMLR 100, FFAEEE BFD HEH) ) R -

STEP 5| #§i A\ Required Minimum Rx Interval (ms) (Z3Rk#&/N Rx [HlE (Z7) ). i8/& BFD "Ik
BFD B i/ NEREG (7)) « PA-PA-7000 Seriess PA-5200 Seriestl PA-5450 [ij K &
HI#EE 2% 50 2 10,000; PA-3200 Series HI#EF 2 100 2 10,000; VM-Series HI#iE % 200
Z 10,000, FEBAEA 1,0000

1£ PA-7000 Series [95 )& ., 1 Desired Minimum Rx Interval (5 / NMEWCH
b)) FEZ 100 DAL AEARHS 100, FFEAFEE BFD fH ) A4 E b o

STEP 6| i \ Detection Time Multiplier ({HHIFFfITEH) o FELE 2 3] 255; THRIES 3.

A R SR I R AT I 211 Detection Time Multiplier (SIS T 255 0
FH AN (Required Minimum Rx Interval (EORE/MEER]) DL SAZ TS Desired
Minimum Tx Interval (Jr75 5/ MEIEFPE) BOLK) AEHSEEHIR o 0 SR e e 210 80 2 1
BFD AfEHSE MG 2] BFD el Eta, HIErs A=k,

WS, BFD BUERERE, 50 P ORI TARPRB AV E, W AR ik

BRI g, A EL R RERAT U AR A AT . (R, PR R RER 2L b
Foat B bR e TR B TAT PR A B v ST (a0 PR PR DA P BB (il R 1) o
ARORTUL, B DAL T P ) A S R T

STEP 7| #i A Hold Time (ms) (fREFIRFH] (22F0) ) , BI BFD {8 BFD ¥ 3EH 62 BiEss iz iy
FEIRIREM] (7)) o Hold Time (FREAIER]) M BFD Active (£H)) . % BFD
TE Hold Time (PREARERT) HAMEAL BFD 6, HIgmiEeM. #E% 0 2 120,000;
THRHEZY O, 7~ Hold Time (fRFERFM) MM ; BFD fEE 7 EA5 & 7 R E I #k BFD

PEEA.
STEP 8| i\ Minimum Rx TTL (/N RxTTL) , M7 BGP SZiEL EEREL BFD W BFD #HAE BFD 5
HlEE R (B BIs/MEREE (BRI  SFEA 1 2 254, HEBE.

R TTL /NAFFRE R Minimum Rx TTL (/0 RXTTL) |, 5 AOfS 8 M R 0. 3]
n, GnRMEERELE S (HREL L AN, BRELK TTL % 100 W) BFD HHa3Ema 205 Aok, DL an 5By
O Minimum Rx TTL (/) RX TTL) #5724 96 BiLAE, B SO & Zgdifu,

STEP9| #%—F OK (HE) -
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TEE P i

E P4 L2 BEEE
TEPE S 5 | 2 S g HE IS i as i) IPv4 2 BHEE . BIEZSGR (P ZEEL ([CMP R Pim W&
TEREES 5 5 B (Pv4 20 BERE SR 65 IS B 5 | AN S AR I T RE -

- IGMP static join, BIEATE_EHEERFAE ICMPV3 5 IGMPv2 HEIRERITRES T FHIERT PIM Join &R
B AREE] L

- TE I E SR 1Y 22 B EE (PIM) SZER S R S (RPF) &R fHEFR MRIB. f#FR URIB 1
MRIB-then-URIBo

IPv4 26 BEEIE AR R IGMPVT,

ROE [Py 22 BEEOEIRE, J%y PIM ATIERTIREGR T ICGMP A & ST 2y 2 B R s e i, LA
A R 0 i L PR — 8 BRI AR A7 2 SR (S i SRR A2 ) PV AR

T SR A4 A v B (SR R T B 2 B R AN E A, RIRE R L A7 1Pu4 MRoute.
STEP 1| FE @RS e

STEP 2| j%HL Network (#Hif) > Routing (#%H) > Logical Routers (EHHES H7y) |, AR EEE—(H
HEHEE AT

STEP 3| BEI Multicast (ZEfHix) , SARHUH 2 BiE ki .
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TEPE B HH

STEP 4 |

Ky HEHRES AR H0E — ] PIM 28
1. JEH PIM > General (—f%) , #A1% Enable () PIM.

Logical Router - LR-1

General
Static
OSPF
OSPFv3
RIPvZ
BGP
Multicast

D enable multicast protocol

Static PIM IGMP

General Group Permissions Interfaces Rendezvous Point
Enable
Rpf Lookup Mode | mrib-then-urib “ || GROUP ADDRESS THRESHOLD (KBPS)
Interface General Timer | None R
Route Age Out Time (sec) | 210
Multicast S5M Range | None e

() Add

Ditems | =

n CdI.LLI

2. L RPF lookup mode (RPF #fifnist) | mzisiaCh i M s i de A2 ] SR A P o I

PIFIZ BHER B R S AR AR . iR RIB HR A (8 HH A T B 22 Sk T %)

MRS, AR b 2 ESEZE A, SR, ceEEgEa.

- mrib-only —{£7E 2 Bi{#i% RIB A

- mrib-then-urib—557E 2 BhHi% RIB WA 4R, WA AR AR 22 B RIB R, HIFE
FHEEEE RIB FPE K

- urib-only —{£7E BLEEEE RIB &K

RPF lookup mode (RPF ki) & dilAEArT BE A 7itet ph A B LU BT R PIM Join HY
g8

¥17A Interface General Timer (/M —GEHRERS) |, i2I—1{F PIM Interface Timer
Profile (NTHIFHREAREERE) , BRI 1PvA PIM ARG BOE R THRS
None (ff) .

55 Route Age Out Time (sec) (B& IR (7)) ) —Z B ERERAHA IR 2 A0 T
VEBSBHAE R A%, 2 BHERAEE AR BAAE mRIB FRAGFD 8, SR Z4 210 2 7.200; THRKES
2100

A S E AR E 22 B E% (SSM), FE7E Multicast SSM Range (£ Bfiffi% SSM

B o GRIEEEE (g E TR | ISR i 2 BVEE R
T EE A B R B AR AL ; TEREIE 2% None (no prefix list) (fE (MEFAEHES) )

©
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6.

0 TR E 1 Profix

(ERH

A B Ay 2o BB R TR A Bl R A B S B ACORRIR B 8% (SPT) BRIE,
st (PETRETE R BT RETE Bk Add GETE) Group Address (FEAH L)
fe e ERHIR H SR 2 BhEE AR s ) o

DVFFP T TTHL (kbps) 24735 Threshold (BIfE) 13K 05 £ BHEGX AL/ BN
22 BRI v B E R LI P o 175 R e BB IR 8 P AE e A Ao B e 1t
HABHRE S (RE S &R (RP]) DIHE] SPT #ffi:

- 0 (switch on first data packet) (0 (&5 RIE R ) (TERR) — 5 BEENH
PR A BT R G 55— (R R B ALy, SRS h AR L IR B SRR A o
BEHY SPT

- gy N AT AEEATART A0 T R R P B P 25 S (RS RE A/ il (AR LU, R et
M B DI 3 5 22 B X FEAH BE B RE AY SPT BUf) MR TAoocsl; #EA 0 &
4794967295,

- never (do not switch to spt) (Fk /A (API#E] SPT) ) —PIM i i v & 445 (1 FH At A
IR H Sk L & 22 B ARG RS

STEP 5| $54E PIM HEAHRERR DAva dil s i 2k fh a5 12252 WFEE PIM Join FHUEAH Register 5HUE.,  PASCHEE B% HH
LA A 22 (A

1.
2.

HEH PIM > Group Permissions (FEAHRERR)

TN SRR SE AR (S.G) -4k H (19 b 22 BREE LA 1 30 B M i g fr g, S
Source Group List (AUHFAHIER) | FESEBUEE T 1Y (7 DO S sl @ o A F BOE . 17
BUEH T LU SE(R A HOE S, Hrp okt 2 £ B ki, B iihfs 2 L B, 1
% 7% None (no access list) (% (MEFRIERE) ) .

Logical Router - LR-1 @
General D enable multicast protocol
Static Static | PIM | IGMP
OsSPF
General Group Permissions Interfaces Rendezvous Point
OSPFv3
Source Group List | NMong B
RIPv2
BGP

Multicast
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HE e i

STEP 6| FEANTHIN PIM H5E
1. i%HL PIM > Interfaces (/7TH) , 47214 Name (£F%) Add CHrdE) /1.

|Pv4 Multicast - PIM Interface @
Mame | e |
Description
Dr Priority | 1
Send BSM

Timer Profile | None

MNeighbor Filter | Mone

Cancel

it N E Bh /T Description (F31)

f5E/rIEIY DR Priority (DRESGIEY)  (FRERHIAFEISGIET) |, LAFE SR b
28 PIM Join $UE PIM Register FREFIPrune sREELXFI & &85 (RP); #iE A 1 &
4294967295, THRMES 1. £ LAN ERY PIM BT, IR #E T DR ELER, HlE
SENE 7 H B s S B B A DR

4. Send BSM (f#i% BSM) LAFC#HEIR B2 afle. (FERRHUH) -
HEPE S 5 |2 R REFE B BSR, {H ] LIERE AN S BSM R

5. WIREHRABEIEEL Pv4 PIM AT o E R @ T, AR T Timer
Profile (FHERgRsER) #8& 1 [ PIM ) BB, FE#%7% None () .

O A P ST B A 7 IO B ST — (R AF B $H8 E Neighbor Filter (J570fiiii%E4s) |, LA
P50 FURTEIE AR I A R B A 1Y PIM D58 SE B I B .

7. ¥%—F OK (HERE)

©
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TEPE B HH

STEP 7| (MR ASM) TAERAGRZ B (ASM) BRETRGE PIM & 55 (RP)o

TET AR g% RP FIRFRE RP; BMIAH EAE .

#HL PIM > Rendezvous Point (&F1E;) .

N

7% None (fE) .

A RP Type (RP %67%) : Static RP (7A€ RP) 5{ Candidate RP ({&i% RP) ; 74

g
COE

IR S EE Static RP (FRRE RP) |, Sy RP B 2 BLME SR R SR RE S . EE
PIM A i AR PIV B FR g8 ERACE G R R RP. #XAE FHIIEHE -
JREEN RP JZRUSFNELRE £ BEEE BN RP Interface (IMTAT) o AR A4S =g

I (EAE S KM VLANS [BIE S8 ORMEES (AE)s BENF/ ) -

== BE

- EHUT TN Address (f4h) JE; BB 1P (LA BT L
- J#HL Override learned RP for the same group (5 HFEHEAHAITH RP) |, fHaZiFig

w7 Alé

RP FAE RP, AR REAH IR B AR AR AR 1 RP

- BRI (7O BRI R FIOR R, ERRIE RP ARy RP Y2 B EE ALY

=

Group List (BF4HIEREE) . TH#%% None (no access list) (# (ME/FHEGEE) ) .

Logical Router - LR-1 @
General X
Static PIM IGMP
Static
RIP General Group Permissions Interfaces Rendezvous Point
o RPType [ SialicRa V] Oitems ) 3 %
~ nterface ~ || IPv4 ADDRESS GROUP LIST OVERRIDE

OSPFv3 | |

Address | e |
BGP ] .

D Override learned RP for the same group
Multicast Group List | None R
() Add
Cancel

4. TR Candidate RP (f33% RP)

{5158 RP USRI B0 22 BEEE B Y Interface (AMTHD) o ARHIA TEIESL 245 =

B (B3GR VIANS [E%. g8 4R (AD). BB -

- R IATE Address (b)) o

- FEEMREE RP Y Priority (ESGNEFT) 5 MRS O 22 255; BEES 192, BAKAES
I AR e 2 A B o

S® A B B AR
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- ¥8:E Advertisement Interval (A2fHIFE) , BIEISE RP (A FAth B ph g R A5 B9 SR

(LARD BB SRR 1 & 26,214, THRIES 60,

- BB RP R
\Pv4 (7O,
) ) o WRAEMHGFEOEH,

Logical Router - LR-1

General .
Static PIM IGMP

Static
RIP General Group Permissions Interfaces Rendezvous Point
OSPE RP Type | Candidate Rg ~ | Q

nterface ~
OSPEV | | IPV4 ADDRESS

Address | ~ |
BGP .

Priority | 192
Multicast Advertisement | 50

Interval

Group List | None i
() Add

Add GHrif) i (JME) RP [ IPv4 Address (IPv4 fiihilh)
JHL—( Group List (FFAHIEHEL) LUHg &g RP
B . THRE% None (no access list) (fE (fEFHUE ) )
K RP, HIEEH Override (B

Fi—F OK (HEE)

STEP 8| #:—F OK (H:E) LIELE PIM

8.

ENIes,

A AE o

, A H—{# Group List (FFAHTE R
SN HTI UGS B . TEHE % None (no access list) (ffE (/7K
HI R I 2 Er BRGSO A S BT A R RP.

VER RP [ 2 B I EA

TR A7 PARFRE S E IR RP FIAE RP, A 2 A 3 B

), R

@

Oitems

- X

GROUP LIST OVERRIDE

Cancel

[}

BT

o

RO B REER R (JEI)
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A B 5

STEP 9 | FEif A Z B R N T _EBEE IGMP.
1. #H IGMP If BH IGMP,

Logical Router - LR-1 @
General

Static PIM IGMP
Static

Py cnable IGMP

RIP . =

Dynamic Static
OSPF

Oitems

OSPFv3 Q - X

O | INTERFACE |VER5ION MAX SOURCES | MAX GROUPS | GROUP FILTER | SOURCE FILTER | QUERY PROFILE
BGP
Multicast

() Add

“ CaI\L.L\l

2. BERCGEBRE IGMP AT, F5EEI Dynamic (HRE)

1. iE ARG AR I E K Add GETS) Interface (1)
IPv4 Multicast - IGMP Dynamic @
Interface | e |
Version () 2 °‘ 3

Robustness | 2 R

Group Filter | None N

Max Groups | unlimited i

Mayx Sources | unlimited e

Query Profile | None R

|:| drop IGMP packets without Router Alert option

Cancel

2. i#H IGMP Version (JA) : 2 8( 3.
3. f£ 1 F| 7 #5% P EH Robustness (fnsfitt) {H; TE#A 2.
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9.
L
1.

2.
3.
4.

5.

(Robustness * Querylnterval) + MaxQueryResponseTime fif i Join FEFE
HEHEEE e LA R R o an SR LS #R U R Leave Group FHUE., HIl
Robustness * LastMemberQueryInterval £ 1EHH B Leave Group YE H 2 1 i
HEBK FH#s SRR o A8 BB LIS a8 T FE Y FRER A 2 AR, REIE
1l Robustness (hnsfitt) 1Ho. ¥ Join 51UE., Robustness (hnsdt) 18 1
Ko 20 o ¥ Leave Group FIUE., HEFEES i 5t £ FH Robustness (i
PE) {E1F % Last Member Query Count (F:f& % EA#EHL) ©

. ¥fJ* Group Filter (HFAHATIEG) , FmEHC (8 (0T S BB AP BER L, et

A %2 ICMP Join IIZRIEFIHEAD ; TEHEX % None (no access list) (£ (/7 IR
H) ) o

. #17* Max Groups (REAHEERR) , S IGMP R 25711 ] IR g R A B KR A B SR

&1 8 65,535; FHRZ unlimited (FERRE)) , FEonEEE N AR AHE.

. %174 Max Sources (ZIFH EFR) |, H A IGMP AT 21 1 [ I Jg2 BR A B K AR R . 40

B 1 3] 65,535; TEHIEZ unlimited (HERRE]) | om0 E N R ME.

. ¥fJ% Query Profile (EFIBER) , dHEERC—(EEHEENLHY 1OV P S A BOE R, B

A EHT R BOE RS LA T 20 Ti# %y None (fIE) o

. 1 drop IGMP packets without Router Alert option ( Z=3E7% 4 I 1 #5 2 /R % TH 1)

IGMP £61) | DIZREA IGMPy2 5 IGMPV3 BHELEA 1P i i HO R I RFC
2113, FHIEMEmER. (HBEM. )

F—TF OK (MExE) LM#FEIRE IGMP S TH -

BOERFIE ICMP JMiHl, #EI%I Static (FFAB) -
¥ Name (%4F%) Add CGErid) EFRE/ AT
IPv4 Multicast - IGMP Static @
Marme || |
nterface | None i

Group Address | |

Source Address

Cancel

BEICEAE 2 ERRE IGMP AT Interface (/1THT) o
T NG ICMP B 1 2 85 Hi% Group Address (HFEHAZHE) -

iy A\ [) 22 B EAREAH (S.G) {2 22 B (0 I 1 1 3% 05 1) Source Address (27
Ik) o EREE IGMP A TE L ASEFIE (S.0) A MR i

F6—F OK (ffExg) LAGEFERAE IGMP A TH

STEP 10 | #%—F OK (HfEiE) fafifr 2 R ExMHRE.

STEP 11 | Commit (#2H]) -

©
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A

B (1K RO R

FEMEREIS 52 L, S AT B e AE 2 (Pv4 2 BHEEE -

- Multicast IPv4 PIM Interface Timer Profiles (£ 25X IPv4 PIM N1 HHE e ik EAE) — 18
PIM General (PIM —f%) EHE (N TH—MRFETEEEY) A PIM Interfaces (PIM A1) EH 4 L AH
A, DA AT — R A o

- Multicast IPv4 IGMP Interface Query Profiles (£ Ei{Hi% IPv4 IGMP /& # 5 ERS) —AE
IGMP E & _LFHREIRE IGMP /AT

STEP 1| g~ ZEHMEGE IPv4 PIM A THHH IS B ERE

1.

2.

6.

B2 Network (#9i%) > Routing (Hi) > Routing Profiles (IHikER:) >
Multicast (£ EiEIE)

¥ Name (&F%) (% 63 filFIC) Add (i) Multicast IPv4 PIM Interface Timer
Profile (£ Ei{HiX IPv4 PIM /1 HFHREAFROERS) o ARBMZHLIREFIT. AR () Bl
FHE () BHEE, WESWEETIT. RAEGE TS . AT HE () 3.

f8E Assert Interval (HIETHE/RFIRG) — TR avAE OB EE PV EDEFE AR, IR
] 42 B A7 B % B A A PIML B B DIV FIET D R Z TR, ®EA O &
65,534 THEAEL 177,

157 Hello Interval (Hello fHif%) — S B A W OO0 A0 TRTRERH P A AR T R PIM
Hello FEEIHE PIM F7fl M EIFE; #4122 180; FHE{EA 30,

7€ Join Prune Interval CIIAMMIZCIATRG ) — B h a5 10 171 22 S0 (s 2T b i (s
PIM IMAGRE (BAR PIM BIEGERE) Z IR E; #EE % 60 2 600; TEREZE 60,

Multicast IPv4 PIM Interface Timer Profile @

MName || |

Assert Interval | 177
Hello Interval | 30

Jain Prune Interval | 60

Cancel

Fi—T OK (HEE) -
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THE PR

STEP 2| # /2 ELEE IPv4 IGMP /) TH 2 5 3 ERE -

1.

2.

/.

I Network (488%) > Routing (#%M1) > Routing Profiles (¥4 HEHERy) -
Multicast (£ Bif#Hi%) .

% Name (#4F%) (&% 637 IC) Add GHrtYS) Multicast IPv4 IGMP Interface
Query Profile (£ 2i{#i% IPv4 IGMP N H A HFER) o SARLEATEECTE T, AR ()
SGHEE () BEEH, AT T, IRGREGEFRA S . AR EHE () 85
¥85E Max Query Response Time (sec) (Z#RIERE FRR (FD) ) —(EiBHEE 25 E
PO AN T AR BRI R A 1 2 B A E L 2 B, S FF R (B R ICGMP il B B S AR
SRR #1225, HBHES 10,

f5:E Query Interval (ErfI[FR) — 2k Bl & A5 ) A SR B OREAR 1) 22 B R AL
HERE B A N R Rl R R IGMP B S A RITRUE 2 MR, #iEA 1 2 1.800;
TEHRE R 125,

#55E Last Member Query Interval (sec) (&K EAHMENE (7)) ) —HBomEHE
IABEBEREHEEAE , AR o (] R e bR A (0 2 R e AR AR I s P B, RS
12 25; TEHRES 1.

17U leave group immediately when a leave message is received (Y EEBH IS /E T
RUBEBEAEAE) |, A 2 BhERAE D A — a2, H@eEes ol Bz ari e IGMP B
PARHEIRE, Ui BB SOE S fan a7 B 22 B 8 p B RHUE (mRIB) F1 20 BhHix ik
B (mFIB) B bRz DA AT, A& e g —(Hpk B &R 2. HoH
IEE AT AR E . (TSR )

Multicast IPv4 IGMP Interface Query Profile @

Name | |

D leave group immediately when a leave message is received

%1 OK (&) -

STEP 3| Commit (##57) fHIEH .
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STEP 1| & @ Mg i v

STEP 2| j#H! Network (#41%) > Routing (}H]) > Logical Routers GEERISHET) , IRBIEE—
R AR o

STEP 3| I Multicast (ZEHEIX) |, SAERHUT 2 B S E «

STEP 4| #57—{# mroute.

1. %I Static (FFFE) , Il4% Name (&8%) Add GHiY) mroute. GREMNZELITEEFIC.
AR () o5 () BASH, WSR2 ATt JRARSGET . A R, ()

=

B
IPv4 Multicast - Static Route @
MName | |
Destination | % |
nterface | None e
MNext Hop | None %

Preference

Cancel

2. W mroute B Destination (HF#)  (IPv4 (ol /i E s Ak dnit) | 820 JOSEFT
RPF fi i () 22 B IR Bl 74 1

. BEEE 2 B ER A Y BB (R B F F I Y Interface (JMIHD) o

A EAEISIER Next Hop (N —(FEIBEEY) 19 IPv4 itk (sAiibdnfr) o
5. WA HIY Preference (IWif#iE) ; #i[E %y 1 2 2556

6. ¥—F OK (WEE) -

STEPS5| #%—F OK (HEE) -

STEP 6| Commit (#£50) MHEH.
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