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ZHD e BRI .
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Applications and Threats Update Schedule @
Recurrence Weekly
Day | wednesday
Time | 01:02

Action ' download-and-install

[] Disable new apps in content update

Threshold (hours) | 24
content update must be at least this many hours old for the
tion to be taken.

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain
new App-IDs. You can use this wait period to assess and adjust your security policy
based on the new App-IDs.

New App-ID Threshold (hours) | 24
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STEP 1| FEf@sHse 0 B ARG N B, SRR E 5 S R e B O i i
1. j%H Device (#:H) >Licenses (ZH) .

2. FE) FERRESH, Bt Palo Alto Networks $32 HE {7 iR 48 HEE HE 488

3. ERRBEUE N R S

STEP 2| %Bi JORRE HIRR,  LAHRHRG 2245 N 25 587 .

SERCCA T B BRIR, B B 8 B AR A0S B S I E A A e 2 s PRI A A (B FIRFAS 58
WD DL AE Ok B I A B B N 7 SR ) i R A

1. :5i%H0 Device (3E) >DynamicUpdates (BHRETHH) . CEE > BHREH H) .
2. AR B N 25 T HTHE AL Schedule (HEFE)

3. FEM kB Palo Alto Networks 5 371l IR #5% 12 B 39 1 F R o BB 2 TN 25 35T RS R A 3R
(Recurrence CGEBAME) >, BAAHEAE Day (HHBD B Time (K¢l

A T B KO R G SEEOHT N R AT RS R FL BRI Action (EIED .

RN FEAT AT 52 %2245 Threshold (FGFE) . Palo Alto Networks 5 #Tfa] i g5 0 26 %
EIE — IRy [ B PR AL N R SEAT IRCAS, BT KO A REFRECEEAT IRAR I AT AE B — 2B R e 1
Action (EHfE)

6. U FAE AR 2 P AR S E E ZHTRS B S M AR I AR 2QmT R 2 B
B EESEE) , AR E New App-1D Threshold Gt App-I1D E& ) « RAE
LB App-1D HIIN & SE T 7E SLIRE [ AT A%, B KRS AT REE

1. 3%—"F OK (Hfse) DAREAFIE 2 QB 2 N 5 T HERE, 16 Commit ($2%0)

STEP3| A1 H i, LK Palo Alto Networks [ § P 75 % R (832 148 i i BA 72 4 8% DA R B Kl i7% 81
ISR . ZEiEIE — B, STHECR AN B A AR N A R, DL AR T 42 75 BRACE)
1B BSENEZRIERAZRSHEIHE TLARCE:, A8 DU ESBLHEf: (subtype eq dynamic-
updates) il (eventid eq pal o-alto-networks-message) .

STEP 4| SEsRHERE 9258 B0 2 — UM TAE SN R 3 AR 0 AR, (HRIEEROEHFE, TRE
P CAECRIY) App-ID (CELEFENR SEATIRA T , 4415 4% App-1D & %2 58 22 2k SR I (X1
W

N 7% BT SR

Palo Alto Networks [ FH T2 2 B g N 2 S AT RAS B BRIDURE 47 1A 2R RE Bt B PR i . B, AR
P ERETRA RE B S 2 2, AERHARIRAOTE UL T, R SRAT AR R BE & AR I A1
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PAN-OS I ##6F 11.0 15 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/monitoring/configure-log-forwarding
https://docs.paloaltonetworks.com/content/techdocs/en_US/pan-os/11-0/pan-os-admin/app-id/manage-new-app-ids-introduced-in-content-releases.html
https://docs.paloaltonetworks.com/content/techdocs/en_US/pan-os/11-0/pan-os-admin/app-id/manage-new-app-ids-introduced-in-content-releases.html

BRHE I N 25 5B
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O FERAT BT INES o
AR AR E BT O E B Tl 2 e N TR, 557 ORI TR
77 Kl 1 2 SE IR B RE N 0 N 28 58 BT8R 2 Palo Alto Networks T B I IN Y . IKTERE, By
KOG AT IR A, BHAE 224 T1¢ Palo Alto Networks B3 ik 2%  (FEIEIRHIRE) TN
BEHENN S, wmidewEA M. HRERDERIEN T, Pao Alto Networks & 2 5k N %5
SR, AR TE e BH 1 KO 224 Palo Alto Networks LS BR I N A 588, BV J s
O FEUE N AT B . REEREERANE, R IEEERZENNETHATAR, 55 Check
Now (SZRIAGED) DUERUECHT N2 ¥l 45 lbA (Device (35 &) > Dynamic Updates (#)
EEH) ) .

O BH RSB 1 A&

B BT K f% 1] Palo Alto Networks {3325 14 J2 2 175 2 1 - FRAP FH 32 R Rk e 5l ) L 5 3 At B
PN 2% B HT R 38 P [
JEWE R AT 7E %4 Palo Alto Networks & 5 B, 8 B FRAM PRst 507 & BB Ol sk ge sl 2 4k
JR RT3 R A S A N 2 S . FRAM ) R RE s R, iR e S R B B R e At A
V51 B A A S SR A s IR R 2
L 7 K RS Us £E I B Palo Alto Networks 3 F 38813 k-«
1. i2HY Device (#:%) >Setup (GRE) > Telemetry GEHD .
2. #wiE Telemetry GEHD 32N Select All (4738)
3. % —TF OK (MEE) M Commit (3273 , LAEAESE#

O % Palo Alto Networks N7 B B RiE G AN B o

%y Palo Alto Networks [3 # P9 2 7 U HESHIE,  DLSERE i P93 54T A AL ) L E1UEL & L
BEZEHEMAR,

%>, Palo Alto Networks RIS [N 7 58 8T [ RECAH [ s L4238 9 5 B JOfa @ Hov i G SO H
AOEIR) , B AR R R BRI AN R . RSN A E R e e R R P, DS A T R
EEGERE, FIREM SR RAEIENE.

FE BT KA A T e, A T DN 2 P AL 1 ] S s R s 7 sABURA 5 IS . Palo Allto
Networks %% 9% A [ 72 SRT I B SRR, IRTHRS, ARSI IO H Ry, B
Ao IR ENG SR E A, ThREERS] (RLRAT H AT EHESD A E R 7 # g s
BUNESE, 4% TS ER et Eos

BbAh, BRSNS TS ORIBIE R Rt HESTHH T Aac sk, B4 % dynamic-updates, A%y
palo-alto-networ ks-message. i ] LA N i gs i tiig e HEEIHH . ( subtype eq dynamic-updates)
il (‘eventid eq palo-alto-networks-message) .
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{6518 7] LLAE Palo Alto Networks S35 N\ 483k b g B J 1R O 2 (1) 0 25 AR S, B BT
b7 K S48 E A FAe R . 3H Device (3£E) > Dynamic Updates (EREEEHT) , SR8 BH R &
N 25 384T A< 1] Release Note (RAEREH)

(' PA-3260 ACC MONITOR POLICIES OBJECTS NETWORK DEVICE

Antivirus Last checked: 2020/09/21 09:45:41 PDT  Schedule: None
SSL/TLS Service Profile Applications and Threats Last checked: 2020/09/2109:45:38 PDT  Schedule: Every Wednesday at 01:02 (Download only)
B scep 8292-6181 panupv2-all-apps-8292-6181 Apps Full 47 MB 2020/07/13 11:46:39 PDT v Revert Release Notes
551 Decryption Exclusi REizEy
5 SSH Service Profile 8317-6296 panupv2-all-apps-8317-6296 Apps Full 48MB 2020/09/08 17:55:10 PDT v
83206303 panupv2-all-contents-8320-6303 Apps, Threats Full 56MB  84becd9ccectdiédeOae... 2020/09/1112:04:40 PDT
8320-6305 panupv2-all-contents-8320-6305 Apps, Threats Full 56 MB  8a562c6d8472febfa0356... 2020/09/1116:36:04 PDT
8320-6307 panupv2-all-contents-8320-6307 Apps, Threats Full 57MB 137eb5f763730f6cd8cle... 2020/09/11 20:10:13 PDT
8320-6308 panupv2-all-c Apps, Threats Full 57MB  2cadadelafc6292alcdlb...  2020/09/14 17:27:56 PDT
8320-6309 pa Apps, Threats Full 56MB 192cfd8c2ff0058c188d0...  2020/09/14 18:13:54 PDT
83206310 pa: Apps, Threats Full 57MB 2436(7928f02eef37b82... 2020/09/15 10:19:15 PDT
R321:6311 pa Anns Threats Full 56 MB_3ar7Aa8R4-An=Am At A8AR 10015 13:44:29 PDT

OB RS 25 350 ) e S 7 Pl Alto Networks e e i i A4
SRR AT B I APP-ID SUARIE S WAtk AR T, L T
i BTt SR R RO
O g A PR AURAL, LUBAKE A U307 App-1D, 190 B3 S 75 T Al e 1 s sk
BABH THRE AR, 38 AR5 T O AR 5 N SR O S O P R T, D e
R VPR, TIAGERE T2 AR BiliE B, wE AL & B B App-
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BRHE I N 25 5B

|D A PR E A IR, MRl AT =1 RIRsfH] GBr App-1D B H 3547 — 1) REHEIE I 24
PEJER, DL #AE R B s App-ID.

i, EEEESL ARSI App-1D [P FE UERIE S (Objects (#314) > Application
Filters EFREAEEDR) O , MR E A 20 2 22 2tk I R R

Application Filter @
NAME | | Apply to New App-IDs only < Clear Filters 57 matching applications
CATEGORY ~ SUBCATEGORY ~ RISK ~ TAGS ~ CHARACTERISTIC ~
52 business-systems 1 email 54 PY Enterprise VolP 37 Data Breaches
9 collaboration 1 encrypted-tunnel 1@ 635 Evasive
1 general-internet 1 gaming . o 659 Excessive Bandwidth
1 media 14 general-business [0 Palo Alto Networks 46 FEDRAMP
11 networking 15 ics-protocols 1a 1 FINRA
27
1 infrastructure ebacp 108 HIPAA
3 instant-messaging 0  Bandwidth-heavy 83 IP Based Restrictions
- v v
- . — CammeeT TTTeAL RISK e ) — | STanes— i EXCLUDE o

O R P AR 3T B RSO I P R 3R 2 R (O AR Bl 2 2 PR R RUBRAT e ZE RO SE 4, S 20 8
WA E Ay S BB e st B (ot o e S P RE SO RE D R Z B N 2l SefERs S A
Ba /MRy (R E D B A ) #E. Mok, EefEE A, oAt b Jof i
FROFTII N R, 1A B AR S A P RE R R R . S RTEH] Panorama (45 AH AR Bl A7 L TR BT
Kl L 2 EA AR SR HERE UL S 2 2R FHE. ({i1] Panorama iy SEUBTAEE 2207 KD o

O HEENAFEH, LUEHAS) download-and-install ( F#klsZe4E) . 4R1%%, #25E Threshold ([
FUE) , R KRS 2 R B 2R NE . AR, SRR EE
% £y 48 /M.

Applications and Threats Update Schedule @

Recurrence = Every 30 Minutes
Minutes Past Half-Hour | 5
Action | download-and-install

E\ Disable new apps in content update
Threshold (hours) | 24

A content update must be at least this many hours old for the
action to be taken.

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain
new App-IDs. You can use this wait period to assess and adjust your security policy
based on the new App-IDs.

New App-ID Threshold (hours)

Delete Schedule Cancel
2 A% QB ] REOR T M A8 22 B8 mT FH N5 DL RO 8 B N AE 2 P IR EE TP AR N2 A B
N2, F5IE Device (3£E) > Dynamic Updates (EJREHE 1) > Schedule (FFFE)

O TR, WEHH) App-1D SRR 2 VE IR, IR 2485828 App-ID. At ROE(E
EMEMEH App-ID ZNE AT E. B App-1D FINA BB 3 #3547 —IK,
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R A N 25 B

{5 7E IR il 95 22 B RR B . RS 0 725 08 LA € New App-1D Threshold G App-ID k7t
) (Device (#:%) >Dynamic Updates (EJSEH#1) > Schedule (HEFE) )

Applications and Threats Update Schedule @

Recurrence = Every 30 Minutes
Minutes Past Half-Hour | 5
Action | download-and-install
D Disable new apps in content update

Threshold (hours) | 24

A content update must be at least this many hours old for the
action to be taken

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain
new App-IDs. You can use this wait period to assess and adjust your security policy
based on the new App-IDs.

New App-ID Threshold (hours) | 48

Delete Schedule Cancel

O Bt B A FRAS BTSSR\ B3R B DA S B U App-ID, DAl 388 B A i) 22 4 L AU A
FERCEE . DUN IR 1 ] (o MR L I8 TH 2 £ 22 4838 App-1D HITAR SR IE  2e x k JR R . A 2
B AL Sz App-ID.

~ Applications and Threals Last checked: 2020/09/2109:45:38 PDT  Schedule: Every Wednesday at 01:02 (Download only) \
82926181 panupy2-all-apps 82926181 Apps Ful a7MB 2020/07/13 11:46:39 PDT v Revert ;
previously
8317-6296 panupv2-all-apps-8317-6296 Apps Full 48MB 2020/09/08 17:55:10 PDT ~ ReviewPolicies
Review Apps
New and Modified Applications since last installed content Vabectd9ccectd164e0ac... 2020/09/11 12:04:40 PDT Download R
Q 25items )= X T a562c6084721ebfa0356... 2020/09/11 16:36:04 PDT Download
. Name: ~apache-guacaote--_
< - 376b51763730f6cdBcle... 2020/09/11 20:10:13 PDT Download
« New Apps Standard Ports: (cp/8080 .
Deatadelafcs292alcdlb... | 2020/09/14 17:27:56 PDT Download
Content Version: 8320 Depends on: - web-browsing, websocket S
192¢fdBC20056:18BAD... _2020/09/14 18:13:54 PDT Download
apache-guacamole Implicitly Uses: =
24367928022eef37bB2...  2020709/15 10:19:15 PDT Download
assa-abloy-r3 Previously Identified As:  web-browsing, websocket \ - -
lsac74aB54c08527869c... 2020/09/15 13:44:79°PBT.__ Download
comodo-itsm Deny Action: _drop-reset —
/427 5€€394b50942c09e... | 2020/09/15 14:26:20 PDT — Download
conxemeeting Additional Information: - Apache Guacamole Google Yahoo! —
/4dc162820bad5495553... 2020/09/15 15:50:18 PDT T Install
creo-model-manager Characteristics ~ Review Policies
Review Apps
ether-s-bus Evasive: no Tunnels Other APPI__y 4y yy o e e
google-messages Excessive Bandwidth Use: no Prone to Mi
nihon-kohden-patient-monitoring Used by Malware: no Widely Ul
paloalto-device-telemetry Capable of File Transfer: no New Apy
smip-starttls Has Known Vulnerabilities: yes
stomp
Classification
streamyard
vmware-carbon-black Category: networking
. \
wrgaming et . Subcategory: remote-access
Risk:
Content Version: 83216313 . /

O SRR HREHEIE, LU Palo Alto Networks [ S8 A 725 %o {3132 22 15 s SR 4 R s DA B Bls R )
RIS RS . iEIEIE — By, ETHECR SN RS FIB SN A, DUE AR P 4% 75 PR E)

PAN-OS 1445 11.0 21 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/app-id/manage-new-app-ids-introduced-in-content-releases.html
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/app-id/manage-new-app-ids-introduced-in-content-releases.html
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/monitoring/configure-log-forwarding

SRCRE AT A 2 ST

TE. BSENAERER RS HEEIEE T LGECEE, A& LT EFE/:: (subtype eq dynamic-
updates) 11 (eventid eq palo-alto-networ ks-message) .

Log Settings - System

Name | Critical Messages from Palo Alto Networks

FFFFFF (subtype eq dynamic-updates) and (eventid eq palo-alto-networks-message)

cccccccccc

ooooooooooo
[ Panorama

O sume | O eman
@ Ad ®
O] svstos 0w
@ ®Add

PAN-OS8.1.2 1314 [ gy 75 R 1y H sk XE A4 4% general s 24 dynamic-updates,
A6 K j: PAN-OS8.1.0 5 PAN-OS8.L,  FIBi s g 6 {12 HLAT LU -
BRSO 0 250 FRETH B T LIGTSR, IR DL T A% 28 23 1 i s
i%. (subtype eq general) Fi1 (eventid eq palo-alto-networks-message) .,

O 76 AR 7 DB o OR3P AR ORI By T 5 BE R 2 T, S S0P BRSSP e AR AR
AR YRR e 2 ) e 5 B 77 o R 7 SOt R e N AR U . 7RSI K e b 22 e o N
2%, BRPsB ORI EAE AR A BR A S AR B A . A TT A R R 5 i AR B oK B
LRI (PCAP) ARAE AL AR . (] PCAP RES 257 KON 22 4 e T ) DRl 3 iy 358 £y 5% e 20 3 A

B
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{6518 7] LLAE Palo Alto Networks S35 N\ 483k b g B J 1R O 2 (1) 0 25 AR S, B BT
b7 K S48 E A FAe R . 3H Device (3£E) > Dynamic Updates (EREEEHT) , SR8 BH R &
N 25 384T A< 1] Release Note (RAEREH)

(' PA-3260 ACC MONITOR POLICIES OBJECTS NETWORK DEVICE

Antivirus Last checked: 2020/09/21 09:45:41 PDT  Schedule: None
SSL/TLS Service Profile Applications and Threats Last checked: 2020/09/2109:45:38 PDT  Schedule: Every Wednesday at 01:02 (Download only)
B scep 8292-6181 panupv2-all-apps 8292-6181 Apps Full 47 MB 2020/07/13 11:46:39 PDT v Revert Release Notes
551 Decryption Exclusi REizEy
5 SSH Service Profile 8317-6296 panupv2-all-apps-8317-6296 Apps Full 48MB 2020/09/08 17:55:10 PDT v
83206303 panupv2-all-contents-8320-6303 Apps, Threats Full 56MB  B4becidccectdiédeOae... 2020/09/1112:04:40 PDT
8320-6305 panupv2-all-contents-8320-6305 Apps, Threats Full 56 MB  8a562c6d8472febfa0356... 2020/09/1116:36:04 PDT
8320-6307 panupv2-all-contents-8320-6307 Apps, Threats Full 57MB 137eb5f763730f6cd8cle... 2020/09/11 20:10:13 PDT
8320-6308 panupv2-all-c Apps, Threats Full 57MB  2cadadelafc6292alcdlb...  2020/09/14 17:27:56 PDT
8320-6309 pa Apps, Threats Full 56MB 192cfd8c2ff0058c188d0...  2020/09/14 18:13:54 PDT
83206310 pa: Apps, Threats Full 57MB 2436(7928f02eef37b82... 2020/09/15 10:19:15 PDT
R321:6311 pa Anns Threats Full 56 MB_3ar7Aa8R4-An=Am At A8AR 10015 13:44:29 PDT

OB RS 25 350 ) e S 7 Pl Alto Networks e e i i A4
SRR AT B I APP-ID SUARIE S WAtk AR T, L T
i BTt SR R RO
O S5 BT 5 0 R B A PR AR 2 22 A S BB T T 2 OB, S i B
7. 7E 2R SRR I (I RIS R ) BN AL, SRR
BN (2B ORI A S 208 BAh, TEAARIEL AT, J6 2 Ry
RN AT, A AR S B R R AR T {8 Panorama AR AR R B 141
K 2 A R SRR L S B35 B AL (1) Panorama 4 507 58 Z B )
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RS AN N R R

O HEFE NS H, LAMEHE HE) download-and-install ( F#glfz24E) .
FUE) , WERB KRS R B 2B INE
INE A TR,

/1%, W€ Threshold i
fE Ve e b, HRRR IR A A

Applications and Threats Update Schedule

Recurrence = Every 30 Minutes
Minutes Past Half-Hour | 5
Action | download-and-install

D Disable new apps in content update
Threshold (hours) | 6

A content update must be at least this many hours old for the
action to be taken.

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain
new App-IDs. You can use this wait period to assess and adjust your security policy
based on the new App-IDs.

New App-ID Threshold (hours)

Delete Schedule

22 A JEE W ORI K 3 22 26 T Y IR DL KA 4 i SIRR N A 7 5 BRI P A R (K

NAEH, &
E%%ﬁlf%% New App-1D Threshold (g App-1D [i§7E ) . Bk FUE, AR50 5
P AR A R 15 AE A T A A4 App-ID SRR 22 e v R RISIAT . (E2, A EER S
ﬁﬂﬂ—% S BRI B B R O, DR AN R e e R S A AT AT ER
O B N 28 A BIT BN B 3T O DL K EAEE App-ID,  PARTA 58 o & 8 A 2 Ak TR R 2 AR AT AR
B, DU SRR 7R L TH A AE 2 58 App-1D AR BUET I e A SRR R
DL 22 App-1D.

FEAFE
#i%2HY Device (4 ) > Dynamic Updates (EJFEFE #) > Schedule (HEFE) .

Applications and Threats Last checked: 2020/09/21 09:45:38 PDT  Schedule:

Every Wednesday at 01:02 (Download only)

82926181 panupv2-all-apps-8292-6181 Apps Ful 47 MB 2020/07/13 11:46:39 POT p—
8317-6296 panupv2-all-apps-8317-6296 Apps Ful 48 MB 2020/09/08 17:55:10 POT v
New and Modified Applications since last installed content . Vabecadoccecld164e0ae.. | 2020/09/11 12:04:40 PDT
25items ) > X i 2562c6d8472febfa0356...  2020/09/11 16:36:04 PDT
- Name:  apache-guacamote--.
37eb5(763730f6cd8cle... 2020/09/11 20:10:13 PDT
New Apps Standard Ports: - (cp/8080 B
Dcatadelafc6292alcdlb.. 2020/09/14 17:27:56 PDT
Depends on: - web-browsing, websocket —
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Deny Action: drop-reset B
1427506394b5d942c0%...  2020/09/15 14:26:20 PDT .
Additional Information: - Apache Guacamole Google Yaho e
/4dc1e2820bad5495553e...  2020/09/15 15:50:18 PDT v
Characteristics
Evasive: no Tunnels Other ADPIICE 2. .,y /——\
Excessive Bandwidth Use: no Prone to Mi

nihon-kohden-patient-monitoring

paloalto-device-telemetry

Capable of File Transfer
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Classification

Content Version: 8321-6313

]
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%*BHE@% EiiE A,

Used by Malware: no

Subcategory:
Risk:
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v o New Ap
s: yes

Category:
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Log Settings - System

Name | Critical Messages from Palo Alto Networks

Filter | (subtype eq dynamic-updates) and (eventid eq palo-alto-networks-message)

Ofswme ~ | O eman ~
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O]svsios ~ Ofwrre ~
@ Add ®Add
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A AE A ) 2 PAN-OS8.1.0 g PAN-OS8.1.1, RIB s N2 1E A G L F
BRI HA ) R 5t HaETHE T UARC S, AR H LT s 28 418 L 2Rk e i
i%. (subtype eq general) Fi1 (eventid eq palo-alto-networks-message) .,
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STEP 4| 3g Az FIAMEAR S i) Panorama DL & A 25 558 21 SCP fil A 2%

1. % A\ Panorama 4 E /1

2. T SCP fal R 88 3% 52 1 -

1. %I Panorama > Server Profiles (filllx#si% €4) >SCP, I Add CHri) i SCP

Rl R 2% 5% e A
B\ SCP fr] et 5% € i (1 48 P Name (&%) .
i N\ SCP Server (filfilk#s) 1P £zt
i\ Port CELEEIR)
#iiy . SCP fil iR #% User Name (ffifH# 2H8) .
i N SCP fi] il #% Password (3% 1i%) Bl Confirm Password (FEFRZERS) .
%—F OK (M) AFIMEEE.

N o o &~ 0D

SCP Server Profile

“ Concel

3. AT NZE THTHERE DA W N 25 T T R B SCP Al RS .
TR AR H A B R B0l 2 e 2 B R KO . H RS2 AT WildFire s 5 b i) BEFE R
RPN 2 SR LR
1. i1 Panorama > Device Deployment (&%) > Dynamic Updates (EJRETEH) |
#HL Schedules (HEFE) , #84% Add GHis) ISR
Fy N BN HAYE Name (£4F8) .
%12 Download Source ( F#isks) , i%H Update Server (HE i faIfiR#AS)
BN E T H Type CEAD .
#HY Recurrence M) LARRE Panorama 7t Palo Alto Networks 58 il il 28 - 25 F
T P9 25 T 1) D o

a b W N

FROE AR REIMEHERE , S A\ IS Ik R b 2 A2 K 20 88 8.
SRAEHERR A FH AR 7] (0 LS P 8% 1 s 2 8 P A 00T, i 2t el DA
Panorama 71 SCP fa] g 25 it .

A Action (FhE) , i2HL Download And SCP ( F#fi1 SCP) .
IREUELE E— R R K SCP Profile (SCP % EHRE)
i N N 2 ST RS ) SCP Path (SCP #4%)

CEHD ENNEFH) Threshold (BIE)  (BI/NRAEAT) . Panorama fi | &jiE
P AFAE /R (BOE ) BN 8
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10.4%—F OK (HEit) fAFIERE .

Schedule

Name

Download Source
Type
Recurrence

Minutes Past Half-Hour

Action

SCP Profile

SCP Path
Threshold (hours)

Pano29-APT-Download-SCP
Disabled
° Update Server SCP
App and Threat
Every 30 Mins
2
Disable new applications after installation
Download And SCP
SCP21
~/APT
3

Content must be at least this many hours old for any action to be taken

Allow Extra Time to Review New App-IDs

®

Set the amount of time the firewall waits before installing content updates that contain new App-IDs. You can use this wait

period to assess and adjust your security policy based on the new App-IDs.

New App-ID Threshold (hours) | [1 - 336]

4. Commit (32%2) I8,

“ Cancel
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STEP S| 3% 5B Panorama £t SCP fal ik &8 N# N TR, SREM B s /e 2 P JORs . HsklicsE
28 A1 WildFire 5% I
1. % X\ Panorama 44 E /1 .
2. T SCP fal R 88 3% 5E 1 -
1. j#H{ Panorama > Server Profiles (filflR#ss%EHE) > SCP, i Add (i) #iff) SCP
TRl A s S A
B N\ SCP fr] ik 5 5 i€ 1 A TE Name (478)
i N\ SCP Server (fal[lx#%) 1P firdik.
B\ Port CELpEH)
#iii N SCP fil %% User Name (i1 44 F8)
i N\ SCP fal iR 2% Password (ZH%5) B Confirm Password (FEiR%5H5)
%—F OK (M) fAFIBMEEE.

N o o &~ 0D

SCP Server Profile

Name [5;921,

“ Concel

3. @ NFTHHERE, Llw T SCP AR A T HE 2 5 N 2 T
TR ZAR T S E B F BN 22 R AE 2 B BB O . H RS AR AT WildFire iff b #) AR
TR N 25 SE T LA
1. %Iy Panorama > Device Deployment (% ##) > Dynamic Updates (EjREFH) ,
#EHL Schedules (HFfE) , #R/1% Add GEritd) WA HHIE .

2. ZyINZEHEHTHRE A Y Name (258D .

3. ¥}j% Download Source ( N#flskiyE) , 1#HL SCP.

4. EIUETE LBk i) SCP Profile (SCP REERE)

5. B NN ZEEHTAL ) SCP Path (SCP #%1%)

6. IEELNZEEH Type CEAD .

7. i%H Recurrence GEIME) LARZE Panorama fE Palo Alto Networks 5 ¥ fa] i 28 - &%
T P92 5T ) P B

T R R B HERR, S O\ AT ISR B R R 2 AR 1 A .
SRAGSHERE A FH AR 7] 1 268 JA P P B i 2 N S 08T, s A sl 2 HELL
Panorama 1 SCP fa] f§ 2% i &5, .

8. %A Action (EhE) , #H! Download ( F#;) =% Download And Install ( F&#{if %

E DI
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% Download Source ( F#skiE) 7 SCP i, (%42 Download (T
#) fiDownload and Install ( N&#ifzz4E)

fn S feistEy Download (R |, RIAZETF B7E 328 FET KO EBIAGIEAT
WA B 222

9. IEENE BN HHN Devices CEHE) .

10. CGEHT) #NNA TR Threshold (BIfED  (LANR A 8A7) . Panorama fi i
P BAFAENRE (BEA) KN EH

1L45—F OK (W) REAEIS ISR,
Schedule S

Name | SCP21-PRA-APT
Disabled

Download Source Update Server @ SCP

SCP Profile | SCP21

SCP Path | ~/APT
Type | App and Threat v
Recurrence | Hourly

Minutes Past Hour | 25

Disable new applications after installation

Action | Download And Install v
Devices B \
FILTERS Q 7items ) 3 X
v Platforms [=IPA-850-8
PA-850 (1) [C=PA-3250-5
FAPED ) CHPAVM-6
PA-VM (5)
C=PA-VM-73
v Device Groups
DG-VM (5) —=@ravm-92
DG2vsys (2) [=PA-VM-95
DGvsys3 (1) o @ravMmos -
Tags

Select All  Deselect All Group HA Peers

Threshold (hours)
Content must be at least this many hours old for any action to be taken

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain new App-IDs. You can use this wait
period to assess and adjust your security policy based on the new App-IDs.

New App-ID Threshold (hours)

“ Cancel

4. Commit ($225) fEM5EHE,

7E HA 5% 7€ HF-8) Panorama

FE R A P (HA) #%5E 5 H7 Panorama SR E8IRE, % T FECRZSSERL RN, FB)FI44H) Panorama ¥t
S ZEBAT AR IR Panorama AR K AH ) f JE F A U RL AR AR o T 21 4310 598 BA 4] 45 HA Fio 3
(EBE)HER Primary_A, #E)H%5 % Secondary_B)

W IEEAE FIPS-CC 155 ¥ Panorama Fl152 % B 2 B ¢ PAN-OS 10.2 558 R A T4 2 PAN-
0S11.0, H7E#IT PAN-OS 10.2 it A H: £ 1 %5 Panorama & 38,  HIJ 0 2SR B HoAh 25 BE4E FIPS-CC
B FTHBE B R AR IREE, B2/ FIPS-CC i T FH4 Panorama FlI-Z 45 F 1) 45 5, BAR
A TE FIPS-CC #2 T J14% Panorama I FIPS-CC & B f) 51 & ¥4 & =M.
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7t Secondary_B #}%¢ F#AT T 41 Horb—IH T4
o FERAT A ERA R AR B T U T T4 Panorama
© EIRAMIEAHGEAL UL T T Panorama
THA% , I Panorama & B854 2y ARIE (IR RE, DR 2493 55 AT BB A CANAHTAD .

STEP 2| Cipdifiyl) R IELEf# ] Cortex & BHH (CDL), =E{ERHE PanoramaHA %45 |22k
Panorama 2% & 18,75 .

Panorama & 7& F+ 4 22 PAN-OS 11.0 5 H #) U165 22 FH 26 B SR8 AT CDL FEBURN 2 7 v B4 11 B
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A5 o
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RLBR AR A R IEAT

STEP 3| #/1Z Primary_A %% DIoGH| 255 F2 1
7£ Primary_A %145 | .

1. 7F Operational Commands (¥:{E#r4) #4r7 (Panorama> High Availability (& m] ]
) ), Suspend local Panorama ({544 Panorama) .

2. FEZARRE 7 suspended (Ef{E)  (BERAESHENTHA FA) .
Hen st LR el Secondary B ¥HAEESE £y active (FH)) JIRFE.

STEP 4| 7£ Primary_ A (FE&) H% T4 Panorama #k#4
£ Primary_A #4455 FSAT A1 Horh—IH TAE:
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FOHTHENR, Primary A BIEERVITSR A ENRRE . 235, WRBOH e (TER
8D , Primary A %155€ 5 EhiEs# 5 80K 88, Secondary B ¥#45 & iR R A Bk B,

R L R e, FITEB04 32 Panorama 5L % 1 BIKEE,

STEP S| e phi I8 3655 SR HBAAT AE 037 22 5 O IN B SR ATIOAS s DA 22 %€ 14 Panorama it A -

FEFHE Panorama ¥14% 1) Dashboard (M) , 7 Panorama RS i A< A1 JE FH R 20 A, i
TR IE e iR A 7E P S 255 BARAR R, H AT TR e 2R 25,

STEP 6| ({f4r i B g FEAH N IO ASRE T Sb B2 2 ) AEUSCEE B8 TEAH O T4 R ik H SEIR BE 88
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STEP7| (FIPS-CC #5, F#) Panorama FI52 & FE (145 E ) 1F FIPS-CC =, ~ &% Panorama #i15% & B
I,
W SAE $04T PAN-OS 11.0 fiR A L8711 %8 Panorama & 2, HIITE FIPS-CC #: =, T F+4% Panorama
HL A7 H ) B B, ZEAE FIPS-CC AR N AR B 2 AR BE . 18T B0 N A 2 & FE
56 B A #E & Panorama & HE

o FH S B A TR RS SR TE FIPS-CC B3 37 42 Panorama (15255 FI4E E

o A R B T AR S IR R R TR & Panorama 1) 32 B B B

o HE I E AT PAN-OS 10.0 U5 RS, M T EOHT A RG22 Panorama & B (1Y)
ZEHAEE,

STEP 8| (PAN-OS10.2 JZ i i A o e A ol BT BE N T 185 LA <7 OpenSSL % 4 M5 4% 2.
R E PAN-OS 10.1 55 R A TH ZE PAN-OS 11.0, JIl 7 BT A B, IR IEME PAN-
0S10.2 F&&k, N H CAS 5T A sl BT I N ISR, SHPUT DR,

TSR P BRI 2 DL B AR K

* RSA 2048 fiijuE{ LA I, B ECDSA 256 iyt LA |

* SHA256 Bl 5 5 iR A 1 47k 22

A T EH 2 AR B T NIRRT 2 A, RE 2B PAN-OS & H £ 45 i Bl Panorama & 2 £ 1
STEPO| (g Panorama i) % Panorama i i i% 5 S0 IS AL 1l 2 64GB.

££ Panorama 15 2, ¥ Panorama & % #5 i I) 7+ 4 %= PAN-OS 11.0 %, Palo Alto Networks 225
i Panorama i % 5 IO RC IR ARSI TN 2] 64GB DL 2 10 10 Z 40 ok, A0 T 8 A 5 A AT ] B A 7
AR Panorama & sk 5 A0 B 1 H sER0 8% . B FAE /R L RE T RE

i Panorama H 5EF%2 8 A5 1 H 8% =X

TH4 % Panorama 8.0 (BT ¥) A2 1%, Panorama H &4 28 & i B0 H st its . K&
Panorama & F+ &l 2 1% SE75:4¢ 8.0 i LART H 5% =) H ks A k15 8k ACC &k, & 15K Panorama %
HHEE L2 PAN-OS® 7.1 505 # i A THAL 2 PAN-OS 8.0 B FHT AR A S, 2B f R i B 4
P HEE, T H AT T4 52 A H B KRS 2 BTSRRI . Panorama 7 H s B8 1 i) & 4 48 10 52 5 22
2 BIEHRE, HIEETF4E PAN-OS 8.0 S BT iRA 2 1%, #% & LUHT I H a8k A EA M H
AE. AUk, 7F Panorama 5% HsE RS HEIRE 2 |, fE7E ACC AR H & & 2| /il &kl

o RERS I B U — R T AE, i ZRAETH 2 PAN-OS8.0 s B ipi A (EliE &
Th#fize PAN-OS8.0 fF 2 TR A 1K) — ¥ 2) IReAAT s 7ETHAE ST PAN-OS it A i
AT B RAT B

Panorama 5¢ fif H sE R AL /77 BT i I IRE ], EGRA % N Panorama 58T H sb ¥, DA IS E R E ) H
FEERHE KN, NAHFERERIRFEH CPU IR, S57E H RERT S R BAR 0 HAT 4 BH G F2
WHERAERIEIARM 955 CPU R RAR &, 8T DME bR, S5 3N H s R RS B A 48 72
[

PAN-OS I ##6F 11.0 49 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/certificate-management.html
https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/set-up-panorama/set-up-authentication-using-custom-certificates.html
https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/set-up-panorama/set-up-authentication-using-custom-certificates.html
https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/set-up-panorama/set-up-the-panorama-virtual-appliance/increase-cpus-and-memory-on-the-panorama-virtual-appliance
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-release-notes/changes-to-default-behavior/changes-to-default-behavior-in-pan-os-11-0.html

J+4) Panorama

FE 222 Panorama N 2 AR B8 AR B &
AL H GERC B A

Baﬁﬁf’ﬁiiﬁ:ﬁ%)\ H sl
B4

HRAARRE B 40 H

SRS 1%

AoAp . HER A

A A0~ i H GE

Hatl &£ 28 CLI $UT T

WA, FHEH

admin@FC-M500-1> debug log-collector log-collection-stats show incoming-logs

BTG OLY, HRsieide

B 46k 018 H RSB 4 L H SRS I 2B 5

Ao, CPU IS i (B 100%) |, B fE e iEwiE e, 1t
S A A N H RS AR

AT, SEOERHE HRSIEE S0 CLI B T H1 i 2

admin@FC-M500-1> request logdb migrate Ic serial-number <ser_num> start

WA H B EIR AR, DS ET I A DA H SR 2 % 20T 75 IO IRE [

admin@FC-M500-1> request logdb migrate Ic serial-number <ser_num> status Slot: all
Migration State:In Progress Percent Complete:0.04 Estimated Time Remaining:451 hour(s) 47

min(s)

{5 1 H S ALY .«
HEY T IE N EREY, fEHE

SRS CLI BN T A dr 4

admin@FC-M500-1 request logdb migrate Ic serial-number <ser_num> stop

AN R g i S & 4 Panorama
FH4 % PAN-OS 9.1 5% 5 & f A4S,

PLfE ] M-600 Rt 3R 1) 28 B A F AR pE, P2 2 5,000 {E B

O, B Panorama™ R R R HE £ & 2,500 B K .
STEPL| #1if Panorama i # 7% ffi O M5 20 A2 BT 2t B 4 BRI IR IR 75 oK, FII3E T Panorama i 4t

XA CPU AllEC I e

THARHT, FERR BN B B R, DR

STEP 2| % X PanoramaCLl.

GBI 1) Panorama FE #iE i /2 75 i 2 i IR
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«  (fE[R M-600 #fii) 1A 88 5 biltn, LAE(E R FS 0T 3E M-Series ik ffi .
gy
o R HAR LT RE Panorama K ki o

STEP4| % X\ Panorama 49 E /1

STEPS| F4f Panorama & F fi] Ik 2% .
o 7E R HPR A AR F B LT FH4 Panoramas
o TEIRA PG AR 1K R 45 Panoramas

« 1 HA i€ H 4 Panorama.

STEP 6| j#Hl Panorama > Licenses (#%#) , HERR O R IhRE) 5 B &5 PRI HE

Device Management License

Date Issued January 22, 2020
Date Expires Never

Description Device management license to manage up to 1000 devices

R A OB 65 1) 2 B PR R P4 25 T 2 PAN-OS 9.1 sl B w45 mT A
M-600 34 % 34 % 5 5,000 {57 Jc s, 2P Panorama. e 4 3¢y 3 % 2 2,500 f]
5 K, {HZ0 474K B Device management license to manage up to 1000 devices or

more (R 2 2 1000 U ETE L) .

1F FIPS-CC #5R, N F}- ), Panorama 1152 & H {4 B

W THAE] PAN-OS 110 %%, FIPS-CC B HOIFA S 5 B0 45 7 LA S 7 5 B 90T PAN-OS 11,0
R A IRF BT 14 28 Panorama #4752 85 1 14 2 B #0 0 ZH BB 4 &2 Panorama 3. 18 77 2185 FIPS-
CC L3\ T ) Panorama Al FIPS-CC 53T AT A 52 15 FL () 4 B dh i o Ao IR BB . B B8 2 Al IR
AR, AR 118 B 5 B BT 6 Panorama B A . S6ACHE38 A1 WildFire 2 57
1[5 Panorama £ ¥, 7EIT PAN-OS 10.0 8 5 R AKS, M7 B, WA GHEmE
Panorama IS 45 B4 B . S FIPS-CC 854 MU AT 2 30 4E 1) Panorama % SRLHF ¢ 7 J i
fifi B &z VM-Series F 55 &L & A TR

STEP | {3 F 26 B 5 E W05 488 1 37, FIPS-CC #E20F 1 52 8 BRI 268 B K AT AT 3748 45 7% Panorama ()52 8
RIS EIE B, B E BB 2 A 4 B A & 2 Panorama & FEIGAE S 17 .
STEP 2| ¥ Panorama F152 4 FEL I 55 B T1 4 ) PAN-OS 11.0.
o 1EH A HPEAE AR AL TH4, Panorama
o TERAG PSS AR 1 L 4 Panorama

« 1F HA %€ H 4 Panorama
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2. Y Device (&#5) > Setup (F&3E) > WildFire, %A1 %ilHGeneral Setting (—i%
) o
3. j&R: WildFire Private Cloud (WildFire fA N E3i) Rz,
4. f%—F OK (Hf&) BL Commit (F255) .
2. TERRB K O HEAT B R AR AR S BT B 52
1. % N Panorama 44 & /)1 .
2. j#Hy Panorama > Managed WildFire Clusters (& # ¥ WildFire #4) il
View (kgD 47T ERES Utilization (EHZ)
3. FfsR Virtual Machine Usage (it & 18 F 3R REURAT I IE AT H IR A 34T o
IR IEA AR Ay VV‘"_?":iieEﬁ%?ﬁﬁiﬁj‘*ﬁﬁ%iﬁ%iﬁ‘]ﬁﬂi, ATLAEE T .
HE, B WildFire B4 7 15 S8 /047 17 51 s S B AR AR
STEP 3| 2z 537 WildFire 5% N2 58 .
18 6 BT A A FR It T R IR JEl 8 A DA R I A R R

GRS N E R, FacakpE . 25N s sa s
Panorama ki A 22 4 i B AR N 2 Fi AR
1. F&; WildFire & 58T :
1. J%H{ Panorama > Device Deployment > Dynamic Updates. (Panorama > & ffi il & > #)jf&
B ).
2. J%HY WildFire N7 B # R A A64%— T Download (F# .
2. $%—F Ingtall (‘%%5).
3. R BT WildFire #8508 55 -
4 J— K OK (Hfse) DAHEh 8.
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STEP 4] "Rk PAN-OS ##8hi A< 25 WildFire & fff «
THE WildFire s fliiRy, TEASBERSIEAT ] 3 B AT IR . B, WERIEAREAE PAN-OS 9.1 Tt
#1% PAN-OS 11.0 fix, &1 Jeb28 Tkl 2245 AN-OS 10.0. PAN-OS 10.1 il PAN-OS 10.2 i -

1. Nk WildFire S ES T4«

1. #Ht Panorama > Device Deployment (#%f#i#ls) > Software (k%) .

2. #—F Check Now (SZEUHR#T) DAFFEHLC 5B M AT B

3. B 24N WildFire fJRAS, 164%—F Download (F#) -

4. #%—F Close (B VAR Download Software (F#HHE) &

#%—F Ingtall (%),

BRI AR BT 8K WildFire #4E

75 22 #51% 1% B Reboot (T REH) HEH

%—F OK (HfE) LAkEh 24,

(EMH) 1 Panorama - B 15 % 8527 .

o oA W N

STEPS| GEHD 1 WildFire #2125 6785 _E A4 =87 B LAE AR B8
£ WildFire e 22 a8 £, BT T a3 Install (%248 TARBRL K FIN CGEgo iR

fE:
admin@WF-500(active-controller)> show cluster task pending

STEP 6| Wz WildFire s . nf DL ST A 0T
1. T sw-version #7287~ 11.0.0:

admin@WF-500(passive-controller)> show system info | match sw-version

2. WERFTA TR HAET

admin@WF-500(passive-controller)> show system softwar e status

3. FEREENRA (AutoCom (HENRAD) ) TAFC 5L
admin@WF-500(passive-controller)> show jobs all

TEVR A HPE A G AR ) 1F L T 4¢ Panorama 714 WildFire 2 ££

TR — i 2 A ) WildFire 5% 5 i Panorama & #, HTF4 A W47. W5 Panorama 124 H 2 1HE 4R
AR ARE, 1S ZETE Palo Alto Networks Sz 4R 48wl T E RS N A T3, Wk HAE N A AR 28 5T
&, SR1% M Panorama i .
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Panorama. - g 5 HE 17 A 7] R RS A s B K S AR 11 WAL OIFire S £ 00 3 A 55 4

STEP 1| % Panorama T4k %5 BLIGAEZEYE WildFire s 5 122 34 1) H AT IR RS AR A AH 7] 55
A BT+ Panorama IREAIE R, 752 R 72 %€ Panorama [ 14 75 S EET

STEP 2| H{EREA T
Lo g O (R AT AT BT A 22 WildFire s% 5 .
L& NPk Web /T
2. %HY Device (FZflf) >Setup (F%sE) >WildFire, SR #ilEGeneral Setting (—fki%
E) o
3. %K WildFire Private Cloud (WildFire fA A ZE5i) 7.
4 f—F OK (HfEE) B Commit ($255) .
2. FERRB K DA R BIARA AT B e
1. % X\ Panorama 44 E /1M -
2. j#Hy Panorama > Managed WildFire Clusters (& # ¥ WildFire #4) il
View (45D #HEEHTEREE Utilization (EHZ)
3. [##R Virtual Machine Usage (i #t & i ) REUREATIHEAT F IEEA 47

AR ARG A WATAFire 5525 5 o BT S SRS IRAR, AT AR — 2B
A, ZfRE WildFire g 2 4% @t o i 51 18 S E AR A

STEP 3| & WildFire 7 SRR RS 58T 6k 2217 AR AR K A7 IORE (1) £ 4 . Panorama i ZH AT B (1 A2 HL
fE.
1. FH A A7 X A B AR % 1) 32 M85\ Palo Alto Networks 27 SR 4 b
2. FEINAETH:
1. 76 [THA] #4>*F#%—F Dynamic Updates (BhREHH1) .

2. Download (F#) B NAEEH, R RMAE TR, REEER & NARL
AT HED BE

3. KR TR
1. R[5 Palo Alto Networks % 5 SCRAE 1 = H T, SARTE [TH] #Hhi%— 1~ Software
Updates (RKESEEHD .

2. fBd Download (Rifl) MR LAY E B2 SEHIRA . TR B IORE R4 R R THL 2
SeRIA: WildFire <release>.

3. FREA, WA R T,
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STEP 4| <24 B3 WildFire 3 1N 28 T3
S5 T A AR T BRI B Y A U R

(G NAEE, FcssE . 20U pmie sz
Panorama ki A 2 46 I B AR N 25 Fi AR
1. F#; WildFire 2 58T :
1. i$£HY Panorama > Device Deployment > Dynamic Updates. (Panorama > &% i &% > ik
BEHe ).

2. #—F Upload ( E#) , BHUNZ Type (JE%Y) , Browse GBIE) % WildFire N4 H
f%, Wik—TF OK (EE) .

3. #%—F Install From File (f¢kg 24 , BIWEN Type FEM) . FileName (W E4
R, LA SR AR T4 WildFire 584, SR8+ — T OK (FEE) .

2. 4% —F OK (HEE) LARE)Z 4.

STEPS5| "Nk PAN-OS #8142 WildFire i ff .
FHE WildFire S MIRE, 1A BERSIBAT (] F ZEIATIRAS . B, AR AHE4% PAN-OS 9.1 fitrt
#1% PAN-OS 11.0 iz, 1 Jeb 26 F skl 2245 AN-OS 10.0. PAN-OS 10.1 fil PAN-OS 10.2 i -

1 Né; WildFire S8 T145 -

1. i%HY Panorama > Device Deployment (#%fii#i%) > Software (HKEL) .

2. $%—F Check Now (S7RPAGE) DASEH 5 8 (1 AR AR B o

3. LT 22 4E ) WildFire jiA, 4% —F Download ( F#D) .

4. ¥—F Close () LABER] Download Software (T #iikHE) #H%&

¥%—F Install (%2%%).

IR AR T4 WildFire #4E.

1522 864% 1% Y Reboot (FLHTHLEN) #E

#—TF OK (FfEE) LARE) 4.

GEM]) 1F Panorama [ Bi %5 2 5 ¢

o oA W N

STEPG[ () 78 WildFire Fii] 35 675 _Eag 4 S5 OB TAE iR & -
£ WildFire &K% £, BUT T Al Ll 34K Install (288 TARSRLL FIN (5ER0 iR

&)
fiE.

admin@WF-500(active-controller)> show cluster task pending
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STEP 7| a2 WildFire s f5 TRl DLASAIEAT B A 0 HT
1. FEER sw-version Hil 1 £857x 11.0.0:

admin@WF-500(passive-controller)> show system info | match sw-version

2. HERFTA TR HAE AT

admm@WF—SOO(pamvecontrolIer)> show system softwar e status
3. MERBEEHRA (AutoCom (HEMHER) ) TAECTEMK:

admin@WF-500(passive-controller)> show jobs all

& Panorama 1347 42 4F P54 B IR 4 7 -k s

B PAN-OS 11.0 i Ac & i, ARA% A0 F LA A2 2R T+ #4848 F Panorama & BB KOs« HeFE 7 1
FATERSLINBT Ol , DARGRBAE mal P (HAD 8%E W IR Kol

TEES ZAH D) 58 PAN-OS WA 8 HA Bl QOIS , (8285 B8 HA B THA0CER TR R AR AR R
IRE PAN-OS figAs, SR1%Z 448, Blan, #% HA 250 PAN-OS 10.0 J+4 £ PAN-OS 11.0. &4
ZRSEHE I E HA #5574 2 PAN-OS 10.1, ME A ReA 4T 4 2 H A PAN-OS 11.0 il A . & HA ¥t
SEFE R P R B R 22 (E T RERRAS g, 223 1 85 WiUAS IR B Ol € 3\ suspended ARk RE, P EEUREILE. Peer

version too old.

2 PaNOTaMa gy vy e 5 FH AL FIRES, U8 Panorama it A e
Eﬂ ;Jjjf TR AR R, DA T LB R B (g 5 Panorama, s g s i (e of 25
s

A PAN-OS 11.0 Panorama 52 2] PAN-OS 10.1 55 1 i AS (177 K s B FF 45 e, 38 iy e i

B THE T S o 4 i S B % = R A

e Panorama THALBT S 2 7T, 064

O f5E Panorama iF BT 14 35 43 R A K 7] 8T 7 1) PAN-OS i As . 100 4855 71401 Panorama J%
LSRR (THEE 100) , TR BB SO T Z IR A . IEAh, o stk 52 71 401
71000, H AL IAS A T, BT H SRS FIR TR

O BRI R i SE TR . TR e 05 R o 5 77 R S )

O fET+4 % PAN-OS 11.0 5, U5 Panorama Ji s thi B2 A 88 iiii =, RV e & 75 O BE 76 85 b
Ko BT PAN-OS 9.1 5 557 A< 357 Panorama 3 s 38 1 S 405 ks, 1 L& Panorama

FE R PAN-OS 9.0 55 H AR A TF4% 25 PAN-OS 11.0, Palo Alto Networks &t i ka8 %
Panorama i #t 5% ff 11 e et Mo AR 48 75 B4 5F £y Panorama 15 = B ( A HEASE 2

SR A EHS Panorama i R i DRI 70 8 i s rh, REAC B 45 Panorama fE a5 i 1) CPU AlTEL
JEENE N2 %2 /b 16 i CPU 1 32GB FUiEfE, PAINFHEE PAN-OS11.0. 75 A&, 52
[ Panorama K $5 i5% i 1) 22 25 S g

STEP 1| % A\ Panorama 48 E /1«
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STEP 2| FEA&$T ST M RHE S22 B BRI B JORE b, REAF B A AL RS R0 -
HESRIT K& E B E My, AR B AE T SR S AR O G AE AE AR
1 j%H Panorama> Setup (#%7€) > Operations (#:1F) A% — T Export Panorama and

devices config bundle ([ Hi Panorama fIZEE e 46D , LLEAE N RE H Panorama Fil4:
181 52 A B R A 1 R o 0

Management Operations Services Interfaces Telemetry WildFire H5M

Configuration Management

Revert Revert to last saved Panorama configuration

Import device configuration to Panorama

2. FERE R R BT ORI IOAL R o An FRASHE ARG S5 A R, A LA 47 1 T

Py
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STEP 3| 228 i WA T .

af S B E I BE AR PAN-OS 11.0 JT /7 (R (R N B ST ACAS . (£ B35 0 2 507 28 Panorama A1l
PG JOMRE, FE AR R B A SR A B A

1. j#H{ Panorama > Device Deployment (#$E#%#) > Dynamic Updates (BjREF#) A
Check Now (SZEUAR®Y) DAHUAS 888, A T A8, Action (EIfE) & &R
Download (&) iH&%.

0 PANORAMA DASHBOARD SOLICIES JECTS N DEVICE PANORAMA
Panorama i
[ Collector Groups alry
s [ Certificate Management -
B certifcate: VERSION ~ FILE NAME FEATURES TYPE SIZE | SHAZ56 RELEASE DATE DOWNLOADED | ACTION
B2 Centificate Profile « Applications and Threats Last checked: 2020/07/07 17:48:29 PDT
S5L/TLS Service Profile | gags g159 panupv2-all-contents-8287-6151 Cantents Full 56 MB 2020/06/26 17:34:56 POT Dewnload
(i, scep q ﬁ
B287-6151 panupv2-all-apps-8287-6151 Apps Full 48 MB 2020/06/26 17:35:11 PDT Dovh_Jad
B287-6152 panupv2-all-contents-B287-6152 Contents Full 56 MB 2020/06/29 11:55:44 PDT Download
- B287-6152 panupv2-all-apps-8287-6152 Apps Full 48 MB 2020/06/29 11:55:27 PDT v nstall
~ L Server Profiles 8287-6153 panupv2-all-contents-8287-6153 Contents Full 56 MB De ad
&) snmp Trap 8287-6153 panupy2-all-apps-8287-6153 Apps Full 47 MB ad
[F) syslog
veee B287-5154 panupv2-all-contents-B287-4154 Contents Full 54 MB Do nad
&l Email
B HrTe B287-6154 panupv2-all-apps-8287-6154 Apps Full 47 MB D sl
%, RADIUS B287-6155 panupv2-all-contents-B287-6155 Contents Full 56 MB Download
ysce B287-6155 panupv2-all-apps-8287-6155 Apps Full 47 MB Download
[P TACACS+ B288-6157 panupv2-all-contents-B288-6157 Contents Full 56 MB Download
[ Losr B288-6157 panupv2-all-apps-8288-6157 Apps Full 47 MB D
[ Kerberos 8288 6158 panupv2-all-contents-8288-6158 Contents Ful 556 MB
[ SAML Identity Provider
8288-6158 panupv2-all-apps-8288-6158 Apps Full 47 MB
Scheduled Config Export
B288-5159 panupv2-all-contents-B288-4159 Contents Full 54 MB

Gk Software

» £ Check Now é Upload [ Install From File Revert Content v Schedules

DOCUM

2. $—FInstall (245 , WEREZHELHMPJOM. WREEETA HA B O, R
o ZELAE {1 S B T RN 2 o

3. #%—F OK (iEE)

STEP 41 fifE5e F+ 4% PAN-OS 11.0 U345
topy PAN-OS THAURIEEIS I, sy s rsssmty stk e/
S e L BB AT A, ph gL R,

O AR BT AR SO, FERSBAGE B 1T, SER 2 AR THR BT Bl K s o T
ABRAS, REIEFENAGIELT .

STEPS| - Gt i) B IETE A Cortex %R (CDL), & 245248 B I8 .
B35 K s AETHA A PAN-OS 11.0 Iy [ Bl )0 22 4 1 4% B ISR IEAT CDL FEUMI 258 i Bl ) Bt

I RAETH 22 PAN-OS11.0 2wk 22 6 8 BB RY, By JOM & a1 F BUA 10 HREA
B IS R AT B
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STEPG|  (f£IL HA 5 i T4 dn B As#s T 46 A HA R — 3520 B Jobs, S515 seth. B
FEAHE HA Te 355 Al — M5 Rt 15 F s e
1. H Device (3 %E) >High Availability (&Zr] fH1E) I 4wEE Election Settings GRELRY

%) o
2. FRH, 1 GEBRD Preemptive (Jeflh) i, AMMEH—TF OK (R .
| Election Settings (6]
Device Priority | None e
[ Preemptive
[ Heartbeat Backup
HA Timer Settings | Recommended £

3. Commit (4832) #EM8 T, TEMENEITEHNT, FHHERILTRT).

STEP 7] (f# [ HA ik i THAD B4 £ 22 HA B LLAT 25 S5 R 1
CEEDZEn s )y B EEAEEN HA BE FF BT SO, ez 10 TH 8 CE S HA 355,
CER TG $HR BB HA BCE T RIBT IO, e B e b T8 e 8- 3 2 HA $45.
Lo B ONIEEI BN O™ HA BB KO A = A1

2. I Device (£H) > High Availability (& r[£) > Operational Commands (3 {E i
4) i Suspend local device for high availability (875 A4 & LIRS m Al ) o

75 setup General | HA Communications | Link and Path Monitoring | Operational Commands
=3 High Availability ————
EE] Config Audit Suspend local device for high availability

S Password Profiles

3. FEH T, WERRIKEEZ suspended.
H 5 1 7 S R S K ) HA S &y active IRTE .

@ H I 51 ) 2 B R W /E S T A RTIERR HA R SR IR 75 IE W U T

STEP8| (GEH) ¥EZETMPT KOs T4 % PAN-OS 10.1.
WS 3028 Tl i A T 4 Th BE S 4B 04T PAN-OS 10,1 55 15 AS (9 532 45 B 97 T o G SR 448 1) 52 4 T 95
KAEEHAT I PAN-OS 10.0 B 5E BLf A, 556 TH4E PAN-OS 10.1 555 =il As

STEPO|  (i%H]) #HE 2% Export (FEH) Z TN SCP k.

£ PAN-OS 11.0 1, fE5KF TH-40 70 28 2 52 5 BRKI B bk, - SCP fal s o] FHAR N iR, #EF —
AT B N R B T RE AR 2
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STEP 10| Bhae e T FAERUA T 5 RS I 2 hA

EMAEEE R, AT DU AR T # T 4% 2 PAN-OS 11.0 Fir 58 1t o ] s it A ph 25 w4
{2 WS Tk T Sk as A N g A . ISR AT L — R — R

1

$%—"F Panorama > Device Deployment (& #%E) > Software (k#%) > Action (&)
f£) >Validate (Bi#%) .

A 1A e BT ) P ] R R T SRR
HEHUE AL I K A%, SR%TE— T Deploy GHZE)D
JRE T & AR % — F Download (R#E) .

STEP 11| ZE R J s - 2245 PAN-OS 11.0.0.

SR L

CfEpR SD-WANY R EE SD-WAN JHE&E [ ¥EREIRRE, 76T B KOs 2 7, 18
WA ZE R K FH 5 PAN-OS 110, 7 b5 K i 2 BT P4 53 52 B K I T f
@ g AR gl R Y B fas i okl (Panorama > SD-WAN > Monitoring (Esfs) ) , H SD -

WAN 3% g S 2R i B /s 4 down CREIEAD

0 35 JE AR BT A BT Ol RS P BN VERR AL R 42— F Install (2235) . BRBIRER, anHE
FEETH4 PA-220 i K i, #54%— T PanOS_220-11.0.0 HEATH Install (2225 .

TE R R BEAS SR ETREHE R, BT AR BT A B K

M HA 5O THaD BB HEIRE ], SE7ERRE HA B b Has i — (B4 . B
FaEEEINCE, SRR TmE W FE) A, SEIER - R A

CREPE HA B s THED Tl g AT EL Group HA Peers (BE&H HA Fd¥D) .

i HY Reboot device after install (245 1% EHEIEE)

HE T, SE1E— T OK (R

LA TE AR, A8 1 H b — R D7 2 R -

o MRPEREERNE), Hi%—TYes (&) .

o R RIREERRE), 5182 Device (£ H) >Setup (FXE) > Operations (#
fE) Al Reboot Device (FEHTMENHEE)

FERIT KOs 45 o B B Eh 4%, 5512 H Panorama > Managed Devices (2 FRf4EE) W5

SIS T AL JORS ERBE A 11.0.0. 18 B ERFEAT A S 7E T+ AR AR A1) 85 A1 B (1B % 1) HA

HRAE
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STEP 12| (M HA Bk THD 1 HA Thigi )i 2 3 2 HA $%%.,

BNEAE ) BT O HA BRI KO B AT

%Y Device (#:E) > High Availability (l%ﬁfﬂi‘fi) > Operational Commands (#1E
4) , k% Makelocal device functional for high availability (GEAHE 2 B E/E LIRS 5
AR .

B4 N, WERIRRE % Passive, $A F 8/ 3B w F I KOs, FERARREA Active.
5 HA HHEEPUTRRE R

£ Dashboard (MR o, Eifs [mnlHME] Widget i) [#4TRE | ARGE

STEP 13| (fiilil HA 7 i THID B UEE HA 25 LLBAT S8R M 32 35 HA 25,

1
2.

BN IUE T K G HA B HIBE KOS A B A .
1E Device (4¢&) > High Availability (/=R > Operational Commands (#:/F i
4) F Suspend local device for high availability ({5 Ak & DI & L)

A T, WERRIREE % suspended.
FH M 5] Y 23 A e e B LA ) HA PS5 5% 24 active IR FE.

@ HY L 51 ) 2 B R W & AR (T AR AT R HA 5 SRS IR 15 IE 04T

STEP 14| ({8} HA B JOfE T FHRAEME HA BC PO CE HA BCH .

1

w

N oo o &

£ Panorama 44 F1 /- [+, i%HL Panorama > Device Deployment CEE##) >
Software (HK#%)

FEREIEIE T HA B BT SO Y SR A BN ERAZ s % — T Install (2238

EH 2 TR S RREAE T, SEEUT A SRR ET I Ot . T8Ik, (EIRBUE R T8
HA 7 Kk i 1 57 5 o

T AR EL Group HA Peers (BE4H HA i) .

%01 Reboot device after install (Z2#:1% HFENIEE) .
HERGTR, FE— T OK (D

LR LI TE AR, A T H1 H R 77 3k R R -

o WRSEREENE, Ei%—TYes (&) .

o MR ARPREENE), IR Device CGEE) > Setup (FXE) > Operations (3
YE) H1 Reboot Device (EHTIAENHEE) .
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STEPIS| (f£[ HA B )R T s HA ThAgE JH 2= K8 HA $H45,
BNEE R K HA B4 R K e 4 B AT o
2. J%HY Device (#:H) >High Availability (& a]fi14) > Operational Commands (1
4, #R1% Makelocal devicefunctional for high availability (GEAKEE: B #E/FE LS &
AN

A N, WEIRAE 2y Passive. 12 F B/ L83 E B Ko, FERRIRRER Active.
FFF HA BEEPATROE R

f£ Dashboard (f#&AM0) 11, EifE [ma k] Widget it [#UATROE | IRAE.

STEP 16| (f#[f FIPS-CC #£:) 7£ FIPS-CC # =~ FI- 4% Panorama 5% % i [ 4 &
WRAE 52 BRI BT KOG BAT PAN-OS 11.0 fRA IR # 2L H SEISCSE 288 1S 22 Panorama & 21, I
1E FIPS-CC N T4 52 5 1) 5 K ol e 22 B ik 42 A i A IR BB o
2 E BB KOS AT PAN-OS 10.0 5 FLRCARIRE, 846 75 B0 S8 808 1 4 Panorama & B 1) 5%
EHLR K
STEP 17 | BEsR AE A8 52 & BLIT s SR AT AR Scms B g 78 S5 4 AR .
1. 7 Panorama b, i#H{ Panorama> Managed Devices (Z&FENHEE) .
2. TERKENRBIBTJORE,  0AG B N 2R AN AR
FH HA B O, Rt m] DU 38 5 v B 1) HA AR BB 75 a0 T

IP Address Status
I

DEVICE M...| SOFTWARE APPS AND
DEVICE NAME MODEL | IPV4 TEMPLATE STATE HA STATUS CERTIFICATE D... | VERSION THREAT ANTIVIRUS

"] DG-VM (5/5 Devices Connected): Shared > DG-VM

[7] PA-VM-6 PA-VM Stack-VM Connected pre-defined 8.1.0 8320-6307 3881-4345
[} PA-VM-73 PA-VM Stack-Test73 Connected pre-defined E:ﬂ 9.1.3 8320-6307 3873-4337
[} PA-VM-95 PA-VM Stack-VM Connected pre-defined E":v] 10.0.0 8320-6307 3881-4345
] PA-VM-96 PA-VM Stack-VM Connected ’ Passive pre-defined E;vl 10.0.0 8299-6216 3881-4345

PA-VM Stack-Test92 Connected . Active pre-defined E":V] 10.0.0 8299-6216 3881-4345

STEPI8| (£ HA [ Job T i A AE T+ 802 B e e — M8 HA B O B s Jeql, St 4w
Election Settings GEHEXE) (Device (EE) > High Availability (el ), #HHH5E
By Kt BT RO Preemptive (Jefl) ik, #R1% Commit (3£52) o
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STEP 19| £F Panorama 44 21 /111 b, B #4i# Panorama 528 FH 5% & HE1% 2 18 10 52 8 FE 15 Ol
T AT A5 TR DL S P A2 WG HE I Panorama b (14 28 B T AH R0 80 A M 4 58 v 4 0 43 S A TR IV By

K
BT D BR UAAE B B PAN-OS 10.1 55 FLp AR T+ 4 31 PAN-OS 11.0 1%, R Ih bk R% e 5
T HEE Z ] Panorama & BRI £ E vsys B ks . TN TR EFATE RN, 55250 1 Panorama & R £ &
vsys B KO 36 FH 5% e WAt I TR AT 258
1 #H Commit (32%F) > PushtoDevices (HEiEFHEE)
2. Push (#Ei%) .
STEP 20 | 5 3 & A= ol 55 9 R\ T A 1855 DL ST OpenSSL 241254 2.
TEFH4 2| PAN-OS 10.2 B = AR IRE,  ZER AT A e i 2 DL R SR ER: W RIS £ 7 PAN-OS
10.2 FHAR NG H. OV A% B s AR Bl E e N IGE, ENgIE I b BE .
* RSA 2048 fii i A I, 8% ECDSA 256 17 jual P I
* SHA256 B 5 5 Rl A 1) 4 L
552 [ PAN-OS 45 1L 5 fi5 79 8, Panorama 5 2 5 15 d, B BE 250 A8 A B BT IE NSRBI £
&l
STEP 21| k5B K Ak g T 45 R FE R 8%
1 % A Panorama /i .

2. {i4E Panorama > Managed Devices (25 Hif{I#E E) > Summary (F§E) 6% —F
Device History (& JFERERLEE)

B Panorama A 1 4 4 A PR A I By - 4 B 2k
B TR O 2 SRR N A RS B, 35 I R

2t PAN-OS 11.0 Panorama 52 i 2] PAN-OS 10.1 B85 5 A (B7 K A i TH 45 e, 3B R ddeh i
T P A T4 Th e A 1 B A S a2 —(ERRAS .
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STEP LI FEF#Z A FNIT KOt 2 00, SETECRIGTE Panorama & #1 fa] fi #5 F1 H REICER 2% 1317 PAN-OS
11.0.

Palo Alto Networks® = sk Panorama fi H LIk 42 22 35047 41 7] 1) Panorama gij i
O s, i H Panorama, [ S SR AT S B IR 195 Nt B R AT IR 1 TN 25
AThRCAS
OO S S BT R 2 AR A ORI S, 2 Penorama, FIHiciss B
OB AN WildFire A R 25

o

Panorama 417 8 B i A< 0 28 BT OB AR [R] CECSEHT) ,  {H DA ZF LA R [R]85 25 1 0 28 9547 i

PN

o BREEIATRROA—Un R Panorama & B fal i 25 5 H 5EICEE 28 9T I ERBERR AT, BELAERE S B A B
KAEAS R AH R BT R A, RUAE SRR AR B KRS 2 BT, Db 2E 50 [R]85 5E B 1Y Panorama
WA 22 5 7F Panorama, 22254 HEE I EESS (R 2 2225 Panorama (1) P 75 BELEREE 0 51

o NEEATHA—TE N SATHRA T, 18 IERZHE 2 A B KOS BB T S8 09 N S84 T RO,
BRAT AR A 22 /0 L Panorama A H 56 AR 28 D IETE ST I ARAC IZ 28T, R, S5CE =2
EHRIBG K%, HeE s Panorama A AR A AP A RE T A H S EESY, SRR 7E Panorama
B kAR LR N SEATIRAR (G525 445 Panorama (14 75 BLEREE T 0T

o 2T s R ) 28 P A«

+ Panorama & H fa] k48— E A Panorama # E /1, A% 2 General Information (— &
O B E (Dashboard (HEFEHD )

HEScsas— SN BHE H a5 10 CLIL,  AE#4T show system info i 4.
STEP 2| FEf4T SIS R Z B JOM L, A7 H TAR AR R0 Mt

B PR3 i Bl SR E 1y s AE S U AR T AR ST 47 10 A A AE AR

1. Export Panorama and devices config bundle (P& Hi Panorama A1 & 7% & 4l
4) (Panorama> Setup (i%5E) > Operations (G{E) ) , EA WM Panorama fl4E

118 52 7 B2 BB 1 5 BT s R 107
2. S RE H R R RAE B KNI E . RASTE AR S AR R, S T A B 1 R
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STEP 3| e TE 2R MNE LR . sh2 R U A, BRI 2H % PAN-OS® it 422 46 (¥ S IR N 2
FATRCA -
Palo Alto Networks 5 iz i Panorama, - Skl 82 25 Fl1 e 47 52 BRI Bl K R AT A
[F FR) PR 8 AT A
SPEH RN A TR, PUE R T R, MRS ETEN 5 B P R Py 2 ST
(—) Al g Panorama gT i) N A SRATRRUAS, B2 A BRI KON F SSCR SRAE B
AGANE HEHT BT RRAS o
STEP 4| g1 EAH B 541 2 Panorama 11.0 R Ok, T i s T4 16

N\ Panorama, %Y Panorama > Managed Devices (32 HSEE ) , Wik AR T4 B K
& E TR R A

g PAN-OS JHARHR LR e e 710 i 1 oo e A A A 58
il THRIERCS TR g 2 PR T AT 299
STEPS|  GE) =2 HIBG JOs T4 % PAN-OS 10.1.
20 B A T T 6 S PR AT PAN-OS 10.1 855 /= i A R 32 85 BT KOk o SR8 1) 32 55 L)
JAEHAT (2 PAN-OS 10.0 80 FLRA, 5556TH4E % PAN-OS 10.1 BB SARA
STEP 6| $ATRRA I BRFEM Ax o
e R, ] DU THA A 12.0 BT it 0 PR F e AN Dy 28 A

1. J%HY Panorama > Device Deployment ($£E#%) > Software (#kf#) > Action (E)ff)
> Validate (Biag) .

2. KA TR A o R R P A AR
STEP 7|5 py 2 Rk 8 5680 R 803 ] i 8 SCP sk HTTPS 343 & Ik % %5 Panorama 5 & 1) SCP fiil
A 1

WRTHRE,  J ] LUk REAR AR 1Y) £ 25 i {18 4K B BN 25 BE 8 B8 &2 Panorama i fff, WA T #liAH
[FIXATRY (1 55 = {8 567, Panorama &7 B2 A2 B B AR IO BE R . W RIS 7 22 LA B A
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J+4) Panorama

iE DA b B B ol P 2R ST, 55 set max-num-images count <number> CLI iy 4> A& 8 i
Panorama ] fif 7 AR B H _FRR
1 fii i AT A7 B A B4 6 F) A5\ Palo Alto Networks %5 /7 52 4R 48
2. FENZE R
1. 7F Resources (& ¥§) #8414 —F Dynamic Updates (EHE&HH) .

2. Download (N#() BTN FATICA (B% D B 22 457E Panorama & FILil ik 2%
R AT A R BOE 20D, ARE R R R SR E TR
N, EEID .

3. R
1. ik [a] Palo Alto Networks %5 P SZ #4935 1 - BT, R1%1E Resources CEVR) #B5rHHf4&
—F Software Updates (ERESTEH)

2. KT SR LATR S 18 T B SRR . SE T B ORE R AR S AR
B, #5E5E PA-220 Fil PA-5260 B Ol -4 2 PAN-OS 11.0.0, &% Tk
PanOS 220-11.0.0. PanOS_3000-11.0.0 fil PanOS 5200-11.0.0 W% .

9 feareigg Filter By (FRist ki) Nz 2\ B gy PAN-OSfor the
PA (i 77 PA [t PAN-OS) -<series/model>, it 345 52 ) PAN-OS
AR

A4 - TNHEERINES, WS EHAE K.
STEP S i r [ i A AN 558 (K1 N 28 RRUAR
£ PAN-OS 11.0 I, %] DA 2 WG sl D Re 2 ik 2 fl v AR
1 EECETIRIIPT KO (Required Deployments (i %) > Deploy GiiE) ) .
2. ZEEUN#EAJE A% — T Download (F#ED .

STEPO| ZE52 L RIB JO b 22 e AR TR

e RS BN E LT, R

dede [EAFEA] 8L [ERREAMEE | B8, BIKFTRE. —R—M. DUERIEF 2= AR
fETSEH (B WildFire® st URL fifiif) .
1. J%H Panorama > Device Deployment (&%) > Dynamic Updates (EhRETEHT)

2. #%—"F Upload () , I B Type (JEAL) , Browse GEIEF) 235 1) N 25 58 ik
%, & —T OK () .

3. f—F Install From File (ftfZ2e4s) , U Type CRIALD , IISHUER] 31 N
ZH B FileName (R4 .

4. RIS L A HIBT SO
- ¥ OK (HfEsE) LAHUEh24¢.
6. ST A TE B EATIE LD R
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STEP 10| (L5 1T Globa Protect™ A T4 1117 )05 % Global Protect A4 e 2/ e 7 A 28k il 5 5
I ER B KR S R

AT AE R KO R SR, U TaE Ay P i /50 .

1

6.
7.

15 FH AT A7 BN AR PR AR i ) A6 8 N Palo Alto Networks 2 )7 32 D24

N i#lIE 5 1Y Global Protect 42 AR 20/ F R 2UBAHE B3

7£ Panorama -, #£H{ Panorama > Device Deployment (%% ) > GlobalProtect
Client (GlobalProtect A7 ui) o

#%—"F Upload ( B , 7EEC TR SR8 - Browse GEIE) 2T

Global Protect fXEEF2 A/ JE FHFE XERBE B, S/1%3%—F OK (BEE)

f—F Activate From File (4% ZERUE)) , BEEUERI %) Global Protect 10 2/ H
e H 1Y FileName (FE R4 .

(-] s — R BB RO — R A ) AR AR 2 P P Qi . U SRR T A, (H
FLe QAR TR 2 b —ERRCA, R ZH P O B B B A, S AR
v A o 7 S

33 I T B ) B K A

—F OK (&) AR,

STEP 11| 222 PAN-OS 11.0.

(—) A LB G 7 e el P (HA) 57 s L SERT IR (R IR R, A S 7 — flE) HA i
P

P B BB K, T B E T R R
A B EEIDT KM, R T R E R, B R BmEE GRREE)ED
WEshmEy, IR LB R B BT REIRE GEFRIRIED .

(L[ SD-WAN) 2Ry SD-WAN Jigh (g HERERRE,  7ETHAR 5 OB SO i, 18
2K R 7 K Tl 25 PAN-OS 1.0, 75 rhofi B X 2 i -4 4 S Ok ] g
A SRR N B fa g kL (Panorama > SD-WAN > Monitoring (§i#) ) , H SD-

WAN 3 &f g 5 SR B 4 down (BEPHD
AT I R S BT SO R RE 2P R, DL 22 S8l 181 PAN-OS 8 B3 -

* Non-HA firewalls (3F HA Bii k%) ——3&— TATEIMNE Install (%245 , EREKIE
TETHR T 95 K %, i3 HX Reboot device after install (724644 B9 BAMERME) , K%
#%—TF OK (W& .

o EHR/FEX HA B7KfE:

L R EAGNE — B b, MR RE CfFH (Device (#HE) >High
Availability (&R FITE) > Election Settings GEEGRE) ) » WIRCHUH, 4w
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#iH Election Settings GEEGEE) , EH (&K Preemptive Jifl) sk, K%
Commit ($258) &30 . B A 77 ZEAERHE HA BC b i — {857 KOl A5 FH itk Ez
E, (HEEE ST I 1% A4

N Install (Z245) , 5= (J&FR) Group HA Peers (BEAH HA #25) , i#EUT
— HA %45, i#H! Reboot device after install (3B EHMEIEE) , RiBH—F
OK (M€ o MEME T, B O 78 e B B .

Fe—F Install (‘2245 , 154 (7&K Group HA Peers (Bf4H HA $2%) , SEHUE
E F—3 R EH HA B4, 5 H Reboot device after install (222&4% 57 B ) 2
H) , AR —TF OK (#E) .

EFMED HA B K —AEAR GG, RS0 KA & fwl, HeBhBi Ko 44 & fw2:

1

T ER AT TR 28 — (8 58 B Seqla € 2 /FH (Device (4E) >High
Availability (&A1) > Election Settings GEEGRE) )« WERCHUH, g
iif Election Settings GZHEE) , #H (&R Preemptive (Jafl) ke, K%
Commit ($258) HEi8 s, 4  F5 EAERFE HA Fl B i — {3 By s 45 A g
JE, HEEE S AT ) 2 A% P A

TEIHE E R Action (ERE) #ie— N Install (%45 , 5 (&K Group
HA Peers (4 HA ¥1%5) , J®EL fw2, 12 Reboot device after install (Z¢#:4% &
WIREhSEED , BRI —F OK i) o #EEZHT, Sk fw2 58 BT B

B fw2 5E BT BIi%S, 1E fwl LiER (Dashboard (f###R) > High
Availability Gl HPE) D fw2 398 R 4E (Local (AHE) B K IRRE %y
active, Peer (%) —fw2—7% passive) -

fFHX fwl A1 Suspend local device (E{F A4 E) (Device ($£E) >High
Availability (F R 1) > Operational Commands (BEfE#r4) )

17H fw2 (Dashboard (##) > High Availability Cerl L) , FERRASHER) &
Ik 8 24 active, ¥%5 %% suspended.

128 Panorama, 18X Panorama > Device Deployment (& #5%) > Software (i
i), {E#E AR Action (BIfE) HiH#%—T Ingtall (%% , FH GF

F%) Group HA Peers (Hf#H HA $45) , #HX fwl, 2L Reboot device after
install (Z4EREFENRE) , MR —T OK (FEE) . AT, % fwl 58
FSCEE T B A

TEH fwl (Device (E) > High Availability (&= 1) > Operational
Commands (#E@4) ) , #%—F Makelocal device functional (A & i#
YE) » SRARTE T A S AR S5 0 7088

7£ fwl b (Dashboard (f##) > High Availability (Gl i) , R Local (A
B By KOs RRE % passive, $2E (fw2) 7% active.
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STEP 12| ({#[E FIPS-CC ) 7 FIPS-CC 15 F}- 4% Panorama 157 & F (1) 256 B
N SRAE 52 PR 7 JORG AT PAN-OS 11.0 i A1 B H 5EU S 28 9 2 Panorama &/ ¥, HI
7E FIPS-CC 5 3T FH 45 528 B 177 Kt e B B 5% 22 4 LA IR e
B2 TR K S AT PAN-OS 10.0 B 5 LA AS Y, 14 M 75 30 A dGET IS & Panorama i PR ) 52
EHLB Ol
STEP 13 | Bgis 552 8 PRI Ok b 22 285 (R s A 9 25 RROAS
1. 3 HY Panorama > Managed Devices (2 FRf{4EE )

2. RBIBGKHE, kR Software Version (HERESRRA) . Appsand Threat (I
RELF ) . Antivirus (FiE) « URL Filtering (URL fifii#) /% GlobalProtect
Clien (GlobaProtect FH 5 i) H (1 -

STEP 14 |ty A48 TH 4 2 i e Herb—18 HA Bl s EAs 564G, 554miEE Election Settings (i%2HL
%E) (Device (HH) >High Availability CGErTRITE) O, $FEEZET J s 5 ROH
Preemptive (J&fh) %7€ .
STEP 15| £8 Panorama 49 B /11 |, %45 Panorama 52 &% FH ik 8 06 28148 1R 52 4 BT Kl
EFHAT D B DL S M A W% Panorama I [ 25 B EE AR RN 80 A M 4 258 1 5 O 28 S A5 R IR B
KN
BT D BR DA T T8 2 PAN-OS 11.0 18, B Ih bt % e 55 56 #1622 i Panorama % 2 1)
% vsys B KOs . WTFEFFAE AN, 552 B i Panorama & HL ) £ 5 vsys B KRG G SE TR E
I THRRAT R 558,
1. J®H Commit ($#£%7) > PushtoDevices (JEIXZEHE) .
2. Push (#fi%) .

STEP 16 | & 7 i A sl B hE N\ BT AT 183 LLIE 57 OpenSSL %2 4 M54 2.
FETHA % PAN-OS 11.0 Iy, ER A B 2 DL T IR K
* RSA 2048 fii e LA I, B ECDSA 256 {7tk A |
* SHA256 Bl 5 i ARAS 1) 4k 22
a2 B PAN-OS 5 1 5 4R F B Panorama 57 1 SR 19, BRARAG BA 0T AR SR T ME NIBRE I 2

2

Zilo
STEP 17 | k5B s () sk s T 45 FE A RT 5%
1. % A Panorama /| fi

2. JifE Panorama > Managed Devices (2 EH 4 E) > Summary (FHE) i%—T
Device History (& & JFEFERLEE) ©
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T4l ZTP By ki

FRIHY ZTP [ i %2 Panorama™ & HLfA ke 1%, "€ ZTP B JOi% 1) B A% PAN-OS fRAS . B X
I 4% % Panorama{%, Panorama & i5itx ZTP [ kO b 2228 1 PAN-OS A 2 75 Eb ek e H A2
PAN-OS kg A BB 8l AH 7] o a2 ZTP Bl K% b 22 25 1) PAN-OS fiAS b H £ PAN-OS il A 85, HI
ZTP B K AT TG R, B 32285 H AL PAN-OS FRA

STEPL| kA% B4 E %\ Panorama 44 E /1 [fi
STEP 2| i ZTP 95k % % Panorama.

STEP 3| j%Ht Panorama > Device Deployment (48 ##) > Updates () Al Check Now (7R
) LIETS IR PAN-OS JfRA .

STEP 4| j#Hy Panorama> Managed Devices (2 B3 E ) > Summary %) I%EH— 5k 2 {F
ZTP i K

STEP 5| Reassociate (E¥RHEG FTiHL ZTP B kit
STEP 6| #%Ht (BtH) AutoPushon 1st Connect (55 1 JIHARR: ([ BHEE) .
STEP7| £ ToSW Version (ZHREEAA) M, B3EE ZTP B s i H A PAN-OS fitA .

STEP8| %—F OK (Ee) ffraliess .

Device Association (O]
B Download Sample CSV
Browse...
litem )=
COLLECTOR AUTO PUSH ON
D SERIAL DEVICE GROUP TEMPLATE STACK | GROUP LOG COLLECTOR 1ST CONNECT TO SW VERSION
(] [ ]
9.1.13-h1 -
10.0.4
8.0.8
8.0.12
9.1.8
9.1.3-h1
8.1.14
8.1.13
8.0.0
10.0.6
~ - 10.2.0
(+)Add (=) Delete
9.0.10
G 8.1.19
mnn -

STEP 9| #—F Commit (32%) F1 Commit to Panorama (3242 % Panorama) .
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STEP 10| BHRL ZTP [ ki .
B ZTP B KOs & UGHAR 22 Panorama lFf, & H 8 74 2 182 BUY) PAN-OS A .

* $4T PAN-OS 11.0.0 /] Panorama— 4R 1% Ei i PAN-OS 3= R A B A RE R A T4 52 & HL I
Bl ki, RIITEZ 45 HEE PAN-OS fRA Z T, Jo @ 25484 B A ] PAN-OS fliA .

B, KSR ORI HAE To SW Version (ZE#kEEARA) #%5E 7 PAN-OS 11.0.0, if
5k B IEEB4T PAN-OS 10.1. B K47 % Panorama Iy, &5 & 182 BRIN BT JOf% 22
#5 PAN-OS 10.2.0. PAN-0S10.2.0 j§&3hz#54%, Bikifee 38402 BHE PAN-OS 11.0.0 fix
;N

o #4T PAN-OS11.0.1 J% 5 sk A () Panor ama— 0 5445 IE 77 5 PAN-OS 3 T i A B4k 8 iy A<
T4 2 B H T KOs, Rl e e 22 BT AS E R R ] PAN-OS = R A T # A PAN-OS
FERA, IREA 2 H HEE PAN-OS 4EFERRA .

itn, AR BT ORS H S To SW Version (EIRBEIAS) #%5E 2 11.0.1, 3 BBk g%
IETE#AAT PAN-OS 10.0. 1 VCEAR £ Panorama iR, 175G &5 75 28 BRI B K% 2245 PAN-OS
10.1.0 1 PAN-OS 10.2.0. 2% H 1817 Ok B pEn %, A% T8k PAN-OS 11.0.0, 2R )5 P5 Kfs
& [ #2285 3 HAZ PAN-OS 11.0.1 A .

STEP 11| s ZTP [ K sk BE T4
1. % N\ Panorama 48 E /1M .
2. i%HY Panorama > Managed Devices CZE 4 E) > Summary (%) IEEE%E ZTP
B Kl o
3. TR Software Version CHRE&RRA) i BE/R IERER H A% PAN-OS FRA .
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o NERNP ZZEEECHT 1 PAN-OS 10.2 4 78 R

A, IRAR EETRED .

o HAEEE AP O THE 2 PAN-OS 11.0.
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o FHELIE S PAN-OS 8.0.20, A% H T RED.
+ T# PAN-0OS8.1.0.
o NHENE L EERH i PAN-OS 8.1 A7 R A,

SRR FLHTRCED -

« F# PAN-0S9.0.0
o NEIE L EE R i L PAN-OS 9.0 Ak 7 R A,

SRR HHT RN o

AT H RENSCEE 8T 8 2 58T 1Y
PAN-OS9.0 L3 A& 2 Bl 555G
Wy THAU RS I

T# PAN-0S9.1.0,

o NEG LRG0 PAN-OS 9.1 47 i A,

SRA% BT LD o

+ T# PAN-0S10.0.0.
©  FERE R EEEET 1 (i 1 PAN-OS 10.0 4R

A, IRAR EBT R .

+ Fi# PAN-OS10.1.0,
o NERNP ZZEEECHT 1 PAN-OS 10.1 4 78 R

A, RAR EBT ] .

o HAEEE AP O TH 2 PAN-OS 11.0.

7.1.X

o F#EiL %M PAN-OS 7.1.26 4Es A, SR1EH

HORCE) -

« Rk PAN-0S8.0.0.

« F#Rlr2e4E PAN-OS 8.0.20.

« & PAN-0S8.1.0.

o B B RORT I (i i PAN-OS 8.1 4 i hiu AR,

SRR HLHT RN o
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o NHENEZEE R i PAN-OS 9.0 Ak 7 R A,
SRA% TR

AT H RSN a8 TH 86 2 5l 1Y
PAN-OS9.0 4t A 2 1T, 552
W THAU RS BRI

s F#E; PAN-0S9.1.0,

o NEIEZEERCGH A 1 PAN-OS 9.1 4t R A,
SEN N

s F#; PAN-OS10.0.0,

o NERNE 2B EGH A 0 I PAN-OS 10.0 4 i
A, BR1% FHTRUE) .

« F# PAN-0S10.1.0.

o NERNE BRI 1 PAN-OS 10.1 A i
A, BR1% FHHTRUE)

o HAERIE BT OB T A E] PAN-OS 11.0,

FHIRIL KA

f B PAN-OS 11.0 fRAE G, SARAEH N AR P A AE HA 35 BB KOs T8 22 PAN-OS 11.0.
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STEP L] {47 H TR AR A1«
SESR B Ot & E B BOE My, AH BRI AR T AT S A A A A7 AE A BT

1. J#H Device (%) >Setup (3%E) > Operations (#fE) , #R1%3%—F Export named

configuration snapshot (FE H EL 423 E IR .
Configuration Management

Revert Revert to last saved configuration

Import device state

2. GRIEEPUTTRALRER) XML B (B4 running-configxml) , /% $%—F OK (i
SE) BE HAHRBRE R .

Export Named Configuration @

Mame | running-config.xml

q Cancel

3. FRE R R R ORI AL B o RASTE ARG B A B, {8 AT A 0 S

STEPZ2]  GEHD R CHOH User-1D, 1ESTHAR, B KIS EiB B E BT 1P Azhk B 2 A4 f 2
[ P 3F JOE D R AR I, A L BB 48 BT I N Usser-1D A U5 1R Ja 1 o e 0 1A ) B 5 i IR
NS R AOREI], 5B BT KO BAT T 1 CLI fr 2o

o S 1P A7k B A A R A3 I
« show user user-id-agent state all

« show user server-monitor state all

o GHEIEEAHEIE: show user group-mapping statistics
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STEP 3| g B K MERAT BT 14 A A AR
it 2RISR, AR 2 % PAN-OS 11.0 WA 22 48 (B IR N A A o B ORIBEAE J 1] oo
UZ’.’%’ PN 7 SE T ) B LR A

1. 1% Device (¥#) >DynamicUpdates (BB H) , WA F M E Applications (i
M) B¢ Applicationsand Threats (EHIFERELEE ) NARIAZ [Currently
Installed C HHT 21D o

CURRENTLY

VERSION FILE NAME FEATURES TYPE SIZE SHAZ56 RELEASE DATE DOWMNLOA. . INSTALLED ACTION DOCUMEMNTAT ...
w Applications and Threats Last checked: 2020/07/08 01:02:02 PDT  Schedule: Every Wednesday at 01:02 (Download only}
B28B7-5151 panupv2-all-contents-8287-6151 Apps, Threats Full 56 MB  35315eff.. g%%_u..-'os.e'ze 17:34:56 7
B2B7-4152 panupv2-all-contents-8287-6152 Apps. Threats Full S4MB  deedScé?..  2020/04/29 11:55:44 v
POT previously
B28B7-56153 panupv2-all-contents-B287-56153 Apps. Threats Full 56 MB  14af053h. g[[ﬁ_ﬂ-"[}é-"?? 17-15:33
B2B7-4154 panupv2-all-contents-B287-6154 Apps, Threats Full 56 MB cB725521.. g%%_u.-'os.»'so 16:14:19
B2B7-6155 panupv2-all-contents-8287-6155 Apps. Threats Full 56 MB  3f0fcbh%aé... g[[}]i%ﬂ.-"[}brﬁ[} 19:0%:11
B8288-5157 panupv2-all-contents-B288-6157 Apps, Threats Full 56 MB  54[355al.. g%%_u..-'o?.e'm 17:00:41 Download Release N
B8288-5158 panupv2-all-contents-8288-6158 Apps, Threats Full 56 MB db%e5aBi.. g%.’%_ﬂ.-"[}?.*’ﬁl 18:15:44 Download Release Notes
B2B8-615% panupv2-all-contents-8288-6159 Apps, Threals Full 56 MB  b&B63CR6... g[[)ﬁ_ﬂ.-"[}._.-"DZ 11:55:30 Download Release Notes

2. YR KOs R AT PAN-OS 11.0 T 75 () e A0 B N B RRAS B Bl AS, 3% Check
Now C(SZBIf&Er) DARRHC AT FH 1) 58 8775 B .

3. Ktk Download CF#D FT 1A ST iRA .

TERS R N A i 1%, RZINA TR [Action (EhfE) | HfH 4t g ik
Download ( TF#) %5 4 Install (Z2%E) .

4. |nstall (‘Z24E) HiE,
STEP 4| Fsg FF4 3] PAN-OS 11.0 #1515

] PAN-OS TFAI G i B, R AR AT TH A5 % A58 2 460 0 P A A 4D i A i R T 40/ e 405
,E%UE FH ) 260 [ R R T R AT 58 0

STEPS | (Gthfis) R EAEA ] Cortex OBHET (CDL), % 4545 ¥,
By K it & 7E T4 A2 PAN-OS 11.0 Iy |5 Bl U) 6 % fi i 2 B SR MEAT CDL SRIURT 207 dii 8 O Bty o

AT 45 PAN-OSTLO 2 ik e S WA, K A0t LA 0 1 s
SRS T 1T RS
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STEP6| F}4:% PAN-OS11.0.

SR A B 6 (P R AR AR, J T bl PAIO Alto Networks /752
DN T ety oh s Fay Upload CEED ;).

L JRHY Device (%) > Software (k) , #R#%#%— T Check Now (ZEIBR#) LAFHR
BBt PAN-OS B .

S8R N —E AT H ) PAN-OS A . #ltn, 4R PAN-OS 11.0 Z#7Ep ks b, RIfEH
7~ PAN-OS 11.0 iR 4%

2. j®HY Panorama > Device Deployment (#:#E #%E) > Software (k%) > Action (Eh{F)
> Validate (Bi#%)
Panorama > Device Deployment (<& %) > Software (#k#E) > Action (&){F) >
Validate (Biisg) PR AFALE 11.0.0 AT it BT A Hh R BCRE AT N 28 A
NP R A N AR WU

A4 RIS TFEMEE (FEIARRRE LEGE) , & Ingall (2285 g,
LEI T AR, A8 1 H b — R 7 2 R -
o WMHRPOREEFEE), % —TYes G) .

o WIRRRREEE), 5% Device (#E) > Setup (F%E) > Operations (#
YE) , SR%$%— T Reboot Device (EFIRUEIKE) .

BB, B KORE e R User-ID i, sRigidap 5 User-ID s A BRI 3
6. niE CUH User-ID, FE5ef8 N 41 CLI iy A WEFR B JOR: CUEBHE N |P A7 bk B A 2
YAE S ERREA SE,  FEACR LR

« show user ip-user-mapping all

« show user group list

STEP 7| & 37 i A o B BE N T A5 1835 LA 57 OpenSSL %2 44541 2.
FETF# 2 PAN-OS 11.0 IRy, R A 18 ae i 2 DL T S IR 2K
* RSA 2048 fizytEi LA |, B¢ ECDSA 256 {7 tali LA
* SHA256 =i 5 5 iR A 4k 22
2B PAN-OS & B AR 1T, B g B =00 2 AR B T e NIRRT 2 .
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STEP 8| HERRRS KN EAE IR & .

HEH Monitor (Eif%) > Session Browser (TAEREBORITESS) , SRR RERDIETHE BUHT A TAERS
Bl

FROM FROM

START TIME ZONE TO ZONE | SOURCE DESTINATL... PORT TO PORT | PROTOC.. | APPLICATI... | RULE INGRESS I/F | EGRESS I/F BYTES | VIRTUAL SYSTEM
07/0B 11:29:02 =zl &622 fip-data esd /4 vsysl
07/0B 11:29:00 =zl 4823 | 42573 1 t s ti/4 | 277874 wvsysl
07/08 11:29:10 | =zl 60162 (¢ t 256 t1/4 vsysl
07/0B 11:29:10 =zl z2 45751 6013 -] ftp-data esd wernetl/4 veysl
07/0B11:29:00 =zl 2559 (¢ t esd 1 t1/4 | 111119  wvsysl
07/0B11:29:12 |z1 = |z2 [ P | 45772 B348 1 t 1.} thernet1 t t1/4 vsysl

ne-

.\IF
07/0B 11:29:10 | =zl z2 39742 61408 -] ftp-data rulesé-1 ethernetl/3 | ethernetl/4 54 ysl
07/0B 11:29:06  z1 72 53948 56594 -] ftp-data rulesé-1 ethernet1/3 | ethernetl/4 792 sysl
07/08 11:28:11 zl z2 38185 42186 6 ftp-data rulesé-1 ethernetl/3 | ethernetl/q 3243 | wvsysl

STEP 9| AR B KOs L r il 45 R Rl 8
NS - PIT
2. {ifE Device (¥ H) >Summary (%) > Software (#KE%) 44—~ Device
History (3&EFERGLHR) o

TH HA B K ta B

Al PAN-OS 11.0 il A Z 5, SRARAE A R SURE P Ty aT I (HA) BOE FP I — BB Kot . IR
8 7S BB AT LB EBROE -

A L A iy AT IR (HA) B0E A T8 Ot iRy B A BRI ] BROCHEDRT— (8 HA 5% S 8/
BB s ST AR B S i AT 22 ) (LA 5 AR, R sk it A i ] e T & = 1) T 2
) o R TBNEIE K, ELZSEEE CREERED WIS (2D . FHECEEE

A%, ZERUNE T R ERE DGR IR B2 EFRE (BED o BNk, BOAEEEE) R

) BWEEDE R ENE YU R ENIARE . £ RS R PR EIR R BRSO R, AT

AT A ET BT HA B IR S8R A SR i, b s e O IS A, AT TT
Ao 8 N s RO — R B S R S Ak RIAT

1E 1 2 H ThRE PAN-OS i AS T4 HA B KOS, (s A5 i A8 HA B85 TH 4 2 THR R A B AR [H]
Uifig PAN-OS iiiA, SRIZ 44, i, #% HA H550E PAN-OS 10.0 F+4 & PAN-OS 11.0. &4

ZRSCAE R HA B55E T4 2 PAN-OS 10.1, SRME A ReA A4 2 H A PAN-OS 11.0 iR A . & HA ¥t
5P o P ] BT 22 R D RERRAR IRg, 2248 1 B8 WiRAS R B KOl &7 i\ suspended AR RE, BRI, Peer

version too old.

Q & VR B R, SR T RO R BV R EAT o B ORI R A 2 AT RE (1 Y
THARE AR 1) T TSR RE B Ot SR
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STEP L] {47 H TR AR A1«
SEIR BT Ot & B SCE M, A B AT AR AT ST N M A A A A R ST

ST B () B BT KRS AT T B R
1 i%H Device (38 ) > Setup (F%7€) > Operations (#1E) , #R1%¥%— T Export named
configuration snapshot ([ H B 5% e i) .

Configuration Management

Revert Revert to last saved configuration

Import device state

2. IREUEE T AHRER XML % (10 running-configxml) , 4R H—F OK (ff
52D BE A REAE 5

Export Named Configuration @

MName | running-configxmil W

m Cancel

3. IERE H RS R R AN AL B i RASTE T IR S AR R, 5 R LA R

Py

STEP 2| J%H Device (#:E) > Support (374%) I Generate Tech Support File (7247 S &4
2 .

HIR LD SRS ERHE — T Yes G)
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STEP 3| sz HA BUES o 0 15197 JC 4T S5 0 19 225
SHLBINA V, WEAR A A% PAN-OS 11.0 M 2 S LR I Ak A . HERIAR 1 s
R P2 R

1. jHY Device (#£HE) >Dynamic Updates (EjRETEH) , I AF Applications (JEHFE
) B Applicationsand Threats (ERFEAELZ R ) , LLRESZHR(E 5582 [Currently
Installed CH AT 1.

CURRENTLY

VERSION FILE NAME FEATURES TYPE SIZE SHAZ56 RELEASE DATE DOWMNLOA. . INSTALLED ACTION DOCUMEMNTAT ...
w Applications and Threats Last checked: 2020/07/08 01:02:02 PDT  Schedule: Every Wednesday at 01:02 (Download only}
B28B7-5151 panupv2-all-contents-8287-6151 Apps, Threats Full 56 MB  35315eff.. g%%_u..-'os.e'ze 17:34:56 7 Release Notes
B2B7-4152 panupv2-all-contents-8287-6152 Apps, Threats Full 56 MB  dced5ce9.. | 2020/04/29 11:55:44 v
POT previously
B28B7-56153 panupv2-all-contents-B287-56153 Apps. Threats Full 56 MB  14af053h. g[[ﬁ_ﬂ-"[}é-"?? 17-15:33
B2B7-4154 panupv2-all-contents-B287-6154 Apps, Threats Full 56 MB cB725521.. g%%_u.-'os.-'so 16:14:19
B2B7-6155 panupv2-all-contents-8287-6155 Apps. Threats Full 56 MB  3f0fcbh%aé... g[[}]ZTD.-"Db.-"SO 19:0%:11
B8288-5157 panupv2-all-contents-B288-6157 Apps, Threats Full 56 MB  54[355al.. g%%_u..-'o?.-'m 17:00:41
B2B8-4158 panupv2-all-contents-8288-6158 Apps. Threats Full 54 MB  dbPe5aBl. g%%_ﬂ.-"[}?.fol 18:15:44
B2B8-615% panupv2-all-contents-8288-6159 Apps, Threats Full 56 MB  b&B63CR6... g[[)ﬁ_ﬂ.-"[}._.-'DZ 11:55:30

2. YR KOs R AT PAN-OS 11.0 T 75 () e A0 B N B RRAS B Bl AS, 3% Check
Now C(SZBIf&Er) DARRHC AT FH 1) 58 8775 B .

3. Ktk Download CF#D FT 1A ST iRA .

TERS R N A i 1%, RZINA TR [Action (EhfE) | HfH 4t g ik
Download ( TF#) %5 4 Install (Z2%E) .

4. Install (Z22E) . WAJELE I B R 2 T .
STEP 4| Fsg FF4 3] PAN-OS 11.0 #1515
T8 A VERE B I H BT HUT I PAN-OS fR A F] PAN-OS 11.0 [ 5% 1% H AT A7) T g S i i A 1) 22 285

B PAN-OS JH40G i B, B AR A T AR A5 rh e 46800 1) A (81 R AR 18 i A 8 ORI T80 [ 205
I P E A F’nﬂ%ﬁ%ﬂfﬁia&ﬁ%‘%ﬁo

STEPS| (R fE k) anRISIETEM A Cortex BORHY (CDL), SETERHE HA ¥4 oo dide Hinse.
815 K s & £ TH 2 PAN-OS 11.0 Iy [ Bl )% 22 1 4% B SR IEAT CDL FRHUMI 258 i Bl ) Bt

I RAE T4 25 PAN-OS1L.0 7 ik 22 e 45 B ISR, 5 JOM & s U T B 1 H B85
S R A M R A T B
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STEP G| (= AR Mmc s h 88— M5 M e G . BN FEAE HA BCH i — By JOR LAE e, |

5 BLLERR T IR P A AT T

1 J%HY Device (2% ) > High Availability (] fft) 4w Election Settings GEELE
SED) .

2. FHUH, = GERD Preemptive (Jaflh)

Election Settings

S

e, RGN OK ()
@

Device Priority | None e

[ Preemptive
[ Heartbeat Backup
HA Timer Settings | Recommended

n Cancel

3. Commit (3EA7) %W,

s At

STEP 7| {32 HA B3 LAsa | 25 SR i .
CEEDZEn s )y B EEAEEN HA BE FF BT SO, ez 10 TH 8 CE S HA 355,
CEEDETNT G B EB B HA BCE T BT SO,  SeRHE TR E 8- 322 HA B4

JEHY Device (#5H) > High Availability (/=) > Operational Commands (#:fE iy

1. &
4) 1 Suspend local device for high availability ({5 Akg%E & DU & )

2. fEA N, HERRIRERy suspended.
H I 571 R ) 7 S5 R B i IR HA B SRR Xy active ARRE

@ HT 0 51 S ) A B RS W AE A T 2 RTERR A R SRR L 75 IE 0T
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STEP 8| fEE{Z 1 HA 1% I %45 PAN-OS 11.0.
1 7EET HA B2 1, 1%H Device (358) > Software (Hif%) , 4R1% % — F Check
Now (SZBIAgEr) LIRE i fpe (1) 58 57
EEUR T —{F AT B PAN-OS hitAs. #il4n, 4t PAN-OS 11.0 ‘24 (e i Kol F, Ri{#51
7~ PAN-OS 11.0 Jiit 4
2. ## Download (F#) PAN-OS11.0.0.

S KA 5 B B A AR, 15T LA Pl Alfo Networks
SN VRIS R mcnmmetz,  sh% gL ey Upload (D zp; s,
LA 9 537 e B T DA/ A, BB SR, S
"~ Check Now (SrE[Ifr) bl i s PAN-OS [ B ,
3. T FEMUEE (FEHITMEANETE MRS , 5 Ingall (2245 g,

VERSION SIZE RELEASE DATE DOWNLOADED CURRENTLY INSTALLED | ACTION

10.0.0 1083 MB 2020/06/28 21:36:52 r -,..uf
913 431 MB 2020/06/25 01:17:18 1

909 6562 MB 2020/06/24 15:38:06 Download

4 AR IIERAR, AR TR B R i R R
o WERIEREEHRG), FE% - TYes () o

o MR ARPREGERNE), IR Device CGEE) > Setup (FXE) > Operations (i
Y£) H1 Reboot Device (EHNENHEE) .
5. HEESEMEWENE, 5(E Dashboard (FEFRMD LAGH [ErTHM: ] Widget, WHERRIE
)4 1) 256 B A B SE TR D

. Passive
. Active

STEP 9| ¥ HA IhREIER & F 3 HA $2%,

1 %Il Device (#£%) >High Availability (7=r FI14) > Operational Commands (FE{Er
4) , #R% Makelocal device functional for high availability (GEAHE: B3 /E LIS &
AR .

TEA N, WEIKREZy Passive. iR FB)/ EHE0E T HIBT K, FERIREER Active.
S HA BT ROE R
f£ Dashboard ({0 v, EifE TmrTHITE] Widget (1 [ #U4TROE | IREE.

STEP 10| 7E K% HA 145 I, Bify HA #1145,

1. j%H Device (%) >High Availability (#n]H14E) > Operational Commands (#:{E
4> F1 Suspend local device for high availability CEf{EARESE: & LAE s R .

2. FEA N, HERRARAE Ay suspended.
HH P 516D R 2 B P i S B HA AR5 %y Active RTE .

PAN-OS F+ #4555 11.0 111 ©2024 Palo Alto Networks, Inc.


https://support.paloaltonetworks.com
https://support.paloaltonetworks.com

T+4 PAN-OS

STEP 11| 75k 2 HA %145 1 %245 PAN-OS 11.0.

1 7ERESRSE |, J#H Device (258 ) > Software (%) , #R1%4%— ~ Check Now (o7
RIARET ) DURE A f T 1) 5 3

#.23% Download ( F#) PAN-OS11.0.0
TEPURE, ML Install (238 .
LRI e AR, AT B He v — A g vk R R«
o WERIEREEBRE), Fi%—TYes (&) .
o MR RPEREENE), 5% Device (FE) >Setup () >Operations (#
YE) Al Reboot Device (F¥TREIAE) .
STEP 12| % HA ThEgiEE 2 2 HA B4,

1. j®H( Device (34E) > High Availability (EAF1:) > Operational Commands (iE{E
4) , %% Makelocal device functional for high availability (FEAHESE B IEE LIS &
D .

A A, WERIREER Passive. BHA T8/ T BRGE R IOBE )OS, TERIRAEA Active,
3. AR HA BIEPUTROE D .
7f Dasbhoard (%R w1, E¥e [#iTaE | AR ST % Widget.
STEP 13| EHHUH L — b 7E HA B1%5 EAE et .

1. J%H Device () > High Availability (@ m[ 1) 4 Election Settings GEHH
ED) o

2. HeH (BZHU Preemptive (Jafl) ®EElifé— T OK (MEE) .

3. Commit ($£55) ¥,

STEP 14| & 7 i A sl B hE N\ T AT 183 LLIE 57 OpenSSL % & M54 2.
FETH 2 PAN-OS 11.0 IRy, ZR P ESEm 2 LT SRR EE K
* RSA 2048 fiijuE{ LA I, B ECDSA 256 {7yt LA |
* SHA256 Bl 5 i iR A 1 47k 22

ad 2 [ PAN-OS i 3 5 15 9 By Panorama 5 #5457, BRI o 2 28 A BRI BB N I8 8 ) BE 2
Hillo
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STEP 15 | T 57 3 ] 5 55 0 1 T 30 (AR 8 2
FEXREN B, HGRE S EEOERR R, /8w, S S AR & .
AT T CLI A4 AR T AR T
o PR FENEE) B B S ETEEIER S, S5¥A4T show session all iy 4.
o HEERE TVERSEEE, AT show high-availability interface ha2 it 4, W HEE CPU %%
) Hardware Interface (FER&/ 1) FTHECESIE INGn -

o (EXBNEHRES, A B SE e RIS NE A, PEhR S A BRIk s
il

I R A R HAZ (REFIE ), Beshas b RERE A [ T s o R R i
SR . SE R DR A HAZ QREFIR B B 1], 77 BRIV {18 9 5590 o ety HAZ
(/SERETIEINO

o (EXBNEBHRET, EEE B R S
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BB s 4E Panorama FF 4 2 PAN-OS 11.0

% Panorama™ 5 1A R 2 %4 52 45 BB K8 N 28 BB AN T4 PAN-OS.
* B Panorama JE 4% 4 4 P AR B IRy TH AR S Kl

* & Panorama A AR 45 AM IR AR5 T AR BT Nk

© FHE ZTP B Kl

H Panorama iE AR 25 48 P54 14 IR T4 57 TG

B PAN-OS 11.0 Jig A& i, SRA% A8 DL R A2 7 2R 4 A8 F Panorama & #L KB KOl o A 7 JiE
FATER SR O, DAREREAE ST P (HAD 5 3 BB Kot

1E ¥ 2 AH T RE PAN-OS FiAS T4 HA Bl KOs, (s 285 i AR08 HA B TH4 2 THAR A B AR R
IJRE PAN-OS fii A, #R1%% A4, B, # HA B0 PAN-OS 10.0 FH 4 & PAN-OS 11.0. %
RS I E HA B5 402 PAN-OS 10.1, SMEA Ao A8 A4 2 H AR PAN-OS 11.0 iR A . & HA %t
S5 A I 0 1R BT 22 AR T BB RRAR B, 22285 1 85 WO IR 7 K ik € 38 N suspended RBE, & RIS Peer
version too old.

¥ Panorama ey v 5 14 07 RAS, RUSHIEgR Panorama AR SASFRANE

E%ijﬁ'ﬁmﬂ%uha@ﬁr% AT LA B e (2 Panoram®, o g e g 4 %5
I3 K jitat o

H A PAN-OS 11.0 Panorama % £ £l PAN-OS 10.1 S i A AS (115 K K0 T+ GRS, I FRg s i e

BB AR AT 41 Th e A 188 BE S ms it i 22 = (R RRAS

TEAE Panorama FH4 5 K ik 2 |, IEwhZA:

O ¢ Panorama 1E AT 78 T+ A A A [R]85 FE BT 1) PAN-OS Wi A o1& A 2B 58 7147 Panorama %
H OGRS (HE 11.0) , B2 P KT A . Bbah, #% H REUREE RS T8
2 11.0 05, HAFRCEIEMEAE R A s, ISU NG T H sb s 83 R R 4

O FEAR B K e n] SE R BRI . TG RE A (1) 5 84 & (5 57 G M 90456

O fEFH4L%E PAN-OS 11.0 I, 41! Panorama iz 35t ni il B2 A 5 R 0, R o A 75 1 B 0 85 At
Ko AT PAN-OS 9.1 B 5 Hr A [ Panorama s i 35 5 A S48 8 i . R 455% Panorama

PR PAN-OS 9.0 B HLR A FF 4 2 PAN-OS 11.0, Palo Alto Networks itz 8 7%
Panorama & 5t 7% 5 1 Je iR ide AR $8 75 B4 B 4 Panorama i w0 B 5 B B =

I RAE E5 Panorama i 5t ax i PRI 0 il 0, BE R B 45 Panorama i ik ek i ) CPU AlTEL
JEBEE N2 2 /b 16 i CPU 1 32GB FLiEfE, PARIIFH4E PAN-OS11.0. MR FFAIER, #52
R Panorama i 5t i e 1 22 28 e s At

STEP 1| % A Panorama 44 & 1\ 1fi .
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STEP 2| FEA&$T ST M RHE S22 B BRI B JORE b, REAF B A AL RS R0 -
HESRIT K& E B E My, AR B AE T SR S AR O G AE AE AR
1 j%H Panorama> Setup (#%7€) > Operations (#:1F) A% — T Export Panorama and

devices config bundle ([ Hi Panorama fIZEE e 46D , LLEAE N RE H Panorama Fil4:
181 52 A B R A 1 R o 0

Management Operations Services Interfaces Telemetry WildFire H5M

Configuration Management

Revert Revert to last saved Panorama configuration

Import device configuration to Panorama

2. FERE R R BT ORI IOAL R o An FRASHE ARG S5 A R, A LA 47 1 T

Py
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STEP 3| 228 i WA T .

s 2R A, B A PAN-OS 11.0 ilr 5 R I NS S5 AT hUAS . 7E08 N5 52387 22 Panorama Al
ZE R KRy, BEG LG R U R 9 2 T S AR
1. j#H{ Panorama > Device Deployment (#$E#%#) > Dynamic Updates (BjREF#) A

Check Now (SrBEPAmr) DAHUAS o 88T, WA vl ISR, Action (EifE) FH&HR
Download ( F#k) &k,

{» PANORAMA DEVICE ~ PANORAMA
Panorama i
[ Collector Groups alry
w @ Certificate gement -
= - VERSION ~ FILE NAME FEATURES TYPE SIZE | SHA256 RELEASE DATE DOWNLOADED | ACTION
;| Certifica
5 certificate Profile « Applications and Threats Last checked: 2020/07/07 17:48:29 POT
S5L/TLS Service Profile | gags g159 panupv2-all-contents-8287-6151 Cantents Full 54 MB 2020/06/26 17:34:56 POT Dewnload

(i, scep

£287-6151 panupv2-all-apps-8287-6151 Apps Full 48 MB 2020/06/26 17:35:11 POT q j\
B287-56152 panupv2-all-contents-B287-6152 Contents Full 54 MB 2020/06/29 11:55:44 PDT Download
B287-6152 panupv2-all-apps-8287-6152 Apps Full 48 MB 2020/06/29 11:55:27 POT v

Server Profiles 8287-6153 panupv2-all-contents-8287-6153 Contents Ful 56 MB 2020/06/29 17:15:33 POT Do

By sMPTrap 6287-6153 panupv2-all-apps-8287-6153 Apps Full 47 MB 2020/06/29 17:15:51 POT

[ syslog

i 8287-6154 panupy2-all-contents-8287-6154 Contents Ful 546 MB 2020/06/30 16:14:19 POT Do

R

&l Email

8 T £287-6154 panupv2-all-apps-8287-6154 Apps Full 47 MB 2020/06/30 16:14:37 POT

[- RADILS B287-6155 panupv2-all-contents-8287-6155 Contents Full 56 MB 2020/06/30 19:09:11 POT Do

By sce 287-6155 panupv2-all-apps-8287-6155 Apps Full 47 MB 2020/06/30 19:09:28 POT

[ Tacacs+ B288-6157 panupv2-all-contents-B288-6157 Contents Full 56 MB 2 1 17:00:41 POT Do

[ oar B288-6157 panupv2-all-apps-8288-6157 Apps Full 47 MB 2 00:30 PDT

[ Kerberos 8288 6158 panupv2-all-contents-8288-6158 Contents Ful 56 MB 2 1 18:15:46 PDT

[ SAML Identity Provide

[ SAML Identity Provider §288-6158 panupv2-all-apps-8288-6158 Apps Full 47 MB 2 /01 18:15:33 PDT

Scheduled Config Export

£288-6159 panupv2-all-contents-8288-6159 Contents Full 546 MB 2020/07/02 11:55:30 POT Do

3 Software -
€Y Check Now % " . - Revert Content Schedules
» _a Check Now % Upload [) Install From File  Revert Content v Schedules

DOCUM

2. fZ—TF Install (Z2%&) , WIEHE 2R HH MG JOM. W REIEETH HA B KOs, R
o ZELAE {1 S B T RN 2 o

3. #%—F OK (iEE)

STEP 4| F g TF4 3] PAN-OS 11.0 815 .

b PAN-OS THAUREEI, s st L GBI BRI, i
S ey B P R TR T A, bR R

e AR BT AR SO, FERSBAGE B 1T, SER 2 AR THR BT Bl K s o T
ABRAS, REIEFENAGIELT .
STEPS| (i) iR IETEM A Cortex BORHE (CDL), #5244 BI85,

H
b7 ol & 72 T+ 4 2 PAN-OS 11.0 Fy B B U1 #5R 2 i F 2% B 1S 75 1T CDL fABURT A 5h it 25 10 B s

ﬁn%fﬂ%ﬁ% PAN-OS11.0 7 pif R 2z s 46 BB, By JORE e 4 F B 10 H S8R
e 5 18 R AT Bt
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STEPG|  (f£IL HA 5 i T4 dn B As#s T 46 A HA R — 3520 B Jobs, S515 seth. B
FEAHE HA Te 355 Al — M5 Rt 15 F s e
1. H Device (3 %E) >High Availability (&Zr] fH1E) I 4wEE Election Settings GRELRY

%) o
2. FRH, 1 GEBRD Preemptive (Jeflh) i, AMMEH—TF OK (R .
| Election Settings (6]
Device Priority | None e
[ Preemptive
[ Heartbeat Backup
HA Timer Settings | Recommended £

3. Commit (4832) #EM8 T, TEMENEITEHNT, FHHERILTRT).

STEP 7] (f# [ HA ik i THAD B4 £ 22 HA B LLAT 25 S5 R 1
CEEDZEn s )y B EEAEEN HA BE FF BT SO, ez 10 TH 8 CE S HA 355,
CER TG $HR BB HA BCE T RIBT IO, e B e b T8 e 8- 3 2 HA $45.
Lo B ONIEEI BN O™ HA BB KO A = A1

2. I Device (£H) > High Availability (& r[£) > Operational Commands (3 {E i
4) i Suspend local device for high availability (875 A4 & LIRS m Al ) o

75 setup General | HA Communications | Link and Path Monitoring | Operational Commands
=3 High Availability ————
EE] Config Audit Suspend local device for high availability

S Password Profiles

3. FEH T, WERRIKEEZ suspended.
H 5 1 7 S R S K ) HA S &y active IRTE .

@ H I 51 ) 2 B R W /E S T A RTIERR HA R SR IR 75 IE W U T

STEP8| (GEH) ¥EZETMPT KOs T4 % PAN-OS 10.1.
WS 3028 Tl i A T 4 Th BE S 4B 04T PAN-OS 10,1 55 15 AS (9 532 45 B 97 T o G SR 448 1) 52 4 T 95
KAEEHAT I PAN-OS 10.0 B 5E BLf A, 556 TH4E PAN-OS 10.1 555 =il As

STEPO|  (i%H]) #HE 2% Export (FEH) Z TN SCP k.

£ PAN-OS 11.0 1, fE5KF TH-40 70 28 2 52 5 BRKI B bk, - SCP fal s o] FHAR N iR, #EF —
AT B N R B T RE AR 2
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STEP 10| Bhae e T FAERUA T 5 RS I 2 hA

EMAEEE R, AT DU AR T # T 4% 2 PAN-OS 11.0 Fir 58 1t o ] s it A ph 25 w4
{2 WS Tk T Sk as A N g A . ISR AT L — R — R

1

$%—"F Panorama > Device Deployment (& #%E) > Software (k#%) > Action (&)
f£) >Validate (Bi#%) .

A 1A e BT ) P ] R R T SRR
HEHUE AL I K A%, SR%TE— T Deploy GHZE)D
JRE T & AR % — F Download (R#E) .

STEP 11| ZE R J s - 2245 PAN-OS 11.0.0.

SR L

CfEpR SD-WANY R EE SD-WAN JHE&E [ ¥EREIRRE, 76T B KOs 2 7, 18
WA ZE R K FH 5 PAN-OS 110, 7 b5 K i 2 BT P4 53 52 B K I T f
@ g AR gl R Y B fas i okl (Panorama > SD-WAN > Monitoring (Esfs) ) , H SD -

WAN 3% g S 2R i B /s 4 down CREIEAD

0 35 JE AR BT A BT Ol RS P BN VERR AL R 42— F Install (2235) . BRBIRER, anHE
FEETH4 PA-220 i K i, #54%— T PanOS_220-11.0.0 HEATH Install (2225 .

TE R R BEAS SR ETREHE R, BT AR BT A B K

M HA 5O THaD BB HEIRE ], SE7ERRE HA B b Has i — (B4 . B
FaEEEINCE, SRR TmE W FE) A, SEIER - R A

CREPE HA B s THED Tl g AT EL Group HA Peers (BE&H HA Fd¥D) .

i HY Reboot device after install (245 1% EHEIEE)

HE T, SE1E— T OK (R

LA TE AR, A8 1 H b — R D7 2 R -

o MRPEREERNE), Hi%—TYes (&) .

o R RIREERRE), 5182 Device (£ H) >Setup (FXE) > Operations (#
fE) Al Reboot Device (FEHTMENHEE)

FERIT KOs 45 o B B Eh 4%, 5512 H Panorama > Managed Devices (2 FRf4EE) W5

SIS T AL JORS ERBE A 11.0.0. 18 B ERFEAT A S 7E T+ AR AR A1) 85 A1 B (1B % 1) HA

HRAE
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STEP 12| (f£[ HA B )R T s HA ThAgiE R 2 5 HA $H45,
BNEAE ) BT O HA BRI KO B AT
2. I Device (3£ > High Availability (l%ﬁfﬂi‘fi) > Operational Commands (#1E
4) , k% Makelocal device functional for high availability (GEAHE 2 B E/E LIRS 5
AR .

TR T A, WERIRRER Passive. 74 T8N L EEOE H BT K, TERIKESs Active.
FFF HA BEEPATROE R
f£ Dashboard (M0 1, Bife [mA L] Widget i [#ATRGE | IR

STEP 13| ([ HA D)l TH48) B3 R EE HA B45 LT 2855 74 08 0] 32 25 HA $14%,
L BOGEENIRERG O HA B2 KOS A E A T

2. % Device CE) >High Availability (7= Fi14) > Operational Commands (3{F iy
4) F Suspend local device for high availability ({5 Ak & DI & L)

3. AN, WMERRIRRE A suspended.
P I 5 ) 72 B A i i ML Tl Bh HA S5 2y active IR RE.

@ HY L 51 ) 2 B R W & AR (T AR AT R HA 5 SRS IR 15 IE 04T

STEP 14| ({8} HA B JOfE T FHRAEME HA BC PO CE HA BCH .

1. £ Panorama 4 E /1], i#HX Panorama > Device Deployment (& &) >
Software (HK#%)

FEREIEIE T HA B BT SO Y SR A BN ERAZ s % — T Install (2238

EH 2 TR S RREAE T, SEEUT A SRR ET I Ot . T8Ik, (EIRBUE R T8
HA 7 Kk i 1 57 5 o

T AR EL Group HA Peers (BE4H HA i) .

%01 Reboot device after install (Z2#:1% HFENIEE) .
HERGTR, FE— T OK (D

LR LI TE AR, A T H1 H R 77 3k R R -

o WRSEREENE, Ei%—TYes (&) .

o MR ARPREENE), IR Device CGEE) > Setup (FXE) > Operations (3
YE) H1 Reboot Device (EHTIAENHEE) .

w

N oo o &
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T+4% PAN-OS

STEPIS| (f£[ HA B )R T s HA ThAgE JH 2= K8 HA $H45,
BNEE R K HA B4 R K e 4 B AT o
2. J%HY Device (#:H) >High Availability (& a]fi14) > Operational Commands (1
4, #R1% Makelocal devicefunctional for high availability (GEAKEE: B #E/FE LS &
AN

A N, WEIRAE 2y Passive. 12 F B/ L83 E B Ko, FERRIRRER Active.
FFF HA BEEPATROE R

f£ Dashboard (f#&AM0) 11, EifE [ma k] Widget it [#UATROE | IRAE.

STEP 16| (f#[f FIPS-CC #£:) 7£ FIPS-CC # =~ FI- 4% Panorama 5% % i [ 4 &
WRAE 52 BRI BT KOG BAT PAN-OS 11.0 fRA IR # 2L H SEISCSE 288 1S 22 Panorama & 21, I
1E FIPS-CC N T4 52 5 1) 5 K ol e 22 B ik 42 A i A IR BB o
2 E BB KOS AT PAN-OS 10.0 5 FLRCARIRE, 846 75 B0 S8 808 1 4 Panorama & B 1) 5%
EHLR K
STEP 17 | BEsR AE A8 52 & BLIT s SR AT AR Scms B g 78 S5 4 AR .
1. 7 Panorama b, i#H{ Panorama> Managed Devices (Z&FENHEE) .
2. TERKENRBIBTJORE,  0AG B N 2R AN AR
FH HA B O, Rt m] DU 38 5 v B 1) HA AR BB 75 a0 T

IP Address Status
I

DEVICE M...| SOFTWARE APPS AND
DEVICE NAME MODEL | IPV4 TEMPLATE STATE HA STATUS CERTIFICATE D... | VERSION THREAT ANTIVIRUS

"] DG-VM (5/5 Devices Connected): Shared > DG-VM

[7] PA-VM-6 PA-VM Stack-VM Connected pre-defined 8.1.0 8320-6307 3881-4345
[} PA-VM-73 PA-VM Stack-Test73 Connected pre-defined E:ﬂ 9.1.3 8320-6307 3873-4337
[} PA-VM-95 PA-VM Stack-VM Connected pre-defined E":v] 10.0.0 8320-6307 3881-4345
] PA-VM-96 PA-VM Stack-VM Connected ’ Passive pre-defined E;vl 10.0.0 8299-6216 3881-4345

PA-VM Stack-Test92 Connected . Active pre-defined E":V] 10.0.0 8299-6216 3881-4345

STEPI8| (£ HA [ Job T i A AE T+ 802 B e e — M8 HA B O B s Jeql, St 4w
Election Settings GEHEXE) (Device (EE) > High Availability (el ), #HHH5E
By Kt BT RO Preemptive (Jefl) ik, #R1% Commit (3£52) o
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STEP 19| £F Panorama 44 21 /111 b, B #4i# Panorama 528 FH 5% & HE1% 2 18 10 52 8 FE 15 Ol
T AT A5 TR DL S P A2 WG HE I Panorama b (14 28 B T AH R0 80 A M 4 58 v 4 0 43 S A TR IV By

K
BT D BR UAAE B B PAN-OS 10.1 55 FLp AR T+ 4 31 PAN-OS 11.0 1%, R Ih bk R% e 5
T HEE Z ] Panorama & BRI £ E vsys B ks . TN TR EFATE RN, 55250 1 Panorama & R £ &
vsys B KO 36 FH 5% e WAt I TR AT 258
1 #H Commit (32%F) > PushtoDevices (HEiEFHEE)
2. Push (#Ei%) .
STEP 20 | 5 3 & A= ol 55 9 R\ T A 1855 DL ST OpenSSL 241254 2.
TEFH4 2| PAN-OS 10.2 B = AR IRE,  ZER AT A e i 2 DL R SR ER: W RIS £ 7 PAN-OS
10.2 FHAR NG H. OV A% B s AR Bl E e N IGE, ENgIE I b BE .
* RSA 2048 fii i A I, 8% ECDSA 256 17 jual P I
* SHA256 B 5 5 Rl A 1) 4 L
552 [ PAN-OS 45 1L 5 fi5 79 8, Panorama 5 2 5 15 d, B BE 250 A8 A B BT IE NSRBI £
&l
STEP 21| k5B K Ak g T 45 R FE R 8%
1 % A Panorama /i .

2. {i4E Panorama > Managed Devices (25 Hif{I#E E) > Summary (F§E) 6% —F
Device History (& JFERERLEE)

B Panorama A 1 4 4 A PR A I By - 4 B 2k
B TR O 2 SRR N A RS B, 35 I R

2t PAN-OS 11.0 Panorama 52 i 2] PAN-OS 10.1 B85 5 A (B7 K A i TH 45 e, 3B R ddeh i
T P A T4 Th e A 1 B A S a2 —(ERRAS .
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STEP LI FEF#Z A FNIT KOt 2 00, SETECRIGTE Panorama & #1 fa] fi #5 F1 H REICER 2% 1317 PAN-OS
11.0.

Palo Alto Networks® = sk Panorama fi H LIk 42 22 35047 41 7] 1) Panorama gij i
O s, i H Panorama, [ S SR AT S B IR 195 Nt B R AT IR 1 TN 25
AThRCAS
OO S S BT R 2 AR A ORI S, 2 Penorama, FIHiciss B
OB AN WildFire A R 25

o

Panorama 417 8 B i A< 0 28 BT OB AR [R] CECSEHT) ,  {H DA ZF LA R [R]85 25 1 0 28 9547 i

PN

o BREEIATRROA—Un R Panorama & B fal i 25 5 H 5EICEE 28 9T I ERBERR AT, BELAERE S B A B
KAEAS R AH R BT R A, RUAE SRR AR B KRS 2 BT, Db 2E 50 [R]85 5E B 1Y Panorama
WA 22 5 7F Panorama, 22254 HEE I EESS (R 2 2225 Panorama (1) P 75 BELEREE 0 51

o NEEATHA—TE N SATHRA T, 18 IERZHE 2 A B KOS BB T S8 09 N S84 T RO,
BRAT AR A 22 /0 L Panorama A H 56 AR 28 D IETE ST I ARAC IZ 28T, R, S5CE =2
EHRIBG K%, HeE s Panorama A AR A AP A RE T A H S EESY, SRR 7E Panorama
B kAR LR N SEATIRAR (G525 445 Panorama (14 75 BLEREE T 0T

o 2T s R ) 28 P A«

+ Panorama & H fa] k48— E A Panorama # E /1, A% 2 General Information (— &
O B E (Dashboard (HEFEHD )

HEScsas— SN BHE H a5 10 CLIL,  AE#4T show system info i 4.
STEP 2| FEf4T SIS R Z B JOM L, A7 H TAR AR R0 Mt

B PR3 i Bl SR E 1y s AE S U AR T AR ST 47 10 A A AE AR

1. Export Panorama and devices config bundle (P& Hi Panorama A1 & 7% & 4l
4) (Panorama> Setup (i%5E) > Operations (G{E) ) , EA WM Panorama fl4E

118 52 7 B2 BB 1 5 BT s R 107
2. S RE H R R RAE B KNI E . RASTE AR S AR R, S T A B 1 R
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STEP 3| e TE 2R MNE LR . sh2 R U A, BRI 2H % PAN-OS® it 422 46 (¥ S IR N 2
FATRCA -
Palo Alto Networks 5 iz i Panorama, - Skl 82 25 Fl1 e 47 52 BRI Bl K R AT A
[F FR) PR 8 AT A
SPEH RN A TR, PUE R T R, MRS ETEN 5 B P R Py 2 ST
(—) Al g Panorama gT i) N A SRATRRUAS, B2 A BRI KON F SSCR SRAE B
AGANE HEHT BT RRAS o
STEP 4| g1 EAH B 541 2 Panorama 11.0 R Ok, T i s T4 16

N\ Panorama, %Y Panorama > Managed Devices (32 HSEE ) , Wik AR T4 B K
& E TR R A

g PAN-OS JHARHR LR e e 710 i 1 oo e A A A 58
il THRIERCS TR g 2 PR T AT 299
STEPS|  GE) =2 HIBG JOs T4 % PAN-OS 10.1.
20 B A T T 6 S PR AT PAN-OS 10.1 855 /= i A R 32 85 BT KOk o SR8 1) 32 55 L)
JAEHAT (2 PAN-OS 10.0 80 FLRA, 5556TH4E % PAN-OS 10.1 BB SARA
STEP 6| $ATRRA I BRFEM Ax o
e R, ] DU THA A 12.0 BT it 0 PR F e AN Dy 28 A

1. J%HY Panorama > Device Deployment ($£E#%) > Software (#kf#) > Action (E)ff)
> Validate (Biag) .

2. KA TR A o R R P A AR
STEP 7|5 py 2 Rk 8 5680 R 803 ] i 8 SCP sk HTTPS 343 & Ik % %5 Panorama 5 & 1) SCP fiil
A 1

WRTHRE,  J ] LUk REAR AR 1Y) £ 25 i {18 4K B BN 25 BE 8 B8 &2 Panorama i fff, WA T #liAH
[FIXATRY (1 55 = {8 567, Panorama &7 B2 A2 B B AR IO BE R . W RIS 7 22 LA B A
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iE DA b B B ol P 2R ST, 55 set max-num-images count <number> CLI iy 4> A& 8 i
Panorama ] fif 7 AR B H _FRR
1 fii i AT A7 B A B4 6 F) A5\ Palo Alto Networks %5 /7 52 4R 48
2. FENZE R
1. 7F Resources (& ¥§) #8414 —F Dynamic Updates (EHE&HH) .

2. Download (N#() BTN FATICA (B% D B 22 457E Panorama & FILil ik 2%
R AT A R BOE 20D, ARE R R R SR E TR
N, EEID .

3. R
1. ik [a] Palo Alto Networks %5 P SZ #4935 1 - BT, R1%1E Resources CEVR) #B5rHHf4&
—F Software Updates (ERESTEH)

2. KT SR LATR S 18 T B SRR . SE T B ORE R AR S AR
B, #5E5E PA-220 Fil PA-5260 B Ol -4 2 PAN-OS 11.0.0, &% Tk
PanOS 220-11.0.0. PanOS_3000-11.0.0 fil PanOS 5200-11.0.0 W% .

9 feareigg Filter By (FRist ki) Nz 2\ B gy PAN-OSfor the
PA (i 77 PA [t PAN-OS) -<series/model>, it 345 52 ) PAN-OS
AR

A4 - TNHEERINES, WS EHAE K.
STEP S i r [ i A AN 558 (K1 N 28 RRUAR
£ PAN-OS 11.0 I, %] DA 2 WG sl D Re 2 ik 2 fl v AR
1 EECETIRIIPT KO (Required Deployments (i %) > Deploy GiiE) ) .
2. ZEEUN#EAJE A% — T Download (F#ED .

STEPO| ZE52 L RIB JO b 22 e AR TR

e RS BN E LT, R

dede [EAFEA] 8L [ERREAMEE | B8, BIKFTRE. —R—M. DUERIEF 2= AR
fETSEH (B WildFire® st URL fifiif) .
1. J%H Panorama > Device Deployment (&%) > Dynamic Updates (EhRETEHT)

2. #%—"F Upload () , I B Type (JEAL) , Browse GEIEF) 235 1) N 25 58 ik
%, & —T OK () .

3. f—F Install From File (ftfZ2e4s) , U Type CRIALD , IISHUER] 31 N
ZH B FileName (R4 .

4. RIS L A HIBT SO
- ¥ OK (HfEsE) LAHUEh24¢.
6. ST A TE B EATIE LD R
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STEP 10| (L5 1T Globa Protect™ A T4 1117 )05 % Global Protect A4 e 2/ e 7 A 28k il 5 5
I ER B KR S R

AT AE R KO R SR, U TaE Ay P i /50 .

1

6.
7.

15 FH AT A7 BN AR PR AR i ) A6 8 N Palo Alto Networks 2 )7 32 D24

N i#lIE 5 1Y Global Protect 42 AR 20/ F R 2UBAHE B3

7£ Panorama -, #£H{ Panorama > Device Deployment (%% ) > GlobalProtect
Client (GlobalProtect A7 ui) o

#%—"F Upload ( B , 7EEC TR SR8 - Browse GEIE) 2T

Global Protect fXEEF2 A/ JE FHFE XERBE B, S/1%3%—F OK (BEE)

f—F Activate From File (4% ZERUE)) , BEEUERI %) Global Protect 10 2/ H
e H 1Y FileName (FE R4 .

(-] s — R BB RO — R A ) AR AR 2 P P Qi . U SRR T A, (H
FLe QAR TR 2 b —ERRCA, R ZH P O B B B A, S AR
v A o 7 S

33 I T B ) B K A

—F OK (&) AR,

STEP 11| 222 PAN-OS 11.0.

(—) A LB G 7 e el P (HA) 57 s L SERT IR (R IR R, A S 7 — flE) HA i
P

P B BB K, T B E T R R
A B EEIDT KM, R T R E R, B R BmEE GRREE)ED
WEshmEy, IR LB R B BT REIRE GEFRIRIED .

(L[ SD-WAN) 2Ry SD-WAN Jigh (g HERERRE,  7ETHAR 5 OB SO i, 18
2K R 7 K Tl 25 PAN-OS 1.0, 75 rhofi B X 2 i -4 4 S Ok ] g
A SRR N B fa g kL (Panorama > SD-WAN > Monitoring (§i#) ) , H SD-

WAN 3 &f g 5 SR B 4 down (BEPHD
AT I R S BT SO R RE 2P R, DL 22 S8l 181 PAN-OS 8 B3 -

* Non-HA firewalls (3F HA Bii k%) ——3&— TATEIMNE Install (%245 , EREKIE
TETHR T 95 K %, i3 HX Reboot device after install (724644 B9 BAMERME) , K%
#%—TF OK (W& .

o EHR/FEX HA B7KfE:

L R EAGNE — B b, MR RE CfFH (Device (#HE) >High
Availability (&R FITE) > Election Settings GEEGRE) ) » WIRCHUH, 4w
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#iH Election Settings GEEGEE) , EH (&K Preemptive Jifl) sk, K%
Commit ($258) &30 . B A 77 ZEAERHE HA BC b i — {857 KOl A5 FH itk Ez
E, (HEEE ST I 1% A4

N Install (Z245) , 5= (J&FR) Group HA Peers (BEAH HA #25) , i#EUT
— HA %45, i#H! Reboot device after install (3B EHMEIEE) , RiBH—F
OK (M€ o MEME T, B O 78 e B B .

Fe—F Install (‘2245 , 154 (7&K Group HA Peers (Bf4H HA $2%) , SEHUE
E F—3 R EH HA B4, 5 H Reboot device after install (222&4% 57 B ) 2
H) , AR —TF OK (#E) .

EFMED HA B K —AEAR GG, RS0 KA & fwl, HeBhBi Ko 44 & fw2:

1

T ER AT TR 28 — (8 58 B Seqla € 2 /FH (Device (4E) >High
Availability (&A1) > Election Settings GEEGRE) )« WERCHUH, g
iif Election Settings GZHEE) , #H (&R Preemptive (Jafl) ke, K%
Commit ($258) HEi8 s, 4  F5 EAERFE HA Fl B i — {3 By s 45 A g
JE, HEEE S AT ) 2 A% P A

TEIHE E R Action (ERE) #ie— N Install (%45 , 5 (&K Group
HA Peers (4 HA ¥1%5) , J®EL fw2, 12 Reboot device after install (Z¢#:4% &
WIREhSEED , BRI —F OK i) o #EEZHT, Sk fw2 58 BT B

B fw2 5E BT BIi%S, 1E fwl LiER (Dashboard (f###R) > High
Availability Gl HPE) D fw2 398 R 4E (Local (AHE) B K IRRE %y
active, Peer (%) —fw2—7% passive) -

fFHX fwl A1 Suspend local device (E{F A4 E) (Device ($£E) >High
Availability (F R 1) > Operational Commands (BEfE#r4) )

17H fw2 (Dashboard (##) > High Availability Cerl L) , FERRASHER) &
Ik 8 24 active, ¥%5 %% suspended.

128 Panorama, 18X Panorama > Device Deployment (& #5%) > Software (i
i), {E#E AR Action (BIfE) HiH#%—T Ingtall (%% , FH GF

F%) Group HA Peers (Hf#H HA $45) , #HX fwl, 2L Reboot device after
install (Z4EREFENRE) , MR —T OK (FEE) . AT, % fwl 58
FSCEE T B A

TEH fwl (Device (E) > High Availability (&= 1) > Operational
Commands (#E@4) ) , #%—F Makelocal device functional (A & i#
YE) » SRARTE T A S AR S5 0 7088

7£ fwl b (Dashboard (f##) > High Availability (Gl i) , R Local (A
B By KOs RRE % passive, $2E (fw2) 7% active.
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STEP 12| ({#[E FIPS-CC ) 7 FIPS-CC 15 F}- 4% Panorama 157 & F (1) 256 B
N SRAE 52 PR 7 JORG AT PAN-OS 11.0 i A1 B H 5EU S 28 9 2 Panorama &/ ¥, HI
7E FIPS-CC 5 3T FH 45 528 B 177 Kt e B B 5% 22 4 LA IR e
B2 TR K S AT PAN-OS 10.0 B 5 LA AS Y, 14 M 75 30 A dGET IS & Panorama i PR ) 52
EHLB Ol
STEP 13 | Bgis 552 8 PRI Ok b 22 285 (R s A 9 25 RROAS
1. 3 HY Panorama > Managed Devices (2 FRf{4EE )

2. RBIBGKHE, kR Software Version (HERESRRA) . Appsand Threat (I
RELF ) . Antivirus (FiE) « URL Filtering (URL fifii#) /% GlobalProtect
Clien (GlobaProtect FH 5 i) H (1 -

STEP 14 |ty A48 TH 4 2 i e Herb—18 HA Bl s EAs 564G, 554miEE Election Settings (i%2HL
%E) (Device (HH) >High Availability CGErTRITE) O, $FEEZET J s 5 ROH
Preemptive (J&fh) %7€ .
STEP 15| £8 Panorama 49 B /11 |, %45 Panorama 52 &% FH ik 8 06 28148 1R 52 4 BT Kl
EFHAT D B DL S M A W% Panorama I [ 25 B EE AR RN 80 A M 4 258 1 5 O 28 S A5 R IR B
KN
BT D BR DA T T8 2 PAN-OS 11.0 18, B Ih bt % e 55 56 #1622 i Panorama % 2 1)
% vsys B KOs . WTFEFFAE AN, 552 B i Panorama & HL ) £ 5 vsys B KRG G SE TR E
I THRRAT R 558,
1. J®H Commit ($#£%7) > PushtoDevices (JEIXZEHE) .
2. Push (#fi%) .

STEP 16 | & 7 i A sl B hE N\ BT AT 183 LLIE 57 OpenSSL %2 4 M54 2.
FETHA % PAN-OS 11.0 Iy, ER A B 2 DL T IR K
* RSA 2048 fii e LA I, B ECDSA 256 {7tk A |
* SHA256 Bl 5 i ARAS 1) 4k 22
a2 B PAN-OS 5 1 5 4R F B Panorama 57 1 SR 19, BRARAG BA 0T AR SR T ME NIBRE I 2

2

Zilo
STEP 17 | k5B s () sk s T 45 FE A RT 5%
1. % A Panorama /| fi

2. JifE Panorama > Managed Devices (2 EH 4 E) > Summary (FHE) i%—T
Device History (& & JFEFERLEE) ©
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T4l ZTP By ki

FRIHY ZTP [ i %2 Panorama™ & HLfA ke 1%, "€ ZTP B JOi% 1) B A% PAN-OS fRAS . B X
I 4% % Panorama{%, Panorama & i5itx ZTP [ kO b 2228 1 PAN-OS A 2 75 Eb ek e H A2
PAN-OS kg A BB 8l AH 7] o a2 ZTP Bl K% b 22 25 1) PAN-OS fiAS b H £ PAN-OS il A 85, HI
ZTP B K AT TG R, B 32285 H AL PAN-OS FRA

STEPL| kA% B4 E %\ Panorama 44 E /1 [fi
STEP 2| i ZTP 95k % % Panorama.

STEP 3| j%Ht Panorama > Device Deployment (48 ##) > Updates () Al Check Now (7R
) LIETS IR PAN-OS JfRA .

STEP 4| j#Hy Panorama> Managed Devices (2 B3 E ) > Summary %) I%EH— 5k 2 {F
ZTP i K

STEP 5| Reassociate (E¥RHEG FTiHL ZTP B kit
STEP 6| #%Ht (BtH) AutoPushon 1st Connect (55 1 JIHARR: ([ BHEE) .
STEP7| £ ToSW Version (ZHREEAA) M, B3EE ZTP B s i H A PAN-OS fitA .

STEP8| %—F OK (Ee) ffraliess .

Device Association (O]
B Download Sample CSV
Browse...
litem )=
COLLECTOR AUTO PUSH ON
D SERIAL DEVICE GROUP TEMPLATE STACK | GROUP LOG COLLECTOR 1ST CONNECT TO SW VERSION
(] [ ]
9.1.13-h1 -
10.0.4
8.0.8
8.0.12
9.1.8
9.1.3-h1
8.1.14
8.1.13
8.0.0
10.0.6
~ - 10.2.0
(+)Add (=) Delete
9.0.10
G 8.1.19
mnn -

STEP 9| #—F Commit (32%) F1 Commit to Panorama (3242 % Panorama) .
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B Kl o

3. TR Software Version CEREEfRA b 8/~ IERER) HAZ PAN-OS il A
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AP SV ER T S TN

| F s AN SIBT I RE SR DLRRAR 2R AR (R D RERRCAS o (1 B8 R e i A, T J = 8 S S T
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5 P T R e S [ A0 2 A () B e RBCAS H ) 85 A R R A
STEP LI f3f7 H Al A SEA% R 0 o

E SR Bl It B E B LROE I 0, (R A R A R AT S i Sy, R E R
FFAESER -

Export named configuration snapshot ([t B 4% E R E)  (Device (&) >

Setup (X&) >Operation (FEfE) ) .

HEHUAL & AT AHRE A XML R (B4 running-configxml) , #R{&H%—F OK (T

E) M HALRERE R .

AR H R SR AF 2 7 KRR AR A B o S A7 o A IRy o 2 R R, (5 W P b £ 7 2 i

2Ly

AX fE o

STEP 2| 22 S iy (AR RUA IR o

0 LA 7K R R A 6 (P AR, T L g Pl Alfo Networks 22
DN R ik . s, T UFEge Upload CERD ;.
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Check Now (ZEJkg#) (Device (#%) > Software (EKEE) ) &4l FHIBUL .
BRI RAS . R AR US55 Download (N#ED .

T#ERZ R, FF Install (2235) MU,

LRI TE AR, AR A A D R R -

o NMRIOREEFNE, % —TYes &) .

o MBRGARFREEGT), 5% [Device Operations (B HAE) | (Device
B) >Setup (FE) >Operations (#fE) ) , IFIEH Reboot Device (HHBUE)H:
) .

5915 Kt o M 22 8 R D BE A

SR 2 AR RURE A 3 SR A R T8 2R AN R D BERRCAS 2 BT RITAT INREOE o« TR BT AT (T 82 B A
BR. Bk, GEFL 018 B TR EOE, AMELE AR AR08 X Th RERRAS fRp 18 IS L858 5 . SRRl K i
BRA B RN RERRAS 2 /T, R eha Bl A RS B

A W DdPE

gt PAN-OS11.0 [4% % 5 B ft) PAN-OSJig A, 150448 T i 1 24 PAN-0S10.1.3 g
Sty PAN-OS1L1.0 gk, SR1% A4 e b 2 B AR PAN-OS oA, SR A B 5 B 4
% PAN-0S10.1.2 g 5 51y PAN-OS11.0 Jig 4, Hij4% PAN-OS11.0 4l e 2 Hy .

5 FH T B 1y DAFREAR 52 B8 RO RERRCAS o
STEP LI f3fr H Al AL SEA% R o

ESR B IOt B H B LROE Bt (BRI R AT AT S Sy, R E
T TSN

1. Export named configuration snapshot (B i B4 3% e Pid)  (Device (#E) >
Setup (X&) > Operation (FE) ) .
2. IEEUE S PUTHAHRER XML % (510 running-configxml) , #R1EF— T OK (fif
€D BE AL RERE & .
3. R R R RN ORI E . A AR TE R AR R T AR R, 8 T P L 1R R

I

AX AE o

PAN-OS J}4 167 11.0 131 ©2024 Palo Alto Networks, Inc.



T+4 PAN-OS

STEP 2| 228 S DI RERUA BRZ o
THEREB A, R & S B B A RS

1. Check Now (3ZE##) (Device (3E) > Software (HRB%) ) 275G 1 HIKMAZ .
2. 223 PAN-OS 10.1.
& PAN-OS 11.0 (%45 2 8 iR Bh e 75 B IR S % 4 2= PAN-OS 10.1.3 55 =) PAN-OS 11.0

WA, R4S PAN-OS 10.1.3 B 5 = [ PAN-OS 11.0 fR A%, 18] DAAS 4 %4 2 B
PAN-OS Jit 4 »

1 3% Download (F#) PAN-OS11.0 tf%.
2. Install (%%%) PAN-OS11.0 {4,
B A E I HAZ PAN-OS % s ok R aimtg, &5 Download CR&ED

4. TFHETEHZ %, & Install (223 Mg,
Select a Config Filefor Downgrading CGEHUH A R4 AR RERE S2) BT SO AE 18 BT L
B E RN R, 2SR, SR EE B0 H AT S R A I AT T AR B
FAEHIERE . Bltn, R EHATHIZE PAN-OS11.0, 744 %E PAN-OS10.2.2 H}, :&isEL
autosave-10.2.2,

6. el The itk AR A H A VR R )
o RN E RS, §Ei% - TYes (&) .

o MR ARG ARIREEGT), 5 Z [Device Operations (B #/E) | (Device (3
B) >Setup (X&) >Operations (#1E) ) , iIfiH Reboot Device (FEHTRIE)Z
B .

b5 4% Windows £ B2 =,

i bk 224 PAN-OS 11.0 %12 Windows (] User-ID RIEFENAR, 5HEHAT THILEE, MR 2488
FRARHR AR TCRAR

STEP 1| BAR Windows BAIATNRER, SR1%1EEL Administrative Tools (R&EH T H) .

STEP 2| j%H{ Computer Management (&S #) > Servicesand Applications (IR#SAEARERD >
Services (IR#) , #R1% %M F User-1D Agent (User-1D AAFERERD .

STEP3| #H LogOn (B N) , HI%H Thisaccount (RS , #R1%% %A User-1D RELFEAIR F 152
I # 4H.

STEP 4| #g X\ Password (ZH%5) Ei Confirm Password (WEERZEE)

STEPS| 5T OK (i) MIFIEHEE.
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HIEHT PAN-OS TR AT ST #E AR

TS PAN-OS THIGEAT SE HEHEAR,

ok

SR DR [543 HE LB Y

A5 FH T AR A B R A ) R DA R e g R S R RE

T I

FE CLI H, i e i ] P 452 HE 490 -
1. #f A\ deletelicense key <software license
key>,

2. @\ deletelicense key
Software Warranty<expiredate>.key.

BT PAN-OS BRBE R A AN AT H

N

T HRER BI5GB AT 22 R A — 8 h BE AR

RIBRESRRAS . B, an SRS 2248 1 8.1 WAk,

RIAAT 9.0 AP IS . HEEE 9.1 /)
A, LATHE 9.0

iy A 1) B R B AR T

HH A A A AR B o ) BT o 5 2 B Rl
SCEEAE N AL EI AR AL AR Y BB RE S BN 8

2
Ak o

R BT R B -

7E PAN-OS9.1.3 K s A, s IEAEfd

Ffl Palo Alto Networks Z i AR 7%, R Db 2 %2 28

FEEE., AR E N

L BNE P RN DA,

2. J#®H Generate OTP (jE‘E
OTP) (Assets (&) > Device
Certificates (EEHEE) ) .

3. ff Device Type CEBEMEA) i, HHE
Generate OTP for Next-Gen Firewalls (4
BB SO E L OTP)

4. JREUEE PAN OS #5 B 755

S. Generate OTP (4 OTP) Wi #l— Ik 1k
S,

6. DI B EAE 1 B 2 BB KOt .

7. j%HY Device Certificate (& 18
#%) (Device (3H) >Setup (GXiE)
>Management (&) > Device (%

B) >Certificate (B&%) , RIZIEH Get
Certificate (EEUERE) .
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FF 4% PAN-OS

=k fE

8. L OTP, %1% —F OK (MEE) .

H 7 AR e vk
WS E H AR

LGSV ESIRPS PN

ZEHOFTCREMRIR B, G54 T Check
Now (LB o Ia 5 B 8 ] e 2 578

VMware NSX #MEFE Ui AR BB KRR IRCA AN

7

T4 3 8.0 Ry, & HE)Z3E VMware NSX #)
FEx. WA HIMIFER, &R %
HAMHFE

T4 3 PAN-OS 9.1 1% 1 555 kil iR ] b T 3

HER.

T4 % JE FH AR ORI B N2 R A 8221 Bl =
A . EE22 B <xref to 11.0 Associated Software
and Content Versions>, BF i [ A S A Bk g oy
B FFANE AR

B A F ARG, RS Bt 5

7f Device (Z£E) > Software (HkEY) o, 3%
—F Check Now (7RI .

T R I S 7 B B £ A ) T AR A T B
Kt b I AE B

WARIEAEIEM, EHE I, 1 request

system softwar e check .

b5 KA B B DHCP fa] i 25 F8 UK ') DHCP fif
HEk.

wE LA TR RAL, FeRFIE 1SP DHCP A fik
e 1] TN AR B PR U0 B

35 it A s N A A

fE CLI H, fEHUAfE 1R R T2 (MRT). £
MRT # & 1, i#H Continue (445) > Disk
Image (REREMUE) . #E Reinstall (E ¥
223#E) <current version>5Y Revert to (iZ i
%) <previousversion>, 1 J5Ek E e 4 AR
SEA%, 1EHL Reboot (EHTILED) .

FE HA BOE R, THICESE B Ot iR H BRI N
RERSER, B Ol B IENE5IREE.

s M BIT N -85 380 2 1] 3= B AT RROAS & 55
AR AETHRRE T R A AT, &
WA ZESHE RS 8 15 et P 18 T B RRCAS

i KPS EX R ER Kb P e e
FRIRRAS o

PAN-OS F+#l 451 11.0 134

©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/certifications/enable-fips-and-common-criteria-support/access-the-maintenance-recovery-tool-mrt.html

“ paloalte’
TECHDOCS

H-45: VM-Series [ -k &

\Y

\%
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\Y

\

\

T+ VM-Series PAN-OS #k % (7))

T+ VM-Series PAN-OS #1 %  (HA it )

18 Fl Panorama J14% VM-Series PAN-OS i
FH4 PAN-OS #BEfRA (NSX B VM-Series)
TF4J VM-Series #i5%

T HA B i) VM-Series B 5%
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FF4l VM-Series By K i

F-452 VM-Series PAN-OS # 2 (J&37)
AR Thae, WMRRFEEM S ME, REMEH T IR A RATE HA 58 H IR K.

(—) &y VR ER, SR T RO SR B AT o BRERE 9 K AR 2 T BE (R R YR
THARAE AR B T SR RE B A Ot A
STEP L] HEsR A R4l BE At VM-Series B KL -

HEAERHE VM-Series MR PHIRTR, 5H 25 VM-Series RH1T R i oA B ERS M BERY
G, FHAEAUEAT TR Y /E9E Hypervisor P8 IREH M BRI 7 #RAN A

W VM-Series By KOS5 A B9 FT 75 &R, HIJ & THER A 50 VM-50 FH RS 1 25 & .
STEP 2| f#8EEth, M2 Device CHE) > Licenses (FZHE) , Wil & A IEREN VM-Series
Bl7 KRG P2 RE, 1T L M R -
1E VM-Series B KM hi L, B % Device () > Support (324%) , W e & 2@ 2
PRAZHE
STEP 3| f#77 H AT4HRERE E A0

SEIR B Ot & E B SLBOE M, (H B LT AT LA A0 6k A7 AE S BT

1. J#H Device (%) >Setup (3%E) > Operations (#1E) , #R1%3%—F Export named
configuration snapshot (P& H EL 423 E R .

2. IEREUEEPUTHALRER XML % (10 running-config.xml) , SR % —F OK (fiff
2D ME ALY R
3. KRR RS BT B KRR AN AL E o W AR T AR S AR R, {5 T P A 1 R R

STEP A nBfs CUH User-ID, fEETHAR, B )OS Gl bR | P AL hE B FH 3 42 A5 2 e (1 3 JE DL %
HEAH S, RS9 BB IN User-1D ARUEH B 1% o A 030 4 1) BR 5 SEBT IR0 N 38 B P 75 1)
IRefH], 5 B BT O ERAT T 41 CLI i
o BHES 1P ALhk B P 2 44 H S
« show user user-id-agent state all

« show user server-monitor state all

o SHEEEANEIE: show user group-mapping statistics
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STEP S| g B K MERAT BT 1 A A AR

1. j%H Device (¥ ) >Dynamic Updates (EJREFEH) , A FWIE Applications (JiE
M0 =k Applicationsand Threats (EHAFEXILHE ) NEMA 2 [Currently
Installed CH AT 1o

2. SR KEARBAT PAN-OS BT 5 10 B IR0 22 N A FUA B SE TR A, 5% Check Now (3]
fA) DA AT S i B .

3. 4RI Download (&R P i A AT HRUA .

TERE RN N N A i B8, ZNE TN [Action (EIE) | M 1SS & e
Download ( N&#) S5 % Ingtall (%45 .

4. Install (2% Hi.

STEP 6| 74 VM-Series ShHHFit.
L LA, ARERGTAA, LI VM-Series SRS R 75 6 R BRI H0 A

Bhn, RECH Y VM-Series SMIE R AME G5 AWS IhRE. =R H B Thae, G0 EE
Ht AWS | VM-Series 5 O & 51 _EFAMEFE .

il AN ERRERE M BBRETH .

2. BN VM-Series B JOf, AR AR FRAR LAGAR SMEFE 20 A

3. J#HI Device (£%®) >Plugins (AMHFEZY) , PUGHIAMEFE R A . 14 H Check
Now CSZRIREEE) , LAKGREE 5835,

4. GERBUMATEARRA, 1E Action (BIfE) M —F Install (Z24) Rz,
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STEP 7| J}4% PAN-OS.

SR A B 6 (P R AR AR, J T bl PAIO Alto Networks /752
PNV gy, R g st T8 Upload CEED g0,

1 J%HY Device (#E) > Software (#kE%) , #Rf&4#%— F Check Now (ZEIfg#) LAEER
BB PAN-OS 537
I Download (F&#) HHE PAN-OS iz A .
R EMRE (FEITHRRRAE BEBEI2) , & Install (2238 ZA.
LEI)TE AR, A8 1 H b — R 7 2 B R -
s MPRFOREETME), % TYes (&) .
o MR RIREERE), 518 Device ($H) >Setup (FXE) > Operations (4
1E) , #R#%4%— T Reboot Device (EEHTENHEE) .
J}EE:H%, B e b User-1D i, sR4z i 42 User-ID sy DL s 37\
S. A CURUT User-1D, s556MH R 51 CLI iy A W R B ik OB BrE N |P Akt Bl Fl %
LRRE EAR AL E, HAasriRE.
« show user ip-user-mapping all
« show user group list
6. SRR IXTHEE XFR AR, SEEICEE, DTS BIER XFR A .

STEP 8| HERWI K EAE IR & .

I8EH Monitor (%) > Session Browser ( TAEFSECBIEEZS) , SRIBHERIGE BT TR
&o
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F4: VM -Series PAN-OS @82  (HA FcEH)

T ARER, TR AT (HA) BOE T — S50 Kt o e Py 38 s 2 B/ B AN 8/ 8k
JE o

A L A iy AT IR (HA) B0E T8 Ot iRy B A BRI ], BROCHE T — (8 HA 5% B 8/
BT s ST AR B S IR = ) (A 7 5 R, R sk st A ] e T &l = Bk B
) o BN EBNMEIRT SO, ELZASETH R B Ey, BT E B R CREERSED , HR 8
B R RZIm B AR AR IRRE CASEIIMR) o AP ILAETH HA B S2 A s R, &
WESEHEE O RS, FEEUEAT I S R BB o — B R e AS R T

(—) & VBB, SR TR SR B AT o B ORI O AR 2 T BE 1 Y
THARAE AR ) T SR RGBT Ot SR

STEP L] HEsRAr R4 mtE g EE At VM-Series B KL -

A EBEBHE VM-Series BRI EIRT K, 55200 VM-Series R4 K. 5 Jalic RSN AT
EUR, PR THRART s 7ERHE Hypervisor b Fi JRER &M #E B IR I FR 7 #BAS ] .

WIR VM-Series 5 K i A RS FT 7 &R,  HI&r FHER 2551 VM-50 AH BB A 2
STEP 2| 488 /ifih, B % Device CEE) > Licenses (FZHE) , Tl B HEA IEREMT VM-Series
By KOs 4, T EL PR CLRCED .
7£ VM-Series b5 SO i, B % Device (3£E) > Support (4%) , e & E ¢
PRI
STEP 3| 77 H AL BERE RO

SRR M E B S RE M 1y, (U R AE T AR T S B S 03 Aol A7 7S R

S S R AR BT KRR SRAT T B ER
1 %H Device (¥ ) >Setup (i%E) >Operations (¥efE) , #R4#% 1% — F Export named
configuration snapshot (P& H HL 45 e tRIE)
2. IEEE S PUTHAHRER XML % (10 running-configxml) , SR — T OK (fi
) AR
3. KERE RS R B O AN AT B . W RS AR S AR R, (5 T e 4 R
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STEPA| RIS A User-1D, FEETHARA%, By KM i B 1P Ar b B 25 42 A 2 T 36 I DL
FEAHSTE, (L AES BRI User-1D sRUSH 1B . 5 B & A AR B 5 BTSN S I P 75 1)
], 5B KORBAT T 31 CLI i 2o

o SHE 1P A7k B A A R S

- show user user-id-agent state all

« Show user server-monitor state all

o SHEIHEALISIE: show user group-mapping statistics

STEP S| Tz HA RS 1 1R JCHE AT BT 10 PO 2R

FE 2R ACE A, BRI L ZH A PAN-OS 11.0 U 2 85 B AR N R IRAS o o T B 1) ) FH 7
B ST 1) B A A

1

4.

1#IY Device (#5'% ) > Dynamic Updates (EhREHE Hr) , I &F Applications (JEEHFE
) B Applicationsand Threats (JERFEAELZ R ) , LURESZ R 5582 [Currently
Installed C H AT ZH50D) 1o

TSR 575 K A S T 88 2 2 (1 B B R A T 75 ) S 1 6 B2 I R AROAS B B TR AS , 5% Chieck
Now (a7BPkgEr) DARREH AT FH 5E Bk B .

A Download (R i BN 2 S54T FUAS

TSR FE N A B 18, sZINESATHRART [Action (EhfE) | M- st g it
Download (F#k) %5 %4 Install (Z2#E) .

Install (Z2%5) FHr. BNZHTE WSS R A3 E .

STEP6| FH4i VM-Series FMHFER .

1

T, ARTERTRA AN, DU VM-Series SMIMER AL TS ik S IRBEI0RF AN
Bkt

B, BT VM-Series SHFLARUR (/64T AWS ShRg. % BRITHINE, (AT
57 AWS 111 VM-Series Kl 51 LAHEFLC.

A AR AR E BRI

N VM-Series 5 Jfist, Mg AR LUAs R AN 2UA

1 Device (&) >Plugins (JMHFERD , DAs#isMEFE XA . f# ] Check
Now CSZEPA&EY) , DIMgA T,

BIMIEURCAR, 7E Action (EfE) Ml i%— T Ingtall (%38 ez desM .

£ HA BI55 ) VM-Series B KOl L 22 AMIE NS, 5556k MR U R i i 4,
PR AR E BN SE . AN U R A S 2 18 e R A IR . AR
TR R A e WD S AR AR IR TR
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STEP 7| 5 A RC S b 85— (B S i Se il o 8 75 2570 HA B i — (8 5 JOis 3 ikakse, 2
W50 LA FR ] R I 4% T A AT T4
1. %Y Device (Z£E) > High Availability (Fa] 1) I 4wiH Election Settings (EHE
SED
FHOH, 1A GEBD Preemptive (Jeff) &, %% —F OK (R .

3. Commit (3247) %,

STEP 8| 7255 —f¥#45 b 224 PAN-OS hiA .
A LR ] REAR A T B/ B ROE R R ], GRS T ARAEN SR . BN BN EBEE, SESeTH)
RERSE S A2, WEREAE I R/ EBaoE, R R IS AEAH R RO AREE SYITR] D9 7 &5 i 181 65

farey
~3 o

@ AR IR HA R IEH BRI, (50T LA e B Bt e h 7t
MEBNRE, MRS AR A E A F.

17— (R I, % Device (368 ) > Software (ER8#) , 4R1%4%— T Check
Now (SZBIfser) DLBE fidd &5 i 5E 5T o
2. K+ Download (F&) HAZ PAN-OS HiAs.

i SEE XA A L 06 (P AR AN, 15T LA gt Palo Alto Networks

SCPRN VR R mcpamets,  sR4% Mgt Fay Upload (MO zpm; .
EETRIUES (CFBITHEAIEE FEBIEE) , 3 Ingtall (2235) Mg,
RN TE AR, RSP 7 v B R

o WIRBREEBBED, % — FYes (&) .
o MR RIREERE), 518 Device (£ H) >Setup (FXE) > Operations (3
YE) #1 Reboot Device (EHTAENEE) .

S KETEMERBMIL, 1L Dashboard (R AR [High Availability CErlFATE) ]
Widget, 3t 2 R THAR A 2 B AT R HA BOE B Bl el B B A
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STEP 9| {558 3% I 22 %8 PAN-OS AR .
Lo R EE o) Be R, [ HA 25 85F0 1 2 (M T S 25
1 7E FEEA |, 3% Device CGEE) > High Availability (7] Fi1%) > Operational
Commands (#1Efr4) , #R1%$%— 1 Suspend local device (E{E AEIEE)
2. f Dashboard (1&%1‘&) J:i‘ME[ngh Availability (Eal 1) ] Widget, ERERRIARE

3. E%—fliﬁéi, EEEE%&#£)@EAI%D%HEEEE1$ B & (Monitor (E$) >
Session Browser ( TA/EPSEBIE %) ) o

2. RS RS L, JREL Device (#6H) > Software (HRA%) , #R#% % — K Check
Now (S7BIAGER) AR A 5508 0 58T

i 1F Download (F&#) HHE PAN-OS A
TEHBURE, SEMLL Install (238 .
LHI) T AR, A8 1 H b — R 7 2 B R -
o WERIEREEBRE), Fi%—TYes (&) .

o R RPEREEBRE), F5IEE Device (EE) >Setup (F%E) >Operations (#
f£) Ml Reboot Device (EFIENHEE) .

6. C{EPR R Es o) AR BHAE K CLI ST LA R4, LARER K G A -
reguest high-availability state functional

STEP 10 | T 37 phi i 36555 TR B Ui
FEEBERCES, RAA LIRS EERRE, £ X8/ EIR0E, wiE A E AR E.
AT T CLI & DARERR T e 2 -
o CHEPRESDAAT) 35 EAERR LB AR IEE IR, S5¥A4T show session all 4.

o HEERES TVERSELEE, AT show high-availability interface ha2 iy 4, W e CPU £i&
- Hardware Interface (TEEE/MTH)D SRS NG T -

o (ETBNERES, A EEE SRS EmEA, PEiN S A BRIk s
fil.

AR RO HAZ (RIFTES), B4 L i TS /1 T 51 038 & [R5
SRR o S IR 2 HAZ R im Bl i B ), s B (1 9 55 0 o i HAZ
(ZSERCEUESKEM

o EEBYEERET, EEE DIMERE BRI E L E = .

STEP 11| i s e FHAHT O I Se A, 557 iy S8 LA
1. J%H Device (#5E) >High Availability (] ft) 4wiE Election Settings GEELEE
ED o
2. IRH Preemptive (%615) , SR%F—F OK (M)
3. Commit ($23%) $#5,
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4 | Panorama 14 VM-Series PAN-OS k&

A I UL R e T8R4 A Panorama 87 LK B K o IO e JEE P AE B SZ KT SOl DL BT & AR =y T
R CHAD BEE T 1B IR

%zatiorarj:la,l ﬁ%ﬁ%@ﬁ@ﬂ?ﬁ%ﬁ'ﬂ&%ﬁ’ %Jgﬁﬂ: Panorama 7 15 45 42 45 5% 4 g ey
ﬁﬁﬁkﬁ%ﬁ%mﬁﬁ,uﬁiﬁFﬁﬁﬁﬁpmmmm,%ﬁ%%@ﬁ%@%k
Tl o

TEAE Panorama FH4 5 K G 2 1, IEhZH:

O f# 52 Panorama IF 31T 16 BT+ 45 i A HH [H) 85 5 3T 70 PAN-OS flRA . 84 285 147 Panorama %

H SRS MR 9.0, FHR S BB SO TR R IR . 1A, 5 H RSB TH S
9.1, HIRGRLERIEMEAS A ITAE, LIRPTA H eS8

O 5F Panorama 7&K = 9.1 I, 55 ZHFR AR MIAEE I (RZ/N/DRE) o IR & BOR LR
TSR, JE3R0R Panorama TR & LL I 25 A RRCA SEAEIR .

O HE OR B KRR AT SER R YR . THIGERE P ) R R AR & R SO AT AT
STEP L J1-# Panoramatk, &flf e i il lf ik 2 S T BRI N

STEP 2| HEsRA 4 ERS G R VM-Series B A -

A EHBERHE VM-Series MGE B IR K, FHS 0 VM-Series 2517 K. S BCE RSO RERE
YR, FASUEAT THERE P 7E508 Hypervisor b4 YREH M S & IR R 7 #RAN ] o

U5 VM-Series B K R A ST AR G 5, I 6 FEEE 2 B VM50 I (1 A i
STEP3| W4YE/ T, EH S Device CGEE) > Licenses (B2 , WHkE A IEFEN VM-Series
B JOREZHE, 1T ELEZRE TR
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Panorama and PAN NSX Plugin Upgrade Paths for NSX-V, NSX-T N-S, NSX-T E-W
« IMPORTANT! PAN-OS 8.1.x and 9.0.x are EOL (they are illustrated for reference only)
s For Panorama HA and NSX Plugin deployments: upgrade HA Passive first, then HA Active

NSX Plugin 2.0.6

Pano 9.0.8+ min required

Panorama 10.0.x with PAN-OS 10.0.x last

PAN-05 10.2.x requires

o

/

/

/

reguired for 3.2.x upgrade for NSX Plugin 3.2.0, 3.2.1 FW 9.1.x or less NSX-V base images NSX Plugin 5.0.0 downioad
Panorama | &.1. (# Panorama |9.0.8+ Panorama | 9.0.8+ M= Panorama | $.1.x Panorama | 9.1.x (= 10.0.5 10.0.5 10.1.x [ Panorama | 10.2.x
NSX Plugin | 2.0.6 NSX Plugin | 2.0.6 W NSX Plugin| 3.2.1 | gNSXPlugin| 3.2.1 [WINSX Plugin| 3.2.3 | | NSX Plugin | 323 | NSX Plugin | 4.0.0 NSX Plugin | 4.0.0 = NSX Plugin [ 5.0.0
Panorama 10.2.x reboot will
NSX-V Panorama | 9.0.x Pancrama | 2.1 Panorama | 10.0.x perform NSX Plugin 5.0.0 install
NSX Plugin | 3.1.0 NSX Plugin | 3.1.0 NSX Plugin | 3.1.0
Pano 9.0.8+ min required PAN-0S 10.2.x requires
for NSX Plugin 2.2.0 NSX Plugin 5.0.0 download
Panorama | 9.0.5+ (B Panorama | 5.0.8 Panorama | 9.0.8+ (B Panorama | 9.1.x 9.1 [l 10.0.5 10.0.5 10.1.¢ (9 10.2.x
NSX Plugin | 3.0.1 NSX Flugin | 3.0.1 |Ry NSX Plugin | 3.2.x | i NSX Plugin | 3.2.1 [#NSX Plugin | 3.2.3 | 4 NSX Flugin | 3.2.3 || NSX Plugin | 4.0.0 NSX Plugin | 4.0.0 B NSX Plugin [ 5.0.0
Panorama 10.2.x reboot will
Panorama | 5.0.5+ [ Panorama | 5.0.8 perform NSX Plugin 5.0.0 install
NSX Plugin | 3.1.0 \ NSX Plugin | 3.1.0
NSX-T N-S 3 9.1.0 Panorama | 10.0.x
NSX Plugin | 3.1.0 NSX Plugin | 3.1.0
PAN-05 10.2.x requires
NSX Plugin 5.0.0 download
Panorama | 9.1.x [ Panorama | 10.0.x  Panorsms | 10.05 Panorama | 10.0.5 [ Panorama | 10.1.x = Panorama | 10.2.x
NSX Plugin | 3.1.0 NSX Plugin | 3.1.0 NSX Plugin [ 3.2.3 [ NSX Plugin | 4.0.0 NSX Plugin | 4.0.0 (=W NSX Plugin | 5.0.0
Panorama 10.2.x reboot will
perform NSX Plugin 5.0.0 install
NSX-T E-W Panorama | 9.1.x Panorama | 8.1.x
\ NSX Plugin | 3.2.1 B NSX Plugin [ 3.2.3

/
\

fEAES
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STEP 2| Fe B ARAMEE A UR A4S VM-Series By ik -

T sR A /& 2 IR RS VR VM -Series 7 KR FH o # EEEF B:(H VM-Series B 5% K151 & U 7
3K, FE2R VM-Series #%0 oK . AR T 0T, MEFSMEREZIH. {E46# Hypervisor
HAME RS & R R 7 HS AN

FARIR%

ERF T4 NSX ELH VM-Series
BHA VM-Series B K% NSX hiiAS, &

#1 H] Panorama T+ 5 Il 1 ISR AR AS o
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STEP 3| Ry (8 S5t & FH A0 1) 52 BRIy K ot A7 HL AL BB R 17

SEIRBT Ot & H B AHRR IO B 0, (EREEVRE AT S S 0, MR &
FAESNER -

1. i%H! Device (£ E) > Setup (FZ7E) > Operations (#1F) , #R1#% 1% —F Export
Panorama and devices config bundle (B Hi Panorama I &3 e B EM) o HIRIEAH®R
T8l A= AR H Panorama FIEAE 526 B3R5 1R 55T AH BB A 0 TRAR

2. M H BORE R BTSN RN E . I RS TR S A R R, 8 AT A IR R

Py

STEPA| WBIRRAE I, R PAN-OS Jit A i 7 ) Content Release fitAs .
T B TR 57 Kl 06 2E 04T PAN-OS RiUAS T 75 1 Content Release il 4s .
1# 1L Panorama > Device Deployment ($£&#i%) > Dynamic Updates (EjREEH) .

WERTAROHIER . %~ [DCRea ] (CREEN A MR Dis s o .
AR R A A R s 2 A R T . R W AR, &8s Download (TR k)

#ho

3. J%—F Download ( &) DL NEIEEGA. M3 F&Eif%, Action (EfE) - )4k
@1 Download ( F#i) %5 % Install (&%) .

4. —F Install (&%) , WIS EZETEHIEE. THEHE%Z, Currently
Installed (HRTC %% & B RZ IS .

STEP S|k S 38 25 IS 1A 3 Ok

1
2

USRI B JORE R RR e 78 HA o, ST g B Group HA Peers (4l HA BBl 1%
WO, /% — T — 1 HA b8
1. i%HL Panorama> Device Deployment ($:HE ¥ ) > Software (HKEL) .

2. WERGHEBCHINER . #%—F Check Now CZREIRGTE)  (RUAMEMA NHA) L
BOBTHEHT . Action (ERE) AR BRI AS R o2 1547 ST AT

3. ¥[8 FileName (f%%4%%) 1% Download ( Fi#k) . ERs% TR HECAE AR A5G 480K
EREIT O RYSE . T FEif%, Action (EI1E) M AEAS &1 Download (F#) %%
B 4 Install (2285

A4 J—F Install (2245 , MR A BB RRA 1R A -
1Y Reboot device after install (2448 BHHIMERLH) , RBIE—TF OK (EE) .
6. R EHIEMEEREE HA H, 55TERR Group HA Peers (BFAH HA sl BEUTIE, 4R
B — IRFHE—1E HA i
STEP 6| TR e R0 52 5 B M b 3T I KBS B Content Release IR
1. i%HL Panorama> Managed Devices (2P E)
2. fEERME FIRBUREME, LA BE NS AR AR AR .
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TEARCERE BT A4 NSX B VM-Series

1 R AIFRE A 1Y VMware NSX B35 T T4 VM-Series [ K fs 1) PAN-OS A . A2 7 i) 2148
ZEiEAE VM R AN [F 1) ESXi A%k BAT PAN-OS JH4l, A e .

STEP 1| ¥ VMware NSX B VM-Series T4 /%1%,

STEP 2| Zy (8 St ST A 52 55 B Kl ot A LA B A S 0

EIRRIT Kt E B SRR R O, (E ARV RAETH AT S A, AR E
LA

EHY Device (£ E ) >Setup (F%E) > Operations (#1F) , #R1%¥#%—F Export
Panorama and devices config bundle ([ i Panorama flIZ B GESEM) o HIRIER R
F- By 2 A FNRE H Panorama FHAREAE 52 55 BE ER A 1Y) 550 A0 RE A 4 h A

A H I R A7 B 7 KRR MR B AL B o W S T A IRy s A R R, (5 W {8 b A 7 2 it

Py

STEP 3| MBiAKN, MR PAN-OS AT 7 1) Content Release i A4 .
TS TE TR B K it 2B 54T PAN-OS A T 75 i) Content Release il Ak

1
2.

#HY Panorama > Device Deployment (#£E %) > Dynamic Updates (EhEF#7)
AR EHIER . %~ [Cifed] (ARG T DA 5o 5.
BIAERR T E s RN S A BT H . RA MM, 87 Download (Rik) i#
&

#%—"F Download (&) DA FHEEERIIRA. ) NEdg, Action (EIfE) Ml i LS
/¢ Download (F#) SH 4 Install (‘248

Z—"F Install (248 , WBNEZEHTHNEE. TREHER, Currently

Installed (HAI 248 e B ZIUER.
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STEP 4| "Rl PAN-OS M4 & e 5E Hh If it fi VM -Series [ Kl .
1. % A Panorama.
2. I Panorama > Device Deployment (' #%) > Software (A% .

3. ¥%—F Refresh (FEHEI) THAREH KBS A, [FR#E Release Notes (A&
A DA AR AOASSE B (AR B, O A 2 2 B ) RS R A
4. J%—F Download ( N&) FARUEKES, SR1B4%—F Install (%4) .

Q 22 T R LR A% A F ) VM-Series [ ki .

S BENETMHSZE AT,
6. %K% Reboot device after install (222544 B RGBS E ) T M.

[] Group HA Peers [] Filter Selected (0)

o D

|:| Upload only to device ([do not install) |:| Reboot device after install

7. $%—TF OK (FfE5E) -

STEPS| fEE&ERS —H ESXi 18 FTH4 VM-Series [95 ki .
1. % A vCenter.
2. j#H{ Hostsand Clusters (FH& M4 .

3. EEHEFRE— PR AEIIEE Maintenance Mode (4EzERER) > Enter Maintenance
Mode (i NAEZERL)

4. XA (AEIEFED B VM-Series B KR 2 SMIFTE VM.
B P VM-Series B7 Kt i . 38 MERZ S 7E T B N MERE A UR B BT .

6.  GEAD #FE4 CPU SRLISHEEIRAS VM-Series [ KSR 1% FHAL G TH LR T
Tt 324 R A RS B R it VM -Series B KOS . 45 28 F R VM-Series Y 5% (1151 4 U
TR, sE2H VM-Series 5.

7. HEEMEEI— TR AR Maintenance Mode (AEzERE) > Exit Maintenance
Mode CiEHi#EFERIZL o 1B HAEER R 5 3 NSX ESX Agent Manager (EAM) Fi i VM-
Series [7 K4t . EHAT BT PAN-OS RRAS (11155 K % 55 2 38T il

8. JFTH VM B (HEIECTED HEL L.

STEP G| gH#HgME ESXi L0 EIAEE VM-Series B JOf, BEEILTET .
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STEP 7| HesR e Rl 52 5 B M5 AT I BB B Content Release fIRAS
1. i%HL Panorama> Managed Devices (2 FHHREE)
2. TERKE LIPS, 04GR B N 2R AR AR
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F-4: VM -Series i 5
V M-Series [7 KOl (4% HERR T € ] UUID 1 CPU ID, Z4E VM-Series [ Kk % 2 2k M — 1) )5 58
DRI, s R R RE, &4 HEST I 25 VM -Series [ KOl 4 2 B0 HL RS 2L
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g, 2ange HA s 7145 2 5 ggggﬂﬂ%ﬁ HA FC# ) VM-Series 55

© ERABAILEFE S, R UL BYOL BEIF S HER BT KO, IR S 50 05 1) R

s W2 i, ' VM gl ersg s VUID fn CPUID,
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FERIR R RTT AT, EnARERA 2SR IR A It VM-Series By KR SR BTN A & . (L6
Hypervisor _E 48R #H S M & 5 B R 7 #BAN A .

FEBARETH VM-Series BUGE I AERE TR, 522 VM-Series 1155,
BESR 75 B T AN 75 B T BUE) VM -Series [ KOs, (E1E 75 2L PR R S A 1 RE SR TR AL E
STEP 2| 7% 7 7 N 48 IR HE AP 4358 .
L B NEF IO,
TR S A FH AR 2 2 145 ) 20 B T 4] 4 432 R P TR — (DR =

RAMThEER F, JRE Assets (E &) > APl Key Management (APl S F)
R AP 458

STEP 3| FERF K% I, (FH CLI 228 F—B iR AP 458 .

request license api-key set key <key>
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STEP AL Chp L nl fr U405 7F Device (J$HE) > Setup (%) > Service IR b, fudkbi
K% Verify Update Server identity (Biias 58 5 al iR 25570 .
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BETEE T S N ARG RO IS A2 0, 553 FH eI T .
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A E e [ Bz ] HARTE, FG, EASE R, EaiEE e wiEp KOs
HREATAR A A [ PAN-OS,

STEP L ZEH BB K i LT S
ZHEAEF T4 VM-Series 55

TELHE BB 52, B B SE L R P 1%, BT VM-Series BUSEIE BURTEME R Lot BLILTE
BT MR EANILAS, TR RS BUE B FIE (IR R

R E O TAERSBLFD, FEMERR HA B2 IR TR ERE, BH8E TN P, 68
Bt TAERSERIAIE, #5347 show high-availability interfaceha2 #ir4>, HE CPU F4% L
Hardware Interface (EERE A1) FHEES G Inan T -

o (EXBENEHRET, AT BN S e RS EmE A, WEhE S BRI E .

RIS CHUT HA2 CREFIEED, Bh &5 b A BE G T S0 o (R AR B os 8 B e e
iEE N A HA2 TREFIEENZEE R, 7R RIRE 5 <5 40 & il HA2 OREFIFEDE .

o fEEB)EENAES, BEE 3N E B E B E .
STEP 2| 7E L EhB KOs LT 7 B AR
W IBFE 7 T4 VM-Series 5%,

FE L ZRE P SR RED 2 4%, B VM -Series RUSE & SR AE R Lo HBhBIT SN & 52 i 5,
LTS SRR A BT KO & BB A4 IR RE M 82 i HA BC S BBl <5
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FF4l VM -Series BJj K I

1 VM -Series 7 KOl B4 2% 8 it
T 9T R T 5 5 AR S R BT R . 08 B B T 8 A
Wk, L, RO R, DL A ORI
fEH AR AT PR R B I

STEPL| 47 FHTALERI I

SEIRB Ot & H B SLBOE I, B EEE R AETH AT S S i, R E Rk
T ARAESNE.

1. Export named configuration snapshot (B H H 435 e PiE)  (Device (#HE) >
Setup (iKE) >Operation (F1E) ) .

2. EREALE T ALRE XML R% 2 (10 running-configxml) , R1E+— T OK (Hif
B TE AR RERE %
3. SRR WK RGBT KO AN AL B T B A AR 2 TR, {8 1
BEE -
STEP 2| 2z S wii () ThBERR A WU

THERZB AN, R & 37 B A RS

Check Now (OZEI#ES) (Device (3 ) > Software (HKE%) ) 275G A H KA.

P BB R B AEE . W R N EUME, &5 Download (F#EL)

TEGERZ R, 55 Install (228 Mg

Select a Config Filefor Downgrading CEHUH A FEA AR RBRE 22D , B SO AE IS E 8T
E)HE BTN R . ZEIHT, SR A H Ao B R AR A AT T4y B
BHEEAERERE . B, WEREEHATHIE PAN-OS9.1, 7ER#4E % PAN-OS9.0.3 [H, F5i%HL
autosave-9.0.3.

S, FZHEERRIhE AR, A8 R A1 — i i R -

o WRIREEBE, 55— FYes G&) .

o R ARSI EEINE), 5% ZE [Device Operations CKEE#:{F) | (Device (3
BH) >Setup (i%E) >Operations ($fE) ) , IiEEEL Reboot Device (H HiRENHE
B .

A W DdE
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> Panorama #MHE U THR/FEACE B IR
> Fh#id3 DLP SMHER

> J}4% Panorama Interconnect #MHFE
> JFH4 SD-WAN 4MEFES




F4); Panorama ZMEFE R

Panorama #MEMRE =0 &l /B 4 %5 5 =5 TH

LR RASTIH T B T s PR sl s 2 (A Dhfe . £E 4 PAN-OS 11.0 MUAS TH 4% 2 sk pa i 2 7, &4
(R AR A 4l R 4l T, W B PAN-OS 11.0 A [ A & 2, 2522 PAN-OS 11.0 i
NI

% 1: Panorama #MIFE T8/ P4 % = 55 IH

It 4% B HIE P42 B IH

Panorama #/MHFE X

© AWS SRR

* Azure SMHFE

*  Kubernetes #ME R
 TRBGRT KOS HE SN

2

* PAN-OS SD-WAN %4}

e

o |PS KRR 5 3% Ah

e

© ZTPAMHER

* {3 DLP #MIE
*  Openconfig M2
* GCP ML

+ Cisco ACI /MRS
* Nutanix ZMNHFEZ

* VCenter #M#FE

ETH4E PAN-OS 11.0 2 /i, 4
WhZE # Panorama b 2235 1 FT
AMEFER T PAN-OS 11.0 %%
%) Panorama AR SR

T BT D BR LR D M T 4 2
PAN-OS 11.0. &£
Fii, BEMREEATERN

({2 DLP) ¥ Panorama 4k
% PAN-OS 10.2 1%, #NZALEA
1T PAN-OS 11.0 i 56 B Ji A 1 it
G O b g E R
B NZRRAS 8520, 75 B 4T
A BR VORI A T8 2 PAN-OS
10.2 A>3 DLP R Dt 2% e
B0 O 18 B 25 BRI K

({23 DLP) W AHEILH A
% DLP 5% %€ ) Panorama iX & ff§
15 k47 4 A S AR SR IR =
JIT 7% B 36 FH I FH A QB i 188
",

(SD-WAN) PAN-OS 11.0 ~57
% SD-WAN 2.2 FlI 5 HLR A )

Panorama /M FE .

7542 % SD-WAN 2.2 B BLIR
R[] Panorama #MEFE FURs
Panorama & L fd] Ak 7% T+ 4 2
PAN-OS 11.0 €% SD-WAN #k
HME X PE I E Panorama 49 H A
T TP EE B SD-WAN 52 58 Bz i)
Bro fEISMIFETSILT, SARMETR

N PAN-OS 11.0 &4, &

S8R % Panorama I 222 (I FT
ANEE N PAN-OS 10.2 Al
B LR AR SZ 4% ) Panorama A3
FERAS . &h 2B Panorama 4f
PR AU A M, B R AR AN
o
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F+ 4% Panorama /MR

T4 % HIH R A% B IH
2L SD-WAN ZMEFE R R
A fFE R 22 SD-WAN AL
iV

PAN-OS SD-WAN FIH Panorama JH4% & PAN-OS | fiE.,
11.0 ¥ % Panorama #MEHFE R
SD-WAN 2.0.0 it AT+ % SD-
WAN 3.0 RAA%, 16 ZHE 281
A SD-WAN #2& 5 K% Panorama
| H SD-WAN HREL,

T BR SD-WAN BRE S AS €] B
FEATIRA ) SD-WAN 5% 5E ,

{HE MR SD-WAN 3.0 iR 4 1)
Panorama #MEFE = A AT 51\ 2
Fe2UH 1P A7k 380 AN R 38 iy
1B

¥HA SD-WAN 2, i

AE T4 & PAN-OS 11.0 2 1%,

fE Panorama |- %% 7 SD-WAN

3.0 iR A [¥] Panorama #ME 2,

HI| fif: 7575 % Panorama ¥ SD-

WAN HEY

1. % X\ PanoramaCLl.

2. 3% Panorama I ff] SD-WAN
PREY

admin> debug plugins
sd_wan drop-config-cache
all
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FHal 3£ DLP M FE

FH45 Panorama™ & H fi] R % b 22 3 1 4> 36 1 RHE B EE (DLP) AN FE sCARCAS .
aH 2 Palo Alto Networks Panorama #/MEE AR 258 250 [ 10 4 B B AR A 3 DLP #MEFE SR A BT 7
H1#5e{% PAN-OS A

STEP1| % A\ Panorama 48 E 4\ i .

STEP 2| {£ Panorama 74} & % DLP ZMHFE A .
B BRI T R (HA) 7%52 1) Panorama, £ Panorama HA %145 | B B R
1. #%H Panorama > Plugins (#MEFER) 1 Check Now (SZEIRRTES) , BRfEECH A dip b
FEARA
Download (Rl i Install (“Z24%) HFTAI A 3E DLP AR

3. FiAMBRERIRA BRI 2841%, 4 PanoramaDashboard (EHRR) W [—fKE
Al Widget HERR Plugin DLP A S R T I8 FHA 2 1435 DLP AMEE .

STEP 3| ({EIETI4L 4 4.0.00 #4325 DLP Zokl %5 g Max File Size (R KREZ KR/ B/
F| 20MB LA Ko

FEAR A3 DLP 3.0.3 5 E & A Y Panorama #MEFE 20 H4) 2 4 35 DLP 4.0.0 Ry DA ZE$UAT I 2D
BR, R AULAMIE SRARAS A 3088 KWk 2 M o
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T4 Panorama #M e =X

FF-4l% Panorama Interconnect 7N FE

5 T R FE4E Panorama 2 1] 23 A1 Panorama i 25 _F 714 Panorama™ Interconnect #M# e, TF
4. Panorama Interconnect #MEFE R, 40 2B S THAR Panorama #2125, FFF Panorama &7 25 714K
28 B 2 [ R A R R A . 87 Panorama BB 1 T SR 22 28 1 A AR 2R A A B BiLAE
Panorama il 8% b 22 2 (l A AR [F],  DLRE(R Panorama 1% il 28 Alli% & Panorama 125 _E i #M3FE R
WARFE[F2D

WRIEREE R LZEEIMIMFER, FE2 B¢ Panorama Interconnect #MEFE .
STEP 1| % A Panorama i #&f#) Panorama 48 & 4 fi -

STEP 2| 7 Panorama #4 1 #% I 714 Panorama Interconnect M2\
1. j%H Panorama> Plugins (JM#FEZL) , SR S Interconnect.
2. Download (R#{) A Install (%%E) Frff) Interconnect SMEFE A . $ERENE8ER, 18
IS T
3. 2 Dashboard (fEEMR) HE/RH %401 Interconnect #MHFE R AR o

General Information = x

Device Name  Yoav-Panorama
MGT IP Address
MGT Netmask

MGT Default Gateway
MGT IPv6 Address  unknown
MGT IPv6 Link Local Address  feB0::250:56ff:feda:e6ee/64
MGT IPv6 Default Gateway
MGT MAC Address
Model  Panorama
Serial #
System Mode  management-only
#CPUs [ RAM (GB) 8/16
CPU ID
uuID
VM Mode  VMWare ESXi
8.1.2c15
7999-0000
Fri Sep 7 14:20:28 2018
Uptime 107 days, 0:03:15

Software Versi

pplication Vers

Plugin interconnect  inkerconnect-1.0.1
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STEP 3| #£ Panorama i 25 I 4% Panorama Interconnect 42

1. i%HY Panorama > Interconnect > Panorama Nodes (Panorama §i%5) , EH—1# 5% 2
Panorama fi &, #R%% Upgrade Plugin (JF4AMEFERD

2. TR CARIX Panorama (1%, A%tk T OK (HEE) . BIAMERRTIAL.

Do you want to upgrade following selected Panorama(s) plugin?

panorama-nodel

=3
3. A E EAMIFER T4 TAE Completed (C58H) - #%— FPanorama > Interconnect >
Tasks (LAE) , Mt TIEEE.

Admin ID Job ID : Type Start Time End Time Status
\;I admin l_ﬂ 05624D4E-A29E-432D-AF07-328806F50E6B : PLUGIN-UPGRADE 6/19/2018, 10:57:09 AM 6/19/2018, 10:57:20 AM Completed
4. FHE I 5E A%, 1L Panorama > I nter connect > Panorama Nodes (Panorama i
B, WERR Plugin (AMEFED)  FiAE A A% 52 1) Panorama BT & .
| Name 1P Address . Plugin Software Apps and Threats
panorama-nodel ; interconnect-1.0.1- 8.1.2-c15

8021-4730
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H4% SD-WAN ZMHFE R,

ZEFF SD-WAN [#) Panorama™ & ¥ {] Ik 28 A1 55 O b T4 2226 () SD-WAN A FE R A

i 2 Palo Alto Networks Panorama #MEE AU 7 R [ A B H A% SD-WAN S FE AR A BT
(1 B PAN-OS filtAs .

STEP1| % A\ Panorama 48 E 4\ i .

STEP 2| #£ Panorama - J14% SD-WAN #MEFE R RA .
BHASR A BT F I (HA) 585E 1) Panorama, £ PanoramaHA %45 b &G B EE .

1. j£H Panorama > Plugins (#MEFE) F1 Check Now (SZBIfger) , BEMFEEHCHTH sd_wan
HMEFE A RAS .

2. Download (F&) I Install (Z%%) SD-WAN SMNEFE R K BH A .

STEP 3| ¥ sURA i Th %2 #64% , 4l Panorama Dashboard (R W7 [— &) Widget
HfifEER SD-WAN plugin 87~ T #8425 () SD-WAN MR U A
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EAT TR AR
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> f#H CL




FHRATF45 ) CLI fir %>

¥R CLI iy 24T T8 TAE

31 CLI i & A BAT THR A

IR AE .

e H U B Kt AR

o MRE I ORISR N A B TR

show system info

A7 FH PR B 8 B T I8 T4 I At ) P PR A

o HE¥E¢ Pao Alto Networks fa] Il 2340 2§
BECH AT N RS

request content upgrade check

o ELERAERT TR A B RS SR 1R N AR
ZN

request content upgradeinfo

o RN RRCAR BN IR Kt

request content upgrade download <co
ntent version>

o REENTRRA.

request content upgradeinstall <conten
t version>
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FHRATF45 ) CLI fir %>

RARARE..

A HURT FH PRI A 08Bl ot

SR N AT DAEE /N 7T N

request system softwar e info

L]

AR Ol EEN AT AR o

request system softwar e check

T AR E R AR

reguest system software download vers
ion <version>

AERFE FaUE AR,

Show job id <jobid>

LA RS .

reguest system softwareinstall version
10.1.0

BTN SN -

request restart system
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FHRATF45 ) CLI fir %>

A7 U Kot ) T SRR A R 2

EwirENThAE H AT LATRSER IR . AR Bt ILT)RER 58 42304k -

] AR S A R AR

request system patch check

T H Al 22 2 (Bl Ot RRCA IR AT B A
o

reguest system patch info

R E R AR .

request system patch download version
<version>

PR E IS AR SRR (1 B 22 A AR

reguest system patch info version <vers
ion>

7 Tl 02 TS

request system patch install version <v
ersion>

EH O RN EMER.

request system patch apply
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A FHE T API

fi FH APl AT T+ T AE

31 CLI i & A BAT THR A

e H U B Kt AR

o MRE I ORISR N A B TR

https:.//firewall/api/?
type=op& cmd=<request><system><softwar e><check></
check></softwar e></system>

A AT FH ARSI T8 B0 10 P45 7 K ot ) TR 5 P AS

« B Palo Alto Networks 1] I 2% 4% 2 &) ik
BECHT AT R N RRAS

https://firewall/api/?
type=0op& cmd=<request><content><upgrade><check></
check></upgrade></content></request>

o ELIRAEDS KOt b A B RE SR A AT A AR
Ao

https://firewall/api/?
type=0op& cmd=<request><content><upgrade><info></
info></upgrade></content></request>

o RO N RRAS ELEE T BRI R

https://firewall/api/?

type=0op& cmd=<r equest><content><upgrade><download><I
latest></download></upgrade></content></

request>

ORI E A RRAS ELEE T EEIBT R

https://firewall/api/?

type=0p& cmd=<r equest><content><upgrade><download><f
specific file name her e<file></download></
upgrade></content></request>

o REENFRA.

https://firewall/api/?

type=0p& cmd=<request><content><upgrade><install><ver s
<content version></version></install></
upgrade></content></request>

A7 AT FH TR B S 4 917

o ] N s A R A

https://firewall/api/?
type=0p& cmd=<r equest><system><softwar e><info></
info></softwar e></system></request>

o RRERJORE EIA KR A AR .

https://firewall/api/?
type=0p& cmd=<r equest><system><softwar e><check></
check></softwar e></system></request>
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A FHE T API

IR AR

R E R R AR

https://firewall/api/?

type=0p& cmd=r equest><system><softwar e><download><ve
ver sion></download></softwar e></system></

request>

R E AT SEIIREE

https://firewall/api/?
type=op& cmd=<show><jobs></jobs></show>

o HECN IR https://firewall/api/?
type=0op& cmd=<r equest><system><softwar e><install><vers
ver sion></install></softwar e></system></
request>

o EEHTRRENRG KO, https://firewall/api/?

type=0p& cmd=<request><restart><system></
system></restart></request>
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