% paloalto’

TECHDOCS

PAN-OS itk

Version 11.1 & later




Contact Information

Corporate Headquarters:

Palo Alto Networks

3000 Tannery Way

Santa Clara, CA 95054
www.paloaltonetworks.com/company/contact-support

About the Documentation

« For the most recent version of this guide or for access to related documentation, visit the Technical
Documentation portal docs.paloaltonetworks.com.

« To search for a specific topic, go to our search page docs.paloaltonetworks.com/search.html.

« Have feedback or questions for us? Leave a comment on any page in the portal, or write to us at
documentation@paloaltonetworks.com.

Copyright

Palo Alto Networks, Inc.
www.paloaltonetworks.com

© 2023-2024 Palo Alto Networks, Inc. Palo Alto Networks is a registered trademark of Palo
Alto Networks. A list of our trademarks can be found at www.paloaltonetworks.com/company/
trademarks.html. All other marks mentioned herein may be trademarks of their respective companies.

Last Revised
May 22, 2024

PAN-OS F# 45 F4 Version 11.1 & later 2 ©2024 Palo Alto Networks, Inc.


http://www.paloaltonetworks.com/company/contact-support
https://docs.paloaltonetworks.com
https://docs.paloaltonetworks.com/search.html
mailto:documentation@paloaltonetworks.com
https://www.paloaltonetworks.com
https://www.paloaltonetworks.com/company/trademarks.html
https://www.paloaltonetworks.com/company/trademarks.html

Table of Contents

HHE T P Z5 T T currerereressnesencsssenesesessenssesessssssessssssesesessssessssssssssesessssssessssssasanenns 7
PAN-OS B T T e eeeee e cese st ssese s sssssesesssssssssssssssssssssasasssssssassssssssassssssessassssssaes 8
D B P ZE T esss s sss s s sasssssssssssss st sasssas s s snsssssssssssassanssssssssssanes 9
LB LE T T oo sssss st sssssss s s st ssssss st ass s sassss s sasnsens 11
JEE R L TN S T T et ssss s sssss s s s s snss s ssssesassssssssnsssnens 14

T Ry Ve el e A IR g TN 14
SRR T TN 15
YRR WAl eSS D aE OB g = X @ 17
Rtk e ISR SRl T B = X 16 - 17
X N AN RS [N b & X OO 21
SR B e gy 25
TEHH PANOFAMa..u.eieirirerneereneresesensesssesesesesesesesesssssssesesesesssessssssssssssssesssssssesens 29
2245 Panorama [ P25 BT RIS TE Ao ssessesses s s sassassasaens 30
16 B AT B I SHLAR IO T DL B THEN Panorama. ... seeseensens 30
172 A5 HEBS A8 AR DL R THIL PANOrama... e eeessesssessesssessesssnees 36
Fol2 AT B SE AR ) Panorama 1 B 23S Y ZS T M e 43
FE HA GRE T PANOrAMa....c. et saesaessessesses s s sassaesaessessens 48
7 el =Y N @ I i 2 e = v 50
B Panorama H EEAZ M 25T I H GERE I 52
By NI A BEZS R TT A PaANOramMa. e eeeeeeceeeeeeeeeeesevese s seessassssssesssssssesssenns 53
££ FIPS-CC #5 FTHE Panorama Fl-Z 45 BB o.coeveeeeeee e 54
P PaNOrama LT1.1 Bt sessessse s s s s sesassesassesassenans 56
) Panorama TFRME T TREHEEEME ..oveeeeeeeeeeeeee ettt sanaans 62
{#1}1] Panorama 5 THA0H 2 22 B k. H aEHCEE RS F WilFire s eererierrnnen. 63
Panorama 7] LURHFIRLE B FTHE IR A5 HLMZBEIE 2 et sesssnes 63
5 H Panorama FEFE Y25 BT eeeveesessessseee s s sesss s ssssssssssssessessnssnssans 64
Panorama. HaElctERs. Bl k%Rl WildFire FEAFTZRE oo 65
& Panorama L 2 B A EERETERI H G5B R et sssesssnsenns 66
5 Panorama ASHE A Al S S IRETHRR H GECER B8 et 69
FE A HGB5 A8 1 HAR 5 L R e Panorama T WildFire 55 e 73
FE 12 A5 AR5 A8 AR s P 4 Panorama THil WildFire # %Feeeeeeeeenee. 75
% Panorama L 2 M5 HE BRI TH BT KE erveerreeeerreesieesesssesess s sessassasssanses 78
5 Panorama AL A A S A EE IRE TERRIH I vt 87
AR ANl T T 93
L PAN-OS TREEIE HIFE I oot ssssssssssssssssssssssssssssssssssessesns 95
T Panorama {2 i PY 28 T T vt sssssssssssssss s sssssssasssssssssssssssasssssases 97

PAN-OS F# 45 F4 Version 11.1 & later 3 ©2024 Palo Alto Networks, Inc.



THER PANOS.c.eeieeeenrecnsacsnscsacnsastsasissnssssssasssssssssssssassssassssassssssssssssssssses 99

PAN-OS THIBETIE ..ot sss s s ssssss s sssssssssssesssssssssssssssssssssassssssees 100
B AR s s OO 102
HEBG K HETERRE] PAN-OS LL. Lo sesesssssesesesssssssssssesssssesssssssssesenes 110
HETETHNE] PAN-OS 111 FIBETC oot sesessssssssssssssessssenns 110

DA YA 1 = TN 113

BAR N VR < N 116
BB K AEHE Panorama THZE PAN-OS 111 cceeeeeeteeceeseeeesesesesessssenennas 123
 Panorama LR 22 AR HE BE IRE T BRI KM ceveeeereeeeereecereesee e 123
 Panorama AL 4 A S A G IRE TERRI I eneeeeeneeereererseesseeeeesessseeeessesssennens 132

TEII ZTP I KIS ettt assssssas s s s s s sssssasanaes 138

7 o N O IR G o e VO 141
BT PANOS....eeeeeceeeseeeeseesesessess e ssss s sssassesssessssssssssssssssssssssssssssssssssssssssssssses 143
R 3 e T 3 N 143
BB 1 3 e R V) 7 T N 144

BEAN WINAOWS FREIEE T oottt se st nes 145
N PAN-OS TS TREEEDE M ooveoeeeeee e s s s s sssssssssssasssenns 146
TEFL VIM=SEIIES [ K cururverrerererrssessrsesessssssssssssssssssssssssssssssssssssssssssssssssssens 149
T VM-Series PAN-OS FKHL  (FENT) woveeeeeeeeeeeeeeeeessesessessssssssssssssssssssssssssssssssssssssssens 150
Tk VM-Series PAN-OS $KHZ  (HA FILED) oot sssessessssses 151
{41l Panorama Tl VM-Series PAN-OS FXHS.......cooveieeeereeeeeeeeeses e sesesaesaenins 152
THk PAN-OS HKES A (NSX ZLH VM-=SEIHES) oot 153
FEMEFERFBETIR NSX HEF VM-SEIIES....oeeeeceeeseeeeeeeeeve st saesssssessessnssessanes 155
FEASZ 2 A RN D0 N T NSX BLH VM=SEriEs. ... 155

T VM=SEFIES TG ...ttt sae s s s sassaes 156
TH HA B T VM-SEEES TG ..ottt sesss s s ses s sassans 159
B VM-=-Series Bh KITEBER I EE R oovvveeeeeeeeeeeeses e ssesssesssssssssssssssssssnsssessssssssssssssssssssens 160
THH Panorama FHEFE B ceeeeeieeseseneesessesesesssesesssesesssssesssnes 161
Panorama ML TR/ BERN A B35 M st sass s s s sasssanes 162
THEL Panorama ZFR I et sses st se s st se s sas s sasaans 164
TERASZE DLP AR IR ettt e e e e e e aeseseneseaesesssensnene 165
THEk Panorama Interconnect FH LI et 166
2 ST SD-WAN FHEER S ELR Z511) PAN-OS B A oo 168
R -3 oSO 168
SD-WAN L R TE AT BERLEE T e sss s ssssssssssssssssssssanns 171

7 DY N N R A s OO 175

FIH SD-WAN #H42 X TH% Panorama & o] JHPERC S (CEE)/48)) ... 175

PAN-OS F# 45 F4 Version 11.1 & later 4 ©2024 Palo Alto Networks, Inc.



FIT SD-WAN Z L 28 T 07, PanOramMa. . e eeeeeeeeeeeseeseeseseeeeseesesessnnes 184

B e L T, 187
JITRTERRITT CLE AT 7T corterresnsesseesssssssssssssnssssssssssssssssssssssssnsssssssssssssssasesssssasss 189
BT CLE A AT T T AF oot 190
JHIRTEBRIT APLosaccetnnsersnesisnsssssnssssnsesssssssssssesssssssssssssssssnsssssssssssssssssssssess 195
eI 0 196

PAN-OS JH#ff5 14 Version 11.1 & later 5 ©2024 Palo Alto Networks, Inc.



PAN-OS JH#ff5 14 Version 11.1 & later 6 ©2024 Palo Alto Networks, Inc.



4% paloalts

TECHDOCS

RS A PN 2 5T

PAN-OS /£ #4747 Palo Alto Networks F—fCBh KOS EkES . Palo Alto Networks 3 A€ 7 7 {fi 57
B, BB JORE RO IR BT 22 R VETDRE . B S T DARR 8 PN 25 50T B G 1 R RT3 2 A i 45 90
FrIEA, AR UETR K L RE,

FET RSB KA LBy T i 2246 PAN-OS MRS SO B, (AR 2 A2 e iy —l 0, TG Il
é%ﬁ}%@jfﬁ RS TR HE TS, DARECR PAN-OS HKEZ ) 5o 5 @ﬁTLMﬁ{%%ﬁ%ﬁ%sﬁk
S HT U RS, L SRS AN e I il v o B B e ) 1 52 2

» PAN-OS fikis 551

o BHRENA U

o HAENIE T

o JEJHRE B R N A BT

o JEHIFE B B PN A ST I I Ak
o N ER M I SEHRE AL RS

=



A AT P 25 T

PAN-OS HH5 T
PAN-OS J& #1145 Palo Alto Networks I {RB5 JCREIITRES . 1B JClE T 19 PAN-OS ki oA
RURALERS KOty Dashboard (560 .
TEATIE AR Kb & BT PAN-OS JilA, tAT{E Palo Alto Networks & {2 A 55 A,
A7 B ) I TR A 5T RO PAN-OS
STEP 1| #Bafciiy PAN-OS il A s LA BT N2 . [MIIF B Tt/ [l i i i, DARECRIgE iz
PAN-OS it A /T BE 5 [ A PT A5 B AR 0

STEP 2| #&FHI PAN-OS it A :
« On the support portal (£ %% A MfEuh ) —& % support.paloaltonetworks.com, fE4°
MIhEEL S |-, L Updates (1) > Software Updates (HkES S HT) N #0347 28
FHIA TR KSR AS
+ On the firewall (f£B5 k&% ) —#HL Device (%) > Software (fkf%) 1 Check
Now O ZHIRE®EE) [hiki%, LLI7E7E Palo Alto Networks 87 fi iR 2e 42 119 4381 PAN-OS
BATHROAR,

QY i TR L, MRS RSB RI R R
STEP 3| {EMUTE [ AREEMIBEA TR 205, el Ben TARVERIR 55 A I T 92 PAN-OS 11.1, 4

AR A BT BRI S H BT TRO BRI TRiOAS. & A (1 HA K& & (1 1) Panorama A5 P
Kt

PAN-OS F# 45 F4 Version 11.1 & later 8 ©2024 Palo Alto Networks, Inc.


https://support.paloaltonetworks.com
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-release-notes.html
https://support.paloaltonetworks.com
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClkuCAC

S AN N 25 58T

[ Sk ~ B S
BHAR N Y ST
Palo Alto Networks & # {1 58T, LA KOt R AT v IR A, e Tl PAN-OS ik 24
58 T IOl TR, 5 28 BT A RS L OR 1 5B 2 A DD e AN B B e

B S AR 2SR — BE5) R A T8 ASS (FRAT B Sl nT ARG LE 500T) |, T EDREN 2

STl RE B A I T ] LA A B RE N A ST RE N 22, DAE F8BH JOfE B AR R el
ST IR (Device (#£1%) > Dynamic Updates (FhREEHT) )

TG P2 ST

LB G MR EE PN 2% 2

&

Bhw

=

il

i

Bh g kHS TR 24 /R EEM—K, AU

« TEEBLY R IHEAY WildFire RERCRS. Y SEATLBE (AR
WK, HHEELT WildFire 11

o CRERAPIE) B G SRR (C2) RS, R C2 ik
PEOREE BN, SRR SRS A C2 B AR bt (it
LR, AT C2 Y,

o CHERAVGA) PRI Y SR TR O, e
CLRE R AR B T BRI IP (kIR S A R
v%go

s (R TN AKE DNS BRI, LSBT R
TR KGR, WURAEREE T DNS Sinkholing, IS S o7 L U6 L
SRR ARG 1 O AL 5 ) DNS 4L
FORHRE BRAERI, e DNS % 1,

JE AR

JEE P RE ST S 0TI A K A B MG R U A5, 2 App-ID, BB
BN ZILANETRE, (5 B R iE R /SR G . BT R ST
TARE T 28 =AW g i, AT AT TR 14t 7 948 G ] 0 S0 S FU) O

(e BNEDL T, e APPID s i e eI
ReARIR,

App-1D & S 58 (P B sy, BEZRETIV DL CUE ) App-1D nl i lh Kt
H 2 ki #E T T2 2 I Rl) (2 2 Dt RIS T3 5 3 O oy 2 25 T
FRART M, A5 29 o0 A IE AR 00T, G 8 0a Fe M/ By LU
&y App-ID £/,

ARG 20 KT I T R BB R s . A SRR C AT BB By (T 2
RE (FEAB, SR HE 7 Tk ST DA A A S T) Bl A 7 ike
OB SRR R, A S AR, IR ¢ U R
App-ID. Hr11) App-ID {45 5 ] (1285 (18308 — 55 {f

AR B UL T, e APPID 1y i 98 (T e
KR,

PAN-OS T84 Fd Version 11.1 & later 9

©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/subscriptions.html
https://docs.paloaltonetworks.com/wildfire/10-2/wildfire-admin/wildfire-overview/wildfire-subscription.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/threat-prevention/use-dns-queries-to-identify-infected-hosts-on-the-network.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/threat-prevention/dns-security.html
https://applipedia.paloaltonetworks.com/
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/app-id/manage-new-app-ids-introduced-in-content-releases.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/app-id/manage-new-app-ids-introduced-in-content-releases.html

AN 2 52587

A SR 2 2

AE I AT 180 RS P A X B 1 T AR ke e 30 7By, Bl Gt BT 3t

TTHERL
A5 BRI dog HE RO IS R SR ZC ST, DAHE O S P A 58 R s
ARG FE, G SR AR N 7 ST dre Ak

Kt
[
<

HETE P LE — (1l XML A4, (EB5 KOfSAESEA Device-ID %2 2=V BUR B
AR i, A E SR m I B, @ 158 2 dogr e B 7F 2 8T A
S AE EHTIRES Lo AR T I H AR T, (BT RN RS 5K 58
A HOoFT Rl AR S B, LU# Panorama FlIBG KOS £E T Ak £ 8T fal IR 281
B R AL, FLRERS/NRE F B R R e s — K

GlobalProtect &

B I 78 48 KTl - GlobalProtect J I FR AU n] 2 1 B A R T2 A
(HIP) fulgpa e Bk, 181 H GlobalProtect [l i1 B 4 sE 4 s £t
BT, At RGERAHENS S TR PR, AR GlobalProtect & I
WA

GlobalProtect 4
H P VPN

£ BT R ST JE R R s, DL iR ¢ GlobalProtect A 17134 E
730 FH A U R Xy 4 P P VPN ARB, 8L ZA B4 GlobalProtect
STBF BEREMGE e T, A, BOEMAUENLIS L HOTIHERE, AR
GlobalProtect 4 {4 VPN ¥ & 17 i, Gk e MOIe, haid sy
GlobalProtect % 1] 7 i VPN 228 i 01 9 25 50T,

WildFire

HIIRs 42 B3 WildFire 23 246 55 v e A 110 R RS AN B 79 A S oA e, 2
#, R LOEIEZRIE PAN OS AKFHIL WildFire FHEGS T & 0F, 8]
LIR30 — A MR B B ST, DA PR Bl Ol w] £
AT R — 70 B N FEIURCHTHY WildFire FeEdis, a0 3% 4 WildFire 57
B, SRR 24 /Ky, RS e AR B R ik R e g

WE-TAA

ST LIRS (1 S KGR B v R G5, 5.5 SR S th WildFire 350 e 1
(R AT T HENT . 45 E0E WildFire S0 B2 N 7 S8, B K i B ke fi o 2
AT PAN-OS 6.1 s ST hIOA,  HLBE IS 28 5 08 A A 42 B o 1Tl
MG WildFire FA A SE 5,

PAN-OS T84 Fd Version 11.1 & later 10

©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/device-id/device-id-overview

S AN N 25 58T

LN AT

A B PR A A T HEAG R ITT S0 R T B (R i RSB I ), S ZA (1] Palo Alto
Networks & {ffi (1) fr 8T P32 Bl 0T, BBl S HfE S 72 SopTIR TG, W] BDJE P97 0T BGRR
AN TE

PR S BR A P A ST, fasth T LS N2 OB BERE, A0 3RBh JORS RO 2 4% T MK

JEE PR ORI P ¢ ST S 5 Bl S SRS A A ()4 S 70 R e A P A o
ABZ TR, a0 T S R A A 0T R G |, AL MR,

STEP 1| ORI s T A7 I T fol R s

1.

k7ai%, B kf&fE updates.paloaltonetworks. com {7l Update Server (7
BrfiREs) |, DMERS O E i 5 n (Bl s B2 e N s ST, an R Ay ol e
PR PR MR A, NPT RE TR SR R B, DAROT AR B K 50T by 1 il

o AN BRIk SR 00 A EEN, G 2B ] B 78 ST P 7 (DE A i G R
Tk MRBTREIAMBEER, SB[ R BT MRS, 5206 https://
knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA14u0000001UtRCAU,

ARSI B (e e, Palo Alto Networks g o sy
updates.paloaltonetworks.cn ()i 524 # o 347,

) #—F Verify Update Server Identity (585 8Tl il 2s & sk i), dEATEIAH
JeE SRR, (B KRS Atz S TR ME A 25 B R Ak 28 SSL IS, TR @& RUH o

B
HEo

CET) A Bh s o 2 AR RE A ) Ik 28 4 BE L Palo Alto Networks 537/l %5,
HII#E Proxy Server (Proxy fiflzz8) il i A -

o (AR Es— BRI MR B8 1 1P A7 k2 - H A4 il

o CHPEIR— PR A IR BS S EZ I, il 1-65535,

o B AAE MR IR S8 1 (55 1 2 44 Fil

o RIS B A U R A IR 2519 %085, /E Confirm Password (SR 45)
PR A B,

G 3 B A SR e IR £ 26 T HEA T = K AR s, (1 debug set-

content-download-retry attempts /i Bl A8, TAX{EA O,

PAN-OS F# 45 F4 Version 11.1 & later 11 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/subscriptions.html
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA14u0000001UtRCAU
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA14u0000001UtRCAU

iR i TN 25 ST

STEP 2| o Ji A A3 smeofTivy N 25 58T,
#EH Device (4%i%) > Dynamic Updates (EjfESHT) , R84k — 1 Check Now (\ZHIF
) (W& F ) DR cf 8. Action (BH{F) MBrhAvsdis 2R mpe T il
o N — FORATEIHI TR A, H— TS ABE A AR S 16 HE T RREIRS K. ) T
#%, Action (F)fF) Hirhi0E4E &7 Download (Fifl) 5 % Install (Z4%)

WildFire Last checked: 2020/09/21 09:45:42 PDT  Schedule: None

515237-522316 panupv3-all-wildfire-515237-522316.candidate EAN 0S 10.0 And Full 8MB  5a46cd783114c7627162... 2020/09/21 09:45:03 PDT Download
ater

N P R LT, T 75 T

o R E—FORAT LR RN N BRSO SRS RRCA T T DSBS I A 2 A BRI ROA
STEP 3| BN T,

i PA-220 55 ) Eph et i 29 10 g, i PA-5200 3257, PA-7000 3
ol VM P18 I i 2 5 2 4y b

— 1 Action (EhfF) -1y Install (Z24%) ifh, SCHUL 4542, Currently Installed (H i
LAL) R e RS L

WildFire Last checked: 2020/09/21 09:48:44 PDT  Schedule: None

515238-522317 panupv3-all-wildfire-515238-522317.candidate EAN 0S 10.0 And Full 8MB aed1502259d57604f288... 2020/09/21 09:50:06 PDT v Install
ater

STEP 4| PR api P92 0T,
SR SR Y ST P B

DA ST HERE, IR B S — ZOARE R T, A A AR AT [ rr R ] D 0 ]
PR P, HIPUAZE — K Ml iz),

1. #— F None (M) it Lhak C RE(8 HUHT AR HERE

WildFire Last checked: 2020/09/21 09:48:44 PDT  Schedule: None

515238-522317 panupv3-all-wildfire-515238-522317.candidate PA

2. 1t Recurrence GHIUIVE) R AJE HOEIUE, DARE TR, o AN
A AN (WildFire 37 0] HERE %5 Real-time (HIHf) . Every Minute (%%
##) . Every 15 Minutes (F 15 /7#%) . Every 30 minutes (%4f 30 /;§#) o Every
Hour (fp/NRE) 1 HE R B B BT v BEFE 2% Weekly (7334) . Daily (5

PAN-OS F# 45 F4 Version 11.1 & later 12 ©2024 Palo Alto Networks, Inc.



A AT P 25 T

H) . Hourly (%/NKf) ¢ Every 30 Minutes (%7 30 7)-8#) |, 5 lkis sy nf PEfe A
Hourly (%/)\if) . Daily (&7 H) = Weekly (f554) ) .

H s T DL & ME FH RS SR 50 15 75 90 B None (Manual) (i (FE) ) . 858k
P H A M I PERE, A T B s o, 45 e B R ERE ARG, 53R Delete
Schedule (fFREERE) .

3. 157 Time (W) (87E WildFire th A/ N 2 B0 08880 Wil S 0
Recurrence GHINM:) (HIME, 7SN EWEET T (EEH) |

4. fRefseii4t Download Only (f£ M%) %387, sk & 1% Download And
Install (FlF2Ze8E) Hr,

5. B Threshold (Hours) (Hi L CINF) ), Sy fe FET B8R 1T 1985 ST )
SRR, (D ORI T, TR e P AT b B, SRR, e e
S B TR NI, AR 2 BT ST

B) Ay 100% ap ppy LSRR PERE I RESR, S G FH RS g HE T R
BRI #7 ST B AR 2 24, W g T8 AR P i
MIRPEIER  geat, s AN P9 T A — M TSR S R T, B
AR PR, Tt AT L B App-ID (fy o gy
TR | 25 aE APP-ID G o 4z 2 5T I T 1T
6. (/1) iz A New App-ID Thresholds Cii App-ID & FE)  (LI/NRE 2 HA7) DL E B
A2 0 T App-1D (19 P T 3T 5 A PR ] 2

Applications and Threats Update Schedule @

Day  wednesday
Time 01:02
Action ' download-and-install

\:\ Disable new apps in content update
Threshold (hours) | 24
t update must be at least this many hours old for the
action to be taker

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain
new App-IDs. You can use this wait period to assess and adjust your security policy
based on the new App-IDs.

New App-ID Threshold (hours) | 24

Delete Schedule “ Cancel
7. M T OK (W) AR BER .
8. #i - I Commit (JE50) , WIAIEGEFF 0 ThiNOLAE,
STEP 5| H3 PAN-OS,

S S

ﬁ%%\%ﬁ;ﬁmgﬁﬁﬁ PAN-OS 4 (i PAN-OS pyi g sptsip g 2 1210 (N 75551
AN

1. WBERCAR T,
2. Bt PAN-OS ik#i,

PAN-OS F# 45 F4 Version 11.1 & later 13 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/app-id/manage-new-app-ids-introduced-in-content-releases.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-release-notes/associated-content-and-software-versions.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-release-notes/associated-content-and-software-versions.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-release-notes.html

ynL::: g

S AN N 25 58T

e FH R B IR N ST

G P A B B A2 P 25 ST [0 B KOS 88 55 S ) EE D R S B R il . I R g IS D AR S0 70 B &
I CAE L) App-ID, METESHE, Se%rIE RS B N 25 B [ R A2 50T LU LB S i
PR, R G, TR BT e ] B )RR B A A o S T RS B R s (IRBR
B HRTRE) |, EnKIREHTY App-1D Bl b5 BB MG AT T VR I A, I e 5 A (A A4 1 2%
T

FHORIC S RS, LUK D530 App-ID, %41
(ty App-ID 7 {55 1 2 = 3 — 716

R, BEATHHEGEE T, B

(=
R
ENN
‘—{H

(R BT, @ APPID [ OB S T AT HE G — KR,

F AT App-ID ny 8 57 4 ek it IR & AT I EI 53K, IR 0TI App-ID B i 5 i A5 vy
PEAT A, BAAEAREOE ] TRIIRORER,  DAE IR T DA R g e i HI Ay, NS T e
S S R R TR PN 2 ST AR A S0 H ROAS T B 470 I T R B B B R S

FH A JEE TR 5 B 3 72 A 1 s D B — B R — R T A [R) ) ARG 28, (o0 06 T R e Al s ik ) e P

A, AR B P s i & it e — 18 T 7 S8 R IRE S 2 70 DR SR R (s, SR s (] i 5 A0 5 N

PR, HR AR A0 M8 % 2 e VR B TR ST TR ok, (R4S, BB R MRk ) A B A5 DL R

MRk AE (B0 v BeRIIREBEAT mafi kg, Mk A BY KOS 7 1ED)

o Ploge 2ot g 4 OO RELRS SR (50 5T 1B AR ORI YY) DR E B TR P 8 e LR IR JE P R ST I 2
b BRI G KRS A B B B B RE, ] 52 eV I RIS PR s e A T ] R B
1) App-ID B 07 J& KRR,

T B e B R P A T M B S Ay BEAE B ST R B O PR A B TR 2 L B A
B EHE R R AR AL, AR A& B kb, DA T e VA, an SR A e 22 e It Bl e 1)
1 App-ID, (T €22 App-ID [ N2 551 T R A E &R T B 6%

$65 ) LR P E B S P o2 AR 2E a8 PO T, L T L S IR R b, DA 2 %

TSI TR R TN 5 155 B 7 45 5 05 o 2 0 L 5 B 7 50

Wik

SR Y S N R

O HEAEIRAPII Y2 TS

O PR P O A AN SO BRI A, (R AR, T
RIS P C App-ID (e s iiArh) | B 2niase APP-ID g g
PRI BT TR

77 B Panps S o T N B S
I W R G B Je 2% PN 2 B T
TEPRECD B DL % 7 HE F R S B O PN 25 ST A, am JeMee Mg 6 R QL e 2 P 25 T T 1) A i B
NG E S B ANR] A S R B 2 PN 2 ST I e R s
FEAt, % Panorama, B RTESER. P ARG ORS TS N AR T, AR 4] Panorama & EERS kK
s, G S LD AT E N A, IR LN
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STEP 1| Zroufif gl oc sy lie AL N BB N B, S M HURC B B2 BENG AR5 KOS L RORD #7 1E

1. 3Nt Device (%%i&) > Licenses (FZH##) .

2. Fl) L REG i, 500E Palo Alto Networks £7 {25 rh SR HE© 36

3. BRI B RE e AT H R

STEP 2| ZBl K& aE HERe,  DARRHLN 22 3 P9 25 0T,
SERCLA N BRER, B SR R R A AT (T 75 B SRR LA T e e R el (B MRS 538
M%) , DA AE e BEE TR A g 2 N 25 0 i i e Ak,

1. G53H¢ Device (4:E) > Dynamic Updates (BhAET W) . (A& > BhRET M) .

2. AJERREAHEE N T HEE Schedule (BERE)

3. W&kl Kl it Palo Alto Networks ST (il i o A2 8T S A B A0 P 25 91 7 RBOAR 17 411
*# (Recurrence GHIME) ) , LA HES Day (HI) Hl Time (KFfH) .

4. RITER KNS TE BN FRECHT PN AT ORI JL SR U Action (BHF)

5. BMNETETIOAR T 2 Threshold (i %4{E) . Palo Alto Networks % i il IR 28 4640 5
DAEIE IR B R IN R BE A TREAS, Bl KOS F BEREIEE 4 TR AN I A L — 2 h 3 E Y
Action (FhfE) .

6. YL IV A i 2 S I T R 5 B S A AL VAT 5 T B v i s (O T R o ) o = B BT 1
A S EE) | a2 New App-ID Threshold Gt App-ID & 5HE) . R 1E
58T App-1D 19 N2 e BEIRE R w] FH %, Bl KOt o erstEf TR,

7. Hi—F OK (fEE) LAREAFHE I RECEL B NS T HERE, I Commit ($¢%2)

STEP 3| #LHE b, LUK Palo Alto Networks B £ PN 2352 7= (8 7R 25 488 T A T 22 M 1 DL RS Kk i
THEN AT, s 0, T iECk e AN B S B g N e, DAOE At v #45s
REUENE, BN LRIEASM H b H Y LGLEk, WE LI M EAELE/: © (subtype eq
dynamic-updates) #1 (eventid eq palo-alto-networks-message).

STEP 4| e AR ERR P ST 24— KCHE TR SRR S8R0 TAF, MURAEISE U6, T 10 1711
LIS App-ID (RETERNBFETIATR) | PAZ5I58E App-ID @it B 2k I
1T h,
N TR/
Palo Alto Networks H6 /11 E2 5BiLE 7 P9 2551 H A SRIBE i 0 A AR LA B (AR, (A2,
BB AE BRI %, (ERSL BTN, P ST IOA 0T E G 5 R A
B, SRS RO R % A2 L P A AT BT, A5 K M 0 S50 S
W,
S LR R 2 P 2 ST 5 i
BB R S B 77 49 ST b s, SR Tk F S PO ST, R
L 7 e BRLE PR T P 3R
O BT IR Y25,
TR R I B L P T, NI P S
B3 {5 BB 1% P9 65 0T 09 4 Palo Alto Networks FIFHEGRI Y25, (1%
K BT THL A, R85 T Palo Alto Networks STHT (i (FBhskfkbbR) F
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N A SN DO S, e EIEE A M. IR BT, Palo Alto Networks /%
N2 T BT mT HVE, SRR @ B AR B s 224 Palo Alto Networks LU BRI N2 58T, B

R KRS PR A T, RSB R SRR, RUIE A E AN N AR ST AN A L,

it Check Now (VZAIREEE)  LIMEHURHT N2 B0 0 2245 1L flcA (Device (#41%) > Dynamic
Updates (BhREFH) ) .

O BRI &,
Br s Kl 1) Palo Alto Networks {3135 14 )2 77 1 ol 0 Fq[ st FH 32 T 20} Ak il ) 7 5 6 Bk fi
BIL PN 25 S0 AH B Y el
I EORE AT AR 8415 Palo Alto Networks &= o, 5 B PP sl ol & 36 B Ot &g sl o8 4 4
PRI HIAA T35 B AR 2 ) P2 ST, Ml | el ) sl B, L BB #a DR Sl D 488 5 4l
O P AR 7 S 8 0 1 315 111 2 22
T BRI B Kl e 5230 il Palo Alto Networks 3 3 &0k
1. £l Device (%) > Setup (%) > Telemetry GE) .
2. fiiit Telemetry GEJ)) %7€ Select All (4=338)
3. ¥ F OK (ffEZ) A1 Commit ($225) , LAREAFs£HT,

O # Palo Alto Networks M7 T2 R iE R &G 4 A HL,
#4 Palo Alto Networks B N7 2R BOH H atiEie,  DUERR I PN 25 58 1T WO Rl T B 22 e Sl &
EEERTEHIEN AR,
N4, Palo Alto Networks nJ P75 52 8T Rl MR B2~ 18 B2 % 58 2 b KRS e /v G RO
HEblgR) | BB 2 IR ST IR 75, BREEN 7 Z s s f AR ol ()i, DA A wT e
fije e e O 2, IR P T PRI B 1
FERT CREAE EL A TR, A B PN 2 T B g R R 7 AR T UL, Palo Alto
Networks %z 5547 B N A ST B SR gs, (KT, e85 ARG KM B iRy,  @rdivR e
TRe MRS ARG KM U, PaeRs1 (MR M A TS RS s B &8s
fEnEgk f— T ARIEDR DA R,
BEAt, BHSENZ ERrE R AR HGE S H T LGRSk, F11Y 4y dynamic-updates, 744
palo-alto-networks-message., {11 L [ g i iS4t H 588 H @ ( subtype eq dynamic-
updates) il ( eventid eq palo-alto-networks-message).

O WAEE 0 Panorama [l 18 EIHE 1 N AR,

WS AT P96 TR TSTERIOSRANES, W75 Panorama P 4F BB A IR E— AT
A, 9 24 5 I T BYRUS AEHEA ¢ i Panorama (11507 ST,
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1 App-ID, (T( €754 App-ID 11y P75 5 57 45 1] A S LA 1
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REARE GRS

o (EFBREE YA ST I AR

o VRGN SR S
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% paloalto’  Customer Support Do onaen-

My Profile
= [Quick Actions Preferences

ounts
#A Support Home

= Support Cases

Receive Notifications

& Account Management v
Sign Out

&+ Member: v L
= Asset: N

Subscribe to Content Update Emails
& Tools v

]
& WidFire N L
|l AutoFocus
v v — — -

— — e S

&35 1] LIAE Palo Alto Networks =7 12 A1 fg b g B e H R SR 72 17 N 22 il A e 1, Bl ia Bz
FERG KOS B 1 E A Bd - 38 HY Device (2#£1&) > Dynamic Updates (EJRE T HT) |, REEBIRL
Fi B N 351 THUARR) Release Note  (JliA<E )

O PA-3260

DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE

£ Troubleshooting - Q
# Certificate Management
CURRENTLY
BB certificates VERSION FILE NAME FEATURES TYPE SIZE | SHA256 RELEASE DATE DOWNLOADED | INSTALLED | ACTION DOCUMENTATION
53 certificate Profile
Antivirus Last checked: 2020/09/21 09:45:41 PDT  Schedule: None
B oCsP Responder
SSL/TLS Service Profile Applications and Threats Last checked: 2020/09/2109:45:38 PDT  Schedule: Every Wednesday at 01:02 (Download only)
B scer 8292-6181 panupv2-all-apps 8292-6181 Apps Full 47 MB 2020/07/13 11:46:39 POT v
previously
8317-6296 panupv2-all-apps-8317-6296 Apps Full 48MB 2020/09/08 17:55:10 PDT v
83206303 panupv2-all-contents-8320-6303 Apps, Threats Full 56MB  84becidccectd1édeOae... 2020/09/1112:04:40 PDT
8320-6305 panupv2-all-contents-8320-6305 Apps, Threats Full 56 MB  8a562c6d8472febfa0356... 2020/09/1116:36:04 PDT
83206307 panup 8320-6307 Apps, Threats Full 57MB 137eb5f763730f6cd8cle... 2020/09/11 20:10:13 PDT

8320-6308 8320-6308 Apps, Threats Full 57MB 2cadadelafc6292alcdlb... | 2020/09/14 17:27:56 PDT
@ 8320-6309 8320-6309 Apps, Threats Full 56MB 192cfd8c2H0058C188A0... 2020/09/14 18:13:54 PDT
< 00 83206310 83206310 Apps, Threats Full 57MB 2436(7981022¢ef37b82... 2020/09/15 10:19:15 PDT
B etfiow A321-6311 panupv2-all-contents-RA%4A — e T Full 56 MB_(3ar743R5A~A0SAm "2t 0015 13,4429 PDT e 2 Nats

P R AS SR 1 52 1 et B s 1 Palo Alto Networks e iz vy i i o 5 42 i
SRR AT« e APP-ID s, Wi e R AT, DA A 9T 4
(AR SVAGIIGEZ

O BRI B, DU U 0T App-ID, Bl AIH 2 5 Fs 2l BT (< R B 5 ik

DU E AR R, S5 FER 15 AR T | A Bl oF T B P R T, B s i

SEATMEIRER, A S SR TR I, 35355 B, WIi R T A & BB 4 ) App-

PAN-OS F# 45 F4 Version 11.1 & later 18 ©2024 Palo Alto Networks, Inc.

22items ) > X


https://support.paloaltonetworks.com
https://support.paloaltonetworks.com/Updates/DynamicUpdates/
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/app-id/manage-new-app-ids-introduced-in-content-releases/allow-new-app-ids

A AT P 25 T

1|

ID w] JAVEE A5 2, W] A TARE — 1 RIRER CHT App-ID &F H 8817 —K) Al B8 4 4
VEIFRI, DA T #EYE App-ID,

Ay, G AT A B T App-1D 1 IE RS ACAG 2 (Objects (#714) > Application
Filters (JEMFEATHERS) ), 0B IE F RS A 38 2o 1 = e 2k St AU EL Al

Application Filter @
NAME | | Apply to New App-IDs only < Clear Filters 57 matching applications
CATEGORY ~ SUBCATEGORY ~ RISK ~ TAGS ~ CHARACTERISTIC ~
52 business-systems 1 email : 54 PY Enterprise VoIP 37 Data Breaches
9 collaboration 1 encrypted-tunnel 158 635 Evasive
1 general-internet 1 gaming h N 659 Excessive Bandwidth
1 media 14 general-business s [ Palo Alto Networks 46 FEDRAMP
11 networking 15 ics-protocols ﬂ 1 FINRA
1 infrastructure 27 Rk 108 HIPAA
3 instant-messaging 0 Bandwidth-heavy 83 IP Based Restrictions
- - v
——— CATRAm~ TTeal RISK e - — STANA=" T EXCLUDE

O AR (I Yk B RCH S P R ORI B2 A B A B 2 2 2 P T ISR A T T 2R M2 22, Gl AR BT
N, A& rg e R Fale Sy vy (FIans B s e RS Ko ukBh) S0 N 200, Jofrng LR
bz /Ny ke (68 Fe A e A=) %, Ah, e E 20, Jo AR IO T
BTN ST, A B A R A IR S BR R P, & T {4 H] Panorama (<5 ALk 507 12 1)
57 K s S 2 i A AL 2% S B A DU J 22 A B ((E)1) Panorama Jf BT NS 205 K i)

O PERENA T, LU#E L #) download-and-install ( F#fZ24%) o 2k#%, %% Threshold ([if
FUED |, WEER) KOS SR 2 RINF R T 2 45 i N 2R . AEAE S BRSEVE RS vh, PEREMIEE AE =
% %y 48 /INIE,

Applications and Threats Update Schedule @

Recurrence = Every 30 Minutes
Minutes Past Half-Hour | 5
Action | download-and-install
[[] Disable new apps in content update

Threshold (hours) | 24

A content update must be at least this many hours old for the
action to be taken

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain
new App-IDs. You can use this wait period to assess and adjust your security policy
based on the new App-IDs.

New App-ID Threshold (hours)

Delete Schedule Cancel
LG W] TE R B ORGP 22 45 T NS DA RO FRE IR N AR P BB s E I N2, A SRR
M7, e Device (%£i%) > Dynamic Updates (j&% #1) > Schedule (HEf) .

O FHEANEH,  KIEHTH) App-1D sl B0 22 v IsUH,  IRER TR 65 58 App-ID, Ayltt, SR
EMNEUEHT App-ID 2 NZ TUTI & 260G A . Bt App-ID WA BT H (8811 — X,
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B T PN 25

PEAE I Ml 2 22 BB b FE . PERE N7 8T DL e New App-ID Threshold (Bt App-ID [ 7
i) (Device (#:i&) > Dynamic Updates (EjRET ) > Schedule (Jfe) ) .

Applications and Threats Update Schedule @

Recurrence = Every 30 Minutes
Minutes Past Half-Hour | 5
Action | download-and-install

[] Disable new apps in content update
Threshold (hours) | 24

A content update must be at least this many hours old for the
action to be taken.

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain
new App-IDs. You can use this wait period to assess and adjust your security policy
based on the new App-IDs.

New App-ID Threshold (hours) | 48

Delete Schedule Cancel

O FS R R N IO IS A 8T DA K EAE 7 App-1D,  DAFF ks 5T @ AR 17 2 2 Tt JU1) 28 A o]
FHEZZE DUT E Rl 1 88 ] 5 T 0 S 558 i A A 22 25 App-ID Rl % BT I g 2 v LA - A R
B DL K B s v App-1D.

~ Applications and Threats Last checked: 2020/09/21 09:45:33 PDT  Schedule: Every Wednesday at 01:02 (Download only) \
82926181 panupv2-all-apps-8292-6181 Apps Full 47MB 2020/07/13 11:46:39 POT v Revert ;
previously
8317-6296 panupv2-all-apps-8317-6296 Apps Ful 48MB 2020/09/08 17:55:10 PDT v Review Policies
Review Apps
New and Modified Applications since last installed content -_. Vabecdd9ccectd16de0ae...  2020/09/11 12:04:40 POT Download ]
Q 25items ) > X e a562c6d8472febfa0356... 2020/09/1116:36:04 PDT Download
8 Name:  apache-guacariiofe——._
« - 37eb5(763730f6cdBcle... 2020/09/1120:10:13 PDT Download
+ New Apps Standard Ports: _tcp/8080 el
Déatadelafcs292alcdb..  2020/09/14 17:27:56 POT Download !
Content Version: 8320 Depends on: - web-browsing, websocket S \
192cfd8C2ff0058C18840...  2020/09/14 18:13:54 PDT Download
apache-guacamole. Implictly Uses: =
2436179281023eef37b82... 2020709415 10:19:15 POT Download
assa-abloy-r3 Previously Identified As: ~ web-browsing, websocket \ =
33c74a854c08527869cf... 2020/09/15 134479 POT.___ Download
comodo-itsm Deny Action: drop-reset o
14275€€394b5d942c09%...  2020/09/15 14:26:20 PDT — Download R
conx-meeting Additional Information: - Apache Guacamole Google Yahoo! -
4dc162820pad549555ze...  2020/09/15 15:50:18 PDT v T nstall
creo-model-manager Characteristics .. ReView Policies
= i
ether-s-bus Evasive: no Tunnels Other APPIICA 4 4 pumammmmmeme e O e
google-messages Excessive Bandwidth Use: no Prone to Mi
nihon-kohden-patient-monitoring Used by Malware: o Widely Ul
paloalto-device-telemetry Capable of File Transfer: no New Apy
smip-starttls Has Known Vulnerabilities: yes
stomp
Classification
streamyard
vmware-carbon-black Category: networking
. \
wargaming net . Subcategory: - remote-access
Risk:
Content Version: 83216313 v /

o filgeH

sEiE DL Palo Alto Networks B # PN 2522 7 o 4 188 T A T e i i LA 2 B)7 Ok ofis
IGEN AR S, 358 — B8, el rECR S HE A B RIBA B N s g, DU A" v B S5 4R
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HUEDE, BASENA ZRIER R HAEH H ¥ DLacsk, & DL PRV R (- © (subtype eq
dynamic-updates) fI (eventid eq palo-alto-networks-message).

Log Settings - System

FFFFF (subtyoe g dy; pdates) and (eyentid eq palo-a!

Description

rama
O \ SNMP A \ D\ EEEEE N

®Add @ Add
D‘svsmc A~ D\mp ~

®Add @ Add

PAN-OS 8.1.2 st et N 252 12 1 2eki g general sg iz dynamic-
updates_ 545 (i Jyi g4 PAN-OS 8 1.0 o PAN-OS 8.1.1  pij gk 79 72555 1 2 L.

EERV RPN E RUSTOPY v = S ¥ LAC Bk, Fg{iﬁﬁuTﬁﬂ?%aﬁﬁju&@Fﬁm
iy . (subtype eq general) F (eventld eq palo-alto-networks-
message)

O 7EA B v BOH 59 e R SR P 2% 58T 2 i, %Tﬁfﬁlﬁ’]ﬁ%ﬁ%%ﬁhiﬁﬁiﬁﬂéﬁo T
FE/EH&Jﬁﬂ@zg’ﬂﬁﬁﬁiﬁﬁm@ﬂ%{EJninjJGFtX&li}% Vit AEMIEEE KOs e g i N
7%, WEPER KOG M BR A A E R B A M AU e, A8 W LA A S AR AR R B )
HIHEHL (PCAP) A it A= i it i, {31 H PCAP § %@%ij#ﬁ%ﬁﬁ,U.JE%WEE’J%@%%E
B,

VRS 2 PN TV e R Ak

U LRSS P2 T A L, A 40719 PR 5 I 0 G N 3 AU
AT SRR, (ot g DRI 0T, (ORBARET, BRI 320
SRR, I s 2l B,
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% paloalto’  Customer Support Do onaen-

#A Support Home

& Support Cases
Receive Notifications Change Password
& Account Management v
Sign Out

& Members v B
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Subscribe to Content Update Emals
& Tools v

V]
¢ WildFire v o
|l AutoFocus
e v e - " R -

S S N —

&35 1] LIAE Palo Alto Networks =7 12 A1 fg b g B e H R SR 72 17 N 22 il A e 1, Bl ia Bz
FERG KOS B 1 E A Bd - 38 HY Device (2#£1&) > Dynamic Updates (EJRE T HT) |, REEBIRL
Fi B N 351 THUARR) Release Note  (JliA<E )

(' PA-3260 DASHBOARD ACC MONITOR

POLICIES OBJECTS NETWORK DEVICE

2 Troubleshooting Ne} 22items ) > X

CURRENTLY

VERSION FILE NAME FEATURES Tvpe SIZE | sHA256 RELEASE DATE DOWNLOADED | INSTALLED | ACTION DOCUMENTATION
if
Antivirus Last checked: 2020/09/2109:45:41PDT  Schedule: None
B oCsP Responder
SSL/TLS Service Profile Applications and Threats Last checked: 2020/09/2109:45:38 PDT  Schedule: Every Wednesday at 01:02 (Download only)
B scer 82926181 panupv2-all-apps-8292-6181 Apps Full 47 M8 2020/07/13 11:46:39 PDT v ! Revert Release Notes
SSL Decryption Exclusit previously
i 83176296 panupv2-all-apps-8317-6296 Apps Full 48 M8 2020/09/08 17:55:10 PDT v Release Notes
83206303 panupv2-all-contents-8320-6303 Apps, Threats Full 56MB 84becid9ccectd164e0ac... 2020/09/11 12:04:40 PDT Release Notes
83206305 v Apps, Threats Full 56MB  8a562c6084721ebfa0356.. 2020/09/11 16:36:04 PDT Release Notes
By sNmpTap 83206307 panupv2-all-contents-8320-6307 Apps, Threats Full 57MB 137eb5f763730f6cd8cle... 2020/09/11 20:10:43 PDT Release Notes
B sysiog 83206308 panupv2-all-contents-8320-6308 Apps, Threats Full 57MB 2cadadelafcé292alcdlb..  2020/09/14 17:27:56 POT Release Notes
& Emai 83206309 panupv2-all-contents-8320-6309 Apps, Threats Full 56MB 192cfd8c2ff0058c188d0..  2020/09/14 18:13:54 PDT Release Notes
< 0 83206310 ntents-8320-6310 Apps, Threats Full 57MB  2436(798{022¢ef37b82... 2020/09/15 10:19:15 PDT Release Notes
) Netflow
) Netfo A321:6311 panupv2-all-contents-B321424 - Anns Threats Full 56 MB__d3ar74s8saenasamnnrnnnn.00 (15 13:44:29 PDT _ ~—elaaca Notes

P97 A 32 W 35 1 B il 1 Palo Alto Networks o e iy fi e o st 48
R R AT« 5T APPID s RAE RS, WIS LA T, DU R T
(AR SVAGIIGEZ

03 2l (0 S BEL SO S M DR S 7 BRI AT B 2 0 2 i BSBA7 T E /EM 2, S 28 G T S

Y7, {E 2T SRR e S B (AN AT B SHE AL S BE) BT N AL B, St R R

Bl NSRS (O DB R AS) B, A, (ERMIE 2, JE A el
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O HEFEANA T, DAEILH ) download-and-install ([l Zc4%) o #k#%, %% Threshold (i
S, FEER KA S RS S RN . fER MMM, BEREA R SE %
RET /N RE,

Applications and Threats Update Schedule @

Recurrence = Every 30 Minutes
Minutes Past Half-Hour | 5
Action | download-and-install v
D Disable new apps in content update

Threshold (hours) | 6

A content update must be at least this many hours old for the
action to be taken.

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain
new App-IDs. You can use this wait period to assess and adjust your security policy
based on the new App-IDs.

New App-ID Threshold (hours) | [1 - 33

Delete Schedule

s O S T R 7 M 14 2 5 T ) P 2 A R e ST P9 A % 5 B s P (R PN 2, A B
N7, a2 Device (#(&) > Dynamic Updates (EhE 1) > Schedule (HEfE) .
i/ )¢z New App-ID Threshold - (i5; App-ID g yLfi | ifssibikhia 08, (EH5RSE
R ALK P P AR S IR P At i igr APP-ID St 7 Ao T IS T, LS, R L
8 [ I o SR f T I A 5 B S T (52, PRI AN S R 20 2 M S AL ARSSHE A THR

O F B N AR IS AT LK CAE D) App-ID,  DAFR (i 8 0 o s v 2 2Pk it B e 2 el R 52
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LI A& ) App-ID,

~ Applications and Threats

Last checked: 2020/09/21 09:45:38 PDT  Schedule: Every Wednesday at 01:02 (Download only)

8292-6181 panupv2-all-apps-8292-6181 Apps Full 47 MB
8317-6296 panupv2-all-apps-8317-6296 Apps Full 48 MB
New and Modified Applications since last installed content . Vabecadoccecid164e0ae.
25items | > X Name: a562c618472febfa0356...
- - 37eb5f763730f6cdBc ...
. New Apps Standard Ports: t -
2ca4adelafc6292alcdlb...

Content Version: 8320

wargaming net

Content Version: 8321-6313

Depends on:
Implicitly Uses:
Previously Identified As:
Deny Action:

Additional Information:

Characteristics

‘web-browsing, websocket | -
192cfdBC2ff0058C18840)...
2436f7928f02aeef37b82...

web-browsing, websocket \
133c742854c08527869cf...

drop-reset

/4275ee394b5d942c0%...
Apache Guacamole Google Yahoo!

“1dc1e2820bad549555ze...

Evasive: no
Excessive Bandwidth Use: no Prone to Mi
Used by Malw; Widely Ul

Capable of Fi

Has Known Vulnerabilitie:
Classification

Category:

Subcategory:

Risk:

no
no New Apj
s yes

networking
\

/

remole-access

2020/07/13 11:46:39 PDT

2020/09/08 17:55:10 PDT

2020/09/11 12:04:40 PDT

2020/09/11 16:36:04 PDT

2020/09/11 20:10:13 PDT
2020/09/14 17:27:56 PDT

2020/09/14 18:13:54 PDT

2020709/15 10:19:15 PDT

2020/09/15 134429 PBT._

2020/09/15 14:26:20 PDT
2020/09/15 15:50:18 PDT
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BOEF, BSENAZ R R R0 H RS H Y DARe 8k, & DL ML) @ (subtype eq
dynamic-updates) fl (eventid eq palo-alto-networks-message).

Log Settings - System

Name | Critical Messages from Palo Alto Networks

Filtr  (sutyoe ¢q dynamic-updates) and (evenfid eq palo-a

Description

Forward Method
[ panoram

D\SNW ~ \ D\ EEEEE N
®Add @ Add
D‘svsmc A~ D\mp ~
®Add @ Add

PAN-OS 8.1.2 st et N 252 12 1 2eki g general sg iz dynamic-
updates T4 (ki g - PAN-OS 8 1.0 5 PAN-OS 8.1. 1 ﬁﬂﬁﬁﬁﬁﬂﬁﬂ%{’?%ﬁ

A DL N RIS R H GEE H T DAL 8%, ,\\F%EEH%L}T SR PR 218 LU R TE
iy . (subtype eq general) F (eventid eq palo alto networks-
message)
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Fi)
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N URL g B i Teatig H

« downloads.paloaltonetworks.com:443

|

« proditpdownloads.paloaltonetworks.com:443

TE Ry i, s TR R 28 5% e &%
updates.paloaltonetworks.com, ;&% Palo Alto
Networks [ Jifi% u] £ CDN et it b fse 9230w
19 vl e w22 e PN 25 58T

MR TR AR E &
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us-
static.updates.paloaltonetworks.col

i#% 71 1Pv4 o IPv6
G e A S
BT 2 B SO e R

=12}

B

* IPv4—
35.186.202.45:443
and
34.120.74.244:443

* IPv6—
[2600:1901:0:669::]:443
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[2600:1901:0:5162::]:443
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i fi 1P
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AT

BT
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PAN-DB URL fi 3
JMERY URL fifi %
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fifE b 2 1= %42 URL
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« 50200.urlcloud.paloaltonetworks.com
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o EEgm
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o JrE—uk.wildfire.paloaltonetworks.com

e N Kk—ca.wildfire.paloaltonetworks.com
s MIll—au.wildfire.paloaltonetworks.com

+ {HB—de.wildfire.paloaltonetworks.com

o [IJE—in.wildfire.paloaltonetworks.com

» Jii-t—-ch.wildfire.paloaltonetworks.com

« JE—pl.wildfire.paloaltonetworks.com

« [HlJE—id.wildfire.paloaltonetworks.com

s i —tw.wildfire.paloaltonetworks.com

o {LEd—fr.wildfire.paloaltonetworks.com

+ fiE—qatar.wildfire.paloaltonetworks.com
«  Fgii—krv.wildfire.paloaltonetworks.com

« DI %l—il.wildfire.paloaltonetworks.com

SRy I S EVA(E!

—sa.wildfire.paloaltonetworks.com

« Bt —es.wildfire.paloaltonetworks.com
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Content must be at least this many hours old for any action to be taken

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain new App-IDs. You can use this wait

period to assess and adjust your security policy based on the new App-IDs.
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EmifR e SN CVE B IR, M L PRI M THERE, 0wl s Blns & 4=
ARAE, BT AT DT U0 R ol 83 0T 2 4 T PAN-OS R AR AT BE & AR TR AT A5 e, 181
LR R H B A RS SRR, DARBR 2 A s (& wli R SR & I 8 3R CVE & IR AR,
LA T I PAN-OS Sk (E i i ARr & & 24k Rt H ik (Monitor (%) > Logs (H &) >
System GRif) ) o AAUAT i H AP A % AR 4 AEE Palo Alto Networks &7 57 2 A TG T
PAN-OS filig it R,
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eSS

STEP 1| % A Panorama g I/,

STEP 2| %% Panorama > Software (fk#%) FiI Check Now (V7 HIf#r) , 4¢ Palo Alto Networks &
TR 28 e 2R foe 0T PAN-OS BE (& i F 2

STEP 3| S (HUJH) Include Patch (& EMHFL) LABURATA nf JHRY PAN-OS $kiS (& i fE 2,

STEP 4| =54k H 044 {c Panorama (1 PAN-OS Jili A il & i F2 X,
kg iR th Version (AR) 4425 8 UR & il ER AR 2R,
STEP5| %7 More Info (CELERN) |, Db ikis (& whi A2 aE i Zan,  Glan s 2288 3 M CVE (& 1EF2
A, DA A T T sl BT AR ki iR BB IR H
STEP 6| Download (Ni%) ki fEsalife A,

(f: HA) SEEC G 205 HA ¥4 30 Continue Download (fé#5 F#k) LL F#$; PAN-OS
RS SRR

RS ER AL A MR B 58— T Close (BAP)
STEP 7| Install (Z2#%) ks alife s,
RS R S ) %, #— | Close (BHP) .

STEP 8| Apply (EH) ks Emire,
R N B R R L2 2 PAN-OS s (& i #2 5 £ H 2] Panorama K, &% Apply (£
Jﬂ) o
SRR IR RERE, BN PAN-OS i i gl it S E TR 00 H e )e . (Ewife &N,
¥#— 1 Close (B .
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STEP 9|  ({£ HA) £ Panorama HA ¥4 %225 PAN-OS fik#E (& i f2 5,
1. & A HA ¥%:(% Panorama 4 EL /i,
2. % Panorama > Software (ikfii) Check Now (ZHI#z#E) .
3. Install (Z#%) Wk EwR L,
4. WRFTEE, SHHHTCE) Panorama,

STEP 1| % A Panorama I/,
STEP 2| 3% Panorama > Software (fik#5) I 1EELE PAN-OS kg (& i fe A,

STEP 3| Revert Gl #kiffsHfif,

RIS N IR R I 22 25 fF Panorama 1Y PAN-OS kB (& i f2 50K, G574 Revert (G
)/?\‘) o

SAAEHEURIRRERD, HUR PAN-OS ke (&6 R U AL B anstE s, Eaife s £ %,
#:—F Close (BilH) .

BHEIRE 0 SR 55 S AT HUED & BB PAN-OS RS (& i £ 5 & I 2 Panorama, - HII B Jifis & 1 B F08
ST

i Panorama H &R M A 0111 H SE A%

TH#% = Panorama 8.0 (& %3H) WA 2%, Panorama H GG g8 € i BTN H ek r R, N4
Panorama &7l .2 #4434t 8.0 Jilk BART H sEA% K0 H 5t A w25 5 ACC &k & 5K Panorama
T GEN S 28 A PAN-OS® 7.1 8 & A THH % PAN-OS 8.0 o 7 HT AR, #mAidebh i

BIAEWBEE, 1 AT B B O 2 jils B, Panorama £ H S5 i ] ] & i 4 1 52

A ER R A R, (B AR TS PAN-OS 8.0 ol T AR 2 1%, B & LI H SE kS SR A7 A
1 H&E, I, 75 Panorama 5¢1 H bR Ry 2 0, &7 ACC M & b e 75 21 Jmy 6 R,

W SRR R T A L, Tk PAN-OS 8.0 sy b A (g s
Tl %5 PAN-OS 8.0 ¢ s - e 46 11— 43) IRFRAT 5 e THk=s 11y PAN-OS ok
AR T B — A T I R il
Panorama 5¢/% H g5 HEURE Fy AT S5 o R, Bk iR %5 A Panorama 99T H 358, DI SR i
(T EE ORI N, P2 1 SRR L A EEST CPU FOFLRE, 3540 1 2k 208 d Rl (I 09 SIS ¥ B G 72
W AR AN I FE B CPU SR A 1, 18— o] DU fe Rl 5 ) (A 11 e SR s (5 15 i it
GRS
LE245 Panorama N2 RIS o7 FITHE% H sk B S8 2 6%, Sl PR A 26
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LW NIE IFrrin = ST = <
I HEVFEOEAE A H 8RR R B G H bR I, 5 SR adR, G e H Atk as CLL 8T b
St

admin@FC-M500-1> debug log-collector log-collection-stats show
incoming-logs

@ feHakRE, CPUmnsng s (e 100%) | pf @il in g e,
PEWKHLIINGRE T, SR 1 A LRI A SRR

PREA K BEE 1 SEHCSE B B 1 SR 2% oK
i PRSI, G OEREIE H SEMCRE R CLLR A Moy

admin@FC-M500-1> request logdb migrate lc serial-number <ser_num>
start

Bl H eSS BIGIRRE, LA EHR T AT 8L H SERS R0 % 2 TR O KR

admin@FC-M500-1> request logdb migrate lc serial-number <ser_num>
status Slot: all Migration State:In Progress Percent Complete:0.04
Estimated Time Remaining:451 hour(s) 47 min(s)

{51k H SR AL e
A BRI I W SER AL, G aEMcSR A CLI R Rl Ty

admin@FC-M500-1 request logdb migrate lc serial-number <ser_num>
stop

A N i s B 45 5 T % Panorama

TH A PAN-OS 9.1 2 3 ShiA,  LA#E ] M-600 %0 FEL A2 S S, B %4 5,000 {i
B s 2fdi ] Panorama™ JEEEE i B % & 2,500 {1 B s

STEP 1| 4% Panorama Jif 5% it 0 25 2% iy A T M D0 468 e 4 B e AR 5T ok, I i Panorama i
i}}ﬂin}z HJH/j CPU /ﬂlnd ff'ﬂfo

TERRAiT, Gk B e I A e A P ok, DAERR IS B Y Panorama i 5k 5 0 i 75 i A A 1K

STEP 2| % A Panorama CLI,
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STEP 3| ## 17 Panorama 45 {rifilR %4 %X Management Only (fEFRAFHE) Kk, (414E Panorama & & it
HEEET)

o (fHFE M-600 %) 18R 5 Bath, DIAEFE B M E M-Series &0

%

o TR IR P RRIE Panorama S EREH
STEP 4| % A Panorama 4/,

STEP 5| JH Panorama & B i)l 28,
o (EHAT MBS AR P T TH Panorama,
o (R AT RS S AR I I DL R THE Panorama,
« {t HA &7E 71 Panorama.

STEP 6| %It Panorama > Licenses (FZH) , fiff it LU E) BN 24 1545 FEEZHE,
Device Management License

Date Issued January 22, 2020
Date Expires Never

Description Device management license to manage up to 1000 devices

I LA RSB S5 4 A B W42 71 s PANOS 9.1 sl g A, Sy LA
M-600 By i 425 5,000 (s ki, ol i Panorama sz e o fis o i 4, %5 2,500 (i
B s (H 35 B SR BE Device management license to manage up to

1000 devices or more (i:iyELiEHiI% 4 1000 iputEw i) |

{E FIPS-CC £iX. F IHik Panorama FI52 45 B ) 44

TR E] PAN-OS 11.1 £, FIPS-CC KX R T4 52 48 BRIV 2E i LK AF 5 41T PAN-OS 10.0
ol S IORINERT T %5 Panorama 1T n] 5245 BRI 44 & #2620 #0744 %2 Panorama 5B, 15752

18 7 FIPS-CC #55 FAY Panorama Fll FIPS-CC 5 N (n] 52 7 B ) s i o 5 28 i Ik g, o
SRR B B, ALl T A i S S < 56 B BT %2 Panorama MBS i, H sEMCEE RS A
WildFire i #1H [7] Panorama &2, {E¥ 47 PAN-OS 10.0 2 3 il ARy, M5 E T e,
ANE R EST A Panorama M2 B AE [, TS R FIPS-CC BaX My T4 52 242119 Panorama /1Y
SRFET AR K% B K VM-Series 55 ER A& AR/,

STEP 1| i FH 4 o M8 75 <0 3 N7 FIPS-CC #5152 48 BRI 45 1 K AT (o] {14 %= 7% Panorama 19
ST IRREEETE L, S R W ISR B AE B S A B Y B 1 T H 4 Panorama A5 BRLIRFAE ok
s
STEP 2| ¥ Panorama Fl15Z 5 #R 1Y) 44 i T 2] PAN-OS 11.1,
o (EH A MBS M H AR N U T T Panorama
o BV MMM ISR DT T Panorama

e {E HA %7€ b 7H Panorama
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STEP 3| zhTh#k®] PAN-OS 11.1 #, kaBd Panorama IR0 H gk, LAREE FIPS-CC il NHfLtesz
B IR Y d i A A4S Panorama,
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Hamk i, D BRI T PAN-OS 10.0 27184 %] PAN-OS 11.1 119 0 5 R AR IRERT 19 By K il
SRPLEE INFIACREE 2
1. & A Panorama CLI,
2. R ARk aE,
admin> request sc3 reset
3. ff Panorama I FHTIENE B IRk ES
admin> debug software restart process management-server
4. ((EPEHA) BEnT M (HA) 8% iy R 5 A D B
STEP 5| £ FIPS-CC #i: M H a2 MG L4 g IkAg,
D R d R S A B S R, HARER R,
1. G AZFHALE CLI,
o ARSI CL
o BANMSES CL
« & A WildFire #¢fifi CLI
2. HEREZARIREE,
admin> request sc3 reset

3. HUHTHUE) S AT BRALE BT B s

admin> debug software restart process management-server

STEP 6| sz %0y sz BN 4L 5073 (9] Panorama,
o RRBE ST HE 2y s A B A i
o REZEHMBAES
o U7 WildFire 3% fiii%h Panorama 45 £

STEP 7 | #r e Ak sl BT ME AT A HRG8 LUB A OpenSSL 4 454 2,
FETT K E] PAN-OS 11.1 IKf, R PTAT iR 2 L P (2R
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Panorama A1z 8 BUAL (5 (Y kG TH AR BB RR,  DAPSA 5 20115 PAN-OS R TSz A8 BIAG 15 17) S0 £
¥, {11 H AlOps Bl i Mk 7R 1 (BPA) nJHE— i bpae 4 KRB SZ JHA Ak LB, - N30 & Web
Proxy B WA FEANEENE 22 M SRR L T R = 2, B KRS S8R HOIR e DHCPvé 7 i
13 1Pvé6 ik, M58 22 mak i)s 12 (CIE) (6 5 N ARm el midt, SHAE PRA- AU TLSvL.3 7%, LA
KEeg 1 loT % VE B B ANEESE,  DA(H 000 SR b 5% J RN BB R I ik, (E DU A F IR AE
Bl H et 42 28 A1 T Panorama 11.1 iKY Panorama = &5 Sh R A i, JeRER kit
BN PEAREE B SEICE P Panorama Bl B — it ol & {6 2 ) H SEMCE 9si) Panorama,  HERE 7 #f
i H

i ggie PAN-OS 111 ey sty PAN-OS ok, fan it il b e i iy PAN-OS
11.0 w iy PAN-OS 11.0 ik oh 6 b hEM g e s Zs 1 12 PAN-OS ke s i
Akl PAN-OS 10.2 5 v vy PAN-OS pgok - fijge PAN-OS 11.0 e sy 6 4 ik,

@ g Palo Alto Networks FIZUEAINT e m grosmmive gnry 9 SRR R AT 257 S 40
ety PAN-OS g flifii e, S 065 ol LA ARAY B IR B, 65 e by /1 /1
WS L A A 2 e S ) R 8 1 T T R RO RE

¢ i PAN-OS 1T ey i ctorsaiie e PAN-OS 110 gk, ¢ Ben
M. Ay PAN-OS 11.0.1 5 PAN-OS 11.1.0 e oy pr e, St/
Wi PAN-OS 11.1.2 - g i e s F A PAN-OS ke, it o8 te Rl e oh 2
it PAN-OS 12.2 je ity 1 G i AU FE L,

STEP 1| % A Panorama ff F{ /i,

STEP 2| 7%y Panorama 1=z A8 I 2K [ (it 17 53¢ A B 4 0 1 -
1. Export Panorama and device configuration snapshot ([ 1i Panorama Fl1%& i f1 A& A
1)  (Panorama > Setup (%) > Operations (¥:1F) ) .
2. BHEHTY tgz K L6475 Panorama.  H GEMCEE BRI SRS S-S AiE, An g s A R
DAZEFAR, A& AT LA I ff A0 AR R 3
STEP 3| usfffs 2y di FH 1 G e os 0l 7B, HABBR T admin A HE S, G5 CHy admin (%
A HE R BB HH H EEICE RS .
B H B 28 AR E admin (615 F ] RS PAN-OS 9.1 RSl A
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STEP 4| 3% Panorama > Plugins (JFEM 220 W%y H il Panorama 2 2&11 fir A7 A+ FE S
Download (F#) PAN-OS 11.0 12y /R A,

4B PAN-OS 11.0 F1E il A 7 #2019 Panorama ZHFE Rl A, #5280 Panorama 7R A
VAR,

TR T I BE DL S Panorama & PAN-OS 11.1 &85 PAN-OS 11.0 fI F 5 lA,

I SR A & 7R B % PAN-OS 11.0 10I[H] 1 Bh2c 48, AR R T 2 fRm s R O,

BB RS2 PAN-OS 11.0,

(e 2Ty ) gy Panorama gy £s PAN-OS 11.0, g i e
ﬁﬁgﬁ@i@ﬁzﬁﬁmlwt e 7ZTP 5’HJI‘$+:;KO o T el 2 PAN-OS 11.0 %, WAL
Panorama - i 75245 ZTP pippe,
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STEP 5| M AT PAN-OS 11.1 (95 Kk ifik.

@ g PANOS 111wy pioshtie, fmangiseiephi iy PAN-OS 11.0
Al oy PAN-OS 11.0 ok i sh e st il g PAN-OS 11.0 s v 5y PAN-
OS5 11.0 pg Attt ] LA k= H ke PAN-OS pioAc

DR RERT— M LA 10 K, b e e s 1 (i PAN-OS 11.0 o i =
Panorama wiph ARl RIS HE T, piin, g PA-220 g g a4
PAN-OS 11.0, = f; Pan0S_220-11.0.0 z Pan0S_3000-11.0.0 (g

Panorama R AT A B KOs 0628 80 T A R o B EE 1) PAN-OS FliA, [RIE, sl s,
FONC EE 8 P AR LOE, BT A S B B K s el 2 %, 18k e Panorama :

1. Check Now Ik 474 nf UM% (Panorama > Device Deployment (%) >
Software (fk#%) ) .

(PAN-OS 11.1.3 J2 UL ithly A MRBRTHRR, SR @ SR T A RIUAH FEN SERER A, 45
SERFEWE A, 562 (JEP:) Base Releases (GLfftfliA) kUi, [MIBR, F5498
B F IO, FEH (35B) Preferred Releases (75 TIIA) #4HU ik,

2. S AR REE RS KRS SR B R A, =4k PAN-OS 11.0 (%, 7S A Bk
%, % Download () .

JE HA 15 K it

Install (“Z24%)  (BHYEMR) SEE ) PAN-OS 11.0 oA, S5 A0 SERE s I A BG KOS, FF5E I
Reboot device after install (“Z¢2&6% TR RUE S ) | AL —F OK (fEE) .
TEh/ EED HA B KOS
1. #— Flnstall (Z24%) | 521 (35B%) Group HA Peers (HffH HA ¥45) | SEIUT— HA
¥4, 32HY Reboot device after install (24564 T2 E) | R — T OK (fifE
W) . MEREZ T, SR KRS S BT B R
2. ¥:— FInstall (Z24%) | £/ (&) Group HA Peers (RFfH HA ¥45) | SR/ I
— I A TET HA %45 5%t Reboot device after install (‘Zc856 BT EEE) |, Rk
#— T OK (FEE) .
T B/ AT HA B s
fEMEFp A, EEhRE KRS 4 & fwl, #EENES SRS 44 A fw2 -
1. Install (Z2%%) (BHEW) #8800 500T, £/ &) Group HA Peers (ff#ll HA ¥
45) ) A fw2, SEHL Reboot device after install (24564 FgrRE AL ) | R —
OK (7,
2. W fw2 SEREETBARE RS, 1) fwl T2 (Dashboard (f%4#%) > High Availability (7]
HTE) Widget) 172808 FEPEAE,  H fw2 5208 Eh ¥ S (Local (ORES) Bh RSk REZs
active (F#&)) , Peer (¥5§) -fw2 % passive (¢ ) .

3. {rHt fwl #1 Suspend local device (F{EAR4LE) (Device (#i%) > High
Availability (=77 ) > Operational Commands (Fg{Fir4s) ) .
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4. f7Hu fw2 (Dashboard (f##) > High Availability (=l i) ) , #:% Local (K
) BhkOfikRE active (EE)) , Peer (H5E) B kfS—fwl—%5 suspended ('
)

5. f£H¢ Panorama, %t Panorama > Device Deployment (4475 ) > Software (i
B%) Install (‘Z%45)  (BRfEfW) 885 5730, /M G&BR) Group HA Peers (Ff#l HA %
45) ) I fwl, %I Reboot device after install (ZZ4&p8 dgTEh4EE) |, Rgik—
OK (ffE) . #efd. iy, e fwl 5¢ B F bk,

6. {rHL fwl (Dashboard (fxZ#) > High Availability (&7 ) Widget) |, f#id
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4. 31 Device Groups (Z&E A1) , LLJ% Include Device and Network Templates (U
%”*E%D%‘%E‘r‘r%azfi)

5. #—F OK (fE€) .
6. B (x4 DLP Push (HE%) (ISZ AP HIB) i et o,

STEP 11| ©% A Panorama CLI 3 & Jit PAN-OS 11.1 & 41 H &k,

admin>debug logdb migrate-1lc start log-type all
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2. FREANA T
1. 7¢ Resources (&) 7% — T Dynamic Updates (EjREHHT)
2. Download (Ni#%) FoHINAEEEITIOA (8084 LK 225 (1 Panorama 45 BIL i) il 25
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o GI¥IP 7 bk ELE H 2 ARG EE
+ show user user-id-agent state all
- show user server-monitor state all
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) = Applications and Threats (fEH FE X HUR ) M MCAIE [Currently
Installed (H i 2:m)) 1,

VERSION -~ FILE NAME FEATURES TYPE SIZE SHAZ56 RELEASE DATE DOWNLOA... clt:?:.:lz‘llg ACTION DOCUMENTAT...
~ Applications and Threats Last checked: 2020/07/08 01:02:02 PDT  Schedule: Every Wednesday at 01:02 (Download only)
B287-6151 panupv2-all-contents-8287-6151 Apps, Threals Full 56 MB  36315efi... g[[}ﬁ_ﬂ.-"[}b!?é 17:34:56 v
B287-6152 panupv2-all-contents-8287-6152 Apps. Threats Full 56 MB  dced5c69.. | 2020/06/29 11:55:44 v
POT previously
B287-6153 panupv2-all-contents-8287-6153 Apps, Threats Full 56 MB  14af053b... g[[}]ZTU.-"O.‘J.-’Q? 17:15:33
B2B7-6154 panupv2-all-contents-8287-6154 Apps, Threats Full 56 MB CB725521... g%%p.-'oa.-'so 16:14:19
B2B7-54155 panupv2-all-contents-B287-6155 Apps. Threats Full 56 MB  3f0fch9aé... g[[}ﬁ_ﬂ-"[}é-’ﬂﬂ 19:09:11
B2B8-6157 panupv2-all-contents-8288-6157 Apps, Threals Full 56 MB  54[355al... g%%_ﬂ.-"[}._.-'ﬁl 17:00:41
B288-5158 panupv2-all-contents-B288-6158 Apps. Threats Full 56 MB  dhPe5aB1. g%%_ﬂ-"[}?-"ﬂl 18:15:44 Downlboad Release Notes
B2B8-5159 panupv2-all-contents-B288-6159 Apps, Threats Full 56 MB b&BA3cP6.. g%%_u.-'o.‘-.-m 11:55:30 Download Release Notes
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+ show user ip-user-mapping all
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e Monitor (Eif#) > Session Browser (TfFRFERITERS) |, IRERHERE R LIHY TIERS
’EXLO
FROM FROM
START TIME ZONE TO ZONE | SOURCE DESTINATL... PORT TO PORT | PROTOC.. | APPLICATI... | RULE INGRESS I/F | EGRESS I/F BYTES | VIRTUAL SYSTEM

07/0B 11:29:02  zl z2 56622 44060 ftp-data 6-1 ethe 1173 ethernetl/4 558 vaysl
07/0B 11:29:00  zl 44823 4. 6 1 L 6-1 ethernetl/3  ethernetl/4 | 277874  vsysl
07/0B 11:29:10 | z1 60162 47273 -] fip-data 4-1 L 1173 ethernetl/4 580 vsysl
07/0B 11:29:10  z1 z2 45751 6013 <] ftp-data -1 ethernet1/3 | ethernetl/4 560 vsysl
07/0811:29:00 =zl 2923 42559 (¢ t 4-1 ethernetl/3 | ethernetl/4 | 111119 | vsysl
07/0B 11:29:12  z1 45772 8348 -] [t t &~ ethernet1l/3 | ethernetl/4 785 vsysl

07/0811:29:10 | z1 z2 39742 61408 -] ftp-data veysl
07/0811:29:06 |zl z2 53948 54594 [-] ftp-data 792 weysl
07/08 11:28:11 71 72 38185 42184 -] ftp-data rulesé-1 ethernet1/3 | ethernet1/4 3243 wsysi

STEP 9| Wi lh S il L sk i T 4% RE A5 5o %
1. & AR KEEA I,
2. fifl: Device (¥£i&) > Summary (5ii%:) > Software (§ki%) W% — F Device
History (2L JFEFE L8

Thak HA Bl i i 3

Fml PAN-OS 11.1 oA E G, SRR T IRy THskos vT I (HA) B2 vy — S5 Kifis . IEfe )y
50 FH 7S 2E 1 / 9 B A0 = B/ E B el

A EE SR AE v T IR (HA) B8 rh Il JORS IR A BEIRs TH], R 0T — (8 HA 5% - R BB/ &
BB KA, JCTT AR SN AT 2 ) (B2 7 (EaE W, MR P sf it W A o] S T ) - - 2
) o BN LE/ RS O, A AR MR Ry (%) B, TR
SR, A R DU SR I IR FIREE (W) o B2 RAK, AUl (K

PORE- RPN RIS S S EY/ @G0 N (B 56 2 ) ST RN B/ @S S B S R R S G )

MRk, A7 ST ATl HA B S I B A R i A e, S e s o dh, e REr ot
o BT T ACES b — i S e fh Rl

4 HE PAN-OS AT 8 HA B K fs Ry, SR8 768 R HA ¥ 55 T8l THR A€ = #H
[ e PAN-OS JiliA, R PR, Hln, ¥ HA B39 PAN-OS 10.2 FH#% PAN-OS 11.1,
AT PR HA S5 TS PAN-OS 11.0, A% FRERAE T A H S PAN-OS 11.1 filiA,
HA S 55 HH b A 1 250 S0 28 B BE M AR IRE, 2285 & MOARIIBG KisertE A suspended KRE, W TR
AU Peer version too old.

Q Ky I bR EU N, A KT RN A I IR R T, RECR B SRS A T FE TR
THsbE R 1 D HERE & B K s s i
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STEP 1| Ay H AiaH RERE 2 47 o

I SRS K i e 1 B S S 3, EL e A R AR TR A G ST i £ 6 A A7 IR A

EHRCE R REERS KOS AT T 71 BE -
1. %I Device (¥:i) > Setup (F%7E) > Operations ($:F) , A% T Export
named configuration snapshot ([t H 24 3%t fig)
Configuration Management

Revert Revert to last saved configuration

Export Export nam

Export confi
Export
Import  Import

2. SENA G AT ALAE XML 54 (140 running-config.xml) | A — F OK (i
7E) HE HRH AR A
. Export Mamed Configuration @

MName | running-config xml v

q Cancel

3. PR A 22 G A 2Bl R AR AL 1 AR AE T R Ry 8 A R, ol (o i 7 52 it

e,
STEP 2| 3EH! Device (%) > Support (32{2) i Generate Tech Support File (/= 5l 57 £2 i
ES I

TN A AR PN SRS N e — T Yes (OB)
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STEP 3 | fifEz HA BC 3 (PR B4 K BT T I BT A RROAR
atr Z2 B AT, R AZE Ry PAN-OS 11.1 WO Z 2R i X N A TboA . FERREEAE [T 450
B B0 PN S ST A B A

1. %I Device (%) > Dynamic Updates (EjfE5#7) , i # 7 Applications (ffE/H]
F230) = Applications and Threats (Jf& FIR2ELEE) |, DUAESZIBE 52 812 [Currently
Installed (H i 2Em)) 1.

CURRENTLY

VERSION -~ FILE NAME FEATURES TYPE SIZE SHAZS& RELEASE DATE DOWMNLOA... INSTALLED ACTION DOCUMEMNTAT...
. Applications and Threats Last checked: 2020/07/08 01:02:02 PDT  Schedule: Every Wednesday at 01:02 (Download only)
B287-56151 panupv2-all-contents-B287-6151 Apps, Threats Full 56 MB  36315eff... gg;]»_u;os.»‘zé 17:34:56 v Release Notes
B287-4152 panupv2-all-contents-8287-6152 Apps. Threats Full 56 MB  dced5cé?..  2020/06/29 11:55:44 v
PoT previously

B2B7-5153 panupv2-all-contents-B287-56153 Apps, Threats Full 56 MB  14af053b... g[[)ﬁ_ﬂ."oé.-"29 17:15:33

«B2B7-6154 panupv2-all-contents-B287-6154 Apps, Threats Full 56 MB cB72552f.. g%%_ﬂ.-"[}b.@[} 16:14:19

B287-6155 panupv2-all-contents-8287-6155 Apps, Threals Full 56 MB 3i0fcb%ad... S[[}]%_D;’Dé.-"SD 19:09:11

B2B8-54157 panupv2-all-contents-B288-6157 Apps, Threats Full 56 MB  54[355al.. g[[ﬁ_ﬂ."o._'!ﬂl 17:00:41 Download Release Notes
B288-6158 panupv2-all-contents-8288-6158 Apps, Threats Full 56 MB  db%e5aBi.. S[[}JZTD;’DT.-"DI 18:15:44 Download Release Notes
B2B8-615% panupv2-all-contents-8288-6159 Apps, Threats Full 56 MB  b&B63CR6... g%%_ﬂ.-"[}._'.-"02 11:55:30 Download Release Notes

2. WRBs JOfS KT T PAN-OS 11.1 AT S5 e 0 06 ZE N S A B S Bk, & Check
Now ZRPFEAY) LIREHCAT FH M 0I5 5,

3. ki Download (Fifk) ATEMINAEEITRIOA,
FERS ) NN 2 TR 4%, SN T TRORN [Action (BYIE) 1 BRrbiv Sl il & g
Download (i) #f9 % Install (‘Z%4%)

4. Install (Z28E) Wigr, SRAZLE FARE A D2 o T,

STEP 4| #f & %% PAN-OS 11.1 &1
A e H i THY PAN-OS il ARE] PAN-OS 11.1 9 B A b (- (] T HE 325 {5 i ANy 22 4%

&%Fﬁﬁ PAN-OS Tk A 1, B S8 A0 T BB A v @ R S 1) T 18 RECAR FY W A 5 IR T/ [ 0
7 'ﬁxjj'IH EPE@EA%DF& Eﬂt‘n? é& 7%%)%%

STEP S| (hrfbfiryl) g EAE i H Cortex ERHE (CDL), i £F RFE HA B4 b2 M i 06 i
ijkﬂﬂz@'f%%&ﬁ PAN-OS 11.1 IR [ B U a2 (i ] 25 (5 18 36 HE 1T CDL SRR 2 Gy i 285 110 B

HJ-LO

meRAE Ty PAN-OS 110 2 e e il i i3, 7 K S G 00 I BUAT I
FLLRIR T 5 MEA T
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S

STEP 6 | {5 M AL v ag — A S e dh o S8 T 2840 HA BCS iy — (8B O s ftaE, B
W5 0 LA G N] 12D 6 PR REEE A T T
1. It Device (#41%) > High Availability (=07 HI#) i Election Settings (X%

) .
2. FFEUH, R GERR) Preemptive (Joflh) i, AR T OK (fERR) .
| Election Settings @
Device Priority | None ~
[ Preemptive

[] Heartbeat Backup

HATimer Settings | Recommended i

3. Commit (f£3z) £,

STEP 7| #7{zr =3 HA 45 DIoih] 25 65 f5
CEah/mhel i) B F B/ 98B HA 3% b Bl ks, e B s THsk B HA ¥4,
CEah/ Eahe o) B E 8/ E 8 HA S b bl ks, e B Tk - Bh- 1 2 HA 45,

1. 3w Device (%) > High Availability (=7 ) > Operational Commands (#:1F
#r43) K1 Suspend local device for high availability ({52 Ak A & DU & o] )

2. fEfi M, WERIRAEZRy suspended,
P RS 7588 A2 e S8 e R 2 HA i %y active JIREE,

$Y kSR A SR (TR HA g it s il 12 45 11 3 A 7
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STEP 8| fEEi{sy HA ¥4 44 PAN-OS 11.1,

1. 7E19E HA ¥4 | 3EHL Device (2:1%) > Software (Ikis) , A4 — T Check
Now (VZEIREET) LA iR f 07 1 53T
R —{E ] RS PAN-OS R, G0, 4t PAN-OS 11.1 2285 4E5 i 1, R FEEA
7~ PAN-OS 11.1 filiAK,
(PAN-OS 11.1.3 )2 Uil A) BRIETEZ, SRk @& BRI AT ERY SLBE A, 45
SERAEWE IR, e (J5B:) Base Releases (GLfEhiA) FZHU B,

2. ##)) Download (F#;) PAN-OS 11.1.0,

R A B AP B ARES, f65 T Ll i Palo Alto Networks

LIV gk (%, sk it 5y Upload (i) =7 i,
0 RSO e T T LI TR s, P % PR, Gl Ak
 CheckNow (57 pifes) DA PAN-OS pfgis i,

3. (Pl TG (FBTFRANEA BRE) | G Install (Z55) (g,

VERSION SIZE RELEASE DATE DOWMNLOADED CURRENTLY INSTALLED | ACTION

10.0.0 1083 MB 2020/06/28 21:36:52 Insta
9.1.3 431 MB 2020/06/25 01:17:18 ]
9.0.9 662 MB 2020/06/24 15:38:06 Download Release Notes

4. ZEERDTERCE:, (TR I —E ik T R
o MRPOREEPTRGE), G5 FYes () .
o RPN FHRUED, G Device (#&iE) > Setup (G%iE) > Operations (f3
fE) il Reboot Device (FEHTRHENSEE)
5. #EESE M EPEN, G5/C Dashboard (&44%) gl "l M, Widget, 2
TSP AR A 1 AE B S5 R0

. Passive:
. Active

STEP 9| % HA DhEHE IR 4 5 28 HA 55,
1. %I Device (%) > High Availability (=7 f1t) > Operational Commands (#:fF
5y) , 2k Make local device functional for high availability (772 A<k 4k & 58 7F DL
e AT HIE) o
2. feAi M, WERDIRREZRy Passive, ¥HA FE)/ F By E G KOS, ESEIREER
Active,
3. FfF HA BRI T8E N,
ff Dashboard (g&Z54) f, WifE @l HYEL Widget vy TfTaE) AKRE,
STEP 10 | fE K28 HA ¥55 |, s HA B4,

1. #H{ Device (Z41) > High Availability (&7 H14:) > Operational Commands (3:fF
i 53) F1 Suspend local device for high availability (75 A R4S i LIS & T HYE)

2. {EfiMA, #ESRARREZR suspended,
F L | ) 75 B R O S5 1 1 22 HA S8 iss 4 Active ARRE,
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STEP 11 | fE R % HA #4812 4% PAN-OS 11.1,

1. EXREEE 2 Device (25i%) > Software (M) , A% — F Check Now (17
Rk LA AR S 98T

2. J&#\ Download ( F#) PAN-OS 11.1.0,

3. MlkmeGE:, AL Install (Z2%%)

4. LRHERRI e, ST F 3 s O D ¢
o WUERPEREECHRCE), Gk TYes () .
o RPN EETRUED, G Device (#&iE) > Setup (G%iC) > Operations (f3

fF) F1 Reboot Device (HEHTRUENILE) |

STEP 12 | 5 HA DhES 52 K42 HA 45,

1. %I Device (4%i%) > High Availability (=7 f#:) > Operational Commands (#:{F
7)), A% Make local device functional for high availability (i ARE S (o581 LTS

)
2. A4 NA, WERDIRAER Passive, ¥R EE)/ EESEE IR KOS, IR A
Active,

3. iy HA HEBI T 3C A,
{r. Dasbhoard (f&Zcth) v, BafE TiTais ) KRGS nlIPE Widget.

STEP 13 | HUHTHUN E— e HA B B4 TR JEAh
1. %It Device (4:if) > High Availability (=nfJiitt) Wifiil Election Settings (i3I
%) o
2. BUI (BZH0 Preemptive (Jofh) SCi#i— F OK (fEd) .

3. Commit (§3z) 3411,
STEP 14 | Hojr g A B Hobr HE AT A 1855 LUESF OpenSSL 22 4 %k 2,
FETFREE] PAN-OS 11.1 IRf,  ZER A 1R /2 DU i 2R
« RSA 2048 fzote Lk I., 5 ECDSA 256 fzoLei LA I
« SHA256 5 90 = MO fii 22
Ej?‘%ilaﬁﬁ PAN-OS 75 FILE 45 1 B Panorama /9 FILEUHE 1, G0 G B ok /28 26 B0 e AR ey o
% Hillo
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STEP 15 | fiff 52 i S8 45 A a0 PR IDI B 1
LB/ BB b, A EEVE S IE MR A LB/ CED T, (S A (O U
BT A CLI iy LA B TR 2D
o (PP I AT SRR LN A IR AR RV, G 9T show session all iy,
o FTUEBETE TAFRYB R, SH9A4T show high-availability interface ha2 @i,
fiff & CPU ##% 1-[¥) Hardware Interface (REHS /1) SHEessEman ~ -

o EEEN/EENALAETD, U R RS @ R R B B S R
1,
IR HON HAZ (ORRindh, BBy 1R 103 B & IR (G

BLE 0, a2 HAZ (5 e ih Bl e 0 g, A T M1 3 25 0 oy (i HA2
{5 FE TG B
o ELE)/ CEIRLAED, MG I S L B B B R B,
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BEBE Kk 17E Panorama 7322 PAN-OS 11.1

7 Panorama™ & BiLfr] Ik 28 257 45 BRI RS0 S8 P9 45 T T F T PAN-OS,

o & Panorama sHLf 4 Ml 5 B IR TR SH K f
o & Panorama Al 2= MY RS I IR TRl NS

o THL ZTP B ki

‘5 Panorama i 4 (8 P5S A B8 IF -5 b5 K ot

B PAN-OS 11.1 il Ao, ARER M B AR Jy sk T8 A& 6 ] Panorama & BRI B SOl EAE )7
WERIAE NI BT I, LA B AL d i HE (HA) 372 rhiv Bl K i o

TEEs 2S5 PAN-OS JiOATH R HA B KRS IRE, A2 50 8F RE HA S 55 T8 THRR S B Al
[ EhHe PAN-OS JiliA, REEFM#ERE, i, # HA 57 PAN-OS 10.2 7184 PAN-OS 11.1,
AT R HA B8 THZE PAN-OS 11.0, ATV REREME T8 2 H A PAN-OS 11.1 JifiA, &
HA 6455 b i (1 2 5 28 DIl A IRy, 2288 1 SO B KOs & A suspended JIRRE, WETR
S Peer version too old.

%R 4

7 Pgnqrama A0 T B R 7 TR 1 R 28, EU%B@%I\&E’ Panorama A< HIfR 4 A A
PR TERRBIIS sy, LGt ol AT B) e (e PanOrama,  gx e e (5154
EUPS N

W ELE 1 PAN-OS 11.1 Panorama #%{ifi ] PAN-OS 10.1 2 5 & MR By K THskIRE, B i
MBS AR Tk 2 BE fol s RE Zhs i £z 2 — I RRCAS

{EAE Panorama TG kil 2w, 1&4678

O ff7E Panorama 1E ¥4 T3 BT8R il AH [F) 25 50T PAN-OS RiAC, #8478 5671 Panorama
LGRS O 11.1) , FIBS2E BRIBG KA TS A, eaF, B B SE s 28 Tk
ALK, R SIS A P o IR LA T AT H SR RS R R T

O fECRBl SO e vl FERY IR, THGE R by e ) SRR & (1 [ Ot A (s

O {ETH#% PAN-OS 11.1 Ky, 4% Panorama & 2% i it R e B X, HIJPR 8 2 5 (R 5 A0 €
ISR, T PAN-OS 9.1 5 581 i A 17387 Panorama 22 i i 2 A 2 in e ki =, i 1
Panorama i #E:% fi #¢ PAN-OS 9.0 o 31 5Ll AT % PAN-OS 11.1, Palo Alto Networks &
IS B 2 Panorama JEEE DM ek iert, WAR PR TR B8 B & Panorama Fe B (R 45 H
IQO
INRAE 2556 Panorama JEHEL i PR FRAEEE IOBh, G BEACiE 4G Panorama JE % (i) CPU Al
SUPEESE nEI 4 16 i CPU Fil 32GB siiEis, LURIITH 4% PAN-OS 11.1, 0552 E A& aR,
A 223 Panorama i HEa% i 11 2 25 e TG 1

O (GG A 2 i vsys <2 LR JORS) W26 H vsys S B BRI KRS I BT AT vsys i %

Panorama.

Sl S S E B LURE 6 (8 2 T vsys S BB i BB ARl W BES AT Panorama 1) iz (1
eI I HE R,
15 (0 TR (6 T s ks hi A T8, 78 PAN-OS 10.1 J1#k%1 PAN-OS 11.1 119 % ® vsys Bk

WAtz
I'I' 10
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O (%t vsys <2 HEE i) TRl #Erdr 44 Bil Panorama Shared (3LH) 2&c hiy ¥k 4 figkd
W AT AR %€ Shared (L) W, &8I, THEE I Panorama HE YR %8 @ I BUR
$ik <object-name> L Hh,

35 (0 TR (6 I et e ik s b A T8, & PAN-OS 10.1 JH#kE PAN-OS 11.1 1194 5 vsys [k
[’|I/:I;ix)

STEP 1| & A Panorama 4 EL/ i,

STEP 2| BB Z e EBORBIN, Lo ssT IR0 &,

Q S5 55 P P (8 P S e g A TR, 7 PAN-OS 10.1 145 PAN-OS 11.1 555 ok
e
[N g panorama App-ID s ety Panorama gy sz s st & R i, HIE
FUSBE, K hEB - T-ges PAN-OS 11.1 4574 w4k 5 gt Panorama vhpgpsigs - i
ST SSUHE IR, A B 4 Bl Panorama chg i

PAN-OS 11.1 & {{i i TLS WA 1.3 2% Panorama BiL=z 4 HR )5 kil 2 1119 1R 75 15 8 R A2 1 G
B W, ez 4 BB K% Panorama 1931 App-ID #4 panorama #7584y ss 1,
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i PN fE Panorama 15248 AL 2 [HIVEal, 1B LU E ST Panorama Fllsz 8 B AL E  fi]
UL e VEBOE BT, ORF ss 1 EH R,

IR Panorama M1z A BUALE 2[RI S & 2 M BOR B AR Any (FEf)) JEFI RS, B¢
FIECAE G PEF] Panorama 1248 BRASIE 2 M i1 2 A VEBOR BLAI,  RIGEI i e BE,
1. Eﬁj% Policies (i) > Security (“Z4x14:) > Pre Rules (FAJCHLN) |

2. EEEW G PEH Panorama RS2 BEB K i 2 I B 1) 22 2k BOROS I Device
Group (ZEEREAL)

3. HEEUZEMEBORHLIAL,
4. E¥E Application (JEHFEA) W Add Cirty) ssl,
gLk Panorama je gt X, 5 R @Ra S A5 5245 BB SOl AT AR HE R s T
i Panorama afg g
Security Policy Rule

General Source Destination Application Service/URL Category Actions Target

] Any

[[]  APPLICATIONS ~

[[] | bEPENDS ON ~

4
O 3 panorama

4
O &@ssl

(® Add

litem ) > X

“ Cancel

5. ¥—FOK (fEE) .

6. 1 Commit (f£52) > Commitand Push ($£2230 #£3%) I Commit and Push (22 3f
HEwR) IBHyaE st o,
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STEP 3| (Ef&FT TSR RHE S A BER 15 Ot b, G A7 H R RE RS i R4

I PRI K i B S S 3 s EL S I AR TR i ST i £ NG A A7 AE S

1. %HY Panorama > Setup (:%7) > Operations (#:fF) #— [ Export Panorama and

devices config bundle ([} Panorama FlIZL (& @Al &), LLaE /W HE T Panorama Fil

SR EEE s 4 [H{EOR P s [ v

Management Operations Services Interfaces Telemetry

Configuration Management

Revert Rewvert to last saved Panorama configuration

Revert to running Par

Save Save named P

Load

Export  Expor

Import

Import device configuration to Panorama

H5M

2. K HE RS A B SRS AR NLIE AN A T TR B8 A Rl i, (5w (o e O A 5 i
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STEP 4 | 235 it A5 R

A 2B F AT, ﬂ?@? PAN-OS 11.1 FIr &1 e NN A S8 1 ThiCA . (2T A S8 %2 Panorama

RN A BRBG KRG, 55 B 3G e R AL 27 P 2 i e e AR s,
1. %H¢ Panorama > Device Deployment (& 5% )

71~ Download (T Fifk) ks,

{ PANORAMA

PANORAMA

> Dynamic Updates (EjRETTHT) Al
Check Now OV RIkaEY) DAHAS T 50T, A vl g 81, Action (Bh{F) fil & i

Panorama v

== Collector Groups

~ [ Certificate Ma
E‘ Certifica VERSION -~ FILE NAME FEATURES TYPE SIZE SHAZS6 RELEASE DATE DOWMNLOADED
= Certific Applications and Threats Last checked: 2020/07/07 17:48:29 POT
p Certific ~ Ap
S5L/TLS Service Profile | gogg g159 panupv2-all-contents-8287-6151 Cantents Full 56 MB 2020/06/26 17:34:56 POT
B2687-6151 panupv2-all-apps-8287-6151 Apps Full 48 MB 2020/06/24 17:35:11 POT
8287-5152 panupv2-all-contents-8287-6152 Contents Full 54 MB 2020/06/29 11:55:44 POT
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[ Loar B288-6157 panupv2-all-apps-8288-6157 Apps Full 47 MB 17:00:30 PDT
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LB RN bR, AV AZA 1 R AT OB E5 oA, 855 284X
BERE AT L — i T

38 I R SERTH ) St

te— T OK (fE7E) LA,

STEP 12| %% PAN-OS 11.1,
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N OK (fEdE) . Mefs. 20, SEwEBh KOs 58 B E e bR

3. ¥—FInstall (Z¢4%) | %/ (&) Group HA Peers (Hffl HA ¥155) | SEIUE
16— R HA 45 511 Reboot device after install (‘2% 7% & 91 BUE) 4
), R OK (fEC) .

* Active/passive HA firewalls (- %)0/ 8550 HA B5 &%) —fEdbdiplp, = @hE;
NG Ay fwd TR Eh Ah KOS 2 F Ay fw2

1. I RETHRIE — M E, e c il (Device (B1E) >
High Availability (=0 fvE) > #HGEE) . WHRCREUH, GEfmi Election
Settings GHENGIE) , #H B Preemptive (Jofh) 347, Rk
Commit ($2%5) s o7, U EAE A HA BES by — 885 dOis g5 1 ek
TE, R E PR AR ) 2 s A A

2. 1 T ENER) R 82— Install (Z24%) | 52 GEBR) Group HA Peers (Hf
fHOHA 45) | #EEL fw2, H Reboot device after install (%2244 1% w7 pi ) 44
), R OK (M) o MM 200, &S fw2 5 CEHT iR,

3. fw2 SERCEFPaRE RS, f fwl 2 (Dashboard (feZ5H) > mal JHME) fw2 1)
PRIERE A CARBERS IORS IR B & £ 8D, 1S —fw2—& 85 E))

4. friu fwl W ARAE S (Device (#&i&) > High Availability (S0 FE) >
Operational Commands (F{Efr) ) .

5. {7lft fw2 (Dashboard (fZcH) > @l M) |, fESRARERS KASIRREZR E 8, ¥

6. {7 Panorama, :#I{ Panorama > Device Deployment (#&iE %) >
Software (fk#%) , 7 A EIER A% — 1 Install (‘Z24%) . (¥H G&

%) Group HA Peers (Fffll HA ¥146) . 33EHL fwl. %l Reboot device after
install CZAERE RIS E) |, AREE— 1 [OK (fEdE) 1. #efE. 20, & SE e
fwl 52T R,

7. {7 fwl (Device (i) > High Availability (#57] 1) > Operational
Commands (#:fEfrs3) ) , 4% — I Make local device functional (i Af5E i 5
TE) , RERAETEHERE 2 NiF S5 /i 7 i

8. /£ fwl = (Dashboard (fxZt) > mynf ML) |, fEEABERS JOMEIRRE A4 E), ¥
A (fw?2) &1,

STEP 13| (X FIPS-CC KixX) 7E FIPS-CC 3% N J1-#l Panorama Fl52 45 FR ) 44 &
INRAE 2 F B KRS T PAN-OS 11.1 BB 2L 0 G54 28 0148 %= Panorama & £ b,
HIIAE FIPS-CC KR, T THER 2 A5 BEAY B KOs o 2 o 5 e 2= i R R
S PRI KRS T PAN-OS 10.0 B 5 P OAC IRy, 8 4 T EE TS R HE 42 Panorama A5 R
T BRBE K

PAN-OS F# 45 F4 Version 11.1 & later 137 ©2024 Palo Alto Networks, Inc.



JI#% PAN-OS

STEP 14 | B3 & <245 PRI B IO b 22 S5 ks AN 25 T AR
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ZTP B k&,

3. i Software Version (HERA) bR IEAEN H AL PAN-OS filiA,

STEP 12 | 5B AT 45 A A PAN-OS JHik, 2254 1515 SOt Panorama T84 PAN-OS 11.1,

PAN-OS F# 45 F4 Version 11.1 & later 140 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/set-up-panorama/access-and-navigate-panorama-management-interfaces/log-in-to-the-panorama-web-interface.html

JI#% PAN-OS

45 PAN-OS § s & Al F2 2\

38 AT AE (] B (2 PR 2 2

o BT IR O SZERBIRE
O PAN-OS 11.1.3 58 11.1 iR
O i HH R S e s A IR

AA PAN-OS 11.1 iAo, SRR M AR )y 24 PAN-OS HRESE AR, DUBHIR H AiE5HT it
QRS i BT T PAN-OS FioAC B i S i b 95 F 8% % (CVE), 4 %& PAN-OS Bk (& il 4 AUy &
SIS CVE B IEREI,  MTAET L YRR RE T THERE, Wl N7 ANgR(b 2 IR RE,  RESR |
AAERDHTHY T Rl e i T 22 00T PAN-OS RO T REE A I THEAT A0 HEAF, T DL H A
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CIEA TR R ips v, ek, L FBsE Upload (1) ) i,
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STEP 2| A&ty DI RE R A R (5.
THRERHCAIRS,  #5 & HEN7 B B A7 RiA

Check Now (7HI##) (Device (#&) > Software (HkiE) ) J&d A7 vl MR,
ek PAN-OS 10.1,
7 PAN-OS 11.1 BN 5 i Dh e 5 B e %2 PAN-OS 10.1.3 24 ¥ 511y PAN-OS
10.1 fiA, CEIBER S PAN-OS 10.1.3 5k 37 =1 PAN-OS 10.1 FuACH:, & w] LU f 4
= HEE PAN-OS AR,
1. %137 Download ( F~i#) PAN-OS 11.1 mk(%,
2. Install (‘Z#%) PAN-OS 11.1 %,
3. BN HEE PAN-OS (%, %A Mm%, &% Download ( Fi%) .
. NRSER S, G Install (ZeHE) w4,
5. Select a Config File for Downgrading G ST ABERLFHREREZE) |, Bh O R A 18 F0T
RN [ P A RE R A, DN, IR IR IR AT B BT BB I A A T THRIRE 1 )
GEAEM R, P, R TI S PAN-OS 11.1, {Effk=% PAN-OS 10.2.2 IHf, &5
IV autosave-10.2.2,
6. HEREhSEECE,, (N S0 R T D
o IMRPERIEEHTRED, GEi%— NYes (%) .
o RSB ALL RS EHRE), i =S [Device Operations (A #E{E) ] (Device (4
&) >Setup (%) > Operations ($:(F) ) , i34 Reboot Device (HE¥HTRLI)4:E
) .
B4 Windows 18 B FE S
izt 4 PAN-OS 11.1 54 Windows 119 User-ID {CHEFE 5, S0 iIT NP EE, RS fp2cas
AR R A,
STEP 1| PBHRL Windows Bt ZhHESE, A5 Administrative Tools CRHLEEE T H) |

N

STEP 2| ;i Computer Management (#/[§45 ) > Services and Applications (i %5 FIiE FH£250)
> Services (JR1%5) , A4 AT N User-ID Agent (User-ID fCEREE D)

STEP 3| S#H({LogOn (¥ A) , FiHL Thisaccount (ILHEST) | K% 7% User-ID fABERFLIE S #85E
U EE T

STEP 4| ik A Password (M) Fil Confirm Password (ffE:i2%05)

STEP S| #— 1 OK (WE7E) - Isigss o,
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HHE PAN-OS THtE

R PAN-OS TH3ME {758 HEHE7,

17 5k HE L

s (0 N Ak B v RE R Fd i DA K A ] fige e 5 26 ]

U PR IS 2 i e 0

#E CLI r,  Jih B st SO0 52 WE < 8
1. iz A delete license key
<software license key>,

2. g A delete license key
Software_Warranty<expiredate>.key.

i HTHY PAN-OS HKHS A AN 1T 1,

R RE BT B RO — (B DI RERRCAHY
HREGIOAR, B, R LAE ¢ 9.4 ek, A
A 10.0 AT BRG], 2 11.1 ik
A, BZEITHHR A 10.1,

B A & SR AU

F P A B AR S B BRE T, i 2 Bl i Je
SCEEHE AT R A 4 R B B RE RS B

i
i o

£ PAN-OS 9.1.3 K mhloArh, s k4
{5 F Palo Alto Networks ZE il %5, Rl DAZA %

e e L VEE S~ O e bk s L 3%
AEAEIE SRS, AT B AR M E RS

1. & AR A Nk,

2. %Y Generate OTP (=4
OTP) (Assets (% &E) > Device
Certificates (HEEISE) ) .

3. £ Device Type (HEE%AY) h, SRR
Generate OTP for Next-Gen Firewalls (%
HEARRS ks A OTP)

4, IR PAN OS 415 5%,

5. Generate OTP (jE/: OTP) i H— &M

6. LUEH BB & 7o & AR Kl

7. 3 Device Certificate (& 1%
7)) (Device (%%(%) > Setup (%)
> Management (‘5H) > Device (#&
&) > Certificate (%) , A EH Get
Certificate (J&HU S

8. I - OTP, A#k¥—T1 OK (ffEE) .
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JHi#k PAN-OS

H R R (et S A, AR A (i ¢ e A 2
TS g v

T TR (e T B
Now O 7HIfEE) .

i % — 1 Check
i P B T Rl IR 28 T T

VMware NSX #+ 2 2 il A BT RS T A AN

e

o

THikE) 8.0 IRf, & [ E)¢ % VMware NSX 4+
FRES, QRS AR R S, ST DR B
HEH R

THikE] PAN-OS 9.1 #2114 s8 BCRh IRy [1] Fe 7A 0
R,

Tk 2 BB R R 2B N 2 A 8221 ¢ 3
SR, 2B <xref to 11.1 Associated
Software and Content Versions>, [ fi# B4 > iz
(G TR T PN 25 RROAS TP S A

B REVE IS 7 I PolR R, R i A5 52

1%,

1t Device (#£i%) > Software ((K#L) v,
#— F Check Now GrZHlkd) .

3 R 75 5t S N B BT ) R S 1T LA A T
Kt R REEGR

IAGEANERIER], fe#Erm, M
request system software check,

B K itis A~ HA i DHCP frl Ik 23 45Uky DHCP
frhk,

A e B, JeaTE ISP DHCP filfilz
a2 A0 A B R

I K it AT R D S AL R K

7E CLI A, £ HEFE 250 T 1L (MRT), 7 MRT
b, EH Continue (i£#5%) > Disk
Image (fiGfEme(s) . 3EHY Reinstall (Fjr
Z4%) <current version>:\, Revert to G/
%) <previous version>, i il ol H T4

TESE S, 22T Reboot (FEHTIE))

fE HA G, THRRCE S8 B JOSIRE BB Ul
KERIEEDRE,  Bh s e A ikeE,

B4 KA TR 2 1 BB A T RO EE R
MG I, TR N — R SRR 2,
IAZEE S R B e T b — 18 = B RROAR

i S A )7 Ol A A T A5 A T 7 i e IR
IRCA
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TECHDOCS

TH#% VM-Series [ 'k ffi

s JHik VM-Series PAN-OS ki (J&17)

s JH# VM-Series PAN-OS #%#%  (HA il %)
 {I1Jf] Panorama 7t} VM-Series PAN-OS #)i%
« JIitk PAN-OS fikfighlii A (NSX HEJ] VM-Series)
s Tt VM-Series 5%

o JHik HA B 1) VM-Series Y55

« ¥ VM-Series [h J ik Bl 2 5 f
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THik VM-Series [ Kl

TH% VM-Series PAN-OS ikl (F37)
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THik VM-Series [ Kl

T VM-Series PAN-OS Hikis  (HA Bd %)
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TH% VM-Series [ )l

i Fl Panorama 7% VM-Series PAN-OS ifif
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TH% VM-Series [ )l

v I .
THik PAN-OS 8kis oA (NSX 24 VM-Series)

R M i 5 5 18 B I THRR T

o (EAESEIFEE T NSX 2] VM-Series — fEffEaE IR B (8 ] H# BT VM-Series B K&, TS
B E 75 -h iy OVF URL,

o JH NSX L H] VM-Series (1]~ RETL & — (i H HGE AT VM-Series B K%, TSR 2K
H VM [Pl % s o7 il % 7% 1 OVIF URL,

MR H 7 2% Panorama Bl VMware NSX H 1] Panorama /M FE RAH &, DA R Zh T35

BRI TR R,

o DU AR 7B —FE S R 5,

o T HA B ¥ iy NSX ZJ1] Panorama #HEFE A 8 Panorama IRy, & 46 THN 6% #) Panorama ¥}
2RI B HA B4,

THik VMware NSX 2] VM-Series {55 2 fif,  aiti B an MRT s THRERAE,  DARGE R IR LE T80 R
PR SRR PAN-OS il &, ol S Iy
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A%
[=1

TI-#% VM-Series [ K

Panorama and PAN NSX Plugin Upgrade Paths

s For Panorama upgrades, first upgrade Panorama HA Passive, then Panorama HA Active
e For NSX Plugin upgrades, first upgrade Panorama HA Passive, then Panorama HA Active
¢ Best practice is always upgrade one at a time (either Panorama or NSX Plugin)

VM-Series for NSX-V

Panorama 10.0.x with PAN-0S 10.0.6 last PAN-OS 10.2.x requires
FW 9.1.x or less NSX-V base images NSX Plugin 5.0.x download
Panorama | 9.1.x =® Panorama | 10.0.5 Panorama | 10.0.5 = Panorama | 10.1.x % Panorama | 10.2.x [X | Panorama | +=6==
NSX Plugin | 3.2.4 NSX Plugin | 3.2.4 = NSX Plugin | 4.0.4 NSX Plugin | 4.0.4 = NSX Plugin| 5.0.1 NSX Plugin | N/A

Panorama 10.2.x reboot Not supported
will perform automatic
NSX Plugin 5.0.x install

IMPORTANT! PAN-0S 10.0.6 are the last available base images for VM-Series for NSX-V.

VM-Series for NSX (formerly NSX-T)

PAN-OS 10.2.x requires
NSX Plugin 5.0.x download

Panorama | 9.1.x = Panorama | 10.0.5 Panorama | 10.0.5 = Panorama | 10.1.x ¥ Panorama | 10.2.x 1 Panorama | 11.0.x

NSX Plugin | 3.2.4 NSX Plugin | 3.2.4 =9 NSX Plugin | 4.0.4 NSX Plugin | 4.0.4 t=#{NSX Plugin | 5.0.1 NSX Plugin | 5.0.1

Panorama 10.2.x reboot
will perform automatic
NSX Plugin 5.0.x install

IMPORTANT! VMware NSX-T has been renamed to VMware NSX as of version 4.0.x.
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L e ZE R BT 5 NSX EL ] VM-Series
LEA S Z R R P8 B T NSX EEH VM-Series
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TFik VM-Series [ ki

Y/ . =
TH#% VM-Series 75k
VM-Series [ K fs g £z HEFL & (4 ] UUID Fil CPU ID, 2% VM-Series [ % & A= Mt — 17
o, N, IR EA S RERE, @ REEE S VM-Series B KT 4R E B 1) H 48 s 2,
ot MAEDL, AR IEAREI R
o BRI PZ RERS A A I P RE
o THEREE LIS g, N, AL VM-100 THE A VM-300-115%,
* TR, SRR SO L EOT RO — L SR e, R T HA LG DAkE 56 R 755
T R HA S T G0 E%?ZE%?'—M HA il % h 1) VM-Series ,’E‘!?‘)ﬁio

* ERABAIEI B, el BYOL Serbg Ry s, T 8 0 g ()
ol VMoo i, iz 1 VM S gomg st g s UUID ) CPUID - gy
eI, AR,

STEP 1| RBCEAIIMUEHS ZE IS VM-Series B K i,

e IR B TR i, TS LA fE AT JCAREHS EIR T ik VM-Series B JOfS SZ BTN & &, AT
fiil Hypervisor 45IRAH /3 E IR P BB A 7]

A LB R BN VM-Series TSR TR, @5 208 VM-Series 19,
W AR R T RIS T BT RUE) VM-Series B Ui, FL18 5 22 BH ] M ShE B8 e pE G TG A 1
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I VM-Series [ i

STEP 2| & 2 A Nl P HE APL 28
1. GAKRFRA D,

FifE PR A (8 T MR 5 2 J T A A0 s 432 YY) () — IR =

2. felEMizhtedh, EHL Assets (&) > APl Key Management (APl 43644 H!)
3. #H APl 8,

tion Programming Interface (API) key is a unique identifier that authenticates a user or app calling Palo Alto Networks REST APIs. Each

ific Palo Alto Networks service. For example, Licensing APl key work only with Licensing APls, and Threat Vault APl keys work only witt

Pl key Licensing API v

ng APls to manage firewall licenses (e.g., renew licenses, register auth codes, retrieve licenses attached to auth codes, deactivate licenst

Licensing APl key, click the Enable link below. You can also revoke an APl key or regenerate an API key (which revokes the previous API
d

ate € 12/06/2024

STEP 3| fEBhfs b, (HH CLI %% E—Frd B4y APl 45
request license api-key set key <key>

STEP 4| (Ul nl Al fdis) 1E Device (%&iE) > Setup (G%iC) > Service (IR%5) E, &F
b k% Verify Update Server identity (525 B fal iR dsak 7)o

STEP 5| Commit ($222) RI8E T, fEEIEAEES SO AT AREERCRI BT 45, IR BC i th AR SZ RE)
PA-VM PRI, fEfs 25, Panorama #E &Pl H] 46 T B & M i,
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I VM-Series [ i

STEP 6| Fhs B,

SEH Device (4%41E) > Licenses (FZH#E) > Upgrade VM Capacity (7H#t VM & &) | Rtk
R A0 Forb— 8 5 B P57 HEBiL 5 TR

o (%) Retrieve license keys from license server (1 F7 HEfRIAR oS RAMLFZ WEG:56) —n
RAIBCACE = A /s ERGEY IS P2 HE, G T L A,

(#4154 1) Use an authorization code ({ T FZHENS)  — o T bS8 5 ] FI T2 HERS #F
I B AT 2252 A s ERCGEN I FZME, T VM-Series 7518, BLELRIE, Gl A
Authorization Code (JZHERE) |, KE#— F OK (ffEE) .

(IR ) Tl AR P2 HE < S — A SR A B s A P e s e S 2 ) P2 A e
vlh, SR, T AF GRS R RIS S A CSP, NP HES B AR, R <O B A (S )
B e T AEAH ) A B ) wE I, SRR R By Kl

STEP 7| iR LS FZ RERS Kl
7t Device (Z%4iE) > Licenses (FZHE) ELIf0 b, fif s T RUEDFZ HE,
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T HA Bd ¥ iy VM-Series 155
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% VM-Series [ K ifis Bl A5 hi
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TECHDOCS

TH#% Panorama 7+ #4255

 Panorama #HE R TR/ BER S w2 T

»  TJH% Panorama /L

o THEASZE DLP AR K

» Tk Panorama Interconnect 4+ 2

o 7245 /THl SD-WAN S+ BT 1) PAN-OS JiliA
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TI#% Panorama 7 #F2 1X

Panorama ZHEFE ST/ RN = 55 A

LU 2GS 7 AT T RN s b B T L fE

fE4E PAN-OS 11.1 BhoA Tk 2 sl ithe 2 iy, s

ERIE M A THRR/ Bl % i, N5 A B PAN-OS 11.1 BoRmy H AR &R, &% 226 PAN-OS 11.1

A EL

7% 1: Panorama AR TR BN w3 A

Panorama #H RS

o AWS SR
+ Azure /MR
+ Kubernetes 7}

o HREZBH KA RE S+
FE

* SD-WAN /-5

*  IPS FFEG s ot
R

o ZTP /FEPREK

o A3 DLP AR

« Openconfig /R
« GCP stk

+ Cisco ACI s
Nutanix #HEREA

+ VCenter #MitH2

T = PAN-OS 11.1 .~ 7,
A ZE 2 Panorama |22 4511 T
F 4R M PAN-OS 11.1
YR Panorama A4-HHRE il
Ao THEPST IR LU D T
2 PAN-OS 11.1, 2 BA17
PERRE WO R A LA o

(1% DLP) ¥ Panorama J}
% PAN-OS 10.2 #%, &0
E¥ 1T PAN-OS 11.1 25 % F1 il
NI eSS -l e
FHRE R N 8520,
e SR T D R DA AR T s
PAN-OS 10.2 ["1i>2 DLP 52
Hb o a5 A T M SR B s A BRI B
Kl

(=% DLP) #& A& A
Y% DLP #&EH) Panorama % it
{472 A o s I 7 A 4193
T TR A I E F R S Bk B i 338
2o

(SD-WAN) PAN-OS 11.0 1~
2 SD-WAN 2.2 F1 s S AR Y
Panorama #}HHF2 2,

{E 48 SD-WAN 2.2 5 8 L il
A Panorama ZHFEH R SRR K
Panorama 4 P v filz 28 THM =2
PAN-OS 11.1 &35 £ SD-WAN
SRR ABE i AE Panorama 8 L
i eGE £ SD-WAN 3% 0E #%
MR, fEiSmRER LT, REHE0 A
PR M SD-WAN A2

A7 PAN-OS 11.0 FEfk, &

W T A Panorama 22 B T
A1 4R P PAN-OS 10.2

MR A 7 $21) Panorama 7
HEFRA, G2 B Panorama
SRR IR AV AR g, BEEAR 2

ﬁéﬂo
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TI-#% Panorama #f#F2 55

THHR A i 2H

BeeAk % o

BRI PR 2 4E SD-WAN SR
FE

SD-WAN

% 23 Panorama 7T+ = PAN-
OS 11.1 ¥ Panorama 4+ # e
A H1 SD-WAN 2.0.0 fileATHk
% SD-WAN 3.0 it A%, &
A A SD-WAN & 15
Panorama -ty SD-WAN I,

15 % SD-WAN P H I AS @ i 4
T BLAT1Y) SD-WAN % 7E,

B @il i3 SD-WAN 3.0 A
Panorama #HEFE X TSI A2
Pk 1P frak. SESE ARG
A B,

¥ SD-WAN (Y 5%, 4
REACTH%E PAN-OS 11.0 2
#, At Panorama %47 SD-
WAN 3.0 [l A Panorama 4
23, TS5 R Panorama |
) SD-WAN HHw,

1. & A Panorama CLI,

2. & Panorama I-1) SD-
WAN i,

admin> debug
plugins sd_wan
drop-config-cache
all

\\\\\
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TH% Panorama #H 2=

TH#% Panorama 7+

ai GG L M AR THE Panorama 8 PR )l s b2 ey 2 WO MR AUROAC . THREL AR/ MR
iy, s @R AR, A TS SO VM-Series Jh 25K,

o T3 DLP A4

e J}#% Panorama Interconnect 4+ HiFE

o Ttk VMware NSX HLH] Panorama #HEFERIRE, G 22Bd VMware NSX L4 1] VM-Series,
STEP 1| G527 Aill, W4 (H Panorama ZHEEFRE 7 3210 (i PAN-OS Jili A,
STEP 2| &7 Panorama /R AR A TS R DARE SR AR 1 H A /b B 2R A
STEP 3| ##B8 Panorama #MEFE ST/ BEE B h i,

STEP 4| Tt
1. %I Panorama > Plugins (#}H£230) .
2. &N Check Now ZHIR#EL)  LAREECR] H] HUHTE ¥,
3. N Action (Bi{F) #rh") Download (FN#k) DL Fashgre .,

STEP 5| 851 R,
SR A oAb B N s R EUOAR,  £E [Action (BhfE) 1 HBrbdk— 1 Install (Z288) 2K

ARG, SRR, Panorama &5l A1 .

43— At Panoramas HA sy 1ot LRSI, G Jo g SRR A A B 1 B 14 25
B, WA B R, (RGBS AR X s i AR
B, AW BB B IR, S O PR 2 R RE,

STEP 6| W LA HILAT CLI i 5 & A S MR T Hk H Rk

tail plugins-log ... tail mp-log plugin install.log
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TI-#% Panorama #+EFFE X

THk A2 DLP A+ 250

THik Panorama™ A PRIl s b4 a1 A 56 ORI kB i (DLP) SRR A AR,
i 2B Palo Alto Networks Panorama #+ £ F5 AR 75 Fff M 4 Be H A 2% DLP SRR MO BT
TR K PAN-OS (A,

STEP 1| 5 A Panorama #4124,

STEP 2| 7¥ Panorama EFHik4>2E DLP SR RE A A,
SRR IS W FHE (HA) 2% %€ Panorama, {i Panorama HA %4 [ #1 0 B%,
1. Y Panorama > Plugins (#-4#£5) #1 Check Now 7RIk ®E) |, WEf# o) dlp 4+
PR,
2. Download (NMifk) W Install (Z%4%) HoHThloARRY 5 DLP /-2,
3. FroEHRERRA R B 4% Kl Panorama Dashboard (5 26#) Wi /6 "l &
Al Widget i Plugin DLP AR 1T 42 DLP SH R,

STEP 3| ((ERTI# 4.0.0) il x5 DLP PO 22 EAfs Max File Size (e KA 2 K/ i)y
£ 20MB =LA T,

{EAEAR 5 DLP 3.0.3 2 % =ikl ) Panorama -2 5T F#l 4 40 56 DLP 4.0.0 By b ZH 8 T
L NPT AR SV N N PNEY A E NN S

PAN-OS F# 45 F4 Version 11.1 & later 165 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/compatibility-matrix/panorama/plugins
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/set-up-panorama/access-and-navigate-panorama-management-interfaces/log-in-to-the-panorama-web-interface.html
https://docs.paloaltonetworks.com/enterprise-dlp/enterprise-dlp-admin/set-up-enterprise-data-loss-prevention/set-up-the-enterprise-dlp-plugin-on-panorama/edit-the-enterprise-dlp-settings/edit-the-enterprise-dlp-data-filtering-settings
https://docs.paloaltonetworks.com/plugins/vm-series-and-panorama-plugins-release-notes/panorama-plugin-for-enterprise-data-loss-prevention/panorama-plugin-for-enterprise-data-loss-prevention-40/features-introduced-in-enterprise-data-loss-prevention-400

TH#% Panorama #F R A

T4 Panorama Interconnect 7+ 25

il F 2R 4 Panorama £ %4 Fll Panorama fi%h 7% Panorama™ Interconnect 425,
JH#% Panorama Interconnect #HE RS IR, #8205 TH) Panorama #2725, 155 Panorama ik
TRl B B 2 R [ ) SR O, 8 4E Panorama ffTE5 - SR 22 4 g 3 o+ R 2K ik A 24 4 B
1t Panorama &l 28 B2 Em AR R,  LIfECR Panorama #2228 FIl3E & Panorama EiiEG 17 4+ #
FEA AR FEF

MRS R — RS, 2B % Panorama Interconnect #HEFRE A,

STEP 1| & A Panorama 21| 24(%) Panorama i (/1

STEP 2| {f Panorama #1425 - 7F Panorama Interconnect M FE A,
1. ;%I Panorama > Plugins (M) |, A% 4% = Interconnect,

2. Download (Fi&) W Install (“Z%%) ity Interconnect SRR A, e/~ A& BAUR,
MR 22 5P,
3. 72 Dashboard (G52Hk) HARHT L 4EM Interconnect ZHERE A,

Device Name  Yoav-Panorama
MGT IP Address
MGT Netmask
MGT Default Gateway
MGT IPv6 Address  unknown
MGT IPv6 Link Local Address  feB0::250:56ff:feda:e6ee/64
MGT IPv6 Default Gateway
MGT MAC Address
Model  Panorama
Serial #
System Mode  management-only
#CPUs [ RAM (GB) 8/16
CPU ID
uuID
VM Mode  VMWare ESXi
Software Version  8.1.2c15
Application Version ~ 7999-0000
Time Fri Sep 7 14:20:28 2018
Uptime 107 days, 0:03:15

Plugin interconnect  inkerconnect-1.0.1
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TI#% Panorama 72 5

STEP 3| {¥ Panorama j%; I 71#% Panorama Interconnect #}EHFE 5,
1. %I Panorama > Interconnect > Panorama Nodes (Panorama i) |, S#EHC—{f = 2% (iH
Panorama £, #k# Upgrade Plugin (FH# R
2. HEGRCEAL Panorama Al AR — N OK () |, PSRRI,

Do you want to upgrade following selected Panorama(s) plugin?

panorama-nodel

D

3. FfFEFIEFEATHR LI Completed (CL5EH) . #%— [FPanorama > Interconnect >
Tasks (CLfF) , kol LAFHEE,

Admin ID Job ID Type Start Time End Time Status

-
[=]  admin [ 05624D4E-A29E-432D-AE07-328806F50E6B : PLUGIN-UPGRADE 6/19/2018, 10:57:09 AM 6/19/2018, 10:57:20 AM Completed

4. TR 5E s, #EH Panorama > Interconnect > Panorama Nodes (Panorama fii
B, SR Plugin (UHEMESR)  WioAGE TR 285 ) Panorama i),
Name 1P Address s Plugin Software Apps and Threats

interconnect-1.0.1- 8.1.2-c15 8021-4730

-
panorama-nodel -
-
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20/ Tk SD-WAN FH- P FE B AT 25219 PAN-OS JilcA

is AR R 2 PR AR ?
« PAN-OS o SD-WAN plugin license
« SD-WAN

A 55 WA R B AT A IS 2R O R I BT R RE HLAE T LI RE LL= A5 B iE, SD-WAN TH R R B 19 1)
WA T BT EL SD-WAN 2R RE Sl A AT 25179 Panorama & PR )ik 25 A1 Palo Alto Networks [
K

{EFAEPHAA T SRR R e 2 i, Gl BB S R TR Bl s T s, G525 H 2269 SD-WAN
IHERRE A RRCATY T4 7T 1R RN BRI 1

FEMERETHRFL e 2 i, il SR S8 2 DL R 6 -
o A LT R E,
o 2B Panorama ZHEME AU 28R R P, A A SD-WAN 19 Panorama ZH P RE AF I B A

HIZhBE,
o 1&¥E4T Palo Alto Networks 5 & 1945 Bl A7 HURERE.

oA
Tr#k Panorama HA B Z Hil, o 5 AF A RS 4. N7 Bl =7 $22 s 48 N0 A B A 1 ) A A I A
TR,
fi i 5 0 P i
fi gy RIS E RS 2, a0 3 H A Panorama H1B; OS2
o THEREEIE F R JE i Panorama RGOS T,
o GEAFCHE L Panorama Fl1B KOS 208 EULE R EL 4 o
o (ARG H B S B DASR R X A
AR THRCE R BT, 4 0] LA7E Panorama 45 B () IR B8 A BRIV 1)) JOf R A8 i trr, (6 3 2E fi
3 KGR B B TE
B R
i 5 0 E A NG S SR A LAEA TR
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TH% Panorama #H 2=

1. M Device ($5i)

%) .

i 5 WA ZEAE WA HA O b 2 A= ol =2 3 A ¢ DAE T T (BB

0 ML Ry S 0 R 5 n] RE T B ) B (R[]

Support

Production Alerts

No Production Alerts

Click the contact link at right.

January 21, 5024

Premium

24 x 7 phone support; advanced replacement hardware service

Activate support using authorization code

Application and Threat Alerts

No Application and Threat Alerts

2. SR E S SRR RN - P Yes ()

Generate Tech Support File

Q Proceed to generate tech support file?

No

3. #— I Download Tech Support File (i 7 245 %)

Support

Production Alerts

No Production Alerts

Click the contact link at right.
January 21, 5024

Premium

24 x 7 phone support; advanced replacement hardware service

Activate support using authorization code

Application and Threat Alerts

No Application and Threat Alerts

> Support (%) i Generate Tech Support File (/- Hiy =7 1215

Links

Contact Us

Support Home

Tech Support File

Generate Tech Support File

Stats Dump File

Generate Stats Dump File

All devices

Core Files

No Core Files

Debug and Management

No Pcap Files

. BHILGEAFAE RS K e Panorama,

Links

Contact Us

Support Home
Tech Support File

Generate Tech Support File

Stats Dump File

Generate Stats Dump File

All devices

Core Files

No Core Files

Debug and Management

No Pcap Files
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TI-#% Panorama #+#HFe ok

7}25

WA AN FETTIROAR

i 5 I 5 K A% FT Panorama HA B AL T i iy N 255217 (Applications and Threats (J# 72
ANHELEE) ) WA,

T A5 5 kAl Panorama EE DAZET N AT ) B A Applications and Threats (e
MR ) F e Tk,

¥
i
£

rrrrrzIIzEiiii i,
ggsgsgesegeegvs ¢

07
o8
£
o
o

uram e

B BHINERO AT 0, IR A 2 S PAN-OS WA BE IS 945547 (9111 Applications
and Threats (HSHIRLRBURA) ) Mk, a1 1R LA 77 46 ST 02 £ 0

S TR E PAN-OS AR X% AT Panorama A2 40 & Bl PAN-OS il A 2519 e IS NS 88 1 T
(Applications and Threats (fEIFEELAE) ) A,
G DL T LR e 224581 PAN-OS WA 251 N 851 TIOA
L ROERs KOts, G #E L Device (%%1&) > Dynamic Updates (ThRESHT) 5 A&
Panorama, it 321 Panorama > Dynamic Updates (EjfE 1) LI 2 Applications and
Threats (ffEHFEAELURE) MR E R,
2. Check Now (ZHIEEAY)  LARER AT FH S 8775 B,
3. ) Download (Fifk) WM NATEITION, FEREBE) PRGN A SRR 8068, XN 5817
A [Action (B{E) | Brbi L &7 Download (Fi#fk) ## 7 % Install (“Z24%)
4. 1t Palo Alto Networks 25 F Install (Z2%%) 57,

N -

%% Panorama 7 #5251 i g5 18

LI FJ&4E Panorama & PR IR 28 - T8 SD-WAN FF PR 2R AS (7 B 2 i e
o (M HA ) EEyFIHZE) Panorama 228 H A H A Panorama Bk A1 SD-WAN #+ Rk
A,

o (FEHATE) ETHREA commit (5¢22) 2 commitall (4l sr) i, e
Panorama #i Palo Alto Networks 57t (5 SO HEFE AR HAJIRRE, ¥ BERR il S 3 0L,

o G fti#E Panorama KBS A S PAN-OS JiliA

o TR EEMER I SD-WAN ZHEFE AT MongoDB [F1255IR 8, G 2284 1% 4 SD-WAN 70kl
%1% MongoDB [ 47 Ik g,
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TI#% Panorama 7 #F2 1X

@ ° CEPATE) AR TR By f ) Panorama HA fy,
* sk SD-WAN st R 4ts, fsaszii%i Palo Alto Networks stz |-y CLI 555
(fF k) ey commit force iyt 17 2 i3 i Az i commit force - iy
kRS L ET SD-WAN S

THRRGERLES, AT R PR rsE I H

SD-WAN 4 AL 1400 e 0 24

iE A AE R ] 2 BEEMAE?
« PAN-OS o SD-WAN plugin license
« SD-WAN

LETER R SD-WAN S RE 2 R, J8 A U TR 650 5 1) A H R SR OA W] LAGE B St B H i
L) SD-WAN FHERE S RRAHE T T FHRR BRI

AR NN G = R
Q@ ° mRERETHR SD-WAN pigi e X, 5T B Mo 48 H R8s i i A 2w gs
AR

@, PP e SD-WAN g b A 3.0.7 Jpisy SD-WAN 4 s o8 b A
ggg 23 ¢ SD-WAN sk 3.0.7 & it ths 17 SD-WAN s b K g A

(LR, AT L ARAT o 8 o AR T S0 K [ ) S BB A P ) I e B AR
@, ey LT ) SD-WAN 2.2 51541 fa] J Ay SD-WAN 2.2 i g K b A,
© R s SD-WAN e S5 e O MAE 18 T2 AR 2 8

B A

G, PP 4z SD-WAN g b A 3-2.0 gy SD-WAN g s o8 b A
gg; P 23 A ¢ SD-WAN sk 3.2.0 2 4% s s SD-WAN g irn b A

P, (ER RN LD, S ERE AT stit SD-WAN sl R Ay
T AT TR B S
SD-WAN ZHHF5E 20 R 1
Tl E AR EEQ T
« Upgrade From (J5iiahcA) —THknim H il SD-WAN S EE A,
+ To SD-WAN Plugin Version (7H#t5 SD-WAN s+ 52 AilA) —#a] LIAE H fif SD-WAN 24
FE R IAIES T TR SD-WAN A4ERE 2 A,
« To SD-WAN Plugin Version (Recommended) (71-##% SD-WAN #HERE A (Bak) ) —&
AR I 1E H 1T SD-WAN AR PR RAGE T TR H S SD-WAN SR RE A,

Bilh, s nT AAE SD-WAN SR oA 2.2.1 THEE] SD-WAN SRR ASRA
222, 223, 224, 225, 22.6 DI HH 2.2 A, HIE, {24 al 1711 SD-WAN S HHF2 K
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A (222, 2230 224, 225, 2.2.6 FIHHT 2.2 [A) b, FAMTHEFEO R ATE 2.2.6, Gl
B, AR E A SD-WAN 2.2.1 Tk 3.0.7, EAZE 56 SD-WAN SRR AAE 2.2.1 THRE
22.6 (EFEMA) | REMIHEE] 3.0.7,

LU R SD-WAN SRR AR TR EETE, BT SD-WAN JTHERIRE,  H SRR AR T/
%%%ﬁjo

BRI (H A2 A AR) TIHLZEI A EFI) SD-WAN SRR | THELENHE 511 SD-WAN FH R

HRhA VN

SD-WAN /HH 25 2.2 oA

221 222, 223, 224, 225, 22226
ST 2.2 A

222 223, 224, 225, 226 ) | 226
FHT 2.2 oAk

223 224, 225, 2.2.6 } U0 226
2.2 ek

224 2.2.5. 22.6 X9 2.2 ek | 2.2.6

225 2.2.6 J U 2.2 fok 226

2.2.6 « 3.0.7 J % 3.0 oA 226

« 3.1.3 KU 3.1 oA
© 3.2.1 J ¥ 3.2 ek
+ 3.3.0 M ¥ 3.3 fleA

SD-WAN 7+ 123K 3.0 il A

3.0.0 3.0.5 —

3.0.1 3.0.5 —

3.0.2 3.0.5 —

3.0.3 3.0.5 —

3.04 3.0.5 —

3.0.5 + 3.06 3.0.7-
° 3'0.7 &E%ﬁ 3.0 hL)jA h2\ 3.1.3\ 3.2.1\ 3.3.0
« 3.1.0-hf
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FUGRE A (H A28 )

THREI T SD-WAN S+

TTRREIHE 5 SD-WAN S 14

AShA
« 3.1.1. 3.1.3 X H0Hr 3.1 bk
ZIS

« 320
© 3.2.1 JHHT 3.2 oAk

3.3.0 K 5T 3.3 JiloA

R A

3.0.6

+ 3.0.7 J ¥ 3.0 fleA
+ 3.1.3 J ¥ 3.1 Rl

3.2.0

© 3.2.1 J T 3.2 ok
+ 3.3.0 J ¥ 3.3 floAk

3.0.7-
h2. 3.1.3. 3.2.1. 3.3.0

3.0.7

3.1.3 J g 3.1 oA

+ 3.2.1 J T 3.2 flek
+ 3.3.0 M 3.3 flA

3.1.3. 3.2.1. 3.3.0

SD-WAN /H 25K 3.1 koA

3.1.0

- 311
© 3.1.3 J W 3.1 hlek

3.2.0

+ 3.2.1 J ¥ 3.2 ok
+ 3.3.0 M ¥ 3.3 fleA

3.1.3. 3.2.1. 3.3.0

3.1.1

3.1.3 Lo 3.1 oA

« 320
© 3.2.1 JHHT 3.2 oAk

3.3.0 K 5T 3.3 JifA

3.1.3. 3.2.1. 3.3.0

3.1.2

« 3.1.3 T 3.1 oA
-« 320

3.2.1 JHUHr 3.2 bk
3.3.0 L 3.3 A

3.1.3. 3.2.1. 3.3.0

3.1.3

« 3.2.1 T 3.2 oAk

3.3.0 LM 3.3 A

3.2.1 ) 3.3.0

SD-WAN 7+ 425K 3.2 filiA
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BB CH AL A) THREI DT SD-WAN S-S | THR S HE 1) SD-WAN FHHH 12

AShA XA
3.2.0 « 3.2.1 U 3.2 oAk 3.2.1 % 3.3.0

+ 3.3.0 M 3.3 fleAk

321 3.3.0 J g 3.3 A 3.3.0

SD-WAN F{ SR AT Bl B 15
e k=N 7 = /1l
« Downgrade From (Il iliA) —BEsk iy H il SD-WAN FHgFE oA,

+ To SD-WAN Plugin Version (7F## SD-WAN s 2 AJilcA) —# ] LIFE H fif SD-WAN 74
FE R AES TRERR ) SD-WAN A48 R AR,

« To SD-WAN Plugin Version (Recommended) (7}-##% SD-WAN s 2R (Eak) ) —&E
AR TEE H By SD-WAN PR SRR AGE TR H 1 SD-WAN R A,

LU & SD-WAN FHEFE ORI BERRER 1, #0471 SD-WAN BERRIRE,  H ATHg SHEFE AR &8 7
BRLRY

BB CH AT 2L A THiLE] L FF) SD-WAN SRR A
222, 223, 224, 225} 226 221

223. 224, 225 226 222

224, 225 [ 226 223

225 K226 224

2.2.6 225

3.0.7. 3.1.3. 3.21 & 3.3.0 226

3.0.5 3.0.0. 3.0.1. 3.0.2. 3.0.3 )7 3.04
3.0.6. 3.0.7. 3.1.0- 3.0.5

hf. 3.1.1. 3.1.3. 3.2.0. 3.2.1 & 3.3.0

3.0.7. 3.1.3. 3.20. 3.21 [ 3.3.0 3.0.6

3.1.3. 3.2.1 & 3.3.0 3.0.7

3.1.1. 3.1.3. 3.20. 3.21 [ 3.3.0 3.1.0

3.1.3. 3.20. 3.2.1 X 3.3.0 3.1.1
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BB CH AL A) T E) ) SD-WAN FHE 2 oA
3.1.3. 3.20. 3.21 £ 3.3.0 3.1.2
3.2.1 ) 3.3.0 3.1.3 & 3.20

745 SD-WAN /4 HH R
FEFH SD-WAN (19 Panorama™ & B fal ik 28 FIBG ks |, 224 SD-WAN S il A,

i 24 Palo Alto Networks Panorama #FEHRE A 72580 R bl kB H A SD-WAN Fh R i A BT
LRI IS PAN-OS A,

STEP 1| ¥ A Panorama #f &L/ 1M,

STEP 2| £ Panorama -, "% SD-WAN #HHPEE A,
SR ST FIME (HA) %76/ Panorama, & Panorama HA %145 |- 81 A0 5%

1. %IHY Panorama > Plugins (JMEFEX) F1 Check Now (VZEIHRE) | W Y
sd_wan SHEFEARROK,

2. Download (Fd%) i Install (“Z24%) SD-WAN SHEFE AV SO0 A,

STEP 3| 24y s RE A 2 %%, G H@iil Panorama Dashboard (& ZH) , Wifr k&
N Widget HiiifEaZ SD-WAN plugin BURHE L2245 SD-WAN AR 30 A

I SD-WAN 4T
)

- Panorama =] I PERCY (F B/ 6%

iE AR R A 2 PR EAEE?
« PAN-OS o SD-WAN plugin license
« SD-WAN

FiFIRL % Panorama B (1 28 1F 76 A1) SD-WAN SHSELAHEAS IR T €,

17 SD-WAN -8R 5CA R Panorama G DL A B

1.0.x Panorama HA 1ic ¥} : i SD-WAN 4+ 5L
1.0.4 Tk A 2.2.6 A

2.1.x Panorama HA [il ¥} : i SD-WAN /- 5E
21X THZE 2.2.6 K

2.2.6 Panorama HA A ¥ i SD-WAN F4-HR2
2.2.6 % 3.0.7 Ak
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TI-#% Panorama #+EFFE X

Panorama HA it ¥} : i SD-WAN 7 #FE  1.0.4 THE 2.2.6 [l
) Panorama %3 1.0.x £l 2.2.x [{F{n] SD-WAN ZF R AE T 2288100y, a0 S AT

SN /L

SD-WAN SHERERRROAR,  HLAZA 5T 843 SD-WAN SRR IROAR 2.2.6 (MFEEET i iEIROAR)
IN%5 SD-WAN 2.2.6 AR & haE. SEakE 1l AREGERIE SR IIHE,

gk fas g Panorama BRSO =Y PAN-OS fliA, @ilan, A 4&iY Panorama Fii A< &

10.1.9, NI PAN-OS JiftA ] LUEfEfl e PAN-OS 10.1.9 % ihliA,

DAIG T MR e 2 0, am JoBalif J1ik Panorama i i T e 21

it A I 3806 LN TAFRE, LA SD-WAN 2.2.6 #HE R AT Panorama HA il ¥,
STEP 1| 7JF% Panorama & ] iR 28l A<,

1. & Panorama 9.1.x 7£ FE R4 E) Panorama I\ 2 4E Panorama 10.0.7-h3.
2. /i Panorama 10.0.7-h3 7t L@y FI#%E) Panorama | # 1 22 i 381 Panorama 10.1 il A<,

3. ¥ Panorama i o 10.1 WA, ke ) Panorama & /G PR EENIRAE, M4 ED
Panorama HIfRFEGZEY, 404 HAIRREW A8 o, HIZORTH L), 5 A& (8 55 2 A Tom ]
U, DAREFE TS HA Bl Ik TE,

A EEA TR G, G DA IRy 4 Ao 7 o HA SB35 41 CLL d 7

WELE > ZRE T HPEARREE

WELA > ZRe T HEARRED)RE

admlnésdwanz—bannramafZ(5ecundar9—a:tive)> request high-availability state suspend

Successfully changed HA state to suspended
admin@sdwan2-panorama-2(secondary-suspended)> request high-availability state functional

Successfully changed HA state to functional
admin@sdwan2-panorama-2(secondary-initial)>
admin@sdwan2-panorama-2(secondary-passive)>
admin@sdwan2-panorama-2(secondary-passive)>
admin@sdwan2-panorama-2(secondary-passive)> ||
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STEP 2|

STEP 3 |

B e F 7K,

P HEEUEC ) SD-WAN SR TR R 2.2.6 2],

L0 e 1

BWHE > tail follow yes mp-log configd.log

o PG e A Panorama HA i

s E#447 tail follow yes mp-log configd.log i 5HFAESI Ll MR, HIZ
/R ETAIEEE) Panorama (1) Mongo & RHE B4 7] 4,

fE PR n] i

EEES
1.

i b L) P OREHE pan_oplog i AE ¥ B F1#% &) Panorama.

Wi & > debug mongo drop database pan_oplog instance mdb

2. (DR ) AEEE)RIREE) Panorama FHTHLED configd,

I > debug software restart process configd

admin@san_panoramaNew> debug mongo drop database pan_oplog instance mdb

No collection given, drop the whole database pan_oplog instead

MongoDB shell version v3.6.19

connecting to: mongodb://127.0.0.1:27@17/pan_oplog?gssapiServiceName=mongodb
Implicit session: session { "id" : UUID("a4b4b22a-5629-4a63-b800-67d5fdb888d8") }
MongoDB server version: 3.6.19

{ "dropped" : "pan_oplog", “ok" : 1}

admin@san_panoramaNew> debug software restart process configd

Process configd was restarted by user admin
/usr/local/bin/panorama-cli: line 2: 26563 Terminated /usr/local/bin/pan_cli -c

HUHTRUED configd $2, i BT BEA IS M B A Ay 5 A, BT RR,  SEBLAS e AR (R

P22 FL 7 v B ) mongo pan_oplog 3,

S R A R TP R v B e 2 H 6

fE LB AIH B Panorama Tk G 222 SD-WAN ZREFRE AR A 2.2.6,

PAN-OS 7
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STEP 4| (GFEi i F) s SD-WAN £ 5 i 76 ¥ BRI 4% E) Panorama.

Wi > debug mongo drop database pl_sd wan instance mdb

admin@sdwan-hw—panorama(secondary-passive)> debug mongo drop database pl_sd_wan instance mdb

No collection given, drop the whole database pl_sd_wan instead

MongoDB shell version v3.6.19

connecting to: mongodb://127.0.0.1:27017/pl_sd_wan?gssapiServiceName=mongodb
Implicit session: session { "id" : UUID("cbdcb502-4582-4a0f-90d7-19a0becf8773") }
MongoDB server version: 3.6.19

{ "dropped" : "pl_sd_wan", "ok" : 1 }

LA T IS B (il SD-WAN Mongo DB 45 R[] 2,

STEPS5| (&t U 1) 7B Panorama a4 s st o

Number of failed attempts since last successful login: @

admin@sdwan2_panorama(primary-active)> configure
Entering configuration mode

[edit]

admin@sdwan2_panorama(primary-active)# commit force

Commit job 5307 is in progress. Use Ctrl+C to return to command prompt
+0e11%.77%.80%....91%. ..., 100%

sd_wan plugin validation: Config valid

Configuration committed successfully

Disk 'A' on log collector @007AQA994 in group lc-groupl has a size of zero bytes

[edit]
admin@sdwan2_panorama(primary-active)# I

561 SD-WAN S RE TR, BEA205% # Palo Alto Networks 251 ¥ CLI vy (FE3%C
) AT commit force, ATRIEFIT 2L IMIE commit force, &P 8 A ez dE & T4y
SD-WAN 7€,

STEP 6| TJF% Panorama HA 2%, ZHERLL FIN%S,

1. AT R B 7 S 4k 12, AR P HE R B B) Panorama 119 il i,
2. #I[{ Panorama > Managed Devices (/B PIY4E1E) > Summary (%) | REMERAEE
TRERHL R A I 1707 [ 20 i A 2 1 ol 2 AT B 19 1 B A9 B Panorama,

3. fifEid SD-WAN & (FlhnmiE. BGP. &8k 1D M) Ji& A 754 T,

sy 71 il Panorama HA iy g, gy 1D PSKIP gy IPsec syt e i 149
BRHRH TR, S i SD-WAN iz,
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TI-#% Panorama #+EFFE X

STEP 7|

() THRE SRR s
— H. Panorama HA BT, ik w] LLAE 232 85 a2 v 7 K s 328 — TS e A5 1 vl e 1 4
WHERE (G SRR B s T AT B s HA B
. A TR )5 o s 15 25 SD-WAN 25z o i

1. nT DU ST A i) sk i, 281 Commit (#222) I Push to Devices (#f iz 42 4¢
i), DAERT A HA L E?T%Hﬂrﬁ‘f*ﬁ ie A Ue - HHBERE TN, DAREOR S LA BT Rl E

E,
Ethernet Interface ®
Interface Name t

Comment | sample
Interface Type Layer3
Netfiow Profile None

Config  IPvé  IPv6  SDWAN  Advanced
Virtual Router  vrouter_panorama_branch

Virtual System vsysi
Security Zone  branch_zone_panarama

2. f#x SD-WAN Z7EFILhfe
3. BTl 2B kofs, E?UFE%%S‘Z%B%%&%}XO
4. SR LL N BRI ST B KOl

1. BHtA—¥ 20 7 HA B0 085 7 Panorama A 9.1.x TH = 10.0.7-h3, R THHLE i
1 Panorama 10.1 il A<,
FERAT TR £ B) Panorama 11945 72 B KRS EiA b A st W S fost o, 2R84
Commit ($£%¢) i Push to Devices (MEx4451E) . —H Commit All (£54Exc) 2
%, aifEid SD-WAN [y MIhaE, i85 U B X, DAMERRES KOS TRl > 7% 2

N

RAF H IR IE AT
5. Gt LA N D BRTF R R By KO 5 5 A 56 ST I S B RS TR F B s T A B s
1. PG — i HA 28574515 7¢ Panorama JiliA 9.1.x TH#ZE 10.0.7-h3, R THE i
1 Panorama 10.1 A,
2. {ERATTHRR £ By Panorama [19REE R Kl A Fhg [ A TG RERO A s 51, AR

Commit (f£22) I Pushto Devices (#Ex#%450%) . —H Commit All (=iffesr) 2
%, iR SD-WAN [ 3% e
e FUE— BTN, A PR Bl IO Tk 2 B S B HLT TR e AR
6. 31 Panorama > Managed Devices (S HIY%E[E) > Summary (i) | AREHERE AL A
AR R AR A5 [R) 2 S 26 1B 4 2 LI MY L B) A1 42 E) Panorama,
7. THERSEEEE, SRR TR BRI I

Panorama HA il ¥ : ¥ SD-WAN #1525 2.4.x TS 2.2.6 A

W) Panorama 75t SD-WAN ZHEME IR 2.0 HIE T 22860y, TR Tk SD-WAN £t
FERRA,  HIAZUETT 83 SD-WAN SR 2.2.6 (MIEEMT rhERcA) . A%y SD-WAN
2.2.6 [JRAWEBIRE. BEBRME L. REELGEAIE TR ) RE
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TH% Panorama #H 2=

GE R — i Panorama KBS A = A PAN-OS A, a1, a3 41% Panorama il A&
10.1.9, HIZ&ER) PAN-OS fiioA ] LIS ] b PAN-OS 10.1.9 BRI A,

BH UG THIEE PP 2 B, A 2o BEad T Panorama (19 0 20y i s 4,
o DA E R 8 G LR LAEW RS, DL SD-WAN 2.2.6 7R A T8 Panorama HA it ¥,
STEP 1| JI4¥% Panorama %5 PR {a] Il sl A,

1. 7€ L EAI#YE) Panorama I k0 22 % #5971 Panorama 10.1 fiiAs,

2. % Panorama TH&ZE 50T 10.1 WA, it L E) Panorama & & (b EEIRAE, 1650
Panorama HIfR R E, A1 HAIRRER AaE 0, QI ZERTHRECE), & DI 35 2 A T 9a
G, DAMERE TR AT HA BC¥EHIRAE,

A B TIRT G, G DAR) e H TR F v HA S8 T 81 CLE A

BELE > BRI AR

WELE > SERE T AR D) RE

admin@sdwan2-panorama-2(secondary-active)> request high-availability state suspend

Successfully changed HA state to suspended
admin@sdwan2-panorama-2(secondary-suspended)> request high-availability state functional

Successfully changed HA state to functional
admin@sdwan2-panorama-2(secondary-initial)>
admin@sdwan2-panorama-2(secondary-passive)>
admin@sdwan2-panorama-2(secondary-passive)>
admin@sdwan2-panorama-2(secondary-passive)> l
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TI#% Panorama 7 #F2 1X

STEP 2| itz HEk,
G oA ) i SD-WAN ST S 2.2.6 201, am billa B i Panorama HA i
e H Ak,
BWHE > tail follow yes mp-log configd.log

IR EAE# 7 admin > tail follow yes mp-log configd.log ar<ilEAESILL FEsR
AU, HIZE R LB A GEE) Panorama Yy mongo ZHRHIE LU A 4.

R R R
1 G i ok pan_oplog JiiE 4 - By 4% E) Panorama,

Wi H > debug mongo drop database pan_oplog instance mdb

2. (EEELCR) fEE BRI B Panorama FHTELED configd.

I E > debug software restart process configd

admin@san_panoramaNew> debug mongo drop database pan_oplog instance mdb

No collegtion given, drop the whole database pan_oplog instead
MongoDEéEDell version v3.6.19

connecting to: mongodb://127.0.0.1:27@17/pan_oplog?gssapiServiceName=mongodb
Implicit session: session { "id" : UUID("a4b4b22a-5629-4a63-b80@-67d5fdb888d8") }
MongoDB server version: 3.6.19

{ "dropped" : "pan_oplog"”, "ok" : 1 }

admin@san_panoramaNew> debug software restart process configd

Process configd was restarted by user admin
/usr/local/bin/panorama-cli: line 2: 26563 Terminated J/usr/local/bin/pan_cli -c

FHCE) configd %, i B HTRE BR AT HERY MY B I ANy s S I, EHTRED B, Sk S @ e T ]
P B i B £ mongo pan_oplog $13%,

SR A BT TR A P R PR H R

STEP 3| fEE®F14%E) Panorama Ikl 2245 SD-WAN ZHEHEL A A 2.2.6,
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TH% Panorama #H 2=

STEP 4| (GFEi i F) s SD-WAN £ 5 i 76 ¥ BRI 4% E) Panorama.

Wi > debug mongo drop database pl_sd wan instance mdb

admin@sdwan-hw-panorama(secondary-passive)> debug mongo drop database pl_sd_wan instance mdb
No collection given, drop the whole database pl_sd_wan instead

MongoDB shell version v3.6.19

connecting to: mongodb://127.0.0.1:27017/pl_sd_wan?gssapiServiceName=mongodb

Implicit session: session { "id" : UUID("c6dch502-4582-4a@f-90d7-19a0becf8773") }

MongoDB server version: 3.6.19

{ "dropped" : "pl_sd_wan", "ok" : 1 }

5B T B 92 SD-WAN Mongo DB 4e 5 (RFF %5

STEP S| (ki AU F) #E 4B Panorama 5 I fiE sc 58
Number of failed attempts since last successful login: @

admin@sdwan2_panorama(primary-active)> configure
Entering configuration mode

[edit]

admin@sdwan2_panorama(primary-active)# commit force

Commit job 53@7 is in progress. Use Ctrl+C to return to command prompt
0e211%.77%.80%....91%..... 100%

sd_wan plugin validation: Config valid

Configuration committed successfully

Disk 'A' on log collector @087AQA994 in group lc-groupl has a size of zero bytes

[edit]
admin@sdwan2_panorama(primary-active)# I

Eyi==1

56 SD-WAN SR TR, 8007855 8 Palo Alto Networks 25 1E E[¥) CLI vy (FE3%C
) 4T commit force, ANREEFIT 2 HE 22 IMIE commit force, 458 A sZ A8 e R4y
SD-WAN %72,

STEP 6| TJF# Panorama HA 2%, il LL FINES,

1. HIURIEERMEHE RS 7 S 400E,  NR PR F 12 8) Panorama 1Y A< i,

2. J#I¢ Panorama > Managed Devices (5275 HIW45[E) > Summary (5% | RERAERALE
AR AR A5 [A) 2 2 26 49 22 LI 1Y L B A1 42 B Panorama,,
3. 7Y SD-WAN 327 (FlandiE. BGP. <2 ID Fyiis) J& 5 75 & T,

27 Panorama HA eygs, - g 1D, PSKL P iy IPsec sy s pesin 148
e LRI BT, S g SD-WAN g,
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TH% Panorama #H 2=

STEP 7| (i) THR TR AI Kl
H Panorama HA BC¥ETHRR ), ik nl DARE 7052 Bl IS B i ) 52— TR ) vhobis A 7
SCEGIE (O SR B s T DUoe SN By Kl 50 HA B

I TSR B s s b 25 SD-WAN sz Frohge,

1. T DB BT fiA N e kg, K% Commit (£222) 3 Push to Devices (i %2 7%&
), DMERT A A LAET IO 51, 58 e —HRRE y o, DARERR 308 B HLTFRROE 5
{/FO

Emeet‘l%o.;f

Comment | sample
Intesface Type Layer3
Netfiow Profile None

ontg P4 IPv6  SDWAN  Advanced

®

Assign Interface To

Virtual Router  vrouter_panorama_branch -

Virtual System  vsys1

Security Zone  branch_zone_panorama hod

2. 8 SD-WAN Z&7EfIhEe.
B THR S8 KOs, TERIETAT 2 S BTSSR,
4. SEAB DL R RTS8 Kt
1. PHAYE—% 0 7 HA 80807 45 E 4 Panorama A 9.1.x T2 10.0.7-h3, RETHLE I
H1 Panorama 10.1 Jil A,
PERAT TR 1 B Panorama MR E BG Kl & A b g | A TR vy A st o, AR
Commit (#£%¢) 1f Push to Devices (ffE=F451E) . —H Commit All (223842 58) ~
%, aEffEsR SD-WAN W EMIDEE, 18 e —Tass )i, DUREER B SRS Tl 2 #4 5E
B H TR S AR
5. G LB LU BRI R ARG K, R s A S ST S B K s TR B s TR R A B K
1. BHIG I — ¥ pd HA S0 7 45 1546 Panorama il A 9.1.x 7HEEZE 10.0.7-h3, KRB THRE ik
b1 Panorama 10.1 Jil A<,
PRI T TR £ B Panorama YRR E BT ks i A b A T Gt Wi vy sl st o AR E%
Commit (}&£%¢) I Push to Devices (=45 1E) . — H Commit All (&=ii#ess) =~
%, ZEEER SD-WAN [ 2 fLhhe.
s FUE TR A, DARECR RS Kt T2 #2 5%E I HL TR S A,
6. Il Panorama > Managed Devices (/¥ HIfY%&1E) > Summary (i) | AREMERRAL A
TREAEL AR 8 A S 5 7 20 S A 2 1 e 8 1 1 179 - Bh A g ) Panorama,
7. THRSEREE, G iE ST s s I H

w

N

N

Panorama HA il ¥ : ¥ SD-WAN 7+ % 2.2.6 THEE 3.0.7 A

G — i Panorama HKBL A = A PAN-OS A, @, a0 3-%51% Panorama il A<t
10.1.9, HI&ER) PAN-OS A ] LIsE ] b PAN-OS 10.1.9 BRI RA,

BHIATHAE e 20, i o BsE THE Panorama (1) 0 281 i 45 11,

PAN-OS T84 Fd Version 11.1 & later 183 ©2024 Palo Alto Networks, Inc.



TI#% Panorama 7 #F2 1X

STEP 1| Tk SD-WAN #HHHFE 3.0.7, Wil F&Ei(E Panorama HA Fic i Nk AT 47 3.0.x S L
(SD-WAN #HHELR A 3.0.7 B4

STEP 2| 5 Panorama ki il A G s BT 10.1 AT R E 5 BT 10.2 oA, D THM = oy 10.2
fROATE, SD-WAN S50 3.0.7 1 H B 424k,

A HffE Y SD-WAN #REMES 3.0.7 e 5 V445 4F Panorama, i #2 & Panorama
Dashboard (£ #¢) [ General Information (—#%& ) .

STEP 3| ThHselitk, aftmd SD-WAN & M L Eh R e A 75 5 TR,

STEP 4| %3t Palo Alto Networks 2515 1) CLI @iy (fEALAEREK) $44T commit force, ANEIEINIT
T EEAC M IE commit force, &M A4 & FRIRTA SD-WAN &,

STEPS| (W) FE0 SZRCHEIrPiRACY, & Tl akiE,
STEP 6 | AGiETlshkte, i SD-WAN i KL I6E,

STEP 7| JHMsesitR, aiitadbsheenysd HaiH,

FIIH SD-WAN #+Hb R T8 7 Panorama

is W AE AT 2 TR AR ?
« PAN-OS o SD-WAN plugin license
« SD-WAN

i T A o TR PR AR L T T TR
s MR35 Panorama 5 iR 25 LEAE BT T SD-WAN S+ S RoASE IR TR R A

AT SD-WAN F+-H Rl A Panorama GG LA AR

1.0.x ¥37 Panorama : ¥ SD-WAN #4125 1.0.4
THk A 2.2.6 AR

2.1.x 937 Panorama : ¥ SD-WAN #8425 2.1.x
THk A 2.2.6 Fi A<

2.2.6 937 Panorama : ¥ SD-WAN 7+ #42 2.2.6
THEA 3.0.7 A

¥3\7 Panorama : F SD-WAN 7+ F2 5 1.0.4 THRE 2.2.6 K

s — 1 i Panorama kS il A 5 A PAN-OS A, (ilan,  #an 41 Panorama il A &
10.1.9, HI&ER) PAN-OS filiA ] LIsE (] b PAN-OS 10.1.9 &R IA,

BAMETI MR e 2 01, o JcBaaE T Panorama 19 2 22 i i 4,
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TH% Panorama #H 2=

STEP 1| [k 44 Panorama fik#& /il A& 10.0.7-h3,
STEP 2| £ Panorama 10.0.7-h3 Nl Z*4& i 41 Panorama 10.1 it A,
STEP 3| 1£ Panorama Fi#fkiliZ:%: SD-WAN ZHEHFL A4 2.2.6,

STEP 4| (il ) 4 Y By Panorama 5 it sz i 71,

52 SD-WAN R T ss, 10472057556 Palo Alto Networks #5119 CLI (GEREfE)
17 commit force, B BIT 222 IE commit force, #8452k 4k E T4 SD-WAN

St

e o

Number of failed attempts since last successful login: @

admin@sdwan2_panorama(primary-active)> configure
Entering configuration mode

[edit]

admin@sdwan2_panorama(primary-active)# commit force

Commit job 5387 is in progress. Use Ctrl+C to return to command prompt

ee o 11%.77%.80%. « 2 . 91%. . uu s 106%

sd_wan plugin validation: Config valid

Configuration committed successfully

Disk 'A' on log collector 8007AQA994 in group lc-groupl has a size of zero bytes

[edit]
adnin@sdwan2_panorama(primary-active)# [

STEP 5| JHlE 7 Panorama £ aiffEsZ L N IN%s,
1. 4 Panorama #3252

2. 3 Panorama > Managed Devices (/5 HIY4E[E) > Summary (B2 | ARG DM 1
TREAEL I AR A S 15 [7) 25 B A 24 15 i 2 1D 1 = B A 6% ) Panorama,
£ =

3. it SD-WAN iz (BIALHEE. BGP. i 1D FifLit) JE @ 4 U,
s 714l Panorama HA guseigss, s 1D PSKCIP gy IPsec s e -4
B D AT R, SE s ar e SD-WAN e,

STEP 6| —H Panorama FHNEL), ANATTEEE, A a2 i 6l w] DAAE 70 =2 e S8 / M N7 2 v 1) vl e Jcd
S /RN A PG 2 — T, BRI AE RS T P B A SD-WAN 5% 78 RIS AE,

STEP 7| F#S5EEHE, chHlEamTHasins i H,
Y37 Panorama : JF SD-WAN /8 FE X 2.1.x TS 2.2.6 Jli A

GRS — i Panorama KBS A = A PAN-OS A, a1, 4 41% Panorama ilk A&
10.1.9, HI&ER PAN-OS fiACHT DLE (T bk PAN-OS 10.1.9 S RA,

BHAGTHRMRE Fr 2 010, af JcBaRE TH Panorama (19 2 i i i,
STEP 1| "Mkl %4550 Panorama 10.1 ift A,
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TI#% Panorama 72 5

STEP 2| #£ Panorama [ 72245 SD-WAN FHEFL A 2.2.6,

STEP 3| (ki AU ) 4By Panorama 5 2 sz 83 17,

5EEC SD-WAN AR TR, L0753 Palo Alto Networks 251 ¥ CLI GRERL) ¥
1T commit force, IR TT 2242 22 1M Il commit force, B E %48 E LA SD-WAN

E1T==1

Mo

Number of failed attempts since last successful login: @

admin@sdwan2_panorama(primary-active)> configure
Entering configuration mode

[edit]

admin@sdwan2_panorama(primary-active)# commit force

Commit job 5307 is in progress. Use Ctrl+C to return to command prompt

ee e 11%.77%.80%. « 2 . 91%. .00 100%

sd_wan plugin validation: Config valid

Configuration committed successfully

Disk 'A' on log collector @@@7AQA994 in group lc-groupl has a size of zero bytes

[edit]
admin@sdwan2_panorama(primary-active)# |

STEP 4| FH4i~7 Panorama il sZ LU N %S,
1. 7 Panorama #7254k

2. I Panorama > Managed Devices (2 HIJ45E) > Summary (F§25) | ARSI
TRERHL AN AT A [F) A o e A6 1B i 28 LI N B9 E B A2 ) Panorama,
L = -

3. 72 SD-WAN Z47E (BIAiiH. BGP. <& ID Myitht) & 7 4 i,
2T Panorama HA eygs, - g 1D, PSKL P iy IPsec sy s pesf i 148
B e TP, S @ SD-WAN i sy,

STEP 5| —H Panorama JI#lleLh, A%, P s A A ny DAGE 7 2 RO/ 37 2 1 28] vl i
B/ BT A E PG R — Tk, RS T8 T Ak B A A SD-WAN e ML BE,

STEP 6| FHRSERTR, ohiF ST HIE H
M7 Panorama : ¥ SD-WAN A2 2.2.6 TH A 3.0.7 TliAs

i 14 Panorama fkBS f A 5 A PAN-OS A, #ilan, 4% Panorama il A&
10.1.9, AR PAN-OS filt A Af Log ] L PAN-OS 10.1.9 B il A,

BHAGTHRE 7 Z 1, i JcBaag T Panorama (1) 0 2 i 4 0,
STEP 1| P %4 iz %1 Panorama 10.1 fili A,

STEP 2| #£ Panorama [l Z: %% SD-WAN F#HEFL A 2.2.6,
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TI#% Panorama 7 #F2 1X

STEP 3| (/iU 1) €15 Panorama 5@ il #2528 1T,

S SD-WAN FHEF T ts, 04785556 Palo Alto Networks #1119 CLI GRERIN)
17 commit force, AMTHEMEEIT 2222 IMIE commit force, 1Ak L4 e FRYAT4 SD-WAN

EIn=="

i AL o
Number of failed attempts since last successful login: @

admin@sdwan2_panorama(primary-active)> configure
Entering configuration mode

[edit]

admin@sdwan2_panorama(primary-active)# commit force

Commit job 5307 is in progress. Use Ctrl+C to return to command prompt

00 11%.77%.80%. ... 91%. . 000 100%

sd_wan plugin validation: Config valid

Configuration committed successfully

Disk 'A" on log collector @@07AQA994 in group lc-groupl has a size of zero bytes

[edit]
admin@sdwan2_panorama(primary-active)# I

STEP 4| JH4EM7 Panorama 2k 2 L0 F INZ.
1. 7 Panorama 2%
2. ®I{ Panorama > Managed Devices (“ZA7HL1)4E(E) > Summary (9%2) | REEHERLE

TREAEL R A S 15 [7) 25 B A 24 120 i 2 B 1D B A - B R 6% ) Panorama,
5L .

3. fiftid SD-WAN 272 (FlanmiE. BGP. <8 ID Mt i) & & 77 45 THIU,

iz Ty Panorama HA gagygs, g4 1D, PSKL P iy IPsec sy s -4
BT TR, S SD-WAN e,

STEP 5| —H Panorama JI#ksLh, AT S, P A B i 4 vl DAGE 7 7 O3 / M 37 e i 28] ool i
B/ BT AR E PG R — Tk R AR A8 T Ak B A A SD-WAN BEMIZhAE,

STEP 6 | JIR5emitt, il haltanyssd HaH,

Th 558 51 e

ia ] AE ] 8 2 AR

« PAN-OS o SD-WAN plugin license
- SD-WAN
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TI-#% Panorama #f#F2 55

THR s, LAHELT F IR A, SRES I T i sg % Panorama .

* iR VPN st op iy SD-WAN st i v 2o Router Name: (1 i 4
f&) (Panorama > SD-WAN > Devices (k%) ) | SD-WAN pipgpz 3.2.0
Wik A 7 f Router Name (3 (i 4 F%) 25,

* ez VPN stk op g SD-WAN sk ke = i gy () BGP - (Panorama > SD-WAN >
Devices (&) ) | e U T i ) BGP (k251 (IPv4 BGP iy
IPv6 BGP)  SD-WAN yi ek 3.1.1 g gisggipii A4 IPV6, [RpE,  Ufg o s it
SD-WAN 3.1.1 s st ATHRIG,  THRi0 s R R @t o [PV e,

R & RO TH i R VPN g (Pre Shared Key (5446 11 4>
) B Certificate (y52t5) y  (Panorama > SD-WAN > Devices (4:fz) > VPN
Tunnel (VPN is) ) . SD-WAN gipiga ot 3.2.0 g widm i 47 43 Certificate (5
) BRI, SO s e SD-WAN sitpe X, 3-2.0 uly o 57 b A Ty,

TR SRR g fu & VPN sgasggion (Pre Shared Key  (jrsi 1t i 42 f) o
Certificate (y5255) ) .

Tk % (£ Panorama HA il ¥ 237 Panorama) , &l LUAS) DL R o

o B E4E Panorama > SD-WAN > Devices (i) A1) SD-WAN 2 (5 11 5 5k 51 4%,
NI, 1A ZE A BAT FFE 2 5611 1% (zone-to-branch. zone-to-hub. zone-internet il
zone-internal) 2 [N 22 Pk BCOR LA,

o AESEEEAEIR VPN 2 ik, e SIS 0 SO (E & IKE 2% . A2 BilE NAT, NAT 4%
EHEZAFAEIR AR L NAT, R A NAT Nrfe, K ES PLUG-15276,

{## SD-WAN ZORHE A1) MongoDB [r] 47 ik JiE

{EF 7 SD-WAN ZH-H A, MongoDB i) SD-WAN FORHE W R T sEZ A HE T WA, s
R, Wik, (CEMIERATHRE] SD-WAN /-2 2.2.6 Iy, 0T RE 5 224 TR
Jy g T LA BR

N FEW] SD-WAN MongoDB i 452 77 il SD-WAN SR oA (EAEHED) WA,

251 PAN-OS ik i A [ SD-WAN #4815 [ Mongo iz £ Panorama HA

il SD-WAN SRR | oA I- Mongo 1) SD-
A WAN 4 &

1 10.1.6 2.1.2 31377 Kl

2 10.1.x 2.1.2 31377 FlF 4

3 10.1.x 2.2.6 27017 SAmEZ

4 10.2.7-h3 3.0.7 27017 SAEE
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TECHDOCS
IR Tk CLI Ay 53

o {EH CLI 5 A T Tl TAF

189



TP CLI iy 55

A CLI iy =5 A T T LA

(EH 51 CLI i 53 s T TR TR

i ARG K i oA

o BB R RS RN AR BT,

show system info

A7 HSURT P 9 S0 R ST N T 807 K A PN A kA

244 Palo Alto Networks 1)/l B8 2 i A

ST AL YA
request content upgrade
check
o TERECRS SO B A B RE ST T T N AR
ZN
request content upgrade
info

o BB RS FREID A,

request content upgrade
download <content version>

request content upgrade
install <content version>
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IR Ji

A7 HUTT FH B A RCAR 2 T8 )7 K i

o WA TG AR AT RIS oA,

info

request system software

A AR T ROA
(PAN-OS 11.1.3 FIF B i A)

FORE AR Ik S R

P AR SEAROR,
(PAN-OS 11.1.3 FI B i A)

o X R P T A RIS i A
(PAN-OS 11.1.3 F1 5 FrhkiA)

SR FHFERE AR A AR

o MR AR kS
request system software
install version 10.1.0
o FOHTRICEYBS Kt

request restart system
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IR

EHFE LI HE H AT ATHBE RS . IR BRI LI REN 78 s Fk

A7 M7 i (19 7T G Al oG

RIS A

o WA THE R AT kR E iR

request system patch c

heck
o WA H 2L B KO IR B W] HE
GV
request system patch i
nfo

o FHEEFER B OR,

request system patch do
wnload version <version>

SV SE s Ve L ESMUE NP 23 i G

request system patch in
fo version <version>

o AR PRI E R

request system patch in
stall version <version>

PAN-OS F# 45 F4 Version 11.1 & later 192 ©2024 Palo Alto Networks, Inc.



A T8I CLI A <73

o BB,

request system patch a
pply
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{5 H AP HETT Tl 1 AF

{EHT 41 CLI i 75 AT T TR A

i ARG K i oA

o BB SN ARSI N AR E BT RCA.

https://firewall/api/?
type=op&cmd=<request><system><software><che
check></software></system>

A7-HSUAT FH B )y 738 ST N T80 i PN 5 Tk oA

o AL Palo Alto Networks frl ik 28k 75 B HE

ST T N RO

https://firewall/api/?
type=op&cmd=<request><content><upgrade><che
check></upgrade></content></

request>

o TEEEAER SN b A B RE ST R T N Ak

K.

https://firewall/api/?
type=op&cmd=<request><content><upgrade><inf
info></upgrade></content></

request>

o REERCHT N RO TEE TR BS Ol

https://firewall/api/?
type=op&cmd=<request><content><upgrade><dowi
latest></download></upgrade></
content></request>

o ORERENERBOREEE FREIN SOl

https://firewall/api/?
type=op&cmd=<request><content><upgrade><dowi
specific file name here<file></
download></upgrade></content></

request>

https://firewall/api/?
type=op&cmd=<request><content><upgrade><ins:
<content version></version></
install></upgrade></content></

request>

A7 HSURT T S RCAR 2 T 8815 2K i

o B ATHE R ARAY AT RS O,

https://firewall/api/?
type=op&cmd=<request><system><software><inf
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info></software></system></

request>

o RS JOE BRI AT,

https://firewall/api/?
type=op&cmd=<request><system><software><che
check></software></system></

request>

o MECRRCI AR RO

https://firewall/api/?
type=op&cmd=request><system><software><down’
version></download></software></
system></request>

o MEFRE FHRIEIEAIREE,

https://firewall/api/?
type=op&cmd=<show><jobs></jobs></
show>

LR TR

https://firewall/api/?
type=op&cmd=<request><system><software><ins:
version></install></software></
system></request>

o HUHTRCEDBS KOt

https://firewall/api/?
type=op&cmd=<request><restart><system></
system></restart></request>
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