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Prerequisites

Prisma SD-WAN

e An active Prisma SD-WAN subscription with sufficient licenses to install at
least 1 x VION (in this document we use a vION 7108).

Microsoft Azure

e An Azure account with permissions to create and update Azure Resource
Groups, VNET (Virtual Network) and Virtual Machines. This can be
accomplished with a custom role with just the required permissions, or using
a Contributor role.

e An active Azure marketplace subscription to the Prisma SD-WAN ION Virtual
Appliance.

e Create a new Azure Resource Group for this deployment. The deployment
template does not support existing resource groups.
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Plan a Prisma SD-WAN Azure Virtual Deployment

This guide provides instructions for deploying Prisma SD-WAN ION devices to
Microsoft Azure. It is intended for network administrators who plan to extend the
Prismna SD-WAN fabric between existing or, to be deployed Datacenters in Azure
VNETs hosting applications and the rest of the corporate locations. Thereby
allowing administrators to align their WAN policies with business intent for
performance, security, and compliance.

Figure 1 shows an example of branch deployments connecting to applications
hosted in different Azure VNETs, with a Prismna SD-WAN ION in Azure acting in a
Datacenter deployment model.

Figure 1: Prisma SD-WAN Azure Reference Architecture
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With cloud services such as Azure, there may be a single Resource Group with
workloads behind it as previously shown. However, there may be instances where
there are multiple workloads and associated resource groups.

In order to accomplish this, Microsoft implements Virtual network peering. With
this type of deployment, a Prisma SD-WAN ION may be placed in the logical
location where the Azure VPN Gateway is shown in Figure 2, depending on the
design of the organization.

Further information on VPN Gateway Peering can be found here:
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: subnet subnet
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i 10.3.0.0/16 : Gateway
LR : Subnet . Gateway subnet
Allow Gateway

: | VPN Gateway
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For virtual form factors in Prisma SD-WAN, the instance(s) are bound to an authorization
token. This provides for a set of controls to prevent unauthorized virtual devices to be added
to an environment.

Generate Tokens

In order to deploy a Virtual ION using the Prisma SD-WAN Deployment Template in Azure
you must first login to the Strata Cloud Manager (Strata Cloud Manager) for your Prisma
SD-WAN implementation and generate a token for the appropriate model.

1.

Login to the Strata Cloud Manager Portal and navigate to System Settings -> VION

Subscription Management.

C' Data Centers
Q

Data Centers (?)

System Settings

STRATA LOGGING SERVICE

vIOM Sub

CERTIFICAT] wiC

2. To generate a token select Manage Tokens next to the ION model that will be

deployed.

Virtual ION on Azure Deployment Guide 1.0.0
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vION Subscription Management

3. Select Create Token to generate a new token. Single-use or Multi-use tokens can be
generated through the Strata Cloud Manager Portal. If deploying more than one
ION of the same model type within a 48-hour period, select Multi Use token,
otherwise select Single Use token. A single-use token can only activate one device.
Using it a second time will result in a token rejection error. If you need to deploy multiple
devices of the same model within 48 hours, use a multi-use token.

Crasta klaw Talram

Single Use

Multi Use

4. Copy the ION Key and Secret Key. You will enter these values in the Azure
deployment template in the next section.

« ION 7108y Token Manager

112052a41931d416dfa%dbde R

Showing 1 of 1 tokens
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Example from the copy operation (you only copy the values of ION Key and Secret Key to
paste into the deployment template properties):

e Example Key: 1092-1cdfe421-466c¢-41dd-8c47-08a573348cf6
e Example Secret: 34ddd1744e2c5cc4d5114089e8d43a6035d7297b

Note: These are example values only. Do not use these values in your deployment.
Replace them with the tokens you generated above.

Deploy Prisma SD-WAN to Azure

Using the Prisma SD-WAN Azure Deployment Template

1. Login to the Azure Portal and navigate to the Marketplace. Search for Prisma
SD-WAN VION Solution Template and select Create.

%

Prisma SD-WAN vION
Solution Template

Palo Alto Metworks, Inc.

Azure Application

Prisma S0-WAN vION Solution
Template for Azure Cloud

Price varies

Create v~ 7

2. On the next screen click Create.

Prisma SD-WAN vION Solution Template % Remove from Favorites

CPRISMASCWAN g Alto Networks, Inc.

3. Inthe Basic tab you will have the following options:
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e Subscription
o Select the appropriate Azure subscription you wish to use to deploy the
Virtual Appliance.
e Resource Group
o Create a new resource group to deploy the Virtual ION and associated
resources.

Note: In this release you can only deploy a new resource group, you cannot
use an existing resource group

e Region
o Select the Azure Compute Region where you want to deploy the Virtual
Appliance.

Create Prisma SD-WAN vION Solution Template

Basics  Prisma SD-WAN vION network config Prisma SD-WAN vION Configuration Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * (@ | SASE-TME v |
I_ Resource group * (0 ‘ (New) vION-Demao-1 L |
Create new

Instance details

Region* (O West US ~

e e

4. Select Next:
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On the Prisma SD-WAN vION network config tab you will have the following options:

e Virtual Network
o Virtual Network: transitVNET
o Controller Subnet: 10.x.0.0/24
o Internet/Public Subnet: 10.x.1.0/24
o LAN/Private Subnet: 10.x.2.0/24
e Network Security Group: Inbound source IP
o The NSG by default will allow only UDP 500/4500 inbound. If you wish to
modify the sources you can specify here. It's recommmended to leave this as
the default 0.0.0.0/0 setting.

Home Marketplace

Create Prisma SD-WAN vION Solution Template

Basics Prisma SD-WAN vION network config  Prisma SD-WAMN vION Configuration Review + create

Virtual network (3 | (Mew) transitVMET-9 (vION-Demo-1) ~ |
Edit virtual network

Controller Subnet * | (Mew) Controller w7 |
Edit subret 172.22.00 - 172.22.0.255 (256 addresses)
Internet/Public Subnet * | (Mew) Internet v |
Edit subret 172.22.1.0 - 172.22.1.255 (256 addresses)
LAN/Private Subnet * | (New) LAN v |
Edit subnet 172.22.20 - 172.22 2 255 (256 addresses)

Metwork Security Group: inbound source | 0.0.0.0/0 |
IP* (O

| Previous || Next | Review + create

Note: These are the default values, if you want to customize these settings select Edit
subnet and complete.

If using a custom VNET ensure that each of the subnets is at least a /29 and falls within the
range of the VNET address range you select.
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Edit subnet

Select an address space and configure your subnet. You can customize a default subnet or select from subnet templates if you plan to add select services later. Learn more of

Subnet purpose (@0 ‘ Default ~ |
Name * () [ controller |
IPv4

Include an IPv4 address space H

IPv4 address range (D ‘ 172.22.00/16 ~ ‘

1722200 - 172.22.255.255

Starting address * @ [ 1722200 v oA
Size @ [ /24 (256 addresses) |
Subnet address range (D 172.22.0.0 - 172.22.0.255

IPv6

Include an IPv6 address space his virtual network has no IPv6 address ranges

Security

Simplify internet access for virtual machines by using a network address translation gateway. Filter subnet traffic using a network security group. Learn more of

NAT gateway (0 None “
Create new

5. Once complete,click on Next:
On the Prisma SD-WAN vION Configuration tab complete the following:

e Public IP address

o Name of the Public IP Address for Port 1 that will be created. You can

choose the default or click on Create new
e Private IP Address

o |P address in the Internet Subnet that will be assigned to the Virtual
IONs Port 1interface.

o Note: Azure reserves the first 3 IPs in any subnet, choose at least the
4th available IP addresses in the Internet Subnet (from the screen
before this one).

e Gateway

o By default Azure assigns the first IP address of a subnet as the default
gateway. Use the Internet Subnet’s first IP address (from the example
above 10.x.1.1).

e DNS

o DNS IP address for Port 1, you can use Azure's own DNS “168.63.129.16"

or any public DNS eg 8.8.8.8 or 1.1.1.1.
e Prisma SD-WAN vION Version

o Software version of the Virtual Appliance to deploy, recommended to
use the latest version.

e Prisma SD-WAN VION License Key
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o Use the License Key that was generated from the Strata Cloud
Manager Portal.
e Prisma SD-WAN VION Secret Key
o Use the Secret Key that was generated from the Strata Cloud Manager
Portal.
e Virtual Machine Size
o Leave at the default selection. If the default VM size is unavailable in
your region, contact Palo Alto Networks Support for a list of supported
alternative VM sizes
e Virtual machine secret. Use VIONVM@12345 or similar of length = 12
characters including at least one Capital letter, number and special character

Virtual ION on Azure Deployment Guide 1.0.0 12 ©2026 Palo Alto Networks
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Home Marketplace

Create Prisma SD-WAN vION Solution Template

Basics Prisma SD-WAN vION network config Prisma SD-WAN vION Configuration  Review + create

Public IP address * (i) | {(new) vlon-publiclP R |
Create new

Private IP address * (0 | 172.22.1.4 /|

Gateway * (0 [ 1722211 ]

DNS * | 8888 -]

Deployment zones

Deployment zone for the vION * (D | Mone |
Prisma SD-WAN vION Version (0 | latest ~ |
Enable Bootstrap () @ yes
Prisma SD-WAN vION License Key * (0 | 1684034023-b788f434-9f18-4b44-958b-4dbde1c6192¢ s |
Prisma SD-WAN vION Secret Key * (O | 3b93f66a7930cdB74ee556525b8907b3a74b00da v |
Virtual machine size * (& 1x Standard D8s v3

8 vepus, 32 GB memory

Change size
Virtual Machine Secret * (@ | ---------- /|
Confirm Virtual Machine Secret* () | ---------- - |

N ] oo - e

6. Click on Review + create now Azure will validate the configuration against
the deployment template.
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Home Marketplace

Create Prisma SD-WAN vION Solution Template

Basics

Subscription SASE-TME
Resource group vION-Demo-1
Region West US

Prisma SD-WAN vION network config

Virtual network transitVMNET-9
Controller Subnet Controller
Address prefix (Controller Subnet) 172.22.0.0/24
Internet/Public Subnet Internet

Address prefix (Internet/Public Subnet) 172.22.1.0/24
LAM/Private Subnet LAN

Address prefix (LAN/Private Subnet) 172.22.2.0/24
Network Security Group: inbound sourc... 0.0.0.0/0

Prisma SD-WAN vION Configuration

Public IP address vlon-publiclP

Domain name label -

Private IP address 1722214

Gateway 172.22.1.1

DNS 8.6.8.8

Deployment zone for the vION None

Prisma SO-WAN vION Version latest

Enable Bootstrap yes

Prisma SO-WAN vION License Key 1684034023-bT88f434-9118-4b44-958b-4dbdc1c6192¢
Prisma SD-WAMN vION Secret Key 3b93f66a7930cdB74ee556525b8907b3a74b00da
Virtual machine size Standard_D8s_v3

Virtual Machine Secret il

Previous | ‘ MNext |
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7. .Once validated, click on Create to deploy the virtual appliance.

Claim the Prisma SD-WAN ION and Assign to a Datacenter

1. After the ION successfully boots (this will take a few minutes), as long as it can
connect to the Prisma SD-WAN controller it will show up in Strata Cloud Manager as
Unclaimed: Online-restricted under the Configuration -> Prisma SD-WAN -> ION
Devices -> Unclaimed Devices (tab) section of the portal.

Note: It can take up to 10 minutes for the ION to show up in the Controller If the device does
not appear after 10 minutes: (1) verify the vION VM is running in the Azure portal, (2) confirm
outbound UDP 500/4500 and TCP 443 are not blocked, (3) use the Azure Serial Console (see
Troubleshooting) to check the device status. Contact Palo Alto Networks Support if the
device remains offline..

ION Devices

Claimed Devices

Prisma SD-WAN Devices (1)

2. Claim the device. It will transition to an offline state while going through the
claiming process.

ION Devices

Unclaimed Devices

Prisma SD-WAN Devices (1)

avice Info

ion 7108v
34761a00-e414-9747-a575-8cf2:
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Confirmation

Are you sure you want to claim ion 7108v?

3. While the device is being claimed, create a Data Center Site. On the Strata Cloud
Manager go to Configuration -> Prisma SD-WAN -> Data Centers and click on Add
Site.

Configuration

OPERATIONS

Push Config

POSTURE

Pol

Policy Analyzer

PRISMA SD-WAN

CERTIFICATE CONFIGURATIONS

CERTIFICATE POLICIES

4. Inthe Add Data Center Site dialog fill in a Site Name, Address, City, State, Country

Virtual ION on Azure Deployment Guide 1.0.0 16 ©2026 Palo Alto Networks
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« Add Data Center Site

Ly Site Information
Specify Name and Address of the Prisma SD-WAN Branch Site.

‘Tags (Optional, max 10)

tags to organize and orchestrate bulk configuration for your sites
XvZ

Security Group Info @

©) Disabled

Site Address

Add <h

5. Click on Next: to get to the WAN Circuits and Devices Dialog. Under Internet Circuits,
click on + Add Circuits

+ Add Data Center Site

73 WAN Circuits and Devices

Internet Circuits -

?

Circuit

Gl

No Circuits Ye

3 B

Private WAN Circuits -

& 9

Circuit

No Circuits Yet

Devices -

Assign Devices @ 3 Create Device Shells @

Select Internet as the circuit category. For the provider, choose Azure WAN if it exists
in your configuration, or create a new provider label. For guidance on circuit labels,
see
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https://docs.paloaltonetworks.com/prisma-sd-wan/administration/prisma-sd-wan-site
s-and-devices/set-up-sites/configure-circuit-categories. Click on Save.

Internet Circuits

Circuit Category WAN Circuit

AZURE - pu...
Primary Internet AZURE - publicwan Circuit to AZURE - pu

6. Under Assign Devices select the ION device you claimed earlier and click Save &
Exit.

+ Add Data Center Site

23 WAN Circuits and Devices

Internet Circuits -

Circuit

AZURE - publicwan circuit to AZURE - publicwan

Private WAN Circuits -

No Circuits Vet

Devices -

Assign Devices @

Select Devices

Claimed

@ Save &Exit
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7. Once the device is successfully assigned you will be taken to the Configuration tab
for the DC. Click on the assigned device under Devices

+ VION-Azure-DC-

e, ¥ d St

Demo  Data cente

Site Summary Configuration

CONNECTIVITY

WAN MULTICAST PEER GROUP
PROFILES

VRF Profile
Global Profile

DISTRIBUTION TO FABRIC @

MODE

Disabled

INTERNET CIRCUITS

Overlay Connections Overlay Prefix Filters

PRIVATE WAN CIRCUITS DEVICES 1P PREFIXES {View)

Circuit to AZURE - publicwan No private WAN circuits 9 No IP prefixes

10T DEVICE VISIBILITY @ 10T DISCOVERY PROFILE HOST TRACKING @

Enabled ° No profile

SECURITY GROUP INFO @
@) Disabled

Provide a Device Name and click Save.

+ Azure-Demo-vION-7108-1 @ -

At site

Basicinfo  DeviceToolkit Interfaces  Routing

DEVIGE NAME

DESGRIPTION

MODEL

SERIAL NUMBER

ERSION

FORCE VPN TO VPN TRAFFIC

TO LOCAL NEXT HOP?

SNMP

SyslogExport  NTP Client

Azure-Dejno-vION-7108-1

tional, 4 tags max

ion 7108v
34761a00-e414-9747-a575-8cf2a%9ae9236

6.3.3-b1 &

© v

8. Configure Port 1 of the vION by assigning the Internet WAN circuit label you created
in Step 5. To do this click on the Interfaces tab, and then on Port 1:
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¢ Azure-Demo-vION-7108-1 ® -

At site

Basiclnfo  Devic it Interfaces || Routing  SNMP  SyslogExport  NTP Client

CONTROLLER 16E ion 7108v

| amaemn’'n’'n’.
1 2 3 4 H 6 7 8 9

c1

® Admin Down Connected ¥ Configured

© Add Interface

Then under the Circuit Label dropdown choose the label created in the earlier step and
then click Save:

+ Azure-Demo-vION-7108-1 ® -

Atsite
Basicinfo  DeviceToolkit Interfaces  Routing ~ SNMP  Syslog Export  NTPClient
+ Configure Interface: Port 1 (172.22.1.4/24)
ither main

~ General

Togs @

Admin up

~ Network Settings

IPvd  IPv6

1Pv4 Configuration

1P Address/Mask

Default Gateway

DN Ser

We now can configure the external NAT address and port.

9. To find the external IP address go to the Azure portal and find the Public IP address
provisioned in the resource group.
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Microsoft Azure P Search resources, services, and docs (G+/)

asholomon@paloalton

(DEMOCLOUD A UNTRUST PAL.

I T Copilot

Home 12221 Overview > VION-Demo-1

nPrisma-SD-WAN-vloN-westus % @) | Help me copy this VM in any region | | Manage this VM with Azure CLI

Virtual machine

K3 Overview

(@ Youm VM1 ha et o 1, whi < nscure anc il o fonger e assgned y dafmt o new st aiar March 2026, Tosaame your

@ | Help me copy this VM in any region
& Activity log

B Access control (IAM)
© Tags

A Essentials
X Diagnose and solve problems

Resource group (move) : vION-Demo-1

© Monitor
. Status Running
. Resource visualizer
Location West Us
v Comnect
Subscription (move) ¢ SASE-TME
& Connect Subscription ID 9d6139a9-2b23-461d-967c-ca7e9a691b3e
X Bastion

~ Networking

2 Network settings
Tags (edit ‘Add tags
€ Load balancing gs (edit) o5
@ Applcaton security

grovps Properties  Monitoring  Capabilities (7) ~ Recommendations  Tutorials

R Network manager KA Vitual machine

v Settings Computer name Prisma-SD-WAN-vION-westus
® Disks Operating system Linux
o Eeensions + VM generation i
applications VM architecture x64
5 Operating system Agent status Not Ready
& Configuration Agent version Unknown
Hibernation Disabled
& Adisor
recommendations Host group -
11} Properties Host
Proximity placement grou
2 Lods da Froup

Colocation status NA
> Avalabiity + scale
Capacity reservation group

v securi
y Disk controller type
Identity
Mionents Patande K Azure spot
Add o remove avorkes by pressing Cad SHAE F Aaure Soot

& comet v [ st C Restart I stop O Hibernate & Copture - [ Delete () Refresh 2 Scale [ Openinmobie

d ensure 2 f outbound and private. >

A7 Feedback [ cLI/PS

JSON View
Operating system Linux
Size Standard D8s v3 (8 vcpus, 32 GiB memory)

Primary NIC public 1P : -
[0}

Virtual network/subnet : transitVNET-9/Controller

DNS name
Health state

Time created 3/31/2026, 6:35 PM UTC

@ Networking

Public IP address © e Prisma-SD-WAN-vION-westus-eth1 )

Public IP address (IPv6)
Private IP address 1722204
Private IP address (IPV6)

Virtual network/subnet transitVNET-9/Controller

DNS name
B size
Size Standard D8s v3
VCPUS 8
RAM 3268

KA Source image details
Source image publisher paloattonetworks

Source image offer prisma-sd-wan-ion-virtual-appliance

Take that IP address and go to the interface configuration for Port 1 of the vION, and under
Advanced Settings enter the IP address in External NAT Address (IPv4) field and enter

port 4500 under the Port (IPv4) field. Click on Save:

Virtual ION on Azure Deployment Guide 1.0.0
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Basicinfo  DeviceToolkit Interfaces  Routing ~ SNMP  SyslogExport  NTP Client

1(172.22.1.4/24)

Main Configuration  Sub In

~ General

Togs @

Admin up

Advanced Settings

MAC

External Nat Addh

Port IPva)

PMTU- @

10. Configure port 2 to be Admin Up and Use this port to: Peer with a Network, and set
for DHCP.
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« Azure-Demo-vION-7108-1 © -

Atsite

Basicinfo  DeviceToolkit Interfaces  Routing ~ SNMP  SyslogExport  NTP Client

Main Configuration  Sub Interfaces

v General

~ Network Settings
IPvd  IPv6

1Pv4 Configuration

> Advanced Settings

1. Under the VION's configuration go to the Routing tab, click on the Static tab, and
then on the + Static Route button.

e-Demo-vION-7108-1 ©@ -

SNP  SyslogExport  NTP Client

FILTER (by destination pr

NEXT HOPS REACHABILITY PROBE

No Re:

Configure a static default route pointing to the gateway of port 2 (the 1st IP address of the
private subnet specified in the deployment template).
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Create Static Route

VRF

Global

DESTINATION PREFIX
0.0.0.0/0

NEXTHOF REACHABILITY PROBE

O rase

SCOPE

NEXT HOPS (MAX 8)

IP ADDRESS ADMIN DISTAMCE

172.22.2.1 1

INTERFACE
-- choose --

12. Go to the DC site configured earlier, under the Configuration tab under Mode switch
the site to Control mode and verify the VPNs are up and active (this may take a few
minutes). If VPNs do not come up within 5 minutes: verify Port 1 External NAT
Address and Port settings are correct, confirm the NSG allows inbound UDP
500/4500, and check the Azure Serial Console for error messages.
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+ VION-Azure-DC-Demo ¢

Seatle, V tate

Site Summary Configuration verlay Connections Overlay Prefix Filters

CONNECTIVITY MODE

Control

WANMULTICAST PEER GROUP INTERNET CIRCUITS PRIVATE WAN CIRCUITS DEVICES P PREFIXES (View)

Circuit to AZURE - publicwan No private WAN circuits © Azure-Demo-vION-7108 No P p

VRF Profile 10T DEVICE VISIBILITY @ 10T DISCOVERY PROFILE HOSTTRACKING @

ofie v Enabled g No profile

DISTRIBUTION TO FABRIC @ SECURITY GROUP INFO @
@) Disabled

Confirmation

Are you sure you want to switch this site to Control mod

Connected Sites (22)

SanJose

rida

50 10T Lab

Proceed to the next section to finalize the Azure deployment steps.

Virtual ION on Azure Deployment Guide 1.0.0 25 ©2026 Palo Alto Networks



%/» paloalto

NETWORKS

Finalize Azure Configuration

1. Login to the Azure Portal and go into the Resource group that was created via the
deployment template select the VNET object.

Microsoft Azure P Search resources, services, and docs (G+/) l ) Copilot _

Home » Resource Manager | Resource groups

N [‘] VvION-Demo-1 = s - ®h | Howtomanage changes with deployment tools? | | Help me generate Terraform for this rescurce group configuration. | | How to manage these changes more efficiently with deployment tools?
Resource group
» s« |- Create 43¢ Manageview ~ [il Delete resource group () Refresh ¥ Exportta CSv  £° Openquery | <@ 4 ags > Move [ Delete ¥ Export template 12 Open in mobile
|| 9 overven i
& Activity log Subscription (move) SASE-TME Deployments : 2 Succeeded
2 Access control (IAM) Subscription ID : 9d6f39a9-2b23-461d-967c-ca7e9a691b3e Lacation West US
@ Tags Tags (edit) Add tags
1. Resource visualizer
Resources  Recommendations
Events
5 Settings Typeequalsall X Locationequalsall X  + Add filter
> Cost Management
5 Monitoring [ mNamet Type Location
> Automation [J @ pefauluonnse s+ Network security group West US
> Help [C] B8 prisma-SD-WAN-vION-westus - Virtual machine West US
[J @ Prisma-SD-WAN-vION-westus-ethd o Network Interface West US
[C] 48 Pprisma-SD-WAN-vION-westus-eth1 -+ Network Inteface West US
[J @ Prisma-SD-WAN-vION-westus-eth2 -+ Network Interface West US
B Prisma-SD-WAN-VION-westus OsDisk_1_5c2d012debe0479e0bb615891226772 - Disk West US
[] > transituneT-9 -+ Virtual network l West US
[ & vion-publicip -+ Public IP address West US

2. Enter the Peerings configuration section to set up VNET peering between the
Prisma SD-WAN VNET and each of your application VNETSs.
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Settings

@ Address space

&

£t

@ ® o

H

Connected devices
Subnets

DDoS protection
Firewall

Security

DMS servers

pe——
2
-

Peerings l

~

¢l
"

B

Service endpoints
Frivate endpoints
Froperties

Locks

3. Add a VNET peering relationship from the Prisma SD-WAN VNET to the application
VNETs. Specify the VNET you wish to peer with from the drop-down, select the
checkbox to allow traffic to and from the remote VNET. Once completed, verify the
peering status is connected.

¢ transitVNET | Peerings

Wirtual network

|/"3 Search (Crmd+/) | « I + Add IO Refresh 2 sync

<> Overview

| el Filter by name.

Peering status == all

Activity log

Name TJ
Ao Access control (IAM)

Peering status T

Add a peering to get started

¢ Tags

/2 Diagnose and solve problems
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. l

Home - Resource Manager | Resource groups > vION-Demo-1 > transitVNET-9 | Peerings

Add peering

transitVNET-9

Virtual network peering enables you to seamlessly connect two or more virtual networks in Azure. This will allow resources in
either virtual network to directly connect and communicate with resources in the peered virtual network. You can use subnet
peering to connect only the specific subnets you choose acrass virtual networks.

Remote virtual network summary

Peering link name * [ VION-to-App-VNET-Pear

m :
eering type @ Virtual netwark

O Subnet

I know my resource ID () [l
Subscription * [ sase-Tme |
Virtual netwark * [ CLIENT 1-vnet [CLIENT-1_group) v

Remote virtual network peering settings

Allow "CLIENT-1-vnet’ to access !
‘transitVYNET-9' (@

Allow "CLIENT-1-vnet' to receive forwarded
traffic from "transitVNET-9' (O

Allow gateway or route server in "CLIENT-1-
vnet' to forward traffic to transitVNET- D
@

Enable 'CLIENT-1-vnet’ to use ‘transitVNET-
9's' remate gateway or route server (7)

Local virtual network summary

Peering link name * ‘ VNET-to-vION-Peer

Local virtual network peering settings

Allow “transitVNET-9' to access "CLIENT-1- !
vnet' )

Allow “transitVNET-9' to receive forwarded
traffic from "CLIEMT-1-vnet’ ()

Allow gateway or route server in
‘transitVNET-9' to forward traffic to D
'CLIENT-1-vnet' &

Enable 'transitVNET-9" to use 'CLIENT-1- D
vnet's’ remote gateway or route server ()

Home > Resource Manager | Resource groups > VION-Demo-1 > transitVNET-9

¢y transitVNET-9 | Peerings - x

Virtual network

o <«
+add O e & Bgortiocsy | B pete < e

4> Overview
B Activity log Virtual network peering enables you to seamlessly connect two or more virtual networks in Azure. The virtual networks appear as one for connectivity purposes. Learn more o
A Access control (IAM) P Filter by name.
@ Tags Showing all 1 items.
K Diagnose and solve problems Name 11 Peering sync status 1. Peering state 1. Remote virtual network name 1 Virtual network gateway... 11 Cross-tenant 1l
Resource visualizer X .
App-VINET-tovION-Peer-1 @ Fully Synchronized @ Connected Andy-S-vnet Disabled No.
 Settings

9 Address space
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4. |n order for return traffic from the application back to the on-premises networks to
be sent via the Prisma SD-WAN VPN, add a static virtual appliance route in the
application VNET subnet route table pointing back to the ION as the next hop for
corporate subnets. In the below screenshot example 172.22.2.4 is the IP address of
the Peering port of the ION 7K and 192.168.0.0/16 is the summary prefix of all remote
sites that have Prisma SD-WAN IONs deployed.

Microsoft Azure P Search resources, services, and docs (G+/) I o Copilot & asholomon@paloaltone... @

(DEMOCLOUD.A) UNTRUST PAL.. &8

Home > RouteTableDeployment-1774994924869 | Overview

Jo Route-for-On-Premises-via-vVION = s - @ | Diagnose routing issues with this route table | | Check the status of routes in this route table | | Retrieve detailed routing information for troubleshooting X
Route table
s« > Move v [l Delete () Refresh | &7 Give feedback
‘ A overview A Essentials JSON View
& Activity log Resource group (move) : Andy-S-RG Associations : 0 subnet associations

B2, Access control (IAM) tocation WestUs
Subscription (move)  : SASE-TME
@ Tags

Subscription ID 9d6f3929-2b23-461d-067c-ca7e9a691b3e
X Diagnose and solve problems
. Tags (edit) Add tags
<+ Resource visualizer

Routes
~ Settings

7 Search routes

& Configuration

Name Ty Address prefix 74 Nexthop type 74 Next hop IP address "
‘4 Routes
Interet 0000/0 Interet
< Subnets
| onpemis2 19216800/16 Virtual appliance 1722224 1
11l properties
0 Lods Subnets
> Monitoring [ search subnets
Name 74 Address range 4 Virtual network o security grou "
> Automation * o * * 1 group *
No results.

> Help

Note: It is assumed a route table is already deployed within the application VNET for which
the application VMs are associated, including the relevant subnet associations. For more
information on using route tables within Azure see here.

5. Advertise the Azure application VNET prefixes into the Prisma SD-WAN fabric by
defining them on the Azure DC Site. From the Configuration -> Prisma SD-WAN ->
Data Centers, click on the DC you created to bring up the menu, click on the
Configuration tab to Add IP Prefixes. Enter each prefix in CIDR notation (e.g.,
10.10.10.0/24). Add one prefix per entry.
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+ VION-Azure-DC-Demo ot

attle, WA, U

Site Summary

CONNECTIVITY

WAN MULTICAST PEER GROUP
PROFILES

VRF Profile

Global P

DISTRIBUTION TO FABRIC @

IP Prefi
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MODE

Control
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Overlay Connections

INTERNET CIRCUITS
Circuit to AZURE - publi

SECURITY GROUP INFO @
@) Disabled

Overlay Prefix Filters

PRIVATE WAN CIRCUITS DEVICES

& Azure-Demo-vION-7108:

10T DEVICE VISIBILITY @ 10T DISCOVERY PROFILE

Enabled g

Prefixes

30

1P PREFIXES (

HOSTTRACKING @
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= Edit IP Prefixes
Add IP Prefix

10.10.10.

+ VION-Azure-DC-Demo  oata cenc

Site Summary Configuration Overlay Connections Overlay Prefix Filters

o}

CONNECTIVITY MODE

Control

3 B & U

WAN MULTICAST PEER GROUP INTERNET CIRCUITS PRIVATE WAN CIRCUITS
ROFILES

2

Circuit to AZURE - publicwan No private WAN circuits

-3

VRF Profile 10T DEVICE VISIBILITY @

Global Profile v Enabled )

DISTRIBUTION TO FABRIC @ SECURITY GROUP INFO @
@) Disabled

DEVICES
@ Azur

10T DISCOVERY PROFILE

No profile

Global

1P PREFIXES (View)

Global
10.10.10.0/24

HOSTTRACKING @

Once completed traffic destined to the prefix (10.10.10.0/24) will be able to be sent directly to

Azure over one or more Prismma SD-WAN Internet VPN paths.

This assumes that the traffic destined to these applications and prefixes match a path policy
rule that allows VPN over a public path. For more information review the Prisma SD-WAN

Stacked Policies.
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Troubleshooting

Using Azure Serial Console to access Virtual ION

You may need to connect the console of the vION for troubleshooting, to connect

follow these steps.

Step 1. Navigate to the Virtual Machine in the Resource group where the vION was
deployed and select Boot Diagnostics.

K2 Prisma-SDWAN-ION-RG-ION  #

Virtual machine

ID Search (Cmd+/) | «

¥ Insights

EE Alerts

il Metrics

Diagnostic settings

#® Logs

L& Connection monitor (classic)

M workbooks

Automation
% Tasks (preview)

£ Export template

Support + troubleshooting
%7 Resource health
%, Performance diagnostics

Reset password
»
i
[ =]
®

Redeploy + reapply
Serial console
Connection troubleshoot

Suppeort + Troubleshooting

& Connect  [> stat ' Restart [] Stop E Capture

#~ Essentials

Resource group (change)
Prisma-SDWAN-ION-RG

Status
Running

Location
East US

Subseription (change)
AzureCGXTME

Subscription ID
80c49bed-fee2-45b6-9180-0a900fbead91

Tags (change)
Click here to add tags

Properties  Monitoring Capabilities (7) Recommendations

KX virtual machine
Computer name Prisma-SDWAN-ION-RG-ION

Operating system Linux

Publisher paloaltonetworks

Offer prisma-sd-wan-ion-virtual-appliance
Plan prisma-sdwan-ion-virtual-appliance
VM generation V1

Agent status Mot Ready

Agent version Unknown

i Delete O Refresh D Open in mobile 7 Feedback

JSON View
Operating system
Linux

Size
Standard D8s v3 (8 vcpus, 32 GiB memory)

Public IP address

Virtual network/subnet
transitVNET/Controller

DNS name

Tutorials

@ Networking
Public IP address
Public IP address (IPv&) -
Private |P address 10.19.04

Private IP address
(IPv6)

Virtual network/subnet transitVNET/Controller

DNS name

KA size

Step 2: Enable boot diagnostics by selecting Enable with custom storage account
and choose an existing or create a new storage account.

Note: Enabling boot diagnostics with a storage account incurs Azure storage costs.
Disable boot diagnostics after resolving the issue to avoid ongoing charges.
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K3 Boot diagnostics -

Prisma-SDWAMN-IOMN-RG-10N
E| Save < Discard

Use this feature to troubleshoot boot failures for custom or platform images. Boot diagnostics can be used with a custom
storage account or with a pre-provisioned storage account managed by Microsoft. Please download the info you need
before switching from managed storage account to custom storage account. Learn more 7

Status
O Enable with managed storage account (recommended)

| Enable with custom storage account

O Disable

Diagnostics storage account *

| (new) sdwanienstorage N |

Create new

Step 3. From the Support + Troubleshooting in the left hand navigation bar of the
virtual machine select Serial Console.

Dashboard > paloaltonetworks.prisma-sdwan-vion-solution-templ-20211005093150 > Prisma-SDWAN-ION-RG > Prisma-SDWAN-ION-RG-ION

Prisma-SDWAN-ION-RG-ION | Serial console - x

Virtual machine

| £ search Cmd+/) | « 2 Feedback[Z | & () m=
¥ Insights 2021/10/05 13:35:16 AES-CBC test started
2021/10/05 13:35:16 AES-CBC test ok
BN Alerts 2021/10/05 13:35:16 GCM test started
) 2021/10/05 13:35:16 GCM test ok
il Metrics 2021/10/05 13:35:16 RSA test started
) 2021/10/05 13:35:16 RSA test ok
& Diagnostic settings 2021/10/05 13:35:16 ECDH P-224 test started
2021/10/05 13:35:16 ECDH P-224 test ok
i Logs 2021/10/05 13:35:16 DRBG_CONT test started

2021/10/05 13:35:16 DRBG_CONT test ok
2021/10/05 13:35:16 FIPS POST test passed for GoLang
@ Workbooks Configuring network interfaces... RTNETLINK answers: File exists
Starting system message bus: dbus.
Starting OpenBSD Secure Shell server: sshd
generating ssh RSA host key.
generating ssh ECDSA host key...
generating ssh ED25519 host key...
done.
Starting Quagga daemons: zebra bgpd.
Starting watchdog: [ OK ]

& Connection monitor (classic)

Automation
Tasks (preview)

5 Export template

Support + troubleshooting Starting watchdog keepalive daemon: wd_keepalive.
- Starting DHCP server:
% Resource health Not starting irgbalance

Starting syslogd/klogd: done

Starting random number generator daemon.

No kdump kernel image found.

device driver not loaded, skipping.

Starting crond: OK

Starting network management services: snmpd.

Starting quagga watchdog daemcon: watchgquagga.

Starting TCG TS52 Access Broker and Resource Management daemon: device driver not loaded, skipping

& Boot diagnostics
2, Performance diagnostics
Reset password
M Redeploy + reapply

F* Serial console

device driver not loaded, skipping.

EA Connection troubleshoot
CloudGenix 5.5.3-b2
(@ Support + Troubleshooting e29le%ae-fc8c-1e48-9937-c67738e3262¢c login:
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Note: For an unclaimed device the default credentials are:

e Login:elem-admin
e Password: hackle628)bags

For a claimed device use the device toolkit usernames and passwords.

Important: Change any default credentials immediately after initial setup.
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