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Prisma SD-WAN Check Point Network
Security-as-a-Service Integration

As enterprises rely on Saa$S or Cloud-based delivery models for business-critical
applications, there is a compelling need for per-application policy enforcement without
increasing remote office infrastructure. Traditional hardware-router based approaches
are limited by heavy-handed ‘all or nothing’ policies for direct-to-internet versus policy
enforcement per-application. Additionally, because router-based approaches are
packet-based versus application-session based, they fail to meet application session-
symmetry requirements, causing network and security outages.

Saas Apps

fonoe Hice 365 'fI m

General Websites

w O @

Branch 1 Branch 2 Branch 3 Branch N

This guide explains how to set up IPsec tunnels and service chain traffic from a Prisma
SD-WAN ION device to Check Point’s Network Security-as-a-Service through the
Prisma SD-WAN portal and Check Point’s Network Security-as-a-Service web-based
management.

It is intended for network and security administrators who are responsible for %‘
cybersecurity for branch office users. These instructions are applicable to Prisma SD- ;,.r?k o Ml
WAN ION devices running version 4.7.1 and above. ;%- %

This guide describes how to create a site at Check Point’s Infinity Portal, how to set

up Prisma SD-WAN, and finally, how to monitor Cybersecurity events at Check Point’s
portal.
”

The images in this document mag have references to CloudGenix and the terr
Party VPN. The CloudGenix instances now display as Prisma SD-WAN, an
Party/3rd Party VPN is Standard VPN on the Prisma SD-WAN webjatgr_-fdcé‘-‘ ;
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Prisma SD-WAN Check Point Network Security-as-a-Service Integration

In this guide, branch offices will be protected by creating two
IPsec tunnels to Check Point’s Network Security as a Service.
This involves signing in to the Check Point Infinity Portal,
creating a site, configuring a router or SD-WAN device, and
supporting more than one external IP address.

Read on to know more about how to sign into Check Point’s
Infinity portal, create a site, configure your router, and support
multiple external IP addresses.

> Sign in to the Check Point Infinity Portal

> Create a Site

> Configure your Router or SD-WAN Device

> Support for Multiple External IP Addresses
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Prisma SD-WAN Check Point Network Security-as-a-Service Integration

Sign in to the Check Point Infinity Portal

STEP 1| Sign in to the Check Point Infinity Portal at https:/portal.checkpoint.com.

B Check Point Infinity Portal ® +
\ C & https//portal.checkpoint.com r - % 032 ©

@) CHECK POINT

O INFINITY

Don't have an account? Register here

[0 = &%

CLOUD ENDPOINT MOBILE NETWORK loT

If you don't have an account yet, you can register for one at https:/portal.checkpoint.com/
register/cloudguardnsaas.

Upon registration, make sure that the “Network” sign is colored in Pink and that
the text says Create your Infinity account to access Network Security as a Service,
otherwise you might end up subscribing to a different security product.

Network Security as a Service is dependent on a purchased software license. For more about
licensing, contact your Check Point Sales representative, or check for updates at Check Point’s
User Community.

+ - D x
cepoint * 02 @ :
CREATE ACCOUNT
CHECK POINT
Create your Infinity account to access
™
T .
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Prisma SD-WAN Check Point Network Security-as-a-Service Integration

STEP 2| Once you are logged into the Check Point Infinity Portal, make sure that you are currently
looking at the Network Security as a Service application.

If the title says a name of a different application, click the application switcher icon at the top-
left corner (Bl and select Network Security as a Service.

cloud and mobility

MNetwork Security

As a Service CHECK POINT
5 7 INEiTy
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Prisma SD-WAN Check Point Network Security-as-a-Service Integration

Create a Site

To create a site:
STEP 1| Navigate to Sites.

The Sites screen will display.

; - -:E»TL.L'_H |‘-:_:j..,-

STEP 2| Select the + button to create a new site.

A site represents your Prisma SD-WAN edge device. The CREATE NEW SITE screen will
display.

STEP 3| In the Site Name field, enter a name for the site.

STEP 4| In the Location of the cloud service field, select a location that suits your site.

Check Point’s Network Security as a Service inspects traffic from your branch office to the
Internet with a cloud service that resides in one of these locations. So typically you would
want to select the location of the cloud service with an option that is closest to the location
of your site, in order to achieve the best performance. For some countries, most notably
South America or the Middle East, the best choice for Location of the cloud service might be
presence of a strong cross-country Internet link.
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Prisma SD-WAN Check Point Network Security-as-a-Service Integration

STEP 5| Inthe Comments field, enter an optional description of the site.

¥ Check Point Infinity Portal x +

&« c & https//portal.checkpoint.com

CREATE NEW SITE

@ sreoerans * Name

Marketing Office

* Location of the cloud service

US: South-East

Comments

Branch office in Morthern California where Marketing department resides

STEP 6| Click Next.
STEP 7| Choose IPsec - Pre-Shared Key as Tunnel Type.

STEP 8| In the External IP field, define the IP address of your branch office site.

Note that this IP must be static and accessible from the Internet. You can track Check Point’s
updates regarding support of other topologies at this User Community thread. Supporting
more than 1 external IP address per site will be explained later on.

CREATE NEW SITE x

@ corans + Tunnel Type

o ROUTER DETAILS

* Shared Secret

(3)  INTERNA (ET sesasssssssasussrsnnsasnsnnsesn o Auto-Generate
\3)

STEP 9| Click Next.
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Prisma SD-WAN Check Point Network Security-as-a-Service Integration

STEP 10| In the Internal Subnets page, enter the IP address of your internal networks in the branch

office site.

Check Point’s Network Security as a Service applies its cybersecurity features on any traffic
coming from these network addresses.

¥ Check Point Infinity Portal

o= C @ https//portalc

CREATE NEW SITE

INTERMAL SUBNETS

STEP 11| Click Next.

¥ Check Point hfinity Portal

&« C & htps

CREATE NEW SITE

CONFIRM SITE
CREATION

ubnets that will be routed to the do

We are about to create the new site
This may take a few minutes.

Once your site is ready. choose "view instructions” from the newly
created site menu, These instructions will guide you how to set up your
router,

Finish And Create Site

Check Point Integration Guide Version 1.0.0

10 ©2022 Palo Alto Networks, Inc.



Prisma SD-WAN Check Point Network Security-as-a-Service Integration

STEP 12 | Select Finish and Create Site. Check Point might take a few minutes to create the site.

™ Check Point Infinity Portal x*  +

“« C & https//poral.checkpoint.com

NETWORK SECURITY AS A SERVICE

Sites Y;

MARKETING OFFICE

9 US: South-East
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Prisma SD-WAN Check Point Network Security-as-a-Service Integration

Configure your Router or SD-WAN Device

Configure your router or SD-WAN device to route traffic through Check Point Network Security-
as-a-Service as follows:

STEP 1| Select the card that represents your site.

STEP 2| Select Menu > View Instructions.

™ Check Point Infinity Portal x +

< C & https// portal.checkpoint.com/

NETWORK SECURITY AS A SERVICE

7

© View Instruc
GERMANY SALES OFFI' & peletesite

@ Europe: Germany @ Europ

STEP 3| Get the IPsec configuration properties, pre-shared key, tunnel addresses, and the traffic
routes by viewing the instructions.

+

tal.checkpoint com,

NETWORK SECURITY AS A SERVICE

L Sites -
U]

° L]

* Clea

os: LONDO FRANKFURT

@ Europe: UK 9 Europe: Germany )

(-] L]

ABU DHABI LOS ANGELES BRANCH ...

@ surope: UK 9 Eirope: Germany
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Prisma SD-WAN Check Point Network Security-as-a-Service Integration

Support for Multiple External IP Addresses

A common use case is a branch office with more than one Internet link. In case your branch office
site has more than one Internet link, repeat the steps above in order to create another site.

e At the Router Details page, the External IP should represent the other IP address of your
branch office site.

™ This IP must be static and accessible from the Internet. You can track Check Point’s
updates regarding support of other topologies at this User Community thread.

¢ At the Site Details page, the Location of the cloud service should be a different location than
the one defined at the original site object. This is because of a technical limitation at the Check
Point side. In this case, typically you would want to select the location of the cloud service with
an option that is the second-closest to the location of your site, in order to achieve the best
performance.

e After your other Site is ready, get the IPsec configuration properties, pre-shared key, tunnel
addresses, and the traffic routes by viewing the instructions.

Technically, that would mean that one of the Internet links will have 2 redundant IPsec tunnels
served in a location closest to the branch, while the other Internet link will have 2 tunnels at the
second-closest location to the branch.

Check Point can modify the internal configuration so that each Internet link would get one tunnel
at the closest location and one tunnel at the second-closest location, therefore having good
performance on both outbound interfaces.

In order to have that enabled, please open a support ticket at Check Point.
¢ Subject of the ticket should be Please change the internal configuration of my IPsec tunnels.
e Product should be set to Network Security as a Service.
e Description should include:
e Your account name at Check Point Infinity Portal.
¢ The names of the 2 or more sites that represent the same branch office.
This practice can be repeated for more than two external IP addresses per branch office site.

For the remainder of this guide, we will assume one external IP address, as this process can easily
be repeated for each additional tunnel.
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Set up Prisma SD-WAN Overview

To set up Prisma SD-WAN, log in to the Prisma SD-WAN portal, followed by creating
an IPsec Profile, creating a service group, assigning IPsec tunnels to your site, and
finally, testing the overall configuration.

> Create an IPsec Profile

> Create a Service Group

> Assign IPsec Tunnels to your Site

> Test the Configuration

> Monitor Cybersecurity Events at the Check Point Infinity Portal

e




Set up Prisma SD-WAN Overview

Create an IPsec Profile

To create an IPsec Profile:

STEP 1| Navigate to Policies > Stacked Policies.

L -

« C @& hiips//portalelcapitan.cloudgenizcom,

CLOUDGENIX MAP POLICIES ACTIVITY

NETWORK POLICIES (ORIGINAL)

= e =
ings (1) Path () Q05 e CURITY POLICIES [ORIGINAL)

Circuit Categories (6.4)

Apps (518) | Service & DC Groups (7)  IPsec Profiles (5)

STEP 2| Click IPsec Profiles.

® +

| < c @

portalelcapitan.cloudgenic.oom,

CLOUDGENIX MAP POLICIES ACTIVITY

Bindings (1) Path (3)

STEP 3| Click Add IPsec Profile.

e X +

portalelcapitan.cloudgenix.eom,

CLOUDGENIX MAP POLICIES ACTIVITY

< Bindings

IPsec Profiles (5)

NAME WE GROUP

ESP GROUP

A wizard for adding an IPsec profile will display.

AUTHENTICAT)

T
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Set up Prisma SD-WAN Overview

STEP 4| Define a name and description, and click Next.

= o >
¥ Software-Defined Enterprise W2 X 4
« = C @ httpsy//portalelcapitan.cloudgenix.com/#policics/bindings/ipsccprofiles « OB = o
< undefined Policies
Check Point
Network Security as a Service
¥ Info @ IKE Group & ESP Group Authentication Summary

NAME
Check Point

DESCRIPTION (optional)

Network Security as a Service
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Set up Prisma SD-WAN Overview

STEP 5| Edit the IKE settings of the IPsec profile.

¥ Software-Defined Enterprise Wi X =+

<« C & https//portal.elcapitan.cloudgenix.com/#policies/bindings/ipsecprofiles

< undefined Policies

CHECKPOINT_IKEV2

o e m o e

REMOTE PORT

KEY EXCHANGE LIFETIME

IKEv2 v 24

= = X

* OB @ @

@ Authentication Summary

500

Proposals (=

DH GROUP ENCRYPTION

MODP-1024 v AES-256

HASH

SHA-1

REAUTH

DPD
ENABLE DPD?
DPD DELAY

10

e Key Exchange should be set to IKEv2. IKEv1 is also supported.
e DH Group should be set to MODP-1024.

e Encryption should be set to AES-256.
e Hash should be set to SHA-1.
e DPD should be enabled.

STEP 6| Click Next.

-

Check Point Integration Guide Version 1.0.0
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Set up Prisma SD-WAN Overview

STEP 7| Edit the ESP Group settings.
¥ Software-Defined Enterprise Wa/ X |
& C & httpsy//portal.elcapitan.cloudgenix.com/#policies/bindings/ipsecprofiles ¥ @ &

<

undefined Policies

CHECKPOINT_IKEV2

@ Info @ IKE Group
8 Force UDP ~
Proposals (& max
DH GROUP ENCRYPTION
None ~ AES-256

m @ Authentication

mn b4

5 @

Summary

v SHAA

¢ Encapsulation should be set to Force UDP

BACK

e At the Proposals section, there should be 1 proposal with the following settings:

e DH Group should be set to None
¢ Encryption should be set to AES-256
e Hash should be set to SHA-1

STEP 8| Click Next.

Check Point Integration Guide Version 1.0.0 18
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Set up Prisma SD-WAN Overview

STEP 9 | Edit the Authentication settings.

¥ Sultwere-Defined Enterprine WA X ar

<« C & https//portalelcapitancloudgeniwcom/#policies/bindings/ipsecpratiles v Q@ & = | @

< undefined Policles

CHECKPOINT_IKEV2

& Info @ IKE Group & ESP Group Summary

1YFE SECRE!
PSK ~
LOCAL ILD 1 YPE REMO IE ID (optor

Intertace |P Address W

o I

e Type should be set to PSK.

e Secret should be set to the pre-shared key of the Check Point Site that you copied at the
previous steps.

e Local ID type should be set to Interface IP Address

STEP 10 | Click Next, review the settings of the profile, then click Save & Exit.

¥ Sohtware-Defned Enterprine W2 % | SR

- @ @ hitps//portalelcapitan.cloudgenicom ¥ palicies bind w~ & O3

SN -
< undefined Policies
Check Point
& Info © E Group & ESP Group © Authenbicatson

Check Point Integration Guide Version 1.0.0 19 ©2022 Palo Alto Networks, Inc.



Set up Prisma SD-WAN Overview

Create a Service Group

A Service Group is a set of tags and labels representing the integration with Check Point. This lets
the user get an overview of the association between Prisma SD-WAN devices and third-party
integrations.

To create a Service Group:

STEP 1| Navigate to Policies > Stacked Policies.

STEP 2| Click Service & DC Groups.

STEP 3| Click Endpoints.

3 =, o x
& o v ORBE @ : |
< Policies
STEP 4| Change the view from Prisma SD-WAN to Standard VPN.
¥ Software-Defined Enterprise W2 X + - o A
&« C @ https://portal.elcapitan.cloudgenix.com/#policies/path/sets o T 0 - E o :

Endpoints

L

Admin
Up

No Endpoints Found

CANCEL
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Set up Prisma SD-WAN Overview

STEP 5| Click Add Endpoint in order to create a tag for the first tunnel.

¥, Software-Defined Enterprise W2 X +

&« & & https://portal.elcapitan.cloudgenix.com/#policies/path/set o v OE & o :

Endpoints
Y 3rd Party ~
Allow
Admin  Emterprise

Name Description Up Traffic

© Add Endpoint

STEP 6| Name should be an alias for this tunnel.

In this case, we will name it to Check Point Tunnel 1.
STEP 7| Admin Up should be checked.
STEP 8| Click Add Endpoint in order to create a tag for the second tunnel.

STEP 9| Name should be an alias for this tunnel.

In this case, we will name it to Check Point Tunnel 2.
STEP 10 | Admin Up should be checked.
STEP 11 | Click Save & Exit.

STEP 12 | At the Groups tab, next to the Domains column, click Add to add a new Domain.

- B x
x4

€ © @ hitps//portalekcapitancioudgesix.com ¢ OHE @ !
’ [~ I oaonrs

um.m Preset Domai S s w & usem

STEP 13 | Name should be an alias for the Site. In this case, we will name it to Check Point.

STEP 14 | Select the Domain column that you find that fits this site the most. In these instructions will
use Preset Domain. Then, select the two Endpoints that we defined in the previous step.

STEP 15 | Click Sites.
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Set up Prisma SD-WAN Overview

STEP 16 | Identify your Prisma SD-WAN device and select the Domain where you associated the Check
Point endpoint labels at the previous step. In our case, we will select Preset Domain.

X Scftwace-Defoed Enterprne We. X + - L2} o
L3 C @ hnps/penalelcapnsndoutgen com o ‘path/set -~% 0B = @ :
< Poices o]
, . e
Site Trps Dom: /B
e o
STEP 17| Click Save.

reprne e X SR O
€ © @ hops/ponalelcapitan.cioudgenixcom, ey path/se o« OBE @ :

’ - o —
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Set up Prisma SD-WAN Overview

Assign IPsec Tunnels to your Site
To assign IPsec tunnels to your site:

STEP 1| Click the MAP tab.

STEP 2| Locate your device on the map, and then click it.

% Software-Defred Enerprie Wi X

€ C @ n aLekcapitan.cloudgenieom #map/ st/ 49851 o0 OBE @

CLOUDGENIX AP POLICIES

o v w w

&

g Demo Lab

(1]

+

B
Physical 2012 it o
Secure Fabric 0ol0 Majo o
3rd Pasty 4ol4 Minc o

Add Circuits

Change Cicus

OPTIONS

STEP 3| Click the device to edit its settings.
STEP 4| Navigate to Interface Config.

STEP 5| Add the first IPsec tunnel.
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Set up Prisma SD-WAN Overview

STEP 6| Click the + icon near the ports, select Standard VPN, and click Add. The Tunnel
Configuration page will open.

.

CLOUDGENIX [isas

Nty
Configure 10N 2000  eece e |

CANCEL CHEATE 310 PARTY VPN

STEP 7| Name should be an alias for this tunnel. In this case, we will name it to Check Point Tunnel 1.
STEP 8| Admin Up should be a.
STEP 9| Parent Interface should be set to the outbound interface.

STEP 10 | Inner Tunnel IP / Address Mask should be set to an internal IP behind your device that you
should allocate for the tunnel.

STEP 11 | Endpoint should be set to the Endpoint that represented a tunnel defined in the previous
step. In our case, this should be set to .

STEP 12 | Peer Hostname should be set to the destination of the first Check Point tunnel that you
copied from the previous steps.

STEP 13 | Peer IP should remain empty.
STEP 14 | IPSec Profile should be set to the IPsec Profile that we defined at the first step.

STEP 15| Click Create Standard VPN. An indication at the top-right corner should appear in case the
tunnel was created successfully or not.

STEP 16 | Click Cancel to go back to the interface configuration.

STEP 17 | Repeat this process for the second IPsec tunnel.

After creating the second IPsec tunnel, once again, an indication at the top-right corner should
appear in case the tunnel was created successfully or not.

STEP 18 | Click Cancel to go back to the interface configuration.

Check Point Integration Guide Version 1.0.0 24 ©2022 Palo Alto Networks, Inc.



Set up Prisma SD-WAN Overview

Test the Configuration

To test the overall configuration:

STEP 1| Send traffic from behind your Site to the Internet.

STEP 2| Navigate to Activity.

STEP 3| Check that the traffic is displayed.

=+

s [ T T ———— -
i Bandwidth Urilization SUMMAARY . Transaction Stats S
Apoa i ” LOX ms LOX
[ B ccests B T et [ e fets B TOn fane
Snes (1) ”
Owvices w
. | !
o Dt et
» e
App Health ren . App Response Time e
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Set up Prisma SD-WAN Overview

Monitor Cybersecurity Events at the Check Point Infinity
Portal

In the previous step we confirmed that end-to-end connectivity is working as expected. In this

step, we will observe which attacks were prevented by Check Point’s various cybersecurity
engines.

STEP 1| Sign in to the Check Point Infinity Portal at https:/portal.checkpoint.com.

- m] X
g Check Point Infinity Portal x -+

L C & https://portal.checkpoint.com o Y (4 I ° | o :

M) CHECK POINT

/7 INFINITY

Don't have an account? Register here

O [0 @ %

CLouD ENDPOINT MOBILE NETWORK loT

STEP 2| Once you are logged into the Check Point Infinity Portal, make sure that you are currently
looking at the Network Security as a Service application.

STEP 3| If the title says a name of a different application, click the application switcher icon at the
top-left corner () and select Network Security as a Service.

Check Point Infinity

L o S Gen V protecti
- preventicn. CloudGuard Netwe

visibility for

cloud and mobility

BETA
MNetwork Security
As a Service

5 7 ey
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Set up Prisma SD-WAN Overview

STEP 4| Navigate to Logs. The Logs screen will display with 4 different tabs.

I Check Point Infinity Portal X +

<~ c @ https//portal.checkpoint.com

NETWORK SECURITY AS A SERVICE

L.l Statistics “ Time v Bt Ac Ty Im Source inati “
Sessions Timeline © e e 3
E © Ma : 0 0 3 = = ses
O Ma 3 © 0 & = A
I I I I o e .,
- O ma 1 0 @ 3 = ]
Sat 23 Men 25 Wed 27 Fri1
. © Ma T ® 0 3 = =1
’ J:I:... . R O Ma : D 0 F = =
232 Firewal — Q7 42%
| TRES © Ma 2 0 F =1 .} =
@ o © M O e 2 = S :
] © Ma i @ 0 3 = -}
_ o) O va - P
@ uaL Q Ma 1 Q@ 4 = h, BB
@ Ant © Ma : ® @ 3+ = A -
ticn O Ma 1 ® 9 3 = 4.
@ o O ma 10 8 = =
| BT QO Ma 1 @ 9 3 = s ot
il v

STEP 5| Click the Cyber Attack View tab to observe attacks that were prevented by Check Point.

STEP 6| Click the Access Control tab to observe malicious applications that were prevented by
CheckPoint, as well as total consumed traffic and visibility at the applications that were
access the most by your end-users.

STEP 7| Click the Application and URL Filtering tab to generate a real-time report of your branch
office cybersecurity posture. You can export this report to PDF by clicking the Menu at the
top-right.
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Set up Prisma SD-WAN Overview

STEP 8| Navigate to Policy to view and change your security policy for access control, threat
prevention, and HTTPS inspection.

Changes to security policies are not applied until clicking Install Policy.

L]
ACCESS CONTROL @
= L[] o, W e 19 Rul
THREAT PREVENTION Secure
[ P
s Y ) © Citn @ .

§_ HTTPS INSPECTION
el i e B TP Basic

™| Check Point infinity Portal

s

o
o €« Access Control = 'm X & install Policy @D &, Manage

L] ame Destination

N . v ®
= LB
A ®
@& ® ®: ®
® L 2= ®
= L ®
® »
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Set up Prisma SD-WAN Overview
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