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“TEcHDOCS
Prisma SD-WAN Netskope Integration

As enterprises rely on Saa$S or Cloud-based delivery models for business-critical
applications, there is a compelling need for per-application policy enforcement without
increasing remote office infrastructure. Traditional hardware-router based approaches
are limited by cumbersome policies for direct-to-internet versus policy enforcement
per-application. Router-based approaches are packet-based versus application-session
based and fail to meet application session-symmetry requirements, causing network
and security outages.

You can integrate Prisma SD-WAN with Netskope Security Cloud to have a remote
office hardware, while still having a full suite of application-specific security policies.




Prisma SD-WAN Netskope Integration

Set up the Netskope Security Cloud

Integrate prisma SD-WAN with Netskope to have a lightweight remote office hardware footprint
along with a full suite of application-specific security policies.

Set up the Netskope security cloud.

STEP 1| Login to Netskope.

& alliances.eu.goskope. com/ns#)das

hboar

R

d

........

Branch office

VWelcome to Your New Dashboard

To set up, tell us about how you use Metskope Security Cloud Platform.

Select all that apply.

B E

Risk Insights APl-enabled Protection

Real-time Protection

o & @
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Prisma SD-WAN Netskope Integration

STEP 2| Navigate to Settings.

N

General
Settings Here you can see ¢ o thy used to populate the data. VIEW SERVICE MONITORING
Lo Saoftware Verslon
Administration >
Metskope Version: 82.1.0.374
Security Cloud >
Platfonm
Risk Insights » Duta Soun
a Source
AP|l-enabled >
ARLET Source: All Data Sources
Threat Protection > EDIT SOURCE |
Incident
Management
Manage >
Tools 4
o
STEP 3| Select Security Cloud Platform.
- General
€ Security Cloud Hare you can ses the soft werskons and the da used to papulate the data, VIEW SERVICE MONITORING

Platform

Configuration

Steering
Configuration

App Definition
Publishers
IPSec

GRE

Explicit Proxy
HETSKOP
Users

Groups
Devices
Enforcement
SAML

MDM Distribution

Software Version

Metskope Version: 82.1.0.374

Data Source

Source; All Data Sources

EDIT SOURCE

Netskope Integration Guide Version 1.0.0
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Prisma SD-WAN Netskope Integration

STEP 4| Select IPSec.

A |p5€c tform » Trathe St

# Security Cloud

Create and manage secure [PSec from your ters and firewalls to Netskape's point of presence(POPSL
Platform View Supperted IPSes Options here,
Configuration | wipoar runmeLs FRomcsy
TRAFF STEERIM
IPSec Tunnels
St s Soriby Mame - [ EMABLE || DisamE || DeweTE |
Configuration
Aon Defkio] s ame # souncEioeNTITY P s T—
Publishers
e c Test..  cloudgen wl. B36116114(5V5.. AES256-CBC 25009 Kbps
IPSee
GRE 4« 1 » Rows per pages | 100 -

Explicit Proxy
HETSXOPE CLIENT
Users

Groups

Devices
Enforcement
SAML

MDM Distribution
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Prisma SD-WAN Netskope Integration

STEP S5 |

Add a new IPsec tunnel.
1. Click Add New Tunnel.

N

4 Security Cloud
Platform Add New IPsec Tunne

Configuration | T—
Traffic will be steered from your source devices to Metskope points of presence(POPs). For
best performance, select the geographically closest POPs. Only IKEv2 is supported

:l:l:iwll‘\l:(ﬂ o Note: Use the Netskope POP's IP address as tunnel's remote identity.

App Definition

Publishers

IPSe

GRE

Explicit Proxy

Users

Groups MARY N . AILOVE

Devices 74.217.93.116 (DC11 - Ashb... ~ 31.186.239.114 (AM2 - Ams... ~

Enforcement The source identity of the tunnel must be unique across all IPSec tunnels set up.

SAML

sessnnses

MDM Distribution

AES128-CBC
SAML
N . X ANDWIDTH
DA Maximum bandwidth to be used by the IPSec tunnel
ActiveSync 50 Mbps
Auth Integration
CANCEL
SAM

Enter a name for the tunnel.
Enter the IP address or the unique FQDN of the Prisma SD-WAN tunnel endpoint.

Choose the geographically closest Netskope POP as the Primary and choose a failover
Netskope POP.

Enter a Pre-Shared key.

Configure an encryption cipher.

Configure the Maximum BW to be used by the IPsec tunnel.
No rate limiting happens based on the configured bandwidth.
Click Add.

When you click Add, the IPsec tunnel entry can be seen.
Verify the status of the tunnel.

An upward arrow indicates the tunnel is UP.
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Prisma SD-WAN Netskope Integration

rity Clou tfe Tra

N |PSec

€ secu"w Cloud Create and manage secure |PSec tunnels from your source devices such as routers and firewalls to Netskope's point of presence(POPs).
Platform View Supported IPSec Options here,

Configuration ADD NEW TUNNEL ‘ IMPORT TUNNELS FROM CSV

L s ‘ DISABLE l | DELETE

Steering LTUNNELS Sort by Name - EMNABLE
Configuration
;‘Fp Definition STATUS NAME * SOURCE IDENTITY PRIMARY POP ENCRYPTION THROUGHPUT
Publisk 5
Ll CloudGenix-Test ..  cloudgenix@paloal.. 8.36116.114(5V5.. AES256.CBC 280.57 Kbps
IPSec
GRE 4 1 » Rows per page: 10 -

Explicit Proxy

NE KOPE CLIEN
Users
Groups
Devices
Enforcement

SAML

MDM Distribution

SAML
Office 365 Auth
ActiveSyne

Auth Integration

SAML

10. (Optional) Click the ellipsis next to the tunnel entry to see additional options to edit and
view tunnel configuration parameters.
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Prisma SD-WAN Netskope Integration

N

€ Security Cloud
Platform

Configuration

Steering
Configuration

App Definition

Publishers

IPSec

GRE

Explicit Proxy
PE CLIENT

Users

Groups

Davices

Enforcement

SAML

MDM Distribution

SAML
Office 365 Auth

ActiveSync

Auth Integration

ecurity Cloud Platf Traf
Create and manage secure IPSec tunnels from your source devices such as router
View Supported IPSec Options here.

ADD NEW TUNMEL IMPORT TUNNELS FROMCSV

IPSec Tunnels

Sorthy: M
1TUNNELS
STATUS NAME & SOURCE IDENTITY
CloudGenix - Test... cloudgenix@paloal...
4« 1 »

Tunnel Details

CloudGenix - Test Tunnel

Status: Up Since Mar 3 2021 (Today)
Throughput: 30625 Kbps

Connected to: Primary

Encryption: AES256-CBC

Max Bandwidth: 250 Mbps

(=) doudgenix@paloalto

@ 8.36.116.114 [SV5 - San Jose, CA, US)

SOURCE PEER

Source IP Address:
Source ldentity: cloudgenix@paloalto

PRIMARY METSKOPE POP

IPSec Gateway: B36.116.114
Probe IP Address: 192.168.104.144
Location: SV5-5an Jose, CA, US

FAILOVER NETSKOPE POP

IPSec Gateway: 163.116.133.38
Probe IP Address: 10.133.6.216
Location: ORD1 - Chicage, IL,US

EDIT CONFIGURATION

Status Last Updated: Mar 32021, 11:26 AM

e The throughput capacity refers to the actual traffic going through the tunnel.

e Save the probe IP address to be used later in the Prisma SD-WAN endpoint
configuration for liveliness checks.

Netskope Integration Guide Version 1.0.0
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Prisma SD-WAN Netskope Integration

Configure Prisma SD-WAN Tunnels to Netskope
Security Cloud

Use the following steps to configure Prisma SD-WAN tunnels to the Netskope security cloud.

STEP 1| Create an IPsec profile.
STEP 2| Create a service group.
STEP 3| Create an IPsec tunnel.
STEP 4| Create a path policy.

STEP 5| Verify the configuration.

Create an IPsec Profile

Create an IPsec profile on the Prisma SD-WAN web interface.

STEP 1| Navigate to Policies > Stacked Policies > IPsec Profiles.

PRISMA SD-WAN @ Dashboard  Jl Map v = @ Policies v il Activity % CloudBlades
BY PALO ALTO NETWORKS

jice & DC Groups IPsec Profiles (5)

Bindings (3) Path

FILTER (by site name SITETAGS POLICY TYPE GROUP BY
v View All v None v

SITE ~ PATH POLICY SET STACK QOS POLICY SET STACK SECURITY POLICY SET STACK

STEP 2| Click Add IPsec Profile.

STEP 3| On the Info tab, enter a name and an optional description.

<8 o
NETSKOPE_IKEv2

Netskope Integration Guide Version 1.0.0 11 ©2022 Palo Alto Networks, Inc.



Prisma SD-WAN Netskope Integration

STEP 4| Configure IKE settings.

;;;;;;;

o Netskope Security Cloud supports IKEv2 configuration only.

e Netskope supports the following encryption ciphers: AES128-CBC,AES192-CBC, AES256-
CBC.

¢ Netskope supports the following hash algorithms: SHA256, SHA384,SHA512.
e Netskope supports the following DH Groups: 14, 15, 16, 18.
e DPD must be enabled.

STEP 5| Click Next.

STEP 6| Configure ESP Group settings.

aaaaaaaaa

¢ Netskope supports the following encryption ciphers: AES128-CBC,AES256-CBC, AES128-
GCM, AES192-GCM, AES256-GCM, Null.

o Netskope supports the following hash algorithms: SHA256, SHA384,SHA512.
o Netskope supports the following DH Groups:14, 15, 16, 18.

STEP 7| Click Next.

STEP 8| On the Authentication tab, select None for Type.

This is because authentication settings will be configured locally on the device using an
IPsecauthentication override.

STEP 9| Click Next, review the settings of the profile and then click Save & Exit.

Create a Service Group

A service group is a set of labels that associate the Prisma SD-WAN ION with a
NetskopeEndpoint.

STEP 1| Navigate to Policies > Stacked Policies.

Netskope Integration Guide Version 1.0.0 12 ©2022 Palo Alto Networks, Inc.



Prisma SD-WAN Netskope Integration

STEP 2| Select Service & DC Groups.

PRISMA SD-WAN @ Dashboard N Map v @ Policies v M\ Activity % CloudBlades
Network Contexts Circuit Categories Apps Service & DC Groups (1)  IPsec Profiles DNS Service (11)
Bindings (3) Path QoS Security NAT
FILTER ite SITE TAGS POLICY TYPE GROUP BY
A 4 View All v None v
STEP 3| Click Endpoints
Policies

STEP 4| Change the view from Prisma SD-WAN to Standard VPN.

Endpoints
Y Prisma SD-WAN A
Prisma SD-WAN
Only endpoints used in saved groups are shown.
Standard VPN
Admin {’j
Name Up
Data Center
STEP 5| Click Add Endpoint
Endpoints
Y Standard VPN v
Allow
Admin  Enterprise
Name Description Up Traffic

© Add Endpoint

STEP 6| Give the endpoint a name and check the Admin UP box.

STEP 7| Click IPs & Hostnames.

STEP 8| Enter a comma separated list of the Netskope Primary and Failover POP IP addresses and
click Done.

Prisma SD-WAN will check RTT for each of these IP addresses and will automatically choose
the destination with the lowest latency as the IPsec tunnel endpoint.

NETSKOPE

8.36.116.114, 163.116.133.38

Netskope Integration Guide Version 1.0.0 13 ©2022 Palo Alto Networks, Inc.



Prisma SD-WAN Netskope Integration

STEP 9| Click Liveliness Probe.

Address
NETSKOPE C O 1ps&Hostnames

Liveliness Probe

STEP 10 | Configure the Probe IP Address from Netskope Tunnel configuration along with ICMP ping
interval and failure count and click Done.

The probe IP address in the Netskope Security Cloud will be pinged to check liveliness of the
tunnel. In the example below, an ICMP packet will be sent once every 10 seconds. When 3
consecutive pings fail, the tunnel will be declared Down.

NETSKOPE

X 4) @ Add ICMP Ping TP (MAX 4) @ Add HTTP

10
3

DRESS
192 . 16€ . 104 . 144

STEP 11 | Click Save & Exit.

STEP 12 | At the Groups tab, under the Domains column, against the Groups row, click Add to add a
new group.

< Policies

Domains @ Add Preset Domain # Mohan Internet

© Prisma SD-WAN
Groups @ Add
© Standard VPN
= Mohan Internet Data Center v Data Center v

STEP 13| Select Standard VPN.

STEP 14 | Give the group a name and in the Endpoints drop-down, choose the endpoint that was just
configured.

= Netskope ° NETSKOPE v

STEP 15| Click Save.

Create an IPsec Tunnel

STEP 1| Navigate to Map > Claimed Devices.

STEP 2| Click the ellipsis menu for the device to be configured with the IPsec tunnel and select
Configure the device.

Netskope Integration Guide Version 1.0.0 14 ©2022 Palo Alto Networks, Inc.



Prisma SD-WAN Netskope Integration

STEP 3| Select Interfaces.
STEP 4| Click the + sign on the Interface panel.

STEP 5| Select Standard VPN and click Add.

B.....@ Basic  Device WIS pouting swvp  SYloe  NTP o DNS © ooy
- info  Toolkit Export  Client  Service

CREATE A NEW INTERFACE

CONTROLLER VIRTUAL PORTS O Loopback

(®) standard VPN

BEE O

Port Channel

c1 1 2 3 4 5 6 7 8 9
e - |
FILTER (by Name, Circuit, IP Address) INTERFACE TYPE USED FOR TAGS
Y - v oo v
INTERFACES TYPE ADMIN STATUS CONFIGURATION CIRCUITS
controller 1 Controller Port Up Controller - 2
+ STATIC
Internet Virtual Interface Virtual Interface Up The Internet « Circuit to Internet -]
members: Ports (2 - DHCP

Cancel

Netskope Integration Guide Version 1.0.0 15 ©2022 Palo Alto Networks, Inc.
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STEP 6| On the tunnel configuration page, configure the following:

Configure Interface: Netskope-1

Main Configuration

Standard VPN

STANDARD VPN TYPE IPsec

192.168. 1 . 1 /31

Configuration

ENDPOINT NETSKOPE v Update

‘‘‘‘‘‘‘‘‘‘ NETSKOPE_IKEv2 v Edit| Add

IPSEC AUTHENTICATION OVERRIDE Edit - Remove

¢ Give the tunnel a name.
e Configure the Standard VPN type as IPsec.
e Parent interface should be set to the outboundinterface.

¢ Inner Tunnel IP / Address Mask should be set to an internal IP behind your device that you
should allocate for the tunnel.

¢ Set the endpoint configured from the previous step.

e Peer IP can be used to configure the Netskope endpoint’s IP. This configuration is skipped in
this example, since the endpoint configuration in the previous step has the Netskope POP’s
IP addresses configured already.

e Select the IPSEC Profile that was created for Netskope.

e Add an IPSEC Authentication Override to configure IPsec authentication settings local to
the site.

Netskope ION © &

NETSKOPE-IPSEC

IPsec Authentication Override

TYPE SECRET (unmask
PSK v

LOCAL ID TYPE LOCAL ID REMOTE ID (optional

Custom v cloudgenix@paloalto

e, [N

e Type should be Pre-Shared Key.
e Configure the same Pre-shared key at both the Prisma SD-WAN andNetskope endpoints.
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STEP 7|

e Local ID can be set to Interface IP Address or FQDN.

e To configure a local FQDN, choose Local ID Type as Custom andconfigure a FQDN under

Local ID.

Click Create Standard VPN.

Create a Path Policy

Configure a path policy to allow traffic to flow through the IPsec VPN to Netskope Security Cloud.

STEP 1|
STEP 2|

STEP 3 |

STEP 4 |

STEP S5 |

STEP 6 |

Navigate to Policies > Stacked Policies.
Select Path and then Path Sets.

Click Add Set.

M Map v | @ Policies ¥ i Activity ‘% CloudBlades

Network Contexts Circuit Categories Apps Service & DC Groups. IPsec Profiles DNS Service (11) | IPFIX(0) | APN Profiles (0) | Syslog Profiles (4)

Path (2) Qos Security NAT

PATH STACKS PATH SETS PATH PREFIXES

FILTER TYPE
Y View All v

NAME e -
DefaultRuleNetworkPolicySet Default Rule Policy Set
test

NetworkPolicySet Policy Set

Give the path policy set a name and click Save.

Click the policy set and click Add Rule.

A PRISMASD-WAN @ Dashboard M Mep v | © Policies ¥ i Activit y % CloudBlades

< Path Policies
NetworkPolicySet

FILTER NETWORK CONTEXT  PATH TAGS
A View All v ViewAll v
ORD v NAME NETWORK CONTEXT  SRC PREFIX DEST PREFIX APPS

Give the policy rule a name.

Path Policy Set: NetworkPolicySe
Untrusted-Web

POLICY RULES

Network Contexts (0)  Circuit Categories Apps ce s IPsec Profiles

Prefixes

DNS Servi

PATHS

Apps

|20 =

(11) | IPFIX(0) ~ APN Profiles (0) = Syslog Profiles (4)

Paths

SERVICE & DC GROUPS

Service & DC Groups Summary

DISABLE RULE?

O

DESCRIPTION

Netskope Integration Guide Version 1.0.0 17
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Prisma SD-WAN Netskope Integration

STEP 7| Navigate to the Apps tab next and choose the applications that you want to forward to the
Netskope Security Cloud over the Standard VPN.

< Path Policy Set: NetworkPolicySet EX3
Untrusted-Web
@ Info @ Network Context @ Prefixes m @ Paths @ Service & DC Groups Summary
FILTER APP CATEGORY TYPE
Y http - v v [JsHo
APPLICATIONS
@] o v [ he O

STEP 8| Navigate to the Paths tab and choose the overlay path Standard VPN on circuit category Any
Public.

path Pl St Networolcyset ==

Untrusted-Web

O O NetworkContext @ Prowes @ Avrs © SenvcesDCGrows  Summary

/' SHOW ALL CIRCUIT CATEGORIES

ACTIVE PATH @ Add BACKUPPATH @ Add L3 FAILURE PATH @ Add
- e ven

Standard VPN v ON  AnyPubl . B8
andar v Puble None None

STEP 9| Navigate to the Service & DC Groups tab.

STEP 10 | Under Active, choose the Group configured in the previous steps from the drop-down list.

STEP 11 | Verify the configuration summary and click Save & Exit.

Verify the Configuration
STEP 1| Send traffic from the LAN side of the Prisma SD-WAN ION device.

STEP 2| On the Prisma SD-WAN web interface, navigate to the Activity tab.

PRISMASD-WAN @ Dashboard M Map v @ Policies v Il Activity % CloudBlades

viewed by Summary

Quick Filters
lters t

STEP 3| Verify analytics on the WAN path Standard VPN.

ity from Mar 04, 2021 1:40 AM to
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STEP 4| Verify flows on the WAN path Standard VPN.

Wy @ raices | Ay | % CloudBiad

tar 05, 2021 12:41 AM to

STEP 5| Verify the status of the Servicelink using Device Toolkit.

Netskope ION# dump servicelink status sldev=sl1ServicelLink : sllInterface :
Netskope-1Description :ID : 15748768634780249Type : service_link (ipsec)Admin State :
upAlarms : enabledNetworkContextID :Scope : localDirected Broadcast : falseMTU : 1400

IP : staticAddress : 192.168.1.1/31Parent Interface : 1Parent Device : eth5Service Endpoint :
NETSKOPE-IPSECIPSec Profile : NETSKOPE_IKEv2Authentication Type : pskLocal ID

Type : local_ipKey Exchange : ikev2IKE Reauth : nolKE Lifetime : 24 hoursIKE Remote Port :
500IKE DH Group/Encryption/Hash : modp2048/aes256/sha256ESP Lifetime : 8 hoursESP
Encapsulation : AutoESP DH Group/Encryption/Hash : modp2048/aes256/sha256DPD
Enabled : yesDPD Delay : 1DPD Timeout : 5Authentication OverrideAuthentication Type :
pskLocal ID Type : customLocal ID : cloudgenix@paloaltoDevice : sl1State : upLast Change :
2021-03-05 01:49:28.414 (8h10m28s ago)Address : 192.168.1.1/31Route : 0.0.0.0/0 via
192.168.1.1 metric O

Extended State : tunnel_up

IPSec Algo : AES_CBC_256_HMAC_SHA2_256_128lke Algo :
AES_CBC_256HMAC_SHA2_256_128Remote IP : 8.36.116.114Local

IP: 10.8.51.40lkeNextRekey : 2021-03-06 01:31:07.399431042 +0000

UTCIPsecLastRekeyed: 2021-03-05 09:01:02.793785216 +0000 UTCIPsecNextRekey :

2021-03-05 16:32:13.793786856 +0000 UTCPeer configured on service

endpointService endpoint name: NETSKOPE-IPSECOrder of connection

Ty tmmmm oo oo e
IP Address | Hostname | Reachable | Latency | Last LivelinessFailed | Hold Time |

Liveliness probe status--------======-=ommooomooo oo Type : icmplpv4 :
192.168.104.144Status : trueLatency : 4Last updated : 2021-03-05T01:49:27
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Monitor Cybersecurity Events on the Netskope Portal

STEP 1|

®o® [ eman

“ @ sedemogoskopecom)refidashooardHimePerod=30_day

Home

2880

Blocked Categories

1 mkmFmanewebEnetskopecom
2 deu@nctikopecom

1 mattewesEnetskope com

4 janantiedumoEratskepscom

5 visduEneiskope com

O inaamnityIE0.eomirsw-Fighmays-yesk GA3 B

® Q) Metskops Dlobal BE Dema - M % A Home

Login to the Security Admin portal.

i 498

Gererd 135K

2 Cloud Storsge 127K

} Prohisted Websites 122K

1 Orline A ATEK

5 Collaboration L
Shocked : 338K, Total Users Blocker

Matskape

O N 2
Loast 0wy
c © 31.5K
= 98.1 O 31
Uplnaded, 4% Downloaded
Categorie e
ki 2AK
Osaka 222K
San Francho 152K
[= 147K
5 Phtshurgh 142K
DLP Incidents DLF Fraflles
1 US Parsanally ldentifable Information
2 Payment Card Indusiry Dats Security Standard PCI-DSS #
1 TrusCondoential Profile
4 Ui Matidaba Kiswords
Malware [All Types)
O W32 Trojn Mot 2 1

Netskope Integration Guide Version 1.0.0
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STEP 2| Configure security policies on the Policies tab.

® © ® ( netskopeGlobal SEDemo -1 X A Real-time Protection - Palicie: X 4

€ C @ sedemo.goskope.com/ns#finline-policy-page? it&type=pi

Edit [PE] - Catchpoint Download Test

~

Activities and setions ausilsble are dependent on the tyse of profile and sppliestions you selected
< Policies

L Source

Client
i Destination Explicit Proxy
GRE
IPSec
Local Praxy
Mobile Profile
Reverse Proxy

Secure Farwarder

A Profile & Action Action: Allow -

ADD PROFILE =

@ Set Policy [PE] - Catchpoint Download Test

+POLICY DESCRIPTION
+ EMAILNOTIFICATION

Enabled

@ Status
+POLICY SCHEDULE

CANCEL

Netskope Integration Guide Version 1.0.0
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STEP 3| Go to the main dashboard and select Skope IT for granular security data.
The Sites tab shows URL analytics.

® © ® O Hetskope Global SEDemo- M. X A¢ Sites - Skope IT™ - Netskope X +

« @ @ sedemo.goskope.com/ns#fsites w » O

S M SitesC st o ;

4 Skope IT™

Filters ~

SITES CATEGORIES
Sites
Sort by Bytes Uploaded - EXPORT

50 FOUND

smes CATEGORY DOMAN s uscrs BPAGEVISITS  WSESSIONS BVTESUPLOADED #  DYTESDOWNLOADED. &%

goskope Security bianco goskope.com, brockscope goskope.c... 1 111 59 6.786MB 64.19MB

bell Web Hosting, ISP & Telco mybell bell.ca, www bell.ca 1 7 2 2097MB 3.49MB

Slack Chat, IM & other communicati..  edgeapislack com:443, netskopesedemosl 1 78 2 1663MB 705.4KB

office Technalogy webshell suiteoffice.com, www.office com 4 7 7 1027MB 2.653MB

Microsoft Office 365 Outlook.com  Webmail outlockaffice365.com:443 1 3 3 1002KB 3.71MB

netskope Security platform.netskape.io, resources netskope.c. 3 18 13 879.3KB 18.92MB

Micrasoft Teams Technalogy trouterZ-azsc-ukwe-3-a.trouter.teams.micr.. a &0 £l 731KB 490.3KB
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STEP 4| Click the Network Events tab to show user information, application accessed, action taken
on this session and bytes transferred.

® © ® O netskope Global SEDemo- M X A° Network Events - Events-Ske X =

« © @ sedemo.goskope.comjns#/network-events * » O

S Network Events o G Lost7 Dy

Skope IT™

FILTERS w

Q Application - + ADDFILTER a

Network Events

48 CREATED Sortby:  Time - EXPORT
TvE & USERNAME ApPLICATION osTPORT IPPROTO.  TRAFFICTYPE acTion TOTALBYTES  BVIES UL aveso &

@ 3/2/202112:27PM george+sedemod@ne tskope com 2 % wp-west npademo.com HTTP (80 TCP PrivateApp @ Allow 737 Bytes 332Bytes 405 Bytes

@, 3/2/202112:27PM georgetsedemo@netskopecom 22 8% nasdag fedilitymynetskope..  HTTP(80)  TCP PrivateApp @ Allow 21.99KB 1658KB  5.41KB

@ 3/2/202112:27PM george+sedeme@nctskopecom 2 8% wp-eastnpademocom HTTP(80)  TCP PrivateApp @ Allow 400.4KB 3845KB  15.93KB

@ 3/2/202112:26PM george+sedemo@nelskopecom 20 3% wp-eastnpademo.com s5H(22) TP Privatefpp @ Allow 7.396KE 4186KB  3.211KB

@ 3/2/202112:26PM george+sedemo@netskopecom 22 &% wp-westnpademo.com HTTR(80)  TCP Privatefipp @ Allow 3188KB 2921KB  2672KB

@ 3/2/202111:56 AM george+sedemo@netskope com & % wp-westnpademo.com HTTP (80) Tcp PrivateApp G Allow 737 Bytes 332Bytes  405Bytes

@ 3/2/202111:56 AM george+sedemo@netskopecom 22 8% wp-eastnpademocom 55H(22) TP PrivateApp @ Allow 7.396KB 4186KB  3.211KB

@ 3/2/2021 11:55AM georgetsedemo@netskope.com 22 3% wp-westnpademo.com HTTP(BO,  TCP PrivateApp & Allow 402.2KB 3856KB  16.63KB
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STEP 5| Click on Alerts to see what policy was applied to a flow and what action was taken on it and

if there were malicious objects detected in this flow.

® © ® O Netskope Global SEDemo- M. X A¢ Alerts - Events - Skope IT™ - | x4

« c

& sedemo.goskope.com/ns#/alerts7query=(acked%20eq%20 false') *

*0

S B AlertsC

Last 7 Days -
< Skope IT™
FILTERS ¥
Q Application ~ Acknowledged: No ~ +ADDFILTER ?3‘ a
Alerts

Sortby:  Time - ACKNOWLEDGE ~ EXPORT

TivE § NAME ver cTion AcTITY POUCY NAME sE ot
@ 3/5/20213:03PM [RProxy Box] Block Downloads  policy block Download [RProxy Box] Block Downloadstc  Box  SMB.mp3
@ 3/5/20212:29PM [RProxy Box] Block Downloads  policy block Download [RProxy Box] Block Downloads tc  Box — SMB.mp3
@ 3/5/20211:54PM [RProxy Box] Block Downloads  policy block Download [RProxy Box] Block Downloads tc  Box ~ 5MB.mp3
@ 3/5/20211:29PM [FINRA Compliance] - Alertuse  policy useralert Post [FINRA Compliance] - Alert user:  Slack
@ 3/5/20211:29PM [FINRA Compliance] - Alertuse  DLP useralert Post [FINRA Compliance] - Alert users  Slack
@ 3/5/20211:29PM [FINRA Compliance] - Alertuse  DLP useralert Post [FINRA Compliance] - Alert users  Slack
@ 3/5/20211:29PM [FINRA Compliance] - Alertuse  palicy useralert Post [FINRA Compliance] - Alert users  Slack
@ 3/5/20211:29PM [FINRA Compliance] - Alertuse  policy useralert Post [FINRA Compliance] - Alert users  Slack
@ aA5/2021 1:29PM [FINRA Camnliancel - Alert ise  DIP nseralert Prst IFINRA Comnliancal - Alart nsers Slark
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