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Integrate Prisma SD-WAN and
Symantec Web Security Services

This guide explains the integration between Prisma SD-WAN and Symantec Web Security
Services.

Prisma SD-WAN and Symantec Web Security Services

Prerequisites to Integrate Prisma SD-WAN and Symantec Security Services

Plan the Deployment
Prepare Prisma SD-WAN Network



Integrate Prisma SD-WAN and Symantec Web Security Services

Prisma SD-WAN and Symantec Web Security Services

As enterprises rely on Saa$S or Cloud-based delivery models for business-critical applications,
there is a compelling need for per-application policy enforcement without increasing remote
office infrastructure footprint. Traditional hardware-router based approaches are limited

by heavy-handed ‘all or nothing’ policies for direct-to-Internet versus per-application policy
enforcement. Additionally, because router based approaches are packet-based versus application-
session based, they fail to meet application session symmetry requirements, causing network and

security outages.

Symantec Corporation, the world’s leading cyber security company, helps organizations,
governments and people secure their most important data wherever it lives. Organizations across
the world look to Symantec for strategic, integrated solutions to defend against sophisticated
attacks across endpoints, cloud and infrastructure. Likewise, a global community of more than 50
million people and families rely on Symantec’s Norton and LifeLock product suites to protect their
digital lives at home and across their devices. Symantec operates one of the world’s largest civilian
cyber intelligence networks, allowing it to see and protect against the most advanced threats. Find

out more at www.symantec.com

Prisma SD-WAN and Symantec Web Security Services help enterprises integrate the Cloud
directly with the branch office with per-application policies. The combined solution ensures:

e A very light remote office infrastructure footprint by integrating with Symantec cyber security

solutions hosted in the cloud.

e That flows traverse symmetrical paths, both to and from the application, while dynamically

selecting the best performing path.
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Prerequisites to Integrate Prisma SD-WAN and
Symantec Security Services

The following items are required to configure Prisma SD-WAN and Symantec Web Security
Services integration:
Prisma SD-WAN

e Active Prisma SD-WAN subscription.
e Prisma SD-WAN fabric deployed at one or more locations.
e Physical and/or virtual ION devices running release 4.5.1b26 or later.

e One or more physical, virtual, or cloud sites able to be configured as ‘Service Center Data
Centers' for integration.

Symantec

e Active Symantec Web Security Services subscription.
o Licenses for Firewall/VPN connections.

e 'All Ports License' is recommended but not required.

The images in this document may have references to CloudGenix and the term 3rd party /
3rd Party VPN. The CloudGenix instances now display as Prisma SD-WAN, and the
new term for 3rd Party / 3rd Party VPN is Standard VPN on the Prisma SD-WAN web
interface.

Symantec Web Security Services Integration Guide 1.0.0 7 ©2023 Palo Alto Networks, Inc.



Integrate Prisma SD-WAN and Symantec Web Security Services

Plan the Deployment

The integration of Prisma SD-WAN with Symantec Web Security Services will occur using
designated ‘Service Center Data Center’ objects. These can be physical, virtual, or cloud-based
Data Centers.

When selecting existing or creating new Data Centers for integration, it is important to consider
the following factors:

e Physical regions/locations of branches that will be served by these Service Center Data
Centers.

e Regions for which the Web Security Services will be deployed (both active and backup).

Service Datacenter
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It is recommended to select a Service Center Data Center location in close network proximity
to one or more of the desired Web Security Services regions.
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Prepare Prisma SD-WAN Network

The steps to prepare the Prisma SD-WAN fabric for the Web Security Services integration will
vary based on the type of Service Center Data Center selected.

Physical or Virtual

STEP 1| Create one or more data center objects in the Prisma SD-WAN network for use as a Service
Center Data Center.

STEP 2| For each data center, deploy one or more ION 7000 class physical or virtual devices.

STEP 3| Deploy one or more traditional IPSEC routers (physical or virtual) that the ION cluster will
access through eBGP and then use to connect to the Web Security Services cloud.

Cloud (AWS)

STEP 1| Deploy Prisma SD-WAN ION 7000 series directly into your existing or new AWS Virtual
Private Cloud (VPC).

STEP 2| To gain access to the ION 7000 AMI, open a case via support@prismasdwan.com or https://
support.prismasdwan.com. Prisma SD-WAN will assist in initial deployments of AWS-Data
Centers.

Symantec Preparation

Following prerequisites ensure that the Symantec Web Security Services are available for
configuration.

e Ensure that the https://portal.threatpulse.com management account is active and has the
appropriate permissions.

e Ensure that the active Web Security Services Account has enough Firewall/VPN licenses for
the number of Service Center Data Centers that are required.
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Configure Symantec Integration

Deploying the Symantec and Prisma SD-WAN integration consists of three steps:
e Configure Symantec Web Security Services

e Configure IPSEC Tunnel to Symantec Web Security Service

e Sample Traditional IPSEC Router Configuration

e Configure Prisma SD-WAN Secure Application Fabric

11



Configure Symantec Integration

Configure Symantec Web Security Services

To configure Symantec Web Security Services:

STEP 1| Login to https://portal.threatpulse.com.

BLUE COAT © ThreatPulse

Symantec Web Security Service Sign In

Plaasa sign in with your Symaniac account
oredantials.

Privacy Pobcy Cornac] Syranied
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Configure Symantec Integration

STEP 2|

STEP 3 |

Navigate to Service configuration.

& ThreatPuls

Overview Dashboard @ @ oo

1,678 37

WEBSITTS CATECOANS
accrmn arrrmzra
o e b ¥ e —
Tt wd proveois 7 days (VT - 1 IMIA T
Trend af Threats
3
g
=z
A
Day

View Full Bezor {1t Dayl

Threat 3kes Blocked

Hte Requests

Report Totsla: [

M Data
“Whew Full Report (0 Sies)

webh Applications

2 sefresh

34 2

T AR LIRS WTRSTES BALIERT MAMILE FOTIMTAL MELMAFE

e acTvE miscsrs rrTeTn IRPIETEE SUENTE

i i e raw—— — ahikim Fi

Tirvaa Fona: FariTic Tiss (Avarwailas_Sngaks

Mahware Detected Names Blocked Users

mabsmare Apiaisns L

‘W Full Repert [0 Lsars)
Repart Tosls; ]

Wit Full REpoim |0 Malwaing

Porential Makware Infected Clents

iy 1P Amquets &
Repart Totsls:
Ko Data
wiew Full Report @ Chent IPs
Weh Browsing per Categary
= rorrr

0 U a

Cipaihlgrin Dewehppreeni Py, Aidmin =

& Aad Regom -

Web Browsing per Site

Pags Wiews

S

Site PFage Ve 4
wre AL L o

BRPOETET, EVETTIStE L0

SRR STV TN 8T

amarttum.com

P Dad J 0300

B OB B @ w ©

b i gh 1D fee LT

In the Service view, navigate to the Networks > Locations tab.

RUNF COAT G ThreatPuiss

Mppasesd Bites

Locations &

Messages  Docwrmasiafion Haip -

Locution K <

CloudGonix: S04 -art | Edit]

Fage 1 o

¥ Addeeds | Dareien 1D

[ -2-R) R )]

——

i AN perts ar baing aecepted by tha Wb Sozurly Servics bom FlswsilPN Locations. fiom inl..

Brvaid Walhod

Firawal YPH

(ioudGents Developmant  Faie- Admin ~  Profle Log Qul

[ ]

Policy Usags

Mot used

Chphinging ko 11011

Symantec Web Security Services Integration Guide 1.0.0

13

©2023 Palo Alto Networks, Inc.



Configure Symantec Integration

STEP 4| Add a new Location for each Service Center Data Center you wish to onboard.

STEP 5|

Add Location

Location Mame: = My New Service Cenler XYZ

Access Method: » Firewal VPR
Firewall F VPN

Wa've noficed that your IP address is: 98.64.220.253. If this [P
addreza |z the location you wish o add click hera

Gatewsy IF: «  <Enber remote IPSEC IF Hera=
Preshared Key: « enler_my_psk_here

+ Show

Captive Portal

These seitings will only be effective if you have configurad
one of the supported authenticstion melhods availsble in
the Authentication section

Enabla Caplive Portal
Aulhenticalion Type:

Estimated Users: +  Less than 60
Couwniry: +  United Slaies
Tima Fane: +  Pacifle Time [Amenicailos A
Address Line 1:
Addreas Line 2
Zip / Postal Code:

Comments:

Select Save.

Location Name: Add a descriptive name for the Service Center Data Center location.
Access Method: Select 'Firewall/VPN' from the drop-down list.

Estimated Users: Select the estimated number of users, taking into account the number of
users from ‘ALL remote locations that will use this Service Center.

Country: Select the Country of the Service Center Data Center.
Time Zone: Select the Time Zone of the Service Center Data Center.

Firewall/VPN - Gateway IP: Enter the Public IP of the Standard VPN IPSEC endpoint in the
Service Center Data Center.

Firewall/VPN - Preshared Key: Enter the Preshared key that is or will be used for this
Service Center Data Center.
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Configure Symantec Integration

Configure IPSEC Tunnel to Symantec Web Security
Service

Traditional IPSEC routers or Prisma SD-WAN Service Center Cloud Connector are used to bridge
the Prisma SD-WAN Secure Fabric to the Symantec Web Security Service.

Physical/Virtual Traditional IPSEC Router
STEP 1| Configure the IPSEC router to perform the following:
1. BGP peer with the Prisma SD-WAN ION 7000 cluster.

2. Terminate IPSEC to the Symantec Firewall service.

STEP 2| While every router configuration is different and a comprehensive guide is beyond the scope
of this document, refer to the open-source router configuration example here.

1. Refer here to locate Symantec Web Security Services enpoint IP addresses.

Service Center Cloud Connector

Open a case via support@cloudgenix.com or https://support.prismasdwan.com to request early
access to the Prisma SD-WAN Service Center Cloud Connector.
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Sample Traditional IPSEC Router Configuration

Below is an example open-source router configuration that can be used optionally for Virtual Data
Centers where desired.

This configuration was tested with VyOS (https://vyos.io/) Version 1.1.7.

/*The following IPs must be changed to match your environment.=
52.10.10.10= 10.1.1.100, 10.1.1.101= 13.10.10.10= 14.10.10.10=
10.1.0.1= 10.1.0.10/24= 10.1.1.10/24Public IP (Service Center
DataCenter) Prisma SD-WAN ION 7000sSymantec Public Endpoint IP
ASymantec Public Endpoint IP BDefault GatewaylLocal system IP
ethOLocal system IP ethl*/#vyos-configinterfaces {ethernet eth0
{address dhcpduplex autosmp affinity autospeed auto}ethernet
ethl {address 10.1.1.10/24}loopback lo {}Prisma SD-WAN - Public
Application Note 14vti vti® {address 192.168.1.254/32ip {source-

validation disable}mtu 1436}vti vtil {address 192.168.1.253/32ip
{source-validation disable}mtu 1436}}protocols {bgp 7501 {neighbor
10.1.1.100 {peer-group CLOUDGENIX}neighbor 10.1.1.101 {peer-

group CLOUDGENIX}peer-group CLOUDGENIX {nexthop-selfremote-as
7502} }Prisma SD-WAN - Public Application Note 15static {/*Static
routes - for active/active, set same AD.active/backup, make
backup higher.*/interface-route 0.0.0.0/0 {next-hop-interface
vti® {distance 206}next-hop-interface vtil {distance 208}}route
13.10.10.10/32 {next-hop 10.1.0.1 {}}route 14.10.10.10/32 {next-

hop 10.1.0.1 {}}route 12.101.3.4/32 {next-hop 10.1.0.1 {}}}}Prisma
SD-WAN - Public Application Note 1l6service {cloudinit {environment
ec2}ssh {disable-host-validationdisable-password-authenticationport
22}}system {host-name SC-CUSTOMER-SymantecWSS-us-east-1-CORE-

ROUTERtime-zone UTC}vpn {ipsec {esp-group ESP-1W {compression
disablelifetime 3600mode tunnelpfs dh-group2proposal 1 {encryption
3deshash shal}}ike-group IKE-1W {ikev2-reauth nokey-exchange
ikevllifetime 28800proposal 1 {dh-group 2encryption 3deshash
shalPrisma SD-WAN - Public Application Note 17}}ipsec-interfaces
{interface ethO}nat-networks {allowed-network 0.0.0.0/0 {}}site-

to-site {peer 14.10.10.10 {authentication {id 52.10.10.10mode pre-

shared-secretpre-shared-secret <REMOVED-ENTER-YOUR-OWN>}connection-

type initiateike-group IKE-GRlikev2-reauth inheritlocal-address
10.1.0.10vti {bind vtilesp-group ESP-GR1l}}peer 13.10.10.10
{authentication {id 52.10.10.10mode pre-shared-secretpre-shared-

secret <REMOVED-ENTER-YOUR-OWN>}connection-type initiateike-group
IKE-GR1likev2-reauth inheritPrisma SD-WAN - Public Application Note
18local-address 10.1.0.10vti {bind vtiOesp-group ESP-GR1}}}}}
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Configure Prisma SD-WAN Secure Application Fabric

After the Symantec Firewall Service and Service Center Data Center IPSEC router or Cloud
Connector are configured, the next step is to steer branch application traffic to the Firewall
Services.

Some of the most common examples of how a traffic policy can be configured per application are:

¢ Send all Internet-bound traffic from a set of branches to the Symantec Firewall Service
(Blanket Suspect list).

¢ Send all Internet-bound traffic from a set of branches to the Symantec Firewall service except
for specific known applications. (Suspect list-Allow list).

¢ Send all Internet traffic direct to the Internet except for certain applications that need
additional inspection or security. (Allow list-Suspect list).

The Prisma SD-WAN Secure Application Fabric enables granular controls for virtually unlimited
number of policy permutations down to the sub-application level. The following configuration will
use a Blanket-Suspect list style deployment:

STEP 1| Create a Data Center Group that will include the Service Center Data Center(s).

1. From the Policies tab, click Data Center Groups.
2. In the Data Center Groups window, click Add New.

o

Group Narme Drata Centers

© Add Now

Al Symantec SDC 1 CloucConnecior AWS East w

3. In the Group Name field, enter a descriptive name, such as Web Security Services Bindings.
4. Under Data Centers, select each Data Center that will participate in this group.
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Configure Symantec Integration

STEP 2| Edit individual Policy Set rules to use the new Service Bindings.

1. In the Policies screen, under the Network Policies tab, click the policy you wish to edit.

Policies

NETWORK POLICIES [2)

&k
Symantec Protected Netwerk Policy 1 Standard 0
a AUL Sitas

Lt Exchied: 3|0 - 381

Fulicy Rues

2. From this policy set, select one or more policy rules, and click the edit icon.

380 Rules

L any Priority L Any Path w Priority -
1POUCY RULES BN 1§ PRICRITIES
Platinum # EditGroup @ MNew Rule
PP MOME CONTEXT FATHS DETA CENTER GROUFS ACTIONS
eBlpUlse. com MONE clive, O Backup Reguirad: Acthv 4 [

3. In the policy rule, click Next until you come to the Service Group option.
4. In Data Center Groups, select an Active and Backup Data Center Group for the application.

Edit "SymantecWebSecurityApp-Policy” Last Edted: Sep 18, 2007

1. Network Context 2. Priority 3, Paths 1 4. Data Center Groups &, Summary

SELECT DATA CENTER GROUPS

Required
ACTIVE BACKWP

EastDC W - -~

Al

Eact DC
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Configure Symantec Integration

5. Optionally, the Data Center group can be flagged as Required for this policy rule.
o If flagged as Required, the traffic must transit through these Data Centers or the traffic
will be dropped.

e Use of the Required flag also prevents any Direct Internet or Direct MPLS path from
being allowed as an Active or Backup path.

6. Click Next, and select Save to apply the policy rule changes.

STEP 3| Verify that the Policy rules have the appropriate Data Center Groups configured.

< Policies

Symantec Protected Network Policy -

1h £ AnyPricity W Ay Path w riority w @ ADD POLICY RULE

DLICY RULES |IM 3 PRIDRITIES

& EditGroup @ MNew Rule

Platinum

PP MAME COMTEXT FATHS DATA CENTER GROUPS ACTIDNS

tpulse.ct NONE 1 Activa, O Backup Required: Active

v = Gold

Silver

Enterprises can set up per-application, direct-to-cloud policies to deliver the cloud securely
and with high performance to the remote office because of integration between Prisma
SD-WAN and Symantec Web Security Services. At the same time, the remote office device
footprint is minimal with rapid cloud-based services delivery.

Symantec Web Security Services Integration Guide 1.0.0 19 ©2023 Palo Alto Networks, Inc.



Configure Symantec Integration

Symantec Web Security Services Integration Guide 1.0.0 20 ©2023 Palo Alto Networks, Inc.



	Symantec Web Security Services Integration Guide 1.0.0
	Table of Contents
	Integrate Prisma SD-WAN and Symantec Web Security Services
	Prisma SD-WAN and Symantec Web Security Services
	Prerequisites to Integrate Prisma SD-WAN and Symantec Security Services
	Plan the Deployment
	Prepare Prisma SD-WAN Network
	Cloud (AWS)
	Symantec Preparation


	Configure Symantec Integration
	Configure Symantec Web Security Services
	Configure IPSEC Tunnel to Symantec Web Security Service
	Service Center Cloud Connector

	Sample Traditional IPSEC Router Configuration
	Configure Prisma SD-WAN Secure Application Fabric



